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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF ALABAMA
MOBILE DIVISION

TAMMY PHILLPS, LOUIS LUMPKIN
and ANTONIA FOXWORTH,

individually and on behalf of all others Case No.
similarly situated,

Plaintiffs, CLASS ACTION COMPLAINT
JURY TRIAL DEMANDED

V.

COASTAL FAMILY HEALTH
CENTER,

Defendant.

CLASS ACTION COMPLAINT

Plaintiffs, TAMMY PHILLIPS, LOUIS LUMPKIN and ANTONIA
FOXWORTH (the “Plaintiffs”), individually and on behalf of all others similarly
situated, brings this action against Defendant COASTAL FAMILY HEALTH
CENTER (“Coastal Family” or “Defendant”) to obtain damages, restitution, and
injunctive relief for the Class, as defined below, from Defendant. Plaintiffs make
the following allegations upon information and belief, except as to her own actions,

the investigation of her counsel, and the facts that are a matter of public record.

NATURE OF THE ACTION
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1. This class action arises out of the recent ransomware attack and data
breach that was perpetrated against Defendant Coastal Family, a not-for-profit
community health center servicing southern Mississippi (the “Data Breach”). The
Data Breach resulted in unauthorized access and exfiltration of highly sensitive and
personal information (the “Private Information™).

2. As a result of the Data Breach, Plaintiffs and approximately 62,342
Class Members? suffered present injury and damages in the form of identity theft,
out-of-pocket expenses and the value of the time reasonably incurred to remedy or
mitigate the effects of the unauthorized access, exfiltration, and subsequent criminal
misuse of their sensitive and highly personal information.

3. The Private Information compromised in the Data Breach included
names, addresses, Social Security numbers, health insurance information, and health
and treatment information. The healthcare-specific data compromised is protected
health information (“PHI”) as defined by the Health Insurance Portability and
Accountability Act of 1996 (“HIPAA”), and information such as Plaintiff’s Social
Security number is deemed personally identifiable information (“PII”).

4, Plaintiffs bring this class action lawsuit on behalf of those similarly

situated to address Defendant’s inadequate safeguarding of Class Members’ Private

1 See Cases Currently Under Investigation, Office for Civil Rights, U.S. Dept. of Health and Human Services,
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf (last visited Sept. 15, 2021).
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Information that it collected and maintained, and for failing to provide timely and
adequate notice to Plaintiffs and other Class Members that their information had
been subject to the unauthorized access of a third party.

5. Upon information and belief, Defendant maintained the Private
Information in a reckless manner. In particular, the Private Information was
maintained on Defendant’s computer system and network in a condition vulnerable
to cyberattacks.

6. Upon information and belief, the mechanism of the cyberattack and
potential for improper disclosure of Plaintiff’s and Class Members’ Private
Information was a known risk to Defendant, and thus Defendant was on notice that
failing to take steps necessary to secure the Private Information from the risk of a
ransomware attack.

7. Plaintiff’s and Class Members’ identities are now at considerable risk
because of Defendant’s negligent conduct since the PIl and PHI that Coastal Family
collected and maintained is now in the hands of data thieves.

8. Armed with the Private Information accessed in the Data Breach, data
thieves can commit a variety of crimes, including but not limited to fraudulently
applying for unemployment benefits, opening new financial accounts in Class
Members’ names, taking out loans in Class Members’ names, using Class Members’

names to obtain medical services, using Class Members’ health information to target
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other phishing and hacking intrusions based on their individual health needs, using
Class Members’ information to obtain government benefits (including
unemployment or COVID relief benefits), filing fraudulent tax returns using Class
Members’ information, obtaining driver’s licenses in Class Members’ names but
with another person’s photograph and providing false information to police during
an arrest.

9. As a result of the Data Breach, Plaintiffs and Class Members have been
exposed to a heightened and imminent risk of fraud and identity theft. As a result of
Defendant’s actions and inactions, as set forth herein, Plaintiffs and Class Members
must now and in the future closely monitor their financial and medical accounts and
information to guard against identity theft, among other issues.

10. Plaintiffs and Class Members have and may in the future incur actual
monetary costs, including but not limited to the cost of purchasing credit monitoring
services, credit freezes, credit reports or other protective measures to deter and detect
identity theft.

11. Plaintiffs and Class Members have and may in the future expend time
spent mitigating the effects of the Data Breach, including time spent dealing with

actual or attempted fraud and identity theft.
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12. By their Complaint, Plaintiffs seek to remedy these harms on behalf of
himself and all similarly situated individuals whose P1l and PHI was accessed during
the Data Breach.

13. Plaintiffs seek remedies including, but not limited to, compensatory
damages, nominal damages, exemplary damages, reimbursement of out-of-pocket
costs, and injunctive relief including improvements to Defendant’s data security
systems, future annual audits and adequate credit monitoring services funded by
Defendant.

14.  Asaresult of the Data Breach, Plaintiffs and Class Members have been
exposed to a heightened and imminent risk of fraud and identity theft. Plaintiffs and
Class Members must now and in the future closely monitor their financial accounts
to guard against identity theft.

15.  Plaintiffs seek remedies including, but not limited to, compensatory
damages, reimbursement of out-of-pocket costs, and injunctive relief including
improvements to Defendant’s data security systems, future annual audits, and
adequate credit monitoring services funded by Defendant.

16.  Accordingly, Plaintiffs bring this action against Defendant seeking
redress for its unlawful conduct and asserts a claim for negligence.

PARTIES
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