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EXHIBIT INDEX TO COMPLAINT 

Exhibit No. Description 

1 Annotated screenshot of September 7–11, 2020 Twitter thread by 
@ejohnson99 

2 Printout of software code excerpt re algorithm metrics 

3 Printout of software code excerpt re comparison metrics 

4 Printout of software code excerpt re exam termination reasons 

5 Printout of software code excerpt re blacklisted programs 

6 Screenshot of September 7–8, 2020 Twitter messages between Erik 
Johnson and Mike Olsen 

7 October 19, 2020 email from Twitter Support to E. Johnson re DMCA 
notice 

8 Screenshot of November 11, 2020 Twitter thread by @ejohnson99 

9 November 25–December 9, 2020 email thread between GitHub Support 
and Erik Johnson re DMCA notice 
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Erik Johnson @ejohnson99 • Sep 7, 2020 

Hey @proctorio @artfulhacker How do you explain this? 
You have strings referenc ing 

"A Proctorio agent will review and verify the test taker's room scan" 
and 
"live id check" 

All while still saying that professors are the only ones who can access 
recordings and look at students? 

0 14 t1 205 Q 405 

Erik Johnson @ejohnson99 • Sep 7, 2020 

"Test takers will connect to a live human based on suspicion level during 
the exam" - seemingly, if you raise enough flags to the algorithm du ring 
your exam, Proctorio's "agents" will spy on you. 
These so- callled "agents" appear to have full access to the feed of 
students' exams. 

01 t1 11 Q 128 ,!, 

Erik Johnson @ejohnson99 • Sep 7, 2020 

While "verifying room" they can take actions through a UI prompt asking 
them "How should Proctorio respond to Verify Room violations?" options 
are: 
- Interrupt the exam to ensure compliance 
- Immediately remove the test taker from the exam 
- Add incident to Proctorio Gradebook 

01 tl. 8 Q 103 ,!, 

Erik Johnson @ejohnson99 • Sep 7, 2020 

Here's a list o f metrics Proctorio looks for & f lags: 
- Changes in audio levels 
- Abnormal c licking 
- Abnormal copy & pastes 
- Abnormal exam duration 
- End t imes 
- Eye movement 
- # of faces 
- Head movement 
- Abnormal movement of mouse 
& more pastebin.com/2Kbez442 

0 3 tl. 20 Q 114 ,!, 
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Erik Johnson @ejohnson99 • Sep 7, 2020 

They use these metrics to compare you to other students in the class, 
f lagging students and their deviation away from the average number of 
- copy/pastes 
- resizes 
- audio spikes 
- head & eye movements 
- mouse movements 
- keystrokes 
pastebin.com/PtPivBsM 

Q 2 t.-: 6 <::) 89 ,!, 

Erik Johnson @ejohnson99 • Sep 7, 2020 

Your attempt can be terminated if ... 
- 2+min disconnection 
- Attempt to modify page 
- Attempt to download a file 
- Plugged in a monitor 
- (Un)plugged camera/mic 
- "hardware malfunction" 
- Switched networks 
- Switched Proxies 
- Reloaded tab 
pastebin.com/gWtv3VQx 

Q 2 t.l, 11 <::) 91 ,!, 

Erik Johnson @ejohnson99 • Sep 7, 2020 

In some cases, you will have to scan your room. At the begining of the 
exam, and during if your suspicion level raises. Proctorio compiles the 
footage into a street-view like 360 image of your room/house that your 
professor can access and seemingly proctorio "agents" too . 

e ••-• ~--, ... ___ .,. _____ _ 

Q 2 t.-: 15 
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Erik Johnson @ejohnson99 . Sep 7, 2020 

If you have a poor internet connection, Proctorio isn't so nice about it... 
" No, your connection is terrible and you will experience issues during an 
exam. If you decide to take an exam on this connection we will notify your 
institution you were warned and ignored the warning." 

0 2 t.l. 8 Q 101 

Erik Johnson @ejohnson99 . Sep 7, 2020 

The Proctorio chrome extension "self-destructs" and uninstalls itself if it 
sees a chrome devtools window open, and redirects students to this 
page in an attempt to scare them. lti.proctor.io/hacker It doesn't lock your 
IP and it doesn't forward anything to an admin. 

Smile! 
Whoop'? ... 
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You y.;t tned to hock Proctono and we-e cau'.'lht Your IP has; 

been locked and evidence 1,; beinti ~orwarded to your <;chool adrrw, 

01 t.l. 58 Q 168 

Erik Johnson @ejohnson99 . Sep 7, 2020 

A similar thing happens if it detects a proxy az545770.vo.msecnd.net 
/lti/proxy or a network interception az545770.vo.msecnd.net/lti/intercept 
On the topic of proxies/network auditing, Proctorio seemingly routes ALL 
of your chrome browsing t raffic through their servers and hides it from 
any tools. 

01 t.l. 12 <::) 85 

Erik Johnson @ejohnson99 . Sep 7, 2020 

This isn' t just active w hen you're taking a test, it ALWAYS does this if it's 
installed. For example, if you open Charles/Burp with the proctorio 
extension installed, you won't see ANY of your network traffic from 
chrome. I can't see where it's sending data because no DevTools. 

0 2 t.l. 14 <::) 101 

Case 2:21-cv-00691-DLR   Document 1-2   Filed 04/21/21   Page 5 of 43

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
  Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

  Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
  With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

  Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
  Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

  Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


