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16 UNITED STATES DISTRICT COURT

19 ||JOHN BAKER ORANGE on behalf of
himself and all others similarly
situated,
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V.

RING LLC and
AMAZON.COM, INC.

Defendant.

CERNTRAL DISTRICT OF CALIFORNIA

CASE NO.: 2:19-cv-10899

CLASS ACTION
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gUITABLE DECLARATORY

AND INJUNCTIVE RELIEF FOR:

§1§ NEGLIGENCE

2)INVASION OF PRIVACY
3)BREACH OF THE IMPLIED
WARRANTY OF
MERCHANTABILITY
(4)BREACH OF IMPLIED
CONTRACT
5) UNJUST ENRICHMENT
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3 DEMAND FOR JURY TRIAL

4

. Plaintiff John Baker Orange (“Plaintiff”), individually, by and through his
6 undersigned counsel, brings this class action lawsuit against Ring LLC and
! Amazon.com, Inc. (collectively, “Defendants,” or “Ring”), on behalf of himself and
8 all others similarly situated, and alleges, based upon information and belief and the
? investigation of his counsel as follows:

10 JURISDICTION AND VENUE

i 1. This Court has subject matter jurisdiction over this action under the Class
12 Action Fairness Act, 28 U.S.C. § 1332(d)(2) because (a) the aggregated claims of
13 putative class members exceeds $5 million, exclusive of interest and costs; (b) there
14 are at least hundreds of putative class members; and (c) at least one of the members of
15 the putative class is a citizen of a different state than Defendants.

o 2. This Court has personal jurisdiction over Defendants because
17 Defendants, directly or through their agents, conduct business in the State of
18| California and within this District.  Specifically, Defendant Ring maintains
19 headquarters in this District and operate in this District. Through their business
20 operations in this District, Defendants intentionally avail themselves of the markets
21 within this District to render the exercise of jurisdiction by this Court just and proper.
22 3. Through its business operations in this District, Defendants intentionally
23 availed themselves of the markets within this District and have sufficient minimum
24 contacts with this State to render the exercise of jurisdiction by this Court just and
23 proper.
26 4. Venue is proper in this Court pursuant to 28 U.S.C. § 1391(a)(1) because
27 a substantial part of the events and omissions giving rise to this action occurred in this
28
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District and Ring 1s headquartered in this District.
INTRODUCTION

5. Ring is a security and safety company which manufactures, markets and
sells alarms, video doorbells, security systems, and cameras. At its core, Ring’s
products are designed to promote the safety of its customers and to protect their
privacy.

6. Wi-Fi cameras are among Ring’s most popular offerings. They are
designed to be strategically placed throughout a property, enabling authorized users to
see covered areas in high definition and to communicate directly with occupants via a
two-way speaker-microphone system.

7. Ring promises its customers “peace of mind” with its Wi-Fi enabled
smart security systems. Unfortunately, Ring’s cameras fail to deliver on its most basic
promise. Lax security standards and protocols render its camera systems vulnerable to
cyber-attack. Indeed, over the past several months numerous Ring customers reported
that their camera systems had been hacked by malicious third parties who gained
access to the video and two-way speaker-microphone system which they used to
invade the privacy of customers’ homes and terrorize unsuspecting occupants, many
of whom are children.

8. While Ring quickly attempted to distance itself from liability by blaming
customers for failing to create strong security passwords, it is Ring who failed to
provide sufficiently robust security measures such as two-factor authentication and
other protocols necessary to maintain the integrity and inviolability of its cameras. As
a result of Ring’s defective design, and its failure to imbue its Wi-Fi cameras with
sufficient security protocols, its customers’ most basic privacy rights were violated
along with the security and sanctity of their homes.

0. Plaintiff, on behalf of all others similarly situated, alleges claims for

negligence, invasion of privacy, breach of implied contract, breach of implied
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1 || warranty and unjust enrichment. In addition, Plaintiff seeks damages, injunctive and
2 || declaratory relief.
3 PARTIES
4 10.  Plaintiff John Baker Orange is a resident of Jefferson County Alabama.
5 || He purchased a Ring outdoor camera for his house in July 2019 for approximately
6 | $249.00. The Ring camera was installed over his garage with a view of the driveway.
7 || Mr. Orange purchased the Ring camera to provide additional security for him and his
8 || family which include his wife and three children aged 7, 9, and 10. Recently, Mr.
9 || Orange’s children were playing basketball when a voice came on through the
10 || camera’s two-way speaker system. An unknown person engaged with Mr. Orange’s
11 | children commenting on their basketball play and encouraging them to get closer to
12 |l the camera. Once Mr. Orange learned of the incident, he changed the password on the
13 || Ring camera and enabled two-factor authentication. Prior to changing his password,
14 || Mr. Orange protected his Ring camera with a medium-strong password.
15 11.  Prior to the recent hacking incidents, Mr. Orange was unaware of and
16 || believes that Ring did not provide users the ability to secure their systems with two-
17 || factor authentication.
18 12.  Defendant Ring LLC is a home security and smart home company that
19 || manufactures a range of home security products including Wi-Fi enabled smart
20 || cameras. Ring LLC is a wholly owned subsidiary of Amazon.com with its place of
21 || business located at 1523 26th St, Santa Monica, California 90404.
22 13. Defendant Amazon.com Inc. is a Delaware corporation headquartered at
23 11410 Terry Avenue North Seattle, Washington 98109-5210. Ring was acquired by
24 || Amazon in February 2018 for an estimated value of between $1.2 billion and $1.8

25 || billion.

26 JURISDICTION AND VENUE

27 14.  This Court has subject matter jurisdiction over this action under the Class
28
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Action Fairness Act, 28 U.S.C. § 1332(d)(2). The amount in controversy exceeds $5
million, exclusive of interest and costs. There are thousands of putative class
members, and at least some of whom have a different citizenship from Defendants.

15. This Court has jurisdiction over the Defendants which operate in this
District. Through their business operations in this District, Defendants intentionally
avail themselves of the markets within this District to render the exercise of
jurisdiction by this Court just and proper.

16.  Venue is proper in this Court pursuant to 28 U.S.C. § 1391(a)(1) because
a substantial part of the events and omissions giving rise to this action occurred in this
District and Ring 1s headquartered in this District.

STATEMENT OF FACTS
A. Ring Products and Wi-Fi Connectivity

17. Ring offers a variety of Wi-Fi enabled security and safety devices, most
notably video doorbells and cameras. The Ring video doorbell is the company’s
flagship product. It is a smart doorbell that contains a high-definition camera, a
motion sensor, a microphone and speaker for two-way audio communication. It
integrates with an associated mobile app, which allows users to view real-time video
from the camera, receive notifications when the doorbell is rung, and communicate
with visitors at the door via the integrated speaker.

18. In 2015, Ring released the first of its internal wireless IP cameras. Like
the video doorbell, the cameras provide high definition video and microphone-speaker
functionality for two-way communication. Since 2015, Ring has expanded its
selection to include a range of indoor and outdoor cameras, each with video and two-
way audio communication. !

19. Ring products are designed to operate through a users’ Wi-Fi network.

! https://support.ring.com/hc/en-us/sections/360006380112-Indoor-Cam

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




