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INTRODUCTION 

1. This case arises from an effort by the Los Angeles Department of 

Transportation to seize personal geolocation data about individual Angelenos as they go 

about their daily lives.   

2. Plaintiff Social Bicycles LLC d/b/a JUMP (“JUMP”) owns and makes 

available to Angelenos a fleet of GPS-enabled electric scooters and pedal-assist bikes that 

riders can locate on their smartphones, rent for short periods of time, and use to complete 

short trips that might otherwise occur in a car.  As a condition of doing business, Defendants 

the Los Angeles Department of Transportation (“LADOT,” and with the City of Los 

Angeles, the “City of Los Angeles,” or the “City”) compel dockless mobility operators like 

JUMP to produce precise time-stamped geolocation data that tracks the location of their e-

bikes and e-scooters in real time while riders are on them.   

3. While this data is not, on its face, connected to a particular user by name, phone 

number, credit card, or other identifying information, LADOT or others can nonetheless use 

historical time-stamped geolocation data to identify individual users’ travel patterns and 

then connect those travel patterns to specific users, thereby “re-identifying” them.  And if 

seized in real time, this confidential and sensitive geolocation data enables LADOT to 

electronically surveil dockless mobility users on a massive scale while they are on a trip.  

LADOT’s large-scale seizure of private data is manifestly unlawful. 

4. When given a chance to defend the public policy reasons underlying LADOT’s 

requirement that JUMP provide time-stamped geolocation data in real time in front of an 

administrative hearing officer, LADOT dissembled and its reasoning collapsed.  At bottom, 

LADOT and its witnesses could offer no reasoned policy basis for the seizure of dockless 

mobility users’ intimate time-stamped geolocation data in real time.  Because there is none.  

Real-time in-trip geolocation data does not assist the City in planning bike lanes, or figuring 

out deployment patterns in different neighborhoods, or dealing with complaints about 

devices that are parked in the wrong place, or monitoring compliance with permit 

requirements.  It is a tool for surveillance.   
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5. LADOT’s data grab did not appear in a vacuum.  In recent years, the agency 

has engaged John Ellis, a “big data futurist,” as a consultant to help write the data-

acquisition rules at issue here.  His private company, Ellis & Associates, was in turn 

acquired by Lacuna—a venture-backed, for-profit entity.  Ellis & Associates and Lacuna 

stand to gain economically from the countrywide, potentially even worldwide, adoption of 

data-acquisition rules similar to those Ellis & Associates wrote for LADOT because they 

can bill themselves as the engineer of these data-acquisition rules, and therefore the best 

consultants to help other cities implement similar data seizures.  Moreover, Ellis & 

Associates has charged Los Angeles for services promoting its data seizure programs (in 

which Ellis and his company have a financial interest) around the country and abroad.   

6. Working together, LADOT and Ellis & Associates have been strikingly candid 

about their long-term and revolutionary aims:  to “actively manage” bikes, scooters, and 

ultimately cars, as part of a “radical, significant, and daunting” effort to affect a “significant 

cultural transformation.”  LADOT’s efforts, if allowed to continue, would fundamentally 

change the relationship between citizens and their government.  LADOT’s grandiose 

plans—largely concocted and implemented out of public view—run roughshod over 

fundamental legal and constitutional guarantees of privacy cherished by all Americans.  

7. More specifically, LADOT’s mandatory conditions for participants in the 

dockless mobility device market include a series of detailed code requirements set forth in 

a document called the “Mobility Data Specification” (“MDS”), which lives in a technical 

data room established for computer programmers called “Github” and is not easily 

accessible to the public.  LADOT changes the MDS on a whim.  Indeed, LADOT initially 

made the changes that are most fundamental to this complaint in a “webinar,” prepared and 

delivered by its consultant just days before first-year permit applications were due and 

which LADOT then modified a few weeks later by e-mail.  When LADOT’s witnesses were 

put under oath, even they struggled to identify an authoritative source for the MDS 

requirements in connection with the then-operative one-year permit.  It is difficult to 
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imagine that a member of the public could determine what data LADOT is collecting about 

them.     

8. The MDS requirements relevant here compel participants to build and 

implement two specific “application program interfaces” (“APIs”).  Generally speaking, an 

API is a piece of code that allows two software systems to communicate with each other.  

The two compulsory APIs at the center of this lawsuit are the “Provider API,” which came 

first and provides historical information which LADOT can “pull,” and the “Agency API,” 

which came later, goes much farther, and forces operators to automatically transmit, or 

“push,” the data of its devices directly to LADOT.  When implemented as currently required 

by LADOT, these APIs provide LADOT and its consultants with a massive trove of 

confidential data about JUMP’s devices and users, including precisely where each device 

travels to and from, through which route, and at what time.  Most troubling, LADOT 

requires operators to transmit certain geolocation data about their dockless devices, such as 

trip-start data, in real time as riders use them. 

9. In recent years, the United States Supreme Court has warned of the grave 

dangers of allowing the Government free-wheeling access to geolocation data like the data 

that LADOT seizes pursuant to the MDS.  In Carpenter v. United States, for example, the 

Supreme Court astutely observed, in a detailed opinion by Chief Justice Roberts, that 

geolocation data provides an “intimate window into a person’s life, revealing not only his 

particular movements, but through them his ‘familial, political, professional, religious, and 

sexual associations.”  138 S. Ct. 2206, 2217 (2018).  Similarly, in United States v. Jones, 

Justice Sotomayor explained why this data raises such grave privacy concerns:  the 

“Government can store such records and efficiently mine them for information years into 

the future,” and “because GPS monitoring is cheap in comparison to conventional 

surveillance techniques and, by design, proceeds surreptitiously, it evades the ordinary 

checks that constrain abusive law enforcement practices: ‘limited police resources and 

community hostility.’”  565 U.S. 412, 415-16 (2012) (Sotomayor, J., concurring).   
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10. The Supreme Court has also been clear that businesses have a fundamental 

privacy right in their business records, and thus must be given an opportunity for “pre-

compliance review” prior to the Government effectuating a compulsory search of those 

records.  City of Los Angeles v. Patel, 135 S. Ct. 2443, 2452 (2015).  As a result, a 

municipality may not compel a technology company to turn over its user data with a set of 

“sweeping” requirements that are “devoid of any tailoring” to suspected wrongdoing, 

especially without providing any opportunity for pre-compliance review.  AirBnb, Inc. v. 

City of New York, 373 F. Supp. 3d 467, 491 (S.D.N.Y. 2019).  LADOT’s seizure of JUMP’s 

proprietary time-stamped geolocation data, without any tailoring or opportunity for review, 

thus runs headlong into the crossroads of two lines of clear and powerful Fourth 

Amendment precedent.  

11. Throughout LADOT’s creation and implementation of its dockless mobility 

program, JUMP has repeatedly explained to LADOT the profound privacy risks inherent in 

the collection of historical trip records, combined with time-stamped geolocation data 

collected in real time, and has repeatedly raised objections to these requirements with 

LADOT.  JUMP’s pleas have been met with effective silence.  And JUMP has made plain 

that it does not believe that it can be lawfully compelled to transmit the real-time geolocation 

data of its dockless devices.  But with LADOT unwilling to budge, and JUMP’s business 

in Los Angeles at stake, JUMP went as far as it believed it reasonably could to accommodate 

LADOT’s demands:  JUMP agreed to provide, and has been providing, trip-start, trip-end, 

and route data at a 24-hour latency, i.e., it has sent LADOT the required data but only twenty 

four hours after a rider’s trip-start, trip-end, and route events occur.  With this slight delay 

in data production, there is at least a theoretical possibility that JUMP could seek to 

challenge a specific LADOT request before complying, an opportunity unavailable where 

LADOT requires data production in real time. Moreover, by providing geolocation data 

after a 24-hour latency period, rather than in real time, JUMP has significantly mitigated 

the frightening risks of direct and constant government surveillance or possible interception 

of individual users.  And JUMP has complied with every other aspect of LADOT’s 
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