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CENTRAL DISTRICT OF CALIFORNIA 
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all others similarly situated,    

                           

                             Plaintiffs,  

             v. 

 

SUPERCARE HEALTH, INC., 

                             Defendant. 

 

 

 

 Case No.  

 

 

CLASS ACTION COMPLAINT 

 

Demand for Jury Trial 

 

Case 2:22-cv-02483   Document 1   Filed 04/12/22   Page 1 of 56   Page ID #:1

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

mailto:astraus@milberg.com
https://www.docketalarm.com/


 

 

 

 

 

 

CLASS ACTION COMPLAINT - 2 

  

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

  

 Plaintiff Vickey Angulo (“Plaintiff”) brings this Complaint against Defendant 

SuperCare Health, Inc. (“SCH”), individually and on behalf of all others similarly 

situated, and alleges upon personal knowledge as to her own actions and her counsel’s 

investigations, and upon information and belief as to all other matters, as follows: 

I. NATURE OF THE ACTION 

1. On or about March 25, 2022, SCH posted a notice, entitled Notice of Data 

Breach (hereinafter, the “Notice”), announcing publicly that an unauthorized actor 

accessed SCH’s files. 

2. According to SCH’s Notice, current and former patients’ personally 

identifiable information (“PII”) and protected health information (“PHI”) as defined by 

the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), including, 

but not limited to, patients’ names, addresses, dates of birth, hospital or medical group, 

patient account numbers, medical record numbers, health insurance information, 

testing/diagnostic/treatment information, and other health-related information, as well as, 

for some, Social Security numbers and driver’s license numbers (collectively, the 

“Private Information”), were accessed and compromised by an unauthorized third party 

in the cybersecurity incident (the “Data Breach”). 
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3. As detailed below, the Data Breach was a direct result of Defendant’s 

failure to implement adequate and reasonable cyber-security procedures and protocols 

necessary to protect Plaintiff’s and the Class Members’ Private Information despite the 

fact that data breach attacks against medical systems and healthcare providers are at an 

all-time high. 

4. This attack enabled an unauthorized third-party to access SCH’s computer 

systems and the highly sensitive and confidential data of thousands of current and former 

patients of SCH, including Plaintiff. 

5. Plaintiff received a notification letter from SCH informing her that the 

information accessed by the third-party actors included her electronic health records. 

6. SCH, despite professing to take the privacy and security of its patients’ 

confidential and health information seriously, has not offered to provide affected 

individuals with adequate credit monitoring service or compensation for the damages 

they have suffered as a result of the Breach. 

7. As a consequence of the Data Breach, Plaintiff’s and Class members’ 

Private Information has been released into the public domain and they have had to, and 

will continue to have to, spend time to protect themselves from fraud and identity theft. 
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8. Upon information and belief, the mechanism of the cyberattack and 

potential for improper disclosure of Plaintiff’s and Class Members’ Private Information 

was a known risk to Defendant, through frequent news reports and FBI warnings to the 

healthcare industry, and thus it was on notice that failing to take steps necessary to secure 

the Private Information from those risks left the property in a dangerous and vulnerable 

condition. 

9. Defendant disregarded the rights of Plaintiff’s and Class Members (defined 

below) by, inter alia, intentionally, willfully, recklessly or negligently failing to take 

adequate and reasonable measures to ensure its data systems were protected against 

unauthorized intrusions; failing to disclose that it did not have adequately robust 

computer systems and security practices to safeguard patient Private Information; failing 

to take standard and reasonably available steps to prevent the Data Breach and failing to 

provide Plaintiff and Class Members accurate notice of the Data Breach. 

10. Plaintiff’s and Class Members’ identities are now at risk because of 

Defendant’s conduct since the Private Information that Defendant collected and 

maintained is now in the hands of data thieves. 

11. Armed with the Private Information accessed in the Data Breach, data 

thieves can commit a variety of crimes including, e.g., opening new financial accounts 

in Class Members’ names, taking out loans in Class Members’ names, using Class 
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Members’ information to obtain government benefits, filing fraudulent tax returns 

using Class Members’ information, obtaining driver’s licenses in Class Members’ 

names but with another person’s photograph and/or giving false information to police 

during an arrest. 

12. As a result of the Data Breach, Plaintiff and Class Members have been 

exposed to a substantial and present risk of fraud and identity theft.  Plaintiff and Class 

Members must now and in the future closely monitor their financial accounts to guard 

against identity theft. 

13. Plaintiff and Class Members may also incur out of pocket costs for, e.g., 

purchasing credit monitoring services, credit freezes, credit reports or other protective 

measures to deter and detect identity theft. 

14. Plaintiff seeks to remedy these harms on behalf of herself and all 

similarly situated individuals whose Private Information was accessed during the Data 

Breach. 

15. Plaintiff seeks remedies including, but not limited to, compensatory 

damages, nominal damages, reimbursement of out-of-pocket costs, and injunctive relief 

including improvements to Defendant’s data security systems, future annual audits, and 

adequate credit monitoring services funded by Defendant. 
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