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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

JOHN DOE, et al.,
Case No. 21-cv-00485-JCS
Plaintiffs,
V. ORDER GRANTING IN PART AND
DENYING IN PART MOTION TO
TWITTER, INC., DISMISS FIRST AMENDED
COMPLAINT
Defendant.
Re: Dkt. No. 48

l. INTRODUCTION
Plaintiffs John Doe #1 and John Doe #2 allege that when they were thirteen years old they

were solicited and recruited for sex trafficking and manipulated into providing to a third-party sex
trafficker pornographic videos (“the Videos”) of themselves through the social media platform
Snapchat. A few years later, when Plaintiffs were still in high school, links to the Videos were
posted on Twitter. Plaintiffs allege that when they learned of the posts, they informed law
enforcement and urgently requested that Twitter remove them but Twitter initially refused to do
so, allowing the posts to remain on Twitter, where they accrued more than 167,000 views and
2,223 retweets. According to Plaintiffs, it wasn’t until the mother of one of the boys contacted an
agent of the Department of Homeland Security, who initiated contact with Twitter and requested
the removal of the material, that Twitter finally took down the posts, nine days later.

Plaintiffs assert state and federal claims against Twitter based on its alleged involvement in
and/or enabling of sex trafficking and the distribution of the child pornography containing their

images. Twitter, however, contends that even after Congress’s enactment of the Fight Online Sex
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is shielded from liability under Section 230 of the Communications Decency Act (“CDA”). Thus,
Twitter brings a Motion to Dismiss First Amended Complaint (“Motion”) seeking dismissal of all
of Plaintiffs’ claims on the basis that it is immune from liability under the CDA. In the Motion,
Twitter also contends Plaintiffs fail to state viable claims as to many of their claims. A hearing on
the Motion was held on August 6, 2021. For the reasons stated below, the Motion is GRANTED
in part and DENIED in part.!

1. BACKGROUND

A.  First Amended Complaint

Plaintiffs’ First Amended Complaint (“FAC”), which is the operative complaint, contains
detailed allegations describing: 1) Twitter’s platform, business model and content moderation
policies and practices (FAC 1 23-51); 2) the ways Twitter allegedly permits and even aids in the
distribution of child pornography on its platform and profits from doing so (FAC 1 52-84); 3)
how pornographic content featuring John Doe #1 and John Doe #2 was created and eventually
ended up on Twitter’s platform (FAC 9 85-100); and 4) Twitter’s response to requests that the
pornographic photos and videos containing Plaintiffs’ images be removed from Twitter (FAC 9
101-132).

Based on these allegations, Plaintiffs assert the following claims:

1) violation of the Trafficking Victims Protection Reauthorization Act (“TVPRA”), 18
U.S.C. §§ 1591(a)(1) and 1595(a) based on the allegation that “Twitter knew, or was in reckless
disregard of the fact, that through monetization and providing, obtaining, and maintaining [child
sexual abuse material (“CSAM”)] on its platform, Twitter and Twitter users received something of
value for the video depicting sex acts of John Doe #1 and John Doe #2 as minors.” FAC q9 133-
143 (Claim One);

2) violation of the TVPRA, 18 U.S.C. 88 1591(a)(2) and 1595(a), based on the allegation
that Twitter “knowingly benefited, or should have known that it was benefiting, from assisting,

supporting, or facilitating a violation of 1591(a)(1).” FAC 99 144-155 (Claim Two);

1 The parties have consented to the iurisdiction of a United States maaistrate iudae pursuant to 28
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3) violation of the duty to report child sexual abuse material under 18 U.S.C. 8§ 2258A
and 2258B. FAC {f 156-163 (Claim Three);

4) civil remedies for personal injuries related to sex trafficking and receipt and distribution
of child pornography under 18 U.S.C. 8§ 1591, 2252A, and 2255, based on the allegations that
Twitter was “notified of the CSAM material depicting John Doe #1 and John Doe #2 as minors on
its platform and still knowingly received, maintained, and distributed this child pornography after
such notice[,]|” causing Plaintiffs to suffer “serious harm and personal injury, including, without
limitation, physical, psychological, financial, and reputational harm.” FAC 99 164-176 (Claim
Four);

5) California products liability based on the allegedly defective design of the Twitter
platform, which is “designed so that search terms and hashtags utilized for trading CSAM return
suggestions for other search terms and hashtags related to CSAM” and through use of
“algorithm(s), API, and other proprietary technology” allows “child predators and sex traffickers
to distribute CSAM on a massive scale” while also making it difficult for users to report CSAM
and not allowing for immediate blocking of CSAM material once reported pending review. FAC
111 177-190 (Claim Five);

6) negligence based on allegations that Twitter had a duty to protect Plaintiffs, had actual
knowledge that CSAM containing their images was being disseminated on its platform and failed
to promptly remove it once notified. FAC 1 191-197 (Claim Six);

7) gross negligence based on the same theory as Plaintiffs’ negligence claim. FAC 99 198-
203 (Claim Seven);

8) negligence per se based on the allegation that Twitter’s conduct violated numerous laws,
including 18 U.S.C. 88 1591 and 1595 (benefiting from a sex trafficking venture), 18 U.S.C. §
2258A (failing to report known child sexual abuse material), 18 U.S.C. § 2552A (knowingly
distributing child pornography), Cal. Civ. Code 8 1708.85 (intentionally distributing non-
consensually shared pornography), and Cal. Penal Code § 311.1 (possessing child pornography).
FAC 11 204-26 (Claim Eight);
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10) distribution of private sexually explicit materials, in violation of Cal. Civ. Code 8
1708.85, based on the allegation that “[b]y refusing to remove or block the photographic images
and video depicting him after Plaintiff John Doe #1 notified Twitter that both he and John Doe #2
were minors, Twitter intentionally distributed on its online platform photographic images and
video of the Plaintiffs.” FAC 4/ 213-218 (Claim Ten);

11) intrusion into private affairs, based on the allegation that “Twitter intentionally
intruded into Plaintiffs’ reasonable expectation of privacy by continuing to distribute the
photographic images and video depicting them after John Doe #1 notified Twitter that Plaintiffs
were minors and the material had been posted on its platform without their consent.” FAC 9 219-
223 (Claim Eleven);

12) invasion of privacy under the California Constitution, Article 1, Section 1. FAC 1
224-228 (Claim Twelve); and

13) violation of California Business and Professions Code § 17200 (“UCL”) based on
allegations that “Twitter utilized and exploited Plaintiffs for its own benefit and profit” and
“Plaintiffs, to their detriment, reasonably relied upon Twitter’s willful and deceitful conduct and
assurances that it effectively moderates and otherwise controls third-party user content on its
platforms.” FAC 99 229-234 (Claim Thirteen).

Plaintiffs seek compensatory and punitive damages, injunctive relief, restitution,

disgorgement of profits and unjust enrichment and attorneys’ fees and costs.

B. Statutory Background
1. The CDA

The CDA was enacted as part of the Telecommunications Act of 1996. It contains a
“Good Samaritan” provision that immunizes interactive computer service (“ICS”) providers from
liability for restricting access to certain types of materials or giving users the technical means to

restrict access to such materials, providing as follows:

(c) Protection for “Good Samaritan” blocking and screening of
offensive material

(1) Treatment of publisher or speaker
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No provider or user of an interactive computer service shall be
treated as the publisher or speaker of any information provided
by another information content provider.

(2) Civil liability

No provider or user of an interactive computer service shall
be held liable on account of—

(A) any action voluntarily taken in good faith to restrict access to
or availability of material that the provider or user considers
to be obscene, lewd, lascivious, filthy, excessively violent,
harassing, or otherwise objectionable, whether or not such
material is constitutionally protected; or

(B) any action taken to enable or make available to information

content providers or others the technical means to restrict
access to material described in paragraph (1).

47 U.S.C. § 230(c).

“This grant of immunity dates back to the early days of the internet when concerns first
arose about children being able to access online pornography.” Enigma Software Grp. USA, LLC
v. Malwarebytes, Inc., 946 F.3d 1040, 1046 (9th Cir. 2019), cert. denied, 141 S. Ct. 13 (2020). At
that time, “[p]arents could not program their computers to block online pornography, and this was
at least partially due to a combination of trial court decisions in New York that had deterred the
creation of online-filtration efforts.” 1d. Under the New York cases, “if a provider remained
passive and uninvolved in filtering third-party material from its network, the provider could not be
held liable for any offensive content it carried from third parties.” 1d. (citing Cubby, Inc. v.
CompuServe, Inc., 776 F. Supp. 135, 139-43 (S.D.N.Y. 1991)). On the other hand, “once a
service provider undertook to filter offensive content from its network, it assumed responsibility
for any offensive content it failed to filter, even if it lacked knowledge of the content.” Id. (citing
Stratton Oakmont, Inc. v. Prodigy Services Co., 1995 WL 323710, *5 (N.Y. Sup. Ct. May 24,
1995)). “The Stratton Oakmont decision, along with the increasing public concern about
pornography on the internet, served as catalysts” for the enactment of the CDA. Id.

The Ninth Circuit has interpreted CDA § 230 broadly: so long as an interactive computer
service provider is not also an “information content provider,” that is, someone who is

“responsible, in whole or in part, for the creation or development of” the offending content, it is
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