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Individually and on behalf of all others similarly situated, Plaintiffs John Chu (“Chu”) and 

Edward Baton (“Baton”), (collectively, “Plaintiffs”), bring this Action against Defendants Ledger 

SAS and Ledger Technologies Inc. (“Ledger Technologies”), (collectively, “Ledger”) and 

Defendants Shopify Inc., and Shopify (USA) Inc. (“collectively, “Shopify”). Plaintiffs’ allegations 

are based upon personal knowledge as to themselves and their own acts, and upon information and 

belief as to all other matters based on the investigation conducted by and through Plaintiffs’ 

attorneys. Plaintiffs believe that substantial additional evidentiary support will exist for the 

allegations set forth herein, after a reasonable opportunity for discovery. 

I. INTRODUCTION 

“We know security means never standing still.”  

-Ledger. 

1. Plaintiffs seek redress for the substantial, Class-wide damages that Ledger’s and 

Shopify’s misconduct caused in connection with a massive 2020 data breach that those companies 

negligently allowed, recklessly ignored, and then intentionally sought to cover up.  

2. With Shopify assisting as its e-commerce vendor, Ledger purports to provide “the 

highest level of security for crypto assets.” Its primary products are hardware wallets (“Ledger 

wallets”) that store the “private keys” of an individual’s crypto-assets. These private keys are akin 

to a bank-account password in that access to the private keys allows an individual to transfer one’s 

crypto-assets. But unlike a bank-account transaction, crypto-asset transactions are non-reversible: 

whoever gains access to the private keys associated with a crypto-asset can then transfer or spend 

that asset with impunity. Ledger purports to provide owners of crypto-assets with the best security 

to protect private keys from hackers and other bad actors.  

3. Ledger thus knows that anonymity is necessary to protect against hacking attempts. 

Crypto-asset transactions are publicly visible on the underlying blockchain, but nefarious actors 

cannot identify the owner of particular crypto-assets based solely on public information. Without 

personally identifying information, hackers face an immense obstacle to targeting an individual’s 

crypto-assets. Conversely, when a hacker knows the identity of a crypto-asset owner, the hacker can 

construct a workable attack catered to a target.  
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4. Consequently, to the world of hackers, Ledger’s customer list is gold. It is a list of 

people who have converted substantial wealth into anonymized crypto-assets that are transferrable 

without a trace. Using that list, hackers can manipulate or compel those owners to make untraceable 

and irreversible transfers of the crypto-assets into the hackers’ accounts. The stakes of security for 

crypto-assets are thus enormous. With anonymity, owning a Ledger wallet is a cutting-edge method 

of securing crypto-assets. But without anonymity, owning a Ledger device simply creates a target 

for attackers.  

5. Ledger understands these realities and purports to account for them. As Ledger 

claims in its advertising: “If you don’t want to get hacked, get a Ledger wallet.” Over the past year, 

however, Ledger repeatedly and profoundly failed to protect its customers’ identities, causing 

targeted attacks on thousands of its customers’ crypto-assets and causing Class members to receive 

far less security than they thought they purchased when they purchased a Ledger wallet.  

6. In mid-2020, between April and June, hackers found and exploited a database 

vulnerability at Ledger and its e-commerce vendor, Shopify, to obtain a list of Ledger’s customers, 

as well as email addresses and other contact information. By June 2020, Ledger’s customer list had 

made its way onto the internet’s black market, making Ledger wallet owners vulnerable. 

7. The circumstances grew much worse over the next six months. From June 2020 

through December 2020, at least one of the hackers who had acquired the data published it online, 

providing over 270,000 names, physical addresses, phone numbers, and order information to every 

hacker in the world. As a direct result, the attacks on Ledger’s customers grew exponentially, with 

customers losing money, facing threats of physical violence, and even feeling vulnerable in their 

own homes. Indeed, using the customer shipping addresses that Ledger and Shopify had failed to 

protect, hackers threatened to enter the homes of and attack Ledger customers unless those 

customers made untraceable ransom payments. 

8. In the face of these obviously emergent circumstances, rather than acting to protect 

its customers, Ledger stood still. It did not even inform its customers of the breach. Instead, it 

initially denied that any breach had occurred and continued to claim its products provided the best 
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possible protection for crypto-assets. As the customer list began to spread on the dark web, Ledger 

admitted the existence of the breach but nevertheless disputed its publicly-reported scope.  

9. By December 21, 2020, however, Ledger could no longer cover up the data breach. 

On that day, the hacked customer list was posted publicly and became widely available. In a message 

posted on its website from its CEO, Ledger admitted to the scope of the attack, stating that the 

company “very deeply regret[s] this situation.” Ledger’s CEO further acknowledged that, as a result 

of the hack, “many [Ledger customers] have been targeted by e-mail and SMS phishing campaigns 

and that it’s clearly a nuisance.” 

10. Ledger’s and Shopify’s misconduct has made targets of Ledger customers, with their 

identities known or available to every hacker in the world. Ledger’s persistently deficient response 

compounded the harm. In failing to individually notify every affected customer or admit to the full 

scope of the breach, Ledger left customers unaware of the data breaches and concomitant hacking 

risks. The natural and foreseeable result was that many customers fell victim to hackers’ phishing 

emails disguised as emails from Ledger.  

11. Ledger customers would not have purchased Ledger wallets at all, or would not have 

paid as much as they did for Ledger wallets, had they known of Ledger’s lax security practices and 

unwillingness to promptly and completely disclose data breaches.  

12. Plaintiffs seek to redress Defendants’ misconduct, occurring from April 1, 2020, to 

the present (the “Class Period”), under state common law and consumer-protection statutes on 

behalf of the Class and several Subclasses of Ledger customers affected by the data breach described 

herein.  

II. PARTIES 

Plaintiffs 

13. Plaintiff John Chu is a resident of Georgia. He purchased and/or utilized devices 

and/or services from Ledger.  

14. Plaintiff Edward Baton is a resident of Georgia. He purchased and/or utilized devices 

and/or services from Ledger. 
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  Defendants 

15. Defendant Ledger SAS is a French simplified joint-stock company headquartered in 

Paris, France.  

16. Defendant Ledger Technologies Inc. is a wholly-owned subsidiary of Ledger SAS. 

It is incorporated in Delaware, registered to do business in California, and, at the time of the breach, 

was headquartered in San Francisco, California and has a substantial office at 121 2nd St #4, San 

Francisco, California 94105.   

17. Defendant Shopify Inc. is a Canadian Corporation with offices at 151 O’Connor 

Street, Ground floor, Ottawa, Ontario, K2P 2L8.  

18. Defendant Shopify (USA) Inc. is a Delaware corporation and registered to do 

business in California. Up until a week before it announced the data breach, its principal place of 

business was in San Francisco, California. It now lists Ottawa, Canada as its principal place of 

business. It is a wholly-owned subsidiary of Shopify Inc.  

III. JURISDICTION AND VENUE 

19. Jurisdiction of this Court is founded upon 28 U.S.C. § 1332(d) because the matter in 

controversy exceeds the value of $5,000,000, exclusive of interests and costs, there are more than 

100 class members, and the matter is a class action in which any member of a class of plaintiffs is a 

citizen of a state different from any defendant.  

20. This Court has personal jurisdiction over all parties.  

21. Shopify (USA) Inc. is registered to do business in California, and for the vast-

majority of the relevant time period, listed a California address as its principal place of business.  

22. Similarly, Ledger Technologies is registered to do business in California has a 

substantial office at 121 2nd St #4, San Francisco, California 94105. 

23. Ledger SAS dominates and controls Ledger Technologies’ internal affairs and daily 

operations. Not only is Ledger Technologies a wholly-owned subsidiary of Ledger SAS, but there 

is substantial overlap among their executives. For example, the Chief Executive Officer (“CEO”) of 

Ledger Technologies is Pascal Gauthier, who is also the Chairman and CEO of Ledger SAS. Ledger 

Technologies’ secretary is listed as Antione Thibault, who is the general counsel of Ledger SAS. 
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