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UNITED STATES DISTRICT COURT

NORTHERN DISTRICT OF CALIFORNIA

CHASOM BROWN, MARIA NGUYEN, and
WILLIAM BYATT, individually and on
behalf of all other similarly situated,
Plaintiffs,
V.
GOOGLE LLC and ALPHABET INC.,

Defendants.
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CLASS ACTION COMPLAINT

Plaintiffs Chasom Brown, Maria Nguyen, and William Byatt, individually and on behalf of
all others similarly situated, file this class action against defendants Google LLC and its parent
company, Alphabet Inc. (collectively, “Google” or “Defendants”), and in support state the
following:

l. INTRODUCTION

1. Protecting data privacy is critical in our rapidly modernizing society. People
everywhere are becoming more aware (and concerned) that their personal communications are
being intercepted, collected, recorded, or exploited for gain by technology companies they have
come to depend on.

2. Well aware of consumers’ legitimate and reasonable concerns over privacy, Google
assured, and continues to assure, its consumers and users that they, and not Google, are “in control
of what information [they] share with Google.” Google further represents that “across our services,
you can adjust our privacy settings to control what we collect and how your information is used.”
Nothing could be further from the truth.

3. As discussed in more detail below, Google tracks and collects consumer browsing
history and other web activity data no matter what safeguards consumers undertake to protect their
data privacy. Indeed, even when Google users launch a web browser with “private browsing mode”
activated (as Google recommends to users wishing to browse the web privately), Google nevertheless
tracks the users’ browsing data and other identifying information.

4. Google accomplishes its surreptitious tracking through means that include: Google
Analytics, Google Ad Manager, and various other application and website plug-ins, such as Google
applications on mobile devices and the “Google Sign-In button” for websites. When an internet user
visits a webpage or opens an app that uses such services (over 70% of all online publishers use such
a service), Google receives detailed, personal information such as the user’s IP address (which may
provide geographic information), what the user is viewing, what the user last viewed, and details
about the user’s hardware. Google takes the data regardless of whether the user actually clicks on a

Google-supported advertisement—or even knows of its existence. This means that billions of times
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a day, Google causes computers around the world to report the real-time internet communications of
hundreds of millions of people to Google.

5. Google has anticipated that consumers are understandably concerned that Google is
tracking their personal information and browsing history. To assuage them, Google promises
consumers that they can “browse the web privately” and stay in “control of what information [users]
share with Google.” To prevent information from being shared with Google, Google recommends
that its consumers need only launch a browser such as Google Chrome, Safari, Microsoft Edge, or
Firefox in “private browsing mode.” Both statements are untrue. When users undertake either—or
both—of the aforementioned steps, Google continues to track, collect, and identify their browsing
data in real time, in contravention of federal and state laws on wiretapping and in violation of
consumers’ rights to privacy.

6. Google’s practices infringe upon users’ privacy; intentionally deceive consumers;
give Google and its employees power to learn intimate details about individuals’ lives, interests,
and internet usage; and make Google “one stop shopping” for any government, private, or criminal
actor who wants to undermine individuals’ privacy, security, or freedom. Through its pervasive
data tracking business, Google knows who your friends are, what your hobbies are, what you like
to eat, what movies you watch, where and when you like to shop, what your favorite vacation
destinations are, what your favorite color is, and even the most intimate and potentially
embarrassing things you browse on the internet—regardless of whether you follow Google’s advice
to keep your activities “private.” Indeed, notwithstanding consumers’ best efforts, Google has made
itself an unaccountable trove of information so detailed and expansive that George Orwell could
never have dreamed it.

7. Google must be held accountable for the harm it has caused to its users in order to
ensure it cannot continue to engage in the covert and unauthorized data collection from virtually every
American with a computer or phone. This action arises from Google’s unlawful and intentional
interception and collection of individuals’ confidential communications without their consent, even
when those individuals expressly follow Google’s recommendations to prevent the tracking or

collection of their personal information and communications. Beyond the California Constitution,
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federal and state privacy laws recognize individuals’ reasonable expectations of privacy in
confidential communications under these circumstances. Federal privacy laws prohibit
unauthorized interception, access, and use of the contents in electronic communications. California
law similarly prohibits, among other things, eavesdropping, recording, and sharing of confidential
communications without the consent of all parties to the communication.

8. Plaintiffs are Google subscribers whose internet use was tracked by Google between
June 1, 2016 and the present (the “Class Period”), while browsing the internet from a browser in
“private browsing mode.” They bring federal and California state law claims on behalf of other
similarly-situated Google subscribers in the United States (the “Class™) arising from Google’s
knowing and unauthorized interception and tracking of users’ internet communications and activity,
and knowing and unauthorized invasion of consumer privacy.

1. THE PARTIES

0. Plaintiff Mr. Chasom Brown (“Brown”) is an adult domiciled in Los Angeles,
California. Brown had an active Google account during the entire Class Period.

10. Plaintiff Ms. Maria Nguyen (“Nguyen”) is an adult domiciled in Los Angeles,
California. Nguyen had an active Google account during the entire Class Period.

11. Plaintiff Mr. William Byatt (“Byatt”) is an adult domiciled in Florida. Byatt had an
active Google account during the entire Class Period.

12. Defendant Google is a Delaware limited liability company with a principal place of
business at what is officially known as The Googleplex, 1600 Amphitheatre Parkway, Mountain
View, California 94043. Google regularly conducts business throughout California and in this
judicial district. Google is one of the largest technology companies in the world and conducts product
development, search, and advertising operations in this district.
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13. Defendant Alphabet Inc. is a Delaware corporation, organized and existing under the
laws of the State of Delaware, with its principal place of business at what is officially known as The
Googleplex, 1600 Amphitheatre Parkway, Mountain View, California 94043. Alphabet Inc. is the
parent holding company of Google LLC. Alphabet Inc. owns all the equity interests in Google
LLC.!

1. JURISDICTION AND VENUE

14. This Court has personal jurisdiction over Defendants because their principal place
of business is in California. Additionally, Defendants are subject to specific personal jurisdiction
in this State because a substantial part of the events and conduct giving rise to Plaintiffs’ and the
Class’ claims occurred in this State.

15. This Court has subject matter jurisdiction over the federal claims in this action,
namely the Federal Wiretap Act, 18 U.S.C. § 2511 (the “Wiretap Act”) pursuant to 28 U.S.C.
§ 1331.

16. This Court has subject matter jurisdiction over this entire action pursuant to the
Class Action Fairness Act (“CAFA”), 28 U.S.C. § 1332(d), because this is a class action in which
the amount in controversy exceeds $5,000,000, and at least one member of the class is a citizen
of a state other than California or Delaware.

17. This Court also has supplemental jurisdiction over the state law claims in this
action pursuant to 28 U.S.C. § 1367 because the state law claims form part of the same case or
controversy as those that give rise to the federal claims

18.  Venue is proper in this District because a substantial portion of the events and
actions giving rise to the claims in this matter took place in this judicial District. Furthermore,
Defendants Alphabet Inc. and Google LLC are headquartered in this District and subject to personal

jurisdiction in this District.

! During the 2015 reorganization, certain of Google LLC’s business segments were spun off and
separated into independent entities under the ownership of Alphabet Inc. At various times during
the Class Period, certain of the business segments re-merged with Google LLC under one corporate
structure. Accordingly, Alphabet Inc. and Google LLC both have been named as defendants in
order to ensure all corporate entities who may be found liable for any portion of the alleged
wrongdoing are part of this lawsuit.
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