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IN THE CIRCUIT COURT FOR THE TWELFTH JUDICIAL
CIRCUIT IN AND FOR SARASOTA. COUNTY, FLORIDA

STEVEN K. FARMER,

on behalf of himself and all others

similarly situated,

Plaintiff,

Case No.:

CLASS ACTION COMPLAINT
DEMAND FOR JURY TRIAL

a Delawate corporation,

a Delaware corporation,

V.

HUMANA INC,,

and

COTIVITI, INC,,

Defendants.

Plaintiff Steven K. Farmer (“‘Plaintiff?)- brings this- Class Actlon Complamt agamst
Humana Ine, (“Humana”) and COthltl Inc. (“Cotiviti”) (collectwely, “Defendants”) 1nd1v1dually
and on behalf of all ‘others sirhilarly: s1tuated and. alleges upon personal knowledge as fo. h1s own
actions-and his counsels’ investigations, and upon mformatlon and. behef as to all. other matters,
follows: A _ |

L INTRODUCTION |

1. Plaintiff brings this class acffi.Qnr='»égaiils’ti D..efendantsz,-f&r thelr fa’i’lute it'oﬂ properly

secure and safeguard personal and sensitive infor;njati'on that Cotivit, WlthHmnana’s aut'llo,rif‘zjaﬁon‘ B

and approval, collected from medical providers, iilcludihg,- without: 11rmtat10n, _;f_lﬂl\: Social Secunty

numbers, partial Social Security numbers, names, dat‘esv‘o'f birth, acl’dress'es} ICi’Eies, states z;p codes

phone numbers, email addresses, member . 1dent1ﬁcat10n numbers subscnber 1dent1ﬁcatlon;
ntimbers, dates of services, and/or dates of death :‘(’Cjoll'eetiyely; "‘pers_onal;'i,dehtiﬁaib‘le infonnation”
or “PII") as well as provider names; medical record numbers, fréatiient related information, and/or
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actual images (x-ray, photographs, etc.) (collectively, “protected health information” or “PHI”).
Plaintiff also alleges Defendants failed to provide t‘i:mclyf,. accurate, and adequate notice to Plaintiff
and similarly situated current and former members of Humar_;;a (collectively, “Class Members™)
that their PII and PHT had been exposcd and pre'c’isely what types of information was unencrypted
and in the possession of uriknown third parties.

2. Humana provides medica] benefit plans to approxnnately 17 million membcxs
Humana’s members entivst Huinana, either dlrectly or through medical - providers, with an
extensive amount of thelr PII and PHI. Humana asserts that it understands the importance of
protecting such information,

3. On or before December 22, 2020, Humana learned that PI and PHI for
approximately 62,000 of its members had been exposed to: unauthorlzed 1nd1v1duals throuigh a
personal “Googlé Diive” account (the: “lata Breach”), - -

4, Humana detérmitied- that the- Data Breach occurred because Cotiviti, With

Humana®s authorization and approval, collected the PIL and PHI from medlcal providers and thcn‘

shared the PIl'and PHI with: a subcontractor, “Vlsxonary,” whxch from October 12, 2020 through
Decertiber 16,2020, disclosed the PII and PHI to unau‘thorlzed 1nd1v1duals o promote a personal
business endeavor, | h .

5. Morethan two months Iater ina “Notlce of anacy Inmdent > dated March 1, 2021,
Humana advised: Plamtlff of the Data Breach | “

6. By zobtammgi c_ollec'tmg, ‘using, an"d i‘derivi’né a benefit ﬁ‘bﬁi t‘hé PII and PHI of
Plaintiff-and Class Members; Defendants assumed legal and equztable duties to those individuals

to protectand safeguard that information from unauthonzed access and ntrusion. Humana. admlts :

that the unencrypted PII and PHI exposed to unauthor1zed mdmduals included names, Social
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Seeurity numbers, dates of birth, treatment. related information, and/or actual images -(X-ray,,
photographs, etc.

7, The exposed PII and PHI of Plaintiff and Class Members can be sold on the dark
web. Hackers can access and then offer for sale the unenerypted, unredacted. PII and PHI to
criminals. Plaintiff and Class Membeis niow face a lifetime risk of identity theft, which is
heightened Kere by the loss. of Social Security numbers and dates of biith.

8. This PII and PHI was compromised due to Defendants’ negligent and/or careless
acts and omissions and the failure to. protect the PII and PHI of Plaintiff and Class Members. In
addition to Defendants’ fajlure. tb prevéﬁt the Data Breach, after discovering the breach,
Defendants waited more: tﬁan two months to report it to the states’ Attomeys ‘General and affected
individuals.

9. As aresult of this delayed response, Plaintiffand Clas'sv Members had no idea their
PIl and PHI had beeh compromised; and fcha_i't they were, and continue to be, at mgmﬁcant risk of
identity theft and various other forms of tpe’rfs‘fol:\,é]; ‘social, and financial harm. Therisk wﬂl ‘#emeiin‘ ‘
for their respective lifetimes. | |

10.  Plaintiff brings this action -on, behalf of -all persons whose PH and PHI wis:
compromised as a resultof Defendarits’ failute to: (1) adequately protect the PIT and PHI of Plam’uff :
and Class Members; (ii) warn’ Plalntlff and ClaSS Members of Defendants 1nadequate information.
adequately ‘safeguarded“ from misuse or exposure to unauthorized individuals whenever
Defendants shared it with. third parties. Defendants” conduct amounts to .Ilje'g‘lig"e,r’iic‘ej and violates. -
federal and state statutes. |

11, Plaintiff and Clasy. Members have suffered mjury as a Ttesult of Defendants®
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conduct. These injuries include: (i) lpst or diminished value of PII and PHI; (ii) out-of-pocket
expenses associated with the prevention, detection, and recovery from identity theft, tax fraud,
and/or unauthorized use of their PII and PHI; '(iiii_)-l_osti,oppq'r't_-_u_nifty’ costs associated with attempting
to mitigate the actual consequences of the Data Breach, including but not limited to loéft time, and
(iv) the continued and certainly increased risk fo fheir PILand PHI, which: (a) remains unencrypted |
and available for unauthorized third parties to access and abuse; and (b) may remain backed up in
Defendants’ possession and is subject to further unauthorized disclosures so long as Defendants
12, Defendants disregarded the rights. of Plaintiff and. CIaSS Mclnbcxs by intentionally,
willfully, recklessly, or negligently failing to take and ‘imple‘:men.t adequate and reasonable
measures to ensure that the PIT and PHI of Plaintiff :a'nd,\’Cia,Ss‘ Members was sgfqgu'afdéd, failing:
to take available steps to prevent an ,‘unautl:ioriZ‘c,d.*d_’ijs’él‘és:u‘ré,,o,f “data, and '-fal"}“ingj to. follow

applicable, required. and apptopriate protocol"s.;,.‘v"}_iolic‘ieﬁsz"'z,iﬁc\l};p,roé@dures‘ ;ega;_r-‘_ding;}the: enc@ti‘on'. )

of data, .even for internal use: As the result; the PII' and:PH Plalnuff and ClasAs:Memb‘efs'was
comproifised through disclosure to an unknoWn a:nd unauthonzed thiid “party Pla1nt1ff and Class.
Members have a continuing interestin: ensunng that thelr 1nformat10n 15 and Temains safe; and they ‘
should be entitled to 1nJunct1ve and other equltable rehef l
IL PARTIES
13, Plaintiff Steven Farmer '("‘Fanné.r”j)l isa szen OfFIorlda residing in Sarasdta_
County, Florida. M. Farmer réceived Humana’s Notice Qfﬁr?vaéy Dicident, dated March 1, 2021,
~ onor about that date.! The noti”ce'»'s‘tat‘echthatfmainﬁff?‘s;ﬁﬂil‘r :S'o¢i51'--S'ecqfify*nglnbgr,.-p,artial.'SO‘cial

Security number, iame; date of birth, address, city, state, z‘ip «code,'phone number, email address,
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