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FILED

10/8I2019 2:30 PM

. ERIN CARTWRIGHT WEINSTEIN

IN THE CIRCUIT COURT OF THE Clerk Of the Circu“ (ion-rt
NINETEENTH JUDICIAL CIRCUIT Lake County, I"”10's

LAKE COUNTY, ILLINOIS

AMAZON WEB SERVICES, INC, a
Delaware corporation.

ASIA HRYNIEWICKI, individually and )
on behalf of similarly situated individuals, )

) No. 19CH00001155

Plaintififi )
) Hon.

v. )

) Jury Trial Demanded

)

)

)

)Defizndan I.___________~_

CLASS ACTION COMPLAINT AND JURY DEMAND-———~—.__________—_

Plaintiff Asia Hryniewicki (“Plaintiff”), individually and on behalf of other similarly

situated individuals, brings thisClass Action Complaint against Defendant Amazon Web Services,

Inc. (“Defendant”) for its violations of the Illinois Biometric Information Privacy Act, 740 ILCS

14/1, et seq. (“BIPA”). Plaintiff alleges as follows based on personal knowledge as to her own acts

and experiences, and as to all other matters, upon information and belief, including an investigation

conducted by her attorneys.

INTRODUCTION

1. BlPA defines a “biometric identifier” as any personal feature that is unique to an

individual, including fingerprints and hand geometry. “Biometric information” is any information

based on a biometric identifier, regardless of how it is converted or stored. 740 ILCS 14/10.

Collectively, biometric identifiers and biometric information are knowu as “biometrics.”

2_ Defendant is a leading cloud provider in the United States, offering its customers

the ability to store their data, access their data remotely, and create back—up copies of their data.
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3. Defendant stores a myriad of types of data on behalf of a wide range of customers

spanning virtually every industry sector.

4. Notably, Defendant also offers cloud storage services for businesses that handle

biometric identifiers and biometric information. For example, some of Defendant’s customers are

commercial businesses that require their employees to provide their biometrics, e.g. fingerprints,

to check in and out oftheir shifts at work. In such a scenario, Defendant stores data and information

that is generated as a result of the capture, collection, and processing of biometric identifiers. This

information is considered “biometric information” subject to regulation under BIPA.

5. Indeed, BIPA not only regulates the conduct of entities that capture and collect

biometric identifiers, such as many ofDefendant’s commercial customers, but also of entities that

store data and information derived from those biometric identifiers, like Defendant.

6. BIPA provides, inter alia, that private entities, such as Defendant, may not store an

individual’s biometric identifiers, such as fingerprints and hand scans, or any biometric

information, including any data regardless of the manner from which it was converted, or is

converted or stored, unless they first:

a. inform that perSOn in writing that biometric identifiers or biometric information will

be stored;

b. inform that person in writing ofthe specific purpose and the length ofterm for which

such biometric identifiers or biometric information is being stored; and

c. receive a written release from the person for the storage of their biometric identifiers

or biometric information.

740 ILCS 14/15(b)(l)-{3).
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7. BIPA also requires private entities in possession of biometric information to

develop a publicly available written policy outlining their biometric data storage and destruction

policies. 750 ILCS 14/15(a).

8. Despite obtaining, storing, and possessing biometric information of thousands of

Illinois residents, including Plaintiff's biometrics, on behalf of scores of its customers, Defendant

failed to comply with BIPA.

9. Plaintiff brings this action for statutory damages and other remedies as a result 'of

Defendant‘s conduct in violating her biometric privacy rights under BIPA.

10. Compliance with BIPA is straightforward and minimally burdensome. For

example, the necessary disclosures may be accomplished through a single sheet ofpaper or through

a prominently featured notice affixed to a biometric-enabled device.

11. BIPA‘S requirements bestow a right to privacy in biometrics and a right to make an

informed decision when electing whether to provide or withhold biometrics.

12. The deprivation of the statutory rights conferred by BIPA constitutes the actual

injuries the Illinois Legislature sought to prevent.

13. On behalf of herself and the proposed Class and Subclass defined below, Plaintiff

seeks an injunction requiring Defendant to comply with BIPA, as well as an award of statutory

damages to the Class members and monetary damages to be determined at trial, together with costs

and reasonable attorneys’ fees.

PARTIES

14. Defendant Amazon Web Services, Inc, is a Delaware corporation that couducts,

and is licensed by the lllinois Secretary of State to conduct, business throughout Illinois, including

in Lake County, Illinois.
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