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INTRODUCTION

“You can trust us to do the right thing with your data.”

1. With over 100 million customers, T-Mobile is one of the largest consumer brands
in the United States. It collects vast troves of personal information from its customers and
prospective customers and profits from that data through its own marketing efforts and by selling
sensitive consumer information to third parties. T-Mobile understood it had an enormous
responsibility to protect the data it collected and assured consumers through its Privacy Policy
that T-Mobile uses “administrative, technical, contractual, and physical safeguards designed to
protect your data while it is under our control.” Its Privacy Center likewise assured consumers

99 ¢

that “[w]ith T-Mobile, you don’t have to worry,” “[w]e’ve got your back,” and “you can trust us
to do the right thing with your data.” But, as T-Mobile admitted, it completely failed to meet
these obligations and protect sensitive consumer data. Instead, T-Mobile suffered one of the
largest and most consequential data breaches in U.S. history, compromising the sensitive

personal information of over 75 million consumers.

JURISDICTION AND VENUE

2. This Court has subject matter jurisdiction pursuant to the Class Action Fairness
Act of 2005, 28 U.S.C. § 1332(d)(2), because this is a class action in which the matter in
controversy exceeds the sum of $5,000,000, there are more than 100 proposed Class Members,
and minimal diversity exists as Defendant is a citizen of States different from that of at least one
Class member. This Court also has supplemental jurisdiction pursuant to 28 U.S.C. § 1367(a)
because all claims alleged herein form part of the same case or controversy.

3. This Court has personal jurisdiction over T-Mobile because it is authorized to and
regularly conducts business in the State of Missouri. T-Mobile sells, markets, and advertises its

products and services to Plaintiffs and Class Members located in the State of Missouri and,
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therefore, has sufficient minimum contacts to render the exercise of jurisdiction by this Court
proper and necessary. Moreover, T-Mobile specifically requested the case be transferred to this
District.

4. Venue is proper in this District pursuant to 28 U.S.C. § 1407 and the January 31,
2022, Transfer Order of the Judicial Panel on Multidistrict Litigation in MDL 3019 or, in the
alternative, pursuant to 28 U.S.C. § 1391 because Defendant transacts business and may be
found in this District.

DEFENDANT

5. Defendants T-Mobile US, Inc. and its wholly-owned subsidiary T-Mobile USA,
Inc. (“Defendant” or “T-Mobile™) are a telecommunications company that provides wireless
voice, messaging, and data services along with mobile phones and accessories. T-Mobile is
headquartered in Bellevue, Washington and Overland Park, Kansas in the Kansas City

Metropolitan area, and is incorporated under the laws of the State of Delaware.

PLAINTIFFS

6. Plaintiffs are individuals who, upon information and belief, had their personally-
identifiable information (“PII”)! exfiltrated and compromised in the data breach announced by T-
Mobile on August 16, 2021 (the “Data Breach”), and they bring this action on behalf of
themselves and all those similarly situated both across the United States and within their State
residence. The following allegations are made upon information and belief derived from, among
other things, investigation of counsel, public sources, and the facts and circumstances as

currently known. Because only T-Mobile (and the hackers) have knowledge of what information

! PII is information that is used to confirm an individual’s identity and can include an
individual’s name, Social Security number, driver’s license number, phone number, financial
information, and other identifying information unique to an individual. For T-Mobile, this
information also includes unique technical identifiers tethered to customers’ mobile phones.
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was compromised for each individual Plaintiff, Plaintiffs reserve their right to supplement their
allegations with additional facts and injuries as they are discovered.

7. Plaintiffs place significant value in the security of their PII. Plaintiffs entrusted
their sensitive PII to T-Mobile with the understanding that T-Mobile would keep their
information secure and employ reasonable and adequate security measures to ensure that it
would not be compromised. If Plaintiffs had known of T-Mobile’s lax security practices with
respect to Plaintiffs’ PII, they would not have done business with T-Mobile, would not have
applied for T-Mobile’s services or purchased its products, would not have opened, used, or
continued to use T-Mobile’s cell phone and other telecommunications-related services at the
applicable rates and on the applicable terms, or would have paid less because of the diminished
value of T-Mobile’s services.

ALABAMA

8. Plaintiff Dana Snider is a resident of the State of Alabama and is a current
customer of T-Mobile. Plaintiff Snider was notified by a third-party monitoring company that her
PII was located on the dark web as a result of the T-Mobile Data Breach. In addition, as a result
of the breach, Plaintiff Snider spent time and effort researching the breach and monitoring her
accounts for fraudulent activity. Given the highly-sensitive nature of the information stolen, and
its subsequent dissemination to unauthorized parties, Plaintiff Snider has already suffered injury
and remains at a substantial and imminent risk of future harm.

ARIZONA

9. Plaintiff Tonya Bauer is a resident of the State of Arizona and is a current
customer of T-Mobile. Plaintiff Bauer was notified by T-Mobile that her PII was compromised
in the T-Mobile Data Breach. As a result of the breach, Plaintiff Bauer has suffered fraud in the

form of unauthorized attempted bank transfers. As a result of this fraud, Plaintiff Bauer spent
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