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UNITED STATES DISTRICT COURT

DISTRICT OF NEVADA

JOHN SMALLMAN, ON BEHALF OF CASE NO.:

HIMSELF AND ALL OTHERS

SIMILARLY SITUATED, CLASS ACTION

Plaintiff COMPLAINT FOR DAMAGES,
i, EQUITABLE, DECLARATORY AND
v INJUNCTIVE RELIEF
MGM RESORTS INTERNATIONAL, JURY DEMAND
Defendant.
1 CLASS ACTION COMPLAINT
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1 Plaintiff John Smallman (“Plaintiff”), individually, by and through the undersigned counsel,
2 brings this class action lawsuit against MGM Resorts International (“Defendant,” or “MGM?”), on
3 behalf of himself and all others similarly situated, and allege, based upon information and belief and
) the investigation of his counsel as follows:
Z INTRODUCTION
; 1. MGM Resorts International is a global hospitality and entertainment company
g operating destination resorts throughout the world. Millions of people stay in MGM Resort
9 properties every year, and in so doing provide MGM with a host of their personally identifiable
0 information (“PII”’).!
" 2. In late 2019, MGM revealed that earlier in the summer an unauthorized individual
1 accessed MGM’s computer network system, downloaded customer data and then posted part of the
3 data on a closed internet forum (“Data Breach”).
14 3. The PII exposed in the Data Breach included, among other things: customer names,
s addresses, driver’s license numbers, passport numbers, military identification numbers, phone
16 numbers, emails and dates of birth.
17 4, MGM has indicated that, on or about September 5, 2019, it notified affected
18 customers that their PII had been exfiltrated, but assured them that “there is no evidence that your
19 information has been misused.” Seeking to avoid additional negative publicity on the heels of the
0 mass shooting that occurred 8 months earlier, MGM avoided bringing the matter to public light,
)1 hoping that the Breach and its inadequate cyber security practices would go unnoticed.
22
23
24 ! Personally identifiable information generally incorporates information that can be used to
distinguish or trace an individual's identity, either alone or when combined with other personal or
25 || identifying information 2 CFR § 200.79. At a minimum, it includes all information that on its face
expressly identifies an individual. PII also is generally defined to include certain identifiers that do
26 || not on their face name an individual, but that are considered to be particularly sensitive and/or
7 Yaluable if in the wrong hands (for example, Social Security number, passport number, driver’s
license number, financial account number).
28
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5. Unfortunately, the miscreants that took and/or acquired the sensitive PII had other
plans, and on February 19, 2020, internet technology publication ZDNet revealed that the personally
identifiable information of more than 10.6 million MGM hotel guests had been posted on a popular
internet hacking forum, available for misuse by a host of bad actors.

6. MGM acknowledged that the exposed PII was a result of the Data Breach that
occurred in the summer of 2019.

7. The Data Breach was a direct result of Defendant’s failure to implement adequate and
reasonable cyber-security procedures and protocols necessary to protect customer PII.

8. Defendant disregarded the rights of Plaintiff and Class Members (defined below) by,
inter alia, intentionally, willfully, recklessly, or negligently failing to take adequate and reasonable
measures to ensure its data systems were protected against unauthorized intrusions; failing to
disclose that it did not have adequately robust computer systems and security practices to safeguard
customer PII; failing to take standard and reasonably available steps to prevent the Data Breach;
failing to monitor and timely detect the Data Breach; and failing to provide Plaintiff and Class
Members prompt and accurate notice of the Data Breach.

0. As a result of Defendant’s failure to implement and follow basic security procedures,
MGM customer PII is now in the hands of thieves. Plaintiff and Class Members have had to spend,
and will continue to spend, significant amounts of time and money in an effort to protect themselves
from the adverse ramifications of the Data Breach, and will forever be at a heightened risk of
identity theft and fraud.

10. Plaintiff, on behalf of all others similarly situated, alleges claims for negligence,
breach of implied contract, unjust enrichment, breach of confidence and violation of the Nevada
Consumer Fraud Act and seeks to compel Defendant to adopt reasonably sufficient security practices
to safeguard customer PII that remains in its custody in order to prevent incidents like the Data

Breach from reoccurring in the future.
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PARTIES

11. Plaintiff John Smallman is a resident of California and an MGM customer. Over the
last 10 years, Plaintiff Smallman has stayed at the Luxor, giving copies his driver’s license, as well
as payment card and other PII. During his visits to Las Vegas, Plaintiff Smallman also used his
payment cards at Bellagio.

12. Plaintiff suffered actual injury from having their PII stolen as a result of the Data
Breach including, but not limited to: (a) paying monies to MGM for its goods and services which
they would not have had if MGM disclosed that it lacked data security practices adequate to
safeguard consumers’ PII from theft; (b) damages to and diminution in the value of their PII—a form
of intangible property that the Plaintiff entrusted to MGM as a condition of receiving MGM
services; (¢) loss of their privacy; (d) imminent and impending injury arising from the increased risk
of fraud and identity theft.

13. As a result of the Data Breach, Plaintiff will continue to be at heightened risk for
financial fraud and identity theft, and their attendant damages for years to come.

14. Defendant MGM Resorts International is a Delaware corporation headquartered at
3600 Las Vegas Blvd South Las Vegas, NV 89109. It is a global hospitality and entertainment

company operating destination resorts throughout the world.

JURISDICTION AND VENUE

15. This Court has subject matter jurisdiction over this action under the Class Action
Fairness Act, 28 U.S.C. § 1332(d)(2). The amount in controversy exceeds $5 million, exclusive of
interest and costs. There are more than 10 million putative class members, many of whom have
different citizenship from MGM.

16. This Court has jurisdiction over the Defendant which operates in this District, and the
computer systems implicated in this Data Breach are likely based in this District.

17. Through its business operations in this District, MGM intentionally avails itself of the

markets within this District to render the exercise of jurisdiction by this Court just and proper.
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18. Venue is proper in this Court pursuant to 28 U.S.C. § 1391(a)(1) because a substantial
part of the events giving rise to this action occurred in this District. MGM is based in this District,
maintains customer PII in the District and has caused harm to Plaintiff and Class members residing

in this District.

STATEMENT OF FACTS
A. The MGM Data Breach

19. On or about July 7, 2019, an unauthorized individual gained access to MGM Resorts
International’s computer network system, exfiltrated customer data, and then disclosed a subset of
that data on a closed internet forum.

20. The data consisted of a treasure trove of MGM customer PII including: names,
addresses, driver’s license numbers, passport numbers, military identification numbers, phone
numbers, emails and dates of birth.

21. Although the PII was subsequently removed from the closed internet site, in mid-
February 2020 the seemingly full set of data containing the PII of more than 10.6 million MGM
guests was published on a well-known hacking forum, visible to any number of dark web
miscreants.

22. Internet security specialists recognized that the PII leaked in the Data Breach presents
“a treasure trove” of contact details on customers, many of whom will now “face a higher risk of
receiving spear-phishing emails, and being SIM swapped.”? “The fact that the breach happened

about seven months ago without any public disclosure may have led MGM to believe the data was

2 ZDNet, Exclusive: Details of 10.6 million MGM hotel guests posted on a hacking forum, February
19, 2020, https://www.zdnet.com/article/exclusive-details-of-10-6-million-of-mgm-hotel-guests-
posted-on-a-hacking-forum/
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