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UNITED STATES DISTRICT COURT

SOUTHERN DISTRICT OF NEW YORK
_ _ _ _ _ _. _ _ .. _ _ _. _ _. _ _ _ _X

UNITED STATES OF AMERICA : INDICTMENT

— v. — : s1 12 Cr. 185 (LAP)

RYAN ACKROYD,

a/k/a “kayla,"

a/k/a “lol,”

a/k/a “lolspoon,"

JAKE DAVIS,

a/k/a “topiary,”

a/k/a “atopiary”
DARREN MARTYN,

a/k/a “pwnsauce,"

a/k/a “raepsauce,”

a/k/a “networkkitten,"

DONNCHA O’CEARRBHAIL,

a/k/a “palladium,” and
JEREMY HAMMOND,

a/k/a “Anarchaos,"

a/k/a “sup_g,”
a/k/a “burn,”

a/k/a “yohoho,"

a/k/a “POW,”

a/k/a “tylerknowsthis,”

a/k/a “crediblethreat,”

a/k/a “ghost”

a/k/a “anarchacker,”

 
Defendants.

COUNT ONE

(CONSPIRACY TO COMMIT COMPUTER HACKING - INTERNET FEDS)

The Grand Jury charges:

THE DEFENDANTS

1. At certain times relevant to this Indictment,

RYAN ACKROYD, a/k/a “kayla," a/k/a “lol,” a/k/a “lolspoon," and
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JAKE DAVIS, a/k/a “topiary,” a/k/a “atopiary," the defendants,

were computer hackers who resided in the United Kingdom.

2. The role of RYAN ACKROYD, a/k/a “kayla,” a/k/a

“lol,” a/k/a “lolspoon," the defendant, included, among other

things, identifying and exploiting vulnerabilities in victims’

computer systems for the purpose of gaining unauthorized access

to those systems for the groups charged in Counts One and Two of

this Indictment.

3. The role of JAKE DAVIS, a/k/a “topiary,” a/k/a

“atopiary," the defendant, included, among other things, acting

as a spokesman for the groups charged in Counts One and Two of

this Indictment, for example by engaging in interviews with the

media and publicizing those groups’ hacking activities; drafting

press releases; and organizing and storing confidential

information stolen in connection with the computer hacking

described in Counts One and Two of this Indictment.

4. At certain times relevant to this Indictment,

DARREN MARTYN, a/k/a “pwnsauce,” a/k/a “raepsauce," a/k/a

“networkkitten," and DONNCHA O’CEARRBHAIL, a/k/a “palladium,”

the defendants, were computer hackers who resided in Ireland.

5. At certain times relevant to this Indictment,

JEREMY HAMMOND, a/k/a Anarchaos,” a/k/a “sup_g,” a/k/a “burn,”

a/k/a “yohoho,” a/k/a “POW,” a/k/a “tylerknowsthis,” a/k/a

“crediblethreat,” a/k/a “ghost,” a/k/a “anarchacker,” the
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defendant, was a computer hacker who resided in Chicago,

Illinois.

BACKGROUND ON ANONYMOUS AND INTERNET FEDS

6. Since at least in or about 2008, up through and

including at least in or about March 2012, “Anonymous” has been

a loose confederation of computer hackers and others sharing,

among other things, common interests, common slogans, and common

identifying symbols. During that time period, certain members

of Anonymous have waged a deliberate campaign of online

destruction, intimidation, and criminality, as part of which

they have carried out cyber attacks against businesses and

government entities in the United States and throughout the

world.

7. Between in or about December 2010 and in or about

May 2011, one group of individuals affiliated with Anonymous who

engaged in such criminal conduct was composed of elite computer

hackers who collectively referred to themselves as “Internet

Feds.” At various times relevant to this Indictment, members of

Internet Feds carried out a series of cyber attacks against the

websites and computer systems of certain business and government

entities in the United States and around the world, including,

among others, the following businesses and organizations:

a. Fine Gael, a political party in Ireland,

which maintained the website “www.finegael2011.com;”
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b. HBGary, Inc. and its affiliate, HBGary

Federal, LLC (collectively referred to herein as “HBGary”),

computer security firms based in the United States which

provided computer security software and services, among other

things, to their clients, and which maintained the website

“www.HBGaryFederal.com;” and

c. Fox Broadcasting Company (“Fox”), a

commercial broadcast television network in the United States,

which maintained the website “www.fox.com.”

(l) breaking into computer systems,

8. These cyber attacks involved, among other things:

deleting data, and stealing

confidential information, including encrypted and unencrypted

sensitive personal information for thousands of individual

victims;

victims’

publicly

Internet

victims’

Internet

(2) de—encrypting confidential information stolen from

computer systems, including encrypted passwords; (3)

disclosing that stolen confidential information on the

by dumping it on certain websites; (4) hijacking

(5)email and Twitter accounts; defacing victims’

websites; and/or (6) “doxing,” that is, publicly

disclosing online a victim's personal identifying information,

such as the victim's name, address, Social Security number,

email account, and telephone number, with the object of, among

other things, intimidating the victim and subjecting the victim

to harassment.
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9. At various times relevant to this Indictment, and

as part of Anonymous, members of Internet Feds sought to

publicize their Internet assaults and intimidate their victims

by, among other things: (1) posting messages online in which

they discussed their attacks and threatened additional attacks;

(2) using particular logos and slogans when, for example, they

posted messages online and defaced websites; and (3) discussing

their attacks with members of the press.

10. At various times relevant to this Indictment, and

much like other members of Anonymous, members of Internet Feds,

despite their efforts to publicize their illegal conduct,

typically attempted to hide their true identities by, for

example, using aliases when they communicated with the public or

with each other.

11. At various times relevant to this Indictment,

members of Internet Feds, much like other members of Anonymous,

communicated using, among other means, Internet Relay Chat

(“IRC”) channels —- that is, real-time, text—based online

forums. Some of these channels were open to the public.

Others, particularly channels in which members of Anonymous and

members of Internet Feds planned and organized criminal

activity, including cyber attacks, were not. Instead, those

channels were generally password—restricted and available by

invitation only, usually to trusted individuals who had proven
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