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(57) ABSTRACT 

A customer computer 12, Vendor computer 16 and Verifica 
tion computer 14 are interconnected by means of a network 
18, such as the internet The customer 12 can initiate a 
transaction, such as the purchase of information from the 
vendor 16. However, the vendor 16 will not proceed until 
verification of the transaction has been received from the site 
14. This is not provided until the customer 12 has sent a 
unique fingerprint of data to the site 14, identifying the 
customer machine by reference to hardware device types or 
serial numbers, Software types or licences, e-mail addressed 
or the like. This fingerprint is stored for future reference in 
showing that the transaction was validly implemented by the 
customer machine 12. 
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US 7,137,140 B2 
1. 

TRANSACTION VERIFICATION 

CROSS REFERENCE TO RELATED 
APPLICATION 

This application claims priority under 35 USC 119 of 
United Kingdom Patent Application No. 0017479.7 filed Jul. 
18, 2000. 
The present invention relates to transaction verification 

and in particular, to a system for verification of transactions 
executed by means of computer-based networks. 

Commercial transactions conducted by means of com 
puter networks, such as the internet, are becoming increas 
ingly common. These transactions are often termed "e-com 
merce'. It is important to provide adequate security for these 
transactions if businesses based on them are to be successful. 
Various encryption techniques have been proposed for pro 
viding security, but have not proved entirely Successful. In 
particular, the encryption technique being used by the sender 
must be understood by the recipient in order for the recipient 
to be able to decrypt the information sent. This gives rise to 
compatibility problems in practice, at least until encryption 
techniques become standardised. Therefore, there exists a 
problem in providing a system by which e-commerce trans 
actions can be executed, but which is constructed in a 
manner which allows transactions to be verified in advance, 
by an arrangement which presents minimal technical con 
straints on the user. This allows the equipment of a wide 
range of users to be technically compatible with the system 
without extensive modification or setting up procedures, 
which would act as a deterrent to the use of the system. 

The present invention provides a transaction verification 
system for use in Verifying transactions between computers 
connected by a computer network, the system comprising 
fingerprint means operable in association with at least one 
first computer of the network to seek information relating to 
the first computer in order to create a group of data to serve 
as a fingerprint which is Substantially unique to the first 
computer, and to provide the fingerprint for transmission to 
a second computer when the first computer is operated to 
initiate a transaction, to allow the Source of the transaction 
initiation to be substantially uniquely identified. 
The fingerprint preferably includes data which identifies 

components of the system of the first computer. The finger 
print may include data relating to hardware present within 
the first computer, or to software present within the first 
computer. The fingerprint may further include data input by 
the user in response to a prompt provided by the fingerprint 
CaS. 

The second computer may store the fingerprint in asso 
ciation with details of the transaction, for future reference to 
identify the first computer. The second computer is prefer 
ably operable to provide a message confirming that the 
fingerprint has been stored and authorising the transaction to 
proceed. The second computer may be operable to store, 
with the fingerprint, the route by which the fingerprint 
travelled across the network, including details of any servers 
through which the fingerprint passed. The second computer 
may use the fingerprint to provide active verification of the 
validity of the transaction. The second computer may be 
operable to effect a payment authorisation in response to 
receiving details of the transaction. The second computer 
may incorporate a database operable to identify the payment 
required and/or made in relation to the transaction. The 
second computer may contain stored fingerprint data for 
comparison with a fingerprint created at the time of a 
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transaction, for authorising the transaction in accordance 
with the result of the comparison. 
The first computer may comprise transaction means oper 

able to create a transaction request identifying a required 
transaction, and means operable to transmit the transaction 
request over the network to another computer with which the 
transaction is to be conducted. The said another computer 
may be a third computer. The system may comprise a 
plurality of first computers able to initiate transactions as 
aforesaid, a plurality of third computers operable to execute 
transactions requested by the first computers, and a second 
computer common to at least some of the first and third 
computers and operable to receive a fingerprint associated 
with a transaction, and to store that fingerprint as Verification 
of that transaction. 

Alternatively, the system may comprise a plurality of first 
computers able to initiate a transaction as aforesaid, and a 
plurality of further computers, at least one of which is 
operable to execute transactions requested by the first com 
puters and also to receive a fingerprint associated with each 
transaction, and to store that fingerprint as verification of 
that transaction. 
A transaction may include the purchase of data which is 

downloaded to the first computer over the network. 
The fingerprint means may comprise Software operable as 

aforesaid. 
The, or each of the computers which are connected to the 

network and are operable to complete transactions requested 
by the first computer are preferably operable to download 
the fingerprint means to the first computer. Preferably the 
fingerprint means is downloaded as part of a dialogue by 
which the parameters of the transaction are set by operation 
of the first computer, and wherein the fingerprint means are 
required to be run to create a fingerprint as aforesaid, before 
the transaction takes place. 
The invention also provides a computer comprising 

means operable to connect the computer to a network over 
which transactions can be executed, the computer further 
comprising fingerprint means operable to seek information 
relating to the computer in order to create a group of data to 
serve as a fingerprint which is Substantially unique to the 
computer, and operable when the said computer is operated 
to initiate a transaction, to provide the fingerprint for trans 
mission to a second computer to allow the Source of the 
transaction initiation to be uniquely defined. 
The fingerprint preferably includes data which uniquely 

identifies components of the system of the first computer. 
The fingerprint may include data relating to hardware 
present within the first computer. The fingerprint may 
include data relating to software present within the first 
computer. The fingerprint may include data input by the user 
in response to a prompt provided by the fingerprint means. 
The said first computer may comprise transaction means 

operable to create a transaction request identifying a 
required transaction, and means operable to transmit the 
transaction request over the network to another computer 
with which the transaction is to be conducted. The transac 
tion may include the purchase of data which is downloaded 
to the first computer over the network. 
The fingerprint means may comprise Software operable as 

aforesaid. 
The invention also provides a computer comprising 

means operable to connect the computer to a network over 
which transaction can be executed, the computer comprising 
means operable to receive fingerprint data identifying a 
computer involved in the transaction, and to store the 
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