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Electronic Acknowledgement Receipt

EFSID: 15127592
Application Number: 09998246
International Application Number:
Confirmation Number: 4233

Title of Invention:

COMPUTER RESTORATION SYSTEMS AND METHODS

First Named Inventor/Applicant Name:

Peter Jeffe

Correspondence Address:

B. NOEL KIVLIN

CONLEY, ROSE & TAYON, P.C.
P.0.BOX 398

AUSTIN

us 5124773830

X

78767-0398

Filer:

Joseph J. Richetti

Filer Authorized By:

Attorney Docket Number: KRNL:001
Receipt Date: 05-MAR-2013
Filing Date: 30-NOV-2001

Time Stamp: 21:33:40

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

no

File Listing:




Document . L. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
140130
1 Power of Attorney POA.pdf no 1
73fdf1e5e835096bb7aff4d6b83f306e9b7¢
Warnings:
Information:
Assi howing of hi 37 234894
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Warnings:
Information:
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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S A3
TO: Mail Stop 8 REPORT ON
’ Director of the U.S. Patent and Trademark Office FILING OR DETERM
P.O. Box 1450 ACTION REG&BDING A PATE /gz
Alexandria, VA 22313-1450 TRA %ARK L , <
In Comptliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby ad\@ég ﬁ,}%ﬁa court aczm'@s been
filed in the U.S. District Court Northern District of California -- San Jos on ti following
[ Trademarks or [# Patents. ( [] the patent action involves 35 U.S.C. § 292.): ?J)
M’J -
DOCKET NO. DATE FILED U.S. DISTRICT COURT ‘
Northern District of California =< S@Qé@e Division
PLAINTIFF DEFENDANT
Symantec Corporation T(-‘ ,E - Veeam Software Corporation
] N SR S
UERN ; N . \\( ; A}) (\)
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 7,093,086 8/15/2006 Symantec Corporation
2 6,931,558 8/16/2005 Symantec Corporation
3
4
5
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
1 Amendment [J Answer [J Cross Bill [ Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director  Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
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TO:  Mail Stop 8 REPORT ON THE
Director of the U.S. Patent & Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court ___Northern District of California on the following X Patents or O Trademarks:
DOCKET NO. DATE FILED U.S. DISTRICT COURT
CV 12-01035 SI 2/29/12 Northern District of California
PLAINTIFF DEFENDANT
SYMANTEC CORPORATION VEEAM SOFTWARE CORPORATION
PATENT OR DATE OF PATENT

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

16,931,55%

277 093, 036

3

4

5

In the above—entitled case, the following patent(s) have been included:
DATE INCLUDED INCLUDED BY
7 Amendment [ Answer [ Cross Bill [] Other Pleading
TRXSEEAI\AT;{IO(}}\J 0. %ﬁf?&%ﬁfgg HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT
Case consolidated to 12-cv-0700-SI, and this case was terminated.

CLERK DATE

(BY) DEPU#Y CLERK
Richard W. Wicking Wur@g&«q/ May 29, 2012
(=74

Copy 1—Upon initiation of action, mail this copy to Commissioner Copy 3—Upon termination of action, mail this copy to Commissioner
Copy 2—Upon filing document adding patent(s), mail this copy to Commissioner  Copy 4—Case file copy
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Case3:12-cv-01035-SI Documentl0 Filed03/08/12 Pagel of 2

UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

SYMANTEC CORPORATION,
Plaintiff,
Vs.
VEEAM SOFTWARE CORPORATION

Defendant.

SYMANTEC CORPORATION,
Plaintiff,

VS.

VEEAM SOFTWARE CORPORATION

Defendant.
IT IS HEREBY ORDERED:
1. Symantec Corporation v. Veeam Software Corporation, Case No. 3:12-cv-00700

SI and Symantec Corporation v. Veeam Softiware Corporation, Case No. 5:12 cv 1035 are related

cases within the meaning of Civil Local Rule 3-12(a). Pursuant to Civil Local Rules 3-12 and 7-

Case No. 3:12-cv-00700 SI

[ ORDER RELATING AND
CONSOLIDATING CASES

Case No. 5:12 ¢v 1035

Case No. 3:12-cv-00700 SI

[PROPOSEDI] ORDER RELATING AND CONSOLIDATING CASES




O 0 9 A R W N

NONON N DN D D
m\xmmawwugggsgazas:s

Case3:12-cv-01035-SI Documentl0 Filed03/08/12 Page?2 of 2

11, Symantec Corporation v. Veeam Software Corporation, Case No. 5:12 ¢v 1035 shall be

assigned to the Honorable Susan Illston.

2. Symantec Corporation v. Veeam Software Corporation, Case No. 3:12-cv-00700
SI, and Symantec Corporation v. Veeam Sofiware Corporation, Case No. 5:12 cv 1035, are

consolidated for all purposes into one action, and Case No. 5:12 ¢v 1035 shall be administratively

closed.

3. All future filings shall be made in, and bear the caption of, Symantec Corporation

v. Veeam Software Corporation, Case No. 3:12-cv-00700 SI.

By:

Hon. Susan Illston
United States District Judge

-2- Case No. 3:12-cv-00700 SI

TPROPOSEDT ORDER RELATING AND CONSOLIDATING CASES
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Case3:12-cv-00700-EDL  Document6  Filed02/13/12 Pagel of 1
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AQ 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
' Dircctor of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.0O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 ‘ ] TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 US.C. § | H6@ anri agschha@oectqm@cro
filed in the U.S. District Court Northern District of Cal¥efnia - Sah Jo¥e Division on the following

] Trademarks or [ Patents.  ( [J the patent action lnvoI\c<3SU§C 57292.): -

DOCKET NO. DATE FILED U.S. DISTRICT COURT QE‘;;,B

2/13/2012 Northern District of California - San Jose Division -

PLAINTIFF DEFENDANT

SYMANTEC CORPORATION VEEAM SOFTWARE CORPORATION

PATENT OR DATE OF PATENT . .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 7,093,086 8/15/2006 SYMANTEC CORPORATION

2 6,931,558 8/16/2005 SYMANTEC CORPORATION

3 7,191,299 3/13/2007 SYMANTEC CORPORATION

4 7,254,682 8/7/2007 SYMANTEC CORPORATION

5

In the above --entitled case, the following pateni(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
3 Amendment [0 Answer (] Cross Bill {0 Other Pleading
PATENT OR DATE OF PATENT X - . .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

I

2

3

4

5

In the above - cntitled case, the following decision has been rendered or judgement issucd:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK Det% ].3 ZU‘Z

‘ THELMA NOR
RICHARD W. WIFKING LMANUDO

Copy 1—Upon initiation of action, mail this copy to Director  Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Casc filc copy




IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re Applicant: Atty. Docket No.: 5760-00801
Peter Jeffe, Bruce Brambhall,
and Raymond Charles Schafer

*#4*xCERTIFICATE OF E-FILING TRANSMISSION#*#**
I hereby certify that this correspondence is being
transmitted via electronic filing to the United States
Patent and Trademark Office on the date shown below

Patent No.: 6,931,558

Issued: August 16, 2005
B. Noél Kivlin

Printed Name
T T g-25-09

Signature Date

Serial No.: 09/998,246
Filed: November 30, 2001

For:  Computer Restoration
Systems and Method

LOn LON LON LON LOD LD LON LN OB O LN LN

REQUEST FOR STATUS OF REPRINTING OF PATENT

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

The inventorship was incorrectly printed on the above-identified patent. On January 19, 2006, the
following items were sent to the U.S. Patent Office on January 19, 2006:

(1) Original Letters U.S. Patent No. 6,931,558, entitled “Computer Restoration
Systems and Method”, issued August 16, 2005.

@) Certificate of Correction issued December 6, 2005, indicating correction of the
inventorship to PETER JEFFE, BRUCE BRAMHALL and RAYMOND
CHARLES SCHAFER.

Applicants hereby respectfully request the Patent Office to notify Applicant as to the status of this
matter.

- Respectfully submitted,

s

B. Nogl Kivlin
Attorney for Applicant
Reg. No. 33,929

Meyertons, Hood, Kivlin, Kowert & Goetzel, P.C.
P.O. Box 398

Austin, Texas 78767-0398

(512) 853-8840

Date: §—25 -7




Electronic Acknowledgement Receipt

EFSID: 3834925
Application Number: 09998246
International Application Number:
Confirmation Number: 4233

Title of Invention:

COMPUTER RESTORATION SYSTEMS AND METHODS

First Named Inventor/Applicant Name:

Peter Jeffe

Correspondence Address:

B. NOEL KIVLIN

CONLEY, ROSE & TAYON, P.C.
P.0.BOX 398

AUSTIN

us 5124773830

X

78767-0398

Filer:

B. Noel Kivlin/Karen Ashby

Filer Authorized By: B. Noel Kivlin
Attorney Docket Number: KRNL:001
Receipt Date: 25-AUG-2008
Filing Date: 30-NOV-2001
Time Stamp: 16:53:00

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

no

File Listing:




Document . L. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
34071
1 Request for status of Application VRTS0164_status_request.pdf no 1
39795fc337300f253706edcc848feca7de56

da76

Warnings:

Information:

Total Files Size (in bytes); 34071

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.




PATENT NO.
DATED

UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

: 6,931,558 Bl Page 1 of 1
: August 16, 2005

INVENTOR(S) : Peter Jeffe, Bruce Bramhall and Raymond Charles Schafer

It is certified that error appears in the above-identified patent and that said Letters Patent is
hereby corrected as shown below:

Title page,
Item [75], Inventors, should read as following:

-- Peter Jeffe, Bruce Bramhall, and Raymond Charles Schafer --.

Signed and Sealed this

Sixth Day of December, 2005

WD

JON W. DUDAS
Director of the United States Patent and Trademark Office
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

e Applicant: § Atty. Docket No.: 5760-00801
Peter Jeffe, Bruce Bramhall, §
and Raymond Charles Schafer §
§ I hereby certify that this correspondence is being deposited with
Patent No.: 6,93 1 ,558 § the U.S. Postal Servi(f:e as First Class Mail in an envelope addressed
. C issi P , P.O. Box 1450, Alexandria,
Issued: August 16, 2005 § | 223131450, on the dae i b » YA
§
Serial No.: 09/998,246 § B. No#l Kivlin
Filed: November 30, 2001 § S@W
§ | Qctober 14, 2005 AW
For: Computer Restoration § Date Signature
Systems and Method §
TRANSMITTAL LETTER
Commissioner for Patents oo
P.O. Box 1450 o
Alexandria, VA 22313-1450 Ly
Dear Sir: T e

Transmitted herewith for filing in the captioned case are the following:

(1) Form PTO-1050, submitted in duplicate. Errors which
occur at important points in the captioned patent or which
may otherwise affect the understanding or interpretation of
the patent are thereon corrected.

2) A return postcard to acknowledge receipt of these

materials. Please stamp and return this postcard to the
undersigned.

Certificate
0CT 2 1 2005
of Correction,

ocT 2 42008



All of the errors shown in PTO-1050 are due to Patent Office oversights. A Certificate of
Correction is requested under 35 U.S.C. § 254. Applicants believe that no fees are required,
however, should any fees be required, please deduct them from Meyertons, Hood, Kivlin, Kowert
& Goetzel, P.C. Deposit Account No. 501505\5760-00801.

Respectfully submitted,

= 5T

B. Noél Kivlin
Attorney for Applicant
Reg. No. 33,929

Meyertons, Hood, Kivlin, Kowert & Goetzel, P.C.
P.O. Box 398

Austin, Texas 78767-0398

(512) 853-8840

Date: October 14, 2005

oo 2t



UNITED STATES PATENT AND TRADEMARK OFFICE

CERTIFICATE OF CORRECTION

PATENT NO. : 6,931,558
DATED: August 16, 2005
INVENTOR(S) : Peter Jeffe, Bruce Bramhall, and Raymond Charles Schafer

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as
shown below:

In the Inventorship:

The inventors are:

Peter Jeffe, Bruce Bramhall, and Raymond Charles Schafer

MAILING ADDRESS OF SENDER: PATENT NO. 6,931,558
B. No#l Kivlin, Esq.,

MEYERTONS, HOOD, KIVLIN, KOWERT & GOETZEL, P.C.

P.O. Box 398

Austin, Texas 78767-0398

5760-00801

Certificate of Correction (PTO Form 1050)

oct 2 470



UNITED STATES PATENT AND TRADEMARK OFFICE

CERTIFICATE OF CORRECTION

PATENT NO. : 6,931,558
DATED: August 16, 2005
INVENTOR(S) : Peter Jeffe, Bruce Bramhall, and Raymond Charles Schafer

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as
shown below:

In the Inventorship:

The inventors are:

| Peter Jeffe, Bruce Bramhall, and Raymond Charles Schafer

MAILING ADDRESS OF SENDER: PATENT NO. 6,931,558
B. Nogl Kivlin, Esq.,

MEYERTONS, HOOD, KIVLIN, KOWERT & GOETZEL, P.C.

P.O. Box 398

Austin, Texas 78767-0398

5760-00801

Certificate of Correction (PTO Forlﬁ 1050)
ocT 2 4 206



UNITED STATES PaTeENT AND TRADEMARK OFFICE

Page 1 of 1
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Bib Data Sheet

UNITED STATES DEPARTMENT OF COMMERCE
United Stutes Patent and Trademark Office
Addrcss: (PJSN&HIS%ONER FOR PATENTS

0. Dox

4
Aleaundria, Vinginia 22313-1450

www.usplogov

CONFIRMATION NO. 4233

FILING OR 371(c)
DATE

11/30/2001
RULE

CLASS
713

SERIAL NUMBER
09/998,246

GROUP ART UNIT

2116

ATTORNEY
DOCKET NO.

KRNL:001

APPLICANTS

Peter Jeffe, Austin, TX;
Bruce Bramhall, Austin, TX;
Raymond Charles Schafer, 4407 Oak Cree Drive, TX;

Pk CONTINUING DATA dekdkded dek ke dede ke Aok A sk o
Pk & FOREIGN APPL'CATIONS FeR ek ok sk ok ok ok e e ok o e ko

IF REQUIRED, FOREIGN FILING LICENSE GRANTED
[ 12/12/2001

Foreign Priority claimed

Q yes | no

' |B5 USC 119 (a-d) conditions [ yes L 1o L et atter
met Aliowance

Verified and
IAcknowledged

STATE OR
COUNTRY
X

Examiner's Signature Initials

SHEETS
DRAWING

TOTAL
CLAIMS
5 17

INDEPENDENT]
CLAIMS
5

ADDRESS

B. NOEL KIVLIN

CONLEY, ROSE & TAYON, P.C.
P.O. BOX 398

AUSTIN ,TX 78767-0398

TITLE
COMPUTER RESTORATION SYSTEMS AND METHODS

FILING FEE [FEES: Authority has been given in Paper
RECEIVED |No. to charge/credit DEPOSIT ACCOUNT
584 No. for following:

Q All Fees

U 1.16 Fees (Filing)

time )

0 1.17 Fees ( Processing Ext. of

ERT: Fees (Issue)

Q Other

O credit




g — 4 PART B - FEE(S) TRANSMITTAL
,(ﬁblete and s’é_nd this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
o Commissioner for Patents
N P.O.Box 1450
LR il ( _ Alexandria, Virginia 22313-1450
i

or Fax  (703) 746-4000

orm should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required{). Blocks 1 through 5 should be completed where
correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current corrcs!‘pondencc address as
Cted below or directed otherwise in Block 1, by () specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of sddress) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying
. Eaper_s. Each additional paper, such as an assignment or formal drawing, must
7590 03/30/2005 ave its own certificate of mailing or transmission,

B. NOEL KIVLIN

Certificate of Mailing or Transmission

I hereb: ify that this F T ittal is being deposited with the United

CONLEY, ROSE & TAYON, P.C. States Bostal Service with sulficlont postagefor brct wioos real i e ervetacd

P.O. BOX 398 addressed to the Mail Sto? ISSUE FEE address above, or being facsimile
AUSTIN, TX 78767-0398 transmitted to the USPTO ( 03).746‘-4000, on the date indicated below.

06/10/2005 CNGUYEN? 00000029 501505 09998246 - /B,-NeéLKth (Depasitor's name)

. — \ ignature

01 FC:1501 1400.00 DA . [ (Signature)

02 FC:8001 24.00 DA é DAY (Date)

[ APPLICATION NO. I FILING DATE ] ) FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. ] CONFIRMATION NO. l

09/998,246 1173072001 . Peter Jeffe KRNL:001 4233

TITLE OF INVENTION: COMPUTER RESTORATION SYSTEMS AND METHODS

| APPLN. TYPE | SMALL ENTITY ] ISSUE FEE l PUBLICATION FEE J TOTAL FEE(S) DUE ] DATE DUE
nonprovisional yes Mo $60 4 ) f 90 7 $0 s 06/30/2005
] -~
| EXAMINER | ART UNIT | CLASS-SUBCLASS ] ; 00.
PERVEEN, REHANA : 2116 713-002000

(ljF(;,{h?nagg;)Jf correspondence address or indication of “Fee Address" (37 2. For printing on the patent front page, list Meyertons Hood Kivlin Kowert
e (1) the names of up to 3 registered patent attorneys 1

(1 Change of correspondence address (or Change of Correspondence or agents OR, alternatively, . o osteEh T
Address form PTO/SB/122) attached. 2 B.Noél Kivlin

(2) the name of a single firm (having as a member a

{2 "Fee Address” indication (or "Fee Address" Indication form registered attorey or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. .

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
VERITAS Operating Corporation Mountain View, CA
Please check the:appropriate assignec categery or categories (will not be printed on'the patent) : [ 1ndividual XCQrpom{ién or other private. group entity A Govemment
4a. The following fee(s) are enclosed: . 4b. Payment of Fee(s): ' o ’
Issue Fee . 3 A check in the amount of the fee(s) is enclosed.
nPublication Fee (No small entity discount permitted) a Payment by credit card. Form PTO-2038 is attached.
Advance Order - # of Copies 8 The Director is hereby authorized bg charge the required fee(s), or credit any overpayment, to
posit Account Number __501505/5760-00801 (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above) :
i PY Applicant claims SMALL ENTITY status. See 37 CFR 1.27. ﬁb. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).
The Director of the USPTO is requested to agply the-Issue Fee and Publication Fee (if any) or to re-apply any previously paid issue fee to the application identified above.

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office. :

Authorized Signature \ Date gé s bsa3
B. Noél Kivlin
Typed or printed name Registration No. PTO # 33,929

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is govemed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary dependin upon the individual case. Any comments on the amount of time you require to com%)lete
this form and/or suggestions for reducing this burden, should be sent to the Chief [n?ormation Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.

Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450. '

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 12/04) Approved for use through 04/30/2007. OMB 0651-0033  U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Apphcatlon No.:  09/998,246 § Examiner: Perveen, Rehana
Filed: November 30, 2001 § Group/Art Unit: 2116
Inventor(s): § K o
. Dkt. No: 5760- 1
Jeffe, et al. § Atty. D ° 0080
§ I'hereby certify that this correspondence is being deposited with
§ the United States Postal Service with sufficient postage as first
class mail in an envelope addressed to Commissioner for
§ Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the
date indicated below.
Title: COMPUTER - §
RESTORATION § B. Noél Kivlin
SYSTEMS AND METHOD 8 |~ Piwedvens
§ l .L nd (; - a5
Signature ' Date
§ .
§
§

STATEMENT REGARDING CHANGE FROM SMALL ENTITY STATUS

Commissioner for Patents
P.O. Box 1450 _
Alexandria, VA 22313-1450

Applicant is no longer entitled to small entity status in the above-referenced
application. ' ' ‘

The Commissioner is authorized to charge any fees which may be required, or
credit any overpayment, Meyertons, Hood, Kivlin, Kowert & Goetzel, P.C. Deposit
Account No. 501505/5957-21202.

Respectfully submitted,

(\\
B. Noél Kivlin

Reg. No. 33,929 '
ATTORNEY FOR APPLICANT(S)

Meyertons, Hood, Kivlin, Kowert, & Goetzel, P.C.
P.O. Box 398
Austin, TX 78767-0398

- Phone: (512) 853-8800

Date: . (l—/é S0
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Signature Date

Ié];pélicatilo\? No.:b 2(9)/929080?46 S Examiner: Perveen, Rehana
Ixiveen.tor (S)?Vem S . g Group/Art Unit: 2116
: Atty. Dkt. No: 5760-00801
Jeffe, et al. § y No 0
§ 1 hereby certify that this correspondence is being deposited with
§ the United States Postal Service with sufficient postage as first
class mail in an envelope addressed to Commissioner for
§ Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the
. date indicated below.
Title: COMPUTER §
RESTORATION § B. Nogl Kivlin
SYSTEMS AND METHOD g Printed Name
§
§
§

STATEMENT REGARDING CHANGE FROM SMALL ENTITY STATUS

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Applicant is no longer entitled to small entity status in the above-referenced
application.

The Commissioner is authorized to charge any fees which may be required, or
credit any overpayment, Meyertons, Hood, Kivlin, Kowert & Goetzel, P.C. Deposit
Account No. 501505/5957-21202.

Respectfully submitted,

(\R

B. Noél Kivlin

Reg. No. 33,929

ATTORNEY FOR APPLICANT(S)

Meyertons, Hood, Kivlin, Kowert, & Goetzel, P.C.
P.O. Box 398

Austin, TX 78767-0398

Phone: (512) 853-8800

Date: (L'/ L0y
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

7590 03/30/2005 | EXAMINER ]
B. NOEL KIVLIN PERVEEN, REHANA
CONLEY,ROSE & TAYON, P.C.
P.O. BOX 398 - ART UNIT PAPERNUMBER |
AUSTIN, TX 78767-0398 2116

DATE MAILED: 03/30/2005

[ APPLICATION NO. [ FILING DATE ] FIRST NAMED INVENTOR l ATTORNEY DOCKET NO. l CONFIRMATION NO. —|
09/998,246 11/30/2001 Peter Jeffe KRNL:001 4233
TITLE OF INVENTION: COMPUTER RESTORATION SYSTEMS AND METHODS

L APPLN. TYPE [ SMALL ENTITY | 1SSUE FEE i PUBLICATION FEE | TOTAL FEE(S) DUE | DATE DUE ]

nonprovisional YES $700 $0 $700 06/30/2005

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 US.C. 151. THE ISSUE FEE DUE INDICATED ABOVE
REFLECTS A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE APPLIED IN THIS APPLICATION. THE PTOL-85B (OR

AN EQUIVALENT) MUST BE RETURNED WITHIN THIS PERIOD EVEN IF NO FEE IS DUE OR THE APPLICATION WILL
BE REGARDED AS ABANDONED. . :

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A.Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now

Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)

and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2
the ISSUE FEE shown above.

Il. PART B - FEE(S) TRANSMITTAL should be completed and returned to the United States Patent and Trademark Office (USPTO) with
your ISSUE FEE and PUBLICATION FEE (if required). Even if the fee(s) have already been paid, Part B - Fee(s) Transmittal should be

completed and returned. If you are charging the fee(s) to your deposit account, section "4b" of Part B - Fee(s) Transmittal should be
completed and an extra copy of the form should be submitted.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 12/04) Approved for use through 04/30/2007.



PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

orFax (703)746-4000

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required{;eBlog:ks I through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unl?ss cor_rit_:ctegl below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block | for any change of address)

Note: A centificate of .mailin can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must
7590 03/3072005 ave its own certificate of mailing or transmission.
B. NOEL KIVLIN Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United
CONLEY, ROSE & TAYON, P.C. States Postal Service with sufficient postage for first class mail in an envelope
P.O. BOX 398 addressed to the Mail Sto? ISSUE FEE address above, or being facsimile
AUSTIN, TX 78767-0398 transmitted to the USPTO (703) 746-4000, on the date indicated below.
)
(Depasitor’s name)
(Signature)
{Date)
APPLICATIONNO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NoO.
09/998,246 11/30/2001 Peter Jeffe KRNL:001 4233
TITLE OF INVENTION: COMPUTER RESTORATION SYSTEMS AND METHODS
| APPLN. TYPE SMALL ENTITY I ISSUE FEE I PUBLICATION FEE ] TOTAL FEE(S) DUE DATE DUE
nonprovisional YES $700 $0 $700 06/30/2005
| EXAMINER | ART UNIT |  cLass-suscLass |
PERVEEN, REHANA 2116 713-002000
1. Chan}ge of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). (1) the names of up to 3 registered patent attomeys !
O Change of corres ondence address (or Change of Correspondence or agents OR, alternatively,
0/SB/122 hed & "
Address form PT ) attached. (2) the name of a single firm (having as a member a 2
{3 “Fee Address” indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

w2

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assiI%nee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (J Individual [ Corporation or other private group entity (1 Govemnment

4a. The following fee(s) are enclosed: 4b. Payment of Fee(s):
{0 1ssue Fee (1 A check in the amount of the fee(s) is enclosed.
(1 Publication Fee (No small entity discount permitted) (1 Payment by credit card. Form PTO-2038 is attached.
{1 Advance Order - # of Copies () The Director is hereby authorized by charge the required fee(s), or credit any overpayment, to
Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
Q. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. b, Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

The Director of the USPTO is requested to agply the Issue Fee and Publication Fee (if any) or to re-apply any previously paid issue fee to the application identified above.
NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311, The information is rgl%:xircd to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary de; gndin§ upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O

Box 1450, Alexandna, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450;
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 12/04) Approved for use through 04/30/2007. OMB 0651-0033  U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandna, Virginia 22313-1450

WWW.LISPLO.gov

| APPLICATION NO. l FILING DATE [ FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. I CONFIRMATION No.j
09/998,246 11/30/2001 Peter Jeffe KRNL:001 4233
7590 03/30/2005 [ EXAMINER j
B. NOEL KIVLIN PERVEEN, REHANA
CONLEY, ROSE & TAYON, P.C.
P.0. BOX 398 ( ART UNIT | raerNumBER |
AUSTIN, TX 78767-0398 _ 2116

DATE MAILED: 03/30/2005

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 532 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 532 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA. '

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571) 272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at (703) 305-8283.

Page 3 of 3
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Application No. Applicant(s)
. . 09/998,246 JEFFE ET AL.
Notice of Allowability Examiner : Art Unit
Rehana Perveen 2116

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to Correction of Inventorship filed on 12/6/04 & Amdi filed on3/7/05 .

2. [X] The allowed claim(s) is/are 1-23.
3. [X] The drawings filed on 22 April 2002 are accepted by the Examiner.

4. [[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)[J Al b)[JSome* c¢)[JNone of the:
1. [0 Certified copies of the priority documents have been received.
-2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

6. [ ] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [J including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [ hereto or 2) [] to Paper No./Mail Date .

(b) [J including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front {not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

7. [J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [ Notice of References Cited (PTO-892) 5. [ Notice of Informal Patent Application (PTO-152)
2. [ Notice of Draftperson's Patent Drawing Review (PTO-948) 6. O Interview Summary (PTO-413),
Paper No./Mail Date _____.
3. O Information Disclosure Statements (PTO-1449 or PTO/SB/08), 7. I Examiner's Amendment/Comment
Paper No./Mail Date
4. [J Examiner's Comment Regarding Requirement for Deposit 8. [ Examiner's Statement of Reasons for Allowance
of Biological Material 9. [ Other .

U.S. Patent and Trademark Office :
PTOL-37 (Rev. 1-04) Notice of Allowability Part of Paper No./Mail Date 20050323




Application/Control Number: 09/998,246 Page 2
Art Unit: 2116

Inventorship
In view of the papers filed 06 December 2004, it has been found that this
nonprovisional application, as filed, through error and without deceptive intent,
improperly set forth the inventorship, and accordingly, this application has been
corrected in compliance with 37 CFR 1.48(a). The inventorship of this application has

been changed with the addition of Raymond Charles Schafer to the list of the inventors.

The application will be forwarded to the Office of Initial Patent Examination
(OIPE) for issuance of a corrected filing receipt, and correction of Office records to

reflect the inventorship as corrected.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Rehana Perveen whose telephone number is 571-272-
3676. The examiner can normally be reached on Monday - Thursday 8:00am - 6:30pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Lynne H Browne can be reached on 571-272-3670. The fax phone number

for the organization where this application or proceeding is assigned is 703-872-9306.



Application/Control Number: 09/998,246 Page 3
Art Unit: 2116

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free).

Rehana Perveen
Primary Patent Examiner
Technology Center 2100
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Application No. Applicant(s)
Issue Classification 09/998,246 JEFFE ETAL.
”m 'I” m Examiner Art Unit
Rehana Perveen 2116
ISSUE CLASSIFICATION
ORIGINAL CROSS REFERENCE(S)
CLASS SUBCLASS CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
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Record Display Form : Page 1 of 1

First Hit Fwd Refs Previous Doc Next Doc Go to Doc#

] €ollection

L5: Entry 9 of 12 File: USPT . May 26, 1998

DOCUMENT-IDENTIFIER: US 5758165 A

TITLE: Local area network and network operating system for formatting a client disk
and installing a client operating system

Detailed Description Text (17):

Server disk 203 contains the disk images which are to be copied onto client disks
208. A different disk image is required for each different confiquration that is to
be written onto client disk 208.

Detailed Description Text (20):

It will be obvious to one skilled in the art that schemes could be employed to
reuse portions of disk image files in initializing client disks 208 without
departing from the sprit of scope of the present invention. Likewise, empty
portions of client disks 208 could be algorithmically generated rather than copied.
If there are a large number of configurations of large client disks, then such
optimizations may be significant. :

Previous Doc Next Doc Go to Doc#
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First Hit Fwd Refs Previous Doc Next Doc Go to Doct#t

] Collection

L5: Entry 7 of 12 File: USPT May 20, 2003

DOCUMENT-IDENTIFIER: US 6567774 Bl

TITLE: Method and system for configuring and updating networked client stations
using a virtual disk and a snapshot disk

Detailed Description Text (13):

The snapshot disks are mapped to the master configuration identifier files on
virtual disk 22. The snapshot disks are exported to client stations which are to be
configured using the snapshot, and the client stations are configured accordingly.
Pointers contained in the snapshot.disks permit configuration information, as
appropriate, to be retrieved from the servers 16 and installed in the local
memories 13 of the client stations 12.

CLAIMS:

14. A system for configuring and updating the configuration of networked client
stations, comprising: one or more storage devices including respective
configuration information for configuring client stations connected via a network
to each other and to the one or more storage disk devices, wherein each of the
client stations is configurable with respective configuration information; one or
more virtual disks respectively containing configuration information identifiers
each including a representation of respective configuration information and mapping
information pointing to corresponding one or more of the locations in the storage
devices where the respective configuration information is stored; and, a logical
copy of each of the one or more virtual disks from which a second virtual disk is
respectively created for updating the configuration of any of the client stations;
wherein each of the client stations obtains respective configuration information
with the one or more virtual disks and the configuration information identifiers
therein, and each client station obtains an updated version of the configuration
information with the second virtual disk.

Previous Doc Next Doc Go to Doc#
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First Hit Fwd Refs Previous Doc Next Doc Go to Doc#

] Collection

L5: Entry 6 of 12 File: USPT Jun 1, 2004

DOCUMENT-IDENTIFIER: US 6745286 B2
TITLE: Interface architecture

Detailed Description Text (282):

One advantage achieved by the aforementioned distributed configurations is that
they may provide increased data protection and/or fault tolerance. For example, if
the replicated server node 150 fails or becomes unavailable, the second replicated
server node 151 can handle client requests without service interruption. Another
advantage achieved by using this interconnected arrangement is that alternative
sexver node access paths 165 can be created where identical data can be read
simultaneously from the two or more interconnected server nodes 150, 151. Thus, if
one server node 150 in the cluster is busy and unavailable, another redundant
server node 151 can service client requests to increase data throughput and
accessibility. As with the single server node configuration, a plurality of
clusters 160 may be present and accessible to the clients 110. Similarly, the
clusters 160 can be confiqured to present a single disk image to the clients 110 to
facilitate interaction by the end users of the distributed file storage system 100.

Previous Doc Next Doc Go to Doc#
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LS: Entry 3 of 12 File: USPT Nov 30, 2004

DOCUMENT-IDENTIFIER: US 6826566 B2
TITLE: Identifier vocabulary data access method and system

Detailed Description Text (638):

In some implementations, in which browser has access to writing of files to the
local disk, the Jave Client downloads the configuration files and its own code to
the Client's local computer, so that in future connections this is no longer
necessary except when the versions on the server are more recent than the local
ones.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

I‘?Il)pclll_cau;? No.:b 28/9290%1246 § Examiner: Perveen, Rehana
Iri ed: .ovem o 3 Group/Art Unit: 2116
ventor(s): S Atty. Dkt. No:  5760-00801
Jeffe, et al. §
§ I hereby certify that this correspondence is being deposited with
§ the United States Postal Service with sufficient postage as first
class mail in an envelope addressed to Commissioner for
§ Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the
date indicated below.
Title: COMPUTER §
RESTORATION § B. Noél Kivlin
SYSTEMS AND METHOD § A Printed Name
§ E 3-2-05
§ Signature Date
§
§

RESPONSE TO OFFICE ACTION OF
DECEMBER 2, 2004

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Sir:

This paper is submitted in response to the Office Action of December 2, 2004, to
further highlight why the application is in condition for allowance.

Please amend the case as listed below.



IN THE CLAIMS:

Please amend the claims as shown below.

1. (Currently amended) A device restoration system, for restoring a client device to
a state prior to a major failure, comprising:
a server device;
a network communicatively interconnecting the client device and the server
device;
a storage manager accessible to the server device for saving the state, wherein the

state includes a-machine-configuration-state client disk configuration

information; and

a network boot in which the server device causes the client device to boot.

2. (Currently amended) A method of restoring a client device of a network on
failure of the client device, wherein the network includes a server computer, comprising
the steps of:

booting the client device via a network boot;

creating a boot program for operation on the client device;

configuring the client device according to the boot program and a saved

configuration state including client disk configuration information;

copying a file to the client device in accordance with a configuration from the step

of configuring.

3. (Original) The method of claim 2, wherein the steps of booting, creating, configuring,

and copying are performed through communications over the network between the client

device and the server computer.

4. (Original) The method of claim 2, wherein the step of booting is performed by a boot

server of the network.



5. (Original) The method of claim 2, wherein the step of creating is performed by the

server computer and the boot program is communicated to the client device

6. (Original) The method of claim 2, wherein the step of configuring the client device is

performed by a file server of the network and a storage manager.

7. (Original) The method of claim 2, wherein the step of copying is performed by a storage

manager server of the network.

8. (Original) The method of claim 2, further comprising the step of:
storing an image of the client device via a storage manager application of a server

device of the network.

9. (Original) The method of claim 8, wherein the step of storing is performed by a standard
storage manager application and includes backup of the configuration state of the client

computer.

10. (Orniginal) The method of claim 9, wherein the step of booting is performed by a boot
server of the network; the step of creating is performed by a restore server of the network;
the step of configuring is performed by a file server of the network and a storage manager
server of the network; and the step of copying is performed by the file server and the storage

manager.

11. (Currently amended) A method of restoring a client device of a network, the
network including a server device having a storage manager application, comprising the
steps of:

backing up configuration data including client disk configuration information, as

wall well as application and data files, by the storage manager application;
and
restoring the backed up configuration data, as well as application and data files,

from the step of backing up, to the client device over the network.



12. (Original) The method of claim 11, further comprising the step of: booting the client

device via a standard network boot.

13. (Original) The method of claim 12, further comprising the step of:
supplying to the client device a boot program; and

using the boot program at the client device to perform the step of restoring.

14. (Original) The method of claim 11, wherein the client device is remote from the storage

manager application.

15. (Original) The method of claim 12, wherein the step of booting is initiated remote from

the client device.

16. (Currently amended) A device restoration system, for restoring a client device to
a state prior to a major failure, comprising:
a controlling device connected to the client device, for resetting the client device;
a storage manager communicatively connected to the client device, for saving the

state, wherein the state includes a-machine-configuration-state client disk

configuration information; and

a boot program for operating the client device, communicatively connected to the

storage manager, and causing the client device to boot with the state.

17. (Currently amended) A method of restoring a client device on failure of the client
device, comprising the steps of:

saving a state of the client device, including client disk configuration information,

prior to the failure;
resetting the client device;
booting the client device; and

configuring the client device according to the state from the step of saving.



18. (New) A system comprising:
backup software; and
a restoration server;

wherein the backup software is configured to create one or more backups of a client device,
wherein at least one backup of the one or more backups comprises client disk
configuration information; and

wherein, following a failure of the client device, the restoration server is configured to:
perform a network boot of the client device; and

restore a client disk configuration using the client disk configuration information.

19. (New) The system of claim 18, wherein the restoration server is further configured

to copy a boot image to the client device over a network.

20. (New) The system as recited in claim 18, wherein the restoration server is further

configured to mount one or more files at the client device over a network.

21. (New) The system as recited in claim 20, wherein the one or more files include an

operating systems configuration file.

22. (New) The system as recited in claim 18, wherein the restoration server is further

configured to reestablish one or more logical volumes at the client device.

23. (New) The system as recited in claim 18, wherein the restoration server is further

configured to set up one or more file systems at the client device.



REMARKS

Claims 1 — 17 were pending in the present application. Claims 1,2, 11, 16 and 17
have been amended. Claims 18 — 23 have been added. Claims 1 — 23 remain pending in

the present application

Claims 1 — 17 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Hoggarth et al. (U.S. Patent Number 6,535,976, hereinafter ‘Hoggarth’) in view of Chou
et al (U.S. Patent Number 6,065,123, hereinafter ‘Chou’), further in view of Mergard
(U.S. Patent Number 6,530,050). Applicant respectfully traverses this rejection and
requests reconsideration. Applicant has nevertheless amended independent Claims 1, 2,

11,16 and 17.

Amended Claim 1 recites a storage manager accessible to a server device for
saving the state of a client device, wherein the state includes client disk configuration

information.

As noted by Applicant in a response to the previous Office Action, Hoggarth
discloses a method of booting a client data processing system attached to a control data
processing system, wherein the client system issues an initial program load request onto a

_network, and wherein in response to the initial program load request, bootstrap code is
transferred to the client from the control system to cause the client to boot (Abstract). As

acknowledged by the Examiner, Hoggarth does not teach saving a state of a client device.

Chou discloses a computer system with unattended on-demand availability
including power saving features (Abstract). Applications may periodically save their
operational states to guard against power failures and crashes in the computer system
disclosed by Chou (Abstract). The lines cited by Examiner (Column 23, line 52 — Column
24, line 18) describe checkpoint services available to applications, allowing the

InstantON servicing agent to restart selected applications that had earlier registered with



the InstantON servicing agent. Chou does not teach or suggest saving client disk

configuration information.

Mergard also does not teach or suggest saving client disk configuration
information. Mergard discloses a utility program to configure a memory with
configuration states of peripheral devices of a microcontroller (Column 2, lines 38-41).
Mergard teaches saving hardware register values for microcontroller peripheral
devices using hardware scan path circuitry to sequentially shift configuration scan data
from a microcontroller peripheral device into an external memory (Column 4, lines 16-
39). In the lines cited by the Examiner, Mergard addresses the difficulty of reading and
writing to or form particular registers when saving/restoring peripheral state using
routines run by an execution unit (Column 5, lines 57-59, Column 6, lines 5-8), and
teaches using the configuration scan path (i.e., hardware scan path circuitry) to resolve

these difficulties.

Applicant can find no teaching or suggestion in either Hoggarth, Chou or
Mergard, taken singly or in combination, of saving client disk configuration
information, as recited in amended Claim 1 of the present application. Accordingly,
Applicant respectfully submits that amended Claim 1 patentably distinguishes over the
art cited by the Examiner.

Amended independent Claim 2 recites configuring a client device according to the
boot program and a saved configuration state including client disk configuration
information. Amended independent Claim 11 recites backing up configuration data
including client disk configuration information. Amended independent Claims 16 and
17 similarly recite saving a state of a client device, including client disk configuration
information. For at least the reasons cited above, amended independent Claims 2, 11, 16
and 17 are also believed to patentably distinguish over the art cited by the Examiner. As
Claims 3-10 and 12-15 depend upon amended independent Claims 2 and 11, Claims 3 - 10
and 12 — 15 are also believed to patentably distinguish over the cited art.



New independent Claim 18 recites backup software configured to create one or
more backups of a client device, wherein at least one backup of the one or more backups
comprises client disk configuration information; and a restoration server configured to
restore a client disk configuration using the client disk configuration information following
a failure of the client device. Support for new independent Claim 18 and dependent Claims
19 — 23 is found at least in lines 16 — 18 of page 11 of the present application, as well as in

Figures 4, 5, 6 and the accompanying descriptions.

Accordingly, Applicant submits that independent Claims 1, 2, 11, 16, 17 and 18,

as well as the remaining pending dependent claims, are in condition for allowance.



CONCLUSION

Applicant submits the application is in condition for allowance, and an early

notice to that effect is requested.
If any fees are due, the Commissioner is authorized to charge said fees to

Meyertons, Hood, Kivlin, Kowert, & Goetzel, P.C. Deposit Account No. 501505/5760-
00801/BNK.

Respectfully submitted,

(’j/

B. Noél Kivlin
Reg. No. 33,929
ATTORNEY FOR APPLICANT(S)

Meyertons, Hood, Kivlin, Kowert, & Goetzel, P.C.
P.O. Box 398

Austin, TX 78767-0398

Phone: (512) 853-8800

Date: 7. 2-035
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Derrick Brown

Application No.:  09/998,246 § Examiner: Perveen. Rehana
Filed: November 30,2001 § Group/Art Unit: 2116 ’
Vet e § Atty. Dkt.No.:  5760-00801
Confirmation No.: 4233
Bruce Bramhall
’ 3 CERTIFICATE OF MAILING
Raymond Charles Schafer § UNDER 37 CFR. §1.8
§ .
Title: COMPUTER § :\Tim D_F;PZSHI;, \Z /d [/ v ‘j -
erel certi at this correspondence 1s 1)} eposited wi
RESTORATION § the Uni}t,gd gta¥es P:)stz'al S_ervicz with sufﬁcjem f)ostgge ;s ﬁrstt
SYSTEMS AND § class mail on t?le date indicated above and is addressed to:
METHOD § Commissioner for Patents
§
§
§

PETITION FOR CORRECTION OF INVENTORSHIP (37 CFR 1.48(a))

Commissioner for Patents
ATTN: SUPERVISORY EXAMINER
Alexandria, VA 22313-1450

Dear Sir;

This is a petition for correction of an error in nonjoinder of an inventor in the above
patent application. It is respectfully requested that the PTO correct the error. The correct

inventorship is Peter Jeffe, Bruce Bramhall, and Raymond Charles Schafer.

}

Enclosed herewith is:

1. A statement from the person being added as an inventor that the inventorship
error occurred without any deceptive intention on his part.

12/06/2004 HGUTEMA1 00000044 501505 09998246
01 FC:1464 130.00 DA



Inventor: Jeffe, et al.
U.S. Pat. Appl. No.: 09/998,246

2. A statement from the assignee of the above parties agreeing to the change of

inventorship.

3. A fee authorization in the amount of $130.00 for the fee set forth in 37 CFR §
1.17(1) and the fee for recording the Assignment(s).

4. A Declaration by each actual inventor.

5. An assignment(s) to be recorded from the added inventor.

Respectfully Submitted,

{

B. Noél Kivlin
Reg. No. 33,929
ATTORNEY FOR APPLICANT(S)

Meyertons, Hood, Kivlin, Kowert & Goetzel, P.C.
700 Lavaca, Suite 800

Austin, Texas 78701-3102

Phone: (512) 853-8840

Date: \A-t-9

pet.inventorship
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UNITED STATES PATENT AND TRADEMARK OFFICE

Derrick Bfown

Application No.:  09/998,246 S Examiner Perveen. Rehana
Filed: November 30, 2001 § Group/Art Unit: 2116 ’
I“VC"“’r(;):t - g Atty. Dkt. No.: 5760-0080]1
eler Jerre . .
Conf tion No.: 4233
Bruce Bramhall § ontirmation o
Raymond Charles Schafer § CE‘;EE';?;‘ECQSQ’;HNG
§

Title:  COMPUTER § pmoroerost |, [y [ 94
RESTORATION § | et e et s s
SYSTEMS AND § class mail on the date indicated above and is addressed to:
METHOD § A(Iionlllligsioncr for3 Patcnlgo .

§ exangria, 3
§ >
§

STATEMENT IN REGARD TO CHANGE IN INVENTORSHIP
BY INVENTOR BEING ADDED

Commissioner for Patents
Alexandria, VA 22313-1450

I, Raymond Charles Schafer, the person being added as inventor to the above patent
application, do hereby state that the inventorship error occurred without any deceptive intention

on my part.

A7 (37, 2004 WM

Date I@&y’é{ond Charleés Schafer




PATENT

UNITED STATES PATENT AND TRADEMARK OFFICE

Alexandria, VA 223]3445% ;
erfick Brown

STATEMENT OF AGREEMENT TO CHANGE IN INVENTORSHIP
BY ASSIGNEE

Application No.:  09/998,246 § Examiner: Perveen. Rehana
Filed: November 30, 2001 § Group/Art Unit: 2116
Inventor(;)i Lt S Atty. Dkt. No.: 5760-00801
Bitlecre ;r:m hall g Confirmation No.: 4233
Raymond Charles Schafer § CE%ESEC{: 3T7E 8 :,"{1 ';ll'f;NG
§ .

Tide:  COMPUTER S P N
RESTORATION § lheelrjni)t,;jes:ges ;ost; ;_ervic’e) with s:ﬂl'lsc.ielll?io:tgg:las f:'ls:t
SYSTEMS AND § class mail on the date indicated above and is addressed to:
METHOD § Commissioner for Patents

§
§
§

Commissioner for Patents
Alexandria, VA 22313-1450

VERITAS Operating Corporation, owner by assignment of the above patent application,
in the assignments being recorded concurrently herewith and the assignments recorded in the
PTO on November 26, 2003 at reel/frame 014156/0758 and reel/frame014156/0772, hereby
agrees to the change in inventorship requested in the accompanying petition. I, Joseph T.

FitzGerald, have the authority to act on behalf of VERITAS Operating Corporation.

/05 /6 e
Date/ "/ Yoséph 77 W
itle: Vic ident, Intellectual Property

VERITAS Operating Corporation
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Application No.:  09/998,246 § Examiner- Perveen. Rehana

Filed: November 30, 2001 § G’;;EEK; Unit: 2?% ’

ventor(e): g Atty. Dkt. No.:  5760-00801

etler Jeite .
Confirmation No.: 4233
Bruce Bramhall § ontirmation Yo
Raymond Charles Schafer § CE‘EEE‘SQ}ES;K‘;‘_‘;NG
§
DATE OF DEPOSIT:

Tltle COMPUTER § I hereby certify that this co\rre’f-o{d:nce{ is:ei‘rfl deposited with
RESTORATION § the Um?t'cd Stai,es Postal Servicz with sufficient iostgge as first
SYSTEMS AND § class mail on the date indicated above and is addressed to:

METHOD ; e
§ ==
FEE AUTHORIZATION

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

The Commissioner is hereby authorized to charge the following fee to Meyertons, Hood, Kivlin,
Kowert & Goetzel, P.C. Deposit Account Number 50-1505/5760-00801:

Fee: Petition for Correction of Inventorship
Amount: $130.00
Attorney Docket No.:  5760-00801

The Commissioner is also authorized to charge any extension fee or other fees which may be

necessary to the same account number.
Respectfully Submitted,

B. Noél Kivlin
Reg. No. 33,929
ATTORNEY FOR APPLICANT(S)
Meyertons, Hood, Kivlin, Kowert & Goetzel, P.C.
700 Lavaca, Suite 800
Austin, Texas 78701-3102
Phone: (512) 853-8840
Date: \-( - '0"‘\
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As a below named inventor, I hereby declare that:
My residence, post office address, and citizenship are as stated below next to my name.

I believe I am the original, first and sole inventor (if only one name is listed below) or an original,
first and joint inventor (if plural names are listed below) of the subject matter which is claimed and for which
a patent is sought on the invention entitled “COMPUTER RESTORATION SYSTEMS AND METHODS,”
the specification of which:

[] is attached hereto.
[ was filed on November 29, 2@ as Apphcanon Serial No. 09/998,246

and was amendedon __~ (1f applicable).

I hereby state that I have reviewed and understand the contents of the above-identified specification,
including the claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose to the Patent and Trademark Office all information known to me
to be material to patentability of the subject matter claimed in this application, as “materiality” is defined in
37CF.R. § 1.56.

I hereby claim foreign priority benefits under 35 U.S.C. § 119(a)-(d) or § 365(b) of any foreign
application(s) for patent or inventor's .certificate listed below, or under § 365(a) of any PCT international
application listed below designating least one country other than the United States of America, and have
identified below any foreign application for patent or inventor's oemﬁcate or of any PCT mtetnanona.l
apphcauon, havmg a filing date before that of'the’ apphcanon on'which pnonty is clmmed g

Prior Foreign Application No.. . - .- Coung - Filing. Date. . M Cert. cdgy, ;

(mmddyy)  Claimed ~ Atached
N/A C

I hereby claim the benefit under 35 U.S.C. § 119(e) of any United States provisional application(s)
listed below.

Provisional Application No. Filing' Déte
60/250,200 11/29/00

I hereby claim the benefit under 35 U.S.C. § 120 of any United States application(s) listed below, or
under § 365(c) of any. PCT international application listed below designating the United States of America,
and, insofar as the subject matter of each of the claims of this application is not disclosed 1 m the prior United
States or PCT international application in the manner provided by the first paragraph of 35 US.C. §112, 1
acknowledge the duty to disclose all information known to me to be material to the patentability of the subject
matter claimed in this application, as “materiality” is defined in 37 C.F.R. § 1.56, which became available
between the ﬁlmg date of the pnor apphcauon and the nauonal or PCT mtemauonal ﬁlmg date of thls
apphcauon ' , A AR ne g

PR L AT . "'»v,., P

Mt e e N T R TH AP IR Y SR S R A S A

Page 1.
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Parent Application No.

N/A

Filing Date

(mm/dd/yy)

5760-00801
VRTS-0164

Parent Patent No. (if applicable) or Status

I hereby revoke any previous Powers of Attorney and appoint

Joseph T. FitzGerald

John Brigden

Julie Stephenson

Reg. No. 33,881
Reg. No. 40,530
Reg. No. 41,330

each of said attorneys being employed by Veritas Software Corporation; and

Mark K. Brightwell

Kay A. Colapret
Stephen J. Curran
Mark R. DeLuca

Heather L. Flanagan

Russell Henrichs
Erik A. Heter
Jeffrey C. Hood
Rajiv Jauhari

B. Noél Kivlin
Robert C. Kowert

Reg. No. 47,446
Reg. No. 52,759
Reg. No. 50,664
Reg. No. 44,649
Reg. No. 54,101
Reg. No. 50,354
Reg. No. 50,652
Reg. No. 35,198
Reg. No. 55,850
Reg. No. 33,929
Reg. No. 39,255

Mario J. Lewin

Lawreace J. Merkel
Eric B. Meyertons

Neal E. Persky
Liza Philip

David W. Quimby

Rory D. Rankin
Gareth Sampson
Chris Thompson
Mark S. Williams

Reg. No. 54,268
Reg. No. 41,191
Reg. No. 34,876
Reg. No. 53,452
Reg. No. 51,352
Reg. No. 39,338
Reg. No. 47,884
Reg. No. 52,191
Reg. No. 43,188
Reg. No. 50,658

each of said attorneys or agents being a member or an associate of the firm of Meyertons, Hood, Kivlin,
Kowert & Goetzel, P.C., as attorney or agent for so long as they remain with such company or firm, with full
power of substitution and revocation, to prosecute the application, to make alterations and amendments
therein, to transact all business in the Patent and Trademark Office in connection therewith, and to receive the

Letters Patent.

Please direct all communications to:

Meyertons, Hood, Kivlin, Kowert & Goetzel, P.C.

B. Noél Kivlin

P.O. Box 398
Austin, Texas 78767-0398
Phone: (512) 853-8800

Page 2



5760-00801
VRTS-0164

I hereby declare that all statements made herein of my own knowledge are true and that all
statements made herein on information and belief are believed to be true; and further that these statements
were made with the knowledge that willful false statements and the like so made are punishable by fine or
imprisonment, or both, under 18 U.S.C. § 1001 and that such willful false statements may jeopardize the
validity of the application or any patent issued thereon.

Inventor's Full Name: Peter Jeffe

Inventor's Signature: /'-/‘ — Dae: [O= g—d—‘
City and State (or Foreign Country) of Residence: Austin, TX Citizenship: Us
Post Office and Residence Address: 1613 Patterson Rd., Austin TX 78745 33

(Include number, strect name, city, state and zip code)

Inventor's Full Name: Bruce Bramhall

Inventor’s Signature: Date:

City and State (or Foreign Country) of Residence: - Pflugerville, TX Citizenship: Us
Post Office and Residence Address: 202 Applewood Dr., Pflugerville, TX 78660

(Include number, street name, city, state and zip code)

Inventor's Full Name: Raymond Charles Schafer

Inventor's Signature: Date:

City and State (or Foreign Country) of Residence: Austin, TX Citizenship: US
Post Office and Residence Address: 4407 Oak Cree Drive, Austin, TX 78727

(Include number, street name, city, state and zip code)

Page 3
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5760-00801
VRTS-0164

DECLARATION AND POWER OF ATTORNEY

As a below named inventor, I hereby declare that:
My residence, post office address, and citizenship are as stated below next to my name.

I believe 1 am the original, first and sole inventor (if only one name is listed below) or an original,
first and joint inventor (if plural names are listed below) of the subject matter which is claimed and for which
a patent is sought on the invention entitled “COMPUTER RESTORATION SYSTEMS AND METHODS,”
the specification of which:

[ is attached hereto.
X was filed on November 29, 2001 as Application Serial No. 09/998,246
and was amended on (if applicable).

1 hereby state that I have reviewed and understand the contents of the above-identified specification,
including the claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose to the Patent and Trademark Office all information known to me
to be material to patentability of the subject matter claimed in this application, as “materiality” is defined in
37 CFR. § 1.56. '

I hereby claim foreign priority benefits under 35 U.S.C. § 119(a)-(d) or § 365(b) of any foreign
application(s) for patent or inventor's certificate listed below, or under § 365(a) of any PCT international
application listed below designating least one country other than the United States of America, and have
identified below any foreign application for patent or inventor's certificate, or of any PCT international
application, having a filing date before that of the application on which priority is claimed.

Prior Foreign Application No. Country Filing Date Priority Cert. copy
(mm/dd/yy) Claimed Attached
N/A

I hereby claim the benefit under 35 U.S.C. § 119(e) of any United States provisional application(s)
listed below.

Provisional Application No. Filing Date
(mm/dd/yy)
60/250,200 11/29/00

I hereby claim the benefit under 35 U.S.C. § 120 of any United States application(s) listed below, or
under § 365(c) of any PCT international application listed below designating the United States of America,
and, insofar as the subject matter of each of the claims of this application is not disclosed in the prior United
States or PCT international application in the manner provided by the first paragraph of 35 U.S.C. § 112, ]
acknowledge the duty to disclose all information known to me to be material to the patentability of the subject
matter claimed in this application, as “materiality” is defined in 37 C.F.R. § 1.56, which became available
between the filing date of the prior application and the national or PCT international filing date of this
‘application.

Page 1
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5760-00801

VRTS-0164
Parent Application No. Filing Date Parent Patent No. (if applicable) or Status
(mm/dd/yy)
N/A
I hereby revoke any previous Powers of Attorney and appoint
Joseph T. FitzGerald Reg. No. 33,881
John Brigden Reg. No. 40,530
Julie Stephenson Reg. No. 41,330
each of said attorneys being employed by Veritas Software Corporation; and
Mark K. Brightwell Reg. No. 47,446 Mario J. Lewin Reg. No. 54,268
Kay A. Colapret Reg. No. 52,759 Lawrence J. Merkel Reg. No. 41,191
Stephen J. Curran Reg. No. 50,664 Eric B. Meyertons Reg. No. 34,876
Mark R. DeLuca Reg. No. 44,649 Neal E. Persky Reg. No. 53,452
Heather L. Flanagan Reg. No. 54,101 Liza Philip Reg. No. 51,352
Russell Henrichs Reg. No. 50,354 David W. Quimby Reg. No. 39,338
Erik A. Heter Reg. No. 50,652 Rory D. Rankin Reg. No. 47,884
Jeffrey C. Hood Reg. No. 35,198 Gareth Sampson Reg. No. 52,191
Rajiv Jauhari Reg. No. 55,850 Chris Thompson Reg. No. 43,188
B. Noél Kivlin Reg. No. 33,929 Mark S. Williams Reg. No. 50,658

Robert C. Kowert Reg. No. 39,255

each of said attorneys or agents being a member or an associate of the firm of Meyertons, Hood, Kivlin,
Kowert & Goetzel, P.C., as attorney or agent for so long as they remain with such company or firm, with full
power of substitution and revocation, to prosecute the application, to make alterations and amendments
therein, to transact all business in the Patent and Trademark Office in connection therewith, and to receive the
Letters Patent.

Please direct all communications to:

B. Noél Kivlin
Meyertons, Hood, Kivlin, Kowert & Goetzel, P.C.
P.O. Box 398
Austin, Texas 78767-0398
Phone: (512) 853-8800

Page 2
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I hereby declare that all statements made herein of my own knowledge are true and that all
statements made herein on information and belief are believed to be true; and further that these statements
were made with the knowledge that willful false statements and the like so made are punishable by fine or
imprisonment, or both, under 18 U.S.C. § 1001 and that such willful false statements may jeopardize the
validity of the application or any patent issued thereon.

Inventor's Full Name: Peter Jeffe

Inventor's Signature: Date:

City and State (or Foreign Country) of Residence: Alistin, TX Citizenship: UsS
Post Office and Residence Address: 1613 Patterson Rd., Austin TX 78746

(Include number, street name, city, state and zip code)

Inventor's Full Name: Bruce Bramhall :
Inventor's Signature: é._.d W Date: 9 ~ 2.7 -R2OO f
City and State (or Foreign Country) of Residence: Pflugerville, TX Citizenship: US
Post Office and Residence Address: 202 Applewood Dr., Pflugerville, TX 78660
(Include number, street name, city, state and zip code)
\
Inventor's Full Name: Raymond Charles Schafer
Inventor's Signature: Date:
City and State (or Foreign Country) of Residence: - Austin, TX Citizenship: US
Post Office and Residence Address: 4407 Oak Cree Drive, Austin, TX 78727

(Include number, street name, city, state and zip code)
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‘ DECLARATION AND POWER OF ATTORNEY

As a below named inventor, T hereby declare that:
My residence, post office address, and citizenship are as stated below next to my name.

1 believe T am the original, first and sole inventor (if only one name is listed below) or an original,
first and joint inventor (if plural names are listed below) of the subject matter which is claimed and for which
a patent is sought on the invention entitled “COMPUTER RESTORATION SYSTEMS AND METHODS,”

the specification of which:

{1 is attached hereto.
DX was filed on November 29, 2001 as Application Serial No. 09/998,246
and was amended on (if applicable).

T hereby state that T have reviewed and understand the contents of the above-identified specification,
including the claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose to the Patent and Trademark Office all information known to me
to be material to patentability of the subject matter claimed in this application, as “materiality” is defined in
37 C.FR. § 1.56.

1 hereby claim foreign priority benefits under 35 U.S.C. § 119(a)-(d) or § 365(b) of any foreign
application(s) for patent or inventor's certificate listed below, or under § 365(a) of any PCT international
application listed below designating least one country other than the United States of America, and have
identified below any foreign application for patent or inventor's certificate, or of any PCT international
application, having a filing date before that of the application on which priority is claimed.

Prior Foreign Application No. Country Filing Date Priority Cert. copy
(mm/dd/yy) Claimed Attached
N/A

I hereby claim the benefit under 35 U.S.C. § 119(e) of any United States provisional application(s)
listed below.

Provisional Application No. Filing Date
(mm/dd/yy)
60/250,200 11/29/00

I hereby claim the benefit under 35 U.S.C. § 120 of any United States application(s) listed below, or
under § 365(c) of any PCT international application listed below designating the United States of America,
and, insofar as the subject matter of each of the claims of this application is not disclosed in the prior United
States or PCT international application in the manner provided by the first paragraph of 35 US.C. § 112,1
acknowledge the duty to disclose all information known to me to be material to the patentability of the subject
matter claimed in this application, as “materiality” is defined in 37 C.F.R. § 1.56, which became available
between the filing date of the prior application and the national or PCT international filing date of this
application. i
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Parent Application No. Filing Date Parent Patent No. (if applicable) or Status
(mm/dd/yy)
N/A
1 hereby revoke any previous Powers of Attorney and appoint

Joseph T. FitzGerald Reg. No. 33,881

John Brigden Reg. No. 40,530

Julie Stephenson Reg. No. 41,330
each of said attorneys being employed by Veritas Software Corporation; and
Mark K. Brightwell Reg. No. 47,446 Mario J. Lewin Reg. No. 54,268
Kay A. Colapret Reg. No. 52,759 Lawrence J. Merkel Reg. No. 41,191
Stephen J. Curran Reg. No. 50,664 Eric B. Meyertons Reg. No. 34,876
Mark R. DeLuca Reg. No. 44,649 : Neal E. Persky Reg. No. 53,452
Heather L. Flanagan Reg. No. 54,101 Liza Philip Reg. No. 51,352
Russell Henrichs Reg. No. 50,354 David W. Quimby Reg. No. 39,338
Erik A. Heter Reg. No. 50,652 Rory D. Rankin Reg. No. 47,884
Jeffrey C. Hood Reg. No. 35,198 Gareth Sampson Reg. No. 52,191
Rajiv Jauhari Reg. No. 55,850 Chris Thompson Reg. No. 43,188
B. Noél Kivlin Reg. No. 33,929 Mark S. Williams Reg. No. 50,658

Robert C. Kowert Reg. No. 39,255

each of said attorneys or agents being a member or an associate of the firm of Meyertons, Hood, Kivlin,
Kowert & Goetzel, P.C., as attorney or agent for so long as they remain with such company or firm, with full
power of substitution and revocation, to prosecute the application, to make alterations and amendments
therein, to transact all business in the Patent and Trademark Office in connection therewith, and to receive the
Letters Patent.

Please direct all communications to:

B. Noé! Kivlin
Meyertons, Hood, Kivlin, Kowert & Goetzel, P.C.
P.O. Box 398
Austin, Texas 78767-0398
Phone: (512) 853-8800
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I hereby declare that all statements made herein of my own knowledge are true and that all
statements made herein on information and belief are believed to be true; and further that these statements
were made with the knowledge that willful false statements and the like so made are punishable by fine or
imprisonment, or both, under 18 U.S.C. § 1001 and that such willful false statements may jeopardize the
validity of the application or any patent issued thereon.

Inventor's Full Name: Peter Jeffe

Tnventor's Signature: Date:

City and State (or Foreign Country) of Residence: Austin, TX Citizenship: Us
Post Office and Residence Address: 1613 Patterson Rd., Austin TX 78746

(Include number, street name, city, state and zip code)

Inventor's Full Name: Bruce Bramhall

Inventor's Signature: . Date:

City and State (or Foreign Country) of Residence: Pflugerville, TX Citizenship: UsS
Post Office and Residence Address: 202 Applewood Dr., Pflugerville, TX 78660

(Include number, street name, city, state and zip code)

Inventor's Full Name: Raymond Charles Schafer

Inventor's Signature: Date: a’?? oQ"p/’ a’?OO 4
City and State (or Foreign Count;'y) of Residence: Austin, TX Citizenship: US

Post Office and Residence Address: 4407 Oak Cree Drive, Austin, TX 78727

(Include number, street name, city, state and zip code)

Page 3



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpLO.gov

[ appucaTionno. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | coNFIRMATIONNO. |
09/998,246 11/30/2001 Peter Jeffe KRNL:001 4233
7590 12/02/2004 [ EXAMINER |
B. NOEL KIVLIN PERVEEN, REHANA
CONLEY, ROSE & TAYON, P.C.
P.O. BOX 398 [ ART UNIT PAPERNUMBER |
AUSTIN, TX 78767-0398 2116

DATE MAILED: 12/02/2004

Please find below and/or attached an Office communication concerning this application or proceeding.

PTO-90C (Rev. 10/03)



Application No. Applicant(s)
09/998,246 JEFFE ET AL.

Office Action Summary Examiner Art Unit
Rehana Perveen 2116

_ -- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply :

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.
- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely.
- IfNO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 26 October 2004.
2a)[_] This action is FINAL. 2b)[X] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)X] Claim(s) 1-17 is/are pending in the application.
43a) Of the above claim(s) is/are withdrawn from consideration.

5)[] Claim(s) ____is/are allowed.

6)X] Claim(s) 1-17 is/are rejected.

7)1 Claim(s) _____is/are objected to.

8)[] Claim(s) ____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)[X] The drawing(s) filed on 22 April 2002 is/are: a)X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)lJAIl b)[] Some * c)(] None of:
1.00 Certified copies of the priority documents have been received.
2.[]J Certified copies of the priority documents have been received in Application No.
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) X Notice of References Cited (PTO-892) 4) [ Interview Summary (PTO-413)

2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _____ .

3) I Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5) ] Notice of Informal Patent Application (PTO-152)
Paper No(s)/Mail Date 10/26/04. 6) E] Other: .

U.S. Patent and Trademark Office

PTOL-326 (Rev. 1-04) Office Action Summary Part of Paper No./Mail Date 20041129




Application/Control Number: 09/998,246 Page 2
Art Unit: 2116

Response to Amendment
Claims 1-17 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Hoggarth et al, Patent No. 6,535,976, in view of Chou et al, Patent No. 6.065,123,

further in view of Mergard, Patent No. 6,530,050.
Hoggarth et al and Chou et al were cited as prior art in the previdus office action.

As to claims 1 and 16, Hoggarth et al teach a server device, a network
communicatively interconnecting a client device and the server device, a storage
manager accessible to the server device (col. 6 lines 7-40), a controlling device
connected to the client device for resetting the client device (col. 2 lines 56-61), and a
network boot in which the server device causes the client device to boot (col. 6 lines 7-

40).

However, Hoggarth et al do not expressly teach the storage manager saving a

state prior to a major failure, wherein the state includes a machine configuration state.

Chou et al teach a storage manager saving a state prior to a major failure (col. 23
line 52 — col. 24 line 18). Chou et al do not expressly teach the state including a

machine configuration state.



Application/Control Number: 09/998,246 ' Page 3
~ Art Unit: 2116 -

Mergard teaches saving and restoring a state, the state including a machine

configuration state (col. 5 line 54 — col. 6 line 52).

It would have been obvious for one of ordinary skill in the art at the time of the
invention to combine the teachings of HogQarth et al, Chou et al, and Mergard because
Chou et al's state saving feature prior to a major failure and Mergard's saving a
machine configuration state, when incorporated into Hoggarth et al’'s network
communication system of clients and server, would have enabled improved integrity of
the overall system and improved throughput by quickly allowing to return to operational

state preceding a major failure.

Claims 2-15 and 17 are directed to the method of system claims 1 and 16.
Hoggarth et al, Chou et al, and Mergard, in combination, teach the system as set forth
in claims 1 and 16. Therefore, Hoggarth et al, Chou et al, and Mergard, also in

combination, teach the method as set forth in claims 2-15 and 17.

Response to Arguments
Applicant's arguments with respect to claims 1-17 have been considered but are

moot in view of the new ground(s) of rejection.



Application/Control Number: 09/998,246 Page 4
Art Unit: 2116

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Rehana Perveen whose telephone number is 703-305-

8476. The examiner can normally be reached on 8:00am - 4:30pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Lynne H Browne can be reached on 703-308-1159. The fax phone number

for the organization where this application or proceeding is assigned is 703-872-93086.

Information regarding the status of an application may be obtained from the
Patent Appli.cation Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR systeh, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free).

Primary Patent Examiner
Technology Center 2100
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" Record Display Fdnn Page 1 of 1

First Hit Fwd Refs Previous Doc Next Doc Go to Doc#

] @ollection

L7: Entry 2 of 3 "File: USPT Jun 5, 2001

DOCUMENT-IDENTIFIER: US 6243831 Bl
TITLE: Computer system with power loss protection mechanism

Detailed Description Text (17):

In the S3 sleeping state, all device configurations are saved in RAM by the
operating system, and the operating system directs device drivers and BIOS to turn
off all devices. Then, RAM is reduced to a lower power state. Upon return from S3,
full power is restored to RAM, all devices are turned back on and reconfigured to
the state they were in before S3 was entered by the device drivers and BIOS.

Detailed Description Text (18):

The S4 sleeping state is the lowest power state because RAM is turned off, in
contrast to the S1, S2, and S3 sleeping states, where RAM continues to be powered.
In the S4 sleeping state, all device configurations are saved to RAM under the '
direction of the operating system. Then, the operating system saves RAM to a
hibernation file somewhere in a non-volatile storage medium. The operating system
then powers down the computer system S, except for trickle current, in some cases.
Resume from the S4 state results from a variety of events, dependent upon designer
choices. For example, an incoming fax or phone call may trigger a return from S4.
When resume occurs, the contents of the hibernation file are restored to RAM by the

operating system, and all devices are re-powered and reconfigured to the pre-S4
state.

Previous Doc Next Doc Go to Doc#
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End of Result Set

o ©ollection Brin

L7: Entry 3 of 3 File: USPT Dec 31, 1996

DOCUMENT-IDENTIFIER: US 5590315 A
TITLE: Method and apparatus for simulating user input device presence in a computer
system

CLAIMS:

8. A method of preventing the loss of device configuration on standby in a computer
system including a processor, a first device port capable of being powered down for
coupling to a first physical user input device and controller circuitry for
communicating between the processor and the first device port and for receiving
device configuration command characters from the processor, the configuration
command characters being suitable for altering the configuration of the first
physical user input device, which in turn is configurable by the configuration
command characters but is incapable of providing its configuration state to the
controller circuitry, the method comprising the steps of:

(a) capturing in the computer system predetermined device configuration command
characters directed to the first device port from the processor;

(b) saving in the computer system a device configuration state of thelphysical user
input device as indicated by the device configuration command characters captured
in step (a);

(c) powering down the device port;

(d) powering up the device port; and

(e) resending said device configuration command characters responsive to the device

configuration state saved in the computer system at step (b) to the first device
port to restore the device configuration state to the physical user input device.

Previous Doc Next Doé Go to Doc#
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o Collection Riints

L5: Entry 1 of 6 File: USPT Aug 10, 2004

DOCUMENT-IDENTIFIER: US 6775728 B2

TITLE: Method and system for concurrent handler execution in an SMI and PMI-based
dispatch-execution framework

Detailed Description Text (41):

As discussed above, SMM Nub 24 is responsible for coordinating activities while the
processors are operating in SMM. The various functions and services provided by one
embodiment of SMM Nub 24 are graphically depicted in FIG. 7. These functions and
services include synchronizing all of the processors for multiprocessor
configurations, saving the machine state, including floating point registers, if
required, and flushing the cache, as provided by function blocks 134, 136, and 138.
The SMM Nub also provides a mode switching function 140 that switches the processor
mode from real mode to protected mode, as discussed above with reference to block
130. Mode switching function 140 also enables the processor's internal cache. Other
functions provided by SMM Nub 24 include setting up a call-stack in SMRAM 26,
maintaining list of handlers 46, and maintaining handler queue 48, as depicted by
function blocks 142, 144, and 146.

Previous Doc Next Doc Go to Doc#
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] Colleslion |

L4: Entry 1 of 8 File: USPT Jul 13, 2004

DOCUMENT-IDENTIFIER: US 6763327 Bl
TITLE: Abstraction of configurable processor functionality for operating systems
portability

CLAIMS:

2. A software library as in claim 1, wherein the areas of processor configurability
include save and restore of confiqurable processor state.

14. A method as in claim 13, wherein the first and second configurations include
parameters for processor configurability, the parameters including two or more of
save and restore of configurable processor state, co-processor initialization and
control, interrupts, timers, instruction caches, processor data caches, processor
debug features, and instruction stream disassembly.

15. A method of designing a configurable processor, the configurable processor
having a first instruction set architecture portion that is not configurable and a
second instruction set architecture portion that is user-configurable, the
configurable processor being able to execute software intended for a desired
operating system, the method comprising: automatically providing a common software
interface to a plurality of different operating systems, including the desired
operating system; receiving a desired configuration for the configurable processor,
the desired configuration specifying parameters for configuration of the second
instruction set architecture portion of the configurable processor, the parameters
including two or more of save and restore of confiqurable processor state, co-
processor initialization and control, interrupts, timers, instruction caches,
processor data caches, processor debug features, and instruction stream
disassembly; automatically generating an abstraction layer based on the received
configuration; and building a software implementation using the common software
interface and the abstraction layer, the software implementation being executable
together with the desired operating system on the configurable processor.

16. A system for designing a configurable processor, the configurable processor
having a first instruction set architecture portion that is not configurable and a
second instruction set architecture portion that is user-configurable, the
configurable processor being able to execute software intended for a desired
operating system, the system comprising: a common software interface to a plurality
of different operating systems, including the desired operating system; a user
interface for receiving a desired configuration for the configurable processor, the
desired configuration specifying parameters for configuration of the second
instruction set architecture portion of the configurable processor, the parameters
including two or more of save and restore of configurable processor state, co-
processor initialization and control, interrupts, timers, instruction caches,
processor data caches, processor debug features, and instruction stream
disassembly; means for automatically generating an abstraction layer based on the
received configuration; and means for building a implementation using the common
software interface and the abstraction layer, the software implementation being
executable together with the desired operating system on the configurable
processor.

http://westbrs:9000/bin/gate.exe?f=doc&state=i450rv.5.1 &KESNAME=K WIC&p Message=... 11/16/04
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L4: Entry 3 of 8 ~ File: USPT May 8, 2001

DOCUMENT-IDENTIFIER: US 6230259 Bl
TITLE: Transparent extended state save
CLAIMS:

1. A microprocessor, comprising:

a microprocessor core, including:

a standard register file; and

an extended register file;

wherein said microprocessor core is configured to execute standard instructions
that use said standard register file, but not said extended register file;

wherein said microprocessor core is further configured to execute extended
instructions that use said extended register file; and

wherein said microprocessor core is further configured to receive interrupts or
exceptions; and

an extended state save circuit coupled to said microprocessor core, wherein said
extended state save circuit is configured to restore, in response to a return from
an interrupt or exception, a state of the extended register file for a process
using said extended instructions if said interrupt or exception was received during
execution of said process.

2. The microprocessor as recited in claim 1, wherein said extended state save
circuit is further configured to restore said state from a saved version of said
state if another process using said extended instructions was executed after said
interrupt or exception and before said return.

3. The microprocessor as recited in claim 2, wherein said extended state save
circuit is further confiqured to restore said state as the current state of said
extended register file if no other process using said extended instructions was
executed after said interrupt or exception and before said return.

7. The microprocessor as recited in claim 6, wherein said extended state save
circuit is configured to compare the contents of said buffer identification
register to the saved identifier for the process being executed when the interrupt
or exception was received and restore the state of the extended register file from
the memory buffer identified by the saved identifier if the saved identifier
differs from the contents of said buffer identification register upon return from
said interrupt or exception.

16. The microprocessor as recited in claim 1, wherein said microprocessor core is
configured to execute an instruction for returning to a process using said extended
instructions, wherein in response to said instruction for returning to a process
using said extended instructions, said extended state save circuit is configured to

http://westbrs:9000/bin/cgi—bin/accum_query.pl?MODE=%20%20%20%20Display%20%2... 11/16/04



Record Display Form Page 1 of 2

First Hit Fwd Refs Previous Doc Next Doc Go to Doc#

g €ollection

L4: Entry 4 6f 8 File: USPT Oct 24, 2000

DOCUMENT-IDENTIFIER: US 6138194 A
TITLE: Apparatus for sensing movement of a bus card and automatically removing
power from the bus card

Brief Summary Text (14): )

In another embodiment of the present invention, the controller is configured to
detect an insertion of the bus card into the bus connector by monitoring the
movement sensor, and to reset the bus card upon detection of the insertion. In a
variation on this embodiment, the controller is configured to reset the bus card to
an initial state. In another variation, the controller is configured to save state
from the bus card to the computer system before removing power from the bus card,
and to reset the bus card by restoring the state from the computer system to the
bus card.

CLAIMS:

1. An apparatus for removing connections to a bus card in a computer system when
the bus card is inadvertently removed from the computer system while the computer
system is operating, comprising:

a bus connector, for receiving the bus card;

a power conductor coupled to the bus connector, to provide an electrical coupling
between the bus card and a power source;

a power switch coupled between the power conductor and the bus connector, to
selectively provide power to the bus card in the bus connector;

a movement sensor positioned to be in communication with the bus card when the bus
card is mounted in the bus connector, for sensing a movement of the bus card from
the bus connector; and

a controller coupled between the movement sensor and the power switch, for
activating the power switch to remove power from the bus card when the movement
sensor detects the movement of the bus card from the bus connector;

wherein the controller is configured to detect an insertion of a new bus card into
the bus connector by monitoring the movement sensor, and to reset the new bus card
upon detection of the insertion; and

wherein the controller .is configured to save a state from the bus card to the
computer system before removing power from the bus card, and to reset the new bus
card by restoring the state from the computer system to the new bus card.

11. An apparatus for removing connections to a bus card in a computer system when
the bus card is inadvertently removed from the computer system while the computer
system is operating, comprising:

a bus connector, for receiving the bus card;
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Dear Sir:

This paper is submitted in response to the Office Action of July 23, 2004, to

further highlight why the application is in condition for allowance.

Please amend the case as listed below.



IN THE CLAIMS:

Please amend the claims as shown below.

1. (Currently amended) A device restoration system, for restoring a client device to
a state prior to a major failure, comprising:
a server device;
a network communicatively interconnecting the client device and the server
device;
a storage manager accessible to the server device for saving the state, wherein the

state includes a machine configuration state; and

a network boot in which the server device causes the client device to boot.

2. (Original) A method of restoring a client device of a network on failure of the client
device, wherein the network includes a server computer, comprising the steps of:
booting the client device via a network boot;
creating a boot program for operation on the client device;
configuring the client device according to the boot program and a saved
configuration state;
copying a file to the client device in accordance with a configuration from the step

of configuring.

3. (Original) The method of claim 2, wherein the steps of booting, creating, configuring,
and copying are performed through communications over the network between the client

device and the server computer.

4. (Original) The method of claim 2, wherein the step of booting is performed by a boot

server of the network.

5.(Original) The method of claim 2, wherein the step of creating is performed by the

server computer and the boot program is communicated to the client device



6. (Original) The method of claim 2, wherein the step of configuring the client device is

performed by a file server of the network and a storage manager.

7. (Original) The method of claim 2, wherein the step of copying is performed by a storage

manager server of the network.

8. (Original) The method of claim 2, further comprising the step of:
storing an image of the client device via a storage manager application of a server

device of the network.

9. (Original) The method of claim 8, wherein the step of storing is performed by a standard
storage manager application and includes backup of the configuration state of the client

computer.

10. (Original) The method of claim 9, wherein the step of booting is performed by a boot
server of the network; the step of creating is performed by a restore server of the network;
the step of configuring is performed by a file server of the network and a storage manager
server of the network; and the step of copying is performed by the file server and the storage

manager.

11. (Original) A method of restoring a client device of a network, the network including a
server device having a storage manager application, comprising the steps of:
backing up configuration data, as wall as application and data files, by the storage
manager application; and
restoring the backed up configuration data, as well as application and data files,

from the step of backing up, to the client device over the network.

12. (Original) The method of claim 11, further comprising the step of: booting the client

device via a standard network boot.

13. (Original) The method of claim 12, further comprising the step of:



supplying to the client device a boot program; and

using the boot program at the client device to perform the step of restoring.

14. (Original) The method of claim 11, wherein the client device is remote from the storage

manager application.

15. (Original) The method of claim 12, wherein the step of booting is initiated remote from

the client device.

16. (Currently amended) A device restoration system, for restoring a client device to
a state prior to a major failure, comprising:
a controlling device connected to the client device, for resetting the client device;
a storage manager communicatively connected to the client device, for saving the

state, wherein the state includes a machine configuration state; and

a boot program for operating the client device, communicatively connected to the

storage manager, and causing the client device to boot with the state.

17. (Original) A method of restoring a client device on failure of the client device,
comprising the steps of:

saving a state of the client device prior to the failure;

resetting the client device;

booting the client device; and

configuring the client device according to the state from the step of saving.



REMARKS

Claims 1 — 17 were pending in the present application. Claims 1 and 16 have

been amended. Claims 1 — 17 remain pending in the present application.

Claims 1 — 17 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Hoggarth et al. (U.S. Patent Number 6,535,976, hereinafter ‘Hoggarth’) in view of Chou
et al (U.S. Patent Number 6,065,123, hereinafter ‘Chou’). Applicant respectfully

traverses this rejection.

Hoggarth discloses a method of booting a client data processing system attached
to a control data processing system, wherein the client system issues an initial program
load request onto a network, and wherein in response to the initial program load request,
bootstrap code is transferred to the client from the control system to cause the client to
boot (Abstract). Specifically, Hoggarth discloses a ‘hybrid’ initial program load
mechanism which combines the advantages of both conventional RPL (remote program
load) and local program load techniques (Column 4, lines 53 — 58). A Normal and a
Special mode of operation for the hybrid RPL technique are disclosed. In Normal mode,
the control server sends the client a bootstrap program which initiates a local program
load which causes the client to operate, in effect, like a normal (i.e., non-RPL) client
system (Column 4, line 58 — Column 5, line 3). In Special Mode, the administrator
changes the setup of the server system to specify a different RPL bootstrap program for
the client, e.g., a minimal operating system. At the next power-on or reboot, the client
issues a request for RPL as usual, and is provided the special bootstrap program by the
server, which is then installed on the client hard file. The administrator then changes the
setup of the server to specify a local program load for the client. At the next power-on or
reboot, the client reverts to the normal operation and carries out a local program load
from the ‘amended’ software (Column 5, lines 4-21). Hoggarth further teaches that “each
client is ‘forced’ to issue a boot request from the server at each power-on or reboot”

(Column 5, lines 27-28), and that “by means of the present invention, the client is



prevented from taking control and carrying out an unsupervised local boot” (Column 5,

lines 37-39).

The Examiner has cited Column 6, lines 7-40 of Hoggarth as teaching “a storage
manager accessible to the server device”. Column 6, lines 7-40 of Hoggarth describe
steps involved in a normal case hybrid RPL operation. In contrast, a “‘storage manager” is
disclosed on page 11, line 21, through page 12, line 3 of the present application as an

application or server that backs up all of the client computer files, including the client

machine configuration settings, as well as application and data files. Applicant can find

no teaching or suggestion of a storage manager in Column 6, lines 7-40 of Hoggarth.

Further, the Examiner has cited Column 2, lines 56-61 of Hoggarth as teaching “a
controlling device connected to the client device for resetting the client device”. Column
2, lines 56-61 of Hoggarth disclose that in a preferred method, the software specified by
the control system is an upgrade to the BIOS code, and the method includes storing the

upgraded BIOS in non-volatile storage. The BIOS “specifies the location from where the

client boots at power-on or reboot” (Hoggarth, Column 5, lines 40-42). In contrast, in the
description starting on page 10, line 17 of the present application, a controlling device is

described as operable to “electrically (and if necessary, mechanically) initiate a reset as if

the reset button on the client computer is triggered” as part of a “restore operation”.

Applicant can find no teaching or suggestion of a controlling device capable of initiating

a reset as part of a restore operation in the cited lines from Hoggarth.

In addition, the Examiner cites Chou (Column 23 line 52 — Col. 24, line 18) as
teaching “a storage manager saving a state prior to a major failure”. Chou discloses a
computer system with unattended on-demand availability including power saving
features (Abstract). Applications periodically save their operational states to guard
against power failures and crashes in the computer system disclosed by Chou. If a power
failure or crash occurs, the system consults restart policies and, if appropriate,
automatically re-starts applications to their most recently saved operational states once

power is re-stored (Abstract). The lines cited by Examiner describe checkpoint services



available to applications, allowing the InstantON servicing agent to restart selected
applications that had earlier registered with the InstantON servicing agent. Necessary

state information for the application is periodically saved in checkpoint records.

InstantON servicing agent begins running once the operating system is running (Column

10, lines 4-5). That is, InstantON requires the operating system to be functioning.

Applicant can find no teaching or suggestion in Chou of saving “machine

configuration state,” as recited in Applicant’s amended claims 1 and 16. As described

starting on page 8, line 18 of the present application, “all files of the client computer,

including machine configuration states, as well as the usual application files and data of

the client computer”, are backed up to the storage manager. The present application

expressly distinguishes the saving of machine configuration states (page 8, lines 13-18,
page 11, lines 18-21) from the operations of storage managers that only save application
state as disclosed by Chou. The saved machine configuration state may be used to restore
the client system, as well as applications, after a failure (page 9, lines 1-6, page 11, lines
7-10).

Accordingly, amended Claims 1 and 16 are believed to patentably distinguish
over Hoggarth and Chou. Claims 2 — 15 and 17 are directed to the method of system
Claims 1 and 16, and are thus believed to patentably distinguish over Hoggarth and

Chous for at least the above reasons.



CONCLUSION

Applicant submits the application is in condition for allowance, and an early

notice to that effect is requested.

If any fees are due, the Commissioner is authorized to charge said fees to
Meyertons, Hood, Kivlin, Kowert, & Goetzel, P.C. Deposit Account No. 501505/5760-
00801/BNK.

Respectfully submitted,

B. Noél Kivlin

Reg. No. 33,929
ATTORNEY FOR APPLICANT(S)

Meyertons, Hood, Kivlin, Kowert, & Goetzel, P.C.
P.O. Box 398

Austin, TX 78767-0398

Phone: (512) 853-8800

Date: g -+0- oY
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Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

The Commissioner is hereby authorized to charge the following fee to Meyertons, Hood,
Kivlin, Kowert & Goetzel, P.C. Deposit Account Number 50-1505/5760-00801:

Fee: Information Disclosure Statement
Amount $180.00
Attorney Docket No.:  5760-00801

The Commissioner is also authorized to charge any extension fee or other fees which may
be necessary to the same account number.

Respectfully submitted,
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B. Noél Kivlin
Reg. No. 33,929
ATTORNEY FOR APPLICANT(S)
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INFORMATION DISCLOSURE STATEMENT

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir;

Applicant requests consideration of [X] the references listed on the attached Form

PTO-1449 and/or [_] the additional information identified below in paragraph 3.

X A copy of each reference listed on the Form PTO-1449 is enclosed.
] The references listed on the Form PTO-1449 were previously cited in

application serial no.

to which the captioned application is

seeking priority under 35 U.S.C. §120; therefore, a copy of each reference

is not enclosed.

] The captioned application was filed after June 30, 2003; therefore, a copy

of each reference is not enclosed.

1. This Information Disclosure Statement is submitted:

a. ]

within 3 months of the filing date of a national application other

than a continued prosecution application under § 1.53(d);

] within 3 months of the date of entry of the national stage as set
forth in § 1.491 in an International application;

] before the mailing date of a first Office Action on the merits; or
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] before the mailing of a first Office Action after the filing of a
request for continued examination under § 1.114.

% after the events of above paragraph 1a and prior to the mailing date
of a final Office Action or Notice of Allowance, and thus: [ ] the
certification of paragraph 2 below is provided, or [X] a fee of
$180.00 is enclosed.

] after the mailing date of a final Office Action or a Notice of
Allowance and prior to payment of the issue fee, and thus: the
certification of paragraph 2 below is provided and a fee of $180.00
is enclosed.

It is hereby certified:

[

O

that each item of information contained in this Information Disclosure
Statement was cited in a communication from a foreign patent office in a
counterpart foreign application not more than three months prior to the
filing of the Statement, or

that no item of information contained in the Information Disclosure:
Statement was cited in a communication from a foreign patent office in a
counterpart foreign application or, to the knowledge of the person signing
the certification after making reasonable inquiry, was known to any
individual designated in § 1.56 (c) more than three months prior to the
filing of the Statement.

Consideration of the following additional information (including any co-
pending or abandoned U.S. applications, prior uses and/or sales, etc.) is
requested:

For each non-English language reference listed on the attached Form PTO-1449:

[l

I I R I R

reference is made to an English language translation submitted herewith,
and/or

reference is made to a foreign patent office search report (in the English
language) submitted herewith, and/or

reference is made to an English language translation of a foreign patent
office search report submitted herewith, and/or

reference is made to the concise explanation contained in the specification
of the present application at page(s) , and/or

reference is made to the concise explanation set forth below:



5. [] Applicant also offers the following comments for the Examiner’s
consideration:

6. ] Also enclosed is a copy of a foreign search report citing these references.

7. ] The listed documents were brought to the attention of the Applicant(s)
after payment of the issue fee in the captioned case. The documents were
cited in a communication from a foreign patent office in a counterpart
foreign application not more than three months prior to the filing of this
Information Disclosure Statement. Applicant(s) request this Information
Disclosure Statement and attached Form PTO-1449 be placed in the file of
the captioned application.

8. ] Applicant(s) requests that the Information Disclosure Statement and
attached Form PTO-1449 and references, which are being filed before the
grant of the patent and pursuant to 37 C.F.R. § 1.97(i), be placed in the file
of the captioned application.

If any required fees are missing, the Commissioner is authorized to charge said

fees to Meyertons, Hood, Kivlin, Kowert & Goetzel, P.C. Deposit Account No. 50-

1505/5760-00801.

Respectfully submitted,

/7){\

B. Noél Kivlin
Reg. No. 33,929
ATTORNEY FOR APPLICANT(S)

Meyertons, Hood, Kivlin, Kowert, & Goetzel, P.C.
P.O. Box 398

Austin, TX 78767-0398

Phone: (512) 853-8800

Date: (n,l\)'o\'\
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Application No. Applicant(s)
09/998,246 JEFFE ET AL.

Office Action Summary Examiner ArtUnit
Rehana Perveen 2116

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.
- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

X Responsive to communication(s) filed on 08 April 2002.
2a)[] This action is FINAL. 2b)X] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

#X Claim(s) 1-17 is/are pending in the application.
4a) Of the above claim(s) is/are withdrawn from consideration.
5[] Claim(s) is/are allowed.
8)] Claim(s) 1-17 is/are rejected.
7)[J Claim(s) ______is/are objected to.
8)[] Claim(s) ____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)[X] The drawing(s) filed on 30 November 2001 is/are: a)[X] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] ACknowIedgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)(JAIl b)[TJ Some * ¢)[] None of:
1.0 Certified copies of the priority documents have been received.
2.[] cCertified copies of the priority documents have been received in Application No.
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

BEST AVAILABLE COPY

Attachment(s)

1) [X] Notice of References Cited (PTO-892) 4) [] Interview Summary (PTO-413)

2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _____ .

3) [X] Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5) [ Notice of Informal Patent Application (PTO-152)
Paper No(s)/Mail Date 10/7/02. 6) D Other: .

U.S. Patent and Trademark Office
PTOL-326 (Rev. 1-04) Office Action Summary Part of Paper No./Mail Date 20040721




Application/Control Number: 09/998,246 'Page 2
Art Unit: 2116

DETAILED ACTION
Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 1-17 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Hoggarth et al, Patent No. 6,535,976, in view of Chou et al, Patent No. 6.065,123.

As to claims 1 and 16, Hoggarth et al teach a server device, a network
communicatively interconnecting a client device and the server device, a storage
manager accessible to the server device (col. 6 lines 7-40), a controlling device
connected to the client device for resetting the client device (col. 2 lines 56-61), and a
netwbrk boot in Which the server device causés the client device to boot (col. 6 lines 7-

40).

However, Hoggarth et al do not expressly teach the storage manager saving a

state prior to a major failure.

Chou et al teach a storage manager saving a state prior to a major failure (col. 23

line 52 — col. 24 line 18).
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It would have been obvious for one of ordinary skill in the art at the time of the
invention to combine the teachings of Hoggarth et al and Chou et al because Chou et
al’s state saving feature prior to a major failure, when incorporated into Hoggarth et al’s
network communication system of clients and server, would have enabled improved
integrity of the overall system and improved throughput by quickly allowing to return to

operational state preceding a major failure.

Claims 2-15 and 17 are directed to the method of system claims 1 and 16.
Hoggarth et al and Chou et al, in combination, teach the system as set forth in claims 1
and 16. Therefore, Hoggarth et al and Chou et al, also in combination, teach the

method a's set forth in claims 2-15 and 17.

Any inquiry concerning this communication or earlier communications from the
~ examiner should be directed to Rehana Perveen whose telephone number is 703-305-

8476. The examiner can normally be reached on 8:00am - 4:30pm.
If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Lynne H Browne can be reached on 703-308-1159. The fax phone number

for the organization where this application or proceeding is assigned is 703-872-9306.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, seé http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free).

ehana Perveen
Primary Patent Examiner
Technology Center 2100
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L1l2: Entry 1 of 5 File: USPT Oct 2, 2001

DOCUMENT-IDENTIFIER: US 6298443 Bl
TITLE: Method and system for supplying a custom software image to a computer system

Detailed Description Text (25):

The hard drive restoration process completes by clearing the information 226 on the
hard drive 112 and downloading 228 the software image 102 from the custom-
programmed CD ROM 106 to the hard disk drive 112. The restoration program clears
the hard disk drive 112 by formatting the hard drive 112 to erase possibly
corrupted data, insure proper operation of the drive, and eliminate any viruses
that may have infected the drive 112. The restoration program downloads the
software image 102 by copying all software originally ordered and configured from
the custom-programmed CD ROM 106 onto the hard disk drive 112 in a correct order.
As the filed are copied to the hard disk drive 112, file attributes are correctly
assigned or reset for operation of the software image 102. The copy process is
moderately time consuming, typically enduring for 10 to 25 minutes. Following
copying of the files, a check software transport operation 230 execute; a routine
that verifies that the software-hardware keying and software download were
performed and executed correctly. The restoration program terminates 232 by
displaying a message on the computer display requesting that the user remove the CD
ROM from the reader, removing the bootable flexible diskette 108 from the drive,
and rebooting the computer 104. Following the second reboot operation, the computer
104 is in the identical condition of the computer at the original delivery with the
possible exception of differences resulting from any modifications made to the
original software order by agreement between the user or customer and a factory
representative.

Detailed Description Text (37):

In one mode of operation, the program code in the XBIOS 520 operates by
transferring operation identifiers and parameters to the CMOS memory 460 and .
performing an input/output instruction that evokes a SMI# signal. The SMI# signal
is a signal for activating a system management mode (SMM) of operating. When a
processor 410 recognizes a SMI# signal on an instruction boundary, the processor
410 waits for all store operations to complete. The processor 410 then saves the
processor register state to a region in memory called a system management RAM
(SMRAM) space and begins to execute a SMM handler routine. The SMI# interrupt has a
greater priority than debug exceptions and external interrupts so that SMM
processing preempts debug and external interrupt conditions. Subsequent SMI# and
nonmaskable interrupt (NM) requests are not acknowledged while the processor is
operating in system management mode.

Previous Doc Next Doc Go to Doc#
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L12: Entry 2 of 5 File: USPT May 16, 2000

DOCUMENT-IDENTIFIER: US 6065123 A
TITLE: Computer system with unattended on-demand availability

Abstract Text (1):

A computer system with unattended on-demand availability includes power-saving
features which place the system into a Standby mode whenever the system is idle or
is not being used. Prior to entering Standby mode, the system sets a hardware timer
which indicates when the next scheduled event in the system should be performed.
When either the timer expires or another event occurs which requires system
operation, the system resumes to the On power state without user intervention. In
one embodiment, the system of the present invention allows applications to
periodically save their operational states. By saving their operational states,
applications are able to guard against power failures and crashes. If a power
failure or crash occurs, the system consults restart policies and, if appropriate,
automatically re-starts applications to their most recently saved operational
states once power is re-stored.

Brief Summary Text (16):

In one embodiment, the system of the present invention allows applications to
periodically save their operational states. By saving their operational states,
applications are able to guard against power failures and crashes. If a power
failure or crash occurs, the system consults restart policies and, if appropriate,
automatically re-starts applications to their most recently saved operational
states once power is re-stored.

Detailed Description Text (8):

In one embodiment, application processes are monitored by a server process that
maintains information needed to restart them and restore their internal state,
should it become necessary. By calling functions provided by the server process,
applications can indicate the conditions under which they should be restarted, can
save operational state information to be used upon restart, can schedule future
execution of themselves or other applications, and can schedule messages to be
delivered to themselves or other applications. By saving their operational states,
applications are able to guard against power failures and software crashes.
Furthermore, once the state information is saved, an application can schedule its
future execution and then deliberately exit. When the scheduled time or other
triggering event occurs, the application will be restarted and can recover its
previous operational state and continue execution.

Detailed Description Text (45):

InstantON servicing agent 140 also checks whether an application or the system user
has requested to enter Standby mode, step 325. This request may be direct from a
system user or may be a procedure call issued from an application running on the
system. In one embodiment of the present invention, the system user can request to
enter Standby mode by switching the power system to the "off" position. In this
embodiment, the traditional off/on power switch of a computer system is re-
configured to cause the system to enter Standby mode rather than the Off power mode
when the switch is placed in-the "off" position. Thus, in this embodiment the
system does not turn "off"; therefore, if a power failure occurs, the system boots
up as soon as power is restored. In one implementation, an additional power switch
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is also included in the computer system which, when actuated, causes the system to
enter the Off power mode. In an alternate embodiment, the system user can cause the
system to enter the Standby power level by selecting a menu button provided by
operating system 120 or InstantON manager 180, or by activating a predetermined key
sequence, analogous to the ctrl-alt-del sequence used to reset some personal
computers. The actuation of the predetermined key sequence by the system user is
received by the operating system, which issues a signal to InstantON servicing
agent 140, via VPOWERD 135, indicating the system is about to enter Standby mode.

Detailed Description Text (132):

In order to return an application to its operational state at the time of the
system crash or power failure, a record is used to determine what that operational
state is. In one embodiment of the present invention, this record is generated by
the checkpoint services of the present invention. Applications which are connected
to InstantON servicing agent 140 periodically make procedure calls to InstantON
servicing agent 140 which save the necessary state information for the application
in checkpoint records. Then, upon restart, InstantON servicing agent 140 provides
restarted applications with the stored checkpoint information when the applications
request it, thereby allowing them to return to their operational state preceding
the system crash. In one implementation, this operational state is the state at the
last time the checkpoint services were called prior to the system crashing.

Detailed Description Text (139):

The IonAddChkRecord procedure call allows the calling application process to
generate a new checkpoint record. The calling process includes, as parameters, a
peinter to a buffer and the size of that buffer. Prior to making the procedure
call, the process generates the operational state information necessary for it to
return to its current state. If this is the first time the process has called the
checkpoint services, then all operational state information is saved. However, if
this is a second or later call, then only incremental changes need to be included.
The amount and nature of this checkpoint information being saved is dependent on
the application process. Thus, the checkpoint records for each application process
can be different. Upon receiving the IonAddChkRecord call, InstantON servicing
agent 140 generates a checkpoint record for the process, storing the time the
procedure was called, the size of the buffer and the data in the buffer. InstantON
servicing agent 140 keeps track of all of the checkpoint identifiers associated
with each application process based on the registration identifier for the process.
Thus, multiple checkpoint records can be associated with the process regardless of
whether the process was terminated and re-executed between the saving of the
checkpoint records. In one implementation, InstantON servicing agent 140 returns a
message indicating that the call was successful, that the calling process is not
connected to InstantON servicing agent 140, that InstantON servicing agent 140 is

unavailable, or that an invalid parameter was passed to InstantON servicing agent
140.
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L28: Entry 2 of 3 File: USPT Mar 18, 2003

DOCUMENT-IDENTIFIER: US 6535976 Bl
TITLE: Initial program load in data processing network

Detailed Description Text (29):

At step 500, the network administrator changes the setup of the server to specify a
new hybrid RPL profile for a client. In other words, the ‘normal’ mode of operation
is disabled. At step 510, when the client system is next powered-on or rebooted
(either using a remote control utility specified by the administrator or
alternatively by the client user), the client issues one ore more NOS RPL requests
via the network adapter. At step 520, the server recognizes the client unique
network address in the request. However, in this mode, the server does not issue
the hybrid bootstrap code to cause the client to execute a local boot. Instead, the
server downloads selected software according to a software profile defined
according to the required maintenance function. In the following description, this
downloaded software is termed maintenance software though as will be described
below it may in fact be software for upgrading the local operating system, software
for upgrading system BIOS or other software. At step 530 therefore, the maintenance
software is downloaded to the client system where it is executed and/or stored onto
the local hardfile. At step 540, the client indicates to the server that the
operation on the client is complete. In response, the server process changes the
setup for the client back to hybrid RPL bootstrap at s step 550. At next reboot,
indicated at step 560, which may be initiated either by the remote control utility
or by the client user, the client issues the normal RPL request via the client
network adapter card and local boot takes place as per normal hybrid RPL--step 570.
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L2: Entry 1 of 12 File: USPT Mar 16, 2004

DOCUMENT-IDENTIFIER: US 6708283 Bl \

** See image for Certificate of Correction **

TITLE: System and method for operating a system with redundant peripheral bus
controllers -

Detailed Description Text (21):

As discussed above, the I/0 system manager 31 may periodically save the internal
states of the selected peripheral bus controller 30 and the video controller 32.
The system may also track the time between failures of the various controllers, or
other statistics that allow the system essentially to predict controller failure.
The system can then save the controller states, and change its selection of
controllers at an appropriate time before a failure occurs.
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L2: Entry 3 of 12 File: USPT May 31, 1994

DOCUMENT-IDENTIFIER: US 5317752 A
TITLE: Fault-tolerant computer system with auto-restart after power-fall

CLAIMS:

15. A method of operating a computer system having a central processing unit (CPU),
memory including volatile memory and non-volatile memory, a main power supply, and
a backup power supply, said method comprising the steps of:

(a) executing code by the CPU from the memory in normal operation while power for
said computer system is supplied by the main power supply, said execution including
controlling processes;

(b) detecting the occurrence of failure of said main power supply, and continuing
execution of code by said CPU using the backup power supply:;

(c) after detecting said failure, initiating execution of a shutdown procedure by
said CPU, including issuing a sequence of signals from said CPU to said processes
controlled by said CPU during normal operation immediately prior to said power
failure, while continuing execution of said shutdown procedure by the CPU to save
state of said processes being executed, the signals to said processes including:

(1) "signal power failure" (SIGPWR) with code "power failure quiesce" (PFQUIESCE)
during shutdown followed by "signal power failure" (SIGPWR) with code "power
failure restart" (PFRESTART), or

(1i1) "signal terminated" (SIGTERM) with code "power failure quiesce" (PFQUIESCE)
followed by "signal kill" (SIGKILL):;

(d) storing on said non-volatile memory said state; and

(e) shutting down said backup power supply and ceasing execution of code by said
CPU.
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L7: Entry 1 of 12 File: USPT Jun 8, 2004

DOCUMENT-IDENTIFIER: US 6748548 B2
TITLE: Computer peripheral device that remains operable when central processor
operations are suspended

Brief Summary Paragraph Table (1):

Sleeping.States Description S0 Normal operation, active state (no sleeping state).
S1 The Sl sleeping state is a low wake-up latency sleeping state. In this state, no
system context is lost (CPU or chip set) and hardware maintains all system context.
S2 The S2 sleeping state is a low wake-up latency sleeping state. This state is
similar to the S1 sleeping state except the CPU and system cache context is lost
(the O0S is responsible for maintaining the caches and CPU context). Control starts
from the processor's reset vector after the wake-up event. S3 The S3 sleeping state
is a low wake-up latency sleeping state where all system context is lost except
system memory. CPU, cache, and chip set context are lost in this state. Hardware
maintains memory context and restores some CPU and L2 configquration context.
Control starts from the processor's reset vector after the wake-up event. S4 The S4
sleeping state is the lowest power, longest wake-up latency sleeping state
supported by ACPI. In order to reduce power to a minimum, it is assumed that the
hardware platform has powered off all devices. A copy of the platform context is
written to the hard disk. S5 The S5 state is similar to the S4 state except the 0S
does not save any context nor enable any devices to wake the system. The system is
in the "soft" off state and requires a complete boot when awakened.
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L7: Entry 2 of 12 File: USPT Apr 13, 2004

DOCUMENT-IDENTIFIER: US 6721881 Bl
TITLE: System and method for determining if a display device configuration has
changed by comparing a current indicator with a previously saved indicator

Detailed Description Text (25):

FIG. 3 is a flow chart illustrating at least one embodiment of a method for
detecting display_configuration during an SBF fast boot. FIGS. 1 and 3 illustrate
that, in operation 310, a system start is initiated when an initiating event is
detected. An initiating event is any event that cycles the computer system 100 into
a powered-on state. The reset event may be an initial supply of power to a computer
system 100 that has been previously in a powered-off state, may be a user-initiated
activation of a reset switch, may be a power cycle where power is removed and then
restored to a computer system by a user or through an interruption’of the power
source, may be a software-initiated reset by the operating system, or any other
event that causes, or emulates, the computer system's power transitioning from an
"off" to "on" state. During the system start operation 310, the initiating event is
detected, and execution of the system BIOS code 196 is begun, including execution
of POST.
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L7: Entry 3 of 12 ‘ File: USPT Feb 10, 2004

DOCUMENT-IDENTIFIER: US 6691234 Bl

** See image for Certificate of Correction **

TITLE: Method and apparatus for executing instructions loaded into a reserved
portion of system memory for transitioning a computer system from a first power
state to a second power state

Detailed Description Text (6):

FIG. 3 shows a state diagram illustrating the transitions of a computer system
between various power states in accordance with ACPI specification. As mentioned
above, the ACPI specification defines a number of global system states (Gx states)
that apply to the entire system and are visible to the user. These various global
system states include: (1) GO global working state; (2) Gl global sleeping state;
(2) G2 soft off state; and G3 mechanical off state. GO working state is a computer
state where the system dispatches user mode (application) threads and they execute.
In this state, devices (peripherals) are dynamically having their power state
changed. Gl sleeping state is a computer state where the computer consumes a small
amount of power, user mode threads are not being executed, and the system "appears"
to be off (from an end user's perspective, the display is off, etc.). Latency for
returning to the working state varies upon the wakeup environment selected prior to
entry of this state. Work can be resumed without rebooting the OS because large
elements of system context are saved by the hardware and the rest by the system
software. G2 soft off state is a computer state where the computer consumes a
minimal amount of power. No user mode or system mode code is run. This state
requires a large latency in order to return to the working state. The system's
context will not be preserved by the hardware. The system needs to be restarted to
return to the working state. G3 is a computer state that is entered and left by a
mechanical means (e.g., turning off the system's power through the movement of a
large switch, etc.) It is implied by the entry of this off state through a
mechanical means that no electrical current is running through the circuitry. The
0S must be restarted to return to the working state. There are various types of
sleeping states within the global sleeping state. These various sleeping states
include: (1) S1 sleeping state; (2) S2 sleeping state; (3) S3 sleeping state; and
(4) S4 sleeping state. The S1 sleeping state is a low wake-up latency sleeping
state. In this state, no system context is lost (CPU or chipset) and hardware
maintains all system context. The S2 sleeping state is a low wake-up latency
sleeping state except the CPU and system cache context is lost (the 0S is
responsible for maintaining the caches and CPU context). Control starts from the
processor's reset vector after the wake-up event. The S3 sleeping state is a low
wake-up latency sleeping state where all system context is lost except system
memory. CPU, cache, and chipset context are lost in this state. Hardware maintains
memory context and restores some CPU and L2 configuration context. Control starts
from the processor's reset vector after the wake-up event. The S4 sleeping state is
the lowest power, longest wake-up latency sleeping state supported by ACPI. In
order to reduce power to a minimum, it is assumed that the hardware platform has
powered off all devices. Platform context is maintained. From a user-visible level,
the system can be thought of as being in one of the states shown in FIG. 3. In
general use, the system alternates between the working states and the sleeping
states. In the working state, the computer performs some work. User-mode
application threads are dispatched and running. Individual devices can be in low-
power states and the processor(s) can be in low power states if they are not being
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used. Any device that is turned of by the system because it is not actively in use
can be turned on with short latency. In one embodiment, when the computer system is
idle or the user has pressed the power button, the 0S will put the system into one
of the various sleeping states shown in FIG. 3. No user-visible computation occurs
in a sleeping state. The various sleeping states shown in FIG. 3 differ in what
events can arouse the system to a working state and how long this takes. Computers
that support legacy BIOS power management boot in the legacy state and transition
to the working state when an ACPI OS loads. A system without legacy support
transitions directly from the mechanical off state to the working state.
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L7: Entry 5 of 12 File: USPT Sep 24, 2002

DOCUMENT-IDENTIFIER: US 6457137 Bl )
TITLE: Method for configuring clock ratios in a microprocessor

Detailed Description Text (15): _
The term boot, as is well known in the art, refers to a process in a device
designed to bring itself into a state where it can operate on its own. For example,
a typical boot routine can consist of a small set of instructions that operate to
start a computer by bringing the rest of a much larger process from a peripheral
device into the memory for a processor from which the processor continues to
execute. The small set of instructions typically resides in a read only memory
(ROM) and the processor is configured to execute these instructions in response to
a reset event. A reset event restores a computer or device to a known state.
Typically, most devices will perform a power-on reset when power is introduced to
the machine in order to initialize operation of the computer to a known_state.
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L7: Entry 6 of 12 File: USPT BAug 6, 2002

DOCUMENT-IDENTIFIER: US 6430687 Bl .
TITLE: Boot sequence for a network computer including prioritized scheduling of
boot code retrieval

Detailed Description Text (4):

In the preferred embodiment of computer network 100, it is typically unnecessary to
fully power down network clients 104 during normal system operation.* During
prolonged periods of inactivity, the preferred embodiments of network client 104
are configured to assume a low power mode to reduce the overall power consumed by
computer system 100. In the preferred embodiment, network client can assume one of
at least four power mode states. In an ON mode, network client 104 is fully
functional and consumes the maximum power. If a client that is in ON mode remains
idle (i.e., receives no input via a keyboard, mouse or other input device) from a
user of network client 104 or from network server 102 via network 105 for specified
duration, network client 104 assumes a SUSPEND state. In the SUSPEND state, various
peripheral circuits and I/0 facilities of network computer 104 such as the
computer's video monitor are powered down until network client 104 detects user
input or input from network server 102. For purposes of this disclosure, a defining
characteristic of the SUSPEND state is the ability to "wake" network computer 104
from the SUSPEND state without executing a hardware or software boot. In other
words, power is maintained to critical facilities of network client 104 to enable
operation, in response to an input event such as a keyboard or mouse entry, after
waking the I/0 and peripheral circuits that were powered down. In the preferred
embodiment, network computer 104 is capable of entering a SOFT OFF mode in which
power is maintained to only those facilities of network computer 104 necessary to
enable client 104 to detect a_boot event and to initiate execution of a boot
sequence. Whereas power and refresh activity is maintained to the network
computer's system memory in SUSPEND sate, power to system memory is disabled in the
SOFT OFF state. In embodiments of network client 104 lacking in a hard disk or
other suitable permanent read/write storage facility, disabling power to the
computer's system memory typically eliminates the network computer's operating
system software from the system. Under these circumstances, execution of a boot
code sequence is required after a subsequent boot event to restore network computer
104 to full functionality. In the SOFT OFF mode, a boot event that might suitably
initiate the boot code sequence includes a LAN wake-up event in which the
initiation of the boot code sequence and a user initiated boot event such as
depressing a reset button on the chassis of network computer 104. In a FULL OFF
mode, all power to network computer 104 is disabled and the computer is incapable
of detecting any boot event other than the activation of a power switch located on
network computer 104. i
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L7: Entry 7 of 12 File: USPT Jun 11, 2002

DOCUMENT-IDENTIFIER: US 6404741 Bl
TITLE: Monitoring of a packet telephony device via a control device

Detailed Description Text (19):

One potential problem may arise if a full reset, or re-boot, of the packet
telephony device is initiated. It is possible that the re-boot may retrigger the
condition that had rendered the packet telephony device fully or partially
inoperable. For example, the packet telephony device may be a PC-based packet phone
which is also programmed to run other non telephony-related software, which
software is the cause of the PC entering the hung state; re-booting the PC may
cause the offending software to be executed again and re-create the hung scenario.
As an alternative to attempting a full re-boot of the packet telephony device, a
special command or series of commands can be issued, through device interface unit
240 or through power control handler 260, to initiate a limited restoration of
operation of the packet telephony device so that the device manages only a limited
set of functions. To. continue with the packet telephone example above, device
interface unit 240 or power control handler 260 can issue a special command (or set
of commands) which would initiate a limited re-boot of the PC, such that only
telephony-related functions of the PC would be enabled. Alternatively, the packet
telephony device could be configured such that any attempt to reset or re-boot that
comes directly from power control handler 260 would result in the limited function
reset described above.
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L7: Entry 8 of 12 File: USPT Jun 4, 2002

DOCUMENT-IDENTIFIER: US 6401198 Bl

TITLE: STORING SYSTEM-LEVEL MASS STORAGE CONFIGURATION DATA IN NON-VOLATILE MEMORY
ON EACH MASS STORAGE DEVICE TO ALLOW FOR REBOOT/POWER-ON RECONFIGURATION OF ALL
INSTALLED MASS STORAGE DEVICES TO THE SAME CONFIGURATION AS LAST USE

Detailed Description Text (20):

Typically, if ECP mode is selected, usually then the ECP channel would be selected,
also enable and disable passwords such as the user password and the superior
password, also set what the password should be, also determining if a password is
required on_boot, enable or disable the password on resume, store password
protection for diskette of a floppy drive, fixed disk boot protection can be set to
normal or write protected, enable the integrated hard drive interfaces, select
primary integrated adapter, secondary integrated adaptor, both or disable, enable
or disable the floppy disk controller, configure the serial port, disable, enable
or auto, select disable, enable and auto for serial port configuration, select
disable, enable and auto for infrared port configuration, select mode for infrared
port or wireless port, IRDA or FIR, select the base I/0 address for the infrared
port, select the configuration of the parallel port to enable, disable or
automatically configure the path by either the system BIOS or the operating system,
select the mode of parallel port where the modes include normal, bidirectional ECP
or EPP mode, select the configuration of the modem port to enable, disable or
automatically confiqure the port by either the system BIOS or operating system,
configure power management, configure the power management mode, always (power
management for AC and battery power), battery only, disable (no power management),
maximum performance to allow power conservation with pptimal system performance,
maximum power saving to allow most power saving at expense of system performance,
custom, to allow custom setting for different power management features including
smart CPU mode with off and on options, standby time out with disable and a
predetermined period of time, suspend time out with disable and predetermined
period of time, suspend with save to disk or suspend with save to RAM, resume;
resume on modem, ring.with enable or disable ring, resume on time of day, setting
the time to set the resume time, battery low suspend with an enable or disable
feature, inactivating timer, enable, disable, resume on alarm with enable or
disable by setting the alarm time and alarm date, configure time-out function with
disable with a fixed amount of time, stand-by time out, 5-Volt suspend time out,
-0.-Volt suspend time out, hard disk time out, video time out, language, select
primary IDE master, primary IDE slave, secondary IDE master, secondary IDE slave,
all that is stored is what is found, select plug-in plug operating system including
yes and no, reset configuration data including yes and no options, select system
speed fast and compatible to set the speed of the memory cache, select error
correction control (ECC) configuration, sets the memory ECC state including ECC or
non-ECC, select resource configuration memory reservation to reserve specific
memory blocks, IOQ to reserve specific IOQs, select keyboard configuration
including NUM lock to set the power on state so that NUM lock is active or
nonactive, select keyboard rate to select the keyboard repeat rate (in per sec),
keyboard delay select delay before repeat of the keys, select video configuration
palette snooping to enable or disable, DMI event logging including event log
capacity, event log visibility, DMI event log data, clear the DMI event log, event
logging disable or enable, mark the DMI events as read, select the setup password,
restore on power loss to restore the last state before power loss occurred, stay
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off to keep power off until power button is pressed, power on which restores power

to the system, quick boot mode enable or disable to skip certain tests while
booting.
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L7: Entry 11 of 12 File: TDBD Sep 1, 1993

DOCUMENT-IDENTIFIER: NB930925
TITLE: Method for Regeneration of Corrupted or Lost Binary Files Required for
Booting

Disclosure Text (1):

Disclosed 1is a proposed method of recovering lost binary files that normally reside
on the system disk by generating them from the system's boot image. Using a
software tool, the boot image will be unpacked to extract copies of the binary
files which originally created the boot image. These copies are then put back onto
the system disk to replace lost or corrupted files. - The boot image is a
conglomeration of several binary, executable files including the configuration
files and the UNIX kernel. Essentially, the boot image is a micro-operating system
containing enough information to get a system booted from the reset state. During
boot up time, the resident Read Only Memory (ROM) will start reading a portion of
the boot image into system memory. When enough of the binary has been read in, the
boot image takes over and completes the system configuration and initialization. -
A problem exists when an important file, such as the /UNIX* kernel file, gets
corrupted or accidentally erased. The system can still boot up without the /UNIX
file because a copy of that file has been copied into theé boot image. Obviously,
the user wants a copy of the /UNIX to reside on the system disks in case it is
needed for construction of another, newer boot image. However, the recovery of that
file is time consuming and troublesome with the current procedures. Currently, the
user must go to either a backup medium or the original install media of the
operating system. The user must use the media, most often tape, and scan the tape
looking for the /UNIX file. Then, users must copy that file to the disk filesystem
to recover the important file. A problem with this procedure, besides the time
costs, 1is that there exists possibilities that the file recovered from the backup
storage may not be the latest image that the system should be running. For example,
if a new /UNIX were placed on a system and then the /UNIX file were accidentally
erased, then restoring the /UNIX from the backup or install media would lead the
user to restoring an obsolete version of the /UNIX binary. - This proposal calls
for a software program that takes the boot image and unpacks the image, allowing
the user to choose which binary files should be recovered. Since any update added
to the system, that is essential to the booting of a machine, causes the boot image
to be rebuilt, the boot image will have the latest binary copy of the essential
files of an operating system. - The method of recovering critical binary files from
the boot image improves many qualities of a system. First, the user has an easy way
to recover lost or corrupted files. Second, the files that are recovered will be
guaranteed to be the latest version of the file. Third, the regeneration recovery
procedure will be less time consuming than the search and replace method. Finally,
this feature reduces the dependency of having backup media present and available
for recovery. * Trademark of UNIX System Laboratories, Inc.
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L7: Entry 12 of 12 _ File: DWPI Sep 25, 1993

DERWENT-ACC-NO: 1993-344325
DERWENT-WEEK: 199343
COPYRIGHT 2004 DERWENT INFORMATION LTD

TITLE: Isolation barrier separating section contg. system configuration, power
management and soft reset areas - is activated when VDP power supply level becomes
invalid or drops below voltage level of back=up battery.

Basic Abstract Text (1):

The isolation barrier is incorporated in a CMOS integrated circuit chip to isolate
a section, which is responsible for the system configuration, power management,
soft reset and scheduling, from the rest of the chip. The isolation barrier is
active when the VDD power supply becomes invalid (or when the VDD level drops below
the voltage level of a back-up battery). The isolation barrier is powered by VDD
and the isolated section is powered by either VDD or the back-up lithium battery
VBAT, depending on the voltage level of VDD. When VDD is greater than VBAT, a
signal called ISO ENA, which is an output of a VDD loss sensing circuit, is set to
(logical) zero and the barrier is inactive, i.e. it lowers the barrier to establish
a normal communication between the isolated section and the rest of the chip. When
the voltage level of VDD drops below that of VBAT, the value ISOENA is set to
(logical) one to enable the barrier. While the barrier is enabled, the system clock
is shut down and the system management section is in idle mode but does not lose
its contents. As ISOCENA goes low and the barrier becomes disabled, the system clock
restarts and the isolated section re-establishes communication with the rest of the
chip. While the barrier is disabled, the memory and registers within the isolated
section can be updated and read by the system. However when the barrier is enabled,
the isclated section can only be accessed through a boot pin. Barrier enable mode:
ISO ENA. The barrier control signal generated by a VDD loss sensing circuit,
becomes active -as VDD loss is detected. Active ISOENA signal stops the system clock
as a pre-assigned phase and holds its outputs to the isolated section at an
inactive (a logical zero) state, so that there will be no write/read access to the
mere and registers in the section. As a result, the system information is
maintained until the system is rebooted and power is restored again. Logically, the
outputs from the barrier to the isolated section are generated from the inverse of
the corresp. inputs, which are then NORed with the ISOENA signal. Thus, these
output signals will be held at the logical zero state due to the active state of
the ISOENA signal, whether the VDD power supply is present or not. If the VDD power
supply is neither good or present the output signals from the barrier to the rest
of the chip are useless and may be unknown. Barrier disable mode: ISOENA becomes
inactive to lower the barrier to re-establish the normal communication between the
isolated section with the rest of the chip.
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L22: Entry 1 of 5 File: USPT Jun 8, 2004

DOCUMENT-IDENTIFIER: US 6748548 B2
TITLE: Computer peripheral device that remains operable when central processor
operations are suspended

Brief Summary Paragraph Table (1):

Sleeping States Description S0 Normal operation, active state (no sleeping state).
S1 The S1 sleeping state is a low wake-up latency sleeping state. In this state, no
system context is lost (CPU or chip set) and hardware maintains all system context.
S2 The S2 sleeping state is a low wake-up latency sleeping state. This state is
similar to the S1 sleeping state except the CPU and system cache context is lost
(the 0S is responsible for maintaining the caches and CPU context). Control starts
from the processor's reset vector after the wake-up event. S3 The S3 sleeping state
is a low wake-up latency sleeping state where all system context is lost except
system memory. CPU, cache, and chip set context are lost in this state. Hardware
maintains memory context and restores some CPU and L2 configquration context.
Control starts from the processor's reset vector after the wake-up event. S4 The sS4
sleeping state is the lowest power, longest wake—up latency sleeping state
supported by ACPI. In order to reduce power to a minimum, it is assumed that the
hardware platform has powered off all devices. A copy of the platform context is
written to the hard disk. S5 The S5 state is similar to the S4 state except the 0S
does not save any context nor enable any devices to wake the system. The system is
in the "soft"™ off state and requires a complete boot when awakened.

Current US Cross Reference Classification (1):
713/300
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L22: Entry 2 of 5 File: USPT Feb 10, 2004

DOCUMENT-IDENTIFIER: US 6691234 Bl

** See image for Certificate of Correction **

TITLE: Method and apparatus for executing instructions loaded into a reserved
portion of system memory for transitioning a computer system from a first power
state to a second power state

Detailed Description Text (6):

FIG. 3 shows a state diagram illustrating the transitions of a computer system
between various power states in accordance with ACPI specification. As mentioned
above, the ACPI specification defines a number of global system states (Gx states)
that apply to the entire system and are visible to the user. These various global
system states include: (1) GO global working state; (2) Gl global sleeping state;
(2) G2 soft off state; and G3 mechanical off state. GO working state is a computer
state where the system dispatches user mode (application) threads and they execute.
In this state, devices (peripherals) are dynamically having their power state
changed. Gl sleeping state is a computer state where the computer consumes a small
amount of power, user mode threads are not being executed, and the system "appears"
to be off (from an end user's perspective, the display is off, etc.). Latency for
returning to the working state varies upon the wakeup environment selected prior to
entry of this state. Work can be resumed without rebooting the 0S because large
elements of system context are saved by the hardware and the rest by the system
software. G2 soft off state is a computer state where the computer consumes a
minimal amount of power. No user mode or system mode code is run. This state
requires a large latency in order to return to the working state. The system's
context will not be preserved by the hardware. The system needs to be restarted to
return to the working state. G3 1s a computer state that is entered and left by a
mechanical means (e.g., turning off the system's power through the movement of a
large switch, etc.) It is implied by the entry of this off state through a
mechanical means that no electrical current is running through the circuitry. The
0S must be restarted to return to the working state. There are various types of
sleeping states within the global sleeping state. These various sleeping states
include: (1) S1 sleeping state; (2) S2 sleeping state; (3) S3 sleeping state; and
(4) sS4 sleeping state. The S1 sleeping state is a low wake-up latency sleeping
state. In this state, no system context is lost (CPU or chipset) and hardware
maintains all system context. The S2 sleeping state is a low wake-up latency
sleeping state except the CPU and system cache context is lost (the 0S is
responsible for maintaining the caches .and CPU context). Control starts from the
processor's reset vector after the wake-up event. The S3 sleeping state is a low
wake-up latency sleeping state where all system context is lost except system
memory. CPU, cache, and chipset context are lost in this state. Hardware maintains
memory context and restores some CPU and L2 configuration context. Control starts
from the processor's reset vector after the wake-up event. The S4 sleeping state is
the lowest power, longest wake-up latency sleeping state supported by ACPI. In
order to reduce power to a minimum, it is assumed that the hardware platform has
powered off all devices. Platform context is maintained. From a user-visible level,
the system can be thought of as being in one of the states shown in FIG. 3. In
general use, the system alternates between the working states and the sleeping
states. In the working state, the computer performs some work. User-mode
application threads are dispatched and running. Individual devices can be in low-
power states and the processor(s) can be in low power states if they are not being
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used. Any device that is turned of by the system because it is not actively in use
can be turned on with short latency. In one embodiment, when the computer system is
idle or the user has pressed the power button, the 0S will put the system into one
of the various sleeping states shown in FIG. 3. No user-visible computation occurs
in a sleeping state. The various sleeping states shown in FIG. 3 differ in what
events can arouse the system to a working state and how long this takes. Computers
that support legacy BIOS power management boot in the legacy state and transition
to the working state when an ACPI OS loads. A system without legacy support
transitions directly from the mechanical off state to the working state.

Current US Original Classification (1):
713/300
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Sir:
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and/or [] the additional information identified below in paragraph 3. A copy of each reference listed on
#  the Form PTO-1449 is enclosed.
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a. W within 3 months of the filing date of a national application other than a continued
prosecution application under § 1.53(d);

within 3 months of the date of entry of the national stage as set forth in § 1.491 in
an International application;

before the mailing date of a first Office Action on the merits; or

before the mailing of a first Office Action after the filing of a request for
continued examination under § 1.114.
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b. O after the events of above paragraph la and prior to the mailing date of a final
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paragraph 2 below is provided, or [ ] a fee of $180.00 is enclosed.
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cited in a communication from a foreign patent office in a counterpart foreign application
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that no item of information contained in the Information Disclosure Statement was cited
in a communication from a foreign patent office in a counterpart foreign application or, to
the knowledge of the person signing the certification after making reasonable inquiry,
was known to any individual designated in § 1.56 (c) more than three months prior to the
filing of the Statement.

Consideration of the following additional information (including any co-pending or
abandoned U.S. applications, prior uses and/or sales, etc.) is requested:

For each non-English language reference listed on the attached Form PTO-1449:

oooogQg o o oo

reference is made to an English language translation submitted herewith, and/or

reference is made to a foreign patent office search report (in the English language)
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The listed documents were brought to the attention of the Applicant(s) after payment of
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foreign patent office in a counterpart foreign application not more than three months prior
to the filing of this Information Disclosure Statement. Applicant(s) request this
Information Disclosure Statement and attached Form PTO-1449 be placed in the file of
the captioned application.
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A5 | International Search Report application no. PCT/US01/44941
EXAMINER: DATE CONSIDERED:

EXAMINER: Initial if citation considered, whether or not citation is in conformance with MPEP 609; Draw line through
citation if not in conformance and not considered. Include copy of this form with next communication to the patent own

Information Disclosure Statement--PTO 1449 (modified)
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UNITED STATES PATENT AND TRADEMARK OFFICE

COMMISSIONER FOR PATENTS

UNITED STATES PATENT AND TRADEMARK OFFICE

WASHINGTON, D.C. 20231

Ceid . WWW.uSpto.gov

Paper No. 4

H. Dale Langley, Jr.
The Law Firm of’H. Dale Langley, Jr., P.C. COPY MA'LED

610 West Lynn
MAY 9 g 2002
In re Application of

Austin, TX 78703

Jeffe, et al. :

Apgl)lication No. 09/998, 246 : ON PETITI%iEﬁCE OF PET'T,ONS

Filed: November 30, 2001 : «
§

This is in response to the paper styled "REQUEST FOR FILE DATE,"
filed December 27, 2001. This paper is being treated under 37 CFR
1.10(d), as a petition to accord the above-identified anlication a
filing date of November 29, 2001 instead of the presently accorded
filing date of November 30, 2001.

Petitioner requests an earlier filing date on the basis that the
application was purportedly deposited in Express Mail service on
November 29, 2001, pursuant to the requirements of 37 CFR 1.10, but
that the USPS entered an incorrect "date-in" on petitioner's
"Express Mail"™ mailing label.

Paragraph (a) of 37 CFR 1.10 states that:

Any correspondence received by the Patent and Trademark Office
(Office) that was delivered by the "Express Mail Post Office
to Addressee" service of the United States Postal Service
(USPS) will be considered filed in the Office on the date of
deposit with the USPS. The date of deposit with the USPS is
shown by the "date-in" on the "Express Mail" mailing label or
other official USPS notation. If the USPS deposit date cannot
be determined, the correspondence will be accorded the Office
receipt date as the filing date. See §1.6(a).

(Emphasis supplied). Paragraph (d) of 37 CFR 1.10 states that:

Any person filing correspondence under this section that was
received by the Office and delivered by the "Express Mail Post
Office to Addressee" service of the USPS, who can show that
the "date-in" on the "Express Mail" mailing label or other
official notation entered by the USPS was incorrectly entered
or omitted by the USPS, may petition the Commissioner to
accord the correspondence a filing date as of the date the
correspondence is shown to have been deposited with the USPS,
provided that:

(1) The petition is filed promptly after the person
becomes aware that the Office has accorded, or wil accord, a
filing date based upon an incorrect entry by the USPS;

(2) The number of the "Express Mail™ mailing label was
placed on the paper(s) or fee(s) that constitute the
correspondence prior to the original mailing by "Express
Mail"; and

(3) The petition includes a showing which establishes,
to the satisfaction of the Commissioner, that the requested
filing date was the date the correspondence was deposited in
"Express Mail Post Office to Addressee" service prior to the
last scheduled pickug for that day. Any showing pursuant to
this paragraph must be corroborated by evidence from the USPS



» »

Application No. 09/998, 246 2

or that came into being after deposit and within one business
day of the deposit of the correspondence in the "Express Mail
Post Office to Addressee" service of the USPS.

A grantable petition under 37 CFR 1.10(d) must include “a showing
which establishes, to the satisfaction of the Commissioner, that
the requested filing date was the date the correspondence was
deposited in 'Express Mail Post Office to Addressee' service prior
to the last scheduled gickup for that day.” In addition, the
showing “must be corroborated by evidence from the USPS or that
came into being after deposit and within one business day of the
deposit of the correspondence in the ‘EXpress Mail Post Office to
Addressee’ service of the USPS.” Evidence from the USPS may be an
Express Mail Corporate Account Mailing Statement or a copy of the
USPS Track/Confirm system information. Evidence that came into
being within one day after the deposit of the correspondence as
Express Mail may be in the form of a log book which contains
information sucK as the Express Mail number; the application
number, attorney docket number or other such file identification
number; the place, date and time of deposit; the time of the last
scheduled pick-up for that date and place of deposit; the
depositor's initials or signature; and the date and time of entry
in the log.

The instant petition lacks sufficient evidence to establish that on
the requested filing date, the apglication was deposited in Express
Mail service prior to the last scheduled pickup for that day.
Petitioner has provided no corroborative evidence of the deposit.
Accordingly, the instant petition is hereby DISMISSED.

Any request for reconsideration of this decision should be filed
within TWO MONTHS of the mailing date of the decision to be
considered timely. See, 37 CFR 1.181(f). This time period may not
be extended under 37 CFR 1.136(a). Further correspondence with
respect to this matter should be addressed as follows: _

By mail: Commissioner for Patents
Box DAC
Washington, D.C. 20231
By FAX: (703) 308-6916

Attn: Office of Petitions

By. hand: Crgstal Plaza Four, Suite 3C23
2201 S. Clark Place
Arlington, VA

The application is being returned to Technology Center 2100 for
examination in due course.

Telephone inquiries related to this decision may be directed to
Petitions Attorney Alesia M. Brown at (703) 305-0310.

oI if/47 )

Beverly M. Flanagan

SupervYsory Petitions Examiner

Office of Petitions

Office of the Deputy Commissioner
for Patent Examination Policy



COPY OF PAPERS
" ORIGINALLY FILED

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: § Group Art Unit: 2182
Peter Jeffe and Bruce Bramhall §
§ Examiner: Unknown
Serial No. 09/998,246 §
§ Atty. Dkt. No.: 5760-00801
§
. I hereby certify that thi dence is being deposited
Filed: November 29, 2001 § withetr:e{lcse.nfl’fét;l éewiecis"??fﬁ“cf:si Msail in fn e?w::lope
§ addressed to: Cor!um'_ssioner for Patents, Washington, D.C.
For: Computer Restoration § 20231, on the date indicated below:
Systems and Methods § _ %
§ egistere Tesentytive
§ April 12, 2002 /
§ Date Signature
§
§

PETITION UNDER 37 C.F.R. §1.136
FOR EXTENSION OF TIME

Commissioner for Patents
Washington, D.C. 20231

Sir:

Applicant respectfully petitions the Commissioner for a two month extension of time
under 37 C.F.R. §1.136 within which to respond to the Official Action mailed December 12,
2001, such extension allowing the undersigned until April 12, 2002 to respond.

A Fee Authorization is enclosed to cover this extension fee. However, if the Fee
Authorization is missing or insufficient, the Commissioner is authorized to charge any additional
fees which may be required, or credit any overpayment, to Conley, Rose & Tayon, P.C. Deposit
Account No. 50-1505/5760-00801/BNK.

Respectfully submitted,
04/24/2002 AOSMANL 00000023 501505 09998246 B. Noél Kivlin
02 FC:116 400.00 CH Attorney for Applicant
Reg. No. 33,929
Conley, Rose & Tayon
P.O. Box 398

Austin, Texas 78767-0398
Ph: (512) 476-1400

Date: April 12, 2002



COPY OF PAPERS |
ORIGINALLY FILED PATENT
5760-00801

DECLARATION AND POWER OF ATTORNEY

As a below named inventor, [ hereby declare that:
My residence, post office address, and citizenship are as stated below next to my name.

I believe I am the original, first and sole mventor (if only one name is listed below) or an original,
first and joint inventor (if plural names are listed below) of the subject matter which is claimed and for which
a patent is sought on the invention entitled “COMPUTER RESTORATION SYSTEMS AND METHODS,”
the specification of which:

] is attached hereto.
X was filed on November 29, 2001 as Application Serial No. 09/998,246
and was amended on (if applicable).

I hereby state that I have reviewed and understand the contents of the above-identified specification,
including the claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose to the Patent and Trademark Office all information known to me
to be material to patentability of the subject matter claimed in this application, as “materiality” is defined in
37CFR §1.56.

I hereby claim foreign priority benefits under 35 U.S.C. § 119(a)~(d) or § 365(b) of any foreign
application(s) for patent or inventor's certificate listed below, or under § 365(a) of any PCT international
application listed below designating least one country other than the United States of America, and have
identified below any foreign application for patent or mventor's certificate, or of any PCT intcrnational
application, having a filing date before that of the application on which priority is claimed.

Prior Foreign Application No. Country Filing Date Priority Cert. copy
(mm/dd/yy) Claimed Attached
N/A

1 hereby claim the benefit under 35 U.S.C. § 119(e) of any United States provisional application(s)
listed below.

Provisional Application No. Eiling Date
(mm/dd/vy)
60/250,200 11/29/00

I hereby claim the benefit under 35 U.S.C. § 120 of any United States application(s) listed below, or
under § 365(c) of any PCT international application listed below designating the United States of America,
and, insofar as the subject matter of each of the claims of this application is not disclosed in the prior United
States or PCT international application in the manner provided by the first paragraph of 35 U.S.C. § 112, 1
acknowledge the duty to disclose all information known to me to be material to the patentability of the subject
matter claimed in this application, as “materiality” is defined in 37 C.F.R. § 1.56, which became available
between the filing date of the prior application and the national or PCT inrernational filing date of this
applicaton

Page 1



PATENT
5760-00801

Parent Application No. Filing Date Parent Patent No. (if applicable) or Status
(mmn/dd/yy)

N/A

I hereby revoke any previous Powers of Attorney and appoint

Joseph T. FitzGerald Reg. No. 35,881
John Brigden Reg. No. 40,530

each of said attorneys being emplayed byVeritas Software Corporation; and

Mark K. Brightwell Reg. No. 47,446
Brenna A. Brock Reg. No. 48,509
Kevin L. Daffer Reg. No. 34,146
Mark R. DeLuca Reg. No. 44,649
Mollie E. Hamel Reg. No. 48,405
Jeffrey C. Hood Reg. No. 35,198
Robert C. Jahnke Reg. No. 44,800
B. Noél Kivlin Reg, No. 33,929
Robert C. Kowert Reg. No. 39,255
Mark Lupkowski Reg. No. 49,010
Lawrence J. Merkel Reg. No. 41,191
Eric B. Meyertons Reg. No. 34,876
Louise K. Miller Reg. No. 36,609
Theresa A. Moorman Reg. No. 46,941
David W. Quimby Reg. No. 39,338
Rory D. Rankin Reg No. 47,884
David A. Rose Reg. Neo. 26,223
Doug Shamah Reg. No. 45,093

each of said artorneys or agents being a member or an associate of the firm of Conley, Rose & Tayon, PC.,
as attorney or agent for so long as they remain with such company or finm, with full power of substitution and
revocation, to prosecute the application, to make alterations and amendments therein, to transact all business
in the Patent and Trademark Office in connection therewith, and to receive the Letters Patent.

Please direct all communications to:

B. Noél Kivlin
Conley, Rose & Tayon, P.C.
P.O.Box 398
Austin, Texas 78767-0398
Phone: (512) 476-1400

Page 2
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5760-00801

1 hereby declare that all statements made herein of my own knowledge are true and that all
statements made herein on information and belief are believed to be true; and further that these statements
were made with the knowledge that willful false statements and the like so made are punishable by fine or
imprisonment, or both, under 18 U.S.C. § 1001 and that such willful false statements may Jjeopardize the
validity of the application or any patent issued thereon.

Inventor's Full Name: Peter Jeffe

Inventor's Signature: '/V~ L Date: l’\ - \}’“03\
City and State (or Foreign Country) of Residence: Austin, TX Citizenship: US
Post Office and Residence Address: 1613 Patterson Rd., Austin, TX 78746

(Include number, street name, city, state and zip code)

Inventor's Full Name: Bruce Bramhal] -

Inventor's Signature: K W Date; 9 -r2-2002.
City and State (or Foreign Country) of Residence: Pflugerville, TX Citizenship: Us

Post Office and Residence Address: 202 Avplewood Dr., Pflugerville, TX 78660

(Include number, street name, city, state and zip code)

Page 3
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COPY OF PAPERS
ORIGINALLY FILED

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

A"TFm g (R

hirTe Application of: § Group Art Unit: 2182
Peter Jeffe and Bruce Bramhall §
) § Examiner: Unknown
Serial No. 09/998,246 §
§ Atty. Dkt. No.: 5760-00801
§ . ‘ — -
Filed: November 29, 2001 § | with the LS. Postal Servics 2 Frst Clase Mail in n smvelope
§ addressed to: Corflmfssioner for Patents, Washington, D.C.
For: Computer Restoration § 20231, on the date indicated below:
Systems and Methods § B. Noel Kivlin___
§ Registered Representative
8 April 12, 2002 \
§ Date %ignature
§
§

STATEMENT REGARDING CHANGE FROM SMALL ENTITY STATUS

Commissioner for Patents
Washington, D.C. 20231

Dear Sir:

Patentee is no longer entitled to small entity status in the above-referenced patent
application.

No fees are believed necessary; however if any fees are required, the Commissioner is
hereby authorized to immediately charge the fees or credit any overpayment to Conley, Rose &
Tayon, P.C. Deposit Account No. 501505/5760-00801/BNK.

Respectfully submitted,

B. Noél Kivlin
Attorney for Applicant
Reg. No. 33,929

Conley, Rose & Tayon
P.O. Box 398

Austin, Texas 78767-0398
Ph: (512) 476-1400

Date: April 12, 2002
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UNITED STATES PATENT AND TRADEMARK OFFIGE

COMMISSIONER FOR PATENTS

UNITED STATES PATENT AND TRADEMARK OFFICE
WASHINGTON, D.C. 2023t

www.uspto.gov

! APPLICATION NUMBER ] FILING/RECEIPT DATE | FIRST NAMED APPLICANT |  ATTORNEY DOCKET NUMBER 1
09/998,246 11/30/2001 Peter Jeffe KRNL:001

CONFIRMATION NO. 4233
FORMALITIES LETTER

e

*OC000000007186459"

- H. Dale langley, Jr. .
The Law Firm of H. Dale Langley, Jr., P.C.
610 West Lynn
Austin, TX 78703

COPY OF PAPERS
ORIGINALLY FILED

Date Mailed: 12/12/2001

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION
FILED UNDER 37 CFR 1.53(b)
Filing Date Granted

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

e The oath or declaration is missing.
A properly signed oath or declaration in compliance with 37 CFR 1.63, identifying the application by the
above Application Number and Filing Date, is required.

e To avoid abandonment, a late filing fee or oath or declaration surcharge as set forth in 37 CFR 1.16(l) of

$65 for a small entity in compliance with 37 CFR 1.27, must be submitted with the missing items identified
in this letter.

e The balance due by applicantis $ 65.
The application is informal since it does not comply with the regulations for the reason(s) indicated below.
The required item(s) identified below must be timely submitted to avoid abandonment:

e Substitute drawings in compliance with 37 CFR 1.84 because:

= drawings have a line quality that is too light to be reproduced (weight of all lines and
letters must be heavy enough to permit adequate reproduction) or text that is illegible
(reference characters, sheet numbers, and view numbers must be plain and legible)
see 37 CFR 1.84(1) and (p)(1));

04/24/2002 AOSHANL 00000023 501505 09998246
01 FC:105 130.00 TH

A copy of this notice MUST be returned with the reply.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: . ‘
Peter Jeffe and Bruce Bramhall -

Group Art Unit: 2182

Examiner: Unknown

Serial No. 109/998,246
a Atty. Dkt. No.: 5760-00801

Flle d: November 29 200 1 hereby certify that this correspondence is being deposited
. b
i - -addressed to: Commissioner for Patents, Washington, D.C.

. 20231, on the date indicated below:
For: Computer Restoration

§
§
§
§
§
§
g with the U.S. Postal Service as First Class Mail in an envelope
§
§
§
§
§

Systems and Methods B. Nogl Kivlin
RWVC
: April 12, 2002 {
. APERS 3 .| SPESSSETE .
ey E R S

' RESPOJNSE TO NOTICE Td‘ﬁLE'NﬂSSING PARTS OF APPLICATION

Commissioner for Patents
Washington, D.C. 20231

Dear Sir:

Enclosed herewith is the following with regard to the above-identified application:

(a) A combined Declaration and Power of Attorney executed by the inventor(s).

(b) Submission of Formal Drawings.

(c) Request for Extension of Time.

(d) Statement Regarding Change From Small Entity Status.

(e) A Fee Authorization form in the amount of $530.00 to cover the two month

extension ($400.00) and surcharge for late filing of oath or declaration for large

entity ($130.00).



® A copy of Notice to File Missing Parts of Application Filing Date Granted.

(2 A return postcard to acknowledge receipt of these materials. Please stamp and
return this postcard to the undersigned.

If any fees are inadvertently omitted or if any additional fees are required or have been
overpaid, please appropriately charge or credit those fees to Conley, Rose & Tayon, P.C. Deposit
Account Number 501505/5760-00801/BNK.

Respectfully submitted,

B. Noél Kivlin
Attorney for Applicant
Reg. No. 33,929

Conley, Rose & Tayon
P.O. Box 398

Austin, Texas 78767-0398
Ph: (512) 476-1400

Date: April 12, 2002



‘COPY OF PAPERS
ORIGINALLY FILED

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Group Art Unit: 2182
Peter Jeffe and Bruce Bramhall
Examiner: Unknown

Serial No. 09/998,246

Atty. Dkt. No.: 5760-00801

§
§
§
§
§
Filed: November 29, 2001 § | with he U, Posal Service as Firey Clas M in an cmveope
§ addressed to: Commissioner for Patents, Washington, D.C.
§
§
§
§
§
§
§

. 20231, on the date indicated below:
For: Computer Restoration

Systems and Methods B, Nogl Kivlin

April 12, 2002 ]

Date Signa’ture

FEE AUTHORIZATION

Commissioner for Patents
Washington, D.C. 20231

The Commissioner is hereby authorized to charge the following fee to Conley, Rose &
Tayon, P.C. Deposit Account Number 50-1505/5760-00801/BNK:

Surcharge — Late Oath or Declaration $130.00
Two Month Extension 400.00
Total Amount: $530.00

Attorney Docket No.: 5760-00801

The Commissioner is also authorized to charge any extension fee or other fees which may
be necessary to the same account number. If the abovementioned account is found to have
- insufficient funds, the Commissioner is authorized to charge Conley, Rose & Tayon, P.C.
Deposit Account Number 50-1623/5760-00801/BNK.

Respectfully submitted,

Y

B. Noél Kivlin
Attorney for Applicant
Reg. No. 33,929

Conley, Rose & Tayon
P.O. Box 398

Austin, Texas 78767-0398
Ph: (512) 476-1400

Date: April 12, 2002



COPY OF PAPERS
ORIGINALLY FILED

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

re Application of:
Peter Jeffe and Bruce Bramhall

Serial No. 09/998,246

Filed: November 29, 2001

For: Computer Restoration
Systems and Methods

Group Art Unit: 2182
Examiner: Unknown

Atty. Dkt. No.: 5760-00801

I hereby certify that this correspondence is being deposited
with the U.S. Postal Service as First Class Mail in an envelope
addressed to: Commissioner for Patents, Washington, D.C.
20231, on the date indicated below:

B. Noé! Kivlin

Regis(\emd-&gesemative

April 12, 2002 \
Date Signature

O O L O LD L LN LD DN N O O LON O O

SUBMISSION OF FORMAL DRAWINGS

Official Draftsman
Commissioner for Patents
Washington, D.C. 20231

Sir:

Applicant hereby submits the formal drawings for the above-referenced application and

requests that these drawings be accepted for filing.

Conley, Rose & Tayon
P.O. Box 398
Austin, Texas 78767-0398
'Ph: (512) 476-1400

Date: April 12, 2002

spectfully submitted,

B. Noél Kivlin
Attorney for Applicant
Reg. No. 33,929
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: § Group Art Unit: 2182
Peter Jeffe and Bruce Brambhall §
§ Examiner: Unknown
Serial No. 09/998,246 §
§ Atty. Dkt. No.: 5760-00801
§
. I hereby certify that thi dence is being deposited
Filed: November 29,2001 § | with the USS. Postal Service as Fret Class Mail in an envelope
§ addressed to: Commissioner for Patents, Washington, D.C.
For: Compu ter Restoration § 20231, on the date indicated below:
Systems and Methods § o B. Notl Kivlin
§ Wsenmﬁve
§ 3 <2770 . ) T~
§ Date 'Signature
§
§
PRELIMINARY AMENDMENT , RECE'VED
APR 1 0 2007
Commissioner for Patents Technology Center 2100
Washington, D.C. 20231
Sir:
Prior to examining the above-identified application, please enter the following
amendment:
IN THE SPECIFICATION:
Please aménd the spectfication by inserting befofe the first line the sentence:
/4 This application claims the benefit of U.S. provisional application serial no. 60/250,200,
!

entitled “Computer Restoration Systems and Methods”, filed November 29, 2000.




REMARKS

No fees are believed necessary; however, the Commissioner is hereby authorized to

charge any fees which may be required to Deposit Account No. 501505/5760-00801/BNK.

Respectfully submitted,

%

B. Noél Kivlin
Attorney for Applicant
Reg. No. 33,929

Conley, Rose & Tayon
P.O. Box 398

Austin, Texas 78767-0398
Ph: (512) 476-1400

Date: .27
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The Law Firm of

H. Dale Langley, Jr.

A Professional Corporation

610 West Lynn ' Telephone: (512) 477-3830
Austin, Texas 78703 Fax: (512) 477-4080

Email: dlangley @iptechlaw.com eFax: (253) 540-2683

RECEIVED
December 27, 2001
JAN 0 7 7002
Technology Center 2100

CERTIFICATE OF MAILING
BY EXPRESS MAIL
Receipt No. EL646840484US

Assistant Commissioner for Patents

_ 1 certify that this Request and any attachments is being deposited on 27
BOX FILING DATE DECEMBER 2001, with the U.S. Postal Service “Express Mail Post
Washington’ D.C. 20231 Office to Addressee” service under 37 CFR 1.10 and is addressed to the

Assistant Commission for Patents, Box FILING DATE, Washington, D.C.
20231.

(ool Zuoestsre

[/ Carolyn Firestone

Re: United States Patent Application
Entitled: COMPUTER RESTORATION SYSTEMS AND METHODS
Inventors: Peter Jeffe and Bruce Bramhall
Serial No.: 09/998246
Filing Date: November 29, 2001
Our Ref . KRNL:001

Sir:

Transmitted herewith is: (1) Request for File Date; (2) Copy of Application as filed on
November 29, 2001; (3) Copy of Express Mail Receipt; (4) Copy of return postcard; and (5)
Return postcard with postage. Applicant believes that no fees are due with this Request,
however, if any fees are due the Assistant Commissioner for Patents is authorized to charge such
fees to Deposit Account No. 50-1350.

Respectfully submitted,

A 3
Nt

H. Dale Langley, Jr.

Reg. No. 35,927

HDL:crf
Enclosures



MAY 2 0 7002
In Re Application of: §
Peter Jeffe, et al. g OFFICE OF PETITIONS
Serial No: 09/998246 § Group Art Unit: 2182
. § _ ~ RECEIVED
Filed: November 29, 2001 § Examiner: Not Yet Assigned
§ JAN 0 7 2002
Title; COMPUTER RESTORATION §
SYSTEMS AND METHODS § Technology Center 2100
CERTIFICATE OF MAILING
I?Y EXPRESS MAIL
TO: Assistant Commissioner for Patents _ . M‘M‘M _ A
Box — FILING DATE DR CEBER 2ot it e 1S, B Service s Mall Pk
Washington, DC 20231 Office to Addre§se§" service under 37 CFR 1.10 and is addr_essed to the
Assistant Commission for Patents, Box FILING DATE, Washington, D.C.
20231,
% Carolyn Firestone
REQUEST FOR FILE DATE

PATENT
Docket No. KRNL:001

Sir:

Applicant filed the above-referenced US Patent Application via “Express Mail Post

Office to Addressee”, by depositing said application in an express mail envelope with postage

prepaid in the Express Mail Drop Box on November 29, 2001, before the deadline. The date of
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Background of the Invention

The present invention generally relates to computers and local and wide area
interconnected computers and data communications networks and, more particularly,

relates to restoration of computer systems backed up on storage managers, such as in a

_network, upon a crash or other similar event which prohibits normal boot up operations.

Computer boot disk crashes and similar major machine failure events, in which
normal boot up operations are thereafter not possible or are otherwise hindered, are
problematic in several respects to system administrators. Conventionally, such events
have required system administrators to completely reconfigure the crashed computer,
including, without limitation, by reconfiguring machine non-volatile random access
memory (NVRAM) settings, loading the computer operating system, replacing
applications and files, retrieving backed ui; data, and thoroughly re-configuring the
operating system, application programs, drivers, and other operational settings.

Even 1n instances in which a crash or similar systems failure event does not
require complete restoration of the computer system by the system administrator, a boot

disk, as well as other configurational set ups, are typically required. Boot disks and other
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set up tools are often not readily available in the location of each computer of a network
or other wide area system. Moreover, to restore computer systems of such an
arrangement requires significant time and effort, including to format disk drives, replace
or fix operating systems and errors, reload applications, retrieve backed up data, and
routinely save, as well as additionally reinstitute, operating, network, and application
settings to those at the point of the crash.

.Typica]l,y, netwqus and system components of the networks, particularly
distributed and interconnected computers of the networks, are backed-up in normal
system maintenance and administration operations. The backups can include backup of
the system itself, as well as backup of data and applications. Particularly in enterprise
computing systems, each computer of the enterprise network can be backed up regularly
(or as otherwise scheduled or desired) as to data and applications by use of a storage
manager software application. Present storage manager applications provide file and data-
ortented backups of each computer. A number of different software storage manager
applications are available for the enterprise computing environment, for example, the
TSM software of Tivoli Systems (an IBM Corporation subsidiary), Veritas, Legato, and
others.

Although these presently available storage manager back-up resources are
available in the several enterprise computing software packages, the packages have not
made it possible to automatically or readily restore any or each particular computer or
other element of the computing enterprise. The back-up data has merely been available to

assist the system administrator to re-copy and otherwise re-set each computer to the data

L)
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and application status then maintained in back-up. The back-ups from these packages are
merely file and data backups, and can not provide complete restoration of the system.

In order to provide complete system backups, including, for example, operating
system, drivers, and other machine configuration backup, additional backup resources are
required, such as “mksysb” images and “savevg” commands on AIX, a product like Disk
Image on Windows, or otherwise. Such system backups, as compared to file and data
backups of storage manager applications, are not available in many operating systems.
Even when such system backup is maintained and available, machine restoration in the
event of major failure has typically been achieved by system administrators only by
separately employing such system backup to restore the basic operating system and
machine configuration, and then a separate file and data backup of a storage manager
application has been employed to restore the rest of the machine’s data and applications.

The conventional backup and restoration of computers of the enterprise network
has been problematic. For example, the system and file/data backups which must be
maintained in order to perform the restoration are redundant and waste valuable storage
space, network bandwidth, and effort. File and data backups, for instance, are often saved
on individual machines of the network by the backup function of the respective operating
system of each machine. System backup information is similarly saved or has even been
maintained in hard copy or other manual operation. Any backups of the system and
file/data that are saved on the network are, therefore, redupdant. Moreover, the
conventional system backups, for example Ignite on HP-UX, NIM on AIX or others, are
often out of date because such backups are not usually performed as frequently as

backups of applications and data performed by the storage manager application. The

3
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duplicate backup procedures required for system configuration data, on the one hand, and
application files and data, on the other hand, together with various individual machine
and network backup operations, increase the potential for human error when restoring
from the backups. System administrators must juggle tapes and resolve tape access
conflicts between the various backups, including the separate storage manager backup
and the system backup. Also, the machine restoration process typically requires separate
steps of re-installation of the device operating systems, followed by restoration from
backup of application and data files. These separate re-installation of system
configurations, on the one hand, and restoration of application and data file backﬁps, on
the other hand, are largely manual operations which are time consuming and themselves
error-prone.

It would be a significant improvement in the art and technology to provide
computer machine restoration'systems and methods that alleviate many of the problems
of the conventional backups and restoration processes, and that provide advantages of
time savings, limited manual involvement, and ready and automatic availability of

resources for performing the restoration.

Summary of the Invention

An embodiment of the invention is a device restoration system. The device
restoration system restores a client device to a state prior to a major failure. The system
includes a server device, a network communicatively interconnecting the client device
and the server device, a storage manager accessible to the server device for saving the
state, and a boot process in which the client device boots either from a server device over

a network, or from locally attached media, for example tape, CD-ROM, or floppy disk.
4
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Another embodiment of the invention is a method of restoring a client device of a
network on failure of the client device. The network includes a server computer. The
method includes booting the client device via a network or local media boot, creating a
boot program for operation on the client device, configuring the client device according to
the boot program and a saved configuration state, and copying files to the client device in
accordance with a configuration from the step of configuring.

Yet another embodiment of the invention is a method of restoring a ciient device
6f a network. The network includes a server device. The server device has a storage
manager application. The method includes backing up configuration data, as well as
application and data files, by the storage manager application, and restoring the backed up
configuration data, as well as application and data files, from the step of backing up, to
the client device over the network.

Brief Description of the Drawings

The present invention is illustrated by way of example and not limitation in the
accompanying figures, in which like references indicate similar elements, and in which:

FIG. 1 illustrates a network, including a client computer and a server computer
connected over the network, for performing a restoration operation of embodiments of the

present invention on failure of the client computer;

FIG. 2 illustrates a method of the restoration operation performed on the network,
including the client computer and the server computer, of FIG. 1, according to

embodiments of the present invention;
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FIG. 3 1llustrates the server computer, including components of a restore server, a
boot server, a file server and a storage management server, and the client computer, each
ol FIG.1, according to embodiments of the present invention;

FIG. 4 illustrates a method of restoration of a computer upon operational failure,
according to embodiments of the present invention;

FIG. 5 illustrates a method of operation of the server computer of FIGs. 1 and 3,
according to embodiments of the present invention; and

FIG. 6 illustrates a method of operation of the client computer of FIGs. 1 and 3,
according to embodiments of the present invention.

Detailed Descriptioxi of Preferred Embodiments

Referring to Fig. 1, a network 100 includes network elements 102
communicatively interconnecting a server computer 104 and a client computer 106. The
network elements 102 include any of a wide variety of conventional networking
components and connectors, such as additional server computers, client computers, and
connection cables or channels, wired, wireless or otherwise. The server computer 104 1s
any processing device that is communicatively connected by the network elements 102 to
the client computer 106. The server computer 104 is, for example, a computer device
equipped with software to act as a server of information requested by one or more client
devices over the network 100 and is, typically, a conventional server computer of an
enterprise network of communications and computing elements. The server computer
104 serves to receive requests over the network 100, for example, requests from the client
computer. 106, and in response to those requests the server computer 104 returns a

response over the network 100. The server computer 104 is particularly capable of acting

6



10

15

— PAENT APPLICATION
KRNL:001

as a storage manager for interconnected elements and devices of the network or of
communicating with a separate computer (not shown in FIG. 1) that performs storage

management functions.

The client computer 106 of the network 100 is, likewise, any processing or
communications device that is capable of communicating with the server computer 104
over the network 100, by making requests or otherwise. The client computer 106 is, for
example, a desktop or workstation computer. The network 100 1s any of a varnety of
networking and communications interconnections, such as an intranet, the Internet, a
dedicated network, or other communications network. The network 100 is operable
according to a particular packetized data protocol, such as transport control

protocol/Intemet protocol (TCP/IP) or some other network protocol. The server

" computer 104 and the client computer 106 communicate over the network 100 via the

particular protocols of the network, such as, for example, according to the standard
Internet network protocol TCP/IP. In normal operations, the client computer 106 makes
requests over the network 100 according to the particular protocols of the network 100,
and the server computer 104 responds over the network 100 in answer to the requests. If
there occurs any major failure of the client computer 106, the client computer 106 can not
boot and can not communicate with the server computer 104 in such manner or otherwise
properly operate.

In the network 100, the server computer 1104, in conjunction with the client
computer 106, can perform an automatic restoration operation to the client computer 100,
which enables complete boot-up, reconfiguration, and restoration of systems, files, and

data to the client computer 106. This automatic restoration operation 1s performed

7
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without a boot disk at the client computer 106 and includes both system restoration and
file and data restoration. In effect, the restoration operation performed by the network
100, via the server computer 104 and the client computer 106, completely restores the
client computer 106 to the state at the time of the failure.

Referring to Fig. 2, a method 200 is performed by the server computer 104 and the
client computer 106 of the network 100 of Fig. 1, in ordef to restore the client computer

106 on major failure that prohibits normal boot of the client computer 106. In the method

200, a command is run in a step 202 at the server computer 106 by the system

administrator or other user of the server computer 106. The step 202 initiates a network
rcboot of the client computer 106 in a step 204. The network reboot of the step 202
restores the client computer 106 in all respects, including the systems and application and
data files of the client computer 106 at the time of the failure of the client computer 106.
In the method 200, the server computer 104 maintains, or otherwise has access to,
a storage manager device or software application. Such storage managers are
conventional and typically serve to back up to server devices, such as the server computer
104, and restore data of client devi.ces, such as the client computer 106. These storage
managers generally do not back up all files, but only back up application files and data.
Machine configuration states are not typically backed up. In the present cmbodiments,
the entirety of the client computer 106 is backed up by the storage manager, that is, all
files of the client computer 106, including machine configuration states, as well as the
usual application files and data of the client computer 106, are backed up to the storage
manager. Backups of the client computer 106 which follow an initial full backup of all

configuration and file and data files of the client computer 106 can be incremental

8
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backups of only changed information since an immediately prior backup. By backing up
machine configurations of the client computer 106, at the regular and periodic backup
times for backup operations of the storage manager in backing up application and data
files of the client computer 106, the system configurations, as well as all applications and
data, are backed up by the storage manager. These full backups by the storage manager
are employed to restore the client computer 106 on failure, as further described here.

Referring to Fig. 3, the server computer 104 of Fig. 1 includes four separate,

 distinct server components 300, identified in Fig. 3 as a bare metal restore (BMR) server

302, a boot server 304, a file server 306, and a storage manager (SM) server 308. Each of
the boot server 304, the file sérver 306 and the SM server 308 is communicatively
connected to the BMR server 302. The server components 300 are also commuﬁicatively
connected to the client computer 106 over the network elements 102. Although the

respective server components 300 are illustrated in Fig. 3 as distinct and separate server

- computers, the server components 300 are merely functions that can be performed and

available on any number and arrangement of computing devices with server functionality.
The server components 300 can be each located on and performed by separate server
devices, or can be grouped onto a single server device or combinations, banks, or other
arrangements of server devices. The server devices functioning as the server components
300 can be centrally located or disparately located devices, all in communication over the
network 100 according to appropriate protocols and features.

Referring to Fig. 4, a method 400 restores the system and application and data

files to the client computer 106 of Figs. 1 and 3, upon a major failure of the client

computer 106. The method 400 is performed between the server components 300 and the

9
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client computer 106 over the network 100 and, thus, the restoration method 400 can be

initiated, performed and completed from a location remote from the Jocation of the client
computer 106. No boot disk or boot efforts are required directly at the loc:ation of the
client computer 106. Rather, an external source or media attached to the client computer
106, such as, for example, the server components 300 in communication with the client
computer 106 over the network 100, or alternatively an attached media and media read
device, such as tape, CD-Rom, or floppy disk, serves to allow the client device 106 to
boot from thg server components 300 or media device, as applicable. In such event, the
server components 300 or media device, as applies, permits the client computer 106 to
perform the boot process. The hard drive and other memory of the client computer 106 is
not required in order for the client computer 106 to so boot.

Remote re-boot and restoration of the client computer 106 according to the
method 400, such as via communications of the client computer 106 with networked
elements like the server components 300, are possible if the client computer 106, upon
failure, retains sufficient unaffected resources to communicate over the network 100 with
the server components 300 to reboot via communicated commands with the server
components 300. Remote re-boot and restoration can also occur according to the method
400, for example, in the case of a system like an AIX SP node, where the physical “front
panel” (i.e., on, off, reset and similar control circuitry and equipment) of the client
computer 106 can be manipulated through software from another device, so that the
controlling device can electrically (and, if necessary, mechanically) initiate a reset as if
the reset button on the client computer 106 is triggered. In either event, communications

with devices external to the client computer 106, either over the network 100 by the
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server components 300 or with a connected controlling device, enable the complete
restore operation.

The method 400 is commenced in a step 402 at the BMR server 302 by a user, for
example, a system administrator of the network 100, by a run command input to the BMR
server 302. This run command of the step 402 causes the BMR server 302 to configure
the boot server 304 and the file server 306 to initiate restoration and indicates that the
particular client computer 106 is to be configured and restored. In a step 404, the BMR
server 302 then retrieves configuration data regarding the client computer 106 from the
SM server 308. The configuration data so retrieved is the most recently Backed up
machine configuration states, as saved by the storage manager. |

The SM server 308 is a conventional storage manager application that serves to
periodically backup and save application and file information present on the client
computer 106, as well as on all other client devices of the network enterprise. An
example of the storage manager application of the SM server 308 1s the TSM™ software
of Tivoli Systems (an IBM Corporation subsidiary). Other examples include the storage
manager products of Veritas, Legato, Computer Associates, and others. All such storage
manager applications include features enabling backups of client devices, such as
application programs, data files, and user-settings. These storage manager applications
typically provide backup of application files, data and only certain user-settings, primarily
related to the application files, and do not usually provide storage for operating systems,
log files, and other device-specific system configurations and information. With the
present embodiments, however, the sforage manager backs up all of the client computer

106 files, including the client machine configuration settings, as well as the application
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and data files. As previously mentioned, this backup can be incremental with each
regularly scheduled backup operation performed by the storage manager, such that only
changes since an immediately prior backup are backed up with the backup operation.

In a step 406, the BMR server 302 creates a client boot program and makes
available over the network a boot image and file systems for the client computer 106
being restored. The client boot program is delivered over the network 100 to the client
computer 106 once the client computer 106 initializes over the network in a network boot
operation. The boot image and file systems are saved at the boot server 304 and the file
server 306, respectively, and via the network boot process and client boot program are
accessible to the client computer 106 over the network 100 for initiation of restoration
operations. In the following, a network boot process (e.g., with the network 100 and
server components 30'0) is primarily described, however, it is to be understood that the

substantially similar boot process is achieved with such controlling device that is

connected locally or otherwise to the client computef 106 to effect resetting.

The client computer 106 next is booted from the boot server 304 and runs the

client boot program to retrieve boot information from the boot server 304 and file systems

from the file server 306 over the network 100. The network boot performed by the client

computer 106 in such manner uses the standard “bootp” and/or “bootparams” protocols to
network boot the client computer 106 from the boot server 304. The client boot program

continues to operate at the client computer 106 to perform the boot over the network 100
and to enable client computer 106 access to system configuration files from the file server

306 and application and data files from the SM server 308.
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In a step 410, the client computer 106, via netwprk 100 communications between
the client computer 106 and the file server 306, mounts configuration files from the file
server 306. Based on the files so mounted from the file server 306, the hard disk of the
client computer 106 is configured in a step 412, and appropriate disk configurations such
as partitions, volume groups, logical volumes and files systems are set up. Once so
configured, the client computer 106 uses the standard storage manager client application
in a step 414 to restore files from the SM server 308 to the client computer 106. The
standard storage manager client application is the client software or other aﬁplication
which is required by the particular storage manager application for the client device, such
as the client computer 106, to communicaté with the storage manager for backup and
restore operations. Once the client computer 106 has been reconfigured from‘the network
boot by the boot server 304, the client boot program, and configuration files of the file
server 306 in the steps 408, 410, 412, the standard storage manager client application
operates to restore the application and data files in typical manner.

In a step 416, the client computer 106 configures a boot record and configuration
database for the client computer 106, in order that the client computer 106 will have them
available for next client boot operations. The client computer 106 thereafter reboots, in
typical manner, in a step 418. An added step 420 of post-boot clean-up can be required.
In the step 420, any client computer 106 settings and data that are not fully restored from
the rest of the method 400 are adjusted manually or by maintenance programs ot routines
available at the client or over the network 100, as the case may be.

Referring to Fig. 5, details are illustrated of a method 500 of operation of the

BMR server 302, and other server componenté 300, in restoration of the client computer
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106 according to the methods 200, 400 of Figs. 2 and 4, respectively. A step 502 1s

initiated by a user (e.g., system administrator) directing the BMR server 302 to

commence a restore operation of the particular client computer 106. The step 502
includes, for example, input by the user to the BMR server 302 of a run command for the
restore method 500.

In a step 504, the BMR server 302 retrieves or otherwisé attains the appropriate
disk structure for the particulaf client computer 106, for example, by retrieving such
structure information from the storage manager application or other storage or
application, through communications over the network 100 or otherwise as applicable. A
step 506 follows, in whi;:h the format data is retrieved or otherwise attained of the disk
structure for the particular client computer 106 to be recovered. The format data is
available through communications over the network 100 or otherwise as applicable.

Thereafter, in a step 508, the BMR server 302 creates a custom boot program for
the particular client computer 106. The custom boot program includes information
necessary to the client computer 106 to initiate a succeeding network boot and to locate
and access machine configuration data and application and data files on the network 100,
such as from the file server 306 and the SM server 308. The access to data and files
triggered by the boot program is made through communications over the network 100 or
otherwise.

In a step 510, the BMR server 302 manipulates configuration of the boot server
304 and the file server 306 to enable those servers 304, 306 to be available to the
particular client computer 106 over the network 100 for the network boot and restore

operations. Next, in a step 512, the BMR server 302 prepares the respective server
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components 302, 304, 306, 308 and the client computer 106 for communications
therebetween over the network 100.

Referring to Fig. 6, a method 600 is performed by the client computer 106 to
restore the client computer 106 on major failure. A network boot of the client computer
106 is performed in a step 602. As previously mentioned, the network boot is a standard
network boot operation, initiated by the client computer 106 via the boot server 304 in
communication over the network 100 with the client computer 106. The client computer
106 communicates with the boot server 304 in a step 604, in performing the network boot

operation. The client computer 106 next receives over the network 100 in a step 606 the

boot image for the client computer 106 from the boot server 304, and the boot image is

copied to the client computer 106, for example, to random access memory (RAM).

In a step 608, the cliént computer 106 runs the customized boot program for the
particular client computer 106, as obtained by the client computer 106 via
communications over the network 100 from the BMR server 302. The client computer
106 next, in a step 610, mounts the system configuration files for the client computer 106,
as accessed via communications over the network 100 with .the file server 306. The files
mounted to the client computer 106 from the file server 306 in the step 610 include the
operating system for the client computer 106, the storage manager client software
application which is the standard client application for the particular storage manager, and
a BMR client software application that enables the client computer 106 to interact with
the BMR server 302 over the network 100 to perform the restoration.

In a step 612, the hard disk of the client computer 106 is configured to match the

most recent back-up saved by the storage manager. In the step 612, the client computer
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106 communicates over the network 100 with the SM server 308 to recover from the

storage manager the appropriate configuration information. Next, in a step 614, the
application and data files of the client computer 106 are restored from the storage
manager, through communications by the client computer 106 with tfle SM server 308.
The client storage manager software, that is, the typical client software that operates with
the particular storage manager application to restore data from the storage manager,
places the backed-up files from the storage manager within the disk structure of the client
computer 106. The step 612 could alternately involve communications with or by other
or additional elements, rather than or in combination with the SM server 308; for
example, the client device 106 can in a Unix implementation instead communicate with
and recover configuration information from the file server or other equipment or location.
In a step 618, the client computer 106 configures its boot record from the
configuration data obtained from the file server 306 and the SM server 308 in the network
boot via the boot server 304 and the BMR server 302. Various registry and clean-up

operations at the client computer 106, depending on the circumstances and particular

* states of the client computer 106, are then performed in a step 620. The step 620 can be

automated at the client computer 106, automated over the network 100, manual by a user,
or combinations thereof. An auto boot of the client computer 106 then follows in a step
622. After the auto boot of the step 622, additional post-boot adjustments and set-up is
performed to cause the client computer 106 to conform in all respects to the status and
files at the time of the most recent backup by the storage manager application and at the
time the failure occurred. The step 622 is performed automatically by the client computer

106 or over the network 100 by communications with another network device, by manual
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steps of the user of the client device 106 or over the network 100 by the system

administrator, or otherwise or through combinations of the foregoing, all with the result

that the client computer 106 is fully restored to the state prior to the fatlure.

In operation of the systems 100, 300, and the methods 200, 400, 500, and 600,
numerous alternative business and technical arrangements are possible. Although only
particular devices of a communications network and its nodes are herein described and
discussed, particularly, the server computer 104 and the client computer 106, it is to be
expressly understood that such network will typically include numerous client devices

served by the server computer 104 and the storage manager application. In fact,

combinations of client devices, such as the client computer 106 and others, as well as

server devices, such as the server computer 104, its various server components 300, and
others, including, for example, those elements, pluralities of any, certain ones, all of those
elements, and even additional or alternative elements, and other combinations, are all
possible in keeping with the scope of the embodiments herein. The network, itself, can,
for example, be an intranet, even an intranet combination or intranet-extranet
combination, a wide or local area network, a global network, such as the Internet, or
otherwise. Numerous banks of server devices and elements, and pluralities of client
devices or elements, can be possible for restoration according to the embodiments.
Moreover, the various devices can be disparately located and distributed, and can be can
be centrally located or distributed through a wide geographic area in various
combinations and arrangements. In the case of a global network such as the Internet, the
network is capable of communicating by its protocols, which may include standard or

specialized protocols and operations for specific situations.
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In the foregoing specification, the invention has been described with reference to
specific embodiments. However, one of ordinary skill in the art appreciates that various
modifications and changes can be made without departing from the scope of the present
invention as set forth in the claims below. Accordingly, the specification and figures are
to be regarded in an illustrative rather than a restrictive sense, and all such modifications
are intended to be included within the scope of the present invention.

Benefits, other advantages, and solutions to problems have been described above
with regard to specific embodiments. However, the benefits, advantages, solutions to
problems and any element(s) that may cause any benefit, advantage, or solution to occur
or become more pronounced are not to be construed as a critical, required, or essential
feature or element of any or all the claims. As used herein, the terms "comprises”,
"comprising", or any other variation thereof, are intended to cover a non-exclusive
inclusion, such that a process, method, article, or apparatus that comprises a list of
elements does not include only those elements but may include other elements not

expressly listed or inherent to such process, method, article, or apparatus.
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Claims
What is Claimed is:
1. A device restoration system, for restoring a client device to a state prior to

S a major failure, comprising:
a server device;
a network communicatively interconnecting the cliént device and the
server device;
a storage manager accessible to the server device for saving the state; and -

10 a network boot in which the server device causes the client device to boot.

2. A method of restoring a client device of a network on failure of the client
device, wherein the network includes a server computer, comprising the steps of:
| booting the client device via a network boot;
15 creating a boot program for operation on the client device;
configuring the client device according to the boot program and a saved
configuration state;

copying a file to the client device in accordance with a configuration from

the step of configuring.

20
3. The method of claim 2, wherein the steps of booting, creating, configuring,

and copying are performed through communications over the network between the client

device and the server computer.
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4.  The method of claim 2, wherein the step of booting is performed by a boot

server of the network.

5 5. The method of claim 2, wherein the step of creating is performed by the

server computer and the boot program is communicated to the client device.

6. The method of claim 2, wherein the step of configuring the client device is

performed by a file server of the network and a storage manager.

10
7. The method of claim 2, wherein the step of copying is performed by a
storage manager server of the network.
8. The method of claim 2, further comprising the step of:
15 storing an image of the client device via a storage manager application of a

server device of the network.

0. The method of claim 8, wherein the step of storing is performed by a

standard storage manager application and includes backup of the configuration state of

20  the client computer.

10. The method of claim 9, wherein the step of booting is performed by a boot

server of the network; the step of creating is performed by a restore server of the network;
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the step of configuring is performed by a file server of the network and a storage manager
server of the network; and the step of copying is performed by the file server and the

storage manager.

5 11. A method of restoring a client device of a network, the network including
a server device having a storage manager application, comprising the steps of:
backing up configuration data, as well as application and data files, by the
storage manager application; and
restoring the backed up configuration data, as well as application and data

10 files, from the step of backing up, to the client device over the network.

12. The method of claim 11, further comprising the step of:

booting the client device via a standard network boot.

15 13.  The method of claim 12, further comprising the step of:

supplying to the client device a boot program; and

using the boot program at the client device to perform the step of restoring.

14. The method of cleim 11, wherein the client device is remote from the

20  storage manager application.

15.  The method of claim 12, wherein the step of booting is initiated remote

from the client device.
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16. A device restoration system, for restoring a client device to a state prior to
a major failure, comprising:
a controlling device connected to the client device, for resetting the client

5 device;

a storage manager communicatively connected to the client device, for

saving the state; and

a boot program for operating the client device, communicatively connected

to the storage manager, and causing the client device to boot with the state.

10
17. A method of restoring a client device on failure of the client device,
comprising the steps of:
saving a state of the client device prior to the failure
resetting the client device;, |
15 booting the client device; and

configuring the client device according to the state from the step of saving.
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Abstraci

A method restores a client device of a network on major failure of the client
device. The client device is incapable of automatically booting on its own. The network
includes a server computer. The method includes booting the client device over the
network in the restoration operation, configuring the client device according to the boot
program and saved configuration states for the client device, and copying files to the
client device in accordance with the configuration. The client coniputer has access to a
storage manager application, such as a server computer of the network operating a storage
management software program. All client files, including conﬁguratioﬁ files, as well as
application and data ﬁleé, of the client device are saved on the network by the storage
manager application. The client device is booted over the network, rather than locally to
the client device by boot disk or otherwise. The boot program is loaded to the client
device, and the client device retrieves configuration and file information over the network
from the storage manager application. The client device configures its disk according to
the configuration information, and then all other files and data of the client devicé at the
time of failure of the client device are savéd on the disk substantiélly in the condition and
state just prior to the failure and as most recently backed up to the storage manager
application. Alternatively, the client device is reset and booted via a control device either
locally or otherwise connected to the client device, and substantially according to the

method of the network boot.
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COMPUTER RESTORATION SYSTEMS AND METHODS

Backeround of the Invention

The present invention generally relates to computers and local and wide area
interconnected computers and data communications networks and, more particularly,
relates to restoration of computer systems backed up on storage managers, such asin a
network, upon a crash or other similar event which prohibits normal boot up operations.

Computer boot disk crashes and similar major machine failure events, in which
normal boot up operations are thereafter not possible or are otherwise hindered, are
problematic in several respects to system administrators. Conventionally, such events
have required system administrators to completely reconfigure the crashed computer,
including, without limitation, by reconfiguring machine non-volatile random access
memory (NVRAM) settings, loading the computer operating system, replacing
applications and files, retrieving backed up data, and thoroughly re-configuring the
operating system, application programs, drivers, and other operational settings.

Even in instances in which a crash or similar systems failure event does not
require complete restoration of the computer system by the system administrator, a boot

disk, as well as other configurational set ups, are typically required. Boot disks and other
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set up tools are often not readily available in the location of each computer of a network
or other wide area system. Moreover, to restore computer systems of such an
arrangement requires significant time and effort, including to format disk drives, replace
or fix operating systems and errors, reload applications, retrieve backed up data, and
routinely save, as well as additionally reinstitute, operating, network, and application
settings to those at the point of the crash.

Typically, networks and system components of the networks, particularly
distributed and interconnected computers of the networks, are backed-up in normal
system maintenance and administration operations. The backups can include backup of
the system itself, as well as backup of data and applications. Particularly in enterprise
computing systems, each computer of the enterprise network can be backed up regularly
(or as otherwise scheduled or desired) as to data and applications by use of a storage
manager software application. Present storage manager applications provide file and data-
oriented backups of each computer. A number of different software storage manager
applications are available for the enterprise computing environment, for example, the
TSM software of Tivoli Systems (an IBM Corporation subsidiary), Veritas, Legato, and
others.

Although these presently available storage manager back-up resources are
available in the several enterprise computing software packages, the packages have not
made it possible to automatically or readily restore any or each particular computer or
other element of the computing enterprise. The back-up data has merely been available to

assist the system administrator to re-copy and otherwise re-set each computer to the data
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and application status then maintained in back-up. The back-ups from these packages are
merely file and data backups, and can not provide complete restoration of the system.

In order to provide complete system backups, including, for example, operating
system, drivers, and other machine configuration backup, additional backup resources are
required, such as “mksysb” images and “savevg” commands on AIX, a product like Disk
Image on Windows, or otherwise. Such system backups, as compared to file and data
backups of storage manager applications, are not available in many operating systems.
Even when such system backup is maintained and available, machine restoration in the
event of major failure has typically been achieved by system administrators only by
separately employing such system backup to restore the basic operating system and
machine configuration, and then a separate file and data backup of a storage manager
application has been employed to restore the rest of the machine’s data and applications.

The conventional backup and restoration of computers of the enterprise network
has been problematic. For example, the system and file/data backups which must be
maintained in order to perform the restoration are redundant and waste valuable storage
space, network bandwidth, and effort. File and data backups, for instance, are often saved
on individual machines of the network by the backup function of the respective operating
system of each machine. System backup information is similarly saved or has even been
maintained in hard copy or other manual operation. Any backups of the system and
file/data that are saved on the network are, therefore, redundant. Moreover, the
conventional system backups, for example Ignite on HP-UX, NIM on AIX or others, are
often out of date because such backups are not usually performed as frequently as

backups of applications and data performed by the storage manager application. The
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duplicate backup procedures required for system configuration data, on the one hand, and
application files and data, on the other hand, together with various individual machine
and network backup operations, increase the potential for human error when restoring
from the backups. System administrators must juggle tapes and resolve tape access
conflicts between the various backups, including the separate storage manager backup
and the system backup. Also, the machine restoration process typically requires separate
steps of re-installation of the device operating systems, followed by restoration from
backup of application and data files. These separate re-installation of system
configurations, on the one hand, and restoration of application and data file backups, on
the other hand, are largely manual operations which are time consuming and themselves
error-prone.

Tt would be a significant improvement in the art and technology to provide
computer machine restoration systems and methods that alleviate many of the problems
of the conventional backups and restoration processes, and that provide advantages of
time savings, limited manual involvement, and ready and automatic availability of
resources for performing the restoration.

Summary of the Invention

An embodiment of the invention is a device restoration system. The device
restoration system restores a client device to a state prior to a major failure. The system
includes a server device, a network communicatively interconnecting the client device
and the server device, a storage manager accessible to the server device for saving the
state, and a boot process in which the client device boots either from a server device over

a network, or from locally attached media, for example tape, CD-ROM, or floppy disk.
4



10

15

20

PATENT APPLICATION
KRNL:001

Another embodiment of the invention is a method of restoring a client device of a
network on failure of the client device. The network includes a server computer. The
method includes booting the client device via a network or local media boot, creating a
boot program for operation on the client device, configuring the client device according to
the boot program and a saved configuration state, and copying files to the client device in
accordance with a configuration from the step of configuring.

Yet another embodiment of the invention is a method of restoring a client device
of a network. The network includes a server device. The server device has a storage
manager application. The method includes backing up configuration data, as well as
application and data files, by the storage manager application, and restoring the backed up
configuration data, as well as application and data files, from the step of backing up, to
the client device over the network.

Brief Description of the Drawings

The present invention is illustrated by way of example and not limitation in the
accompanying figures, in which like references indicate similar elements, and in which:

FIG. 1 illustrates a network, including a client computer and a server computer
connected over the network, for performing a restoration operation of embodiments of the
present invention on failure of the client computer;

FIG. 2 illustrates a method of the restoration operation performed on the network,
including the client computer and the server computer, of FIG. 1, according to

embodiments of the present invention;
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FIG. 3 illustrates the server computer, including components of a restore server, a
boot server, a file server and a storage management server, and the client computer, each
of FIG.1, according to embodiments of the present invention;

FIG. 4 illustrates a method of restoration of a computer upon operational failure,
according to embodiments of the present invention;

FIG. 5 illustrates a method of operation of the server computer of FIGs. 1 and 3,
according to embodiments of the present invention; and

FIG. 6 illustrates a method of operation of the client computer of FIGs. 1 and 3,
according to embodiments of the present invention.

Detailed Description of Preferred Embodiments

Referring to Fig. 1, a network 100 includes network elements 102
communicatively interconnecting a server computer 104 and a client computer 106. The
network elements 102 include any of a wide variety of conventional networking
components and connectors, such as additional server computers, client computers, and
connection cables or channels, wired, wireless or otherwise. The server computer 104 is
any processing device that is communicatively connected by the network elements 102 to
the client computer 106. The server computer 104 is, for example, a computer device
equipped with software to act as a server of information requested by one or more client
devices over the network 100 and is, typically, a conventional server computer of an
enterprise network of communications and computing elements. The server computer
104 serves to receive requests over the network 100, for example, requests from the client
computer 106, and in response to those requests the server computer 104 returns a

response over the network 100. The server computer 104 is particularly capable of acting
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as a storage manager for interconnected elements and devices of the network or of
communicating with a separate computer (not shown in FIG. 1) that performs storage
management functions.

The client computer 106 of the network 100 is, likewise, any processing or
communications device that is capable of communicating with the server computer 104
over the network 100, by making requests or otherwise. The client computer 106 is, for
example, a desktop or workstation computer. The network 100 is any of a variety of
networking and communications interconnections, such as an intranet, the Internet, a
dedicated network, or other communications network. The network 100 is operable
according to a particular packetized data protocol, such as transport control
protocol/Internet protocol (TCP/IP) or some other network protocol. The server
computer 104 and the client computer 106 communicate over the network 100 via the
particular protocols of the network, such as, for example, according to the standard
Internet network protocol TCP/IP. In normal operations, the client computer 106 makes
requests over the network 100 according to the particular protocols of the network 100,
and the server computer 104 responds over the network 100 in answer to the requests. If
there occurs any major failure of the client computer 106, the client computer 106 can not
boot and can not communicate with the server computer 104 in such manner or otherwise
properly operate.

In the network 100, the server computer 104, in conjunction with the client
computer 106, can perform an automatic restoration operation to the client computer 106,
which enables complete boot-up, reconfiguration, and restoration of systems, files, and

data to the client computer 106. This automatic restoration operation is performed
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without a boot disk at the client computer 106 and includes both system restoration and
file and data restoration. In effect, the restoration operation performed by the network
100, via the server computer 104 and the client computer 106, completely restores the
client computer 106 to the state at the time of the failure.

Referring to Fig. 2, a method 200 is performed by the server computer 104 and the
client computer 106 of the network 100 of Fig. 1, in order to restore the client computer
106 on major failure that prohibits normal boot of the client computer 106. In the method
200, a command is run in a step 202 at the server computer 106 by the system
administrator or other user of the server computer 106. The step 202 initiates a network
reboot of the client computer 106 in a step 204. The network reboot of the step 202
restores the client computer 106 in all respects, including the systems and application and
data files of the client computer 106 at the time of the failure of the client computer 106.

In the method 200, the server computer 104 maintains, or otherwise has access to,
a storage manager device or software application. Such storage managers are
conventional and typically serve to back up to server devices, such as the server computer
104, and restore data of client devices, such as the client computer 106. These storage
managers generally do not back up all files, but only back up application files and data.
Machine configuration states are not typically backed up. In the present embodiments,
the entirety of the client computer 106 is backed up by the storage manager, that is, all
files of the client computer 106, including machine configuration states, as well as the
usual application files and data of the client computer 106, are backed up to the storage
manager. Backups of the client computer 106 which follow an initial full backup of all

configuration and file and data files of the client computer 106 can be incremental

8



15

20

PATENT APPLICATION
KRNL:001

backups of only changed information since an immediately prior backup. By backing up
machine configurations of the client computer 106, at the regular and periodic backup
times for backup operations of the storage manager in backing up application and data
files of the client computer 106, the system configurations, as well as all applications and
data, are backed up by the storage manager. These full backups by the storage manager
are employed to restore the client computer 106 on failure, as further described here.

Referring to Fig. 3, the server computer 104 of Fig. 1 includes four separate,
distinct server components 300, identified in Fig. 3 as a bare metal restore (BMR) server
302, a boot server 304, a file server 306, and a storage manager (SM) server 308. Each of
the boot server 304, the file server 306 and the SM server 308 is communicatively
connected to the BMR server 302. The server components 300 are also communicatively
connected to the client computer 106 over the network elements 102. Although the
respective server components 300 are illustrated in Fig. 3 as distinct and separate server
computers, the server components 300 are merely functions that can be performed and
available on any number and arrangement of computing devices with server functionality.
The server components 300 can be each located on and performed by separate server
devices, or can be grouped onto a single server device or combinations, banks, or other
arrangements of server devices. The server devices functioning as the server components
300 can be centrally located or disparately located devices, all in communication over the
network 100 according to appropriate protocols and features.

Referring to Fig. 4, a method 400 restores the system and application and data
files to the client computer 106 of Figs. 1 and 3, upon a major failure of the client

computer 106. The method 400 is performed between the server components 300 and the
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client computer 106 over the network 100 and, thus, the restoration method 400 can be
initiated, performed and completed from a location remote from the location of the client
computer 106. No boot disk or boot efforts are required directly at the location of the
client computer 106. Rather, an external source or media attached to the client computer
106, such as, for example, the server components 300 in communication with the client
computer 106 over the network 100, or alternatively an attached media and media read
device, such as tape, CD-Rom, or floppy disk, serves to allow the client device 106 to
boot from the server components 300 or media device, as applicable. In such event, the
server components 300 or media device, as applies, permits the client computer 106 to
perform the boot process. The hard drive and other memory of the client computer 106 is
not required in order for the client computer 106 to so boot.

Remote re-boot and restoration of the client computer 106 according to the
method 400, such as via communications of the client computer 106 with networked
elements like the server components 300, are possible if the client computer 106, upon
failure, retains sufficient unaffected resources to communicate over the network 100 with
the server components 300 to reboot via communicated commands with the server
components 300. Remote re-boot and restoration can also occur according to the method
400, for example, in the case of a system like an AIX SP node, where the physical “front
panel” (i.e., on, off, reset and similar control circuitry and equipment) of the client
computer 106 can be manipulated through software from another device, so that the
controlling device can electrically (and, if necessary, mechanically) initiate a reset as if
the reset button on the client computer 106 is triggered. In either event, communications

with devices external to the client computer 106, either over the network 100 by the
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server components 300 or with a connected controlling device, enable the complete
restore operation.

The method 400 is commenced in a step 402 at the BMR server 302 by a user, for
example, a system administrator of the network 100, by a run command input to the BMR
server 302. This run command of the step 402 causes the BMR server 302 to configure
the boot server 304 and the file server 306 to initiate restoration and indicates that the
particular client computer 106 is to be configured and restored. In a step 404, the BMR
server 302 then retrieves configuration data regarding the client computer 106 from the
SM server 308. The configuration data so retrieved is the most recently backed up
machine configuration states, as saved by the storage manager.

The SM server 308 is a conventional storage manager application that serves to
periodically backup and save application and file information present on the client
computer 106, as well as on all other client devices of the network enterprise. An
example of the storage manager application of the SM server 308 is the TSM™ software
of Tivoli Systems (an IBM Corporation subsidiary). Other examples include the storage
manager products of Veritas, Legato, Computer Associates, and others. All such storage
manager applications include features enabling backups of client devices, such as
application programs, data files, and user-settings. These storage manager applications
typically provide backup of application files, data and only certain user-settings, primarily
related to the application files, and do not usually provide storage for operating systems,
log files, and other device-specific system configurations and information. With the
present embodiments, however, the storage manager backs up all of the client computer

106 files, including the client machine configuration settings, as well as the application
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and data files. As previously mentioned, this backup can be incremental with each
regularly scheduled backup operation performed by the storage manager, such that only
changes since an immediately prior backup are backed up with the backup operation.

In a step 406, the BMR server 302 creates a client boot program and makes
available over the network a boot image and file systems for the client computer 106
being restored. The client boot program is delivered over the network 100 to the client
computer 106 once the client computer 106 initializes over the network in a network boot
operation. The boot image and file systems are saved at the boot server 304 and the file
server 306, respectively, and via the network boot process and client boot program are
accessible to the client computer 106 over the network 100 for initiation of restoration
operations. In the following, a network boot process (e.g., with the network 100 and
server components 300) is primarily described, however, it is to be understood that the
substantially similar boot process is achieved with such controlling device that is
connected locally or otherwise to the client computer 106 to effect resetting.

The client computer 106 next is booted from the boot server 304 and runs the
client boot program to retrieve boot information from the boot server 304 and file systems
from the file server 306 over the network 100. The network boot performed by the client
computer 106 in such manner uses the standard “bootp” and/or “bootparams” protocols to
network boot the client computer 106 from the boot server 304. The client boot program
continues to operate at the client computer 106 to perform the boot over the network 100
and to enable client computer 106 access to system configuration files from the file server

306 and application and data files from the SM server 308.
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In a step 410, the client computer 106, via network 100 communications between
the client computer 106 and the file server 306, mounts configuration files from the file
server 306. Based on the files so mounted from the file server 306, the hard disk of the
client computer 106 is configured in a step 412, and appropriate disk configurations such
as partitions, volume groups, logical volumes and files systems are set up. Once so
configured, the client computer 106 uses the standard storage manager client application
in a step 414 to restore files from the SM server 308 to the client computer 106. The
standard storage manager client application is the client software or other application
which is required by the particular storage manager application for the client device, such
as the client computer 106, to communicate with the storage manager for backup and
restore operations. Once the client computer 106 has been reconfigured from the network
boot by the boot server 304, the client boot program, and configuration files of the file
server 306 in the steps 408, 410, 412, the standard storage manager client application
operates to restore the application and data files in typical manner.

In a step 416, the client computer 106 configures a boot record and configuration
database for the client computer 106, in order that the client computer 106 will have them
available for next client boot operations. The client computer 106 thereafter reboots, in
typical manner, in a step 418. An added step 420 of post-boot clean-up can be required.
In the step 420, any client computer 106 settings and data that are not fully restored from
the rest of the method 400 are adjusted manually or by maintenance programs or routines
available at the client or over the network 100, as the case may be.

Referring to Fig. 5, details are illustrated of a method 500 of operation of the

BMR server 302, and other server components 300, in restoration of the client computer
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106 according to the methods 200, 400 of Figs. 2 and 4, respectively. A step 502 is
initiated by a user (e.g., system administrator) directing the BMR server 302 to
commence a restore operation of the particular client computer 106. The step 502
includes, for example, input by the user to the BMR server 302 of a run command for the
restore method 500.

In a step 504, the BMR server 302 retrieves or otherwise attains the appropriate
disk structure for the particular client computer 106, for example, by retrieving such
structure information from the storage manager application or other storage or
application, through communications over the network 100 or otherwise as applicable. A
step 506 follows, in which the format data is retrieved or otherwise attained of the disk
structure for the particular client computer 106 to be recovered. The format data is
available through communications over the network 100 or otherwise as applicable.

Thereafter, in a step 508, the BMR server 302 creates a custom boot program for
the particular client computer 106. The custom boot program includes information
necessary to the client computer 106 to initiate a succeeding network boot and to locate
and access machine configuration data and application and data files on the network 100,
such as from the file server 306 and the SM server 308. The access to data and files
triggered by the boot program is made through communications over the network 100 or
otherwise.

In a step 510, the BMR server 302 manipulates configuration of the boot server
304 and the file server 306 to enable those servers 304, 306 to be available to the
particular client computer 106 over the network 100 for the network boot and restore

operations. Next, in a step 512, the BMR server 302 prepares the respective server
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