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UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

FORTINET, INC.,
Petitioner,

V.

SOPHOS INC.,
Patent Owner.

Case IPR2015-00619
Patent 8,607,347 B2

Before BRYAN F. MOORE, PETER P. CHEN, and
MICHELLE N. WORMMEESTER, Administrative Patent Judges.

CHEN, Administrative Patent Judge.

DECISION
Institution of Inter Partes Review
37 C.F.R.842.108
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I. INTRODUCTION
A. Background

Fortinet, Inc. (“Petitioner”) filed a Petition (Paper 3, “Pet.”)
requesting an inter partes review of claims 1, 2, 5, 7, 9, 13, 17, 19, and 21 of
U.S. Patent No. 8,607,347 B2 (Ex. 1001, “the *347 patent”). Sophos Inc.
(“Patent Owner”) did not file a Preliminary Response. We have jurisdiction
under 35 U.S.C. § 314(a), which provides that an inter partes review may
not be instituted “unless . . . there is a reasonable likelihood that the
petitioner would prevail with respect to at least 1 of the claims challenged in
the petition.”

Upon consideration of the Petition, and for the reasons explained
below, we determine that Petitioner has shown that there is a reasonable
likelihood that it would prevail with respect to at least one of the challenged
claims. We institute an inter partes review of claims 1, 2,5, 7, 9, 13, 17, 19,
and 21 of the *347 patent.

B. Related Proceedings

The parties identify the following case involving the *347 patent:
Fortinet, Inc. v. Sophos Inc., Case No. 3:13-cv-005831-EMC (N.D. Cal.).
Pet. 4; Paper 5. Patent Owner further identifies two pending requests for
inter partes review involving patents commonly owned with the 347 patent:
IPR2015-00617 and IPR2015-00618. Paper 5.

C. The ’347 Patent
The *347 patent is titled “Network Stream Scanning Facility,” and
describes a content request and retrieval system and method to protect client

machines from potentially malicious content. Ex. 1001, Abstract. In
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particular, the *347 patent discloses a system and method to “provide
improved throughput capabilities related to malware scanning of a file or
stream of data within the constraints of a network environment.” 1d. at

1:33-39. Figure 2 of the 347 patent is reproduced below.
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Figure 2 is a block diagram of the system disclosed in the *347 patent and
depicts content requesting computing facility 202 (for example, a user acting
on a client machine), content 204, network 208 (for example, the Internet, an
intranet, a LAN, a WAN, or a cell phone network), network device 210 (for
example, a server, router, application device, switch, bridge, hub, or
repeater) with on-device analysis tools 220, network stream scanning facility
212, and source lookup database 214 and checksum lookup database 218
associated with network stream scanning facility. Ex. 1001, 18:11-20, 47—
48, 52-56.
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Content requesting computing facility 202 may request content 204.
Network device 210 may utilize network stream scanning facility 212 to
protect against malware threats in content 204, such as by using a
combination of on-device analysis tools 220 and off-device source lookup
database 214 and checksum lookup database 218. Id. at 18:20-28.

Figure 4 of the *347 patent is reproduced below.
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Figure 4 is a process flow diagram of the method disclosed by the *347

patent. Ex. 1001, 2:49-50. At step 404, the content requesting computing
facility (computer) sends a request to the network device. 1d. at 21:8-10.
The request includes a source from which the network device is to retrieve
content from the network. Id. At step 408, the network device performs a

lookup of the source against a database of known sources. Id. at 21:10-14.
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The database may include, for example, a “white list” of known trustworthy
URLs, or a “black list” of known untrustworthy URLs. Id. at 21:29-35.

At step 410, the network device retrieves the requested content and at
step 412, the network device calculates a checksum of the content. Id. at
21:13-15. At step 414, the network device performs a lookup of the
checksum against a database of checksums for known malware. Id. at
21:15-20. At step 418, the network device takes action based on at least one

of the source database lookup and the checksum lookup. Id. at 21:20-25.

D. The Challenged Claims
Petitioner challenges claims 1, 2, 5, 7, 9, 13, 17, 19, and 21 of the
’347 patent. Independent claim 1 is illustrative of the claimed subject matter
and is reproduced below:
1. A method of scanning data comprising:
receiving a request for network content at a scanning facility, the
request received from a content requesting computing facility

remote from the scanning facility, and the request including a
source from which to retrieve the network content;

performing a source lookup for the request at the scanning facility,
wherein the source lookup requests data concerning the source of
the request from a networked source lookup database, and wherein
the networked source lookup database responds with a
characterization of the source;

retrieving the network content to the scanning facility;
calculating a checksum of the network content;
performing a checksum lookup on the checksum, wherein the

checksum lookup is from a networked checksum lookup database
that stores checksums for known malware content; and

[
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