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UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

SPECTRUM BRANDS, INC,,
Petitioner,

V.

ASSA ABLOY AB,
Patent Owner.

Case IPR2015-01563
Patent 7,706,778

Before RAMA G. ELLURU, BEVERLY M. BUNTING, and
CHRISTOPHER G. PAULRAJ, Administrative Patent Judges.

BUNTING, Administrative Patent Judge.

DECISION
Denying Institution of Inter Partes Review
37 C.F.R. §42.108
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I. INTRODUCTION
Spectrum Brands, Inc. (*Petitioner”) filed a Petition requesting inter

partes review of claims 1, 4, 6, 8, 10-14, 16-18, 22-25, 28-31, 33, and 34
(the “challenged claims™) of U.S. Patent No. 7,706,778 (Exhibit 1001, “the
"778 patent”) pursuant to 35 U.S.C. 88 311-319. Paper 1 (“Pet.”). Patent
Owner, Assa Abloy AB. (“Patent Owner”) waived filing of a Preliminary
Response to the Petition. Paper 6. We have jurisdiction under 35 U.S.C.

8§ 314, which provides that an inter partes review may not be instituted
“unless . . . there is a reasonable likelihood that the petitioner would prevail
with respect to at least 1 of the claims challenged in the petition.”

Upon consideration of the information presented in the Petition, and
for the reasons explained below, we determine that Petitioner has not
established a reasonable likelihood that the challenged claims are
unpatentable. Accordingly, we decline to institute an inter partes review of

the challenged claims of the *778 patent.

1. BACKGROUND
A. Related Matters
The parties indicate that the *778 patent is the subject of the following
district court action: HID Global Corporation et al. v. Kwikset Corporation
et al., No. 14-cv-00947-CJC-DFM (C.D. Cal.). Pet. 5, Paper 5, 2. Petitioner
filed an additional petition requesting inter partes review of the following
related patent: U.S. Patent No. 8,150,374 (IPR2015-01562)." Id.

' IPR2015-01440 and IPR2015-01441 involving the 778 patent and U.S.
Patent No. 8,150,374, respectively, were both terminated pursuant to a
settlement agreement.
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B. The *778 Patent (Ex. 1001)

The *778 patent is directed to the use of mobile devices in an access
control system to control “access to assets, places, or things by having
access credentials remotely assigned and revoked.” Ex. 1001, 1:20-21. As
shown in Figure 1, reproduced below, the system 100 automatically and

remotely updates credential information associated with the mobile device.
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Figure 1 is a diagrammatic view of a system for authenticating mobile
devices and remotely updating associated credentials. 1d. at 4:40-42.

System 100 includes controller 102 coupled to a plurality of readers 108 via
interconnecting hub 104. Id. at 4:66-5:1. The controller also communicates
with at least one of the plurality of mobile devices 112 via communication
network 116. Id. at 6:61-63. The reader is associated with a particular

asset, and “is adapted for exchanging information with the controller 102
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and for requesting data from the mobile device 112 to verify the authenticity
of the mobile device.” 1d. at 6:9-13.

The mobile device contains a memory 200 that “may be selectively
modified and/or erased by the controller 102 and/or the reader 108.” Id. at
8:1-3. Identification information, including “credential information of the
user of the mobile device 112, for instance, unique IDs, manufacture IDs,
passwords, keys, encryption schemes, transmission protocols, and the like”
Is loaded into the mobile device memory. Id. at 8:9-12. The mobile device
memory also includes self-authenticating data, e.g., “assets the mobile
device 112 has access to, times of allowed access to each asset, and other
data that can assist the mobile device in determining if it is eligible to gain
access to a particular asset” (Id. at 8:22-25) and self-authenticating
functions, e.g., “us[ing] the self-authenticating data to enable the mobile
device 112 to make a determination of its own access rights with respect to
an asset” (Id. at 8:25-28).

Upon presentation of the mobile device to the reader, the reader
provides asset information and time of day information to the mobile device.
Id. at 8:35-38. The mobile device analyzes the asset information and time
of day information using its self-authenticating data to determine whether it
is allowed to access the asset. Id. at 8:38-41. If the mobile device
determines that it is allowed access to the asset (Id. at 8:44-45), it sends a
signal to the reader “indicating that validation of the mobile device 112 has
been confirmed and access should be granted” so that the reader allows
access to the asset. 1d. at 8:46-47.

The *778 patent further describes in Figure 3 a method for

automatically and remotely updating credential information on the mobile
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device. Id. at 9:36-39; Fig. 3. For example, if credential information used
by a mobile device to verify its authenticity is changed at the controller, the
memory of the mobile device is likewise updated. Id. at 9:40-10:6. In
another embodiment of a method for automatically and remotely updating
credential information on the mobile device, described in Figure 4, a time
interval between credential updates is determined. Id. at 10:7-23. New
credential information is sent to the readers and the mobile devices
periodically to keep self-authenticating data and/or functions active and up
to date. Id. at 10:51-54.

C. MHlustrative Claim
Of the challenged claims, claims 1, 16 and 33 of the *778 patent are
independent. Claim 1 is illustrative of the challenged claims and is

reproduced below:

1. A method of remotely maintaining a secure access
system, comprising:

receiving, at a secure access system controller, a
credential update for at least one user of the secure
access system;

In response to receiving the credential update, said
controller automatically initiating a system update
process, the system update process comprising:

generating a message comprising information
representing the credential update;

determining at least one target for said message,
wherein said at least one target comprises at least
one mobile device associated with the at least one
user; and
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