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PATENT DOCKETNO.10179US01

COMPUTING ENVIRONMENT HAVING SECURE STORAGE DEVICE

Technical Field

This invention relates generally to the field of data storage devices, and more

particularly to a computer that automatically operates in a full-access data storage

mode when the computer senses the use of a secure storage device.

Background

There are many challenges to creating a highly secure computing environment

including preventing eavesdroppers from accessing private communications,

preventing vandals from tampering with information while in transit from sender to

receiver, authenticating users logging into a network, verifying a network serveris

indeed the serverit professes to be and safeguarding confidential documents from

unauthorized individuals.

Oneofthe greatest challenges, however, is preventing the authorized user

from using sensitive data in an unauthorized manner. For example, with

conventional security measuresit is very difficult to prevent an authorized user from

appropriating sensitive data by simply copying the sensitive data to a removable

storage device such as floppy diskette. For these reasons, and for other reasons

stated below which will become apparent to those skilled in the art upon reading and

understanding the present specification, there is a need in the art for an improved

mechanism for preventing the appropriation of sensitive data.

Summary

According to the invention, the above-mentioned problemsare addressed by

a secure computing environment in which a computer automatically operates in a

secure “full-access” data storage mode when the computerdetects the presence of a
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secure removable storage device. If the computer senses 2 non-secure removable

storage device then the computer automatically operates in a ”restricted-access”

mode.

In the secure full-access mode, storage management software uses a

cryptographic key to encrypt and decrypt the data stream between the computer and

the removable storage device. Depending upontheselected security level, the

cryptographic key is generated by a combination of the following:(1) device-specific

information derived of the removable storage device, (2) manufacturing information

that has been etched onto the storage device, (3) drive-specific information, such as

drive calibration parameters, retrieved from the storage drive, and (4) user-specific

information such as a password or biometric information such as input received from

a fingerprint scan orretina scan.

In addition, the present invention facilitates the use of a secure storage device

as a secure “access card” by whichthe user gains accessto sensitive data of the

organization. Morespecifically, the user is permitted to access sensitive data stored

on other local storage devices, or on remote computers within the organization, only

whenthe computeris operatingin full-access data storage mode.

In the restricted-access mode, however, the computer operates the storage

drive as a read-only drive such that the user can read data from the removable

storage device but cannot write data to the drive. Alternatively, the user can access

only non-sensitive data within the organization and maybe allowed to write the non-

sensitive data to the removable storage device in an unencrypted format.

Brief Description of the Drawings

Figure 1 is a block diagram of a computer that automatically operates in a

secure data storage mode whena secure storage deviceis detected;

Figure 2 is a flow chart illustrating one embodiment of a method by which a

software application executing on the computer ofFigure 1 determines whether to

configure the computer to operate in full-access mode on restricted-access mode;
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Figures 3A and 3Billustrate one embodiment in which the storage device of

Figure 1 is an LS-120 SuperDisk™ diskette from Imation Corporation; and

Figure4 illustrates a layout for storing data on a disc-shaped magnetic

medium within the Imation SuperDisk.

Detailed Description

The following sections describe in detail how the present invention addresses

the problemsoutlined above. In the following detailed description, references are

madeto the accompanying drawings thatillustrate specific embodiments in which the

invention may be practiced.

System Level Overview

Figure 1 illustrates a block diagram of a computer 100 that automatically

Operates in a secure data storage mode when the computer 100 senses that storage

device 151 is a secure storage device. As shownin Figure 1, the computer 100

includes a processor 112 that in one embodiment belongs to the PENTIUM® family

of microprocessors manufactured by the Intel Corporation of Santa Clara, California.

However, it should be understood that the invention can be implemented on

computers based upon other microprocessors, such as the MIPS® family of

microprocessorsfrom the Silicon Graphics Corporation, the POWERPC®family of

microprocessors from both the Motorola Corporation and the IBM Corporation, the

PRECISION ARCHITECTURE”family of microprocessors from the Hewlett-

Packard Company, the SPARC®family of microprocessors from the Sun

Microsystems Corporation, or the ALPHA® family of microprocessorsfrom the

Compaq Computer Corporation. Computer 100 represents any server, personal

computer, laptop or even a battery-powered, pocket-sized, mobile computer known

as a hand-held PC.

Computer 100 includes system memory 113 (including read only memory

(ROM) 114 and random access memory (RAM) 115), which is connected to the
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processor 112 by a system data/address bus 116. ROM 114 represents any device

that is primarily read-only including electrically erasable programmable read-only

memory (EEPROM),flash memory, etc. RAM 115 represents any random access

memory such as Synchronous Dynamic Random Access Memory.

Within the computer 100, input/output bus 118 is connected to the data/address

bus 116 via bus controller 119. In one embodiment, input/output bus 118 is

implemented as a standard Peripheral Component Interconnect (PCI) bus. The bus

controller 119 examines all signals from the processor 112 to route the signals to the

appropriate bus. Signals between the processor 112 and the system memory 113 are

merely passed through the bus controller 119. However, signals from the processor 112

intended for devices other than system memory 113 are routed onto the input/output bus

118. Video display 124 or other kind of display is connected to the input/output bus

118 via a video adapter 125.

Various storage drives are connected to the input/output bus 118 including hard

disk drive 120 and one or more removable media drives 12] that are used to access one

or more removable storage devices 151. Each storage device 151 represents a

removable device having a storage medium for holding digital information such as a

floppy diskette, a magneto-optical storage device, an optical disk, a SuperDisk™

diskette, a Zip™disk, a Jazz™disk, a tape cartridge, etc. Each removable media drive

121 represents a device suitable for servicing access requests for storage device 151

such as a floppy drive, a magneto-optical drive, a CD-ROM drive, a SuperDisk™drive,

a removable-cartridge drive such as a Zip™drive, or even a tape drive.

A user enters commands and information into the computer 100 by using a

keyboard 40 and/or pointing device, such as a mouse 42, which are connected to bus

118 via input/output ports 128. Other types of pointing devices (not shown in Figure 1)

include track pads, track bails, joy sticks, data gloves, head trackers, and other devices

suitable for positioning a cursor on the video display 124.

Software applications 136 and data are typically stored via one of the storage

devices, which mayinclude the hard disk 120 or storage devices 151, and are copied to
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