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(57) ABSTRACT 

One embodiment of the present invention provides a plug-in 
architecture for a network stack in an operating system. The 
network stack includes a set of functions con?gured to 
modify a set of parameters that are likely to change based on 
the network environment. The architecture includes a plug 
in framework within the network stack that allows the set of 
functions to be dynamically changed in order to change the 
TCP behavior of the network stack to suit the network 
environment. 
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PLUG-IN ARCHITECTURE FOR A NETWORK 
STACK IN AN OPERATING SYSTEM 

RELATED APPLICATION 

[0001] The subject matter of this application is related to 
the subject matter in a co-pending non-provisional applica 
tion by the same inventors as the instant application and ?led 
on the same day as the instant application entitled, “Method 
and Apparatus for Dynamically Changing the TCP Behavior 
of a Network Connection,” having serial number TO BE 
ASSIGNED, and ?ling date TO BE ASSIGNED (Attorney 
Docket No. SUN06-0663). 

BACKGROUND 

[0002] 1. Field of the Invention 

[0003] The present invention generally relates to computer 
netWorks. More speci?cally, the present invention relates to 
a plug-in architecture for a netWork stack in an operating 
system. 

[0004] 2. RelatedArt 

[0005] The transmission control protocol (TCP) is part of 
the core Internet protocol Which is used to transfer data 
betWeen computing devices. The goal of TCP is to transfer 
data from an application on a computing device through a 
shared netWork resource to a second device as quickly, 
efficiently, and reliably as possible, despite potential con 
tention and congestion. 

[0006] While the basic operation of TCP has not changed 
dramatically since the initial publication of the standard in 
1981, the protocol has been forced to evolve in response to 
changing netWork conditions such as neW link types (e.g., 
Wireless netWorks) and higher bandWidth Wired netWorks. 
Substantial ongoing research on congestion control and 
avoidance has resulted in numerous TCP congestion control 
techniques, such as Reno, NeW Reno, Vegas, HS-TCP, Fast 
TCP, S-TCP, and Bic-TCP. HoWever, such congestion con 
trol techniques add substantial complexity to TCP and the 
netWork stack. Furthermore, end-to-end links can traverse 
numerous netWorks With diverse characteristics, and no 
single congestion control approach encompasses the Wide 
range of modern netWorks. 

[0007] Hence, What is needed are architectures and meth 
ods that facilitate congestion control for TCP Without the 
limitations of existing approaches. 

SUMMARY 

[0008] One embodiment of the present invention provides 
a plug-in architecture for a netWork stack in an operating 
system. The netWork stack includes a set of functions 
con?gured to modify a set of parameters that are likely to 
change based on the netWork environment. The architecture 
includes a plug-in frameWork Within the netWork stack that 
alloWs the set of functions to be dynamically changed in 
order to change the TCP behavior of the netWork stack to 
suit the netWork environment. 

[0009] In a variation on this embodiment, the parameters 
include: 

[0010] a round-trip time (“RTT”), Which is the time it 
takes a data packet to travel from the ?rst computer 
system to the second computer system and back; 
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[0011] a congestion WindoW (“cWnd”), Which speci?es 
the number of data packets that can be transmitted 
Without having received corresponding acknoWledge 
ment packets; and/or 

[0012] a sloW-start threshold (“ssthresh”), Which deter 
mines hoW the siZe of the congestion WindoW 
increases. 

[0013] In a variation on this embodiment, changing the set 
of functions changes the transmit and receive characteristics 
of the netWork stack, thereby changing the congestion 
control technique for the netWork stack. 

[0014] In a further variation, the set of functions are 
triggered by events that include: 

[0015] the receipt of a positive acknoWledgement indi 
cating that a packet Was received; 

[0016] the receipt of negative acknoWledgements indi 
cating that packets may have been lost; 

[0017] the receipt of a selective acknoWledgement that 
identi?es received packets; 

[0018] 

[0019] 
[0020] a call-back occurring either before or after a 

packet transmission; and 

[0021] the receipt of an explicit congestion noti?cation 
(ECN). 

[0022] In a further variation, triggering an event prompts 
the set of functions to update the set of parameters. 

[0023] In a variation on this embodiment, the netWork 
stack maintains a set of generic state information, and the set 
of functions maintains a set of state separate from the set of 
generic state information. The set of functions can access the 
set of generic state information. 

[0024] In a variation on this embodiment, the set of 
functions is implemented as a dynamically loadable kernel 
module. 

[0025] In a variation on this embodiment, changing the set 
of functions alloWs the netWork stack to dynamically change 
TCP behavior and thereby transmit ef?ciently across diverse 
and changing netWork environments. 

the expiration of a timer; 

the elapse of a round-trip time interval; 

BRIEF DESCRIPTION OF THE FIGURES 

[0026] FIG. 1 illustrates tWo computer systems commu 
nicating over a netWork link in accordance With an embodi 
ment of the present invention. 

[0027] FIG. 2 illustrates TCP transmit and receive inter 
actions in accordance With an embodiment of the present 
invention. 

[0028] FIG. 3 presents a How chart illustrating the process 
of changing the TCP behavior of a netWork connection in 
accordance With an embodiment of the present invention. 

DETAILED DESCRIPTION 

[0029] The folloWing description is presented to enable 
any person skilled in the art to make and use the invention, 
and is provided in the context of a particular application and 
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