
PayPal Ex.1012, p.1

United States Patent [19]

US005898154A

[11] Patent Number: 5,898,154

Rosen [45] Date of Patent: *Apr. 27, 1999

[54] SYSTEM AND METHOD FOR UPDATING OTHER PUBLICATIONS
SECURITY INFORMATION IN A TIME-
BASED ELECTRONIC MONETARY SYSTEM

[75] Inventor: Sholom S. Rosen, New York, N.Y.

[73] Assignee: Citibank, N.A., New York, NY.

[*] N0tiC6I This patent is subject to a temiinal dis-claimer.

[21] Appl. No.: 08/371,201

[22] Filed: Jan. 11, 1995

Related U.S. Application Data

[62] Division of application No. 07/794,112, Nov. 15, 1991, Pat.
No. 5,453,001.

[51] Int. C|.6 G06K 7/10; G06F 17/60
[52] U.S. Cl. ................. .. 235/379; 380/24
[58] Field of Search .............................. .. 380/24; 235/379

[56] References Cited

U.S. PATENT DOCUMENTS

3,559,175 1/1971 Pomeroy .
3,573,747 4/1971 Adams et al. .
3,749,887 7/1973 Giuliani .
3,852,571 12/1974 Hall et al. .
3,906,460 9/1975 Halpern .
3,932,730 1/1976 Ambrosio .
3,934,122 1/1976 Riccitelli .

(List continued on next page.)
FOREIGN PATENT DOCUMENTS

B—51249/90 9/1990 Australia .
0 172 670 A2

[B 2/1986 European Pat. Off. .
172670 A2 2/1986 European Pat. Off. .

0 346 180 B1 12/1989 European Pat. Off. .
391261 B1 10/1990 European Pat. Off. .0 416 916 A2

A3 3/1991 European Pat. Off. .

(List continued on next page.)

.4

ft M
&—/ MO

ix 5_ , 

Chaum, David, “Advances in Cryptology Proceedings of
Crypto 83.” Plenum Press, New York 1983, pp. 377-382.
Bruce Schneier “Applied Cryptography” 1994, pp. 417-429.
Stephen M. Bellovin and Michael Merritt, “Limitations of
the Kerberos Authentication System” Winter, 1991 pp. 1-16.
“Le paiemcnt électronique”, P. Rémery, J .C. Pailles and F.
Lay, L’Ech0 des Recherches, No. 134, 4“ trimester 1988
-original French version and English translation.

“(Latest) Checking Practice”, IIitoshi Iloriuchi, Consultant
C0. -, Jul. 10, 1982, 10th Edition, English translation and
original Japanese reference.

(List continued on next page.)

Primary Examiner—Donald Hajec
Assistant‘ Exzzminer—M ark Treinblay
Attorney, Agent, or Firm—Morgan & Finnegan, L.L.P.

[57] ABSTRACT

An improved monetary system using electronic media to
exchange economic value securely and reliably. The inven-
tion provides a complete monetary system having electronic
money that is interchangeable with conventional paper
money comprising (1) issuing banks or financial institutions
that are coupled to a money generator device for generating
and issuing to subscribing customers electronic money
including electronic currency backed by demand deposits, or
electronic credit authorizations; (2) correspondent banks
that accept and distribute the electronic money; (3) a plu-
rality of transaction devices that are used by subscribers for
storing electronic money, for performing money transactions
with the on—line systems of the participating banks or for
exchanging electronic money with other like transaction
devices; (4) teller devices, associated with the issuing and
correspondent banks, for process handling and interfacing
the transaction devices to the issuing and correspondent
banks, and for interfacing between the issuing and corre-
spondent banks themselves; (5) a security arrangement for
maintaining the integrity of the system; and (6) reconcilia-
tion and clearing processes to monitor and balance the
monetary System.

14 Claims, 69 Drawing Sheets
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