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APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.

13/556,420 01/06/2015 8930719 SCOT0014-6 5811

 
31518 7590 12/17/2014

NEIFELD IP LAW, PC
4813-B EISENHOWER AVENUE

ALEXANDRIA, VA 22304

ISSUE NOTIFICATION

The projected patent numberandissue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustmentis 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustmenton the front page.

If a Continued Prosecution Application (CPA) wasfiled in the above-identified application, the filing date that
determines Patent Term Adjustmentis the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEBsite (http://pair-uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM)at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEBsite http://pair.uspto.gov for additional applicants):

Scott A. Moskowitz, SunnyIsles Beach, FL;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
worksto encourage andfacilitate business investment. To learn more about why the USAis the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA. gov.

IR103 (Rey. 10/09)
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Receipt date: 10/04/2012 13556420 - GAU: 2432
Change(s) applied
to document,

/MTA-Eptinted: October 4, 2012 (11:13am)
10/29/28ath: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014-6\Drafts\ReferenceCitationList.SCOT0014-610-3-2012.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET: 13/556,420 / SCOT0014-6
37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER REFERENCE PUBLICATION PUBLICATION NAMEOF PAGE/LINE AND
INITIALS NUMBER NUMBER DATE PATENTEE OR FIGURE/ELEMENT

(P SERLES) APPLICANT OF RELEVANT
MATERIAL AND/OR
IDENTIFICATION OF
PRIORITY
APPLICATIONIN

20100005308 January 2010

Pros:Panne[ane[sonic
ce

{30 Trassaos[oorr
12/9/TOTPoTrowsamore[roam[ar|—_—*
 
 ee 2oo2o0s7esi|may2002|robes||

EXAMINER'S SIGNATURE: /izunna Okeke/03/21/2013 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.O/
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Application/Control No.

Issue Classification|j 3555400

Examiner

IZUNNA OKEKE

oO Claims renumberedin the same order as presented by applicant oO

Applicant(s)/Patent Under Reexamination

MOSKOWITZ, SCOTT A.

Art Unit

2432

oO To. O R41.47

Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
1 58 17 74
 

 
 
 

 
 

 
 
 

 
 
 

 
 
 

    
Change(s) applied
to document,

/N.DW/

10/17/2014

(Assistant Examiner)
/IZUNNA OKEKE/

Primary Examiner.Art Unit 2432

(Primary Examiner)

U.S. Patent and Trademark Office

 
49 106
50 107

 

    

Total Claims Allowed:

50

09/06/2014 0.G. Print Claim(s) O.G. Print Figure

(Date) 98 1
Part of Paper No. 20140905
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Receipt date: 05/08/2014 13556420 - GAU: 2432

Change(s) ap
to document,

/M.AELY/

10/29/2014

Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

 
 EXAMINER REFERENCE PUBLICATION PUBLICATION COUNTRY OR PAGE/LINE \CES CITED

INITIALS NUMBER NUMBER DATE REGION AND JERED
(F SERIES) FIGURE/ELE

MENT OF
RELEVANT
MATERIAT.

 

 
  

       
          

*

*

st
|

WO0023385Al1]|Oct 2002 WO

   

99/06/2014 EXAMINER'S SIGNATURE:
/lzunna Okeke! 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.O/
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Receipt date: 05/08/2014

Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

LISTING OF FOREIGN AND INTERNATIONAL PATENT DOCUMENTS- F Series

EXAMINER
INITIALS

REFERENCE PUBLICATION PUBLICATION COUNTRY OR
NUMBER NUMBER DATE REGION
(F SERIES) EK

AND
PAGE/LINE

GURE/ELE

13556420 - GAU: 2432

 
 \CES CITED

JERED

 

 
  

F O1-

F 02

F 03-

F 04-

F 05-

F 06-

EF O7-

F 08-
 
*Q9-

zr oO 0.

a oO 2.

3

sazr 2oO 4

5

mszs oOoO

1

6

7sa °o

va o

Change(s) ap
ta document,

/M.FEL/Z

10/29/2014

8zs oO

 
1 Oo 9-

*Q20-

F O21-

 
F 022-

  MENT OF
RELEVANT
MATERIAT.

               
EP0372601

EP0565947

FP0581317

EXAMINFR'S

Jun., 1990

Oct., 1993

Feb., 1994

Apr., 1995

May., 1995

Dec., 2007

Sep., 1998

May., 1995

Sep., 1996

Jul., 1997

Nov., 1997

Aug., 1998

Oct., 1999

Dec., 1999

Dec., 1999

Jan, 1997

batthpehlstone

Sept 2000

Dec 1996

July 1996

March 2001

June 2001

SIGNATURRE:

C?

>Td 4g

: 
EP

NL

WO

WO

WO

WO

WO

WO

WO

WO

WO

WO

WO

WO

LP

WO

WO

 
/izunna Okeke! 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /LO.
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Receipt date: 05/08/2014 13556420 - GAU: 2432

Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER PUBLICATION PUBLICATION NAMEOF REFERENCES CITED
INITIALS NUMBER DATE PATENTEE OR AND CONSIDERED

APPLICANT BY EXAMINER IN
PARENT CASE
IDENTUYIED BY
PILACEMENTOF "X""

Change(s) app TeapresTroe[ramones[means|ae|to document,
2 2 : 9 how t

 
  

xLe|xX
~*~

+t
~

~

*

~PromPasiansnin[ton[|x_|
PresPansean.[tone[|x|
ProstPanne[apaino[atin[|x_|
ee
ProsParseranas[nose[x_|

Jafing9.2005[ress[amo[wae[tse|
ProsYamanefosame|tw[x
Prosfamerrerans[xfx|
ee
[TreesPanenonss[naan[town[|__|
[YrPanrssns—[osanio|vatonin[|_|
rd _
py —

~*~

~*

~

~*~

~

*

*

~

P 090 20110019691 Jan 2011

P O91 20030023852 Jan. 2003

ag/ge/e2ot4 EXAMINER'S SIGNATURF: /izunna Okeke/

 
 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.O/
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Receipt date: 05/08/2014

Change(s) ap
ta document,

/MAEY

10/29/2014

Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER REFERENCE PATENT NUMBE ISSUE DATE NAMEOF
INITIALS NUMBER PATENTEE OR

(U SERIES) APPLICANT

 
   

 

13556420 - GAU: 2432

REFERENCES CITED
AND CONSIDERED
BY EXAMINER IN
PARENT CASE
IDENTITIED BY
PT.ACEMENTOF "X"

U 0367 6556976 ArabOBFApril 29, 200%2 tl

  
EXAMINRR'S SIGNATURE: Jizunna Okeke/

|
i
SC
PJstasras[ty|
Powisorsse[sna[tom|—_—
PYweits[orrnen[gens[oo|
SC
eeee
YvesProne[as|mee|
Possrnfrevae[mf_—*d
Ce

 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /LO.
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Receipt date: 05/08/2014

1 ;_, Printed; May 8, 2014 (1:29pm)C ange(s) apa! ‘\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
to documen tnc\SCOT0014-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd

13556420 - GAU: 2432

J/M.HE./ 37 CFR 1.98(a)(1)G@) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)(ii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

10/29/2014
EXAMINER
INITIALS

 
   

 
REFERENCE PATENT NUMBE ISSUE DATE NAMEOF REFERENCES CITED
NUMBER PATENTEE OR AND CONSIDERED
(U SERIES) APPLICANT BY EXAMINER IN

PARENT CASE
IDENTITIED BY
PT.ACEMENTOF "X"

&

5aSuoeo Nv2ows 
09/08/2014 EXAMINER'S SIGNATURE: fizunna Okeke!

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH.
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Receipt date: 05/08/2014

Change(s
to docume

Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

13556420 - GAU: 2432

EXAMINER
INITIALS

July 9, 2002

JM.

10/29/20

REFERENCE
NUMBER
(U SERIES) 

0275U

U i]276

U 0277

78
k3)U

U ~~)

N

279

U 0280

U

U 0282

U 0283

U 0284

U 0285

U 0286

i]U 0287

U 0288

89
k

3)No3)
U

U ~~)

N

290

U 0291

U 0292

U 0293

U 0294

NdU 0295

U 0296

 
U 0297

09/06/2014

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /LO.

 
   PATENT NUMBE

281 7647502 January 2010 
EXAMINFR'S SIGNATURF:

NAMEOF
PATENTEE OR
APPLICANT

REFERENCES CITED
AND CONSIDERED
BY EXAMINER IN
PARENT CASE
IDENTITIED BY
PT.ACEMENTOF "X"

ISSUE DATE

November 2008

December 2008

January 2009

May 2009

May 2009

July 2009

Wirtz,

[xine[x
Nov2000 Guedalia

| tie[|x
2002 Wiser

January 2010

August 2010

January 2006

June 2000

Apr 2006

Feb 2010

Oct 2007

May 2002

Jan 2004 ~

*

*

May

May2001 Downs

Soumiya

Oct 2005
 
Nov1998

Oct 1998

(zunna Okeke/ 
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Receipt date: 05/08/2014
Change(s) applied
to document,

/M1Printed: May8, 2014 (1:29pm)

10/29Path,¥\Clients\SCOT Scott A Moskowitz and Wistaria Trading,{nc\SCOTOO14-6\Drafts\ReferenceCitationList_SCOTO0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

13556420 - GAU: 2432

EXAMINER
INITIALS

6,968,357

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH.

 
   

 
REFERENCE PATENT NUMBE ISSUE DATE NAMEOF REFERENCES CITED
NUMBER PATENTEE OR AND CONSIDERED
(U SERIES) APPLICANT BY EXAMINER IN

PARENT CASE
IDENTITIED BY
PT.ACEMENTOF "X"

meetfrees[ust

EXAMINFR'S SIGNATURF:

8

8

8

Y

Nd

4

4

Y

 
/Izunna Okeke/
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Receipt date: 10/04/2012 13556420 - GAU: 2432
Change(s) applied
to document,

/MTA-Eptinted: October 4, 2012 (11:13am)
10/29/28ath: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,

Inc\SCOT0014-6\Drafts\ReferenceCitationList.SCOT0014-610-3-2012.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET: 13/556,420 / SCOT0014-6
37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER REFERENCE PUBLICATION PUBLICATION NAMEOF PAGE/LINE AND
INITIALS NUMBER NUMBER DATE PATENTEE OR FIGURE/ELEMENT

(P SERLES) APPLICANT OF RELEVANT
MATERIAL AND/OR

P 069 20100005308 January 2010

IDENTIFICATION OF
PRIORITY
APPLICATION IN

[roPanos[arson[nie
[TrPasi[sie[soir
[YeoPannen[nano[enone

Prone[anne[mann[aor
[TroePasser[osteo|esonie

EXAMINER'S SIGNATURE: /izunna Okeke/03/21/2013

 
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.O/
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Receipt date: 10/04/2012 13556420 - GAU: 2432

Printed: October 4, 2012 (11:13am)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT0014-6\Drafts\ReferenceCitationListSCOT0014-6_10-3-2012.wpd

Change(s) appiegR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET: 13/556,420 / SCOT0014-6
to document,37 CFR 1.98(@)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

(MIE EXAMINER REFERENCE PATENT NUMBER|ISSUE DATE NAME OF PAGE/LINE AND
10/29/2014] INITIALS NUMBER PATENTEE OR FIGURE/ELEMENT

(U SERIES) APPLICANT OF RELEVANT
MATERIAL AND/OR
IDENTIFICATION OF
PRIORITY
APPLICATIONIN

ee
eC  

03/24/2045 EXAMINER'S SIGNATURE: /lzunna Okeke/ 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.O/
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Receipt date: 05/08/2014

Change(s) ap
to document,

/M.AELY

10/29/2014

Change(s) ap
to docu ment,

YMA

Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER REFERENCE PATENT NUMBE ISSUE DATE NAMEOF
INITIALS NUMBER PATENTEE OR

(U SERIES) APPLICANT

 
   

 

 

 
0336

tad

aocoao2>)o fo.to
n> a 

13556420 - GAU: 2432

REFERENCES CITED
AND CONSIDERED
BY EXAMINER IN
PARENT CASE
IDENTITIED BY
PT.ACEMENTOF "X"

 10/30/2014 DATE: og/nb/014 EXAMINER'S SIGNATURF: Azunna Okeke/

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /LO.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEECommissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCHONS: ‘This form should be used for transmitting the ISSUE KEE and PUBLICATION FEE(if required). Blocks 1 through 5 should be completed whereppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
Adicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS"formaintenance feenotifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS(Note: Use Block | for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
31518 7590 09/11/2014 I hereby certify that this Kee(s) ‘lransmittal is being deposited with the United

NEIFELD IP LAW, PC States Postal Service with sufficient postage for first class mail in an envelope
4813-B EISENHOWER AVENUE addressed to the Mail Stop ISSUE FEE address above, or being facsimiletransmitted to the USPTO (571) 273-2885, on the date indicated below.
ALEXANDRIA, VA 22304 (epositor's name)

(Signature)

(Date) 
 APPLICATION NO. FILING DATE FIRS’) NAMED INVENTOR ATTORNEY DOCKETNO. CONFIRMATION NO.

13/556.420 07/24/2012 Scott A. Moskowitz SCOT0014-6 5811

TITLE OF INVENTION:Data protection method and device

 
    APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE|PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $960 12/11/2014

OKEKE,IZUNNA 2432 713-193000

1. Change,of correspondenceaddress orindication of "Fee Address" (37CFR 1.363).

LY Changeof correspondenceaddress (or Change of CorrespondenceAddress foorm PTO/SB/122) attached.
L] "Fee Address"indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Numberis required.

2. For printing on the patent front page,list .
(1) The namesof upto 3 registered patent attorneys 1_NeifeldIPLaw,PC
or agents OR,alternatively,

(2) The nameof a single firm (having as a member a 2
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no nameis 3
listed, no namewill be printed.

 
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appcar on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute forfiling an assignment.
(A) NAMEOF ASSIGNEE (B) RESIDENCE:(CITY and STATE OR COUNTRY)

 
 

Please check the appropriate assignee categoryor categories (will not be printed on the patent) : (Wd individuat Corporation or other private group entity (J Government

 
da. The following fee(s) are submitted: 4b. Paymentof Fee(s): (Please first reapply any previously paid issue fee shown above)

RY Issue Fee LI A check is enclosed.

L] Publication Fee (No small entity discount permitted) ad Paymentby credit card. RoomPRRRWKloxatachest. cfs authorization
Kd Advance Order- # of Copics three id The Director is hereby authorized to charge the required fee(s), any deficiency, or credits any

overpayment, lo Deposit Account Number 50-2106 (enclose an extra copy of this form).
5. Change in Entity Status (from status indicated above)

LJ Applicantcertifying micro entity status. See 37 CFR 1.29 NOTE:Absenta valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee paymentin the micro entity amountwill not be accepted atthe risk of application abandonment.

 

LJ Applicantasserting small entity status. See 37 CFR 1.27 NOTE:If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

  
LJ Applicant changing to regular undiscounted fee status. NOTE:Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.

NOTE:This form mustbe signed in accordance with 37 CER 1.31 and 1.33. See 37 CFR 14 for signature requirements and certifications.

/BruceMargulies/ pate 11/13/2014
  

  
Authorized Signature

Typed orprinted name Bruce T. Margulies Registration No. 64175

Page 2 of 3

PTOT-85 Part B (10-13) Approved for use through 10/31/2013. OMB 0651-0033 US.Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCT:
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Electronic Patent Application Fee Transmittal

Filing Date: 24-Jul-2012

Title of Invention: Data protection method and device

First Named Inventor/Applicant Name: Scott A. Moskowitz 

Filer: Bruce Talbot Margulies

Filed as Large Entity

Utility under 35 USC 111(a)Filing Fees

Sub-Totalin

USD($)Description Fee Code Quantity

Basic Filing:

Claims:
 

Miscellaneous-Filing:

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance:

__tyapetieree|__tyapetieree|ree rel ptfm
Extension-of-Time:

15 KYOCERA1002
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Sub-Totalin

Description Fee Code Quantity Amount USD(S) 

Miscellaneous:

Printed Copy of Patent - No Color
  
 

Total in USD ($) 

16 KYOCERA1002
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Electronic Acknowledgement Receipt
 

20710231

Confirmation Number:
 

Title of Invention: Data protection method and device

 

First Named Inventor/Applicant Name: Scott A. Moskowitz

eC
Filer Authorized By:

Attorney Docket Number: SCOT0014-6

Time Stamp: 10:04:40

 

 
 

Application Type: Utility under 35 USC 111(a) 

Paymentinformation:

Submitted with Payment

Payment Type 

Payment was successfully received in RAM

RAM confirmation Number

Deposit Account

Authorized User

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

17 KYOCERA1002
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ate . 196804
FilingOflssueFeeTransmittal_SC

0T0014-6_11-13-2014c.pdf Ohaf7e87597 a?8ehe3dceal7hf3184290hAd

Multipart Description/PDFfiles in .zip description

DocumentDescription

Transmittal Letter

Issue Fee Payment (PTO-85B)

 
Information: 

Fee Worksheet (SB06) fee-info.pdf 00971 1de3d MoBacb4be38.096(595al L9e ld}
8de5

 
Warnings: 

Information: 

Total Files Size (in bytes) 228902

This AcknowledgementReceipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new applicationis being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptanceof the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
andof the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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NEIFELD REF: SCOT0014-6

CLIENT REF: SCOT0014-6

Application/Patent No: 13556420
USPTO CONF. NO: 5811

File/Issue Date: 7/24/2012

Inventor: SCOTT MOSKOWITZ

Title: Data protection method and device
Examiner/ArtUnit: OKEKE/2432

ENTITY STATUS: LARGE

1. 37 CFR 1.25(b) SELECTED AUTHORIZATION TO CHARGE
UNDERPAYMENT AND REFUND OVERPAYMENTSTO DEPOSIT ACCOUNT50-

2106. The undersignedis an authorized signor for deposit account 50-2106 and authorizes
charges for applications filed by Neifeld IP Law, PC, specified in 37 CFR 1.16 (national filing,
search, exam fees); in 37 CFR 1.17 (processing, including petition fees); and 37 CFR 1.18 (post
allowance,including issue fees) except that: the undersigned does not authorize charges for
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
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Responseto Rule 312 Communication  
Application No.

13/556,420

Examiner

IZUNNA OKEKE
 

Applicant(s)

MOSKOWITZ, SCOTT A.

Art Unit

2432 

-- The MAILING DATEofthis communication appears on the cover sheetwith the correspondence address —

1. K] The amendmentfiled on 08 October 2014 under 37 CFR 1.312 has been considered, and has been:

a) entered.

b) KX] entered as directed to matters of form not affecting the scope of the invention.

c)[] disapproved because the amendmentwasfiled after the paymentof the issue fee.

Any amendmentfiled after the date the issue fee is paid must be accompanied bya petition under 37 CFR 1.313(c)(1)

and the required fee to withdraw the application from issue.

d)( disapproved. See explanation below.

e)( entered in part. See explanation below.

 
U.S. Patent and Trademark Office

PTOL-271 (Rev. 04-01) Reponseto Rule 312 Communication
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Primary Examiner, Art Unit 2432
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NEIFELD REF: SCOT0014-6

CLIENT REF: SCOT0014-6

Application/Patent No: 13556420
USPTO CONF. NO: 5811

File/Issue Date: 7/24/2012

Inventor: SCOTT MOSKOWITZ

Title: Data protection method and device
Examiner/ArtUnit: OKEKE/2432

37 CFR 1.312 AMENDMENT AFTER ALLOWANCE

REMARKS

Copied below are the claims, further amended, in view of the examiner's amendment
dated 9/11/2014. These amendments present editorial corrections to the allowed claims.

/RickNeifeld/

Richard Neifeld, Reg. No. 35,299 AS
Attorney of Record aeale My
Date: 10/7/2014
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dated 9/11/2014. These amendments present editorial corrections to the allowed claims.
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Date: 10/7/2014
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IN THE CLAIMS

1-57. (Canceled)

58. (Currently Amended) A computing device for running application software, comprising:

memory designed to store data in non transitory form;

an operating system;

wherein said memory stores an application software;

wherein said application software comprises (1) a memory scheduler code resource and

(2) other code resources;

wherein said application software is designed to call said memory scheduler code

resource;

wherein said memory scheduler code resource, when called, functions to shuffle said

other code resources in said memory; and

wherein said memory scheduler code resource is designed to modify a stack frame in said

memory.

59. (Currently Amended) The system of claim 75 wherein said first one of said plurality of

executable code resources is a memory scheduler code resource, wherein, when said memory

scheduler code resourceis called, said memory scheduler code resource functions to shuffle said

memory scheduler code resource randomly in said memory.

60. (Currently Amended) The device of clatm 58 further comprising a program counter

designed to store values and wherein said operating systemis designed to enable application

software to modify a value stored by said program counter,

61. (Previously Presented) The device of claim 58 further comprising a program

counter designed to store values and wherein said memory scheduler code resource is designed

to modify a value stored by said program counter,

62. (Previously Presented) The device of claim 58 wherein said memory scheduler

code resource is designed to modify a calling address, and to copyitself to a memory location

associated with said calling address.

63. (Currently Amended) The device of claim 58 wherein-said-systemrcomprises-an

operatingsystemr,amdwherein said operating system is designed to call said memory scheduler

code resource.

64. (Currently Amended) The device of claim 58 wherein said memory scheduler code

resource maintains a list of addresses in said memory, wherein each one ofsaid addresses is

associated with one of the code resources.
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65. (Currently Amended) The device of claim 58 wherein said memory scheduler code

resource maintainsa list of addresses in said memory associated with said other code resources

in said memory.

66. (Previously Presented) The device of claim 58 further comprising a processorfor

processing instructions defined by said application software.

67. (Currently Amended) A system for executing application software code, comprising:

a memory designed to store data in non transitory form, and storing executable code

resources;

wherein said executable code resources comprise a memory scheduler and other

executable code resources;

wherein said memory scheduler is designed to shuffle said other executable code

resources in said memory; and

wherein said memory scheduler is designed to modify a stack frame in said memory.

68. (Previously Presented) The system of claim 67, wherein said memory scheduleris

designed to shuffle said other executable code resources randomly in said memory.

69. (Currently Amended) The system of claim 67 wherein said memory scheduleris

designed to shuffle said other executable code resources in said memory such that the shuffling

results in a change in location in said memory ofat least one of said other executable code

resources.

70. (Previously Presented) The system of claim 67 further comprising a program

counter designed to store values and wherein said memory scheduler is designed to modify

values stored by said program counter.

71. (Currently Amended) The system of claim 67 wherein said memory scheduler maintains

a list of addresses in said memory ofat least one code resource.

72, (Currently Amended) The system of claim 67 wherein said memory scheduler maintains

a list of addresses in said memory of said other executable code resources.

73. (Previously Presented) The system of claim 67 designed to call said memory

scheduler.

TA, (Previously Presented) The system of claim 67 wherein said application software

code is designed to call said memory scheduler.

75. (Previously Presented) A system for executing an application on a computer

system, comprising:

a computer system comprising a processor for processing instructions and memory
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designed to store data in non transitory form;

a software application comprising a plurality of executable code resources loaded in said

memory;

said memory storing a plurality of addresses, each one ofsaid plurality of addresses

associated with an address of a corresponding oneofsaid plurality of executable code resources;

wherein a first one ofsaid plurality of executable code resourcesis designed to relocate

at least each ofthe other ones ofsaid plurality of executable code resources to different

addresses within said memory during execution of said sofiware application, using said

processor; and

wherein said first one of said plurality of executable code resources is designed to modify

a stack frame in said memory.

76. (Previously Presented) The system of claim 75 wherein said first one is also

designedto relocate itself to a different address during execution of said software application.

77. (Currently Amended) The system of claim 75 wherein said system is designed to

repeatedly relocate saidat least each of the other ones of said plurality of executable code

resources to different addresses within said memory during execution of said software

application.

78. (Currently Amended) A system comprising:

a processor;

a memory designedto store data in non transitory form;

wherein said processor is coupled to said memory;

wherein said system is configured to load a program comprising code resources into said

memory and to shuffle at least one code resource into a different location in said memory after

said program has been loaded into said memory; and

wherein oneof said code resources is designed to modify a stack frame in said memory.

79, (Currently Amended) A system comprising:

a processor designed to process instructions;

a memory designed to store data in non transitory form;

wherein said processor is coupled to said memory;

wherein said system is configured to load an executable program comprising at least two

code resources into said memory and to randomizethe location ofat least one of the at least two

codec resources in the said memory, using said processor; and

wherein one ofthe at least two code resources is designed to modify a stack frame in said
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memory.

80. (Currently Amended) A system for executing a program comprising code, comprising:

a processor designed to process instructions;

a memory designed to store data in non transitory form;

wherein said processor is coupled to said memory;

a memory scheduler configured to randomize location of code defining a code resource,

in said memory, using said processor; and

wherein said memory scheduler is configured to modify a stack frame in said memory.

81. (Currently Amended) The system of claim 80 wherein said memory scheduleris

configured to repeatedly randomize the location of at least a portion of the code in said memory.

82. (Previously Presented) The device of claim 58 wherein each oneofsaid other code

resources comprises a sequence ofinstructions that have sequential addresses in said memory.

83, (Previously Presented) The device of claim 82 wherein each one ofsaid other code

resources defines a function or procedure,

84, (Previously Presented) The device of claim 58 wherein each one ofsaid other code

resources comprises a sequence ofinstructions that immediately follow one anotherin said

memory.

85, (Previously Presented) The device of claim 84 wherein each one ofsaid other code

resources defines a function or procedure.

86. (Currently Amended) A system comprising:

a processor;

a memory coupledto said processor;

wherein said memory is designed to store data in non transitory form;

wherein said system is configured to load a program comprising code resources into said

memory and to shuffle at least a subset of said code resources into a different location in said

memory after said program has been loaded into said memory; and

wherein one of said code resources is configured to modify a stack frame in said memory.

87, (Previously Presented) The system of claim 75 wherein each one ofsaid plurality

of executable code resources loaded in said memory comprises a sequenceof instructions that

have sequential addresses in said memory.

88. (Previously Presented) The system of claim 87 wherein each one of said plurality

of executable code resources loaded in said memory defines a function or procedure.

89, (Previously Presented) The system of claim 88 wherein each one of said plurality
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of executable code resources loaded in said memory is an essential code resource.

90. (Currently Amended) The system of claim 75 wherein cach oneofsaid plurality of

executable code resources loaded in said memory comprises a sequence of instructions, and the

sequence ofinstructions for one of said plurality of executable code resources loaded in said

memory have has memory addresses that immediately follow one another.

91. (Previously Presented) The system ofclatm 90 wherein each one ofsaid plurality

of executable code resources loaded in said memory defines a function or procedure.

92. (Previously Presented) The system of clatm 90 wherein said system comprises one

of a set-top box; a cellular phone; a smart television; and a personal digital assistant (PDA).

93, (Previously Presented) A systemfor protecting a software application, said

software application comprising a plurality of executable code resources, said system

comprising:

a processor;

memory for storing data in non transitory form;

wherein said processor is coupled to said memory for transmitting data there between;

wherein, when executing said software application, said system is configured to store in

said memory an original plurality of code resource addresses;

wherein, when executing said software application, said system is configured to store a

plurality of executable code resources for executing said software application;

wherein each oneofsaid original plurality of code resource addresses specifies an

address in said memory ofone ofsaid plurality of executable code resources;

wherein, when executing said software application, said system is configured to (1)

relocate each one of said plurality of executable code resources in said memoryso that each one

of said plurality of executable code resources is specified by each one of a new plurality of code

resource addresses and (2) store in said memory each one ofsaid new plurality of code resource

addresses; and

wherein one ofsaid plurality of executable code resources is configured to modify a stack

frame in said memory.

94, (Previously Presented) The system of claim 93, wherein said system is

configured to repeatedly (1) relocate each one ofsaid plurality of executable code resources in

said memory so that each one of said plurality of executable code resources is specified by each

one of a new plurality of code resource addresses and (2) store in said memory cach onceof said

newplurality of code resource addresses.
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95, (Currently Amended) The system of claim 93, wherein each oneofsaid plurality

of executable code resources are is relocated to random addresses,

96. (Currently Amended) The system of claim 93, wherein cach one said original

plurality of code resource addresses specifies an entry point of an original location in said

memory of each oneofsaid plurality of executable code resources.

97.|(Currently Amended) The system ofclaim 93, wherein each one said new

plurality of code resource addresses specifies an entry point of a newlocation in said memory of

each one of said plurality of executable code resources.

98, (Previously Presented) The system of claim 93 wherein each one ofsaid

plurality of executable code resourcesis stored in sequential locations in said memory.

99, (Previously Presented) The system of claim 98 wherein each one ofsaid

plurality of executable code resources executes a function or procedure whencalled.

100. (Previously Presented) The system of claim 93 wherein each one ofsaid

plurality of executable code resources executes a function or procedure

101. (Previously Presented) The system of claim 93 wherein said system is

configured to relocate each oneofsaid plurality of executable code resources in said memory in

response to a call to an executable code resource of said plurality of executable code resources.

102. (Previously Presented) The system of claim 101 wherein said system is

configured to update a reference to said executable code resource in said memory to reflect a

newaddress in said memory of said executable code resource resulting from relocating said

executable code resource.

103. (Previously Presented) The system of claim 102 wherein said executable

code resource is a memory scheduler whichis called periodically, or at random or pseudo

randomintervals.

104. (Currently Amended) A computer program product storing in non-transitory form

instructions defining a software program, which instructions, when loaded into a computer

systeminstruct the computer system to performthe following steps:

load said program into memory of said computer system;

wherein said software program, as loaded into memory, comprises a plurality of code

resources;

shuffle locations in said memory ofat least a subset of said plurality of code resources;

and

wherein said shuffle comprises one of said plurality of code resources modifying a stack
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frame in said memory.

105. (Previously Presented) The product of claim 104 wherein cach one ofsaid

subset of said code resources comprises a sequence of instructions that have sequential addresses

in said memory.

106. (Previously Presented) The product of claim 104 wherein each one ofsaid

subset of said code resources defines a function or procedure.

107. (Previously Presented) The product of claim 104 wherein said subset

comprises at least two code resources.
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d
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LY Changeof correspondenceaddress (or Change of CorrespondenceAddress foorm PTO/SB/122) attached.
L] "Fee Address"indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Numberis required.

2. For printing on the patent front page,list
(1) The namesof upto 3 registered patent attorneys
or agents OR,alternatively,

(2) The nameof a single firm (having as a member a 2
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no nameis 3
listed, no namewill be printed.

 
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appcar on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute forfiling an assignment.

 
 

 

(A) NAMEOF ASSIGNEE (B) RESIDENCE:(CITY and STATE OR COUNTRY)
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LJ Advance Order - # of Copics LJ The Director is hereby authorized to charge the required fee(s), any deficiency, or credits any

overpayment, lo Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)  
LJ Applicantcertifying micro entity status. See 37 CFR 1.29 NOTE:Absenta valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue

fee paymentin the micro entity amountwill not be accepted atthe risk of application abandonment.

LJ Applicantasserting small entity status. See 37 CFR 1.27 NOTE:If the application was previously under micro entity status, checking this box will be taken
 

to be a notification of loss of entitlement to micro entity status.
 
LJ Applicant changing to regular undiscounted fee status. NOTE:Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450www.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEYDOCKET NO. CONFIRMATION NO.

 
 

13/556,420 07/24/2012 Scott A. Moskowitz SCOT0014-6 5811

31518 7590 o9/1 1/2014

NEIFELD IP LAW, PC OKEKE, IZUNNA
4813-B EISENHOWER AVENUE

ALEXANDRIA, VA 22304
2432

DATE MAILED: 09/11/2014

Determination of Patent Term Adjustment under35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)G) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMBapproves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The informationis required to obtain
or retain a benefit by the public whichis to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CI'R 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS ‘TO THIS ADDRESS. SEND 10: Commissioner for Patents, P.O. Box

1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respondto a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which mayresult in termination of
proceedings or abandonmentofthe application or expiration of the patent.

The information provided by you in this form will be subjectto the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation‘lreaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuantto the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C, 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant(i.e., GSA or Commerce) directive.
Suchdisclosure shall not be used to make determinations about individuals.

8. A record fromthis system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record wasfiled in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomesaware ofa violation or potential violation of law or regulation.
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Application No. Applicant(s)
 13/556,420 MOSKOWITZ, SCOTT A.

Notice of Allowability Examinerce ArtUnit|Fiestas
No
 

-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) GLOSEDin this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANTOF PATENT RIGHTS.This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

 
1. This communication is responsive to 07/14/2014.

C A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/werefiled on

2. J An election was made by the applicant in responseto a restriction requirementset forth during the interview on ; the restriction
requirement and election have been incorporatedinto this action.

3. ] The allowed claim(s) is/are 58-107. As a result of the allowed claim(s), you maybeeligible to benefit from the Patent Prosecution
Highwayprogram at a participating intellectual property office for the corresponding application. For more information, please see
hito-/iwww.usoto.gov/patenis/init eyents/pph/index.jse or send an inquiry to PPHieedback@uspto.gov .
  

4. [J Acknowledgmentis made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (Ff).

Certified copies:

a)O All b)[)Some ‘*c) (] Noneofthe:

1. [1 Certified copiesof the priority documents have been received.

2. C1] Certified copies of the priority documents have been received in Application No.

3. J Copiesofthe certified copies of the priority documents have been receivedin this national stage application from the

International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE”of this communicationto file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENTofthis application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] CORRECTED DRAWINGS( as “replacement sheets”) must be submitted.

(1 including changes required by the attached Examiner's Amendment / Commentor in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawingsin the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as suchin the header according to 37 CFR 1.121(d).

6. (] DEPOSIT OF and/or INFORMATIONabout the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [1] Notice of References Cited (PTO-892) 5.XExaminer's Amendment/Comment

2. Information Disclosure Statements (PTO/SB/08), 6. Examiner's Statement of Reasonsfor Allowance
Paper No./Mail Date 05/08/2014

3. (J Examiner's Comment Regarding Requirementfor Deposit 7. Other .
of Biological Material

4. [] Interview Summary (PTO-413),
Paper No./Mail Date : 

AZUNNA OKEKE/

Primary Examiner, Art Unit 2432

 
 U.S. Patent and Trademark Office

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20140905
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Application/Control Number: 13/556,420 Page 2

Art Unit: 2432

DETAILED ACTION

1, The present application is being examined underthe pre-AJAfirst to invent provisions.

EXAMINER’S AMENDMENT

2, An examiner’s amendmentto the record appears below. Should the changes and/or

additions be unacceptable to applicant, an amendment maybefiled as provided by 37 CFR

1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the

paymentof the issue fee.

Authorization for this examiner’s amendment was given in a telephone interview with

Richard Neifeld on 09/02/2014.

The application has been amendedas follows: Claims 58, 62, 67, 75, 78-80, 86, 93 and

104.

58. (Currently Amended) A computing device for running application software, comprising:

memory designed to store data in non transitory form;

an operating system;

wherein said memory stores an application software:

wherein said application software comprises (1) a memory scheduler code resource and

(2) other code resources;

wherein said application software is designedto call said memory scheduler code

resource; aad

wherein said memory scheduler code resource, whencalled, functions to shuffle said

other code resources in memory:and

wherein said memory scheduler code resource is designed to modify a stack frame in said
 

memo

62. (Currently Amended) The device of clatm 58 wherein said memory scheduler code

resource is designed temedify-a-stackframe, to modify a calling address, and to copy itself to a

memory location associated with said calling address.
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67. (Currently Amended) A system for executing application software code, comprising:

a memory designed to store data in non transitory form, and storing executable code

resources;

wherein said executable code resources comprise a memory scheduler and other

executable code resources; and

wherein said memory scheduler is designed to shuffle said other executable code

resources in memory;and

wherein said memory scheduleris designed to modify a stack frame in said memory.

75. (Currently Amended) A system for executing an application on a computer system,

comprising:

a computer system comprising a processor for processing instructions and memory

designed to store data in non transitory form;

a software application comprising a plurality of executable code resources loaded in said

memory;

said memory storing a plurality of addresses, each one of said plurality of addresses

associated with an address of a corresponding oneof said plurality of executable code resources;

and

wherein a first one of said plurality of executable code resources is designed to relocate at

least each of the other ones of said plurality of executable code resourcesto different addresses

within said memory during execution of said software application, using said processor;_and

wherein said first one of said plurality of executable code resources is designed to modify

a stack frame in said memory.

78. (Currently Amended) A system comprising:

a processor;

a memory designed to store data in non transitory form;

wherein said processor is coupled to said memory; aad

wherein said system is configured to load a program comprising code resources into said

memory and to shuffle at least one code resource into a different location in said memory after

said program has been loaded into memory;and

wherein one of said code resources is designed to modify a stack frame in said memory.
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79. (Currently Amended) A system comprising:

a processor designed to processinstructions;

a memory designed to store data in nontransitory form;

wherein said processor is coupled to said memory; and

wherein said system is configured to load an executable program comprising at least two

code resources into memory and to randomizethe location of at least one of the at least two code

resources in the memory, using said processor;_and

wherein one ofthe at least two code resources is designed to modify a stack frame in said

memory.

80. (Currently Amended) A system for executing a program comprising code, comprising:

a processor designed to process instructions;

a memory designed to store data in non transitory form;

wherein said processor is coupled to said memory; and

a memory scheduler configured to randomize location of code defining a code resource,

in memory, using said processor;and

wherein said memory scheduler is configured to modify a stack frame in said memory.

86. (Currently Amended) A system comprising:

a processor;

a memory coupled to said processor;

wherein said memory is designed to store data in non transitory form; and

wherein said system is configured to load a program comprising code resources into said

memory and to shuffle at least a subset of said code resourcesinto a different location in said

memory after said program has been loaded into memory;and

wherein one of said code resources is configured to modify a stack frame in said memory.

93. (Currently Amended) A system for protecting a software application, said software

application comprising a plurality of executable code resources, said system comprising:

a processor;

memory for storing data in nontransitory form;

wherein said processor is coupled to said memory fortransmitting data there between;
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wherein, when executing said software application, said system is configured to store in

said memory an original plurality of code resource addresses;

wherein, when executing said software application, said system is configured to store a

plurality of executable code resources for executing said software application;

wherein each oneofsaid original plurality of code resource addresses specifies an

address in said memory of oneof said plurality of executable code resources; and

wherein, when executing said software application, said system is configured to (1)

relocate each one of said plurality of executable code resources in said memory so that each one

of said plurality of executable code resources is specified by each one of a newplurality of code

resource addresses and (2) store in said memory each one of said new plurality of code resource

addresses; and

wherein one of said plurality of executable code resources is configured to modify a stack

frame in said memory,

104. (Currently Amended) A computer program product storing in non-transitory form

instructions defining a software program, which instructions, when loaded into a computer

system instruct the computer system to perform the following steps:

load said program into memory of said computer system;

wherein said program, as loaded into memory, comprises a plurality of code resources;

shuffle locations in memory ofat least a subset of said plurality of code resources; and

wherein said shuffle comprises one of said plurality of code resources modifying a stack

frame in said memory,

Allowable Subject Matter

3. Claims 58-107 are allowed.

4. The following is an examiner’s statement of reasons for allowance:

The primary reason for allowance ofthe claimsis the limitation of the scheduler

modifying the stack frame. After shuffling the code resources randomly in memory, the

scheduler randomly relocates itself by modifying the stack frame so that it could jump into the
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new copy ofthe scheduler but return to the correct calling frame. This adds to the complexity of

attempting to analyze snapshots of memory.

Any comments considered necessary by applicant must be submitted no later than the

paymentof the issue fee and, to avoid processing delays, should preferably accompanythe issue

fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for

Allowance.”

Conclusion

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to IZUNNA OKEKE whose telephone numberis (571)270-3854.

The examiner can normally be reached on Monday - Thursday.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Gilberto Barron can be reached on (571) 272-3799. The fax phone numberfor the

organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

44 KYOCERA1002



45 KYOCERA 1002

Application/Control Number: 13/556,420 Page 7

Art Unit: 2432

AZUNNA OKEKE/

Primary Examiner, Art Unit 2432
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Receipt date: 05/08/2014 13556420 - GAU: 2432

NEIFELD REF: SCOT0014-6

CLIENT REF: SCOT0014-6

Application/Patent No: 13/556,420
USPTO CONF. NO: 5811

File/Issue Date: 7/24/2012

Inventor: MOSKOWITZ,Scott
Title: DATA PROTECTION METHOD AND DEVICE

Examiner/ArtUnit: OKEKE, Izunna/2432
ENTITY STATUS: LARGE

Priority claims and PCT Intl data:
This application is a Continuation of 11/895,388 filed 08-24-2007
11/895,388 is a Division of 10/602,777 filed 06-25-2003 Patented 7,664,263

10/602,777 is a continuation of 09/046,627 filed 03-24-1998 Patented 6,598,162

37 CFR 1.97 INFORMATION DISCLOSURE STATEMENT

This applicationis:
within 3 months of the US or 371 national stage filing date;

______ before first action on the merits (no fee required);
XXX_ after first action on the merits and before final action (1.17(P) fee required);

after final action;

after notice of allowance and before paymentofthe issue fee; or
after paymentof the issue fee.

XXX_ The applicant is paying herewith the fee for obtaining consideration of an IDS filed after a
first action on the merits.

IDENTIFICATION OF REFERENCESCITED IN APPLICATIONS TO WHICH 13/556,420

CLAIMS CONTINUING STATUS

 

REGARDING CITED REFERENCES

This IDS is an attempt to compile all references previously cited in Scott Moskowitz's
cases. Upon compilation, someofthe reference citations were vague, and somewereto filed
patent applications instead of published documents. This IDS attempts to account for each item
to provide all citations to the examiner.

References previously cited and considered by the examinerin application 13/556,420
(SCOT0014-6) are identified by placement of an "X" in the far right column.
CITED US PATENTS AND US PATENT APPLICATION PUBLICATIONS

Most pending Scott Moskowitz cases claim 35 USC 120 priority to prior cases containing
a large numberof cited US patents and published US applications. The citations list herein
should incorporate all of those documents and may incorporate any additional documents found
in other patent applications in patent families not linked by 35 USC 120to this application.
Since no USpatent or US published applications need to be filed in order for the examiner to

Page 2 of 10

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.O/
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Receipt date: 05/08/2014 13556420 - GAU: 2432

considercitations thereto; the applicant may attempt to correlate the US patents and publications
cited herein to those already of record due to citations in applications to which this application
claimspriority, if the examinerso requests.

FOREIGN PATENT REFERENCES

The IDScites foreign patent references identified herewith as FOO1- F029 .
The table below identifies F references cited in this application or an application to which

this application claims 35 USC 120 priority.

DOCKET NO APPLICATION NUMBER CITED F REFERENCES

SCOT0014-6 13/556,420 FO1-FO029

Accordingly, the following F references are not yet of record and are submitted herewith: NONE

 
NON PATENT LITERATURE REFERENCES

The IDScites foreign patent references identified herewith as LOO1- L231.
The table below identifies L references cited in this application or in an application to

which this application claims 35 USC 120 priority.

DOCKET NO APPLICATION NUMBER CITED L REFERENCES

SCOT0014-6 13/556,420 L1-L212 & L218

L reference citation numbers that L98, L100, L102-103, L106-

have no associatedcitation; L114, L116-L154

original citation was a duplicate of
some othercitation.

L reference citations of patent L1-35, L101; L104-L105;
applications as filed for which a L185-L202
subsequent publication of the
application is identified and cited
herein. 

References previously cited, applications for which a subsequent publication is cited, and
reference numbers having no associated reference: LO1-L212 & L218

Accordingly, the following L references are not yet of record and are submitted herewith: L213-
L231

Page 3 of 10

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.O/

51 KYOCERA1002



52 KYOCERA 1002

Receipt date: 05/08/2014 13556420 - GAU: 2432

MASTER LIST OF RELATED CASES IN WHICH THE SAME INFORMATION MAY BE

CITED

DOCKET
REFERENC
 
   
 

SCOTO010-4

SCOTOO10-5

SCO'LO010-6

SCOTO010-7

SCOTO010-8

SCOTO010-10

SCOTO010-11

SCOTOO1L0-12

SCOTO010-13

SCOTO010-14

SCOTO010-16

SCOTO010-17

SCOTO010-18

SCOTO010-19

SCOTO010-20

SCOTO010-21

SCOTO010-22

SCOTOO1LI-1

SCOTON1 [-2

SCOTO011-3

SCOTO01 1-4

SCOTOOLI-S

SCOTO01 1-6

SCOTO01 1-7

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /LO.

APPLICATION FILING DATE

11/599,838 11/15/2006 10/15/2010 JRI

11/899,662 OLT/2007 10/15/2010 JRI

[sme|
Tw|

ino|
T0520|
sce|

12/009.914 1/23/2008 10/15/2010 JRI

12/005,230 12/26/2007 10/15/2010 JRI

12/803,168 6/21/2010 10/15/2010 JRI

DATE CASE ADDED TOTIIIS MASTER LIST 
OF RELAT:  ED CAS  ES
 

08/1/2011

08/1/2011

10/15/2010

11/4/2010

08/1/2011

11/8/2010 J

08/1/2011

12/15/2010

08/1/2011

12/15/2010

08/1/2011

08/1/2011

08/1/2011

08/1/2011

1/11/2012

08/1/2011

W11/2012]

 
1/11/2012

 
RL

 

  
 

 
11/649,026 1/3/2007 08/1/2011 JRE

Page 4 of 10
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53 KYOCERA 1002

Receipt date: 05/08/2014 13556420 - GAU: 2432

DOCKET APPLICATION LILING DATL DATL CASL ADDED TO THIS MASTER LIST
REPERENCL OV RELATED CASLS

SCOTO011-8 12/803.194 06/21/2010 10/15/2010 JRE

SCOTO011-9 12/892,900 9/28/2010 11/8/2010 JRE

 

SCOTO012-6 12/802,519 6/8/2010 11/4/2010 JRE

SCOTO012-7 12/383,916 3/30/2009 10/15/2010 JRE
 

SCOTO012-8 11/894,443 8/21/2007 10/15/2010 JRE

SCOTO014-2 10/602.777 6/25/2003 08/1/2011 JRE

SCOT0014-3 11/512,701 8/29/2006 10/15/2010 JRE
tedocketed as
SCOT0N20-2  
SCOTO014-4 11/895,388 8/24/2007 10/15/2010 JRE

SCOTO014-5 12/655,002 12/22/2009 08/1/2011 JRE

SCOTO014-7 13/794,584 3/12/2013 4/16/2013 JRE

SCOTO014-6 13/556,420 T/2A/2012 9/17/2012 TRE

SCOTOO15-1 09/731,039 12/7/2000 1/11/2012 JRE

 
SCOTO016- | 10/049, 101 7123/2002 1/11/2012 TRE

SCOTO0016-2 12/287,443 10/9/2008 10/15/2010 JRE

SCOTO0016-3 13/413,691 3/7/2012 8/30/2012 JRE

Page 5 of 10

SCOTOO15-2 11/647/861 12/29/2006 1/11/2012 JRE

 

 
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.O/
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54 KYOCERA 1002

Receipt date: 05/08/2014

DOCKET
REPERENCL

SCOTO016-4

SCOTO017-1

SCOTO017-2

SCOTO0017-3

SCOTO01 7-4

SCOTO017-5

SCOTO017-6

SCOTO018-1

SCOTO018-2

SCOTO0018-3

SCO'T0018-4

SCOTO018-5

SCOTO0018-6

SCOTO018-7

SCOTO018-8

SCOTON19-|

SCOTO019-2

SCOTO0019-3

SCOTO019-4

SCOTO0020-1

SCOTO020-2

SCO'LO0020-3

SCOTO020-4

SCOT0022-1

SCOT0022-2

SCOT0022-3

SCOT0022-4

SCOT0022-5

SCOT0023-1

SCOTO0023-2

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /LO.

APPLICATION

13/796,538

09.657,181

12/005,229

12/655.357

LILING DATL

3/12/2013

12/22/2009

13556420 - GAU: 2432

DATL CASL ADDED TO THIS MASTER LIST
OF RELAT!

4/16/2013 J

1/11/2012 J

1/11/2012 J

10/15/2010 JRI

13/035,964 2/26/2011 08/1/2011 7

13/487,119

13/802,384

10/417/231 4/17/2003 01/11/2011 IRI

11/900,065 9/10/2007 10/15/2010 JRI

12/655.036 12/22/2009 08/1/2011

13/423.650 3/19/2012 7/26/2012 J

13/802,471

08/772,222

09/456,319

9/7/2000

12/26/2007

6/1/2012

3/13/2013

9/10/2007

3/23/2009

TN7/2012

Page 6 of 10

6/4/2012

54

4/16/2013 J

4/16/2013 J

LID CASLS

RE

RE

RE

 (1

RE

RE
 
RE

ea

 (1
1/11/2012 JRE

08/1/2011 JRE

1/11/2012 JRE

4/16/2013 JRE

9/9/2012 JRE

9/9/2012 JRE

W11/2012]

1/11/2012

1/11/2012

12/13/2010

1

08/1/2011

4/16/2013

6/2013

/

/

/

2,

/11/2012

8

/

/16/2013

/

 4

4,

4/16/2013

4/16/2013

4/16/2013

 
4/16/2013

R

 

i
Gs
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Receipt date: 05/08/2014 13556420 - GAU: 2432

DOCKET APPLICATION LILING DATL DATL CASL ADDED TO THIS MASTER LIST
REPERENCL OV RELATED CASLS

SCOT0023-3 11/826,234 12/30/2004 4/16/2013 JRE

SCOT0023-4 11/592,879 11/2/2006 4/16/2013 JRE 

Page 7 of 10

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.O/
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Receipt date: 05/08/2014 13556420 - GAU: 2432

AS OF 1/12/2012, THE FOLLOWING TABLE COLLATES ADDITIONAL REFERENCES

CITED IN ANY SCOT (SCOTT MOSKOWITZ) CASE

Date of Atty Ref Application ID of paper in which|References checked|Reference Identifiers of
Document Number references were cited|to sec if they New references in
Citing existed in the document, now added to
Reference master IDS(initials master IDS

of person checking)

Sept 14,|SCOTO|12/383,916 U#299
2010 012-7

11/17/20|ALL Review of draft P76-P82

master IDS,
correction to

cite

publications in
lieu offiled

applications,
per RAN
instructions.

eel SCOTO|11/900,065018-2

11/30/20|SCOTO|12/799,894
019-4

11/21/20|SCOTO|12/287,443
016-2

vier SCOTO|12/803,194011-8

viel SCOTO|12/655,002014-5

U305, U306 &
U307=m

ee

=rao Pe)a

 
viel SCOTO|13/035,964017-4

viet SCOTO|11/900,065018-2

3/7/2012|SCOTO|11/900,065
018-2

sore SCOTO|13/413,691016-3

 
Page 8 of 10

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.O/
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57 KYOCERA 1002

Receipt date: 05/08/2014 13556420 - GAU: 2432

9/17/201|SCOTO|13/556,420|Per RAN
2 014-6 created CTS

reminder

11/26/20|SCOTO Per RANinst U320 & L213-L217

12 017-4 13/035.964|rec'vd

11/15/2012

y16/201|SCOTO|13/035,964|Review of U322-U326 & P88-017-4 Patented case P90

-13/201|SCOTO|13/488,357|Per instructions U329-332018-7 received from L218-L223

RAN

6/28/201|SCOTO ; Perinstructions
3 014-6 received from

RAN

1/21/201 Per Instructions

4 received from

RANon

1/7/2014

2/6/2014|SCOTO|13/802,384|Perinstructions
017-6 received from

RAN on

1/30/2014

NOTE: MPEP 609.02 Information Disclosure Statements in Continued Examinations or

Continuing Applications [R-5] states in part that:

 
"2. Continuation Applications , Divisional Applications, or Continuation-In-Part Applications
Filed Under 37 CFR 1.53(b)

The examiner will consider information which has been considered by the Office in a parent
application when examining: (A) a continuation application filed under 37 CFR 1.53(b), (B) a
divisional application filed under 37 CFR 1.53(b), or (C) a continuation-in-part application filed
under 37 CFR 1.53(b). A listing of the information need not be resubmitted in the continuing
application unless the applicant desires the information to be printed on the patent”

See

hito://mpep.uspto.zov/RDMS/detail/mannual/MPEP/e8r0/d0e 18 xml#/manual/MPEP/e6r9/d0e532
 

20.xml (8/2012)

Page 9 of 10

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.O/
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Receipt date: 05/08/2014 13556420 - GAU: 2432

Accordingly, we are submitting only references not cited in the parent application.

Please considerthe references cited herein.

Date signed:5/7/2014 Signature: /BruceMargulies/
Printed Name: Bruce T. Margulies, Reg No: 64175

Attorney of Record
JRE

Printed: May 8, 2014 (1:26pm)
Y¥:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT0014-6\Drafts\IDS_SCOT0014-6_5-5-2014.wpd

/Wzunna Okeke/

Page 10 of 10

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.O/

58 KYOCERA1002



59 KYOCERA 1002

Receipt date: 05/08/2014

Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

LISTING OF UNITED STATES PATENTS- U series

EXAMINER REFERENCE PATENT NUMBE ISSUE DATE NAMEOF
INITIALS NUMBER PATENTEE OR

(U SERIES) APPLICANT

 
   

 

IOo =

a

2

Le4 4038596 July 1977

ooT
aaa © .

sy

co oS mn

ec

CcGqGq CS2occwo=
Oo =

a

oO2 ===
oO =

Oo =oOo Noeio)

 
a

Pun
[von
unis

EXAMINFR'S SIGNATURF:

 
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /LO.

59

3947825 March 1976

[|

:

4405829 September 1983

8 4908873 March 1990 Philibertet al

0 4424414 January 1984 Hellmanet al

20 November 1990

:

22

13556420 - GAU: 2432

REFERENCES CITED
AND CONSIDERED
BY EXAMINER IN
PARENT CASE
IDENTITIED BY
PT.ACEMENTOF "X"

KYOCERA1002

i;é



60 KYOCERA 1002

Receipt date: 05/08/2014 13556420 - GAU: 2432

Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER REFERENCE PATENT NUMBE ISSUE DATE NAMEOF REFERENCES CITED
INITIALS NUMBER PATENTEE OR AND CONSIDERED

(U SERIES) APPLICANT BY EXAMINER IN
PARENT CASE
IDENTITIED BY
PT.ACEMENTOF "X"

99/06/2074 4 EXAMINFR'S SIGNATURF:

 
   

 

a S

a S

Cca o3YQ

a oHTa o

a o

c

a Oo

a

TTT|a
g

g

aCcaaCc Ego
oo eo

a

 fas

a g

Azunna Okeke/

 
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.O/
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Receipt date: 05/08/2014 13556420 - GAU: 2432

Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER REFERENCE PATENT NUMBE ISSUE DATE NAMEOF REFERENCES CITED
INITIALS NUMBER PATENTEE OR AND CONSIDERED

(U SERIES) APPLICANT BY EXAMINER IN
PARENT CASE
IDENTITIED BY
PT.ACEMENTOF "X"

ssfsfp

EXAMINFR'S SIGNATURF:

 
   

 

|
a

f
a

f
a

f
c

tf
 

a

a

afl
 

a

|
a

|
c

Tia

 
a

pe

o9/N6/2014 fizunna Okeke/

 
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.O/

61 KYOCERA1002



62 KYOCERA 1002

Receipt date: 05/08/2014 13556420 - GAU: 2432

Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER
INITIALS

REFERENCE
NUMBER
(U SERI IES)

 
   NAMEOF

PATENTEE OR
APPLICANT

REFERENCES CITED
AND CONSIDERED
BY EXAMINER IN

TTT
o

a

 
a

 
PARENT CASE
IDENTITMIED BY
PILACEMENTOF "X"

PATENT NUMBE ISSUE DATE

EXAMINFR'S SIGNATURF:
Azunna Okeke!

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH.
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HO?”
i;é



63 KYOCERA 1002

Receipt date: 05/08/2014

Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER
INITIALS

REFERENCE
NUMBER
(U SERIES) 

HLAQ  
13556420 - GAU: 2432

 
   PATENT NUMBE ISSUE DATE NAMEOF REFERENCES CITED

PATENTEE OR AND CONSIDERED
APPLICANT BY EXAMINER IN

PARENT CASE
IDENTITIED BY
PT.ACEMENTOF "X"

5828325 October 1998
al.

EXAMINER'S SIGNATURE: Alzunng Okeke/

 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH.
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Receipt date: 05/08/2014 13556420 - GAU: 2432

Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER REFERENCE PATENT NUMBE ISSUE DATE NAMEOF REFERENCES CITED
INITIALS NUMBER PATENTEE OR AND CONSIDERED

(U SERIES) APPLICANT BY EXAMINER IN
PARENT CASE
IDENTITIED BY
PT.ACEMENTOF "X"

DATE: os/0b/20t4 EXAMINER'S SIGNATURF: fizunna Okeke/

 
   

 

5

aaaaaaaa
o

Cc Cc = No NoTTTo =

aa
=o

[oon  
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.O/
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Receipt date: 05/08/2014 13556420 - GAU: 2432

Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER REFERENCE PATENT NUMBE ISSUE DATE NAMEOF REFERENCES CITED
INITIALS NUMBER PATENTEE OR AND CONSIDERED

(U SERIES) APPLICANT BY EXAMINER IN
PARENT CASE
IDENTITIED BY
PT.ACEMENTOF "X"

DATE: 09/06/2014 EXAMINER'S SIGNATURF: flzunna Okeke/

 
   

 

 
pfvo
pfs
a
are
pfs
pfoo
rsre
eere
pfs
pfvous
pfvor
rere
rere
eeCe
re
pfs
a
pfs
pfs
pfuiss
Pfui
|fuss
|use

 
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.O/
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Receipt date: 05/08/2014

Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

13556420 - GAU: 2432

EXAMINER REFERENCE
INITIALS NUMBER

(U SERIES) 

 
pfvoto
Pfui:
pfu
pfs
|fuss
re
pftse
|fuer
rere
pfuot
|foro
pfor

pfu
pvr
pfors
|fons

pfs
pfvor
|furs
pfu
pfuns
pfu:
eeee

09/06/2014

ALL REFERENCES

 
 
   PATENT NUMBE ISSUE DATE NAMEOF REFERENCES CITED

PATENTEE OR AND CONSIDERED
APPLICANT BY EXAMINER IN

PARENT CASE
IDENTITIED BY
PT.ACEMENTOF "X"

' : Neve Lala!
EXAMINER'S SIGNATURF: /leunna Okeke

6275988 August 2001 Nagashimaetal.

CONSIDERED EXCEPT WHERE LINED THROUGH. /1.0./
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Receipt date: 05/08/2014 13556420 - GAU: 2432

Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER REFERENCE PATENT NUMBE ISSUE DATE NAMEOF REFERENCES CITED
INITIALS NUMBER PATENTEE OR AND CONSIDERED

(U SERIES) APPLICANT BY EXAMINER IN
PARENT CASE
IDENTITIED BY
PT.ACEMENTOF "X"

09/G6/2014 EXAMINRR'S SIGNATURE: /izunna Ckeke/

 
   

 

a

 
a

 
oM2

 
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.O/
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Receipt date: 05/08/2014

Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

13556420 - GAU: 2432

EXAMINER
INITIALS

REFERENCE
NUMBER
(U SERIES) 

ita S

Cca oBS

a oS

Ccc oho ee i)

a oS

oX

a S%

aCcaaa ooo88R
a o

c S

a o

 
aiooNe Nn o

 
 
   PATENT NUMBE ISSUE DATE NAMEOF REFERENCES CITED

PATENTEE OR AND CONSIDERED
APPLICANT BY EXAMINER IN

PARENT CASE
IDENTITIED BY
PT.ACEMENTOF "X"

EXAMINFR'S SIGNATURF: /izunna Okeka/

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /I.O/
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Receipt date: 05/08/2014

Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

13556420 - GAU: 2432

EXAMINER
INITIALS

REFERENCE
NUMBER
(U SERIES) 

a S

a S8

Cca oN

a o8TTTohwo

a o8

o8

a S

aCcaaa ooo2NI2
a oEE
a o

 
|
 

 
   PATENT NUMBE ISSUE DATE NAMEOF REFERENCES CITED

PATENTEE OR AND CONSIDERED
APPLICANT BY EXAMINER IN

PARENT CASE
IDENTITIED BY
PT.ACEMENTOF "X"

EXAMINFR'S SIGNATURF:
/Izunna Okeke/

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH.
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Receipt date: 05/08/2014 13556420 - GAU: 2432

Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER
INITIALS

REFER!ENCE
 
  NAMEOF 

NUMBER
(U SERIES) PATENTEE OR

APPLICANT

REFERENCES CITED
AND CONSIDERED
BY EXAMINER IN

0252

i] 53
ya

0254

35
kaaaa oo ND

a 0256

0257

58

s)
259

0260

261

0262

0263

~~]264.

0265

66
k

aaaaaaCcaaCc oooOQOQ we)NoNN
a 0267

0268

69

s)oOQOQ NdN 70

0271

72

0273

 
0274

09/08/2014

ALL REFERENCES

 
PARENT CASE
IDENTITMIED BY
PILACEMENTOF "X"

PATENT NUMBE ISSUE DATE

 

7363278 April 2008 Schmelzer et al.

7409073 August 2008

aX sR'S § ! a fhe 4 {
EXAMINER'S SIGNATURE. Azunna Okeke/

CONSIDERED EXCEPT WHERE LINED THROUGH. /1.0.
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Receipt date: 05/08/2014

Printed: May 8, 2014 (1:29pm)

13556420 - GAU: 2432

Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOTO014-6\Drafts\ReferenceCita'tionList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G@) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)(ii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER REFERENCE
INITIALS NUMBER

(U SERIES) 

Ia S

Cca oN

a ott0280

a o

a o

rea o

a S

aCcaaa ooo882
a o

 Yeas

/__[es

o&

09/06/2014

ALL REFERENCES

 
 
   PATENT NUMBE ISSUE DATE NAMEOF REFERENCES CITED

PATENTEE OR AND CONSIDERED
APPLICANT BY EXAMINER IN

PARENT CASE
IDENTITIED BY
PT.ACEMENTOF "X"

November 2008

EXAMINER'S SIGNATURE: (zunna Okeke/

 
CONSIDERED EXCEPT WHERE LINED THROUGH.
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Receipt date: 05/08/2014 13556420 - GAU: 2432
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ALL REFERENCES

 
INCLUDE IN SEQULNCL: Nameoffirst author (in CAPILAL|REXERENCESOTED
LUT'TERS), Title in quotation marks, name of publication, date|By EXAMINERIN
or publication, page numbers, publisher, city of publication, PARENT CASE> oa IDENTIFIED BY
and country of publication PLACEMENT OF "X"
NOLL - or US patent applications listed herein, if a

US. Appl. No. 08/999,766, filed Jul. 23, 1997, entitled
"Steganographic Method and Device", published as 7568100
07-28-2009, cited as U280.

EPO Application No. 96919405.9,entitled "Steganographic
Method and Device"; published as EP0872073 (A2),
10-21-1998, cited herein as F20.

U.S. Appl. No. 11/050,779,tiled Leb. 7, 2005, entitled
‘Steganographic Method and Device", published as
20050177727 Al 08-11-2005, cited herein as P30. S. Appl. No. 08/674,726, filed Jul. 2, 1996,entitled
"Exchange Mechanismsfor Digital Information Packages with
Bandwidth Securitization, Multichannel Digital Watermarks,
and Key Management", published as 7362775 04-22-2008,
cited herein as U272 .

U.S. Appl. No. 09/545,589, filed Apr. 7, 2000, entitled
"Method and System for Digital Watermarking", published as
7007166 02-28-2006, cited herein as U243

U.S. Appl. No. 11/244,213, filed Oct. 5, 2005, entitled
"Methodand System for Digital Watermarking", published as
2006-0101269 Al 05-11-2006, cited herein as P36

U.S. Appl. No. 11/649,026,filed Jan. 3, 2007, entitled "Method
and System for Digital Watermarking", published as
2007-0113094 Al 05-17-2007, cited herein as P45.

U.S. Appl. No. 09/046,627, filed Mar. 24, 1998, entitled
"Method for Combining Transfer Function with Predetermined
Key Creation", published as 6,598,162 07-22-2003, cited
herein as U212.

U.S. Appl. No. 10/602,777,filed Jun. 25, 2003, entitled
"Method for Combining Transfer Function with Predetermined
Key Creation", published as 2004-0086119 Al 05-06-2004,
cited herein P20.
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R 
REFER
ENCE
NUMBFE

09/06/2014

 
INCLUDE IN SEQUENCE:Nameoffirst author (in CAPITAT,|BERPRENCESCTD
LETTERS), Title in quotation marks, name of publication, date|py ExamMNERIN
or publication, page numbers,publisher, city of publication, PARENT CASEae IDENTIFIED BY
and country of publication PLACEMENTOF "X"
NOTE - For USpatent applications listed herein, if a

U.S. Appl. No. 09/053,628,filed Apr. 2, 1998, entitled
"Multiple Transform Utilization and Application for Secure
Digital Watermarking", 6,205,249 03-20-2001, cited herein as
U161.

U.S. Appl. No. 09/644,098,filed Aug. 23, 2000,entitled
“Multiple Transform Utilization and Application for Secure
Digital Watermarking", published as 7,035,409 04-25-2006,
cited herein as U245.

Jap. App. No. 2000-542907, entitled "Multiple Transform
Utilization and Application for Secure Digital Watermarking";
which is a JP national stage of PCT/US1999/007262, published
as WO/1999/052271, 10/14/1999, FI3 here in above..

U.S. Appl. No. 09/767,733, filed Jan. 24, 2001 entitled
"Multiple TransformUtilization and Application for Secure
Digital Watermarking", published as 2001-0010078 Al
07-26-2001, cited herein as P1.

U.S. Appl. No. 11/358,874,filed Feb. 21, 2006,entitled
"Multiple Transform Utilization and Application for Secure
Digital Watermarking", published as 2006-0140403 AL
06-29-2006, cited herein as P37.

U.S. Appl. No. 10/417,231, filed Apr. 17, 2003, entitled
"Methods, Systems And Devices For Packet Watermarking
And Efficient Provisioning Of Bandwidth", published as
2003-0200439 Al 10-23-2003, cited herein as P13,

U.S. Appl. No. 09/789,711, filed Feb. 22, 2001, entitled
“Optimization Methodsfor the Insertion, Protection, and
Detection of Digital Watermarks in Digital Data", published as
2001-0029580 Al 10-11-2001, cited herein as P75.

U.S. Appl. No. 11/497,822,filed Aug. 2, 2006, entitled
"Optimization Methodsfor the Insertion, Protection, and
Detection of Digital Watermarks in Digital Data", published as
2007-0011458 Al 01-11-2007,cited herein as P39.

t . fn / !
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ENCE LETTERS), Title in quotation marks, nameof publication, date|By ExamiNERIN
NUMBE or publication, page numbers, publisher, city of publication, PARENT CAST_. IDENTIDIED BY
R and country of publication PLACEMENTOF "X"

NOTE - For USpatent applications listed herein, if a
 

U.S. ApplNo. 11/599,964,filed Nov. 15, 2006, entitled
"Optimization Methods for the Insertion, Protection, and
Detection of Digital Watermarks in Digital Data", published as
2008-0046742 Al 02-21-2008,cited herein as P58.

USS. Appl. No. 11/599,838,filed Nov. 15, 2006,entitled
"Optimization Methodsfor the Insertion, Protection, and
Detection of Digital Watermarks in Digital Data", published as
2007-0226506 Al 09-27-2007, cited herein as P47.

U.S. Appl. No. 10/369,344,filed Feb. 18, 2003, entitled
"Optimization Methodsfor the Insertion, Protection, and
Detection of Digital Watermarks in Digitized Data", published
as 2003-0219143 Al 11-27-2003, cited herein as P14.

U.S. Appl. No. 11/482,654, filed Jul 7, 2006, entitled
"Optimization Methodsforthe Insertion, Protection, and
Detection of Digital Watermarks in Digitized Data", published
as 2006-0285722 Al 12-21-2006, cited herein as P38.

U.S. Appl. No. 09/594,719,filed Jun. 16, 2000, entitled
‘Utilizing Data Reduction in Steganographic and
Cryptographic Systems", published as 7,123,718 10-17-2006,
cited herein as U255.

»S. Appl No. 11/519,467, filed Sep. 12, 2006, entitled
"Utilizing Data Reduction in Steganographic and
“ryptographic Systems", published as 2007-0064940 Al
3-22-2007, cited herein as P41.

S. Appl. No. 09/731,040, filed Dec. 7, 2000, entitled
"Systems, Methods And Devices For Trusted Transactions",
2002-0010684 Al 01-24-2002,ciled herein as P3.

eeaSws   
Nwn U.S. Appl. No. 11/512,701, filed Aug. 29, 2006,entitled

"Systems, Methods And Devices For Trusted Transactions",
published as 2007-0028113 Al 02-01-2007, cited herein as
P40.

U.S. AppLNo. 10/049,101, filed Neb. 8, 2002, entitled "A
Secure Personal Content Server", published as 7,475,246
01-06-2009, cited herein as U277.

tN an
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R
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or publication, page numbers, publisher, city of publication,
and country of publication
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NOTE - For USpatent applications listed herein, if a

PCT Application No. PCT/US00/21189, filed Aug. 4, 2000,
entitled, "A Secure Personal Content Server", Pub. No.:
WO/2001/018628 ; Publication Date: 15.03.2001, cited herein
as F21.

U.S. Appl. No. 09/657,181, filed Sep. 7, 2000, entitled
"Method and Device For Monitoring And Analyzing Signals",
published as 7,346,472 03-18-2008,cited herein as U271.

U.S. Appl. No. 10/805,484, filed Mar. 22, 2004, entitled
"Method And Device For Monitoring And Analyzing Signals",
published as 2004-0243540 Al 12-02-2004,cited herein as
P27.

tao U.S. Appl. No. 09/956,262,filed Sep. 20, 2001, entitled
"Improved Security Based on Subliminal and Supraliminal
Channels For Data Objects", published as 2002-0056041 Al
05-09-2002, cited herein as POS

U.S. Appl. No. 11/518,806,filed Sep. 11, 2006, entitled
"Improved Security Based on Subliminal and Supraliminal
Channels For Data Objects", 2008-0028222 Al 01-31-2008,
cited herein as P57.

U.S. Appl No. 11/026,234,filed Dec. 30, 2004,entitled
"Z-Transform Implementation of Digital Watermarks",
published as 2005-0135615 Al 06-23-2005, cited herein as
P28.

too U.S. Appl. No. 11/592,079, filed Nov. 2, 2006, entitled "Linear
Predictive Coding Implementation of Digital Walermarks",
published as 2007-0079131 Al 04-05-2007,cited herein as
P42,

msg

twotooha
NooO

U.S. Appl. No. 09/731,039, filed Dec. 7, 2000, entitled
"System and Methodsfor Permitting Open Access to Data
Objects and for Securing Data within the Data Objects”,
published as 2002-0071556 Al 06-13-2002, cited herein as
P06.

|’
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INCLUDE IN SEQUENCE:Nameoffirst author (in CAPITAT,|BERPRENCESCTD
LETTERS), Title in quotation marks, name of publication, date|py ExamMNERIN
or publication, page numbers,publisher, city of publication, PARENT CASEae IDENTIFIED BY
and country of publication PLACEMENTOF "X"
NOTE - For USpatent applications listed herein, if a

U.S. Appl. No. 11/647,861, filed Dec. 29, 2006, entitled
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Title: Data protection method and device
Examiner/ArtUnit: OKEKE/2432
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SUMMARYOF EXAMINERINITIATED INTERVIEW

On 9/2/2014, Examiner Okekecalled the undersigned. Examiner Okeke indicated that he
would allowthe application,if the limitations of claim 62 were incorporated into independent
claim 58, and similar limitations were added in to each of the other independentclaims.

The undersigned ask Examiner Okeke whether he would allow the application if only the
portion of claim 62 reading "wherein said memory scheduler code resource is designed to madify
a stack frame" were incorporated into claim 58, and similar limitations incorporated into the
other independent claims. A telecommunication problem terminated the telephone conference
before Examiner Okcke could answer.

Several minutes later, the telephone conference continued. Examiner Okeke indicated
that he would allow claim 58, if the limitation "wherein said memory scheduler code resourceis
designed to modify a stack frame" followed bythe recitation "in said memory” were added to
claim 58, and similar limitations were added in to each of the other independent claims.
Examiner Okeke indicated that if the applicant agreed, the undersigned should email Examiner
Okeke an amended set of claims in text format to facilitate the examiner entering the claims by
an examiner amendment.

On 9/3/2014, the undersigned spoke with Examiner Okeke noting that the applicant had
agreed to the proposed amendmentand that the undersigned would email amended claimsto the
examiner.

On 9/4/2014, the undersigned emailed amended claims to the examiner.

/RichardNeifeld/

RICHARD NEIFELD, REG. NO, 35,299
ATTORNEY OF RECORD

Date/Time: September 4, 2014 (5:17pm)
Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT0014-6\Dralis\SummaryO/ExaminerInitiatedInterviewSCOT0014-6_9-4-2014.wpd
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NEIFELD REF: SCOTO014-6

CLIENT REF: SCOT0014-6

Application/Patent No: 13556420
USPTO CONF. NO: 5811

File/Issue Date: 7/24/2012

Inventor: SCOTT MOSKOWITZ

Title: Data protection method and device
Examiner/ArtUnit: OKEKE/2432

ENTITY STATUS: LARGE

37 CFR 1.111 AMENDMENT REMARKS

This is a response to the Non Final Office Action (NF)A) dated 3/21/2014.
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The Office Action summary page of the Non Final Office Action (NFOA) indicates that
all claims, claims 58-107, are examined, that the action is NONfinal, and that all claims are

rejected.
Items 1-2 indicate the restriction has been withdrawn. In response, the applicant

appreciates that withdrawal.
Items 3-10 reject claims 82-107 for lack of a written description in the specification

(112(a); item 10 rejects claims 82-107 as indefinite (112(b)); and items 11-12 reject claims 58-81
as anticipated by Ostrovsky. For the reasons explained below, the applicant traverses generally
all of the rejections, with some minorclarifying amendments in view of the examiner's claim-
specific comments,

Eachof the examiner's comments is addressed below,in the order they appear in the
office action. Citations are the paragraph ofthe specification of this application as published in
the US patent application publication: 20130014271

TRAVERSE OF 112(a}) REJECTIONS

Item 5 in the NFOAstates that:

5. Claim 86 and 104 recites "to shuffle at Icast a subsct of said code resources".

There is no support or description in the specification for the claim language
"shuffle at lease a subset". Claims 105-107 are rejected with the samerationale
for their dependence on claim 104.

Claim 86 recites:

86. (Previously Presented) A system comprising:
a processor;

a memory coupled to said processor;
wherein said memory is designed to store data in non transitory form;
wherein said system is configured to load a program comprising code

resources into said memory andto shuffle at least a subset ofsaid code resources
into a different location in said memory after said program has been loaded into
memory.

In response, please note that paragraph [0054] explicitly mentions the concept of protecting a
"sub-set" of code resources of a computer program,stating:

[0054] The first method of the present invention described involves hiding
necessary "parts" or code "resources" in digitized sample resources using a
"digital watermarking" process, such as that described in the "Steganographic
Mcthod and Device" patent application. The basic premise for this schemeis that
there are a certain sub-set of executable code resources, that comprise an
application and that are "essential"to theproperfunction ofthe application. ...

That concept of a sub-set of code resources is a generic disclosure applicable to the
memory shuffling concept. It provides express support for claiming a "subset". In further
response, please note paragraph [0066] which reads in relevant part, emphasis supplied:
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[0066] Underthe present invention, the application contains a special code
resource which knowsaboutall the other code resources in memory. During
execution time, this special code resource, called a "memory scheduler," can be
called periodically, or at random or pseudo random intervals, at which timeit
intentionally shuffles the other code resources randomly in memory, so that
someonetrying to analyze snapshots of memory at various intervals cannot be
sure if they are looking at the same code or organization from one "break" to the
next. This adds significant complexity to their job. The scheduler also randomly
rclocates itself whenit is finished. In order to do this, the scheduler would have to

first copy itself to a new location, and then specifically modify the program
counter and stack frame, so that it could then jump into the new copyofthe
scheduler, but return to the correct calling frame. Finally, the scheduler would
need to maintain a list of all memory addresses which contain the address of the
scheduler, and change them to reflect its newlocation.

The disclosure in paragraph [0054] that the memory schedule shuffles only "the other code
resources " provides support for recitation "to shuffle at least a subset of said code resources".
This is because the memory schedule is also a code resource, and the emphasized disclosure does
not indicate the memory shuffler code resource is shuffled a the specified "time". The
specification docs disclose that the "The scheduler also randomly relocates itself whenit is
finished." but that is in addition to the disclosure that "it intentionally shuffles the other code
resources randomly in memory." Consequently, the specification does disclose that the shuffling
of "at least a subset of said code resources." Anyone skilled in the art would understandthis
disclosure to mean whatis claimed,

Item 6 in the NFOAstates that:

6. Claims 82 and 87 recites "sequence of instructions that have sequential
addresses". There is no support or description in the specification for the claim
language "sequential addresses". Claim 83 is rejected with the same rationale for
its dependence on claim 82. Claims 88 and 89 are rejected with the samcrationale
for their dependence on claim 87.

In response, please note paragraph [0052] which reads in relevant part, emphasis supplied:

[0052] The memory address of the first instruction in one of these
sub-objects is called the "entry point" of the function or procedure. Therest of
the instructions comprising that sub-object immediatelyfollow from the entry
point. Some systems may prefix information to the entry point which describes
calling and return conventions for the code which follows, an exampleis the
Apple Macintosh Operating System (MacOS). These sub-objects can be packaged
into whatare referred to in certain systems as "code resources,” which may be
stored separately fromthe application, or shared with other applications, although
not necessarily. Within an application there are also data objects, which consist of
some data to be operated on by the executable code. These data objects are not
executable. Thatis, they do not consist of executable instructions. The data
objects can be referred to in certain systems as "resources."

Claim 82 recites:
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82. (Previously Presented) The device of claim 58 wherein each one of
said other code resources comprises a sequence of instructions that have
sequential addresses in said memory.

The description that the rest of a code resource's instructions "immediatelyfollow from the" -
memory address of the first instruction" clearly discloses that the "sequence of instructions that
have sequential addresses." Anyoneskilled in the art would understandthis disclosure to mean
whatis claimed.

Item 7 in the NFOAstates that:

7, Claims 84 and 90 recites "plurality of executable code resources loaded
in said memory have memory addresses that immediately follow one another".
There is no support or description in the specification for the claim language
"memory addresses that immediately follow one another". Claim 85 is rejected
with the same rationale for its dependence on claim 84. Claims 91 and 92 are
rejected with the samerationale for their dependence on claim 90.

Claim 84 recites:

84. (Previously Presented) The device of claim 58 wherein each one of
said other code resources comprises a sequence ofinstructions that immediately
follow one another in said memory.

In response, again please note paragraph [0052] which readsin relevant part, emphasis supplied:

[0052] The memory address of thefirst instruction in one ofthese
sub-objects is called the "entry point" of the function or procedure. Therest of
the instructions comprising that sub-object immediatelyfollow from the entry
point. Some systems may prefix information to the entry point which describes
calling and return conventions for the code which follows, an cxamplecis the
Apple Macintosh Operating System (MacOS). These sub-objects can be packaged
into whatare referred to in certain systems as "code resources," which may be
stored separately from the application, or shared with other applications, although
not necessarily. Within an application there are also data objects, which consist of
some data to be operated on by the executable code. These data objects are not
executable. Thatis, they do not consist of executable instructions. The data
objects can be referred to in certain systems as "resources."

The claimed recitation "memory addresses that immediately follow one another" is almost ipsus
verbis states in the specification. The specification reciltes:" memory address...of the ... sub-
object immediatelyfollow from the entry point.". Anyone skilled in the art would understand
this disclosure to mean whatis claimed.

Item 8 in the NFOAstatesthat:

8. Claim 93 recites "configured to store in memory an original/new
plurality of code resource addresses". There is no support or description in the
specification for the claim language "store in memory an original/newplurality of

5
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code resource addresses”. Claims 94-103 are rejected with the samerationale for
their dependence on claim 93.

Claim 93 reads:

93. (Previously Presented) A system for protecting a software
application, said software application comprising a plurality of executable code
resources, said system comprising:

a processor;

memory for storing data in non transitory form;
wherein said processoris coupled to said memory for transmitting data

there between;

wherein, when executing said software application, said system is
configured to store in said memory an original plurality of code resource
addresses;

wherein, when executing said software application, said system is
configured to store a plurality of executable code resources for executing said
software application;

wherein each one of said original plurality of code resource addresses
specifics an address in said memory of one ofsaid plurality of executable code
resources;

wherein, when executing said software application, said system is
configured to (1) relocate each one ofsaid plurality of executable code resources
in said memory so that each one of said plurality of executable code resources is
specified by each one of a new plurality of code resource addresses and (2) store
in said memory each oneofsaid new plurality of code resource addresses.

In response,please first note paragraph [0066] in the specification, which reads, with emphasis
supplied:

[0066] Underthe present invention, the application contains a special code
resource which knowsaboutall the other code resources in memory. During
execution time, this special code resource, called a "memory scheduler,” can be
called periodically, or at random or pseudo random intervals, at which timeit
intentionally shuffles the other code resources randomly in memory,so that
someonetrying to analyze snapshots of memory at various intervals cannot be
sure if they are looking at the same code or organization from one "break" to the
next. This adds significant complexity to their job. The scheduler also randomly
relocates itselfwhen it is finished. In order to do this, the scheduler would have to
first copy itself to a newlocation, and then specifically modify the program
counter and stack frame, so that it could then jump into the new copy of the
scheduler, but return to the correct calling frame. Finally, the scheduler would
need to maintaina list of all memory addresses which contain the address ofthe
scheduler, and change them to reflect its newlocation.

In response, please note that claim 93 does not recite "configured to store in memory an
original/newplurality of code resource addresses". Accordingly, the applicant (and the
undersigned) does not know whythese claimsstand rejected for lack of written description.

In any case, the examiner should note that disclosure corresponding to the "shuffles" and

6
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"relocate" claim recitation appears in paragraph [0066] emphasized above.

TRAVERSEOF112(b) REJECTIONS

Item 10 in the NFOAstates that:

10. Claims 82-107 are rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112
(pre-AlA), second paragraph, as being indefinite for failing to particularly point
out and distinctly claim the subject matter which the inventor or a joint inventor,
or for pre-AlA the applicant regards as the invention. As outlined above,the
identified claim language/limitations are not recited or described in the disclosure.
Therefore, the interpretation of the claims is indefinite and unclear. For instance,
claim 86 recites "shuffle at least a subset of said code resources”. In the absence of

any disclosure describing what a "subset of a code resource"is,it is unclear and
indefinite what the claimed subject matter is. The samerational (not supported by
the specification) applies to the rest of the claims identified above.

In response, basis of 112(b) being a lack of 112(a) disclosure, please disclosure noted
herein above in response to the 112(a) rejections.

In responseto the specific reasoning directed to claim 86,first notc that claim 86 reads as
follows.

86. (Previously Presented) A system comprising:
a processor;

a memory coupled to said processor;
wherein said memory is designed to store data in non transitory form;
wherein said system is configured to load a program comprising code

resources into said memory andto shuffle at least a subset ofsaid code resources
into a different location in said memory after said program has been loaded into
memory.

In responseto the rejection of claim 86 for indefiniteness of a recitation "subset of a code
resource", please note that claim 86 does not contain that recitation. Claim 86 recites "resources"
in the plural, not the singular. Accordingly, there is no basis for this rejection insofar asit is
based upon an incorrect reading of claim 86's recitation "resources".

In further response, it appears that the examiner has concludesthat the word "subset"is
unclear. However, "subset" has an exact definition. See for example the published definition of
our NationalInstitute of Science and Technology (NIST) at URL
"http://xlinux.nist.gov/dads//HTML/subset.html". This definition reads:

Definition: A set S1 is a subset of another set S2 if every element in S1 is in 82.
S2 may have exactly the same clements as S1.

Hence,claim 86's "subset ofsaid code resources" defines a set consisting ofless than all, or all,
of the code resources. There is no ambiguity in what constitutes a subset of code resources based
upon the meaning of the word "subset".

In yet further response, it may be that the examiner considers "code resources" to be
unclear. If so, the examiner's attention is directed to the background information in paragraphs
[0013] ("using the watermarks encoded with such keys to hide an essential subset of the

7
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application code resources.); [0033] ("Attempts to tamperor "patch" substitute code resources
can be made highly difficult by randomizing the location of said resources in memory on an
intermittent basis to resist most attacks at disabling the system."); and then to paragraph [0052]
which defines "code resources":

[0052] The memory addressof the first instruction in one of these
sub-objects is called the “entry point" of the function or procedure. Therest of the
instructions comprising that sub-object immediately follow from the entry point.
Some systems may prefix information to the entry point which describescalling
and return conventions for the code which follows, an example is the Apple
Macintosh Operating System (MacOS). These sub-objects can be packaged into
what are referred to in certain systems as "code resources," which may be stored
separately from the application, or shared with other applications, although not
necessarily. Within an application there are also data objects, which consist of
some data to be operated on by the executable code. These data objects are not
executable. That is, they do not consist of executable instructions. The data
objects can be referred to in certain systems as "resources."

Hence, the specification makes the concept of code resources not indefinite. In summary, one
skilled in the art would have no problem understanding the meaning and scope of claim 86.

PRIOR ART ANTICIPATION REJECTIONS BASED UPON OSTROVSKY(5123045)

The applicant appreciates that claims 82-107 are not rejected based uponpriorart.
The NFOAdated 3/21/2014 repeats verbatim the 102 anticipation rejections of claims 58-

81 appearing in the NFOA dated 3/28/2013. Accordingly, the applicant copies herein below the
remarks respondingto that rejection filed 9/23/2103. However, for clarity, the applicant first
summarizes why each independentclaim is not anticipated by Ostrovsky.

Regarding independent claim 58, our specification defines a “code resource” as having an
entry point and comprises more than one instruction that immediately follows from that entry
point. Ostrovsky docs not disclose making a random order or arrangementofsects of instructions
each set of which immediately follow fromits entry point. Nothing in Ostrovsky suggests that
function.

Similarly, claim 67 recites "wherein said memory scheduler is designed to shuffle said
other executable code resources in memory."

Similarly, clatm 75 recites "designed to relocate at least each of the other ones of said
plurality of executable code resources to different addresses within said memory during
execution of said software application."

Similarly, claim 78 recites "shuffle at least one code resource into a different location in
said memory after it has been loaded into memory.”

Similarly, clatm 79 recites " to randomize the location of at least one of the at least two
code resources in the memory."

Similarly, claim 80 recites "configured to randomizethe location ofat least a portion of
the code defining a code resource."

Similarly, claim 93 recites “said system is configured to (1) relocate each one ofsaid
plurality of executable code resources in said memory so that each one ofsaid plurality of
executable code resources is specified by each one of a new plurality of code resource addresses
and (2) store in said memory each one ofsaid newplurality of code resource addresses.”

Similarly, claim 104 recites "shuffle locations in memory ofat least a subset of said

8
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plurality of code resources." Ostrovsky does not disclose shuffling code resources in memory,
does not disclose a memory scheduler stored in memory to performthat function and does not
disclose the limitations recited above.

OSTROVSKY DOES NOT DISCLOSE WHATIS CLAIMED

Ostrovsky’s goal is to “provide[] protection of the pattern of access to memory during
execution of a program.” Abstract. Ostrovsky accomplishes that goal by providing a system in
which “values stored in the general purpose memory are hidden... [and] the sequence in which
memory location are accessed during execution is hidden.” Abstract.

Ostrovsky discloses a data processing system including protected CPU and protected
memory (Fig. 1, elements 10, 12; col. 1 lines 39-47) which communicates over unprotected data
bus 20 with unprotected random access memory (RAM)(fig. 1, element 14; col. 4 lines 53-57).
Ostrovsky discloses that “The data processing system further includes a plurality of ‘buffer’ data
structures for storing encrypted software and data in an unprotected memory.” Col. | lines 44-
47, This refers to data structures in the unprotected RAM, element 14. Col. 4 lines 60-61,

Ostrovsky discloses storing values defining a program in a random order (as generated by
a pseudo random numbergenerator) in unprotected RAM. Ostrovsky states “The method of
protection comprises initially permuting the order in which values are stored in the unprotected
addressable locations prior to the beginning of cxccution of the program.” Col. 2 lines 21-24.
These values include the data and instructions of the software program. Ostrovsky states “The
types of protection embodied with the preferred embodimentinclude protection ofthe access
pattern to memory by the program and protection of values held in memory such as data and
instructions.” Col. 4 lines 15-18.

Ostrovsky defines a virtual address as follows: “‘A virtual address is the address
referenced by the program andis distinct from a physical address which identifies the physical
location where the virtual memory location resides.” Col. 6 lines 23-27. Ostrovsky states “The
virtual memory locations that make up the program and the data are stored in physical addresses
specified by a pseudo-random function of the virtual addresses.” Col. 3 lines 3-6. In the
Detailed Description, Ostrovsky clarifies that “The code and data constitute a plurality of virtual
memory locations. They are not stored in the order in which their corresponding virtual addresses
are sequenced; rather, they are stored in a pseudo-randomsequence.” Col. 6 lines 33-36.

STORING OF PROGRAM VALUESIN “A PSEUDO-RANDOM SEQUENCE”

Ostrovsky’s storing ofprogram values in “a pseudo-random sequence”in the
unprotected RAM doesnot disclose our claimed shuffling of code resources in memory.
This is because our application discloses that a “code resource” has an entry point and comprises
more than one instruction that immediately follows from that entry pomt. Our specification
states that "[0052] The memory addressofthefirst instruction in one of these sub-objects is
called the "entry point" of the function or procedure. Therest of the instructions comprising
that sub-object immediatelyfollowfrom the entrypoint. ... These sub-objects can be packaged
into whatare referred to in certain systems as 'code resources’,...".

Ostrovsky discloses compiling and executing the program. Ostrovsky states that “[t]he
present invention specifies a cryptographic compiler which transforms source-code programs into
equivalent compiled programs which run on a general-purpose computer using the protected
chip.” Col. 1 lines 58-62. Andthatit is this cryptographically compiled program that resides in
the unprotected RAM. "It should be stressed that ... the compiled programsreside in the
unprotected, general-purpose random access memory." Col. 2 lines 5-8. Regarding executing
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the program, Ostrovsky discloses that “the values at the unprotected adjustable locations are
accessed in light of the order imposed by the permuting step and by the partially permuting step.”
Col. 2 lines 30-33.

Ostrovsky then discloses that, because of the permutation, “[s]pecific accesses are
achieved within an access pattern which is independentof the original access pattern.” Col. 2
lines 33-35. However, Ostrovsky discloses that those accesses of unprotected RAM for
executing the software program are interspersed with accesses of unprotected RAM to dummy
addresses that do not contain a program instruction or data, in order to fool an adversary.
Ostrovskystates “Next, exccution of the program is begun. Each time a memory accessis
desired, the CPU 10 examineseach ofthe buffers for the memory location that is sought. Only
one ofthe buffers will have the memorylocation truly sought. The other memory accesses are
dummy accesses designed to fool adversaries.” Col. 5 lines 38-43.

MOVINGA SINGLE VALUE OF THE SOFTWARE PROGRAM TO A DIFFERENT

MEMORY LOCATION

Ostrovsky discloses moving the “desired memory location”that is “truly sought” for
“execution of the program,” onceit is identified. Ostrovsky states “Next, execution of the
program is begun. Each time a memory accessis desired, the CPU 10 examineseach ofthe
buffers for the memorylocation that is sought. Only one of the buffers will have the memory
location truly sought. The other memory accesses are dummy accesses designed to fool
adversaries. When a desired memorylocation is found, it is moved up to the level I buffer.” Col.
5 lines 38-44. This passage in Ostrovskyclarifies that individual memory locations, which
correspond to an individual machineinstructions of data associated with the software program,
are moved, one at a time, independent of movementof any other instruction or data associated
with the memory. Furthermore, Ostrovsky discloses that sequential values of the program found
in the foregoing process and stored in buffer 1 are not stored in sequential locations in buffer 1.
Instead, Ostrovsky discloses that each found value of the programis stored in the next sequential
empty bucket in buffer 1, and that buckets are not a single memory location but a set or
sequential locations. “Store value v of the virtual memory location L from B into first empty
bucket of level 1 buffer” and that “each bucket constitutes a set of memory locations”. Col. 9
lines 37-38. Thus, Ostrovsky discloses that sequentially accessed instructions in the compiled
software programare not stored in the unprotected RAM in sequential memory addresses.

Moreover, Ostrovsky discloses that when a buffer becomesfull, the contents ofthat
buffer are transferred to another buffer and then "obliviously rehashed" which means pseudo
randomly reordering the contents of the memory locations containing each value of the program.
Col. 9 lines 1-11.

Ostrovsky’s moving of single found value of the software program,independent of
other values of the software program, in the unprotected RAM, does not disclose our
claimed shuffling of code resources in memory. This is because our application discloses that
a “code resource” has an entry point and comprises more than oneinstruction that immediately
follows from that entry point. Our specification states that "[0052] The memory address ofthe
first instruction in one of these sub-objectsis called the “entry point” of the function or
procedure. Therest of the instructions comprising that sub-object immediately follow from
the entry point. ... These sub-objects can be packaged into whatare referred to in certain
systems as 'code resources’,...". Ostrovsky’s moving values oneat a time to non sequential
locations in memory is not our claimed shuffling of a code resource because it does not maintain
a sequenceof instructions that immediately follow from the entry point.

10

125 KYOCERA1002



126 KYOCERA 1002

PARTIALLY PERMUTING THE ORDER OF SOFTWARE PROGRAM VALUES

Ostrovsky discloses “the order in which values are stored in subsets of the unprotected
adjustable locations is partially permuted at various times during the execution of the program.”
Col. 2 lines 27-30. Regarding the partial permutation, Ostrovsky states “The partial permuting
step includes the step of transferring values from one subset of the unprotected adjustable
locations to another subset of the unprotected adjustable locations,” (col. 2 lines 42-44) and
“Given that each subset may be ofa different size, the frequency with which the various subsets
are permuted differs” (col. 2 lines 48-49) and “Each time the accessible memoryis shulfled
(permuted), a counter is incremented”(col. 3 lines 48-49) and “All the non-empty buckets are
movedtogether by obliviously repermuting B at the bucket level” (col. lines 53-54) and “As
fixed intervals (i.e. when a buffer may be potentially full) the buffer’s contents are moved to a
next higher priority buffer and are pseudo-randomly rearranged so that the order in which the
virtual memory locations are held in the next higher priority buffer is shuffled. The movement
from the lower order buffer to a higher order buffer is achieved preferably using a
pseudo-random function”(col. 3 line 16-24) andfinally “Thus, if the second level buffer 17 gets
full, it is passed on to the third level buffer 19, and the third level buffer 19 is shuffled”(col. 9
lines 8-10). In the foregoing, Ostrovsky discloses partially permuting meaningtransferring of
values from one buffer (or bucket, which is a subset of a buffer) to another buffer (or bucket,
which is a subset ofa buffer). However, Ostrovsky discloses that each buffer or bucket subset of
a buffer contains a disordered subsct of the valucs (code andinstruction) defining the software
program. Further, Ostrovskyfails to disclose any relation between buckets and what we define
as code resources, and Ostrovsky fails to disclose any relation between buffers and what we
define as code resources. Consequently, Ostrovsky's moving contents of one buffer or bucket to
another, moves a disordered set of the software program's instructions from one location to
another. There is no entry point immediately followed by the other values required to execute a
code resource. Even of a bucket or buffer happened to haveall instructions for some code
resources, the ordered movementof those bucket or buffer values to another bucket or buffer

would not result in a shuffle of the order of the corresponding code resources. Therefore,
Ostrovsky’s moving the contents of one buffer to another, or of one bucket to another, does
not correspond to our claimed shuffling of code resources.

Our application discloses that a “code resource” has an entry point and comprises more
than one instruction that immediately follows from that entry point. Our specification states that
"[0052] The memory address of the first instruction in one of these sub-objects is called the
"entry point" of the function or procedure. The rest of the instructions comprising that
sub-object immediately follow from the entry point. ... These sub-objects can be packaged
into whatare referred to in certain systemsas ‘code resources’,...". Ostrovsky’s shuffling of
buffers or buckets does not relocate in memory, preserving the sequence in memory,of an
entry point of a function or procedure and instructions comprising that sub-object
immediately following the entry point.

OSTROVSKY'S PERMUTING, PARTIALLY PERMUTING, AND MOVING OF
VALUES OF A SOFTWARE PROGRAM DOES NOT DISCLOSE WHAT WE CLAIM

In summary, Ostrovsky’s initial permuting 1s limited to permuting of values, “permuting
the order in which values are stored”. Ostrovsky’s relocating of an instruction to buffer 1 does
not reorder instructions in sequence because they are move to sequential buckets, not sequential
memory locations. Ostrovsky’s partially permuting merely shifts values of one buffer to another,
en masse, and that movingis not shuffling of a code resource as defined in our specification
because the buffers do not include an entry point followed immediately by the instructions
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defining a subroutine or procedure.
Ostrovsky discloses more details, but these details are not relevant. For example,

Ostrovsky discloses encryption by the CPU,association by the CPU of a virtual address with
each value of the program/data, and storing that virtual address in association with the
corresponding value in unprotected RAM. Ostrovsky discloses plural buffers and buckets
intended to confuse an adversary by making calls to RAM unrelated to execution of the program,
and shuffling the buffers and buckets to confuse an adversary.

“CODE RESOURCES” DISCLOSURE

Paragraphs [0051] and [0052] from USpatent publication 20130014271 of application
13556420, the subject application, are copied below, with more relevant passages emphasized,
for the examiner’s convenience.

[0051] An executable computer program is variously referred to as an application,
from the point of viewof a user, or executable object code from the point of view
of the engineer. A collection of smaller, atomic (or indivisible) chunks of object
code typically comprise the complete executable object code or application which
may also require the presence of certain data resources. These indivisible portions
of object code correspond with the programmers’ function or procedure
implementations in higher level languages, such as C or Pascal. In creating an
application, a programmerwrites "code" in a higher level language, whichis then
compiled down into "machine language," or, the executable object code, which
can actually be run by a computer, general purpose or otherwise. Each function, or
procedure, written in the programming language, represents a self-contained
portion of the larger program, and implements, typically, a very small piece ofits
functionality. The order in which the programmertypes the code for the various
functions or procedures, and the distribution of and arrangementof these
implementations in various files which hold them is unimportant. Within a
function or procedure, however, the order of individual language constructs,
which correspond to particular machine instructions is important, and so functions
or procedures are considered indivisible for purposes of this discussion, Thatis,
once a function or procedure is compiled, the order of the machine
instructions which comprise the executable object code of the function is
important and their order in the computer memoryis of vital importance.
Note that many “compilers” perform "optimizations" within functions or
procedures, which determine, on a limited scale,if there is a better arrangement
for executable instructions which is more efficient than that constructed by the
programmer, but does not changethe result of the function or procedure. Once
these optimizations are performed, however, making random changesto the
order of instructions is very likely to "break" the function. When a program
is compiled, then, it consists of a collection of these sub-objects, whose cxact
order or arrangement in memory is not important, so long as any sub-object which
uses another sub-object knows where in memory it can be found.

[0052] The memory address of the first instruction in one of these sub-objects is
called the "entry point" of the function or procedure. The rest of the
instructions comprising that sub-object immediatelyfollowfrom the entrypoint.
Some systems may prefix information to the entry point which describescalling
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and return conventions for the code which follows, an example is the Apple
Macintosh Operating System (MacOS). These sub-objects can be packaged into
what are referred to in certain systems as "code resources," which may be
stored separately from the application, or shared with other applications, although
not necessarily, Within an application there are also data objects, which consist of
some data to be operated on by the executable code. These data objects are not
executable. Thatis, they do not consist of executable instructions. The data
objects can be referred to in certain systems as "resources."

INDEPENDENT CLAIM 58

58. (New) A computing device for running application software, comprising:
memory designed to store data in non transitory form;
an operating system;
wherein said memory stores an application software;
wherein said application software comprises (1) a memory scheduler code resource and

(2) other code resources;
wherein said application software is designed to call said memory scheduler code

resource;

wherein said memory scheduler code resource, when called, functions to shuffle said
other code resources in memory.

Shuffle means to “make a random order of arrangement.” or “A rearrangement of
elements, where noneare lost, added, or changed” See for example:
hitp.//educationvahoo.com/reference/dictionary/entry/shuffle attachment 1 [submitted with prior
response], verb definition 5,
Ostrovsky does not disclose shuffling code resources in memory; and
http://xlinux nist.cov/dads//HTML/permutationhtml attachment 2 [submitted with prior

  

 

response].
Asnoted above, our specification defines a “code resource” as having an entry point and

compriscs morc than oncinstruction that immediately follows from that cntry point. Ostrovsky
does not disclose making a randomorderor arrangementof sets of instructions each set of which
immediately follow from its entry point. Nothing in Ostrovsky suggests that function.
Accordingly, Ostrovsky neither discloses nor suggests claim 58.

INDEPENDENT CLAIMS:67; 75; 78; 79; 80 93; and 104

Regarding the other independentclaims: claim 75 recites "designed to relocate at least
each of the other ones ofsaid plurality of executable code resources to different addresses within
said memory during execution of said software application”; claim 78 recites " shuffle at least
one code resource into a different location in said memoryafter it has been loaded into memory";
claim 79 recites " to randomize the location of at Icast onc of the at least two code resources in

the memory "; claim 80 recites "configured to randomize the location ofat least a portion of the
code defining a code resource"; and claim 93 recites “said system is configured to (1) relocate
each oneofsaid plurality of executable code resources in said memory so that each one ofsaid
plurality of executable code resources is specified by each one of a newplurality of code resource
addresses and (2) store in said memory each oneofsaid new plurality of code resource
addresses” and claim 104 recites "shuffle locations in memory ofat least a subset of said plurality
of code resources". These claims are not anticipated and are not obvious based upon Ostrovsky
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for at least the foregoing reasons.

DEPENDENT CLAIMS

Dependent claims such as 87 and 88 clarify the code resources comprise a sequence of
instructions that have sequential addresses and define functions or procedures, support for which
was discussed above.

Allowance ofthis application, as amended,is requested.

/RichardNeifeld/

RICHARD NEIFELD,REG. NO.35,299
ATTORNEY OF RECORD

Date/Time: April 23, 2014 (11:53am)
Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT0014-6\Drafts\Amendment_SCOT0014-6_4-22-2014.wpd
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IN THE CLAIMS

1-57. (Canceled)

58. (Currently Amended) A computing device for running application software, comprising:

memory designed to store data in non transitory form;

an operating system;

wherein said memory stores an application software;

wherein said application software comprises (1) a memory scheduler code resource and

(2) other code resources;

wherein said application software is designed to call said memory scheduler code

resource; and

wherein said memory scheduler code resource, when called, functions to shuffle said

other code resources in memory.

59, (Previously Presented) The system of claim 75 wherein said first one of said

plurality of executable code resources is a memory scheduler code resource, wherein, when said

memory scheduler code resourceis called, said memory scheduler code resource functionsto

shuffle said memory scheduler code resource randomly in memory.

60. (Previously Presented) The device of claim 58 further comprising a program

counter designed to store values and wherein said system is designed to enable application

software to modify a value stored by said program counter.

61. (Previously Presented) The device of claim 58 further comprising a program

counter designed to store values and wherein said memory scheduler code resource is designed to

modify a value stored by said program counter.

62. (Previously Presented) The device of claim 58 wherein said memory scheduler

code resource is designed to modify a stack frame, to modify a calling address, and to copyitself

to a memory location associated with said calling address.

63. (Previously Presented) The device of claim 58 wherein said system comprises an

operating system, and whercin said operating system is designed to call said memory scheduler

code resource.

64, (Previously Presented) The device of claim 58 wherein said memory scheduler

code resource maintains a list of addresses in memory, wherein each oneof said addressesis

associated with one of the code resources.

65, (Previously Presented) The device of claim 58 wherein said memory scheduler

15

130 KYOCERA1002



131 KYOCERA 1002

code resource maintains a list of addresses in memory associated with said other code resources

in memory,

66. (Previously Presented) The device of claim 58 further comprising a processorfor

processing instructions defined by said application software.

67. (Previously Presented) A system for executing application software code,

comprising:

a memory designed to store data in non transitory form, and storing executable code

resources;

wherein said executable code resources comprise a memory scheduler and other

executable code resources; and

wherein said memory scheduler is designed to shuffle said other executable code

resources in memory.

68. (Currently Amended) The system of claim 67, wherein said memory scheduleris

designed to shuffle said other executable code resources randomly in said memory.

69. (Currently Amended) The system ofclaim 67 wherein said memory scheduler is designed
 

to shuffle said other executable code resources in memory suchthat the shuffling results in a
 

changein location in said memory ofat least one of said other executable code resources.

70. (Previously Presented) The system of claim 67 further comprising a program

counter designed to store values and wherein said memory scheduler is designed to modify

values stored by said program counter.

71. (Previously Presented) The system of claim 67 wherein said memory scheduler

maintains a list of addresses in memory ofat least one code resource.

72. (Previously Presented) The system of claim 67 wherein said memory scheduler

maintains a list of addresses in memory ofsaid other executable code resources.

73. (Previously Presented) The system of claim 67 designed to call said memory

scheduler.

74, (Previously Presented) The system of claim 67 wherein said application software

code is designed to call said memory scheduler.

75, (Previously Presented) A systemfor executing an application on a computer

system, comprising:

a computer system comprising a processor for processing instructions and memory

designed to store data in non transitory form;

a software application comprising a plurality of executable code resources loaded in said
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memory;

said memory storing a plurality of addresses, each one ofsaid plurality of addresses

associated with an address of a corresponding one ofsaid plurality of executable code resources;

and

wherein a first one of said plurality of executable code resources is designed to relocate at

least each of the other ones ofsaid plurality of executable code resources to different addresses

within said memory during execution of said software application, using said processor.

76, (Previously Presented) The system of claim 75 wherein said first one is also

designed to relocateitself to a different address during execution of said software application.

77, (Previously Presented) The system of clatm 75 wherein said system is designed to

repeatedly relocate at least each of the other ones ofsaid plurality of executable code resources to

different addresses within said memory during execution of said software application.

78. (Currently Amended) A system comprising:

a processor;

a memory designed to store data in non transitory form;

wherein said processor is coupled to said memory; and

wherein said system is configured to load a program comprising code resources into said

memory and to shuffle at least one code resource into a different location in said memory after

said program has been loaded into memory.

79. (Currently Amended) A system comprising:

a processor designed to process instructions;

a memory designed to store data in non transitory form;

wherein said processor is coupled to said memory; and

wherein said system is configured to load an executable program comprising at least two

code resources into memory and to randomize the location of at least one of the at least two code

resources in the memory, using said processor

80, (Currently Amended) A system for executing a program comprising code, comprising:

a processor designed to process instructions;

a memory designed to store data in non transitory form;

wherein said processor is coupled to said memory; and

a memory scheduler configured to randomize location of code defining a code resource,

in memory, using said processor.

81. (Previously Presented) The system of clatm 80 wherein said memory scheduleris
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configured to repeatedly randomizethe location of at least a portion of the code in memory.

82. (Previously Presented) The device of claim 58 wherein each oneofsaid other code

resources comprises a sequence ofinstructions that have sequential addresses in said memory.

83, (Previously Presented) The device of claim 82 wherein each one ofsaid other code

resources defines a function or procedure,

84, (Previously Presented) The device of claim 58 wherein each one ofsaid other code

resources comprises a sequence ofinstructions that immediately follow one anotherin said

memory.

85, (Previously Presented) The device of claim 84 wherein each one ofsaid other code

resources defines a function or procedure,

86. (Currently Amended) A system comprising:

a processor;

a memory coupledto said processor;

wherein said memory is designed to store data in non transitory form; and

wherein said system is configured to load a program comprising code resourcesinto said

memory and to shuffle at least a subset of said code resources into a different location in said

memory after said program has been loaded into memory.

87, (Previously Presented) The system of claim 75 wherein each oneofsaid plurality

of executable code resources loaded in said memory comprises a sequenceof instructions that

have sequential addresses in said memory.

88. (Previously Presented) The system of claim 87 wherein cach one ofsaid plurality

of executable code resources loaded in said memory defines a function or procedure.

89, (Previously Presented) The system of claim 88 wherein each oneofsaid plurality

of executable code resources loaded in said memory is an essential code resource.

90. (Previously Presented) The system of claim 75 wherein each oneofplurality of

executable code resources loaded in said memory comprises a sequence of instructions, and the

sequence ofinstructions for one of said plurality of executable code resources loaded in said

memory have memory addresses that immediately follow one another.

91, (Previously Presented) The system of claim 90 wherein each oneofsaid plurality

of executable code resources loaded in said memory defines a function or procedure.

92, (Previously Presented) The system of claim 90 wherein said system comprises one

of a set-top box; a cellular phone; a smart television; and a personal digital assistant (PDA).

93. (Currently Amended) A system for protecting a software application, said software
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application comprising a plurality of executable code resources, said system comprising:

a processor;

memory for storing data in non transitory form;

wherein said processor is coupled to said memory for transmitting data there between;

wherein, when executing said software application, said system is configured to store in

said memory an original plurality of code resource addresses;

wherein, when executing said software application, said system is configured to store a

plurality of executable code resources for executing said software application;

wherein each oneofsaid original plurality of code resource addresses specifies an address

in said memory ofone ofsaid plurality of executable code resources; and

wherein, when executing said software application, said system is configured to (1)

relocate each one of said plurality of executable code resources in said memoryso that each one

of said plurality of executable code resources is specified by each one of a new plurality of code

resource addresses and (2) store in said memory each oneofsaid new plurality of code resource

addresses.

94, (Previously Presented) The system of claim 93, wherein said system is

configured to repeatedly (1) relocate each one ofsaid plurality of executable code resources in

said memory so that each one ofsaid plurality of executable code resources is specified by each

one of a new plurality of code resource addresses and (2) store in said memory each oneofsaid

newplurality of code resource addresses.

95. (Previously Presented) The system of claim 93, wherein cach one ofsaid

plurality of executable code resources are relocated to random addresses.

96. (Previously Presented) The system of claim 93, wherein each one said

original plurality of code resource addresses specifies an entry point of an original location in

memory of each oneof said plurality of executable code resources.

97, (Previously Presented) The system of claim 93, wherein each one said new

plurality of code resource addresses specifies an entry point of a newlocation in memory of each

one of said plurality of executable code resources.

98. (Previously Presented) The system of claim 93 wherein each one ofsaid

plurality of executable code resourcesis stored in sequential locations in said memory.

99, (Previously Presented) The system of claim 98 wherein each one ofsaid

plurality of executable code resources executes a function or procedure whencalled.

100. (Previously Presented) The system of claim 93 wherein each one ofsaid
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plurality of executable code resources executes a function or procedure

101. (Previously Presented) The system of claim 93 wherein said system is

configured to relocate each one ofsaid plurality of executable code resources in said memory in

responseto a call to an executable code resource of said plurality of executable code resources.

102. (Currently Amended) The system of claim 101 wherein said system is configured

to update a reference to said executable code resource in said memoryofthecompnter-system to

reflect a new address in said memory ofsaid executable code resource resulting fromrelocating

said executable code resource.

103. (Previously Presented) The system of claim 102 wherein said executable

code resource is a memory scheduler whichis called periodically, or at random or pseudo

randomintervals.

104. (Currently Amended) A computer program product storing in non-transitory form

instructions defining a sofiware program, which instructions, when loaded into a computer

system instruct the computer system to perform the followingsteps:

load said program into memory ofsaid computer system;

wherein said program, as loaded into memory, comprises a plurality of cade resources;

and

shuffle locations in memory ofat least a subset of said plurality of code resources.

105. (Previously Presented) The product of claim 104 wherein each one ofsaid

subset of said code resources comprises a sequence of instructions that have sequential addresses

in said memory.

106. (Previously Presented) The product of claim 104 wherein each one ofsaid

subset of said code resources defines a function or procedure.

107. (Previously Presented) The product of claim 104 wherein said subset

comprisesat least two code resources.

Date/Time: April 23, 2014 (11:53am)
Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT0014-6\Drafts\AmendmentSCOT0014-64-22-2014.wpd
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U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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PTO/SB/22 (03-13)
Approved for use through 3/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlessit displays a valid OMB control number.

Docket Number (Optional)

PETITION FOR EXTENSION OF TIME UNDER37 CFR 1.136(a) |cooOT0014-6

Application Number 1 3/556,420 Filed 7/24/201 5
" Data Protection Method and Device

Art 439 Pxamine’ KEKE
This is a request underthe provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above-identified application.

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below):

Fee Small Entity Fee Micro Entity Fee

One month (37 CFR 1.17(a)(1)) $200 $100 $50

Two months (37 CFR 1.17(a)(2)) $600 $300 $150

Three months (37 CFR 1.17(a)(3)) $1,400 $700 $350

Four months (37 CFR 1.17(a)(4)) $2,200 $1,100 $550
 

Five months (37 CFR 1.17(a)(5)) $3,000 $1,500 $750
 

Applicant asserts small entity status. See 37 CFR 1.27. 

 

Applicant certifies micro entity status. See 37 CFR 1.29.
Form PTO/SB/15Aor B or equivalent musteither be enclosed or have been submitted previously.

 

A checkin the amountofthe fee is enclosed.
  

Payment by credit card. Form PTO-2038is attached.

The Director has already been authorized to charge fees in this application to a Deposit Account.

The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to

Deposit Account Number 50-2106 :
 

Payment made via EFS-Web.

WARNING:Information on this form may becomepublic. Credit card information should not be included on this form. Provide
credit card information and authorization on PTO-2038.

lam the

[| applicant/inventor.
[| assignee of record of the entire interest. See 37 CFR 3.71. 37 CFR 3.73(b) statement is enclosed (Form PTO/SB/98)}.

attorney or agentof record. Registration number 39,299

[| attorney or agent acting under 37 CFR 1.34. Registration number
/RichardNeifeld/ 7-14-2014

Signature Date

Richard Neifeld 703-415-0012

Typed or printed name Telephone Number

  

  

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. Submit
multiple forms if more than onesignature is required, see below’.

 
* Total of _1 forms are submitted.

This collection of information is required by 37 CFR 1.136(a). The information is required to obtain or retain a benefit by the public, whichis to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 6 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Timewill vary depending uponthe individual case. Any
comments on the amountof time you require to complete this form and/or suggestions for reducing this burden should be sentto the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, calf 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonmentof the
application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

A record from this system of records may be disclosed,as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of
settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.
A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use,to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuantto the Atomic Energy Act (42 U.S.C.
218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSAaspart of that agency's
responsibility to recommend improvements in records managementpractices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant(/.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
wasfiled in an application which became abandoned orin which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes awareof a violation or potential violation of law or regulation.
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NEIFELD REF: SCOT0014-6

CLIENT REF: SCOT0014-6

Application/Patent No: 13556420
USPTO CONF. NO: 5811

File/Issue Date: 7/24/2012

Inventor: SCOTT MOSKOWITZ

Title: Data protection method and device
Examiner/ArtUnit: OKEKE/2432

ENTITY STATUS: LARGE

Priority claims and PCT Intl data: This application is a continuation of U.S. Application No.
11/895 ,388, filed August 24, 2007, which is a division of U.S. patent application No.
10/602,777, filed June 25, 2003, issued February 16, 2010 as U.S, Patent No. 7,664,263, which is
a continuation of U.S. patent application No. 09/046,627, filed March 24, 1998, issued Jul. 22,
2003, as U.S. Pat. No. 6,598,162. The entire disclosure of U.S. Application No. 11/895,388,
filed August 24, 2007, U.S. patent application No. 09/046,627 which issued Jul. 22, 2003, as
U.S. Pat. No. 6,598,162 and U.S. patent application No. 08/587,943, filed Jan. 17, 1996, which
issued Apr. 28, 1998, as U.S. Pat. No. 5,745,569 are hereby incorporated by reference in their
entireties.

37 CFR 1.7(c) FILING RECEIPT AND TRANSMITTAL LETTER WITH
AUTHORIZATION TO CHARGE DEPOSIT ACCOUNT

1, THE COMMISSIONER IS HEREBY AUTHORIZED TO CHARGEANYFEES

WHICH MAY BE REQUIRED, OR CREDIT ANY OVERPAYMENT, TO DEPOSIT
ACCOUNT NUMBER50-2106.

2. FEES (PAID HEREWITHBY EFS CREDIT CARD SUBMISSION) $:0
Numberof independent claims previously paid for: 8
Number of independent claims in excess of 8: 0.
Numberof total claims previously paid for: 26
Numberoftotal claims in excess of 26: 0

3, THE FOLLOWING DOCUMENTS ARE SUBMITTED HEREWITH:

37 CFR 1.111 AMENDMENT- REMARKS

37 CFR 1.111 AMENDMENT- CLAIMS

4. FOR INTERNAL NEIFELD IP LAW, PC USE ONLY
Disbursements: PClaw BankAcct, G/L: 6, 5010

PCLAW BILLING REFERENCE: [SCOT0001]
Check#, Entry date, Amount: [1916, 9/19/13, 4320.00]
Service Fees: Amount/CreditAtty/Entry date/Services: []

INITIALS OF PERSON WHO ENTERED ACCOUNTING DATA:ran

ATTORNEY SIGNATURE (AUTHORIZING DEPOSIT ACCOUNT)
DATE: 1-23-2014 SIGNATURE:/RichardNeifeld/

Printed: April 23, 2014 (11:53am) RICHARD NEIFELD, REG. NO.35,299
Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT0014-6\Drafts\AmendmentSCOT0014-64-22-2014.wpd
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PTO/SB/06 (09-11)
Approvedfor use through 1/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERGE
Under the Paperwork Reduction Act of 1995, no persons are required to respondto a collection of information unlessit displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD[|pplication or Docket Number Filing Date
Substitute for Form PTO-875 13/556,420 07/24/2012 CO To be Mailed

ENTITY: [P< LarGce [] smatt [] micro

APPLICATION AS FILED — PART |

(Column 1) (Golumn 2)

37 GFR 1.16(a), (6), or (ci

37 CFR 1.16(k), (i), or (m

LJ] EXAMINATION FEESta
TOTAL CLAIMS .
(37 CFR 1.16(1 minus 20 =
INDEPENDENT CLAIMS
(37 CFR 1.16(h) minus 3 =

If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155

LlaPPLicaTion SIZE FEE for small entity) for each additional 50 sheets or
(87CFR1.16(s)) fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37

CFR1.16(s).

[J MULTIPLE DEPENDENT CLAIM PRESENT(37 CFR 1.16()))
* If the difference in column 1 is less than zero, enter “O” in column 2.

APPLICATION AS AMENDED- PARTII

(Column 2) (Column 3)

CLAIMS HIGHEST
REMAINING NUMBER

07/14/2014|,-3 PREVIOUSLY PRESENT EXTRA ADDITIONAL FEE ($)AMENDMENT

tea Minus 50
Independent :

[_] Application Size Fee (37 CFR 1.16(s))

 
Cc FIRST PRESENTATION OF MULTIPLE DEPENDENTCLAIM (37 CFR 1.16(j))

AMENDMENT
CLAIMS HIGHEST

REMAINING NUMBER
AFTER PREVIOUSLY

AMENDMENT. PAID FOR
Total (37 GFR * ak
Total |
'27 CFR 1.16(h)

[_] Application Size Fee (37 CFR 1.16(s))

Cc FIRST PRESENTATION OF MULTIPLE DEPENDENTCLAIM (37 CFR 1.16(j))
AMENDMENT
* If the entry in column1 is less than the entry in column 2, write “O” in column 3. LIE
** If the “Highest Number Previously Paid For” IN THIS SPACEis less than 20, enter “20”. /DIANE JOHNSON/
** If the “Highest Number Previously Paid For’ IN THIS SPACEisless than 3, enter “3”.
The “Highest Number Previously Paid For’ (Total or Independent) is the highest numberfound in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTOto
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS
ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, calf 1-800-PTO-9199 and select option 2.
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PTO/SB/06 (09-11)
Approvedfor use through 1/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERGE
Under the Paperwork Reduction Act of 1995, no persons are required to respondto a collection of information unlessit displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD[|pplication or Docket Number Filing Date
Substitute for Form PTO-875 13/556,420 07/24/2012 CO To be Mailed

ENTITY: [P< LarGce [] smatt [] micro

APPLICATION AS FILED — PART |

(Column 1) (Golumn 2)

37 GFR 1.16(a), (6), or (ci

37 CFR 1.16(k), (i), or (m

LJ] EXAMINATION FEESta
TOTAL CLAIMS .
(37 CFR 1.16(1 minus 20 =
INDEPENDENT CLAIMS
(37 CFR 1.16(h) minus 3 =

If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155

LlaPPLicaTion SIZE FEE for small entity) for each additional 50 sheets or
(87CFR1.16(s)) fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37

CFR1.16(s).

[J MULTIPLE DEPENDENT CLAIM PRESENT(37 CFR 1.16()))
* If the difference in column 1 is less than zero, enter “O” in column 2.

APPLICATION AS AMENDED- PARTII

(Column 2) (Column 3)

CLAIMS HIGHEST
REMAINING NUMBER

07/14/2014|,-3 PREVIOUSLY PRESENT EXTRA ADDITIONAL FEE ($)AMENDMENT

tea Minus 50
Independent :

[_] Application Size Fee (37 CFR 1.16(s))

 
Cc FIRST PRESENTATION OF MULTIPLE DEPENDENTCLAIM (37 CFR 1.16(j))

AMENDMENT
CLAIMS HIGHEST

REMAINING NUMBER
AFTER PREVIOUSLY

AMENDMENT. PAID FOR
Total (37 GFR * ak
Total |
'27 CFR 1.16(h)

[_] Application Size Fee (37 CFR 1.16(s))

Cc FIRST PRESENTATION OF MULTIPLE DEPENDENTCLAIM (37 CFR 1.16(j))
AMENDMENT
* If the entry in column1 is less than the entry in column 2, write “O” in column 3. LIE
** If the “Highest Number Previously Paid For” IN THIS SPACEis less than 20, enter “20”. /EVELYN NIMMONS/
** If the “Highest Number Previously Paid For’ IN THIS SPACEisless than 3, enter “3”.
The “Highest Number Previously Paid For’ (Total or Independent) is the highest numberfound in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTOto
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS
ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, calf 1-800-PTO-9199 and select option 2.
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NEIFELD REF: SCOT0014-6

CLIENT REF: SCOT0014-6

Application/Patent No: 13/556,420
USPTO CONF. NO: 5811

File/Issue Date: 7/24/2012

Inventor: MOSKOWITZ,Scott
Title: DATA PROTECTION METHOD AND DEVICE

Examiner/ArtUnit: OKEKE, Izunna/2432
ENTITY STATUS: LARGE

Priority claims and PCT Intl data:
This application is a Continuation of 11/895,388 filed 08-24-2007
11/895,388 is a Division of 10/602,777 filed 06-25-2003 Patented 7,664,263

10/602,777 is a continuation of 09/046,627 filed 03-24-1998 Patented 6,598,162

37 CFR 1.97 INFORMATION DISCLOSURE STATEMENT

This applicationis:
within 3 months of the US or 371 national stage filing date;

______ before first action on the merits (no fee required);
XXX_ after first action on the merits and before final action (1.17(P) fee required);

after final action;

after notice of allowance and before paymentofthe issue fee; or
after paymentof the issue fee.

XXX_ The applicant is paying herewith the fee for obtaining consideration of an IDS filed after a
first action on the merits.

IDENTIFICATION OF REFERENCESCITED IN APPLICATIONS TO WHICH 13/556,420

CLAIMS CONTINUING STATUS

 

REGARDING CITED REFERENCES

This IDS is an attempt to compile all references previously cited in Scott Moskowitz's
cases. Upon compilation, someofthe reference citations were vague, and somewereto filed
patent applications instead of published documents. This IDS attempts to account for each item
to provide all citations to the examiner.

References previously cited and considered by the examinerin application 13/556,420
(SCOT0014-6) are identified by placement of an "X" in the far right column.
CITED US PATENTS AND US PATENT APPLICATION PUBLICATIONS

Most pending Scott Moskowitz cases claim 35 USC 120 priority to prior cases containing
a large numberof cited US patents and published US applications. The citations list herein
should incorporate all of those documents and may incorporate any additional documents found
in other patent applications in patent families not linked by 35 USC 120to this application.
Since no USpatent or US published applications need to be filed in order for the examiner to

Page 2 of 10
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considercitations thereto; the applicant may attempt to correlate the US patents and publications
cited herein to those already of record due to citations in applications to which this application
claimspriority, if the examinerso requests.

FOREIGN PATENT REFERENCES

The IDScites foreign patent references identified herewith as FOO1- F029 .
The table below identifies F references cited in this application or an application to which

this application claims 35 USC 120 priority.

DOCKET NO APPLICATION NUMBER CITED F REFERENCES

SCOT0014-6 13/556,420 FO1-FO029

Accordingly, the following F references are not yet of record and are submitted herewith: NONE

 
NON PATENT LITERATURE REFERENCES

The IDScites foreign patent references identified herewith as LOO1- L231.
The table below identifies L references cited in this application or in an application to

which this application claims 35 USC 120 priority.

DOCKET NO APPLICATION NUMBER CITED L REFERENCES

SCOT0014-6 13/556,420 L1-L212 & L218

L reference citation numbers that L98, L100, L102-103, L106-

have no associatedcitation; L114, L116-L154

original citation was a duplicate of
some othercitation.

L reference citations of patent L1-35, L101; L104-L105;
applications as filed for which a L185-L202
subsequent publication of the
application is identified and cited
herein. 

References previously cited, applications for which a subsequent publication is cited, and
reference numbers having no associated reference: LO1-L212 & L218

Accordingly, the following L references are not yet of record and are submitted herewith: L213-
L231

Page 3 of 10
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MASTER LIST OF RELATED CASES IN WHICH THE SAME INFORMATION MAY BE

CITED

DOCKET DATE CASE ADDED TOTIIIS MASTER LIST
REFERENC OF RELATED CASES

SCOTO010-4 10/15/2010 IRI

SCOTO010-5 10/15/2010 JRI

SCO'T0010-6 08/1/2011 JRL

SCOTO010-7 08/1/2011

SCOTO010-8 10/15/2010

SCOTO010-10 11/4/2010

SCOTOO10-11 08/1/2011

SCOTOO10-12 11/8/2010)

SCOTOO010-13 08/1/2011

SCOTO010-14 12/15/2010

SCOTO010-16 08/1/2011

[|2se0.681
[|tsoro1
Jasensss
[|taseesst
Jtse996e
|seize

[ostraira6
[enses.se9
fptazaa2is
Jt2co998
Jaos.230

jao368

  
     
  

 

 

 
SCOTO010-17 12/590,681 12/15/2010

SCOTO010-18 11/897,791 08/1/2011

SCO'L0010-19 12/590,553 08/1/2011

SCOTO0010-20 12/592,331 08/1/2011

SCOTO010-21 11/599,964 08/1/2011

SCOTO010-22 13/212,264 1/11/2012

SCOTOO1LI-1 08/674.726 08/1/2011

SCOTON1 [-2 09/545.589 1/11/2012)

SCOTO011-3 11/244,213 1/11/2012

SCOTO01 1-4 12/009.914 10/15/2010 JRI

SCOTOOLI-S 12/005,230 10/15/2010 JRI

SCOTO01 1-6 12/803,168 10/15/2010 JRI

scOrvo17

  
 

 
Page 4 of 10
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DOCKET APPLICATION LILING DATL DATL CASL ADDED TO THIS MASTER LIST
REPERENCL OV RELATED CASLS

SCOTO011-8 12/803.194 06/21/2010 10/15/2010 JRE

SCOTO011-9 12/892,900 9/28/2010 11/8/2010 JRE

 

SCOTO012-6 12/802,519 6/8/2010 11/4/2010 JRE

SCOTO012-7 12/383,916 3/30/2009 10/15/2010 JRE
 

SCOTO012-8 11/894,443 8/21/2007 10/15/2010 JRE

SCOTO014-2 10/602.777 6/25/2003 08/1/2011 JRE

SCOT0014-3 11/512,701 8/29/2006 10/15/2010 JRE
tedocketed as
SCOT0N20-2  
SCOTO014-4 11/895,388 8/24/2007 10/15/2010 JRE

SCOTO014-5 12/655,002 12/22/2009 08/1/2011 JRE

SCOTO014-7 13/794,584 3/12/2013 4/16/2013 JRE

SCOTO014-6 13/556,420 T/2A/2012 9/17/2012 TRE

SCOTOO15-1 09/731,039 12/7/2000 1/11/2012 JRE

 
SCOTO016- | 10/049, 101 7123/2002 1/11/2012 TRE

SCOTO0016-2 12/287,443 10/9/2008 10/15/2010 JRE

SCOTO0016-3 13/413,691 3/7/2012 8/30/2012 JRE

Page 5 of 10

SCOTOO15-2 11/647/861 12/29/2006 1/11/2012 JRE
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DOCKET
REPERENCL

SCOTO016-4

SCOTO017-1

SCOTO017-2

SCOTO0017-3

SCOTO01 7-4

SCOTO017-5

SCOTO017-6

SCOTO018-1

SCOTO018-2

APPLICATION

13/796,538

09.657,181

12/005,229

12/655.357

LILING DATL

3/12/2013

12/22/2009

DATE CAS
OF RELAT!

4/16/2013 J

1/11/2012 J

1/11/2012 J

10/15/2010 JRI

13/035,964 2/26/2011 08/1/2011 7

13/487,119

13/802,384

10/417/231 4/17/2003 01/11/2011 IRI

11/900,065 9/10/2007 10/15/2010 JRI

9/7/2000

6/1/2012

3/13/2013

4/16/2013 J

4/16/2013 J

Li ADDED TO THIS MAS'TER LIST
LID CASLS

RE

RE

RE

 to

RE

RE
 
RE

tH

 es]

SCOTO0018-3 1/11/2012 JRE11/900,066 9/10/2007

SCOTO0018-4 08/1/2011 JRE12/383,289 3/23/2009

SCOTO018-5 1/11/2012 JRE

13/551,097 TN7/2012SCOTO0018-6 4/16/2013 JRE

SCOTO018-7 9/9/2012 JRE

SCOTO018-8

SCOTON19-|

SCOTO019-2

SCOTO0019-3

SCOTO019-4

SCOTO0020-1

SCOTO020-2

SCO'LO0020-3

SCOTO020-4

SCOT0022-1

SCOT0022-2

SCOT0022-3

SCOT0022-4

SCOT0022-5

SCOT0023-1

SCOTO0023-2

12/655.036 12/22/2009 08/1/2011

13/423.650 3/19/2012 7/26/2012 J

13/488,357

13/802,471

08/772,222

09/456,319

13/273,930 10/14/2011

6/4/2012

12/26/2007

9/12/2006

3/13/2013

12/20/1996

12/8/1999
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1/11/2012

1/11/2012

12/13/2010

1/11/2012

08/1/2011

4/16/2013

6/2013

/

/

/

2,

/

8

/

/16/2013

/

 4

4,

4/16/2013

4/16/2013

4/16/2013

 
4/16/2013

{2012 JRE

R

 

i
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DOCKET APPLICATION LILING DATL DATL CASL ADDED TO THIS MASTER LIST
REPERENCL OV RELATED CASLS

SCOT0023-3 11/826,234 12/30/2004 4/16/2013 JRE

SCOT0023-4 11/592,879 11/2/2006 4/16/2013 JRE 

Page 7 of 10
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AS OF 1/12/2012, THE FOLLOWING TABLE COLLATES ADDITIONAL REFERENCES

CITED IN ANY SCOT (SCOTT MOSKOWITZ) CASE

Date of Atty Ref Application ID of paper in which|References checked|Reference Identifiers of
Document Number references were cited|to sec if they New references in
Citing existed in the document, now added to
Reference master IDS(initials master IDS

of person checking)

Sept 14,|SCOTO|12/383,916 U#299
2010 012-7

017/20|ALL Review of draft P76-P82master IDS,
correction to

cite

publications in
lieu offiled

applications,
per RAN
instructions.

eel SCOTO|11/900,065018-2

11/30/20|SCOTO|12/799,894
019-4

11/21/20|SCOTO|12/287,443
016-2

vier SCOTO|12/803,194011-8

viel SCOTO|12/655,002014-5

=

i
=
peeU305, U306 &U307

=
=
ee
=
=e
=

 
viel SCOTO|13/035,964017-4

viet SCOTO|11/900,065018-2

3/7/2012|SCOTO|11/900,065
018-2

sore SCOTO|13/413,691016-3
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9/17/201|SCOTO|13/556,420|Per RAN
2 014-6 created CTS

reminder

11/26/20|SCOTO Per RANinst U320 & L213-L217

12 017-4 13/035.964|rec'vd

11/15/2012

y16/201|SCOTO|13/035,964|Review of U322-U326 & P88-017-4 Patented case P90

-13/201|SCOTO|13/488,357|Per instructions U329-332018-7 received from L218-L223

RAN

6/28/201|SCOTO ; Perinstructions
3 014-6 received from

RAN

1/21/201 Per Instructions

4 received from

RANon

1/7/2014

2/6/2014|SCOTO|13/802,384|Perinstructions
017-6 received from

RAN on

1/30/2014

NOTE: MPEP 609.02 Information Disclosure Statements in Continued Examinations or

Continuing Applications [R-5] states in part that:

 
"2. Continuation Applications , Divisional Applications, or Continuation-In-Part Applications
Filed Under 37 CFR 1.53(b)

The examiner will consider information which has been considered by the Office in a parent
application when examining: (A) a continuation application filed under 37 CFR 1.53(b), (B) a
divisional application filed under 37 CFR 1.53(b), or (C) a continuation-in-part application filed
under 37 CFR 1.53(b). A listing of the information need not be resubmitted in the continuing
application unless the applicant desires the information to be printed on the patent”

See

hito://mpep.uspto.zov/RDMS/detail/mannual/MPEP/e8r0/d0e 18 xml#/manual/MPEP/e6r9/d0e532
 

20.xml (8/2012)
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Accordingly, we are submitting only references not cited in the parent application.

Please considerthe references cited herein.

Date signed:5/7/2014 Signature: /BruceMargulies/
Printed Name: Bruce T. Margulies, Reg No: 64175

Attorney of Record
JRE

Printed: May 8, 2014 (1:26pm)
Y¥:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT0014-6\Drafts\IDS_SCOT0014-6_5-5-2014.wpd
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Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

LISTING OF UNITED STATES PATENTS- U series 
EXAMINER
INITIALS

REFERENCE
NUMBER
(U SERIES) 

   REFERENCES CITED
AND CONSIDERED
BY EXAMINER IN

Ay
a

a 
04

05

06

07

08

09

010

Oo =

2=

2 4

o =

aaaaa oOo =

016

017

Oo = 8

9

io)20

1

2onm

ooi)ee
 

PARENT CASE
IDENTITMIED BY
PILACEMENTOF "X"

PATENTEE OR
APPLICANT

4339134

4390898

AT89928& December 1988

4405829 September 1983

4424414 January 1984 Hellmanet al

154 KYOCERA1002



155 KYOCERA 1002

Printed: May 8, 2014 (1:29pm)
Path: Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT00 14-6\Drafts\ReferenceCitationList_SCOT0014-6_05-01-2014.wpd
37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET:
37 CFR 1.98(a)(1)Gii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

EXAMINER REFERENCE PATENT NUMBE ISSUE DATE NAMEOF REFERENCES CITED
INITIALS NUMBER PATENTEE OR AND CONSIDERED
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IDENTITIED BY
PT.ACEMENTOF "X"
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NUMBER
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5828325 October 1998 Wolosewicz ct
al.
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7457962

7460994

TAT5246

7530102
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7779261

6990453

6081597

7035049

7664263

728645|
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6148333

6418421

6385596
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6957330

5842213
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PATENTEE OR
APPLICANT
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Application No. Applicant(s)
 13/556,420 MOSKOWITZ, SCOTT A.

Office Action Summary Examiner Art Unit AIA (FirstInventor to File)
IZUNNA OKEKE 2432 ad 

-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address--
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY|S SET TO EXPIRE 3 MONTHS FROM THE MAILING DATE OF

THIS COMMUNICATION.Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED(35 U.S.C. § 133).

Anyreply received by the Office later than three monthsafter the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)] Responsive to communication(s)filed on 01/23/2014.
(-] A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon__

2a)L] This action is FINAL. 2b) This action is non-final.
3)00 Anelection was made by the applicant in responseto a restriction requirementset forth during the interview on

; the restriction requirement and election have been incorporated into this action.

4\[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordancewith the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*

5)X] Claim(s) 58-107 is/are pending in the application.
5a) Of the aboveclaim(s) is/are withdrawn from consideration.

6)L] Claim(s)___ is/are allowed.
7) Claim(s) 58-107is/are rejected.
8)L] Claim(s)__ is/are objected to.
9)F] Claim(s) are subjectto restriction and/or election requirement.

* IF any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information, please see

itt /index.isp or send an inquiry to PPHieedback@uspto.dov.

 

 

JAwwwuspto.dov/patents/init events/p    

Application Papers

10)L The specification is objected to by the Examiner.
11)L] The drawing(s) filed on is/are: a)L] accepted or b)L] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacementdrawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d).

Priority under 35 U.S.C. § 119

12)T] Acknowledgmentis made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a) All bb) Some** c) Noneofthe:
1..] Certified copies of the priority documents have been received.
2.1 Certified copies of the priority documents have been received in Application No.
3.0] Copiesof the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PGT Rule 17.2(a)).
™ See the attached detailed Office action for a list of the certified copies not received.
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Application/Control Number: 13/556,420 Page 2

Art Unit: 2432

DETAILED ACTION

1, The present application is being examined underthe pre-AJAfirst to invent provisions.

Response to Arguments

2. Applicant’s arguments, filed 01/23/2014, with respect to the Restriction/Election

Requirement have been fully considered and are persuasive. The Restriction/Election

Requirement of 01/23/2014 has been withdrawn.

Claim Rejections - 35 USC § 112

3. The following is a quotation of the first paragraph of 35 U.S.C. 112(a):

(a) INGENERAL.—Thespecification shall contain a written description of the invention,
and of the manner and process of making and usingit, in such full, clear, concise, and exact terms as to
enable any person skilled in the art to which it pertains, or with which it is most nearly connected, to
make and use the same, and shall set forth the best mode contemplated bythe inventoror joint inventor
of carrying out the invention.

The following is a quotation of the first paragraph of pre-AIA 35 U.S.C. 112:

The specification shall contain a written description ofthe invention, and of the manner and
process of making and usingit, in such full, clear, concise, and exact terms as to enable any person
skilled in the art to which it pertains, or with which it is most nearly connected, to make and use the
same, and shall set forth the best mode contemplated by the inventor of carrying out his invention.

4, Claims 82-107 are rejected under 35 U.S.C. 112(a) or 35 U.S.C. 112 (pre-AIA), first

paragraph,as failing to comply with the written description requirement. The claim(s) contains

subject matter which was not described in the specification in such a way as to reasonably

convey to one skilled in the relevant art that the inventor or a joint inventor, or for pre-AIA the

inventor(s), at the time the application wasfiled, had possession ofthe claimed invention.

5. Claim 86 and 104recites “to shuffle at least a subset of said code resources”. There is no

support or description in the specification for the claim language“shuffle at lease a subset”.

Claims 105-107 are rejected with the samerationale for their dependence on claim 104
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Application/Control Number: 13/556,420 Page 3

Art Unit: 2432

6. Claims 82 and 87 recites “sequence of instructions that have sequential addresses" . There

is no support or description in the specification for the claim language “sequential addresses”.

Claim 83 is rejected with the same rationale for its dependence on claim 82. Claims 88 and 89

are rejected with the samerationale for their dependence on claim 87.

7, Claims 84 and 90 recites “plurality of executable code resources loaded in said memory

have memory addresses that immediatelyfollow one another’. There is no support or description
 

in the specification for the claim language “memory addresses that immediately follow one

another”. Claim 85 is rejected with the same rationale for its dependence on claim 84. Claims 91

and 92 are rejected with the samerationale for their dependence on claim 90.

8. Claim 93 recites “configured to store in memory an original/newplurality of code
 

resource addresses”. There is no support or description in the specification for the claim

language “store in memory an original/new plurality of code resource addresses”. Claims 94-103

are rejected with the samerationale for their dependence on claim 93.

9. The following is a quotation of 35 U.S.C. 112(b):
(b) CONCLUSION.—Thespecification shall conclude with one or more claims particularly pointing
out and distinctly claiming the subject matter which the inventor or a joint inventor regards as the
invention.

The following is a quotation of 35 U.S.C. 112 (pre-AIA), second paragraph:
The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

10. Claims 82-107 are rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112 (pre-ATA), second

paragraph, as being indefinite for failing to particularly point out and distinctly claim the subject

matter which the inventoror a joint inventor, or for pre-AIA the applicant regards as the

invention. As outlined above,the identified claim language/limitations are not recited or

described in the disclosure. Therefore, the interpretation of the claims is indefinite and unclear.
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Application/Control Number: 13/556,420 Page 4

Art Unit: 2432

For instance, claim 86 recites ‘‘shuffle at least a subset of said code resources”. In the absence of

any disclosure describing whata “subset of a code resource”is, it is unclear and indefinite what

the claimed subject matter is. The same rational (not supported by the specification) applies to

the rest of the claimsidentified above.

Claim Rejections - 35 USC § 102

11. The text of those sections of Title 35, U.S. Code not included in this action can be found

in a prior Office action.

12. Claims 58-81 are rejected under 35 U.S.C. 102(b) as being anticipated by Ostrovskyet al.

(US-5 123045).

a. Referring to claims 58, 63, 67, 73 and 74:
 

Regarding claims 58, 63, 67, 73 and 74, Ostrovsky teaches a computing device for

running application software, comprising: memory designed to store data in non transitory form;

an operating system; wherein said memory stores an application software (Col 4, Line 35-57.....

data processing system comprising a memoryto store an application software and an operating

system as knownin the art); wherein said application software comprises (1) a memory

scheduler code resource and (2) other code resources (Col 4, Line 10-30 and Col 5, Line 5-31...

Software protection mechanism and other code resources of the software); wherein said.

application software is designed to call said memory scheduler code resource; wherein said

memory scheduler code resource, when called, functions to shuffle said other code resourcesin

memory (Col 5, Line 32-59.... periodically calling the protection mechanism to shuffle other

code resources in memory to prevent memory analysis).

a. Referring to claims 59, 68 and 69:
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Application/Control Number: 13/556,420 Page 5

Art Unit: 2432

Regarding claims 59, 68 and 69, Ostrovsky teaches the device of claim 58 wherein said

memory scheduler code resource, when called, functions to shuffle said other code resources

randomly in memory (Col 5, Line 32-59.... periodically calling the protection mechanism to

shuffle other code resources randomly in memory to prevent memory analysis).

a. Referring to claims 60, 61 and 70:

Regarding claims 60, 61 and 70, Ostrovsky teaches the device of claim 58 further

comprising a program counter designed to store values and wherein said computing deviceis

designed to enable application software to modify a value stored by said program counter (Col 3,

Line 43-51.... modifying a counter value to correspond with the shuffling).

a. Referring to claim 62:

Regarding claim 62, Ostrovsky teaches the device of claim 58 wherein said memory

scheduler is designed to modify a stack frame, to modify a calling address, and to copyitselfto a

memory location associated with said calling address (Col 32-46.... during execution, the

protection mechanism in memoryis periodically called to shuffle the code contents of memory).

a. Referring to claims 64, 65, 71 and 72:

Regarding claims 64, 65, 71 and 72, Ostrovsky teaches the device of claim 58 wherein

said memory scheduler maintains a list of addresses in memory, said addresses associated with at

least one of the code resources (Col 6, Line 15-55.... maintaining addresses where the code

resources are stored).

a. Referring to claim 66:
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Application/Control Number: 13/556,420 Page 6

Art Unit: 2432

Regarding claim 66, Ostrovsky teaches the device of claim 58 further comprising a

processor for processing instructions defined by said application software (Col 4, Line 39-41....

CPU).

a. Referring to claims 75, 76, 78-80:
 

Regarding claims 75, 76, 78-80, Ostrovsky teaches a system for executing an application

on a computer system, comprising: a computer system comprising a processor for processing

instructions and memory designed to store data in non transitory form (See the rejection in claim

58); a software application comprising a plurality of executable code resources loaded in said

memory (See the rejection in claim 58); said memory storing a plurality of addresses, each one

of said plurality of addresses associated with an address of a corresponding oneof said plurality

of executable code resources (See the rejection in claim 58); and wherein a first one of said

plurality of executable code resource is designed to relocate at least each of the other onesofsaid

plurality of executable code resources to different addresses within said memory during

execution of said software application, using said processor (Col 5, Line 32-59.... shuffling the

code resources from one location (address) in memory to another location (address) in memory)

during execution of the program).

a. Referring to claims 77 and 81:

Regarding claims 77 and 81, Ostrovsky teaches the system of claim 75 wherein said

system is designed to repeatedly relocate at least each of the other ones of said plurality of

executable code resourcesto different addresses within said memory during execution of said

software application (Col 5, Line 32-59.... periodically shuffling the code resources from one
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location (address) in memory to another location (address) in memory) during execution ofthe

program).

Conclusion

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to IZUNNA OKEKEwhose telephone numberis (571)270-3854.

The examiner can normally be reached on Monday - Thursday.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Gilberto Barron can be reached on (571) 272-3799, The fax phone numberfor the

organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PATR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on accessto the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO CustomerService Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

MZUNNA OKEKE/

Examiner, Art Unit 2432
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NEIFELD REF: SCOT0014-6

CLIENT REF: SCOT0014-6

Application/Patent No: 13556420
USPTO CONF. NO: 5811

File/Issue Date: 7/24/2012

Inventor: SCOTT MOSKOWITZ

Title: Data protection method and device
Examiner/ArtUnit: OKEKE/2432

ENTITY STATUS: LARGE

Priority claims and PCT Intl data: This application is a continuation of U.S. Application No.
11/895 ,388, filed August 24, 2007, which is a division of U.S. patent application No.
10/602,777, filed June 25, 2003, issued February 16, 2010 as U.S, Patent No. 7,664,263, which is
a continuation of U.S. patent application No. 09/046,627, filed March 24, 1998, issued Jul. 22,
2003, as U.S. Pat. No. 6,598,162. The entire disclosure of U.S. Application No. 11/895,388,
filed August 24, 2007, U.S. patent application No. 09/046,627 which issued Jul. 22, 2003, as
U.S. Pat. No. 6,598,162 and U.S. patent application No. 08/587,943, filed Jan. 17, 1996, which
issued Apr. 28, 1998, as U.S. Pat. No. 5,745,569 are hereby incorporated by reference in their
entireties.
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AUTHORIZATION TO CHARGE DEPOSIT ACCOUNT
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37 CFR 1.111 PRELIMINARY AMENDMENT- REMARKS
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Inc\SCOT0014-6\Drafts\AmendmentSCOT0014-6_1-23-2014.wpd
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NEIFELD REF: SCOTO014-6

CLIENT REF: SCOT0014-6

Application/Patent No: 13556420
USPTO CONF. NO: 5811

File/Issue Date: 7/24/2012

Inventor: SCOTT MOSKOWITZ

Title: Data protection method and device
Examiner/ArtUnit: OKEKE/2432

ENTITY STATUS: LARGE

37 CFR 1.111 AMENDMENT REMARKS

This is a response to the Non Final Office Action (NF)A) dated 1/14/2014.
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SUMMARYOF NON FINAL OFFICE ACTION

The NFOArequires restriction of claims 58-107. Item 2 of the NFOAstates that:

2. Restriction to one of the following inventions is required under 35 U.S.C. 121:
I. Claims 58-74, 78, 79, 80-92 and 104-107, drawn to a device for running of
application software and shuffling code resources in memory during execution,
classified in class 711, subclass 165.

I. Claims 75-77 and 93-103, drawn to a system for protecting a software
application wherein an address identifying a code resource is relocated so that the
code resourceis specified by a new address,classified in class 711, subclass 202.

The NFOAfurtherstates that:

Invention I is distinct from invention II andis directed to a device for

running an application wherein the code resources of the application are shuffled
during execution.

Invention II is distinct from invention I and is directed to a system for
protecting a software application by relocating a code resource of the application
in such a way that an address identifying the code resource is changed to a ncw
address.

In response, the applicant elects Group II, Claims 75-77 and 93-103, but with traverse
of the requirement.

Traverse is on the grounds that there is no substantial burden in examiningthese claims,
and no showing of such a burden, for several reasons. First, the examiner previously issued an
action on the merits, which required both search and examination based upon the relevantart.
Second, the requirement redefines the classification of Group Las class 711, subclass 165, a class
not previously searched for Group I, and that redefinition is apparently incorrect. Third, the
definition of Group TI as class 711, subclass 202, provides no indication of a search burden,
because the definition of class 711, subclass 202, to the NFOA's characterization of Groups I and
Il indicates, that if class 711, subclass 202 is relevant to GroupII, thenit is also relevant to
Group I. In summary, even assuming the revised classification of Group I claims is correct, there
is no indication of any search burden.

WHYIS GROUP I RECLASSIFIED TO CLASS711, SUBCLASS 165?

The reasoning in the requirement that the Group I claimsare classified in class 711,
subclass 165, is not consistent with the prior determination of the examinerthat the only
subclasses of class 711 relevant to the Group I claims were subclasses 1 and 100.

The examiner previously searched the claims defined by group I and includedin that
search only 711/1 and 711/100 in class 711, as shown in the search notes ofthe prior office
action. The definition of those classes and 711/165 follow.

711/1: "ADDRESSING COMBINED WITH SPECIFIC MEMORY CONFIGURATION OR

SYSTEM:

This subclass is indented under the class definition. Subject matter comprising meansor steps
for determining one or more values(i.e., address data) that specify one or more locations in a
storage medium wherein the meansor steps are claimed in combination with a particular
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configuration or system for storing data.”

711/100: "STORAGE ACCESSING AND CONTROL:

This subclass is indented under the class definition. Subject matter comprising means(e.g., a
processor, a controller, etc.) or steps for governing memory in a computeror digital data
processing system or the passage(e.g., reading, writing) of data thereto. (1) Note. The subject
matter of this subclass and the subclasses thereunder provides for details of how memory is
accessed and controlled. Classification herein requires more than nominalrecitation of accessing
or controlling memory in the context of digital data processing systems or data processing.
Examples of significant memory accessing and control data processing include transferring and
modifying memory address data, selecting memory devices or memory locations, and scheduling
memory accesses"

711/165: "This class/subclass definition merely repeats the 711/100 definition which includes
the following Note 6: "(6) Note. Subject matter classified herein may include nominalrecitations
of reliability and availability in combination with memory accessing and control. The species of
reliability and availability related to data archiving, backup, and device access limiting and
security combined with memory accessing and controlling is classified herein, Other species of
reliability and availability combined with memoryaccessing and controlling are classified
elsewhere. Sec the SEARCH THIS CLASS, SUBCLASSnotes below."

The "SEARCH THIS CLASS, SUBCLASS"for 711/165 note merely states:

"SEE OR SEARCH THIS CLASS, SUBCLASS: 161+,for reliability and availability combined
with memory accessing and control provided for in this array. See the (6) Note for subclass 100
above. "

Significantly, the requirement's definition of Groups I and II includes nothingrelating to
"reliability and availability” in the conjunctive or alternative. Specifically, the requirement's
characterization that "Invention | ... is directed to a device for running an application wherein the
code resources of the application are shuffled during execution” and "InventionII... is directed to
a system for protecting a software application by relocating a code resource of the application in
such a way that an address identifying the code resource is changed to a new address”facially
have no relationship to "reliability and availability.” Accordingly, the redefinition of
classification of the Group I claims after examination to 711/165 appears to be incorrect.
Consequently, the conclusion that a search burden exists because Group I is classified in 711/165
is based upon an incorrect premise, and therefore unfounded.

WHYIS ONLY GROUP I CLASSIFIED IN CLASS 711, SUBCLASS202, AND HOW
CAN THAT RESULTIN A SEARCH BURDEN?

The NFOAalso identifies class 711/200 as the classification for Group I. The definition
of 711/200 is:

711/200: "200 ADDRESS FORMATION:This subclass is indented underthe class definition.

Subject matter comprising meansor steps for determining or modifying a value which specifies a
location in at least one memory. (1) Note. The subject matter of this subclass and the subclasses
thereunderincludes, for example, virtual memory addressing, addresstranslation, translation
look-aside buffers (TLBs), boundary checking, and page-modeaddressing. (2) Note. The subject
matter also includes deriving new address data from existing address data. (3) Note. The location

4
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in memory may include data for forming further an address (e.g., address mapping is classified
herein). (4) Note, Meansor steps for addressing or for storing data in one or more memory cells
of a storage medium having one or more specific, internal cell elementsis classified elsewhere.
See the SEARCH CLASSnotes below."

Theclassification of both GroupsI and II ("Invention I ... is directed to a device for
running an application wherein the code resources of the application are shuffled during
execution" and "Invention II ... is directed to a system for protecting a software application by
relocating a code resource of the application) clearly indicate that addresses in memory are
changed. Group J is characterized as "during execution" and Group II is characterized as
"relocating". Accordingly, to the extent that class 711/200 is relevant to either Group I or Group
II, it is also relevant to both groups and therefore would need to be searched for both groups.
Accordingly, the requirement's classification of Group II as in 711/200 showsno search burden
for examination of both groups of claims.

SUMMARY

Inspection of the requirements for search indicates that, based uponthe prior search and
based uponthe class/subclass definitions in comparison go the requirement's characterizations of
Groups| and II, there is no search burden in examining both groups together. Therefore, the
restriction requirement should be withdrawn andall claims examined.

CLAIMS

Dependent withdrawn claims (59-63 and 87-92) have been amended to depend from
elected claim 75 in the elected group, with changes to the language to conformto antecedent in
claim 75, The examiner should determineif these claims are nowelected, but if not, upon
allowanceofthe elected claims, also examine and allow these claims pursuant to MPEP
guidance.

The applicant notes that if the restriction is withdrawn and depending upon prosecution,
the applicant may desire to restore the dependencies changed by this amendment.

An editorial error in claim 75 is corrected.

/RichardNeifeld/

RICHARD NEIFELD, REG. NO. 35,299
ATTORNEY OF RECORD

Date/Time: January 23, 2014 (1:36pm)
Y¥:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT0014-6\Drafts\Amendment_SCOT0014-6_1-23-2014.wpd

227 KYOCERA1002



228 KYOCERA 1002

IN THE CLAIMS

1-57. (Canceled)

58. (Previously Presented) A computing device for running application software,

comprising:

memory designed to store data in non transitory form;

an operating system;

wherein said memory stores an application software;

wherein said application software comprises (1) a memory scheduler code resource and

(2) other code resources;

wherein said application software is designed to call said memory scheduler code

resource;

wherein said memory scheduler code resource, when called, functions to shuffle said

other code resources in memory.

59, (Currently Amended) The devtee system of claim 58 75 wherein said first_one of said

plurality of executable code resources is a memory scheduler code resource, wherein, when said 

memory scheduler code resourceis called, said memory scheduler code resource functionsto

shuffle said memory scheduler code resource randomly in memory.

60. (Currently Amended) The device of clatm 58 further comprising a program counter

designed to store values and wherein said tomputmpecdevice system is designed to enable

application sofiware to modify a value stored by said program counter.

61. (Previously Presented) The device ofclaim 58 further comprising a program

counter designed to store values and wherein said memory scheduler code resource is designed to

modify a value stored by said program counter.

62. (Previously Presented) The device of claim 58 wherein said memory scheduler

code resource is designed to modify a stack frame, to modify a calling address, and to copyitself

to a memory location associated with said calling address.

63. (Previously Presented) The device of claim 58 whercin said system comprises an

operating system, and wherein said operating system is designed to call said memory scheduler

code resource.

64, (Previously Presented) The device of claim 58 wherein said memory scheduler

code resource maintains a list of addresses in memory, wherein each oneofsaid addressesis

associated with one of the code resources.

228 KYOCERA1002



229 KYOCERA 1002

65. (Currently Amended) The device of claim 58 wherein said memory scheduler code

resource maintainsalist of addresses in memory associated with said other code resources in

memo

66. (Previously Presented) The device of claim 58 further comprising a processorfor

processing instructions defined by said application software.

67. (Previously Presented) A systemfor executing application software code,

comprising:

a memory designed to store data in nontransitory form, and storing executable code

resources;

wherein said executable code resources comprise a memory scheduler and other

executable code resources; and

wherein said memory scheduler is designed to shuffle said other executable code

resources in memory.

68. (Previously Presented) The system ofclaim 67, wherein said memory scheduleris

designed to shuffle said other executable code resources randomly in memory.

69. (Previously Presented) The system of claim 67 wherein said shuffling results in a

change in location in memory ofat least one of said other executable cade resources.

70. (Previously Presented) The system of claim 67 further comprising a program

counter designed to store values and wherein said memory scheduler is designed to modify

values stored by said program counter.

71. (Previously Presented) The system of claim 67 wherein said memory scheduler

maintainsa list of addresses in memory ofat least one code resource.

72. (Previously Presented) The system of claim 67 wherein said memory scheduler

maintains a list of addresses in memory ofsaid other executable code resources.

73. (Previously Presented) The system of claim 67 designed to call said memory

scheduler.

74, (Previously Presented) The system of claim 67 wherein said application software

code is designed to call said memory scheduler.

75. (Currently Amended) A system for executing an application on a computer system,

comprising:

a computer system comprising a processor for processing instructions and memory

designed to store data in non transitory form;

a software application comprising a plurality of executable code resources loaded in said

7
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memory;

said memory storing a plurality of addresses, each one ofsaid plurality of addresses

associated with an address of a corresponding one ofsaid plurality of executable code resources;

and

wherein a first one of said plurality of executable code resource resources is designed to

relocate at least each of the other onesof said plurality of executable code resources to different

addresses within said memory during execution of said software application, using said

processor.

76, (Previously Presented) The system of claim 75 wherein said first one is also

designed to relocate itself to a different address during execution of said software application.

77, (Previously Presented) The system of clatm 75 wherein said system is designed to

repeatedly relocate at least each of the other ones of said plurality of executable code resources to

different addresses within said memory during execution of said software application.

78. (Previously Presented) A system comprising:

a processor;

a memory designedto store data in non transitory form;

wherein said processor is coupled to said memory;

wherein said system is configured to load a program comprising code resourcesinto said

memory and to shuffle at least one code resource into a different location in said memory after

said program has been loaded into memory.

79. (Previously Presented) A system comprising:

a processor designed to process instructions;

a memory designed to store data in non transitory form;

wherein said processor is coupled to said memory;

wherein said system is configured to load an executable program comprising at least two

code resources into memory and to randomize the location of at least one of the at least two code

resources in the memory, using said processor

80. (Previously Presented) A systemfor executing a program comprising code,

comprising:

a processor designed to process instructions;

a memory designed to store data in nontransitory form;

wherein said processor is coupled to said memory;

a memory scheduler configured to randomize location of code defining a code resource,

8
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in memory,using said processor.

81. (Previously Presented) The system of claim 80 wherein said memory scheduleris

configured to repeatedly randomizethe location of at least a portion of the code in memory.

82. (Previously Presented) The device of claim 58 wherein each oneofsaid other code

resources comprises a sequence ofinstructions that have sequential addresses in said memory.

83, (Previously Presented) The device of claim 82 wherein each one ofsaid other code

resources defines a function or procedure.

84, (Previously Presented) The device of claim 58 wherein each one ofsaid other code

resources comprises a sequenceof instructions that immediately follow one anotherin said

memory.

85, (Previously Presented) The device of claim 84 wherein each one ofsaid other code

resources defines a function or procedure.

86. (Previously Presented) A system comprising:

a processor;

a memory coupled to said processor;

wherein said memory is designed to store data in non transitory form;

wherein said system is configured to load a program comprising code resources into said

memory and to shuffle at least a subset of said cade resources into a different location in said

memory after said program has been loaded into memory.

87. (Currently Amended) The system of claim 86 75 whercineaetrone-ofsatd-subset-ofsard

eoderesourees cach one ofsaid plurality of executable code resources loaded in said memory

comprises a sequence of instructions that have sequential addresses in said memory.

88. (Currently Amended) The system of claim 87 wherein each oneof said-subsetofsatd

codetesources- plurality of executable code resources loaded in said memory defines a function

or procedure.

89, (Currently Amended) The system of claim 88 wherein each oneof saidsubsetofsard

coderesources- plurality of executable code resources loaded in said memory is an essential code

resource.

90. (Currently Amended) The system of claim 86 75 wherein each one ofsatd-other-code

resources" plurality of executable code resources loaded in said memory comprises a sequence of

instructions, and the sequenceofinstructions for one ofsaid plurality of executable code

resources loaded in said memory have memory addresses that immediately follow one another m

sardimemrory,.
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91.|(Currently Amended) The system of claim 90 wherein each oneofsaid other-eode

resourcesplurality of executable code resources loaded in said memory defines a function or

procedure.

92. (Currently Amended) The system of claim 90 wherein said system comprises one of a

set-top box; a cellular phone; a smart television; and a personal digital assistant (PDA).

93, (Previously Presented) A systemfor protecting a software application, said

software application comprising a plurality of executable code resources, said system

comprising:

a processor;

memory for storing data in non transitory form;

wherein said processor is coupled to said memory for transmitting data there between;

wherein, when executing said sofiware application, said system is configured to store in

said memoryan original plurality of code resource addresses;

wherein, when executing said software application, said system is configured to store a

plurality of executable code resources for executing said software application;

wherein each oneofsaid original plurality of code resource addresses specifies an address

in said memory of one ofsaid plurality of executable code resources;

wherein, when executing said software application, said system is configured to (1)

relocate each one ofsaid plurality of executable code resources in said memory so that each one

of said plurality of executable code resources is specified by cach one of a new plurality of code

resource addresses and (2) store in said memory cach one of said new plurality of code resource

addresses.

94, (Previously Presented) The system of claim 93, wherein said system is

configured to repeatedly (1) relocate each one ofsaid plurality of executable code resources in

said memory so that each one ofsaid plurality of executable code resources is specified by each

one of a new plurality of code resource addresses and (2) store in said memory each oneofsaid

newplurality of code resource addresses.

95, (Previously Presented) The system of claim 93, wherein each one ofsaid

plurality of executable code resources are relocated to randomaddresses.

96, (Previously Presented) The system of claim 93, wherein each one said

original plurality of code resource addresses specifies an entry point of an original location in

memory of each one ofsaid plurality of executable code resources.

97, (Previously Presented) The system of claim 93, wherein each one said new

10
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plurality of code resource addresses specifies an entry point of a newlocation in memory of each

one of said plurality of executable code resources.

98. (Previously Presented) The system of claim 93 wherein each one ofsaid

plurality of executable code resourcesis stored in sequential locations in said memory.

99, (Previously Presented) The system of claim 98 wherein each one ofsaid

plurality of executable code resources executes a function or procedure whencalled.

100. (Previously Presented) The system of claim 93 wherein each one ofsaid

plurality of executable code resources executes a function or procedure

101. (Previously Presented) The system of claim 93 wherein said systemis

configured to relocate each one ofsaid plurality of executable code resources in said memory in

response to a call to an executable code resource of said plurality of executable code resources.

102. (Previously Presented) The system of claim 101 wherein said system is

configured to update a reference to said executable code resource in said memoryof the

computer system to reflect a new address in said memory ofsaid executable code resource

resulting from relocating said executable code resource.

103. (Previously Presented) The system of claim 102 wherein said executable

code resource is a memory scheduler whichis called periodically, or at random or pseudo

random intervals.

104. (Previously Presented) A computer program product storing in non-transitory

form instructions defining a software program, which instructions, when loaded into a computer

system instruct the computer system to perform the following steps:

load said program into memory of said computer system;

wherein said program, as loaded into memory, comprisesa plurality of code resources;

shuffle locations in memory ofat least a subset of said plurality of code resources.

105. (Currently Amended) The system product of claim 104 wherein each oneofsaid

subset of said code resources comprises a sequence of instructions that have sequential addresses

in said memory.

106. (Currently Amended) The system product of claim 104 wherein each oneofsaid

subset of said code resources defines a function or procedure,

107. (Currently Amended) The system product of claim 104 wherein said subset

comprisesat least two code resources.

11
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SUMMARYOF NON FINAL OFFICE ACTION

This response updates the claim status indicators to show claims withdrawn by
election, but is otherwise identical to the responsefiled earlier on the same date.

The NFOArequiresrestriction of claims 58-107. Item 2 of the NFOAstates that:

2. Restriction to one of the following inventionsis required under 35 U.S.C. 121:
L Claims 58-74, 78, 79, 80-92 and 104-107, drawn to a device for running of
application software and shuffling code resources in memory during execution,
classified in class 711, subclass 165.

IL. Claims 75-77 and 93-103, drawn to a system for protecting a software
application wherein an address identifying a code resource is relocated so that the
code resourceis specified by a new address,classified in class 711, subclass 202.

The NFOAfurtherstates that:

InventionI is distinct from invention IJ andis directed to a device for

running an application wherein the code resources ofthe application are shuffled
during execution.

Invention II is distinct from invention I and is dirccted to a system for
protecting a software application by relocating a code resource of the application
in such a way that an address identifying the code resource is changed to a new
address.

In response, the applicant elects Group II, Claims 75-77 and 93-103, but with traverse
of the requirement.

Traverse is on the groundsthat there is no substantial burden in examining these claims,
and no showing of such a burden,for several reasons. First, the examiner previously issued an
action on the merits, which required both search and examination based uponthe relevant art.
Second, the requirement redefines the classification of Group I as class 711, subclass 165, a class
not previously searched for Group I, and that redefinition is apparently incorrect. Third, the
definition of Group II as class 711, subclass 202, provides no indication of a search burden,
because the definition of class 711, subclass 202, to the NFOA's characterization of GroupsI and
II indicates, that if class 711, subclass 202 is relevant to Group IJ, thenit is also relevant to
Group I. In summary, even assumingthe revised classification of Group I claimsis correct,
there is no indication of any search burden.

WHYIS GROUP I RECLASSIFIED TO CLASS711, SUBCLASS165?
The reasoning in the requirement that the Group | claimsare classified in class 711,

subclass 165, is not consistent with the prior determination of the cxaminerthat the only
subclasses of class 711 relevant to the Group I claims were subclasses 1 and 100.

The examiner previously searched the claims defined by group I and includedin that
search only 711/1 and 711/100 in class 711, as shown in the search notes of the prior office
action. The definition of those classes and 711/165 follow.

711/1: "ADDRESSING COMBINED WITH SPECIFIC MEMORY CONFIGURATION OR

SYSTEM:

This subclass is indented underthe class definition. Subject matter comprising meansor steps
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for determining one or more values(i.c., address data) that specify one or more locations in a
storage medium wherein the meansorsteps are claimed in combination with a particular
configuration or system for storing data."

711/100: "STORAGE ACCESSING AND CONTROL:

This subclass is indented under the class definition. Subject matter comprising means(e.g., a
processor, a controller, etc.) or steps for governing memory in a computeror digital data
processing system or the passage(e.g., reading, writing) of data thereto. (1) Note. The subject
matter of this subclass and the subclasses thereunder provides for details of how memory is
accessed and controlled. Classification herein requires more than nominalrecitation of accessing
or controlling memory in the context of digital data processing systems or data processing.
Examples of significant memory accessing and control data processing include transferring and
modifying memory address data, selecting memory devices or memorylocations, and scheduling
memory accesses"

711/165: “This class/subclass definition merely repeats the 711/100 definition which includes
the following Note 6: "(6) Note. Subject matter classified herein may include nominalrecitations
of reliability and availability in combination with memory accessing and control. The species of
reliability and availability related to data archiving, backup, and device access limiting and
security combined with memory accessing and controlling is classified herein. Other species of
reliability and availability combined with memory accessing and controlling are classificd
elsewhere. See the SEARCH THIS CLASS, SUBCLASSnotes below."

The "SEARCH THIS CLASS, SUBCLASS"for 711/165 note merely states:

"SEE OR SEARCH THIS CLASS, SUBCLASS: 161+, for reliability and availability combined
with memory accessing and control provided for in this array. See the (6) Note for subclass 100
above. "

Significantly, the requirement's definition of Groups | and LI includes nothing relating to
"reliability and availability" in the conjunctive or alternative. Specifically, the requirement's
characterization that "InventionI ... is directed to a device for running an application wherein the
code resources of the application are shuffled during execution" and "InventionII ... is directed
to a system for protecting a software application by relocating a code resource of the application
in such a waythat an address identifying the code resource is changed to a new address" facially
have no relationship to "reliability and availability." Accordingly, the redefinition of
classification of the Group I claims after examination to 711/165 appears to be incorrect.
Consequently, the conclusion that a scarch burden exists because GroupI is classified in 711/165
is based upon an incorrect premise, and therefore unfounded.

WHYIS ONLY GROUP I CLASSIFIED IN CLASS 711, SUBCLASS 202, AND HOW
CAN THAT RESULTIN A SEARCH BURDEN?

The NFOAalso identifies class 711/200 as the classification for Group I. The definition
of 711/200 is:

711/200: "200 ADDRESS FORMATION:This subclass is indented underthe class definition.

Subject matter comprising meansor steps for determining or modifying a value which specifies a
location in at least one memory. (1) Note. The subject mattcr of this subclass and the subclasses
thereunderincludes, for example, virtual memory addressing, addresstranslation, translation
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look-aside buffers (TLBs), boundary checking, and page-mode addressing. (2) Note. The subject
matter also includes deriving new address data from existing address data. (3) Note. The
location in memory may include data for forming further an address(e.g., address mappingis
classified herein). (4) Note. Mcansor steps for addressing or for storing data in one or more
memory cells of a storage medium having one or more specific, internal cell elementsis
classified elsewhere. See the SEARCH CLASSnotes below."

The classification of both GroupsI and II ("Invention I ... is directed to a device for
running an application wherein the code resources of the application are shuffled during
execution" and "Invention I] ... is directed to a system for protecting a software application by
relocating a code resource of the application) clearly indicate that addresses in memory are
changed. Group I is characterized as "during execution" and GroupII is characterized as
"relocating". Accordingly, to the extent that class 711/200 is relevant to either Group | or Group
II,it is also relevant to both groups and therefore would need to be searched for both groups.
Accordingly, the requirement's classification of Group II as in 711/200 showsno search burden
for examination of both groups of claims.

SUMMARY

Inspection of the requirements for search indicates that, based upon the prior search and
based upon the class/subclass definitions in comparison go the requirement's characterizations of
GroupsI and IJ, there is no search burden in cxamining both groups together. Therefore, the
restriction requirement should be withdrawnandall claims examined.

CLAIMS

Dependent withdrawn claims (59-63 and 87-92) have been amended to depend from
elected claim 75 in the elected group, with changes to the language to conform to antecedentin
claim 75. The examiner should determine if these claims are now elected, but if not, upon
allowanceofthe elected claims, also examine and allow these claims pursuant to MPEP
guidance.

The applicant notes that if the restriction is withdrawn and depending upon prosecution,
the applicant may desire to restore the dependencies changed by this amendment.

An editorial error in claim 75 is corrected.

/RichardNeifeld/

RICHARD NEIFELD, REG. NO. 35,299
ATTORNEY OF RECORD

Date/Time: January 23, 2014 (1:50pm)
Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT0014-6\Drafts\AmendmentSCOT0014-6_1-23-2014.wpd
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IN THE CLAIMS

1-57. (Canceled)

58. (Withdrawn) A computing device for running application software, comprising:

memory designed to store data in non transitory form;

an operating system;

wherein said memory stores an application software;

wherein said application software comprises (1) a memory scheduler code resource and

(2) other code resources;

wherein said application software is designed to call said memory scheduler code

resource;

wherein said memory scheduler code resource, whencalled, functions to shuffle said

other code resources in memory.

59. (Withdrawn, Currently Amended) The device system of claim 58 75 wherein said first

one of said plurality of executable code resources is a memory scheduler code resource, wherein,

when said memory scheduler code resource is called, said memory scheduler code resource

functions to shuffle said memory scheduler code resource randomly in memory.

60. (Withdrawn, Currently Amended) The device of claim 58 further comprising a

program counter designed to store values and wherein said computingctevice- system is designed

to enable application software to modify a value stored by said program counter.

61. (Withdrawn) The device of claim 58 further comprising a program counter designed to

store values and wherein said memory scheduler code resource is designed to modify a value

stored by said program counter.

62. (Withdrawn) The device of claim 58 wherein said memory scheduler code resourceis

designed to modify a stack frame, to modify a calling address, and to copy itself to a memory

location associated with said calling address.

63. (Withdrawn, Currently Amended) The device of claim 58 wherein said system

comprises an opcrating system, and whercin said opcrating system is designedto call said

memory scheduler code resource.

64. (Withdrawn) The device of claim 58 wherein said memory scheduler code resource

maintains a list of addresses in memory, wherein each one of said addresses is associated with

one of the code resources.

65. (Withdrawn, Currently Amended) The device of claim 58 wherein said memory

scheduler code resource maintainsa list of addresses in memory associated with said other

6
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code resources in memory.

66. (Withdrawn) The device of claim 58 further comprising a processor for processing

instructions defined by said application software.

67. (Withdrawn) A system for executing application software code, comprising:

a memory designed to store data in non transitory form, and storing executable code

resources;

wherein said executable code resources comprise a memory scheduler and other

executable code resources; and

wherein said memory scheduler is designed to shuffle said other executable code

resources in memory.

68. (Withdrawn) The system of claim 67, wherein said memory scheduler is designed to

shuffle said other executable code resources randomly in memory.

69. (Withdrawn) The system of claim 67 wherein said shuffling results in a change in

location in memory ofat least one of said other executable code resources.

70. (Withdrawn) The system of claim 67 further comprising a program counter designed to

store values and wherein said memory scheduler is designed to modify values stored by said

program counter.

71. (Withdrawn) The system of claim 67 wherein said memory scheduler maintainsa list of

addresses in memory ofat least one code resource.

72. (Withdrawn) The system of claim 67 wherein said memory scheduler maintainsa list of

addresses in memory ofsaid other executable code resources.

73. (Withdrawn) The system of claim 67 designed to call said memory scheduler.

74. (Withdrawn) The system of claim 67 wherein said application software code is designed

to call said memory scheduler.

75. (Currently Amended) A system for executing an application on a computer system,

comprising:

a computer system comprising a processor for processing instructions and memory

designed to store data in non transitory form;

a software application comprising a plurality of executable code resources loaded in said

memory;

said memory storing a plurality of addresses, each oneofsaid plurality of addresses

associated with an address of a corresponding oneofsaid plurality of executable code resources;

and
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wherein a first one of said plurality of executable code resonree resources is designed to

relocate at least cach of the other ones ofsaid plurality of executable codc resources to different

addresses within said memory during exccution of said software application, using said

processor.

76. (Previously Presented) The system of claim 75 wherein said first one is also

designedto relocate itself to a different address during execution of said software application.

77. (Previously Presented) The system of claim 75 wherein said system is designed to

repeatedly relocate at least each of the other ones of said plurality of executable code resources

to different addresses within said memory during execution of said software application.

78. (Withdrawn) A system comprising:

a processor;

a memory designed to store data in non transitory form;

wherein said processor is coupled to said memory;

wherein said system is configured to load a program comprising code resources into said

memory and to shuffle at least one code resource into a different location in said memory after

said program has been loaded into memory.

79. (Withdrawn) A system comprising:

a processor designed to process instructions;

a memory designed to store data in non transitory form;

wherein said processor is coupled to said memory;

wherein said system is configured to load an executable program comprising at least two

code resources into memory and to randomize the location of at least one of the at least two code

resources in the memory, using said processor

80. (Withdrawn) A system for executing a program comprising code, comprising:

a processor designed to process instructions;

a memory designed to store data in non transitory form;

wherein said processor is coupled to said memory;

a memory scheduler configured to randomize location of code defining a code resource,

in memory, using said processor.

81.|(Withdrawn) The system of claim 80 wherein said memory scheduler is configured to

repeatedly randomizethe location of at least a portion of the code in memory.

82. (Withdrawn) The device of claim 58 wherein cach oncof said other code resources

comprises a sequence of instructions that have sequential addresses in said memory.
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83, (Withdrawn) The device of claim 82 wherein each one ofsaid other code resources

defines a function or procedure.

84. (Withdrawn) The device of claim 58 whercin cach one of said other code resources

comprises a sequence of instructions that immediately follow one another in said memory.

85. (Withdrawn) The device of claim 84 wherein each one of said other code resources

defines a function or procedure.

86. (Withdrawn) A system comprising:

a processor;

a memory coupled to said processor;

wherein said memory is designed to store data in non transitory form;

wherein said system is configured to load a program comprising code resources into said

memory and to shuffle at least a subset of said code resourcesinto a different location in said

memory after said program has been loaded into memory.

87, (Withdrawn, Currently Amended) The system of claim 86 75 wherein each-oneofsaid

subsetofsaidcodetesourceseach oneof said plurality of executable code resources loaded in
 

said memory comprises a sequence of instructions that have sequential addresses in said

memory.

88. (Withdrawn, Currently Amended) The system of claim 87 wherein each one ofsaid

stbsetofsaidcocdetesourees- plurality of executable code resources loaded in said memory

defines a function or procedure.

89, (Withdrawn, Currently Amended) The system of claim 88 wherein each one ofsaid

strbsetofsatcd-codetesources- plurality of executable code resources loaded in said memory is an

essential code resource.

90. (Withdrawn, Currently Amended) The system of claim 86 75 wherein each one ofsart

other-codetesources- plurality of executable code resources loaded in said memory comprises a

sequence of instructions, and the sequence of instructions for one of said plurality of executable

code resources loaded in said memory have memory addresses that immediately follow one

another trsatdimemory.

91. (Withdrawn, Currently Amended) The system of claim 90 wherein each oneofsaid

other-codetesourees-plurality of executable code resources loaded in said memory defines a

function or procedure.

92. (Withdrawn, Currently Amended) The system of claim 90 whercin said system

comprises one of a set-top box; a cellular phone; a smart television; and a personaldigital
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assistant (PDA).

93. (Previously Presented) A system for protecting a software application, said

software application comprising a plurality of executable code resources, said system

comprising:

a processor;

memory for storing data in non transitory form;

wherein said processor is coupled to said memory for transmitting data there between;

wherein, when executing said software application, said system is configured to store in

said memory anoriginal plurality of code resource addresses;

wherein, when executing said software application, said system is configured to store a

plurality of executable code resources for executing said software application;

wherein each oneofsaid original plurality of code resource addresses specifies an

address in said memory ofone ofsaid plurality of executable code resources;

wherein, when executing said software application, said system is configured to (1)

relocate each one ofsaid plurality of executable code resources in said memory so that each one

of said plurality of executable code resources is specified by each one of a newplurality of code

resource addresses and (2) store in said memory cachoncofsaid newplurality of code resource

addresses.

94. (Previously Presented) The system of claim 93, wherein said system is

configured to repeatedly (1) relocate each one ofsaid plurality of executable code resources in

said memory so that each oneofsaid plurality of executable code resources is specified by each

one of a new plurality of code resource addresses and (2) store in said memory each oneofsaid

new plurality of code resource addresses.

95. (Previously Presented) The system of claim 93, wherein each one of said

plurality of executable code resources are relocated to random addresses.

96. (Previously Presented) The system of claim 93, wherein each one said

original plurality of code resource addresses specifies an entry point of an original location in

memory of each oneofsaid plurality of executable code resources.

97. (Previously Presented) The system of claim 93, wherein each one said new

plurality of code resource addresses specifies an entry point of a new location in memory of each

one of said plurality of executable code resources.

98. (Previously Presented) The system of claim 93 wherein cach onceofsaid

plurality of executable code resourcesis stored in sequential locations in said memory.

10
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99. (Previously Presented) The system of claim 98 wherein each oneofsaid

plurality of executable code resources exccutes a function or procedure when called.

100. (Previously Presented) The system of claim 93 wherein cach onceofsaid

plurality of executable code resources executes a function or procedure

101. (Previously Presented) The system of claim 93 wherein said system is

configured to relocate each one ofsaid plurality of executable code resources in said memory in

responseto a call to an executable code resource ofsaid plurality of executable code resources.

102. (Previously Presented) The system of claim 101 wherein said system is

configured to update a reference to said executable code resource in said memory ofthe

computer system to reflect a new address in said memory ofsaid executable code resource

resulting from relocating said executable code resource.

103. (Previously Presented) The system of claim 102 wherein said executable

code resource is a memory scheduler whichis called periodically, or at random or pseudo

random intervals.

104. (Withdrawn) A computer program product storing in non-transitory form

instructions defining a software program, which instructions, when loaded into a computer

system instruct the computer system to perform the following steps:

load said program into memory of said computer system;

wherein said program, as loaded into memory, comprises a plurality of code resources;

shuffle locations in memory ofat least a subset of said plurality of code resources.

105. (Withdrawn, Currently Amended) The system product of claim 104 wherein

each oneofsaid subset of said code resources comprises a sequenceofinstructions that have

sequential addresses in said memory.

106. (Withdrawn, Currently Amended) The system product of claim 104 wherein

each oneofsaid subset of said code resources defines a function or procedure.

107. (Withdrawn, Currently Amended) The system product of claim 104 wherein

said subset comprises at least two code resources.

Date/Time: January 23, 2014 (1:50pm)
Y:\Clhients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT0014-6\Drafts\AmendmentSCOT0014-6_1-23-2014.wpd
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Application/Control Number: 13/556,420 Page 2

Art Unit: 2432

DETAILED ACTION

1, The present application is being examined underthe pre-AJAfirst to invent provisions.

Election/Restrictions

tN Restriction to one of the following inventionsis required under 35 U.S.C. 121:

I Claims 58-74, 78, 79, 80-92 and 104-107, drawn to a device for running of

application software and shuffling code resources in memory during execution,

classified in class 711, subclass 165.

I. Claims 75-77 and 93-103, drawn to a system for protecting a software application

wherein an address identifying a code resource is relocated so that the code

resource is specified by a new address,classified in class 711, subclass 202.

3. The inventions are distinct, each from the other because of the following reason:

Inventions I and II are directed to related processes.

Invention I is distinct from invention II and is directed to a device for running an

application wherein the code resources of the application are shuffled during execution.

Invention II is distinct from invention I and is directed to a system for protecting a

software application by relocating a code resource of the application in such a waythat an

address identifying the code resource is changed to a new address.

4. The related inventions are distinct if: (1) the inventions as claimed are either not capable

of use together or can have a materially different design, mode of operation, function, or effect;

(2) the inventions do not overlap in scope,i.e., are mutually exclusive; and (3) the inventions as

claimed are not obvious variants. See MPEP § 806.05(j). In the instant case, the inventions as

claimed hasseparate utility as Invention I is directed to a device for shuffling code resources
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Application/Control Number: 13/556,420 Page 3

Art Unit: 2432

during execution. Invention II has separate utility as it is directed to a system for changing the

address of code resources in memory.

5. Restriction for examination purposes as indicated is proper because all these inventions

listed in this action are independentor distinct for the reasons given above and there would be a

serious search and/or examination burdenif restriction were not required becauseat least the

following reason(s) apply:

(a) the inventions have acquired a separate status in the art in view of their

different classification;

(b) the inventions have acquired a separate status in the art due to their

recognized divergent subject matter;

(c) the inventions require a different field of search (for example, searching different

classes/subclasses or electronic resources, or employing different search queries);

(d) the prior art applicable to one invention wouldnotlikely be applicable to

another invention;

(e) the inventionsare likely to raise different non-prior art issues under 35 U.S.C.

101 and/or 35 U.S.C. 112, first paragraph.

Applicant is advised that the reply to this requirement to be complete must include

(i) an election of an invention to be examined even though the requirement may be traversed

(37 CFR 1.143) and(ii) identification of the claims encompassing the elected invention.

Theelection of an invention may be made with or without traverse. To reserve a right to

petition, the election must be madewith traverse. If the reply does not distinctly and specifically

point out supposederrors in the restriction requirement, the election shall be treated as an
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Application/Control Number: 13/556,420 Page 4

Art Unit: 2432

election without traverse. Traversal must be presented at the time of election in order to be

considered timely. Failure to timely traverse the requirement will result in the loss of right to

petition under 37 CFR 1.144. If claims are added after the election, applicant mustindicate

which of these claims are readable uponthe elected invention.

Should applicant traverse on the ground that the inventions are not patentably distinct,

applicant should submit evidence or identify such evidence now of record showing the

inventions to be obvious variants or clearly admit on the record that this is the case. In either

instance, if the examiner finds one of the inventions unpatentable overthe prior art, the evidence

or admission maybe used in a rejection under 35 U.S.C. 103 or pre-AIA 35 U.S.C. 103(a) of the

other invention.

Conclusion

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to IZUNNA OKEKE whose telephone numberis (571)270-3854.

The examiner can normally be reached on Monday - Thursday.

If attempts to reach the examiner by telephone are unsuccessful, the examincr’s

supervisor, Gilberto Barron can be reached on (571) 272-3799. The fax phone numberforthe

organization where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 13/556,420 Page 5

Art Unit: 2432

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on accessto the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

MZUNNA OKEKE/

Examiner, Art Unit 2432
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NEIFELD REF: SCOT0014-6

CLIENT REF: SCOT0014-6

Application/Patent No: 13556420
USPTO CONF. NO: 5811

File/Issue Date: 7/24/2012

Inventor: SCOTT MOSKOWITZ

Title: Data protection method and device
Examiner/ArtUnit: OKEKE/2432

ENTITY STATUS: LARGE

37 CFR 1.111 AMENDMENT REMARKS

SUMMARY

This amendmentrespondsto the non final office action (NFOA) dated 3/28/2013.
Claims 58-81 were pending and examined. Claims 82-107 are new,including the new

independentclaims noted in the subsection titled "INDEPENDENT CLAIMS: 67; 75; 78; 79; 80
93; and 104."

The NFOArejects Claims 58-81 under 35 USC 102(b) based upon Ostrovskyet al.,
USP 5,123,045. In summary, Ostrovsky does not disclose or suggest shuffling in memory of
code resources of a software program. Ourclaims define those limitations.

OSTROVSKY

Ostrovsky’s goal is to “provide[] protection of the pattern of access to memory during
execution of a program.” Abstract. Ostrovsky accomplishes that goal by providing a system in
which “values stored in the general purpose memory are hidden... [and] the sequence in which
memory location are accessed during execution is hidden.” Abstract.

Ostrovsky discloses a data processing system including protected CPU and protected
memory (Fig. 1, elements 10, 12; col. 1 lines 39-47) which communicates over unprotected data
bus 20 with unprotected random access memory (RAM)(fig. 1, element 14; col. 4 lines 53-57).
Ostrovsky discloses that “The data processing system further includesa plurality of ‘buffer’ data
structures for storing encrypted software and data in an unprotected memory.” Col. 1 lines 44-
47. This refers to data structures in the unprotected RAM, element 14. Col. 4 lines 60-61.

Ostrovsky discloses storing values defining a program in a random order(as generated by
a pseudo random numbergenerator) in unprotected RAM. Ostrovsky states ““The method of
protection comprisesinitially permuting the order in which valucsare stored in the unprotected
addressable locations prior to the beginning of execution of the program.” Col. 2 lines 21-24.
These values include the data and instructions of the software program. Ostrovsky states “The
types ofprotection embodied with the preferred embodiment include protection of the access
pattern to memory by the program and protection of values held in memory such as data and
instructions.” Col. 4 lines 15-18.

Ostrovsky defines a virtual address as follows: ‘A virtual addressis the address
referenced by the program andis distinct from a physical address which identifies the physical
location where the virtual memory location resides.” Col. 6 lines 23-27. Ostrovsky states “The
virtual memory locations that make up the program andthe data are stored in physical addresses
specified by a pseudo-random function of the virtual addresses.” Col. 3 lines 3-6. In the

Detailed Description, Ostrovsky clarifics that “The code and data constitute a plurality of virtual
memory locations. They are not stored in the order in which their corresponding virtual addresses
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are sequenced; rather, they are stored in a pseudo-random sequence.” Col. 6 lines 33-36.

STORING OF PROGRAM VALUESIN “A PSEUDO-RANDOM SEQUENCE”

Ostrovsky’s storing ofprogram values in “a pseudo-random sequence”in the
unprotected RAM does not disclose our claimed shuffling of code resources in memory.
This is because our application discloses that a “code resource” has an entry point and compriscs
more than one instruction that immediately follows from that entry point. Our specification
states that "[0052] The memory addressofthe first instruction in one of these sub-objects is
called the “entry point" of the function or procedure. The rest of the instructions comprising
that sub-object immediatelyfollowfrom the entrypoint. ... These sub-objects can be packaged
into whatare referred to in certain systems as 'code resources’,...”.

Ostrovsky discloses compiling and executing the program. Ostrovskystates that “[t]he
present invention specifies a cryptographic compiler which transforms source-code programs into
equivalent compiled programs which run on a general-purpose computer using the protected
chip.” Col. 1 lines 58-62. Andthat it is this cryptographically compiled program that resides in
the unprotected RAM. "It should be stressed that ... the compiled programsreside in the
unprotected, general-purpose random access memory." Col. 2 lines 5-8. Regarding executing
the program, Ostrovsky discloses that “the values at the unprotected adjustable locations are
accesscd in light of the order imposed by the permuting step and bythe partially permuting step.”
Col. 2 lines 30-33.

Ostrovsky then discloses that, because of the permutation, “[s]pecific accesses are
achieved within an access pattern which is independent of the original access pattern.” Col. 2
lines 33-35. However, Ostrovsky discloses that those accesses of unprotected RAM for
executing the software program are interspersed with accesses of unprotected RAM to dummy
addresses that do not contain a program instruction or data, in order to fool an adversary.
Ostrovskystates “Next, execution of the program is begun. Each time a memory accessis
desired, the CPU 10 examineseach ofthe buffers for the memory location that is sought. Only
one ofthe buffers will have the memory location truly sought. The other memory accesses are
dummy accesses designed to fool adversaries.” Col. 5 lines 38-43.

MOVINGA SINGLE VALUE OF THE SOFTWARE PROGRAM TO A DIFFERENT

MEMORY LOCATION

Ostrovsky discloses moving the “desired memory location”that is “truly sought”for
“execution of the program,” onceit is identified. Ostrovsky states “Next, execution of the
program is begun. Each time a memory accessis desired, the CPU 10 examines each ofthe
buffers for the memory location that is sought. Only oneofthe buffers will have the memory
location truly sought. The other memory accesses are dummy accesses designed to fool
adversaries. When a desired memorylocation is found, it is moved up to the level I buffer.” Col.
5 lines 38-44. This passage in Ostrovskyclarifies that individual memory locations, which
correspondto an individual machineinstructions of data associated with the software program,
are moved, one af a time, independent of movementof any other instruction or data associated
with the memory. Furthermore, Ostrovsky discloses that sequential values of the program found
in the foregoing process and stored in buffer 1 are not stored in sequential locations in buffer 1.
Instead, Ostrovsky discloses that each found value of the program is stored in the next sequential
empty bucket in buffer 1, and that buckets are not a single memory location but a set or sequental
locations. “Store value v of the virtual memory location L fromBinto first empty bucket of
level 1 buffer’ and that “each bucket constitutes a set of memory locations”. Col. 9 lines 37-38.
Thus, Ostrovsky discloses that sequentially accessed instructions in the compiled software
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program are not stored in the unprotected RAM in sequential memory addresses.
Moreover, Ostrovsky discloses that when a buffer becomes full, the contents of that

buffer are transferred to another buffer and then "obliviously rehashed" which means pseudo
randomly reordering the contents of the memory locations containing each value of the program.
Col. 9 lines 1-11.

Ostrovsky’s moving of single found value of the software program,independentof
other values of the software program,in the unprotected RAM,does not disclose our
claimed shuffling of code resources in memory. This is because our application discloses that
a “code resource” has an entry point and comprises more than oneinstruction that immediately
follows from that entry point. Our specification states that "[0052] The memory address of the
first instruction in one of these sub-objects is called the “entry point" of the function or
procedure. Therest of the instructions comprising that sub-object immediatelyfollow from
the entry point. ... These sub-objects can be packaged into whatare referred to in certain
systemsas ‘code resources’,...". Ostrovsky’s moving values oneat a time to non sequential
locations in memory is not our claimed shuffling of a code resource because it does not maintain
a sequenceof instructions that immediately follow from the entry point.

PARTIALLY PERMUTING THE ORDER OF SOFTWARE PROGRAM VALUES

Ostrovsky discloses “the order in which values are stored in subsets of the unprotected
adjustable locationsis partially permuted at various times during the execution of the program.”
Col. 2 lines 27-30. Regarding the partial permutation, Ostrovsky states “The partial permuting
step includesthe step of transferring values from one subset of the unprotected adjustable
locations to another subset of the unprotected adjustable locations,” (col. 2 lines 42-44) and
“Given that each subset may be ofa different size, the frequency with which the various subsets
are permuted differs” (col. 2 lines 48-49) and “Each time the accessible memory is shuffled
(permuted), a counter is incremented”(col. 3 lines 48-49) and “ALI the non-empty buckets are
movedtogether by obliviously repermuting B at the bucket level” (col. lines 53-54) and “As
fixed intervals (i.e. when a buffer may be potentially full) the buffer's contents are movedto a
next higher priority buffer and are pseudo-randomly rearranged so that the order in which the
virtual memory locations are held in the next higher priority buffer is shuffled. The movement
from the lower order buffer to a higher order buffer is achieved preferably using a
pseudo-random function”(col. 3 line 16-24) and finally “Thus, if the second level buffer 17 gets
full, it is passed on to the third level buffer 19, and the third level buffer 19 is shuffled”(col. 9
lines 8-10). In the foregoing, Ostrovsky discloses partially permuting meaningtransferring of
values from one buffer (or bucket, which is a subset of a buffer) to another buffer (or bucket,
whichis a subset of a buffer). However, Ostrovsky discloses that each buffer or bucket subset of
a buffer contains a disordered subset of the values (code and instruction) defining the software
program. Further, Ostrovskyfails to disclose any relation between buckets and what we define
as code resources, and Ostrovsky fails to disclose any relation between buffers and what we
define as code resources. Consequently, Ostrovsky's moving contents of one buffer or bucket to
another, moves a disordered set of the software program's instructions from one location to
another. There is no entry point immediately followed by the other values required to execute a
code resource. Even of a bucket or buffer happened to have all instructions for some code
resources, the ordered movementof those bucket or buffer values to another bucket or buffer

would not result in a shuffle of the order of the corresponding code resources. Therefore,
Ostrovsky’s moving the contents of one buffer to another, or of one bucket to another, does
not correspondto our claimed shuffling of code resources.

Ourapplication discloses that a “‘code resource” has an entry point and comprises more
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than one instruction that immediately follows from that entry point. Our specification states that
"[0052] The memory addressofthe first instruction in one of these sub-objects is called the
"entry point" of the function or procedure. The rest of the instructions comprising that
sub-object immediately follow from the entrypoint. ... These sub-objects can be packaged
into whatare referred to in certain systems as 'code resources',...". Ostrovsky’s shuffling of
buffers or buckets does not relocate in memory, preserving the sequence in memory,of an
entry point of a function or procedure and instructions comprising that sub-object
immediately following the entrypoint.

OSTROVSKY'S PERMUTING, PARTIALLY PERMUTING, AND MOVING OF
VALUES OF A SOFTWARE PROGRAM DOESNOT DISCLOSE WHAT WE CLAIM

In summary, Ostrovsky’s initial permuting is limited to permuting of values, “permuting
the order in which values are stored”. Ostrovsky’s relocating of an instruction to buffer 1 does
not reorder instructions in sequence because they are move to sequential buckets, not sequential
memory locations. Ostrovsky’s partially permuting merely shifts values of one buffer to another,
en masse, and that movingis not shuffling of a code resource as defined in ourspecification
because the buffers do not include an entry point followed immediately by the instructions
defining a subroutine or procedure.

Ostrovsky discloses more details, but these details are not relevant. For example,
Ostrovsky discloses encryption by the CPU,association by the CPU ofa virtual address with
each value of the program/data, and storing that virtual address in association with the
corresponding value in unprotected RAM.Ostrovsky discloses plural buffers and buckets
intended to confuse an adversary by making calls to RAM unrelated to execution of the program,
and shuffling the buffers and buckets to confuse an adversary.

“CODE RESOURCES”DISCLOSURE

Paragraphs [0051] and [0052] from USpatent publication 20130014271 of application
13556420, the subject application, are copied below, with more relevant passages emphasized,
for the examiner’s convenience.

[0051] An executable computer program is variously referred to as an application,
from the point of view of a user, or executable object code from the point of view
of the engineer. A collection of smaller, atomic (or indivisible) chunks of object
code typically comprise the complete executable object code or application which
may also require the presence of certain data resources. These indivisible portions
of object code correspond with the programmers’ function or procedure
implementations in higher level languages, such as C or Pascal. In creating an
application, a programmerwrites "code" in a higher level language, whichis then
compiled down into "machine language," or, the executable object code, which
can actually be run by a computer, general purpose or otherwise. Each function, or
procedure, writtcn in the programming language, represents a self-contained
portion of the larger program, and implements,typically, a very small piece ofits
functionality. The order in which the programmertypes the code for the various
functions or procedures, and the distribution of and arrangement of these
implementations in variousfiles which hold them is unimportant. Within a
function or procedure, however, the order of individual language constructs,
which correspondto particular machineinstructions is important, and so functions
or procedures are considered indivisible for purposes ofthis discussion. Thatis,
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once a function or procedure is compiled, the order of the machine
instructions which comprise the executable object code of the function is
important and their order in the computer memoryis of vital importance.
Note that many "compilers" perform "optimizations" within functions or
procedures, which determine, on a limited scale, if there is a better arrangement
for executable instructions which is more efficient than that constructed by the
programmer, but does not change the result of the function or procedure. Once
these optimizations are performed, however, making random changesto the
order of instructionsis very likely to "break" the function. When a program
is compiled, then, it consists of a collection of these sub-objects, whose exact
order or arrangement in memory is not important, so long as any sub-object which
uses another sub-object knows where in memory it can be found.

[0052] The memoryaddress of the first instruction in one of these sub-objects is
called the "entry point" of the function or procedure. The rest of the
instructions comprising that sub-object immediately follow from the entry point.

Some systems may prefix information to the entry point which describescalling
and return conventions for the code which follows, an example is the Apple
Macintosh Operating System (MacOS). These sub-objects can be packaged into
what are referred to in certain systems as "'code resources," which may be
stored separately from the application, or shared with other applications, although
not necessarily. Within an application there are also data objects, which consist of
somedata to be operated on by the executable code. These data objects are not
executable. Thatis, they do not consist of executable instructions. The data
objects can be referred to in certain systems as "resources."

 

INDEPENDENT CLAIM 58

58. (New) A computing device for running application software, comprising:
memory designed to store data in non transitory form;
an operating system;
wherein said memory stores an application software;
wherein said application software comprises (1) a memory scheduler code resource and

(2) other code resources;
wherein said application software is designed to call said memory scheduler code

resource;

wherein said memory scheduler code resource, when called, functions to shuffle said
other code resources in memory.

Shuffle means to “make a random order of arrangement.” or “A rearrangement of
elements, where noneare lost, added, or changed” See for example:
hito://educationyahoo.comi/reference/dictionarvy/entry/shufile attachment 1, verb definition 5.

Ostrovsky does not disclose shuffling code resources in memory; and
bito://xlinux nist. cov/dads//HTME/permutation himlattachment 2.

As noted above, our specification defines a “code resource” as having an entry point and
comprises more than one instruction that immediately follows from that entry point. Ostrovsky
docs not disclose making a random orderor arrangementofscts of instructions cach sct of which
immediately follow from its entry point. Nothing in Ostrovsky suggests that function.
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Accordingly, Ostrovsky neither discloses nor suggests claim 58.

INDEPENDENT CLAIMS:67; 75; 78; 79; 80 93; and 104

Regarding the other independentclaims: claim 75 recites " designed to relocate at least
each of the other ones ofsaid plurality of executable cade resources to different addresses within
said memory during execution of said software application”; claim 78 recites " shuffle at least
one code resource into a different location in said memoryafter it has been loaded into memory";
claim 79 recites " to randomize the location ofat lcast onc of the at least two code resources in

the memory "; claim 80 recites "configured to randomizethe location ofat least a portion of the
code defining a code resource"; and claim 93 recites “said system is configured to (1) relocate
each oneofsaid plurality of executable code resources in said memory so that each one ofsaid
plurality of executable code resources is specified by each one of a newplurality of code resource
addresses and (2) store in said memory each oneofsaid new plurality of code resource
addresses” and claim 104 recites "shuffle locations in memory ofat least a subset of said plurality
of code resources". These claims are not anticipated and are not obvious based upon Ostrovsky
for at least the foregoing reasons.

DEPENDENT CLAIMS

Dependent claims such as 87 and 88 clarify the code resources comprise a sequence of
instructions that have sequential addresses and define functions or procedures, support for which
wasdiscussed above.

Allowance ofthis application, as amended,is requested.

/RichardNeifeld/

RICHARD NEIFELD, REG. NO.35,299
ATTORNEY OF RECORD

Date/Time: September 19, 2013 (4:27pm)
Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT0014-6\Drafts\Amendment_SCOT0014-6_6-27-2013.wpd
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IN THE CLAIMS

1-57. (Canceled)

58. (Previously Presented) A computing device for running application software,

comprising:

memory designed to store data in non transitory form;

an opcrating system;

wherein said memory stores an application software;

wherein said application software comprises (1) a memory scheduler code resource and

(2) other code resources;

wherein said application software is designed to call said memory scheduler code

resource;

wherein said memory scheduler code resource, when called, functions to shuffle said

other code resources in memory.

59. (Previously Presented) The device of claim 58 wherein said memory scheduler

code resource, whencalled, functions to shuffle said randomly in memory.

60. (Previously Presented) The device of claim 58 further comprising a program

counter designed to store values and wherein said computing device is designed to enable

application software to modify a value stored by said program counter.

61. (Currently Amended) The device of claim 58 further comprising a program counter

designed to store values and wherein said memory scheduler code resource is designed to modify

a value stored by said program counter.

62. (Currently Amended) The device of claim 58 wherein said memory scheduler code

resource is designed to modify a stack frame, to modify a calling address, and to copyitself to a

memory location associated with said calling address.

63. (Currently Amended) The device of claim 58 wherein said operating system is designed

to call said memory scheduler code resource.

64. (Currently Amended) The device of claim 58 whercin said memory scheduler code

resource maintains a list of addresses in memory, wherein cach onc ofsaid addressesis

associated with atteastone of the code resources.

65. (Currently Amended) The device of claim 58 wherein said memory scheduler code

resource maintains a list of addresses in memory associated with said .

10
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66. (Previously Presented) The device of claim 58 further comprising a processorfor

processing instructions defined by said application software.

67. (Previously Presented) A system for executing application software code,

comprising:

a memory designed to store data in non transitory form, and storing executable code

resources;

wherein said executable code resources comprise a memory scheduler and other

executable code resources; and

wherein said memory scheduler is designed to shuffle said other executable code

resources in memory.

68. (Previously Presented) The system of claim 67, wherein said memory scheduleris

designed to shuffle said other executable code resources randomly in memory.

69. (Previously Presented) The system of claim 67 wherein said shuffling results in a

changein location in memory ofat least one of said other executable code resources.

70. (Previously Presented) The system of claim 67 further comprising a program

counter designed to store values and wherein said memory scheduler is designed to modify

values stored by said program counter.

71. (Previously Presented) The system of claim 67 wherein said memory scheduler

maintains a list of addresses in memory ofat least one code resource.

72. (Currently Amended) The system of claim 67 wherein said memory schedulcr maintains

a list of addresses in memory of said other executable code resources.

73. (Previously Presented) The system of claim 67 designed to call said memory

scheduler.

TA. (Currently Amended) The system of claim 67 wherein said application software code is

designedto call said memory scheduler.

75. (Previously Presented) A system for executing an application on a computer

system, comprising:

a computer system comprising a processor for processing instructions and memory

designed to store data in non transitory form;

a software application comprising a plurality of executable code resources loaded in said

memory;

said memory storing a plurality of addresses, each one ofsaid plurality of addresses

associated with an address of a corresponding one ofsaid plurality of executable code resources;

11
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and

whereinafirst one of said plurality of executable code resource is designed to relocate at

least each of the other onesofsaid plurality of executable code resources to different addresses

within said memory during execution of said software application, using said processor.

76. (Previously Presented) The system of claim 75 wherein said first one is also

designed to relocate itself to a different address during execution of said software application.

77. (Previously Presented) The system of claim 75 wherein said system is designed to

repeatedly relocate at least each of the other ones ofsaid plurality of executable code resources to

different addresses within said memory during execution of said software application.

78. (Currently Amended) A system comprising:

a processor;

a memory designedto store data in non transitory form;

wherein said processor is coupled to said memory;

wherein said system is configured to load a program comprising code resources into said

memory and to shuffle at least one code resource into a different location in said memory after tt

said program has been loaded into memory.

79. (Currently Amended) A system comprising:

a processor for designed to process proeessimg instructions;

a memory designed to store data in non transitory form;

wherein said processor is coupled to said memory;

whercin said system is configured to load an executable program comprising at lcast two

code resources into memory and to randomizethe location ofat least one of the at least two code

resources in the memory address, using said processor

80. (Currently Amended) A system for executing a program comprising code, comprising:

a processor for designed to process processing instructions;

a memory designedto store data in non transitory form;

wherein said processor is coupled to said memory;

a memory scheduler configured to randomize the location ofatteastaportior-ofthecode

defining a code resource, in memory, using said processor.

81. (Previously Presented) The system of claim 80 wherein said memory scheduleris

configured to repeatedly randomizethe location of at least a portion of the code in memory.

82. (New) The device of clatm 58 wherein each one of said other code resources comprises a

sequenceof instructions that have sequential addresses in said memory.

12
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83, (New) The device of claim 82 wherein each oneof said other code resources defines a

function or procedure.

84. (New) The device of claim 58 wherein each oneof said other code resources comprises a

sequenceofinstructions that immediately follow one another in said memory.

85, (New) The device of claim 84 wherein each oneof said other code resources defines a

function or procedure.
  

86. (New) A system comprising:

a processor;

a memory coupledto said processor;

wherein said memory is designed to store data in non transitory form;

wherein said system is configured to load a program comprising code resources into said

memory and to shuffle at least a subset of said code resources into a different location in said

memoryafter said program has been loaded into memory.

87. (New) The system of claim 86 wherein each one of said subset of said code resources

comprises 4 sequenceofinstructions that have sequential addresses in said memory.

88. (New) The system of claim 87 wherein each one of said subset of said code resources

defines a function or procedure.

89. (New) The system of claim 88 wherein each oneofsaid subset of said code resourcesis

an essential code resource.

90. (New) The system of claim 86 wherein cach one of said other code resources comprises a

sequenceofinstructions that immediately follow onc another in said memory.

91. (New) The system of claim 90 wherein each one of said other code resources defines a

function or procedure.

92. (New) The system of claim 90 wherein said system comprises one ofa set-top box; a

cellular phone; a smart television; and a personal digital assistant (PDA).

  
93. (New) A system for protecting a software application, said software application

comprising a plurality of executable code resources, said system comprising:

a processor;

memory for storing data in non transitory form;

wherein said processoris coupled to said memory for transmitting data there between;

wherein, when executing said software application, said system is configured to store in

said memory an original plurality of code resource addresses;

wherein, when executing said software application, said system is configured to store a

13
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plurality of executable code resources for executing said software application;

wherein each oneofsaid original plurality of code resource addresses specifies an address

in said memory ofone ofsaid plurality of executable code resources;

wherein, when executing said software application, said system is configured to (1)

relocate each one ofsaid plurality of executable code resources in said memory so that each one

of said plurality of executable code resources is specified by each one of a new plurality of code

resource addresses and (2) store in said memory each one ofsaid new plurality of code resource

addresses.

94. (New) The system of claim 93, wherein said system is configured to repeatedly

(1) relocate each oneofsaid plurality of executable code resources in said memory so that each

one of said plurality of executable code resources is specified by each one of a newplurality of

code resource addresses and (2) store in said memory each oneofsaid new plurality of code

resource addresses.

95. (New) The system of claim 93, wherein each one ofsaid plurality of executable

code resources are relocated to random addresses.

96. (New) The system of claim 93, wherein each one said original plurality of code

resource addresses specifies an entry point of an original location in memory of each oneofsaid

plurality of executable code resources.

97. (New) The system of claim 93, wherein each one said newplurality of code

resource addresses specifies an entry point of a newlocation in memory of cach onc of said

plurality of executable code resources.

98.|(New) The system of claim 93 wherein each oneofsaid plurality of executable

code resources is stored in sequential locations in said memory.

99. (New) The system of claim 98 wherein each oneofsaid plurality of executable

code resources executes a function or procedure whencalled.

100. (New) The system of claim 93 wherein each oneofsaid plurality of executable

code resources executes a function or procedure
  

101. (New) The system of claim 93 wherein said system is configured to relocate each

one of said plurality of executable code resources in said memory in responseto a call to an

executable code resource ofsaid plurality of executable code resources.

102. (New) The system of claim 101 wherein said system is configured to update a

reference to said executable code resource in said memory of the computer system to reflect a

new address in said memory ofsaid executable code resource resulting from relocating said

14
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executable code resource.

103. (New) The system of claim 102 wherein said executable code resource is a

memory scheduler whichis called periodically, or at random or pseudo random intervals.

104. (New) A computer program product storing in non-transitory form instructions

defining a software program, whichinstructions, when loaded into a computer system instruct the

computer system to perform the following steps:

load said program into memory of said computer system;

wherein said program, as loaded into memory, comprisesa plurality of code resources;

shuffle locations in memory ofat least a subset of said plurality of code resources.

105. (New) The system of claim 104 wherein each one of said subset of said code

resources comprises a sequenceofinstructions that have sequential addresses in said memory.

106. (New) The system of claim 104 wherein each one of said subset of said code

resources defines a function or procedure.

107. (New) The system of claim 104 wherein said subset comprises at least two code

resources.

15
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Date/Time: September 19, 2013 (4:27pm)
Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT0014-6\Drafts\Amendment_SCOT0014-6_6-27-2013.wpd
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shuffle - Dictionary definition and pronunciation ~ Yahoo! Education

ATTACHMENT 1

shuffle S (shia‘ab «

Word of the Day VERB:shuffled, shuffling. shuffles
VERB:
tr. mechanical,

. To shPetersar COM

Add Word
ersca 
 

of thie Day to yiih iH Ta put aside or
a pile of j

4. To mix tog
5. To mx tag

  

Gebe
Oe

PHRASAL VERB:
shuttle off

To getrid of} dispose of
or shirk (@ responsibility, for exarnple}.
9 leave; depart.

 

 

  

i.
2. Toeva
3. Pagorni

OTHER FORMS:

stuf'fler(Noun)

 

 fihe feet}|
2. To move fsomething) from one place to anot:3 : 

 
 
 

 

 

 
 
 

ten, probably efMiddle Dutch or Middle Low

along the floor or ground while walking.
or shift,

ed the bil! under
 
 

Ss
nant: sf 

ing cards or tiles, for example) so as to

sad around looking

itful mamer; equivocate.
ying cards, tiles, or dominoes together

heir order random.
 

the floor.

rds, dorainees, or tiles.
in to do this,  

/

hito/education yahoo.com/reference/dictionary/entry/shuffle
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shuffle - Dictionary definition and pronunciation ~ Yahoo! Education Page 2 of 2

 

hito/education yahoo.com/reference/dictionary/entry/shuffle 7/41/2013
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permutation Page Lofl

ATTACHMENT 2
SCOTO014-6 seine 

permutation
(algorithm)

Definition: A rearrangement of elements, where noneare lost, added, or changed. The
aig randomly permutes elements.

 
 

Aliso known as shuffic.

Generalization G am a kind of ...}

 
See also 

 Note: A 8 a permutation where the items are arrangedin some order. A
permutation where no itemix in its original position,

 

There are ai permutations ofn (distinguishable} elements. 

Author: PE 

implementation

 
 

The (Combinatoria) Objec &
yi § ~

Go to the |

 Ifyou have suggestions, corrections, or comments, please get m touch with

Entry modified 9 fanuary 2009,
HTMLpage formatted Tue Dec 6 16:16:32 2011.

Cite this as:

Panl E. Black, "permutation", inz$
 
 
  

 

[online], Paul E. Black,
. 9 January 2009, (accessed TODAY) Available  

frora:

hito://slinux.nist.gov/dads//HTML/permutationhtml 7/41/2013
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Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, call 1-800-PTO-9199 and select option 2
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Application No. Applicant(s)

 . _ . 13/556,420 MOSKOWITZ, SCOTT A.
Applicant-initiated Interview Summary _ _Examiner Art Unit

IZUNNA OKEKE 2432
 

All participants (applicant, applicant’s representative, PTO personnel):

(1) IZUNNA OKEKE. (3) .

(2) RICHARD NEIFELD. (4) ,

Date of Interview: 17 July 2013.

Type: &] Telephonic [ Video Conference
(J Personal [copy given to: [J applicant [© applicant’s representative]

Exhibit shown or demonstration conducted: [J Yes D1 No.
If Yes, brief description:

Issues Discussed []101 [1112 Kli02 [103 [Others
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed: 57.

Identification of prior art discussed: Ostrovsky (US-5123045).

Substance of Interview
(Foreach issue discussed, provide a detailed description and indicate if agreement was reached. Some topics mayinclude: identification or clarification of a
reference or a portion thereof, claim interpretation. proposed amendments, arguments of any applied referencesetc...)

applicant's representative discussed the reference and arquesthatit fails to shuffle the code resources in memory.
the instant invention shuffle code resources by moving the from one location to another location in memory. Examiner
explained that Ostrovsky likewise shuffle code resources by moving them from one location to another as disclosedin
Col 5, Line 32-59. No agreement with respectto the claims was reached...

Applicant recordation instructions: The formal written reply to the last Office action must include the substanceof the interview. (See MPEP
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or
thirty days from this interview date, or the mailing date of this interview summary form, whicheveris later, to file a statement of the substance of the
interview

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and properrecordation of
the substanceof an interview should include the itemslisted in MPEP 713.04 for complete and properrecordation including the identification of the
general thrust of each argumentor issue discussed, a generalindication of any other pertinent matters discussed regarding patentability and the
general results or outcomeofthe interview,to include an indication as to whether or not agreement was reached onthe issues raised.

L] Attachment 
AZUNNA OKEKE/
Examiner, Art Unit 2432

  
 U.S. Patent and Trademark Office

PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20130711
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference,or telephone interview with regard ta an application must be madeofrecord in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presentedatthe interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transactedin writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Officeif that recordisitself
incomplete through thefailure to record the substanceofinterviews.

It is the responsibility of the applicant or the attorney or agent to make the substanceof an interview of record in the applicationfile, unless
the examiner indicates he or she will do so. It is the examiner’s responsibility to see that such a record is made and to correct material inaccuracies
which beardirectly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes andfilling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure,or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substanceof an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personalinterview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conferenceinterview, the copy is mailed to the applicant's correspondence address
either with orprior to the next official communication. If additional correspondencefrom the examineris notlikely before an allowanceorif other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:
— Application Number (Series Code and Serial Number)
—Nameofapplicant
—Nameof examiner
— Date of interview

—Type of interview (telephonic, video-canference, or personal)
—Nameofparticipant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)
—An indication whetheror not an exhibit was shown or a demonstration conducted

—Anidentification of the specific prior art discussed
—  Anindication whether an agreement was reached andif so, a description of the general nature of the agreement (may be by

attachmentof a copy of amendments or claims agreed as being allowable). Note: Agreementasto allowability is tentative and does
not restrict further action by the examiner to the contrary.

—The signature of the examiner who conductedtheinterview (if Form is not an attachmentto a signed Office action)

Itis desirable that the examinerorally remind the applicantof his or her obligation to record the substance of the interview of each case.It
should be noted, however,that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unlessit includes, or is supplemented by the applicant or the examinerto include,all of the applicable items required below concerning the
substanceofthe interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed,
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the argumentsis sufficientif the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcomeof the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant's record of the substanceof an interview. If the record is not complete and
accurate, the examinerwill give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should senda letter setting forth the examiner's version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner’sinitials.
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NEIFELD REF: SCOT0014-6

CLIENT REF: SCOT0014-6

Application/Patent No: 13556420
USPTO CONF. NO: 5811

File/Issue Date: 7/24/2012

Inventor: SCOTT MOSKOWITZ

Title: Data protection method and device
Examiner/ArtUnit: OKEKE/2432

ENTITY STATUS: LARGE

Priority claims and PCT Intl data: This application is a continuation of U.S. Application No.
11/895 ,388, filed August 24, 2007, which is a division of U.S. patent application No.
10/602,777,filed June 25, 2003, issued February 16, 2010 as U.S. Patent No. 7,664,263, which is
a continuation of U.S. patent application No. 09/046,627, filed March 24, 1998, issued Jul. 22,
2003, as U.S. Pat. No. 6,598,162. The entire disclosure of U.S. Application No. 11/895,388,
filed August 24, 2007, U.S. patent application No. 09/046,627 which issued Jul. 22, 2003, as
U.S. Pat. No. 6,598,162 and U.S. patent application No. 08/587,943, filed Jan. 17, 1996, which
issued Apr. 28, 1998, as U.S. Pat. No. 5,745,569 are hereby incorporated by reference in their
entireties.

OUTLINE FOR INTERVIEW SCHEDULED FOR THURSDAY7/11/13, 11 AM

Examiner Okeke telephone: (571)270-3854.

I SUMMARY

This amendmentrespondsto the non final office action (NFOA) dated 3/28/2013.
Claims 58-81 were pending and examined. Claims 82-107 are new, including the new

independentclaims noted in the subsection titled "INDEPENDENT CLAIMS: 67; 75; 78; 79; 80O2- end ina"
YS; ana 1U4.

The NFOArejects Claims 58-81 under 35 USC 102(b) based upon Ostrovskyetal.,
USP 5,123,045. In summary, Ostrovsky does not disclose or suggest shuffling in memory of
code resources of a software program. Ourclaims define those limitations.

IL EXEMPLARY CLAIMS- INDEPENDENT CLAIMS58, 86, DEPENDENTS87, 88

58. (New) A computing device for running application software, comprising:
memory designed to store data in non transitory form;
an operating system;
whercin said memory stores an application software;
wherein said application software comprises (1) a memory scheduler code resource and

(2) other code resources;
wherein said application software is designed to call said memory scheduler code

resource;

wherein said memory scheduler code resource, when called, functions to shuffle said
other code resources in memory.
86. (New) A system comprising:

a processor;

a memory coupledto said processor;
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wherein said memory is designed to store data in non transitory form;
wherein said system is configured to load a program comprising code resources into said

memory and to shuffle at least a subset of said code resources into a different location in
said memory after said program hac been loaded into memaryvWeents aaawaneuE y Vi OG Vgst Gad aS ey saivainys y,

87. (New) The system of claim 86 wherein each oneofsaid subset of said code resources
comprises a sequenceof instructions that have sequential addresses in said memory.
88. (New) The system of claim 87 wherein each one ofsaid subset of said code resources
defines a function or procedure.

TIT. CLAIM MEANING

WORDDEFINITIONS

Shuffle means to “make a random order of arrangement.” or “A rearrangement of
elements, where noneare lost, added, or changed” See for example:
hitp://educationvahoo.com/reference/dictionary/entry/shuffle attachment 1, verb definition 5.

Ostrovsky does not disclose shuffling code resources in memory; and
bitp://

  

xtinux nist.cow/dads//HTML/nermutation.html attachment2. 

DISCLOSURE DEFINITIONS- “CODE RESOURCES”

Paragraphs [0051] and [0052] from USpatent publication 20130014271 of application
13556420, the subject application, are copied below, with more relevant passages emphasized,
for the examiner’s convenience.

[0051] An executable computer program is variously referred to as an application,
from the point of view of a user, or executable object code from the point of view
of the engineer. A collection of smaller, atomic (or indivisible) chunks of object
code typically comprise the complete executable object code or application which

may also require the presence of certain data resources. These indivisible portions
of object code correspond with the programmers’ function or procedure
implementations in higher level languages, such as C or Pascal. In creating an
application, a programmerwrites "code" in a higher level language, whichis then
compiled down into "machine language,”or, the executable object code, which
can actually be run by a computer, general purpose or otherwise. Each function, or
procedure, written in the programming language, represents a self-contained
portion of the larger program, and implements, typically, a very small piece of its
functionality. The order in which the programmertypes the code for the various
functions or procedures, and the distribution of and arrangement of these
implementations in various files which hold them is unimportant. Within a
function or procedure, however, the order of individual language constructs,
which correspond to particular machine instructions is important, and so functions
or procedures are considered indivisible for purposes of this discussion. That is,
once a function or procedure is compiled, the order of the machine
instructions which comprise the executable object code of the function is
important and their order in the computer memoryis of vital importance.
Note that many "compilers" perform "optimizations" within functions or
procedures, which determine, on a limited scale, if there is a better arrangement
for executable instructions which is more efficient than that constructed by the
programmer, but does not change the result of the function or procedure. Once
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these optimizations are performed, however, making random changesto the
order of instructions is very likely to "break" the function. When a program
is compiled, then, it consists of a collection of these sub-objects, whose exact
order or arrangement in memoryis not important, se long as any sub-object which
uses another sub-object knows where in memoryit can be found.

[0052] The memoryaddressof the first instruction in oneof these sub-objects is
called the "entry point" ofthe function or procedure. The rest ofthe
instructions comprising that sub-object immediatelyfollowfrom the entrypoint.
Some systems may prefix information to the entry point which describescalling
and return conventions for the code which follows, an example is the Apple
Macintosh Opcrating System (MacOS). These sub-objects can be packaged into
what are referred to in certain systems as "'code resources," which may be
stored separately from the application, or shared with other applications, although
not necessarily. Within an application there are also data objects, which consist of
somedata to be operated on by the executable code. These data objects are not
executable. That is, they do not consist of executable instructions. The data
objects can be referred to in certain systems as "resources."

 

Asnoted above, our specification defines a “code resource” as having an entry point and
comprises morethan oneinstruction that immediately follows from that entry point. Ostrovsky
does not disclose making a random order or arrangementofsets of instructions each set of which
immediatcly follow from its entry point. Nothing in Ostrovsky suggests that function.
Accordingly, Ostrovsky neither discloses nor suggests claim 58.

Iv. OSTROVSKY REJECTIONS

INITIALLY STORING OF PROGRAM VALUES IN “A PSEUDO-RANDOM SEQUENCE”Qeotravakerc staring af 1; Sa manda wondaw sannance’ th wn pra sneentan
USTOVSKY $ StOTINg OL Program Vaities in “a pscudco-Tanaomsequence > in the unNprorectted

RAM doesnotdisclose our claimed shuffling of code resources in memory.
MOVINGA SINGLE VALUE OF THE SOFTWARE PROGRAMTOA DIFFERENT

MEMORY LOCATION

Ostrovsky discloses moving the “desired memory location”that is “truly sought” for
“execution of the program,” onceit is identified does not disclose our claimed shuffling of code
resources in memory.
PARTIALLY PERMUTING THE ORDER OF SOFTWARE PROGRAM VALUES

Ostrovsky's partially permuting does not disclose our claimed shuffling of code resources
in memory

Ostrovsky movementof disordered subset of the values (code and instruction) defining
the software program from one bucket or buffer to another is not shuffling of code resources in
memory.

/RichardNeifeld/

RICHARD NEIFELD, REG. NO.35,299
ATTORNEY OF RECORD

Date/Time: July 5, 2013 (3:12pm)
Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT0014-6\Drafts\InterviewAgenda_SCOT0014-6_7-5.wpd

3
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NEIFELD REF: SCOT0014-6

CLIENT REF: SCOT0014-6

Application/Patent No: 13556420
USPTO CONF. NO: 5811

File/Issue Date: 7/24/2012

Inventor: SCOTT MOSKOWITZ

Title: Data protection method and device
Examiner/ArtUnit: OKEKE/2432

ENTITY STATUS: LARGE

Priority claims and PCT Intl data: This application is a continuation of U.S. Application No.
11/895 ,388, filed August 24, 2007, which is a division of U.S. patent application No.
10/602,777,filed June 25, 2003, issued February 16, 2010 as U.S. Patent No. 7,664,263, which is
a continuation of U.S. patent application No. 09/046,627, filed March 24, 1998, issued Jul. 22,
2003, as U.S. Pat. No. 6,598,162. The entire disclosure of U.S. Application No. 11/895,388,
filed August 24, 2007, U.S. patent application No. 09/046,627 which issued Jul. 22, 2003, as
U.S. Pat. No. 6,598,162 and U.S. patent application No. 08/587,943, filed Jan. 17, 1996, which
issued Apr. 28, 1998, as U.S. Pat. No. 5,745,569 are hereby incorporated by reference in their
entireties.

OUTLINE FOR INTERVIEW SCHEDULED FOR THURSDAY7/11/13, 11 AM

Examiner Okeke telephone: (571)270-3854.

L SUMMARY

This amendmentrespondsto the non final office action (NFOA) dated 3/28/2013.
Claims 58-81 were pending and examined. Claims 82-107 are new,including the new

independentclaims noted in the subsection titled "INDEPENDENT CLAIMS: 67; 75; 78; 79; 80
93; and 104."

The NFOArejects Claims 58-81 under 35 USC 102(b) based upon Ostrovskyet al.,
USP 5,123,045. In summary, Ostrovsky does not disclose or suggest shuffling in memory of
code resources of a software program. Ourclaims define those limitations.

IL EXEMPLARY CLAIMS- INDEPENDENT CLAIMS58, 86, DEPENDENTS87, 88

58. (New) A computing device for running application software, comprising:
memory designed to store data in non transitory form;
an operating system;
wherein said memory stores an application software;
wherein said application software comprises (1) a memory scheduler code resource and

(2) other code resources;
wherein said application software is designed to call said memory scheduler code

resource;

wherein said memory scheduler code resource, when called, functions to shuffle said
other code resources in memory.
86. (New) A system comprising:

a processor;

a memory coupledto said processor;
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wherein said memory is designed to store data in non transitory form;
wherein said system is configured to load a program comprising code resources into said

memory and to shuffle at least a subset of said code resources into a different location in
said memoryafter said program has been loaded into memory.
87. (New) The system of claim 86 wherein each one of said subset of said code resources
comprises a sequenceof instructions that have sequential addresses in said memory.
88. (New) The system of claim 87 wherein each one ofsaid subset of said code resources
defines a function or procedure.

Il. CLAIM MEANING

WORDDEFINITIONS

Shuffle meansto “make a random order of arrangement.” or “A rearrangement of
elements, where noneare lost, added, or changed” See for example:
hitn-//educationyvahoo.com/reference/dictionarv/entry/shuffle attachment 1, verb definition 5.

Ostrovsky docs not disclose shuffling code resources in memory; and
bitp://xlinux nist.gow/dads//HTML/permutation.html attachment2.

  

 

DISCLOSURE DEFINITIONS- “CODE RESOURCES”

Paragraphs [0051] and [0052] from USpatent publication 20130014271 of application
13556420, the subject application, are copied below, with more relevant passages emphasized,
for the examiner’s convenience.

[0051] An executable computer program is variously referred to as an application,
from the point of view of a user, or executable object code from the point of view
of the engineer. A collection of smaller, atomic (or indivisible) chunks of object
code typically comprise the complete executable object code or application which
may also require the presence of certain data resources. These indivisible portions
of object code correspond with the programmers’ function or procedure
implementations in higher level languages, such as C or Pascal. In creating an
application, a programmerwrites "code" in a higher level language, whichis then
compiled down into "machine language,” or, the executable object code, which
can actually be run by a computer, general purpose or otherwise. Each function, or
procedure, written in the programming language, represents a self-contained
portion of the larger program, and implements,typically, a very small piece ofits
functionality. The order in which the programmertypes the code for the various
functions or procedures, and the distribution of and arrangementofthese
implementations in various files which hold them is unimportant. Within a
function or procedure, however, the order of individual language constructs,
which correspondto particular machine instructions is important, and so functions
or procedures are considered indivisible for purposes of this discussion. That is,
once a function or procedure is compiled, the order of the machine
instructions which comprise the executable object code of the function is
important and their order in the computer memoryis of vital importance.
Note that many “compilers” perform "optimizations" within functions or
procedures, which determine, on a limited scale, if there is a better arrangement
for executable instructions which is more efficient than that constructed by the
programmer, but does not change the result of the function or procedure. Once
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these optimizations are performed, however, making random changesto the
order of instructions is very likely to "break" the function. When a program
is compiled, then, it consists of a collection of these sub-objects, whose exact
order or arrangement in memory is not important, so long as any sub-object which
uses another sub-object knows where in memoryit can be found.

[0052] The memoryaddressof the first instruction in oneof these sub-objects is
called the "entry point" ofthe function or procedure. The rest ofthe
instructions comprising that sub-object immediatelyfollowfrom the entrypoint.
Some systems may prefix information to the entry point which describescalling
and return conventionsfor the code which follows, an example is the Apple
Macintosh Operating System (MacOS). These sub-objects can be packaged into
whatare referred to in certain systems as "code resources," which may be
stored separately from the application, or shared with other applications, although
not necessarily. Within an application there are also data objects, which consist of
somedata to be operated on by the executable code. These data objects are not
executable. Thatis, they do not consist of executable instructions. The data
objects can be referred to in certain systems as "resources."

Asnoted above, our specification defines a “code resource” as having an entry point and
comprises morethan oneinstruction that immediately follows from that entry point. Ostrovsky
does not disclose making a random order or arrangementof sets of instructions each set of which
immediately follow from its entry point. Nothing in Ostrovsky suggests that function.
Accordingly, Ostrovsky neither discloses nor suggests claim 58.

IV. OSTROVSKY REJECTIONS

INITIALLY STORING OF PROGRAMVALUESIN “A PSEUDO-RANDOM SEQUENCE”
Ostrovsky’s storing ofprogram values in “a pseudo-random sequence”in the unprotected

RAMdoesnotdisclose our claimed shuffling of code resources in memory.
MOVINGA SINGLE VALUE OF THE SOFTWARE PROGRAM TO A DIFFERENT

MEMORY LOCATION

Ostrovsky discloses moving the “desired memory location” thatis “truly sought”for
“execution of the program,” onceit is identified does not disclose our claimed shuffling of code
resources in memory.
PARTIALLY PERMUTING THE ORDER OF SOFTWARE PROGRAM VALUES

Ostrovsky's partially permuting does not disclose our claimed shuffling of code resources
in memory

Ostrovsky movementof disordered subset of the values (code and instruction) defining
the software program from one bucket or buffer to another is not shuffling of code resources in
memory.

/RichardNeifeld/

RICHARD NEIFELD, REG. NO.35,299
ATTORNEY OF RECORD

Date/Time: July 5, 2013 (3:12pm)
Y:\Clhients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT0014-6\Drafts\InterviewAgenda_SCOT0014-6_7-5.wpd

3
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Office Action Summary Examiner Art Unit
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Period for Reply
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7) Claim(s) 58-87 is/are rejected.
8)L] Claim(s) ___ is/are objectedto.
9) Claim(s) are subject to restriction and/or election requirement.

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway
program at a participating intellectual property office for the corresponding application. For more information, please see
nite /Awww.uspto.cov/patents/init events/ooh/index isp or send an inquiry to PPHfeedback@uspto.qov.
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Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12) Acknowledgmentis madeof a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)LJ All b)L] Some * c)L] Noneof:
1. Certified copies of the priority documents have been received.
2.L] Certified copies of the priority documents have been received in Application No.|
3.L] Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).
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Art Unit: 2432

DETAILED ACTION

Claim Rejections - 35 USC § 102

1, The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or
onsale in this country, more than one year prior to the date of application for patent in the United States.

2. Claims 58-81 are rejected under 35 U.S.C. 102(b) as being anticipated by Ostrovskyet al.

(US-5123045).

a. Referring to claims 58, 63, 67, 73 and 74:

Regarding claims 58, 63, 67, 73 and 74, Ostrovsky teaches a computing device for

running application software, comprising: memory designed to store data in non transitory form;

an operating system; wherein said memory stores an application software (Col 4, Line 35-57.....

data processing system comprising a memoryto store an application software and an operating

system as knownin the art); wherein said application software comprises (1) a memory

scheduler code resource and (2) other code resources (Col 4, Line 10-30 and Col 5, Line 5-31....

Software protection mechanism and other code resources of the software); wherein said

application software is designed to call said memory scheduler code resource; wherein said

memory scheduler code resource, when called, functions to shuffle said other code resources in

memory (Col 5, Line 32-59.... periodically calling the protection mechanism to shuffle other

code resources in memory to prevent memory analysis).

a. Referring to claims 59, 68 and 69:
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Regarding claims 59, 68 and 69, Ostrovsky teaches the device of claim 58 wherein said.

memory scheduler code resource, when called, functions to shuffle said other code resources

randomly in memory (Col 5, Line 32-59.... periodically calling the protection mechanism to

shuffle other code resources randomly in memory to prevent memory analysis).

a. Referring to claims 60, 61 and 70:

Regarding claims 60, 61 and 70, Ostrovsky teaches the device of claim 58 further

comprising a program counter designed to store values and wherein said computing deviceis

designed to enable application software to modify a value stored by said program counter (Col 3,

Line 43-51.... modifying a counter value to correspond with the shuffling).

a. Referring to claim 62:

Regarding claim 62, Ostrovsky teaches the device of claim 58 wherein said memory

scheduler is designed to modify a stack frame, to modify a calling address, and to copyitself to a

memory location associated with said calling address (Col 32-46.... during execution, the

protection mechanism in memoryis periodically called to shuffle the code contents of memory).

a. Referring to claims 64, 65,71 and 72:
 

Regarding claims 64, 65, 71 and 72, Ostrovsky teaches the device of claim 58 wherein

said memory scheduler maintains a list of addresses in memory, said addresses associated with at

least one of the code resources (Col 6, Line 15-55.... maintaining addresses where the code

resourcesare stored).

a. Referring to claim 66:
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Regarding claim 66, Ostrovsky teaches the device of claim 58 further comprising a

processor for processing instructions defined by said application software (Col 4, Line 39-41....

CPU).

a. Referring to claims 75, 76, 78-80:
 

Regarding claims 75, 76, 78-80, Ostrovsky teaches a system for executing an application

on a computer system, comprising: a computer system comprising a processor for processing

instructions and memorydesigned to store data in non transitory form (See the rejection in claim

58); a software application comprising a plurality of executable code resources loaded in said

memory (See the rejection in claim 58); said memorystoring a plurality of addresses, each one

ofsaid plurality of addresses associated with an address of a corresponding oneofsaid plurality

of executable code resources (See the rejection in claim 58); and wherein a first one of said

plurality of executable code resource is designed to relocate at least each of the other ones of said

plurality of executable code resourcesto different addresses within said memory during

execution of said software application, using said processor (Col 5, Line 32-59.... shuffling the

code resources from one location (address) in memory to another location (address) in memory)

during execution of the program).

a. Referring to claims 77 and 81:

Regarding claims 77 and 81, Ostrovsky teaches the system of claim 75 wherein said

system is designed to repeatedly relocate at least each of the other onesof said plurality of

executable code resourcesto different addresses within said memory during execution of said

software application (Col 5, Line 32-59.... periodically shuffling the code resources from one
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location (address) in memory to another location (address) in memory) during execution of the

program).

Conclusion

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to IZUNNA OKEKE whose telephone numberis (571)270-3854.

The examiner can normally be reached on Monday- Thursday.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Gilberto Barron can be reached on (571) 270-3799. The fax phone numberfor the

organization where this application or proceeding is assigned is 371-273-8300.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on accessto the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO CustomerService Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

NZUNNA OKEKE/

Examiner, Art Unit 2432
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US. Appl. No. 08/999,766, filed Jul. 23, 1997, entitled.
"Steganographic Method and Device", published as 7568100
07-28-2009, cited as U280,

EPO Application No. 96919405.9, entitled "Steganographic
Method and Device"; published as EP0872073 (A2), 10-21-1998,
cited herein as F20.

U.S. Appl. No. 11/050,779,filed Feb. 7, 2005, entitled
"Steganographic Method and Device", published as 20050177727
Al 08-11-2005, cited herein as P30,

USS. Appl. No. 08/674,726,filed Jul. 2, 1996, entitled "Exchange
Mechanismsfor Digital Information Packages with Bandwidth
Securitization, Multichannel Digital Watermarks, and Key
Management", published as 7362775 04-22-2008,cited herein as
U272.

JS. Appl. No, 09/545,589, filed Apr. 7, 2000, entitled "Method
nd System for Digital Watermarking", published as 7007166
2-28-2006, cited herein as U243

USS. Appl. No. 11/244,213, filed Oct. 5, 2005, entitled "Method.
and System for Digital Watermarking", published as
2006-0101269 Al 05-11-2006, cited herein as P36

USS. Appl. No. 11/649,026,filed Jan. 3, 2007, entitled "Method
and System for Digital Watermarking", published as
2007-0113094 Al 05-17-2007, cited herein as P45,

US. Appl No, 09/046,627, filed Mar. 24, 1998. entitled "Method
for Combining Transfer Function with Predetermined Key
Creation", published as 6,598,162 07-22-2003, cited herein as
U212,

 
U.S. Appl. No. 10/602,777, filed Jun, 25, 2003, entitled "Method
for Combining Transfer Function with Predetermined Key
Creation", published as 2004-0086119 Al 05-06-2004, cited
herein P20.
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o US. Appl. No. 09/053,628,filed Apr. 2, 1998, entitled "Multiple
Transform Utilization and Application for Secure Digital
Watermarking”, 6,205,249 03-20-2001, cited herein as U161.

me US. Appl. No. 09/644,098,filed Aug, 23, 2000, entitled
"Multiple Transform Utilization and Application for Secure
Digital Watermarking", published as 7,035,409 04-25-2006, cited
herein as U245,

N Jap. App. No. 2000-542907, entitled "Multiple Transform
Utilization and Application for Secure Digital Watermarking";
which is a JP national stage of PCT/US1999/007262, published as
WO/1999/052271, 10/14/1999, F13 here in above..

= U.S. Appl. No. 09/767,733, filed Jan. 24, 2001 entitled "Multiple
Transform Utilization and Application for Secure Digital
Watermarking”, published as 2001-0010078 Al 07-26-2001,
cited herein as P1.

USS. Appl. No. 11/358,874, filed Feb. 21, 2006, entitled "Multiple
Transform Utilization and Application for Secure Digital
Watermarking", published as 2006-0140403 Al 06-29-2006,
cited herein as P37.

US. Appl No. 10/417,231, filed Apr. 17, 2003, entitled
"Methods, Systems And Devices For Packet Watermarking And
Efficient Provisioning Of Bandwidth", published as
2003-0200439 Al 10-23-2003, cited herein as P13,

= US. Appl. No, 09/789,711, filed Feb. 22, 2001, entitled.
"Optimization Methodsfor the Insertion, Protection, and
Detection of Digital Watermarks in Digital Data", published as
2001-0029580 Al 10-11-2001, cited herein as P75,

~~] USS. Appl. No. 11/497,822,filed Aug, 2, 2006,entitled.
"Optimization Methodsfor the Insertion, Protection, and
Detection of Digital Watermarks in Digital Data", published as
2007-0011458 Al 01-11-2007, cited herein as P39,

oe US. Appl No, 11/599,964,filed Nov. 15, 2006, entitled
"Optimization Methodsfor the Insertion, Protection, and
Detection of Digital Watermarks in Digital Data", published as
2008-0046742 Al 02-21-2008, cited herein as P58.
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NOTE- For US patent applications listed herein, if a publication

US. Appl. No. 11/599,838,filed Nov. 15, 2006, entitled
"Optimization Methodsfor the Insertion, Protection, and
Detection of Digital Watermarks in Digital Data", published as
2007-0226506 Al 09-27-2007, cited herein as P47,

USS. Appl. No. 10/369,344,filed Feb. 18, 2003, entitled
"Optimization Methodsfor the Insertion, Protection, and
Detection of Digital Watermarks in Digitized Data". published as
2003-0219143 Al 11-27-2003, cited herein as P14,

US. Appl. No. 11/482,654,filed Jul. 7, 2006, entitled
"Optimization Methodsfor the Insertion, Protection, and
Detection of Digital Watermarks in Digitized Data", published as
2006-0285722 Al 12-21-2006, cited herein as P38.

U.S. Appl. No, 09/594,719,filed Jun, 16, 2000, entitled "Utilizing
Data Reduction in Steganographic and Cryptographic Systems",
published as 7,123,718 10-17-2006, cited herein as U255.

US. Appl. No. 11/519,467,filed Sep. 12, 2006,entitled.
"Utilizing Data Reduction in Steganographic and Cryptographic
Systems", published as 2007-0064940 Al 03-22-2007, cited
herein as P41.

US. Appl No. 09/731,040, filed Dec. 7, 2000, entitled "Systems,
Methods And Devices For Trusted Transactions", 2002-0010684
Al 01-24-2002, cited herein as P3.

US. Appl. No. 11/512,701, filed Aug, 29, 2006, entitled
"Systems, Methods And Devices For Trusted Transactions",
published as 2007-0028113 Al 02-01-2007, cited herein as P40.

USS. Appl. No. 10/049,101, filed Feb. 8, 2002, entitled "A Secure
Personal Content Server", published as 7,475,246 01-06-2009,
cited herein as U277.

PCT Application No. PCT/US00/21189, filed Aug. 4, 2000.
entitled, "A Secure Personal Content Server", Pub. No.:
WO/2001/018628 ; Publication Date: 15.03.2001, cited herein as
F21.
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NOTE- For US patent applications listed herein, if a publication

U.S. Appl No. 09/657,181, filed Sep. 7, 2000, entitled "Method
and Device For Monitoring And Analyzing Signals", published
as 7,346,472 03-18-2008, cited herein as U271.

US. Appl. No. 10/805,484, filed Mar, 22, 2004, entitled "Method
And Device For Monitoring And Analyzing Signals". published
as 2004-0243540 Al 12-02-2004,cited herein as P27.

US. Appl. No. 09/956,262,filed Sep. 20, 2001, entitled
"Improved Security Based on Subliminal and Supraliminal
Channels For Data Objects", published as 2002-0056041 Al
05-09-2002, cited herein as POS

USS. Appl. No. 11/518,806,filed Sep. 11, 2006, entitled
"Improved Security Based on Subliminal and Supraliminal
Channels For Data Objects", 2008-0028222 Al 01-31-2008,
cited herein as P57.

U.S. Appl. No. 11/026,234,filed Dec. 30, 2004, entitled
"Z-Transform Implementation of Digital Watermarks" , published.
as 2005-0135615 Al 06-23-2005, cited herein as P28.

US. Appl No. 11/592,079,filed Nov. 2, 2006, entitled "Linear
Predictive Coding Implementation of Digital Watermarks",
published as 2007-0079131 Al 04-05-2007, cited herein as P42.

USS. Appl. No. 09/731,039,filed Dec. 7, 2000, entitled "System
and Methods for Permitting Open Access to Data Objects and for
Securing Data within the Data Objects", published as
2002-0071556 Al 06-13-2002,cited herein as P06,

USS. Appl. No. 11/647,861, filed Dec. 29, 2006, entitled "System
and Methods for Permitting Open Access to Data Objects and for
Securing Data within the Data Objects", published as
2007-0110240 Al 05-17-2007, cited herein as P44,

 
Schneier, Bruce, Applied Cryptography, 2nd Ed., John Wiley &
Sons, pp. 9-10, 1996.
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Merriam-Webster's Collegiate Dictionary, 10th Ed., Merriam
Webster, Inc., p. 207.

Brealy, et al. Principles of Corporate Finance, “Appendix
A--Using Option Valuation Models", 1984, pp. 448-449,

40 L- 040 2001 Copeland,et al., Real Options: A Practitioner's Guide, 2001 pp.
106-107, 201-202, 204-208.

1 L- 041 Sarkar, M. "An Assessment of Pricing Mechanismsfor the
Internet-A Regulatory Imperative", presented MIT Workshop on
Internet Economics, Mar. 1995

L- 042

http:/Avww.press .vmich,edu/iep/works/SarkAsses.html on.

42 1995 Crawford, D.W. “Pricing Network Usage: A Market for
Bandwidth of Market Communication?" presented MIT
Workshop on Internet Economics, Mar. 1995
http://;www.press.vmich,edu/iep/works/CrawMarket.html on
March.

44 Caronni, Germano. "Assuring Ownership Rights for Digital
Images", published proceeds of reliable IT systems, v15 '95, H.H.
Bruggemann and W, Gerhardt-Hackel (Ed) Viewing Publishing
Company Germany 1995.

Zhao, Jian. "A WWW Service to Embed and Prove Digital
Copyright Watermarks", Proc, of the European conf. on
Multimedia Applications, Services & Techniques
Louvain-La-Nevve Belgium May 1996.

46 Gruhl, Daniel et al., Echo Hiding. In Proceeding of the Workshop
on Information Hiding. No. 1174 in Lecture Notes in Computer
Science, Cambridge, England (May/Jun. 1996).

47 Oomen, A.W.J. et al., A Variable Bit Rate Buried Data Channel
for Compact Disc, J.AudioEng. Sc., vol. 43. No. 1/2. pp. 23-28
(1995).

43 L- Low,S.IL, "Equilibrium Allocation and Pricing of Variable
Resources Among User-Suppliers", 1988.
http:/Avww.citesear.nj.nec.com/366503 html.
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NOTE- For US patent applications listed herein, if a publication

48 L- 048 1992 Ten Kate, W.et al., A New Surround-Stereo-Surround Coding
Techniques, J.Audio Eng.Soc., vol. 40,No. 5,pp. 376-383 (1992).

L- 049 1993 Gerzon, Michaelet al., A High Rate Buried Data Channel for
Audio CD, presentation notes, Audio Engineering Soc. 94th
Convention (1993).ot L- 050 1988 Sklar, , Digi > ications, pp. -60: .

L- 051 1984 Jayant, N.S. et al., Digital Coding of Waveforms, Prentice Hall
Inc., EnglewoodCliffs, NJ, pp. 486-509 (1984)

 

Bender, Walter R.et al., Techniques for Data Hiding, SPIE Int.
Soc. Opt. Eng., vol. 2420, pp. 164-173, 1995,

Zhao,Jian et al., Embedding Robust Labels into Images for
Copyright Protection, (xp 000571976), pp. 242-251, 1995.

L- 054 1997 Menezes, Alfred J., Handbook ofApplied Cryptography, CRC
Press, p. 175, 1997,os L- 055 1994 Schneier, Bruce, Applied Cryptography, Ist Ed., pp. 67-68, 1994.

56 L- 056 1990 Ten Kate, W. et al., "Digital Audio Carrying Extra Information",
IEEE, CH 2847-2/90/0000-1097, (1990).

37 L- 057 1994 Van Schyndel, et al., "A digital Watermark," [EEE Int'l Computer
Processing Conference, Austin,TX, Nov. 13-16, 1994, pp. 86-90.

58 L- 058 1996 Smith, et al. "Modulation and Information Hiding in Images",
Springer Verlag, Ist Int'l Workshop, Cambridge, UK, May
30-Jun. 1, 1996, pp. 207-227.

59 L- 059 1997 Kutter, Martin et al., "Digital Signature of Color Images Using
Amplitude Modulation", SPIE-E197, vol. 3022, pp. 518-527.

L- 060 1997 Puate, Joan et al., "Using Fractal Compression Scheme to Embed
a Digital Signature into an Image", SPIE-96 Proceedings, vol.
2915, Mar. 1997, pp. 108-118.
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for Combining Transfer Function with Predetermined Key
Creation", published as 20100182570 Al 07-22-2010, P76.

US. Appl. No. 12/592,331, filed Nov. 23, 2009, entitled
"Optimization Methodsfor the Insertion, Protection, and
Detection of Digital Watermarks in Digital Data", published as
20100077220 Al 03-25-2010, P77.

U.S. Appl. No. 12/590,553, filed Nov. 10, 2009, entitled
"Optimization Methodsfor the Insertion, Protection, and
Detection of Digital Watermarks in Digital Data", published as
20100077219 Al 03-25-2010, P78.

U.S. Appl. No. 12/590,681, filed Nov. 12, 2009, entitled
"Optimization Methodsfor the Insertion, Protection, and
Detection of Digital Watermarks in Digital Data", published as
20100064140 Al 03-11-2010, P79.

US. Appl No. 12/655,036,filed Dec. 22, 2009, entitled
"Utilizing Data Reduction in Steganographic and Cryptographic
Systems", published as 20100153734 Al 06-17-2010, P80 .

USS. Appl. No, 12/655,357,filed Dec. 22, 2009, entitled "Method
And Device For Monitoring And Analyzing Signals", published
as 20100106736 Al 04-29-2010, P81,

PCT Application No. PCT/US95/08159, filed Jun. 26, 1995,
entitled, "Digital Information Commodities Exchange with Virtual
Menuing", published as WO/1997/001892; Publication Date:
16.01.1997, F24,

PCT Application No. PCT/US96/10257, filed Jun. 7, 1996,
entitled "Steganographic Method and Device’--corresponding
to--EPO Application No. 96919405.9,entitled "Steganographic
Method and Device", published as WO/1996/042151; Publication
Date: 27.12.1996; F19.
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37 CFR 1.98(a)(1)G) APPLICATION & ATTORNEY DOCKET: 13/556,420 / SCOT0014-6
37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

REFER INCLUDE IN SEQUENCE:Nameoffirst author (in CAPITAL ENGLISH
ENCE
NUMBE
R

 
LETTERS), Title in quotation marks, name of publication, date or|LANGUAGE
publication, page numbers, publisher,city of publication, and TRANSLATI
countryofpublication ON AND/OR
NOTE- For US patent applications listed herein, if a publication

PCT Application No. PCT/US97/00651, filed Jan. 16, 1997,
entitled, "Method for Stega-Cipher Protection of Computer
Code", published as WO/1997/026732; Publication Date:
24.07.1997.

PCT Application No. PCT/US97/00652, filed Jan. 17, 1997,
entitled, "Method for an Encrypted Digital Watermark", published
as WO/1997/026733; Publication Date: 24.07.1997

PCT Application No. PCT/US97/1 1455, filed Jul. 2, 1997,
entitled, "Optimization Methodsfor the Insertion, Protection and
Detection of Digital Watermarks in Digitized Data", published as
WO/1998/002864; Publication Date: 22.01.1998

PCT Application No. PCT/US99/07262, filed Apr. 2, 1999,
entitled, "Multiple Transform Utilization and Applications for
Secure Digital Watermarking", published as WO/1999/052271;
Publication Date: 14.10.1999,

PCT Application No. PCT/US00/06522, filed Mar. 14, 2000,
entitled, "Utilizing Data Reduction in Steganographic and
Cryptographic Systems", published as WO/2000/05 7643;
Publication Date: 28.09.2000.

PCT Application No. PCT/US00/18411, filed Jul. 5, 2000,
entitled, "Copy Protection of Digital Data Combining
Steganographic and Cryptographic Techniques"

PCT Application No. PCT/US00/33126, filed Dec. 7, 2000,
entitled "Systems, Methods and Devices for Trusted
Transactions", published as WO/2001/043026; Publication Date:
14.06.2001.

 
EPODivisional Patent Application No. 07112420.0, entitled
"Steganographic Method and Device" corresponding to PCT
Application No. PCT/US$96/10257, published as
WO0/1996/042151, 12/27/1996, cited herein above as F019,

US Provisional Application 60/222,023filed July 31, 2007
entitled “Method and apparatus for recognizing sound and signals
in high noise and distortion”
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37 CFR 1.98(a)(1)@) APPLICATION & ATTORNEY DOCKET: 13/556,420 / SCOT0014-6
37 CFR 1.98(a)(1)(iii): THIS IS AN INFORMATION DISCLOSURE STATEMENT

REFER
ENCE
NUMBE
R

(L

INCLUDE IN SEQUENCE:Nameoffirst author (in CAPITAL ENGLISH
LETTERS), Title in quotation marks, name of publication, date or|LANGUAGE
publication, page numbers, publisher,city of publication, and TRANSLATI
countryofpublication ON AND/OR
NOTE- For US patent applications listed herein, if a publication

US Application 11/458,639 filed July 19, 2006 entitled “Methods
and Systems for Inserting Watermarks in Digital Signals”,
published as 20060251291 Al 11-09-2006, P82.

“Techniques for Data Hiding in Audio Files,” by Morimoto, 1995

|7

Prep
CEP
Pepe
CEP
CEE

idl
7

03/21/2013

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /LO.

 QuinStreet Inc. 2010 Whatis steganography?-A word definition
from the Webopedia Computer Dictionary
http://www.webopediacom/terms/steganographyhtml

Graham, Robert August 21, 2000 "Ilacking Lexicon”
http-//robertgraham.com/pubs/hac king-dicthtml

Farkex, Inc 2010 “Steganography definition of steganographyin
the Free Online Encyclopedia”
htto-//encyclopedia2.Thefreedictionary.com/steganography

Horowitz, et al., The Art of Eletronics. 2" Ed., 1989, pp7

Jimmy eat world ("futures"), Interscope Records, Pre-Release CD
image, 2004, 1 page.

Aerosmith ("Just Push Play"), Pre-Release CD image, 2001. 1
page.

Phil Collins(Testify) Atlantic, Pre-Release CD image, 2002, 1
page.

2012 "Address Space Layout Randomization." Wikipedia, The
Free Encyclopedia. Wikimedia Foundation,Inc.. 28, August
2012

http://en.wikipedia.org/wiki/ASLR
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Page 1 of 1

2) UNITED STATES PATENT AND TRADEMARK OTTICE
" UNITED STATES DEPARTMENT OF COMMERCE

United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
Www. TSpro. gov

 
BIB DATA SHEET

CONFIRMATION NO. 5811

SERIAL NUMBER|FILINGor371(c) GROUP ART UNIT |ATTORNEY DOCKET
13/556,420 07/24/2012 SCOT0014-6

RULE

APPLICANTS

INV001 Scott A. Moskowitz, Sunny Isles Beach, FL;
** CONTINUING DATA **tttt8eetiis

This application is a CON of 11/895,388 08/24/2007
which is a DIV of 10/602,777 06/25/2003 PAT 7664263
which is a CON of 09/046,627 03/24/1998 PAT 6598162

Be FOREIGN APPLICATIONS KREKREKERERKEEKERERERERERERE

** IF REQUIRED, FOREIGN FILING LICENSE GRANTED**
08/03/2012

Foreign Priority claimed U) ves tno STATEOR|SHEETS TOTAL |INDEPENDENT
35 USC 119(a-d) conditions met a) Yes WA No L) Metafter COUNTRY DRAWINGS CLAIMS CLAIMSVerified and /IZUNNA OKEKE/

Acknowledged Examiners Signature Tiras FL 4 4 1

ADDRESS

NEIFELD IP LAW, PC
4813-B EISENHOWER AVENUE

ALEXANDRIA, VA 22304
UNITED STATES

TITLE

Data protection method and device

LI All Fees

UL) 1.16 Fees(Filing)

 

FEES: Authority has been given in PaperFILING FEE : :
RECEIVED||No. to charge/credit DEPOSIT ACCOUNT [U1 1.17 Fees(Processing Ext. of time)

for following: UO) 1.18 Fees (Issue)

L) Other |
LO Credit

 

   
 

BIB (Rev.05/07).
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NEIFELD REF: SCOT0014-6

CLIENT REF: SCOT0014-6

Application/Patent No: 13/556,420
USPTO CONF. NO: 5811

File/Issue Date: 7/24/2012

Inventor: SCOTT MOSKOWITZ

Title: Data protection method and device
Examiner/ArtUnit: 2819

ENTITY STATUS: LARGE

Priority claims and PCT Intl data:
This application is a continuation of U.S. Application No. 11/895,388, filed August 24, 2007,
whichis a division of U.S. patent application No. 10/602,777, filed June 25, 2003, issued
February 16, 2010 as U.S. Patent No. 7,664,263, which is a continuation of U.S. patent
application No. 09/046,627, filed March 24, 1998, issued Jul. 22, 2003, as U.S, Pat. No.
6,598,162, which is a continuation-in-part of U.S. patent application No. 08/587,943, filed Jan.
17, 1996, which issued Apr. 28, 1998, as U.S. Pat. No. 5,745,943. The entire disclosure of U.S.
Application No. 11/895,388,filed August 24, 2007, U.S. patent application No. 09/046,627
which issued Jul. 22, 2003, as U.S. Pat. No. 6,598,162 and U.S. patent application No.
08/587,943, filed Jan. 17, 1996, which issued Apr. 28, 1998, as U.S. Pat. No. 5,745,943 are
hereby incorporated by referencein their entireties

37 CFR 1.97 INFORMATION DISCLOSURE STATEMENT

This applicationis:
XXX_within 3 months of the US or 371 national stage filing date;
XXX_ before first action on the merits (no fee required);

after first action on the merits and before final action (1.17(P) fee required);
after final action;
after notice of allowance and before paymentofthe issue fee; or
after paymentofthe issue [ee.

The applicant is paying herewith the fee for obtaining consideration of an IDSfiled after a
first action on the merits.

IDENTIFICATION OF REFERENCESCITED IN APPLICATIONS TO WHICH 13/556,420
CLAIMS CONTINUING STATUS

REGARDING CITED REFERENCES

This IDS is an attempt to compile all references previously cited in Scott Moskowitz's
cases. Upon compilation, some ofthe reference citations were vague, and somewereto filed
patent applications instead of published documents. This IDS attempts to account for each item
to provide all citations to the examiner. References which have been cited and considered in
applications which application 13/556,420 claim 35 USC 120 priority are identified by placement

Page 3 of 9
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of an "X" in the far right had column.
CITED US PATENTS AND US PATENT APPLICATION PUBLICATIONS

Most pending Scott Moskowitz cases claim 35 USC 120 priority to prior cases containing
a large numberof cited US patents and published US applications. Thecitations list herein
should incorporate all of those documents and may incorporate any additional documents found
in other patent applications in patent families not linked by 35 USC 120to this application.
Since no USpatent or US published applications need to be filed in order for the examinerto
consider citations thereto; the applicant may attemptto correlate the US patents and publications
cited herein to those already of record dueto citations in applications to which this application
claimspriority, if the examiner so requests.

FOREIGN PATENT REFERENCES

The IDScites foreign patent references identified herewith as FO1- F029 .
The table below identifies F references cited in this application or an application to which

this application claims 35 USC 120 priority.

DOCKET NO APPLICATION NUMBER CITED F REFERENCES

SCOT0014-4 11/895,388 F01-F029

Accordingly, the following F references are not yet of record and are submitted herewith: N/A

 
NON PATENT LITERATURE REFERENCES

The IDScites foreign patent references identified herewith as LOO1- L213.
The table below identifies L references cited in this application or in an application to

which this application claims 35 USC 120 priority.

DOCKET NO APPLICATION NUMBER CITED L REFERENCES

SCOT0014-4 11/895,388 LO1-L212

 L reference citations of patent L1-35, L101; L104-L105;
applicationsas filed for which a L185- L202.
subsequent publication of the
application is identified and cited
herein.

L reference citation numbers that L98; L100; L102; L103;
have no associated reference. L106-L114; L116-L154

References previously cited, applications for which a subsequent publication is cited, and
reference numbers having no associated reference:
L1-L212

Page 4 of 9
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Accordingly, the following L references are not yet of record and are submitted herewith: L213.

MASTERLIST OF RELATED CASES IN WHICH THE SAME INFORMATION MAY BE

CITED

—— SmiswomeRELATED CASES|scores|4 Hiois2010REJRE

{7/2006 08/1/2011 TRE

/31/2007 08/1/2011 JRE

{31/2007 08/1/2011 JRE

/18/2011 1/11/2012 JRE

/2/1996 08/1/2011 JRE
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DATE CASE ADDED TO THIS MASTER LIST
REFERENCE OF RELATED CASES

1/3/2007 08/1/2011 JRE

9/28/2010 11/8/2010 JRE

10/27/2010 11/8/2010 JRE

SCOT0014-3 11/512,701 (29/2006 10/15/2010 JRE
redocketed as
SCOT0020-2

7/23/2002 1/11/2012 JRE

3/7/2012 8/30/2012 JRE

Page 6 of 9
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DATE CASE ADDED TO THIS MASTER LIST
REFERENCE OF RELATED CASES

2/26/2011 08/1/2011 JRE

3/23/2009 08/1/2011 JRE

T/N7/2012 9/18/2012 JRE

4/2/1998 1/11/2012 JRE

2/21/2006 1/11/2012 JRE

12/22/2009 08/1/2011 JRE

4/14/2010 08/1/2011 JRE

9/11/2006 08/1/2011 JRE
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AS OF 1/12/2012, THE FOLLOWING TABLE COLLATES ADDITIONAL REFERENCES

CITED IN ANY SCOT (SCOTT MOSKOWITZ) CASE

Date of Atty Ref Application ID ofpaper which References checked|Reference Identifiers of
Docuemnt Number references were cited|to see ifthey New references in
Citing existed in the document, now added to
Referece master IDS (initials|master IDS

U#299

ofperson checking)

Sept 14,|SCOTO|12/383,916
2010 012-7

417/20|ALL Review of draftmaster IDS,
correction to

cite

publications in
lieu of filed

applications,
per RAN
instructions.

yo SCOTO|11/900,065018-2

i SCOTO|12/799,894019-4

oe SCOTO|12/287,443016-2

y770k SCOTO|12/803,194011-8

y770k SCOTO|12/655,002014-5

P76-P82

=

aaa
=
pee YeU305, U306 &U307

=
=
a
=
=
=

 
y170k SCOTO|13/035,964017-4

yeh SCOTO|11/900,065018-2

3/7/2012|SCOTO|11/900,065
018-2

s30/201 SCOTO|13/413,691016-3
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9/17/201|SCOTO JRE L213

2 014-6

NOTE: MPEP 609.02 Information Disclosure Statements in Continued Examinations or

Continuing Applications [R-5] states in part that:

"2. Continuation Applications, Divisional Applications, or Continuation-in-Part Applications
Filed Under 37 CFR 1.53(b) The examinerwill consider information which has been considered
by the Office in a parent application when cxamining: (A) a continuation application filed under
37 CFR 1.53(b), (B) a divisional application filed under 37 CFR 1.53(b), or (C) a
continuation-in-part application filed under 37 CFR 1.53(b). A listing ofthe information need not
be resubmitted in the continuing application unless the applicant desires the information to be
printed on the patent."

See http://www.uspto. gov/web/offices/pac/mpep/documents/0600_609_02.htm.

Accordingly, we are submitting only references not cited in applications to which this
application claims priority under 35 USC 120.

Please consider the references cited herein.

DATE:10-4-2012 SIGNATURE: /RichardNeifeld/

PRINTED NAME: RICHARD NEIFELD, REG. NO. 35,299

Printed: October 4, 2012 (11:12am)
Y:\Clients\SCOT Scott A Moskowitz and Wistaria Trading,
Inc\SCOT0014-6\Drafts\IDS_SCOT0014-6_10-3-2012.wpd

Azunna Okeke/ 03/21/2013
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