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I. INTRODUCTION 

Zscaler, Inc. (“Petitioner”) filed a Petition (Paper 3, “Pet.”) requesting 

inter partes review of claims 1–31, all of the claims of the ’543 

patent,(hereinafter the “challenged claims”) of U.S. Patent No. 7,392,543 B2 

(Ex. 1001, “the ’543 patent”) pursuant to 35 U.S.C. §§ 311–319.  Symantec 

Corporation (“Patent Owner”) filed a Patent Owner Preliminary Response 

(Paper 9, “Prelim. Resp.”).  We have authority to determine whether to 

institute a trial under 35 U.S.C. § 314 and 37 C.F.R. § 42.4(a).  An inter 

partes review may be instituted only if “the information presented in the 

petition . . . and any response . . . shows that there is a reasonable likelihood 

that the petitioner would prevail with respect to at least 1 of the claims 

challenged in the petition.”  35 U.S.C. § 314(a). 

Upon consideration of the Petition, the Preliminary Response, and the 

evidence of record, we conclude Petitioner has failed to establish a 

reasonable likelihood of prevailing in showing that any of the challenged 

claims are unpatentable.  Accordingly, we deny institution of an inter partes 

review for all of the challenged claims of the ’543 patent. 

A. Real Parties-in-Interest and Related Matters 
Petitioner identifies Zscaler, Inc. as the sole real party-in-interest.  Pet. 

56.  Both Petitioner and Patent Owner identify a related litigation matter 

captioned Symantec Corp. v. Zscaler, Inc., Case No. 1:16-cv-01176-SLR-

SLF, filed in the U.S. District Court for the District of Delaware.  Pet. 56; 

Paper 5, 2.   

B. The ’543 Patent 
According to the ’543 patent, conventional computer immune systems 

that protect against malicious infection of computer systems utilize file-
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based scanning at client nodes and, when suspicious content is detected, a 

client node sends the suspicious content to a global analysis center for 

further processing.  Ex. 1001, 1:11–15.  The global analysis center generates 

a malicious code signature based on the received suspect content and returns 

the signature to the client nodes for use in subsequent detection.  Id. at 1:16–

20.  Further, according to the ’543 patent, prior conventional immune 

systems detect only suspicious content stored in files and generally do not 

detect malicious content as it is transmitted over networks.  Id. at 21–25.  

Some prior network-based intrusion detection systems employed protocol 

analyzers to monitor for malicious content embedded within portions of 

exchanges using known protocols.   Id. at 1:26–48.  Other network-based 

intrusion systems use a “network sniffer” to detect known signatures of 

malicious code content.  Id. 

The ’543 patent suggests a problem with prior network-based systems 

because updating the system for signatures of newly detected malicious 

content is slow—taking hours or days to update, while malicious content 

may still be exchanged over the network.  Id. at 49–56.  The ’543 patent 

purports to address this problem by providing a host system with local 

capability to detect malicious code affecting the host system and to generate 

a malicious code packet for transmission to a local analysis center system.   

Id. at 1:60–2:8.  If the local analysis center detects an attack in progress from 

the received packet, it sends the malicious code packet to a global analysis 

center for rapid dissemination to other host systems.  Id. 

Figure 3, reproduced below, describes exemplary processing of 

malicious content in a host system in accordance with the ’543 patent. 
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Figure 3 above is a flow diagram of a host system for processing detected 

malicious content over a network in accordance with an embodiment of the 

’543 patent.  Id. at 9:3–4.  Step 204 awaits detection of an attempted attack 

on the host system by malicious code received over the network.  Id.  Step 

304 then extracts/generates a malicious code signature representing the 

detected malicious, attacking content.  Id. at 9:25–10:4.  Steps 212A and 

214A create a malicious code packet based on the signature and other 

parameters of the detected malicious code.  Id. at 10:5–36.  Steps 216A 
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through 222 then send the generated packet to an analysis system for further 

dissemination of a signature for detected malicious content.  Id. at 10:37–

12:20. 

C. Illustrative Claim 
Claims 1, 6, 20, and 29–31 are the independent claims of the ’543 

patent.  Independent claim 1, reproduced below, is exemplary of the 

challenged claims: 

1.  A method comprising: 

detecting an attack by malicious code on a first computer 
system; 

extracting a malicious code signature from said malicious 
code comprising: 

locating a caller's address of said malicious code in 
a memory of said first computer system; and 

extracting a specific number of bytes backwards 
from said caller's address; 

creating an extracted malicious code packet including 
said malicious code signature; and 

sending said extracted malicious code packet from said 
first computer system to a second computer system. 

D. Alleged Grounds of Unpatentability 
The Petition sets forth the following asserted grounds of 

unpatentability: 

Reference(s) Basis Challenged Claims 
Arnold1 102(b) 1–3, 5–8, 20, 22, 26, and 29–31 
Arnold 103(a) 4, 9–19, and 21 

                                           
1 U.S. Patent No. 5,440,723.  Ex. 1008 (“Arnold”). 
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