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Example License Rules
License allows: -0
* 5 devices to be added within the first 5
days of the initial authorization date and
time.

» 7 devices to be added within the first
30 days of the initial authorization date
and time.

* 11 devices to be allowed in total.

« Indefinite numbers of re-authorizations
for devices already authorized.

Figure 1
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300

\l\ ~310

Receive a request for authorization to use the digital product on a
given device

l 320

Verify that a license data associated with the digital product is valid
based at least in part on a device identity associated with the given
device

l 330
7

In response to the device identity already being on a record, allow the
digital product to be used on the given device

340

In response to the device identity not being on the record, set the
allowed copy count to a first upper limit for a first time period after an
initial authorization of the digital product

' o

Celeulate a device count corresponding to total number of devices
afready authorized for use with the digital produst

l /360

When the calculated device count is less than the first upper limit,
allow the digital product to be used on the given device.

Fiqure 3A
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370

in response to the device identity not being on the record, after the first
time period has expired, set the allowed copy count {o a second upper
limit for a second time period

l 372

Recalculaie the device count

l 374

When the recalculated device count is less than the second upper limit,
allow the digital product to be used on the given device

l 380

In response to the device identity not being on the record, after the
second time periad has expired, set the allowed copy count to a third
upper limit

l 382

Recalculate the device count

f384

When the recalculated device count is less than the third upper limit,
allow the digital product to be used on the given device

Figure 3B
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400

W

Means for verifying that a license data
associated with the digital product is
valid based at least in part on a device 470
identity associated with the glven device

450

-~440

Means for, in response to the
460 device identity not being on
the record, setting the
allowed copy count to a first
upper limit for a first time
period after an initial
authorization of the digital

480 : product

Means for, in response to the device
identity already being on a record,
allowing the digital product to be used
on the given device

Means for calculating a device count
corresponding to total number of
devices already authorized for use with
the digital product

490

Means for, when the calculated device
count is less than the first upper limit,
allowing the digital product to be used

on the given device e ol .4.?9,._’

~~~~~~~~~ ' Communication |

D e e e ;
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1
SYSTEM AND METHOD FOR ADJUSTABLE
LICENSING OF DIGITAL PRODUCTS

CROSS-REFERENCE TO RELATED
APPLICATION(S)

This application claims priority pursuantto 35 U.S.C. §119
(e) to U.S. Provisional Application No. 60/988,778, entitled
“SYSTEM FOR ADIJUSTABLE DIGITAL LICENSING
OVER TIME,” filed Nov. 17, 2007, which application is
specifically incorporated herein, in its entirety, by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present application relates generally to managing soft-
ware use, and more specifically to systems and methods to
enable the monitoring and adjusting software usage under a
software license.

2. Description of the Related Art

A common capability of digital product license systems is
the ability to control how many devices are allowed to be used
with each product license which is usually sold to an indi-
vidual customer or company. For example U.S. Pat. No.
5,490,216 refers to a system where a license is given to an
individual, but in turn that license is linked to a specific
personal computer thereby limiting the copyright holders
exposure to copyright abuse if the user decided to share their
license with other unauthorized users.

A problem that has arisen over time is the fact that con-
sumers of software have normal patterns of use that include
the installation and use of digital products on multiple
devices. For example a person may wish to buy software and
use it on three computers at their home, a computer at work,
a mobile computer and the computers at their holiday home
and their parent’s house. In addition to these uses, computers
are also bought, sold and replaced so over time maybe two or
three times this number of computers may be used by the user
over time with a legitimate need to install and use the software
on every computer.

Publishers of digital products have a dilemma in that they
may want their customers to receive the normal freedom to
use the software that they have purchased but they also do not
want the software licenses to be freely shared amongst end
users or even in worst case shared anonymously over the
Internet resulting in massive piracy and copyright abuse of the
product.

To solve this problem some publishers have set a relatively
high device to license ratio in their control systems in the hope
that customers will not exceed the maximum number of
devices per license. An example of'this is Apple iTunes which
enables customers to play a purchased music file on up to a
preset number (e.g., five) of devices (e.g., PCs) per license
before being requested to buy an additional license. They
have also implemented a system that allows customers to turn
off the license rights of individual devices with regard to a
specific music file license and therefore free up that device
installation so that the music file can be used on one additional
device.

While this method does go some way to appeasing the
problem of a normal customers usage expectations, it does
not take into consideration the normal attrition that occurs
with the purchase and upgrade of personal computing devices
or the like and places an expectation on the user to go through
a number of involved steps to retain their rights to use the
software. Accordingly, there is a need for an improved tech-
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nique for allowing for a changing number of device installa-
tions on a per license basis over time.

SUMMARY OF THE INVENTION

The following presents a simplified summary of one or
more embodiments in order to provide a basic understanding
of'such embodiments. This summary is not an extensive over-
view of all contemplated embodiments, and is intended to
neither identify key or critical elements of all embodiments
nor delineate the scope of any or all embodiments. Its sole
purpose is to present some concepts of one or more embodi-
ments in a simplified form as a prelude to the more detailed
description that is presented later.

In accordance with one or more embodiments and corre-
sponding disclosure thereof, various aspects are described in
connection with adjusting a license for a digital product over
time. The license may comprise at least one allowed copy
count corresponding to a maximum number of devices autho-
rized for use with the digital product. In one embodiment, a
system for adjustable licensing includes: a communication
module for receiving a request for authorization to use the
digital product from a given device; a processor module in
operative communication with the communication module;
and a memory module in operative communication with the
processor module.

The memory module may include executable code for the
processor module to: (a) verify that a license data associated
with the digital product is valid based at least in part on a
device identity associated with the given device; and (b) in
response to the device identity already being on a record,
allow the digital product to be used on the given device.

The memory module may further include executable code
for the processor module to: (¢) in response to the device
identity not being on the record, set the allowed copy count to
a first upper limit for a first time period; (d) calculate a device
count corresponding to total number of devices already
authorized for use with the digital product; and (e) when the
calculated device count is less than the first upper limit, allow
the digital product to be used on the given device.

Inrelated aspects, the processor module may be adapted to:
(a) in response to the device identity not being on the record,
after the first time period has expired, set the allowed copy
count to a second upper limit for a second time period; (b)
recalculate the device count; and/or (¢) when the recalculated
device count is less than the second upper limit, allow the
digital product to be used on the given device. For example,
the second time period may comprise a defined number of
days since the initial authorization. The processor module
may be adapted to, in response to the calculated device count
equaling the second upper limit, send a warning regarding the
allowed copy count to the given device. The processor mod-
ule may be adapted to, in response to the calculated device
count exceeding the second upper limit, deny the request for
authorization.

In further related aspects, the processor module may be
adapted to: (a) in response to the device identity not being on
the record, after the second time period has expired, set the
allowed copy count to a third upper limit; (b) recalculate the
device count; and (c¢) when the recalculated device count is
less than the third upper limit, allow the digital product to be
used on the given device. The processor module may be
adapted to, in response to the calculated device count equal-
ing the third upper limit, send a warning regarding the
allowed copy count to the given device. The processor mod-



US 8,566,960 B2

3

ule may be adapted to, in response to the calculated device
count exceeding the third upper limit, deny the request for
authorization.

To the accomplishment of the foregoing and related ends,
the one or more embodiments comprise the features herein-
after fully described and particularly pointed out in the
claims. The following description and the annexed drawings
set forth in detail certain illustrative aspects of the one or more
embodiments. These aspects are indicative, however, of but a
few of the various ways in which the principles of various
embodiments may be employed and the described embodi-
ments are intended to include all such aspects and their
equivalents.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is an exemplary set of license rules that may be
implemented to adjust the number of device installations on a
per license basis over time.

FIG. 2 shows an exemplary approach for adjusting a
license for a digital product.

FIG. 3A shows one embodiment for a method for adjusting
a license for a digital product.

FIG. 3B shows several sample aspects of the method
shown in FIG. 3A.

FIG. 4 shows one embodiment for a system for adjusting a
license for a digital product.

DETAILED DESCRIPTION

Various embodiments are now described with reference to
the drawings, wherein like reference numerals are used to
refer to like elements throughout. In the following descrip-
tion, for purposes of explanation, numerous specific details
are set forth in order to provide a thorough understanding of
one or more embodiments. It may be evident, however, that
such embodiment(s) can be practiced without these specific
details. In other instances, well-known structures and devices
are shown in block diagram form in order to facilitate describ-
ing one or more embodiments.

The techniques described herein allow for a changing num-
ber of device installations on a per license basis over time.
Aspects of the techniques may include a customer feedback
system that warns a user when they are nearing the limit of
their device installation ceiling for their license. An example
scenario could be as follows. A software publisher wants to
commence distribution of a software product and to minimize
unauthorized copying of their software. Their license may
state that the publisher authorizes the user to use their soft-
ware on up to, for example, five devices, but that the publisher
reserves the right to increase this limit at their own discretion.
The customer installs the software on the three computers
they have at home. Each time the software connects to a
license management server controlled by the publisher over
the Internet to ensure that the device limit for the individual
license has not been exceeded.

The customer may choose to install the same software on
their personal computer (PC) at work. Upon contacting the
publishers license management server over the Internet a
message is displayed to the user warning them that they are
nearing the limit of their device count for their license.

Two weeks later the user wishes to install their software on
the two computers they own at the customers holiday home. If
the publisher uses the proposed invention the maximum num-
ber of devices for the license may have been adjusted to
accommodate a reasonable small increase in the number of
devices linked to a specific license and both PCs may be
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allowed to install and run even though the publishers stated
device limit per license is five.

Then three months later, the user experiences water dam-
age from a flood in their house and a new PC is purchased.
Upon installation of the protected software the invention will
allow the user to obtain additional device installations from
the publishers license management server for the same
license (e.g., up to a total of seven devices) even though the
device limit is initially set to five. However, if that user shares
their license with all the computer users in a college dormi-
tory, the invention can be set to stop wholesale abuse of the
license terms, as described in further detail herein.

In accordance with one or more aspects of the embodi-
ments described herein, there is provided a system for adjust-
able digital licensing over time allows a software user to
increase the number of devices they can use with a particular
software license over the period of ownership of that license.
The terms or rules 60 of an exemplary software license are
shown in FIG. 1. For example, initially, the publisher or
distributor of the software sets rules 60 that govern the use of
the software on a specific number of devices. The number of
devices allowed to run the software in an authorized or
enabled state may increase over time to reflect the normal
usage pattern of software users where the user adds devices,
replaces or upgrades devices over time. The rules 60 may
reflect this pattern of an increasing number of devices autho-
rized over time. For the first five days of the users use of the
software a total of five devices can be authorized on new
devices. For the next twenty-five days until the thirtieth day
after first authorization, the user is allowed to authorize a total
of seven new devices. After the first thirty days an additional
four devices can be authorized, delivering the maximum
number of copies on separate devices under the license
which, in this example embodiment, is eleven.

It is noted that the various numbers used to describe the
embodiments herein, such as, for example, the allowed copy
counts, the maximum number of devices authorized for use,
the upper limit on the number of devices for a given time
period, or the like, are purely exemplary, and that other num-
bers, data, values, or algorithms may be used in lieu of the
exemplary numbers herein.

In related aspects, FIG. 2 shows an example embodiment
of a software system that is designed to manage and imple-
ment the rules under a license, such as, for example, the
licensing terms 60 described in FIG. 1. Device locked license
systems such as described in U.S. Pat. No. 5,490,216, entitled
“SYSTEM FOR SOFTWARE REGISTRATION,” which is
specifically incorporated herein, in its entirety, by reference,
allow a software license to be locked to a license agreement
and specific authorized devices. With continued reference to
FIG. 2, there is shown a system comprising a device 50 that
requests authorization via a software process, and a licensing
authority 55 that may be a software system that represents the
publisher or distributors interests and regulates the number of
devices that can be used with each license.

Typically the device 50 requesting authorization collects
license related information 10 and unique device identifying
information 11, compiles the collected information into a
communication and sends it to the authorization authority 55.
Upon receipt of this communication from the device 50, the
license authority 55 checks that the license information is
valid (step 13). If the request fails, an authorization is disal-
lowed (step 14) and the device based software is sent a mes-
sage to this effect. In practice this may involve further action
by the device based software to notify the user of the failure to
authorize and then either terminate the software or allow the
software to continue in some form of trial mode or the like.
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If the request for authorization 12 includes license infor-
mation/data that is valid, the license information checking
process (at step 13) will pass and the requesting devices
unique identity information 11 is checked to see if'it exists in
the database of prior authorizations 15. If the device identity
exists (step 16), meaning that the software has been success-
fully registered on the same device in the past, then according
to the license terms 60 for the software a reauthorization is
automatically allowed (step 17). A communication allowing
the software to continue in an authorized state is passed to the
requesting device software 50 and the software on the device
is subsequently authorized (step 18) and allowed to run.

If the unique identity of the device 11 is not in the autho-
rization database 15 of previous device requests, then the
licensing authority 55 checks to see if the new authorization
request is the first request or is a subsequent request that has
occurred in the first five days from the date of the first suc-
cessful authorization (step 19).

At step 19, if the request is within the first five day period,
the authorization database 15 is consulted for a count of how
many successful authorizations for new devices have been
allowed. Under the license rules 60, if the device count is less
than five then a message is sent to the request device that
allows the software to continue in an authorized state (step
18). If the device count is equal to five then the licensing
authority 55 may send a message to the requesting device 50
allowing the device to run in an authorized state (step 18), but
also may optionally inform the user that the limit of the
number of devices available to run under this license has been
reached and that subsequent requests for authorization may
be denied in the short term (step 22).

If the count of devices authorized for use with the specific
license 10 is greater than five (step 23), then the licensing
authority 55 sends a message denying authorization (step 25)
and the user is optionally notified that the limit of devices that
can be authorized with their license terms has been exceeded
(step 24). In practice, the software on the requesting device 50
may subsequently terminate the software or may allow the
software to run in a limited trial mode if this is available.

If the number of days since the first authorization of a
device for the license 10 is not less than six (step 19), then the
licensing authority tests the time elapsed from the first suc-
cessful authorization to see if it is less than thirty-one days
since the date and time of the first successful authorization
(step 26). If this test at step 26 is successful (i.e., if the time
elapsed since the first successful authorization is less than
thirty-one days), then a test is made to see if the count of
successful new device authorizations is less than seven (step
27). If this is so, a communication is made to the requesting
device 50 authorizing the device 50 to run the software (step
28). If the new device count is equal to seven (step 29), then
the user is warned that their device limit has been reached
(step 30) and the device 50 is subsequently authorized to run
(step 28).

However, if the new device count is greater than seven (step
31), acommunication is made to the requesting device 50 that
the authorization is denied (step 33) and optionally the user is
notified that their license device count has been exceeded
(step 32).

If the number of days since the first successful authoriza-
tion is greater than thirty days (step 34), the device count for
the license 10 is checked in the authorization database 15 and
the device count for the license 10 retrieved. If the number of
successful new device authorizations is ten or less (step 35),
then the device authorization is allowed (step 36). If the
device count is equal to eleven (step 37), then the user is
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optionally warned that they have reached the limit (step 38)
and the device 50 is authorized to run (step 36).

However if the device count is greater than eleven (step 39),
then a communication is made to the requesting device 50 that
the user be optionally notified that the maximum number of
allowed devices under terms of the license has been exceeded
(step 40) and the authorization is denied (step 41).

The result is a license system that allows consumers of
software to load their software on new or replacement devices
as they are purchased over time without exposing the pub-
lisher to copying abuses that is common amongst software
pirates and casual software copiers.

In one alternative embodiment, there is provided a license
management system that is linked to a fixed calendar date
rather than the date of first successful authorization. This
approach can be used for marketing and distribution purposes
such as specifying specific periods of high copy counts to
encourage word of mouth and user to user sharing but later
restricting the device count to encourage people to begin
paying for copies that have been intentionally shared.

It is noted that the example embodiment of FIGS. 1 and 2
is simple for the purposes of understanding but can include
any number of evaluation periods, not just the five, thirty and
unlimited day periods described in the example. Also the
number of notification stages can be indefinitely expanded,
for example the user could be given a polite message encour-
aging them to be careful with making copies when they are
two copies away from their count limit and a stronger mes-
sage when it is their last copy before being denied authoriza-
tions. Messages could also optionally tell the user how many
days they have to wait before additional device authorizations
will be available.

It is further noted that in FIGS. 1 and 2 the allowed copy
count increases over time. An alternative embodiment could
be used where the allowed copy count decreases over time.
This may be useful in a situation, for example, where the
publisher supplies their software with a fairly open device
count license rule but discovers individual instances of copy
abuse and decides to limit the license terms of those specific
licenses.

The described system could also be used with authoriza-
tions for software that is rented or otherwise allowed to be
used for a specific period of time or number of uses rather than
indefinitely as in the example embodiment of FIGS. 1 and 2.

Another alternative embodiment of the above scenarios
could include an algorithm rather than an arbitrary value in
calculating both the time period for the calculation of the
device count, and the device count related to that specific
measured time period. For example, the algorithm for the
available device count could be equal to the number of
elapsed days since the first successful activation divided by
five in brackets plus five. Using the example algorithm a
device count of five would be available from day one, and a
device count of eleven at day thirty and so on.

In yet another alternative embodiment, the techniques
described herein may be used for security applications where
access is granted to data or some other valuable or important
item as a result of a successful authorization rather than in the
example of FIGS. 1 and 2 where it is a license that is being
granted.

In accordance with one or more aspects of the embodi-
ments described herein, there is provided a method for adjust-
ing a license for a digital product over time. The license rules
may comprise at least one allowed copy count corresponding
to a maximum number of devices authorized for use with the
digital product. With reference to the flow chart shown in FIG.
3 A, there is provided a method 300 that may involve receiving
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arequest for authorization to use the digital product on a given
device (step 310). The method 300 may further involve veri-
fying that a license data associated with the digital product is
valid based at least in part on a device identity associated with
the given device (step 320).

Inresponse to the device identity already being on arecord,
the method 300 may involve allowing the digital product to be
used on the given device (step 330). In response to the device
identity not being on the record, the method 300 may involve
setting the allowed copy count to a first upper limit for a first
time period after an initial authorization of the digital product
(step 340). The method 300 may further involve calculating a
device count corresponding to total number of devices
already authorized for use with the digital product (step 350),
and when the calculated device count is less than the first
upper limit, allowing the digital product to be used on the
given device (step 360).

With reference to FIG. 3B, in one embodiment, the method
300 may also involve, in response to the device identity not
being on the record, after the first time period has expired,
setting the allowed copy count to a second upper limit for a
second time period (step 370). The method 300 may further
involve recalculating the device count (step 372), and when
the recalculated device count is less than the second upper
limit, allowing the digital product to be used on the given
device (step 374).

With continued reference to FIG. 3B, at step 380, the
method 300 may also involve, in response to the device iden-
tity not being on the record, after the second time period has
expired, setting the allowed copy count to a third upper limit.
The method 300 may further involve recalculating the device
count (step 382), and when the recalculated device count is
less than the third upper limit, allowing the digital product to
be used on the given device (step 384).

In accordance with one or more aspects of the embodi-
ments described herein, there is provided a system for adjust-
ing a license for a digital product over time. For example, the
license rules may comprise at least one allowed copy count
corresponding to a maximum number of devices authorized
for use with the digital product. With reference to the flow
chart shownin FIG. 4, there is provided a system 400 that may
include: a communication module 410 for receiving a request
for authorization to use the digital product from a given
device; a processor module 420 in operative communication
with the communication module; and a memory module 430
in operative communication with the processor module.

The memory module 430 may include executable code for
the processor module to: (a) verify that a license data associ-
ated with the digital product is valid based at least in part on
a device identity associated with the given device; and (b) in
response to the device identity already being on a record,
allow the digital product to be used on the given device. The
memory module 430 may further include executable code for
the processor module to: (¢) in response to the device identity
not being on the record, set the allowed copy count to a first
upper limit for a first time period (e.g., a time period after an
initial authorization of the digital product); (d) calculate a
device count corresponding to total number of devices
already authorized for use with the digital product; and (e)
when the calculated device count is less than the first upper
limit, allow the digital product to be used on the given device.
While the various steps or tasks described herein, e.g., steps
(a) through (e) above, sometimes involve having executable
code stored in the memory module 430, it is noted that the
processor module 420 may otherwise be adapted to perform
such steps/tasks.
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In related aspects, the digital product may comprise soft-
ware, and/or the given device may comprise a PC or the like.
The license data may comprises information that may be used
to verify whether the license for the digital product is valid.
The record may comprise an authorization database. In fur-
ther related aspects, the first time period may comprises a
defined number of days since the initial authorization. For
example, the defined number of days may comprise six days
since the initial authorization, and the first upper limit may
comprise five authorized devices. In yet further related
aspects, the processor module 420 may comprise one or more
processor, and may be adapted to, in response to the calcu-
lated device count equaling the first upper limit, send a warn-
ing regarding the allowed copy count to the given device. The
processor module 420 may be adapted to, in response to the
calculated device count exceeding the first upper limit, deny
the request for authorization.

In further related aspects, the processor module 420 also be
adapted to: (a) in response to the device identity not being on
the record, after the first time period has expired, set the
allowed copy count to a second upper limit for a second time
period; (b) recalculate the device count; and/or (¢) when the
recalculated device count is less than the second upper limit,
allow the digital product to be used on the given device. The
second time period may comprise a defined number of days
since the initial authorization. For example, the defined num-
ber of days may comprise thirty-one days since the initial
authorization, and the second upper limit may comprise seven
authorized devices. The processor module 420 may be
adapted to, in response to the calculated device count equal-
ing the second upper limit, send a warning regarding the
allowed copy count to the given device. The processor mod-
ule 420 may be adapted to, in response to the calculated
device count exceeding the second upper limit, deny the
request for authorization.

In yet further related aspects, the processor module 420
also be adapted to: (a) in response to the device identity not
being on the record, after the second time period has expired,
set the allowed copy count to a third upper limit; (b) recalcu-
late the device count; and (c) when the recalculated device
count is less than the third upper limit, allow the digital
product to be used on the given device. The third upper limit
comprises eleven authorized devices. The processor module
420 may be adapted to, in response to the calculated device
count equaling the third upper limit, send a warning regarding
the allowed copy count to the given device. The processor
module 420 may be adapted to, in response to the calculated
device count exceeding the third upper limit, deny the request
for authorization.

It is noted that the system 400 may optionally include: a
means 450 for verifying that a license data associated with the
digital product is valid based at least in part on a device
identity associated with the given device; a means 460 for, in
response to the device identity already being on a record,
allowing the digital product to be used on the given device; a
means 470 for, in response to the device identity not being on
the record, setting the allowed copy count to a first upper limit
for a first time period (e.g. a time period after an initial
authorization of the digital product); a means 480 for calcu-
lating a device count corresponding to total number of
devices already authorized for use with the digital product;
and/or a means 490 for, when the calculated device count is
less than the first upper limit, allowing the digital product to
be used on the given device.

Itis also noted that the system 400 may optionally include:
ameans for, in response to the device identity not being on the
record, after the first time period has expired, setting the
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allowed copy count to a second upper limit for a second time
period; a means for recalculating the device count; and/or a
means for, when the recalculated device count is less than the
second upper limit, allowing the digital product to be used on
the given device. It is further noted that the system 400 may
optionally include: a means for, in response to the device
identity not being on the record, after the second time period
has expired, setting the allowed copy count to a third upper
limit; a means for recalculating the device count; and/or a
means for, when the recalculated device count is less than the
third upper limit, allowing the digital product to be used on
the given device. The at least one processor of processor
module 420, in such case, may be in operative communica-
tion with the means 450, 460, 470, 480, and 490 via a bus 440
or similar communication coupling. The processor module
420 may effect initiation and scheduling of the processes or
functions performed by the means 450, 460, 470, 480, and
490, and any components thereof.

In still further related aspects, the device identity may
comprise unique device identifying information, wherein the
unique device identifying information may comprise at least
one user-configurable parameter and/or at least one non-user-
configurable parameter of the given device. The device iden-
tity may be generated by utilizing at least one irreversible
transformation of the at least one user-configurable and the at
least one non-user-configurable parameters of the given
device. The device identity may be generated by utilizing a
cryptographic hash function on the at least one user-config-
urable and the at least one non-user-configurable parameters
of the given device.

It is noted that generating the device identity may also be
described as generating a device fingerprint and may entail
the sampling of physical, non-user configurable properties as
well as a variety of additional parameters such as uniquely
generated hashes and time sensitive values. Physical device
parameters available for sampling may include, for example,
unique manufacturer characteristics, carbon and silicone deg-
radation and small device failures.

The process of measuring carbon and silicone degradation
may be accomplished by measuring a chip’s ability to process
complex mathematical computations, and its ability to
respond to intensive time variable computations. These pro-
cesses measure how fast electricity travels through the car-
bon. Using variable offsets to compensate for factors such as
heat and additional stresses placed on a chip during the sam-
pling process allows for each and every benchmark to repro-
duce the expected values. During a standard operating life-
time, the process of passing electricity through the various
switches causes a computer chip to degrade. These degrada-
tions manifest as gradually slower speeds that extend the
processing time required to compute various benchmarking
algorithms.

In addition to the chip benchmarking and degradation mea-
surements, the process for generating a device identity may
include measuring physical, non-user-configurable charac-
teristics of disk drives and solid state memory devices. Each
data storage device has a large variety of damage and unus-
able data sectors that are nearly unique to each physical unit.
The ability to measure and compare values for damaged
sectors and data storage failures provides a method for iden-
tifying storage devices.

Device parameter sampling, damage measurement and
chip benchmarking make up just a part of device fingerprint-
ing technologies described herein. These tools may be further
extended by the use of complex encryption algorithms to
convolute the device identity values during transmission and
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comparisons. Such encryption processes may be used in con-
junction with random sampling and key generations.

The device identity may be generated by utilizing machine
or device parameters associated with one or more of the
following: machine model; machine serial number; machine
copyright; machine ROM version; machine bus speed;
machine details; machine manufacturer; machine ROM
release date; machine ROM size; machine UUID; and
machine service tag.

The device identity may also be generated by utilizing
machine parameters associated with one or more of the fol-
lowing: CPU ID; CPU model; CPU details; CPU actual
speed; CPU family; CPU manufacturer; CPU voltage; and
CPU external clock.

The device identity may also be generated by utilizing
machine parameters associated with one or more of the fol-
lowing: memory model; memory slots; memory total; and
memory details.

The device identity may also be generated by utilizing
machine parameters associated with one or more of the fol-
lowing: video model; video details; display model; display
details; audio model; and audio details.

The device identity may also be generated by utilizing
machine parameters associated with one or more of the fol-
lowing: network model; network address; Bluetooth address;
Blackbox model (including IDE and SCSI); Blackbox serial;
Blackbox details; Blackbox damage map; Blackbox volume
name; NetStore details; and NetStore volume name.

The device identity may also be generated by utilizing
machine parameters associated with one or more of the fol-
lowing: optical model; optical serial; optical details; key-
board model; keyboard details; mouse model; mouse details;
printer details; and scanner details.

The device identity may also be generated by utilizing
machine parameters associated with one or more of the fol-
lowing: baseboard manufacturer; baseboard product name;
baseboard version; baseboard serial number; and baseboard
asset tag.

The device identity may also be generated by utilizing
machine parameters associated with one or more of the fol-
lowing: chassis manufacturer; chassis type; chassis version;
and chassis serial number.

The device identity may also be generated by utilizing
machine parameters associated with one or more of the fol-
lowing: IDE controller; SATA controller; RAID controller;
and SCSI controller.

The device identity may also be generated by utilizing
machine parameters associated with one or more of the fol-
lowing: port connector designator; port connector type; port
connector port type; and system slot type.

The device identity may also be generated by utilizing
machine parameters associated with one or more of the fol-
lowing: cache level; cache size; cache max size; cache SRAM
type; and cache error correction type.

The device identity may also be generated by utilizing
machine parameters associated with one or more of the fol-
lowing: fan; PCMCIA; modem; portable battery; tape drive;
USB controller; and USB hub.

The device identity may also be generated by utilizing
machine parameters associated with one or more of the fol-
lowing: device model; device model IMEI; device model
IMSI; and device model LCD.

The device identity may also be generated by utilizing
machine parameters associated with one or more of the fol-
lowing: wireless 802.11; webcam; game controller; silicone
serial; and PCI controller.
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While the present invention has been illustrated and
described with particularity in terms of preferred embodi-
ments, it should be understood that no limitation of the scope
of the invention is intended thereby. Features of any of the
foregoing methods and devices may be substituted or added
into the others, as will be apparent to those of skill in the art.
It should also be understood that variations of the particular
embodiments described herein incorporating the principles of
the present invention will occur to those of ordinary skill in
the art and yet be within the scope of the invention.

As used in this application, the terms “component,” “mod-
ule,” “system,” and the like are intended to refer to a com-
puter-related entity, either hardware, firmware, a combination
of hardware and software, software, or software in execution.
For example, a component can be, but is not limited to being,
a process running on a processor, a processor, an object, an
executable, a thread of execution, a program, and/or a com-
puter. By way of illustration, both an application running on
a computing device and the computing device can be a com-
ponent. One or more components can reside within a process
and/or thread of execution and a component can be localized
on one computer and/or distributed between two or more
computers. In addition, these components can execute from
various computer readable media having various data struc-
tures stored thereon. The components can communicate by
way of local and/or remote processes such as in accordance
with a signal having one or more data packets (e.g., data from
one component interacting with another component in a local
system, distributed system, and/or across a network such as
the Internet with other systems by way of the signal).

It is understood that the specific order or hierarchy of steps
in the processes disclosed herein in an example of exemplary
approaches. Based upon design preferences, it is understood
that the specific order or hierarchy of steps in the processes
may be rearranged while remaining within the scope of the
present disclosure The accompanying method claims present
elements of the various steps in sample order, and are not
meant to be limited to the specific order or hierarchy pre-
sented.

Those skilled in the art will further appreciate that the
various illustrative logical blocks, modules, circuits, methods
and algorithms described in connection with the examples
disclosed herein may be implemented as electronic hardware,
computer software, or combinations of both. To clearly illus-
trate this interchangeability of hardware and software, vari-
ous illustrative components, blocks, modules, circuits, meth-
ods and algorithms have been described above generally in
terms of their functionality. Whether such functionality is
implemented as hardware or software depends upon the par-
ticular application and design constraints imposed on the
overall system. Skilled artisans may implement the described
functionality in varying ways for each particular application,
but such implementation decisions should not be interpreted
as causing a departure from the scope of the present invention

What is claimed is:

1. A system for adjusting a license for a digital product over
time, the license comprising at least one allowed copy count
corresponding to a maximum number of devices authorized
for use with the digital product, comprising:

a communication module for receiving a request for autho-

rization to use the digital product from a given device;

a processor module in operative communication with the

communication module;

a memory module in operative communication with the

processor module and comprising executable code for
the processor module to:
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verify that a license data associated with the digital
product is valid based at least in part on a device
identity generated by sampling physical parameters
of the given device;

in response to the device identity already being on a
record, allow the digital product to be used on the
given device;

in response to the device identity not being on the record,
set the allowed copy count to a first upper limit for a
first time period, the allowed copy count correspond-
ing to a maximum number of devices authorized to
use the digital product;

calculate a device count corresponding to total number
of devices already authorized for use with the digital
product; and

when the calculated device count is less than the first
upper limit, allow the digital product to be used on the
given device.

2. The system of claim 1, wherein the digital product com-
prises software.

3. The system of claim 1, wherein the license data com-
prises information that may be used to verify whether the
license for the digital product is valid.

4. The system of claim 1, wherein the record comprises an
authorization database.

5. The system of claim 1, wherein the first time period
comprises a defined number of days after an initial authori-
zation of the digital product.

6. The system of claim 5, wherein the defined number of
days comprises six days since the initial authorization, and
wherein the first upper limit comprises five authorized
devices.

7. The system of claim 1, wherein the processor module is
adapted to, in response to the calculated device count equal-
ing the first upper limit, send a warning regarding the allowed
copy count to the given device.

8. The system of claim 1, wherein the processor module is
adapted to, in response to the calculated device count exceed-
ing the first upper limit, deny the request for authorization.

9. The system of claim 1, wherein the processor module is
adapted to:

in response to the device identity not being on the record,

after the first time period has expired, set the allowed
copy count to a second upper limit for a second time
period;

recalculate the device count; and

when the recalculated device count is less than the second

upper limit, allow the digital product to be used on the
given device.

10. The system of claim 9, wherein the second time period
comprises a defined number of days since the initial authori-
zation.

11. The system of claim 10, wherein the defined number of
days comprises thirty-one days since the initial authorization,
and wherein the second upper limit comprises seven autho-
rized devices.

12. The system of claim 9, wherein the processor module is
adapted to, in response to the calculated device count equal-
ing the second upper limit, send a warning regarding the
allowed copy count to the given device.

13. The system of claim 9, wherein the processor module is
adapted to, in response to the calculated device count exceed-
ing the second upper limit, deny the request for authorization.

14. The system of claim 9, wherein the processor module is
adapted to:
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in response to the device identity not being on the record,
after the second time period has expired, set the allowed
copy count to a third upper limit;

recalculate the device count; and

when the recalculated device count is less than the third

upper limit, allow the digital product to be used on the
given device.

15. The system of claim 14, wherein the third upper limit
comprises eleven authorized devices.

16. The system of claim 14, wherein the processor module
is adapted to, in response to the calculated device count equal-
ing the third upper limit, send a warning regarding the
allowed copy count to the given device.

17. The system of claim 14, wherein the processor module
is adapted to, in response to the calculated device count
exceeding the third upper limit, deny the request for authori-
zation.

18. The system of claim 1, wherein the device identity
comprises unique device identifying information.

19. The system of claim 18, wherein the unique device
identifying information comprises at least one user-config-
urable parameter and at least one non-user-configurable
parameter of the given device.

20. The system of claim 18, wherein the device identity is
generated by utilizing at least one irreversible transformation
of the at least one user-configurable and the at least one
non-user-configurable parameters of the given device.

21. The system of claim 18, wherein the device identity is
generated by utilizing a cryptographic hash function on the at
least one user-configurable and the at least one non-user-
configurable parameters of the given device.

22. A method for adjusting a license for a digital product
over time, the license comprising at least one allowed copy
count corresponding to a maximum number of devices autho-
rized for use with the digital product, comprising:

receiving a request for authorization to use the digital prod-

uct on a given device;

verifying that a license data associated with the digital

product is valid based at least in part on a device identity
generated by sampling physical parameters of the given
device;

in response to the device identity already being on a record,

allowing the digital product to be used on the given
device;

in response to the device identity not being on the record,

setting the allowed copy count to a first upper limit for a
first time period, the allowed copy count corresponding
to a maximum number of devices authorized to use the
digital product;
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calculating a device count corresponding to total number of
devices already authorized for use with the digital prod-
uct; and
when the calculated device count is less than the first upper
limit, allowing the digital product to be used on the given
device.
23. The method of claim 22, further comprising:
in response to the device identity not being on the record,
after the first time period has expired, setting the allowed
copy count to a second upper limit for a second time
period;
recalculating the device count; and
when the recalculated device count is less than the second
upper limit, allowing the digital product to be used on the
given device.
24. The method of claim 23, further comprising:
in response to the device identity not being on the record,
after the second time period has expired, setting the
allowed copy count to a third upper limit;
recalculating the device count; and
when the recalculated device count is less than the third
upper limit, allowing the digital product to be used on the
given device.
25. A computer program product, comprising:
a non-transitory computer-readable medium comprising:
code for causing a computer to receive a request for
authorization to use the digital product;
code for causing a computer to verify that a license data
associated with the digital product is valid based at
least in part on a device identity generated by sam-
pling physical parameters of the computer;
code for causing a computer to, in response to the device
identity already being on a record, allow the digital
product to be used on the computer;
code for causing a computer to, in response to the device
identity not being on the record, set the allowed copy
count to a first upper limit for a first time period after
an initial authorization of the digital product, the
allowed copy count corresponding to a maximum
number of devices authorized to use the digital prod-
uct;
code for causing a computer to calculate a device count
corresponding to total number of devices already
authorized for use with the digital product; and
code for causing a computer to, when the calculated
device count is less than the first upper limit, allowing
the digital product to be used on the computer.
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