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(57) ABSTRACT 

The invention provides an encryption circuit for encrypting 
and decrypting data as it travels to and from a hard disk. The 
encryption circuit can be turned on or off under control of 
the BIOS program and a user supplied password. With the 
present invention, a removed hard disk cannot be read 
without the user supplied password and a similar encryption 
circuit. 

8 Claims, 5 Drawing Sheets 

l;cl 

!8 / --.. 
20 VO. 

f I 

ISA I 
I CONTROL :l> 

PROCESSOR OR CONTROL ENCRYPTION DATA :Il 
0 

DATA PCI CIRCUIT 0 

24 
/ 

BUS en 
;;,;; 

l1v 26 "-
CONTROL 

IDE DISK ' 

DATA CONTROLLER 

WESTERN DIGITAL CORPORATION, EXHIBIT 1005 
Page 1 of 12

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent 

co ,-.. 

~ 

• 

-~ 
~ 

0 
T"-

Mar.6,2001 

HARD DISK 

_J 

0 er: 
f­z 
0 
() 

<{ 

~ 
0 

er: 
~~ 
Cl) _J -o 
0 er: 
w f-
oz -o 

() 

_J 

0 
~ er: 

f-z <{ 

0 0 
() 

er: 
0 
Cl) 
Cl) 
w 
() 
0 er: 
a.. 

Sheet 1 of 5 US 6,199,163 Bl 

I( 
(\. '--

HARD DISK 

\J .. 
<{ 

~ ~ 
o .. ~ 

" 
z er: 
0 f- ~~ 
f- - Cl) _J a.. :::) -o >- () 0 er: er: er: w f-() - oz c:o z () 

C\J~ 
-o 

w () ,-... 

l l 

_J _J 

0 0 

~ er: er: 
f- f-
z z 
0 0 0 

~ 
() () 

( . ' .. 
----.. 

<{ er: - Cl) 
Cl) 0 () :::) - a.. (lJ 

~ 

_J 

0 

~ er: 
f-

• z 
0 0 
() 

. " 
er: 
0 

C) 
Cl) 
Cl) 

C\J<____ w - () 
0 er: 
a.. 

WESTERN DIGITAL CORPORATION, EXHIBIT 1005 
Page 2 of 12

US 6,199,163 B1Sheet 1 0f 5Mar. 6, 2001

. HARD DISK

US. Patent

1

. HARD DISK

 
 

 
 

v55mm:.EDOEOZO_._.n_>mOZm_IMIZOIHZOOxwaMn:

 

 

AOEPZOOAOEFZOO
NW

JOIFZOO  

 

 

NF
  

mOmmmOOmm

 

JOEPZOO  
mOwmeOmm

 

JOEFZOO

  

 

WESTERN DIGITAL CORPORATION, EXHIBIT 1005
Page 2 of 12f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Mar.6,2001 

PROMPT USER FOR 
POWER-ON 
PASSWORD 

IS HARD DISK 
ENCRYPTED? 

(FIGURE 4) 

YES 38 

PROMPT USER FOR HARD 
DISK PASSWORD 

(FIGURE 5) 

ENABLE ENCRYPTION 
CIRCUIT 

44 

Sheet 2 of 5 US 6,199,163 Bl 

32 

NO 

NO 

Fig. 3 

40 

DOES USER WANT 
TO ENCRYPT DISK? 

YES 

ENCRYPT DISK 
(FIGURE 6) 

42 

46 

DISABLE ENCRYPTION 
CIRCUIT 

48 

CONTINUE WITH OS BOOT 
AS NORMAL 

WESTERN DIGITAL CORPORATION, EXHIBIT 1005 
Page 3 of 12

US. Patent Mar. 6,2001 Sheet 2 0f5 US 6,199,163 B1

  

 
   

 
  

  

 

PROMPT USER FOR

POWER-ON

PASSWORD

”0 Fig. 3
PASSWORD

CORRECT?

36 40

 
  

 IS HARD DISK

ENCRYPTED?

(FIGURE 4)

NO DOES USER WANT NO

TO ENCRYPT DISK?

  
 
 

 
 

 

YES 38

PROMPT USER FOR HARD ENCRYPT DISK

DISK PASSWORD (FIGURE 6)
(FIGURE 5)
 

 
 

ENABLE ENCRYPTION

CIRCUIT
 
 

DISABLE ENCRYPTION

CIRCUIT

48

CONTINUE WITH OS BOOT

AS NORMAL

WESTERN DIGITAL CORPORATION, EXHIBIT 1005
Page 3 of 12f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Mar.6,2001 Sheet 3 of 5 US 6,199,163 Bl 

READ HARD DISK 
PASSWORD FROM 

END OF BOOT BLOCK 

52 

YES 

DISKIS 
ENCRYPTED 

Fig. 4 

56 

50 

Fig. 5 

READ HARD DISK 
PASSWORD FIELD FROM 

END OF BOOT DISK 

PROMPT USER 
FOR HARD DISK 

54 PASSWORD 

ENCRYPT ENTRY WITH 
HARD DISK PASSWORD 

60 

62 

64 

PASSWORD MATCHES 
ARD DISK PASSWORD? 

YES 

68 

ACCESS GRANTED 
OKTO BOOT 

WESTERN DIGITAL CORPORATION, EXHIBIT 1005 
Page 4 of 12

US. Patent Mar. 6,2001 Sheet 3 0f5 US 6,199,163 B1

50
6O

 
 
 
 

 
 
 

READ HARD DISK

PASSWORD FROM

END OF BOOT BLOCK

 

  
 
  

 

READ HARD DISK

PASSWORD FIELD FROM

END OF BOOT DISK

 PROMPT USER

FOR HARD DISK

PASSWORD

  
 

  

 

DISK IS NOT

ENCRYPTED

ENCRYPT ENTRY WITH

HARD DISK PASSWORD

 
 

  

 

 

DISK IS

ENCRYPTED

 PASSWORD MATCHES

ARD DISK PASSWORD? NO

  Pig. 5 ACCESS GRANTED

OK TO BOOT

WESTERN DIGITAL CORPORATION, EXHIBIT 1005
Page 4 of 12f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Mar.6,2001 

PROMPT USER FOR 
HARD DISK 
PASSWORD 

72 

SEEK TO END OF 2ND FILE 
ALLOCATION TABLE 

DISABLE ENCRYPTION 
CIRCUIT 

READ NEXT BLOCK 

74 

76 

78 

ENABLE ENCRYPTION 
CIRCUIT 

NO 

WRITE BLOCK 

ENCRYPTION 
COMPLETE 

Fig. 6 

80 

84 

Sheet 4 of 5 US 6,199,163 Bl 

70 PROMPT USER FOR 
HARD DISK 
PASSWORD 

SEEK TO END OF 2ND FILE 
ALLOCATION TABLE 

ABLE ENCRYPTION 
CIRCUIT 

96 

READ NEXT BLOCK 

98 

DISABLE ENCRYPTION 
CIRCUIT 

WRITE BLOCK 

DECRYPTION 
COMPLETE 

100 

Fig. 7 

90 

WESTERN DIGITAL CORPORATION, EXHIBIT 1005 
Page 5 of 12

US. Patent Mar. 6, 2001

   
  

  
  

   

PROMPT USER FOR

HARD DISK

PASSWORD

SEEK TO END OF 2ND FILE

ALLOCATION TABLE

DISABLE ENCRYPTION

CIRCUIT

READ NEXT BLOCK

ENABLE ENCRYPTION

CIRCUIT

WRITE BLOCK

 

Fig. 6

ENCRYPTION

COMPLETE

Sheet 4 615 US 6,199,163 B1

  

  
 

  
  

90
70 PROMPT USER FOR

HARD DISK

PASSWORD

SEEK TO END OF 2ND FILE

ALLOCATION TABLE

ABLE ENCRYPTION

CIRCUIT

DISABLE ENCRYPTION

CIRCUIT

WRITE BLOCK

DECRYPTION

COMPLETE

Fig. 7

  
  

WESTERN DIGITAL CORPORATION, EXHIBIT 1005
Page 5 of 12f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


