Patrick Gerard Traynor

Associate Professor
Co-Director, Florida Institute for Cybersecurity (FICS) Research

Department of Computer & Information Science & Engineering
University of Florida
E301 CSE Building, PO Box 116120
Gainesville, FL 32611 USA
traynor@cise.ufl.edu
http://www.cise.ufl.edu/~traynor

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Table of Contents

EDUCATIONAL BACKGROUND 4
EMPLOYMENT HISTORY 4
CURRENT FIELDS OF INTEREST 4
I. TEACHING 6
A. CoursesTaught . . . .. .. . . ... e 6

B. Continuing Education . . . . . .. . ... 6

C. Curriculum Development. . . . . .. .. ... . 6

D. Individual Student Guidance . . . . . . . . . . .. L 7

E. Teaching Honorsand Awards . . . . .. .. ... .. ... ... .. .. .. ... 11

II. RESEARCH AND CREATIVE SCHOLARSHIP 12
A, Thesis . . . . o o o e 12

B. Published Journal Papers (Refereed) . . . . . . . . .. ... ... .. ... 12

C. Published Books and Partsof Books . . . . . . . . . . . . 13

D. Edited Proceedings . . . . . ... .. .. ... 14

E. Conference Presentations . . . . . . . . . . . i e 14
E.1.  Conference Presentations with Proceedings (Refereed) . . . . . .. .. ... ... ... ... ... 14

E.2.  Conference Presentations with Proceedings (Non-Refereed) . . . . .. .. ... ... ........ 18

E.3.  Conference Presentations without Proceedings . . . . . ... ... ... ... ............ 18

E Other . . . . . o 18
F1l. Submitted Journal Papers . . . .. ... ... ... ... ... .. 18

F2. Refereed ResearchReports . . . . . . ... .. .. .. .. . . . . . 18

E3.  Software . . . . . . . 18

F4.  Published Papers (Non-Refereed) . . . . ... ... ... .. ... .. ... .. . .. ... .. ..., 18

E5. BooksinPreparation . . .. .. ... ... .. ... 18

F6.  Workshops and External Courses . . . . . . .. ... ... .. ... ... ... .. ... 19

G. Research Proposals and Grants (Principal Investigator) . . . . . ... ..... .. .............. 19

H. Research Proposals and Grants (Contributor) . . . ... .. ... ... ... ... .. ... ... .... 21

I Research Honors and Awards . . . . . . . . . . o o it e e e 22
III.SERVICE 23
A. Professional Activities . . . . . . . . . L 23
A.l.  Memberships and Activities in Professional Societies . . . . . ... ... ... ... ... ... ... 23

A.2. Conference Committee Activities . . . . . . . . . . . . L e 23

B. On-Campus Committees . . . . . ... ... .. .. ... e 24
B.1. Universityof Florida . . . . ... ... .. .. .. .. .. . 24

B2. GeorgiaTech . . . . .. .. .. ... . 24

C. Special Assignments . . . . . . .. ... 25

D. Ph.D. Examining Committees . . . . .. .. ... ... ... 25

E. External Member of M.S. Examining Committee . . . . . .. .. ... .. ... .. ...... .. .. .... 28

F. Consulting and Advisory Appointments . . . . . ... ... ... ... ... ... o 29

G. CivicActivities . . . . . . . e 29
IV.NATIONAL AND INTERNATIONAL PROFESSIONAL RECOGNITION 30
A. Honorsand Awards . . . . . . . . . . e e 30

B. Invited Conference Session Chairmanships . . . . ... ... ... .. .. ... .. ... .. .. .... 30

C. Professional Registration . . . . . ... ... .. .. .. ... 30

D. Patents . . . . . . . e 30

E. Editorial and Reviewer Work for Technical Journals and Publishers . . . . . . ... ... ... ... .... 31

F. Expert Witness Services . . . . . . . . . . . ... e 33

V. OTHER CONTRIBUTIONS 34
A. Seminar Presentations (Invited Papers and Talks at Meetings and Symposia) . . . . . .. ... ... .... 34

DOCKET

_ ARM

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

B. Special Activities . . . . . . . ..

DOCKET

_ ARM

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

EDUCATIONAL BACKGROUND

Degree  Year University Field
Ph.D. 2008 Pennsylvania State University Computer Science & Engineering
State College, PA

Dissertation: Characterizing the Impact of
Ridigity on the Security of Cellular
Telecommunications Networks

Advisors: Thomas F. La Porta and Patrick

D. McDaniel

M.S. 2004 Pennsylvania State University Computer Science & Engineering
State College, PA

B.S. 2002  University of Richmond Computer Science
Richmond, VA

Minors: Biology, Business Admin

EMPLOYMENT HISTORY

Title Organization Years
Associate Professor University of Florida August 2014—Present
Associate Professor Georgia Institute of Technology March 2014-August 2014

Assistant Professor
Research Assistant

Teaching Assistant

Georgia Institute of Technology
Pennsylvania State University

Pennsylvania State University

2008—March 2014

2004-2008

2004

CURRENT FIELDS OF INTEREST

My research focuses on the security of cellular/telephony networks and mobile systems. The security of
these systems generally relies on their closed nature and trust in the honest behavior of users. However,
with the recent disintegration of these assumptions and with over than six billion subscribers around the
world, cellular and mobile systems represent the next great expansion in global critical infrastructure and,
because of their unique characteristics, require new and different approaches to security.

Recognizing this, my research focuses on three specific themes: (1) developing efficient techniques to
allow telephony providers and customers to authenticate the origin of incoming calls; (2) measuring and
improving the security of emerging mobile financial systems and (3) efficient and strong privacy-preserving
techniques for mobile devices.

This work is guided by the idea that the meeting of smart networks and smart devices, a scenario
not seen in the traditional Internet, can lead to significant improvements in the security of users and the
availability and integrity of services. I have a strong interest in solutions that can be deployed in both
the short and long terms, and am actively engaging both industry and government in this capacity. My
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research, if successful, will help to not only improve the general security of networked devices, but also
to maintain the historical reliability of telephony networks as they become the dominant digital access
technology.
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