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(57) ABSTRACT

Dynamic key cryptography validates mobile device users to
cloud services by uniquely identifying the user’s electronic
device using a very wide range of hardware, firmware, and
software minutiae, user secrets, and user biometric values
found in or collected by the device. Processes for uniquely
identifying and validating the device include: selecting a
subset of minutia from a plurality of minutia types; com-
puting a challenge from which the user device can form a
response based on the selected combination of minutia;
computing a set of pre-processed responses that covers a
range of all actual responses possible to be received from the
device if the combination of the particular device with the
device’s collected actual values of minutia is valid; receiv-
ing an actual response to the challenge from the device;
determining whether the actual response matches any of the
pre-processed responses; and providing validation, enabling
authentication, data protection, and digital signatures.

25 Claims, 11 Drawing Sheets

   
IntelligentMinnlio Selection ~II4 

V
Formulate
Choienge

 

 ~116 
1

Calculate
 
 

1
1 Process Range of Possible Changes L__

l Hx- Hardware no poss. changespr: firmware 9 poss changes
l:Sz Software 250 pass. changes
i ?a: Secret no pass changes' Fn(Key+Challenge)

 

l~xzoso

  
 

1 Receive k Unpack Challenge y‘Felch Minutia Values 12 Build Key
i=Response Fn(Key+Chaiienge)
l Return Response _/1 I F

 
  

' r Validate by matching Computer
iResponse against possible responses, l
; apply confidence score based on

  
i or were unkawn update the Minutia i—1 DB with new values 1

 
Possible Responses ~124 -

t Minutia DB
Send Challenge

ond await Response .415 70

   
 

  120

Hose , lValidate Response
tram Computer

 

 

128
1

Update
Computer Minutia

   changed1y 2050     /

|A1001f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


IA1001

US 9,559,852 B2
Page 2
 

Related U.S. Application Data

continuation of application No. 13/366,197, filed on
Feb. 3, 2012, now Pat. No. 8,817,984.

(60) Provisional application No. 61/462,474, filed on Feb.
3, 2011.

(51) Int. Cl.
H04L 9/16 (2006.01)
H04L 9/08 (2006.01)

(52) U.S. Cl.
CPC ............... H04L 9/16 (2013.01), H04L 9/3231

(2013.01); H04L 9/3247 (2013.01); H04L
63/0428 (2013.01); H04L 63/0861 (2013.01);

H04L 63/0876 (2013.01)
(58) Field of Classification Search

USPC .......................................................... 380/255

See application file for complete search history.

(56) References Cited

U.S. PATENT DOCUMENTS

7,269,160 B1* 9/2007 Friedman ........... G06Q 30/0601
370/352

7,330,871 B2 2/2008 Barber
7,333,871 B2 2/2008 Schwarm
7,373,669 B2 5/2008 Eisen
7,908,662 B2 3/2011 Richardson
7,937,467 B2 5/2011 Barber
8,213,907 B2 7/2012 Etchegoyen
8,312,157 B2 11/2012 Jakobsson et a1.
8,335,925 B2 12/2012 Taugbol
8,375,221 B1* 2/2013 Thom ..................... G06F 21/57

713/189

2006/0031676 A1* 2/2006 Vantalon ................ G06Q 10/02
713/176

2006/0104484 A1* 5/2006 Bolle ................. G06K 9/00885
382/115

2007/0124801 A1
2007/0174206 A1*

5/2007 Thomas et a1.

7/2007 Colella ................ G06Q 20/382
705/64

2007/0214151 A1
2007/0240217 A1
2007/0240218 A1
2007/0240219 A1
2007/0240220 A1
2007/0240221 A1

9/2007 Thomas et a1.
10/2007 Tuvell et a1.
10/2007 Tuvell et a1.
10/2007 Tuvell et a1.
10/2007 Tuvell et a1.
10/2007 Tuvell et a1.

2007/0240222 A1
2008/0086773 A1
2008/0086776 A1
2008/0175449 A1*

10/2007 Tuvell et a1.
4/2008 Tuvell et a1.
4/2008 Tuvell et a1.

7/2008 Fang ....................... G06F 21/32
382/124

2008/0196104 A1 8/2008 Tuvell et a1.
2008/0235515 A1* 9/2008 Yedidia .............. G06K 9/00073

713/186
2008/0244744 A1 10/2008 Thomas et a1.
2008/0267510 A1* 10/2008 Paul ................... G06K 9/00577

382/209
2009/0138975 A1 5/2009 Richardson
2009/0310779 A1* 12/2009 Lam ................... G06K 9/00093

380/46
2010/0027834 A1
2010/0229224 A1
2010/0332400 A1
2011/0007177 A1*

2/2010 Spitzig et a1.
9/2010 Etchegoyen

12/2010 Etchegoyen
1/2011 Kang ..................... H04N5/232

348/2221
2011/0082768 A1
2011/0093503 A1
2011/0113388 A1
2011/0293094 A1
2011/0296170 A1
2012/0201381 A1*

4/2011 Eisen

4/2011 Etchegoyen
5/2011 Eisen et a1.

12/2011 Os et a1.
12/2011 Chen
8/2012 Miller ....................... H04L 9/ 16

380/255
2013/0340052 A1
2014/0229386 A1

12/2013 Jakobsson
8/2014 Tervo et a1.

FOREIGN PATENT DOCUMENTS

W0 WO 2010/035202 4/2010
W0 WO 2013/138714 9/2013
W0 WO 2013/154936 10/2013

OTHER PUBLICATIONS

Juels et a1., “A Fuzzy Vault Scheme,” Designs, Codes and Cryp-
tography, Feb. 2006, pp. 237-257, vol. 38, N0. 2, Springer Science
+ Business Media, Inc., New York/USA.
Notice of Reasons for Rejection dated Sep. 6, 2016, Japanese Patent
Application No. P2014/555571.
Jakobsson et a1., “Implicit Authentication for Mobile Devices,”
H0tSec’09 Proceedings of the 4th USENIX conference on Hot
topics in security, 2009, USENIX Association, Berkeley, California/
USA. Retrieved from the Internet on Nov. 18, 2016: <URL:https://
wwwusenix.org/1egacy/event/hotsecO9/tech/fullipapers/
jakobsson.pdf>.

* cited by examiner

|A1001f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


IA1001

U.S. Patent Jan. 31, 2017 Sheet 1 of 11 US 9,559,852 B2

iOO

 
Dynamic Key

Crypto Provider
10 14

Service Provider  

 

  
 

vI

20

Service Provider App
56

 
  
 

Dynamic Key

Crypto Library 44

FIG. 1

|A1001f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


IA1001

US 9,559,852 B2Sheet 2 of 11Jan. 31, 2017U.S. Patent

 

 
sE....................-,5a2033m”258gm2%:”egg:203::“22%:2

E525;2&523E:£358
 

 

E2583/Us822,85cm0%x@J

2322

ow$338$3835m£358
m:

 
32:2052%

583:895
25220%$E250%

g$8592$255835m@28mecomN:
3

a

$3QOuEwafx:IISE2&5:gamman_NmoExImagn3%fomaman0%foEmmaONmoExIwaxgems;__<5%@9235385.652812;

 

 

m9583828:5
%

:EnommmIo?na52na:33nEE:u3:$3uE232:8:32a8536:B82%332

 

 

20:85:59222:82.”mmefiamoas22;;m3%msmommm4%?mEma.Ewmotgt.5:.<:Q}

@95505
E

33.83552Egg:

_

ems42
fl.2522g

 

 
 

2gas@332

 
 

|A1001f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


IA1001

US 9,559,852 B2Sheet 3 of 11Jan. 31, 2017U.S. Patent

\\|lllllllllllllllllllllllllllllll
\

A$2232£2,mo.__SE22:2.52:252::2%5m88L8956555BE.8222.3%:5w_
9.5;:£25838%

      

mmcogmomEfimm/mmcoqmmm
@9265#895gm23$

2ms ...............A...............W$926533?I--:--:-------..--:}-...mww§o.A525a82%32::Ex.335850¢so82528m852283qumx!.....................@23813%_._o>ammcams2988Esme@8881mA
v\IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII/

53388932ch3302:5\

Aomcgfiéigi!3:881$956$8o:65%n8 amQENZW895%.880mm82:3nNmm
m

 
Ew:393%:2525

@826525m895%.88aSEE:ur805%$30:£2,351ux:
me23:5,$0850358;Us0081$88;EA88381@358; I...............A...............3283............................oNoNLAAAEOEEEJFENitEI@8265],meansso:@3285£328

.9:agesWNO_n_822E:"Anm+£+Nm+r+x$£Iix3E.
   
 $22,32:::5:Am;3388

\\

_ImmmcofigammaA02589%atom$22:5382838083::§8%S825Acme2:255:55ActEomm.Ava82:8{Arv22E:3;sages:885
 

E8:830:352

 

Egg

\

\\

 

  
|A1001f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


