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(57) ABSTRACT

A system for building tolerance into authentication of a com-
puting device includes a means for executing, from a com-
puter-readable medium, computer-implementable steps of:
(a) receiving and storing a first digital fingerprint of the device
during a first boot of an authenticating software on the device,
the first digital fingerprint based on a first set of device com-
ponents, (b) receiving a second digital fingerprint from the
device at a subsequent time, (¢) comparing the second digital
fingerprint with a plurality of stored digital fingerprints of
known devices, (d) in response to the comparison indicating
a mismatch between the second digital fingerprint and the
plurality of stored digital fingerprints, generating a request
code comprising instructions for the device to generate a third
digital fingerprint using the first set of device components, (e)
sending the request code to the remote device, (f) receiving
the third digital fingerprint from the remote device in
response to the request code, and (g) authenticating the device
based on a comparison of the first and third digital finger-
prints.
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