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Wednesday, August 12, 2020
Via Zoom vi deoconf erence
9:41 a.m EST
* * *
(Al'l participants appearing via Zoom vi deoconference.)

MR. GOSS: (Good norning, everyone. M name is
Maxwel | Goss. As you know, | represent the patent
owner, Sucxess LLC. |'mhere with Axel Nix, who al so
represents the patent owner. | wanted to nmake a couple
of prelimnary -- brief prelimnary comments and then
"Il hand the floor over to M. N x, who will be taking
the | ead and conducting today's exam nation.

W' re conducting this deposition via Zoom [|'m
| ooking at ny screen, it |looks like there's several of
you in the sane room |Is that -- is it M. Leale, the
expert witness, he's to the left on ny screen, sitting
on the one side across fromthe other three of you?
Rai si ng your hand, that's you with the beard?

THE WTNESS: That's correct.

MR, GOSS. (kay. You're a speck on ny screen. You
guys insisted on a renote deposition; |'msurprised to
see you all sitting in the roomtogether wthout giving
us the opportunity to sit in the roomwth you

M. Leale, | can hardly see you. 1Is there a way

that you can situate yourself a little closer to the

scheduling@fortzlegal.com fortzlegal.com

Toll Free: 844, 1304940 cxhinit 2024

Dataspeed Inc. v. Sucxess LLC IPR 2020-00147

Page 5 of 141



Dataspeed vs Sucxess Job 12193
LEALE, ROBERT 08/12/2020 5

O© 0O ~N oo o A W DN

T N N R I N e N S N N N N o e
g 5 W N B O © 0 N O o A W N -, O

canera?

THE WTNESS: | nean, yeah, | nean, |'m
still -- this is the edge of the table, so I'mat the
edge of this conference table. Does that help?

MR GOSS: No. Sothisis just, fromthe viewer's
perspective, a little better than a tel ephonic
deposition because we're just |ooking at a conference
roomfull of people, we're not |ooking at you eye to eye
| i ke you can see us, so | just want to nmake a record of
that, that that's how you chose to situate in this room

Are you in front of a -- as you know, we're going
to be sharing exhibits. M. N x wll be screen-sharing
exhibits to draw your attention to certain portions of
them | will also be sending links to the exhibits.

Are you -- | can't see -- are you in front of a conputer
such that you're able to read al ong?

THE WTNESS: |'min front of a binder with ny
exhibits and ny report init.

MR HELGE: And just to put this on the record, as
well, we had confirmed with you by enmail before this and
confirmed that he could have paper copies, clean paper
copies of exhibits that are already in the record, which
s what have been printed out, so he can have copies of
these. If you share docunents, we can see the screen --

MR GOSS:. (kay.
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MR HELGE: -- we can see the screen. |t may be
easier, once we figure out where it is you're pointing
to in the exhibit, and he can then look at it on the
paper .

MR GOSS. Sure. And as | said in nmy email to you,
| have no objection and in fact it's helpful that he has
paper documents in front of him Just to make sure that
we have a clean record and are | ooking at the same
thing, 1'll also be sharing themvia Dropbox, but
fortunately, because it's -- everything -- we do have a
common exhi bit nunbering systemas reflected on the
document's, so hopefully everything will be nice and
cl ear.

Like | said, "'mhere to just kind of try to snmooth
things along. Qccasionally | mght nake comments in
that regard, but otherwise, | don't intend to be
interjecting. M. Nix will be conducting the
examnation and | would ask that -- and | don't expect
this, but | see there's three attorneys in the room
across fromM. Leale, | would expect that we're not
going to have three different attorneys objecting all at
once. WII it be M. Helge -- | hope I'm saying your
name correctly -- taking the lead in terms of making
obj ections and then conducting any direct exam nation?

MR HELGE: Yes. | think, as you're suggesting,
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there's only going to be one person on your side asking
questions and there will only be one person on our side
maki ng obj ecti ons.

MR. GOSS. Thank you, thank you. And then you guys
said off the record earlier that you wanted to correct
one aspect of M. Leale's deposition. Wy don't you go
ahead and do that on the record and then we'll junp in.

MR. HELGE: Yeah. Just for clarification, it
wasn't in a deposition, but in his Declaration, so --

MR. GOSS. Sorry, the Declaration, the Declaration,
par don me.

MR HELGE: There are two patents at issue today,
the '671 patent and the '505 patent, and there was a
separate Declaration submtted in each of those cases.
Paragraph 19 of the '671 Declaration describes the scope
of the engagement that M. Leal e undertook on behal f of
Dat aspeed, and in the '671 patent there is a
typographical error in terns of that scope of
engagenent, and the sentence is nore accurately set
forth in Paragraph 19 of the '505 case Declaration,
1103. So just so you all know, he was not retained to
provi de anal ysi s regarding what a person of ordinary
skill in the art related to packaging for
sem conduct or-based |ight-emtting devices woul d have

understood at the time of the '671 patent, it would have
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been the technology identified in Paragraph 19 of
Exhibit 1103, so to the extent that there was any
question about that, we wanted to clarify that up front.

MR. GOSS. (kay, thank you. Ckay. Well, I'll hand
the floor over to M. Nx.

ROBERT LEALE
having been first duly sworn, was exam ned and
testified as foll ows:

EXAMI NATI ON

BY MR- N X

Q Good nmorning. Just for the record, could you state your
name?

A My name is Robert Leale.

Q Leale. And do you understand that | wll be asking you
questions about the Declarations in these inter partes
proceedi ngs |1 PR2020-00116 and | PR2020- 00147, do you
understand that you nmust answer all questions
truthful ly?

A | do.

MR HELGE: Allowne to interject a nonent. |f |
instruct himnot to answer a question due to proper
bases for not answering, he won't be answering, so
just -- he's not required to answer everything.

MR N X  Ckay.

BY MR N X
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Q

|'s there any reason you mght not be able to provide
conpl ete and truthful testinony today?

None that |'m aware of.

| f you do not understand a question, please |et ne know
and | will try to rephrase it; is that okay?

That's perfect.

Now, M. Helge said he may instruct you not to answer
questions. |f he objects to sonething | said, you still
do have to answer the question; do you understand that?

MR. HELGE: That's not correct, actually. |If you
ask a question that calls for a privilege objection, |
will tell himnot to answer.

MR GOSS: M. Helge, | think there's no reason to
split hairs. As a general matter, M. Leale is required
to answer questions. Cbviously, we're not going to get
inthe mddle of it if you instruct himnot to answer,

i f we disagree with your instruction, we can take
appropriate neasures, but the hairsplitting and how he
phrased a rule that is laid out at the beginning of
every deposition is just not hel pful.

MR HELGE: Well, let me -- you're welcone to ask
hi m what ever, but he understands if | tell himnot to
answer a question because you' re asking sonet hing
privileged, he's not going to answer it. So |'m not

sure about splitting hairs, but if you nake a general
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question and it's not correct on a legal basis, I'm
going to say so.

MR N X And if you nmake an objection, but you do
not instruct himnot to answer --

BY MR N X

Q M. Leale, do you understand that those, you do have to
answer ?

A | do.
Gkay. You can have a break any tinme you need one, just
| et me know, and pl ease answer any questions that may be
pendi ng, so ask for the break after you have answered
the question; is that okay?

A That is, vyes.

(Exhi bit 1003 introduced.)

BY MR N X

Q Now, |'m sharing your Declaration, Exhibit 1003, Are
you -- do you recogni ze that as your Declaration?

A Just one second.

That appears to be it, yes.

MR GOSS. | have al so shared a Dropbox link to the
sane Declaration. Again, we all understand that you
have paper exhibits printed in front of you, but for the
sake of the record and having a conmon reference point,
there is alink in the Zoomgroup chat to that sane

exhi bit.
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Q

BY MR N X

This Exhibit 1003, your Declaration, relates to
Patent 9,871,671, also referred to as the '671 patent;

Is that correct?

A That's correct.
Q Did you wite this Declaration?
A | did.
Q Q her than what M. Hel ge said regarding Paragraph 19,
do you have to nake any corrections to your Declaration?
A | do not.
(Exhi bit 1103 introduced.)
BY MR N X
Q Exhibit 1103, do you recogni ze that as your Declaration?
A | do.
Q That Declaration relates to U S. Patent 10,027, 505,
which we also call the '"505 patent; is that correct?
A That is correct.
Q Did you wite this Declaration?
A | did.
Q Did you have to make any corrections?
A | did not.
Q So everything you said in these Declarations, with the
noted exception, is still true and correct?
A That's correct.
Q Have you been deposed before?
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A | have.

Q \WWhat case was that?

A | don't have the recollection off the top of ny head,
sorry.

Q You don't remenber in what case you have been deposed?

A | ve been deposed four tinmes.

Q Do you remenber any of the four tines you' ve been
deposed?

A | recall the parties involved, if that would help.

So what were the parties?

A One of themwas a conpany called Anp versus -- |I'm
trying to recall the other party -- Anp Anerica
versus -- | don't recall the other -- the other party.
Of the top of ny head, | don't recall their exact
names, |'d have to | ook them up.

Q Was that a patent case?

A Say that again?

Q Was that a patent-rel ated case?

A It was, yes.

Q And for which side did you testify?

A In one side, the defendant; in the other side, the
person -- the conpany actually doing the -- I'msorry,
t he non-defendant, | don't recall their -- the
petitioner.

Q So were those inter partes review proceedi ngs?
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A They were not.

Q Were they patent litigation?

A That's correct.

Q (kay. And you testified as an expert witness in those
cases?

A That's correct.

Q What were the cases about?

A They were regardi ng programmabl e el ectronic modul es for
autonotive aftermarket systemns.

Q (kay. And you're here as an expert today in vehicle
networks; is that correct?

A That's correct.

How di d you become an expert in vehicle networks?

A | started when | was young. In high school | started
connecting vehicles and conputers together in ny -- one
of my first vehicles. Fromthere, | becane an expert in
conputer networks. | worked with a school district
| ocal to nme helping themset up conputers on networks,
conputers, and then configuring the networks for years,
approximately six years of that. Later, after
graduating fromcollege, | went to IBMand worked in
conput er networks and server nanagement.

After that, | worked at a small company in Chicago
setting up conputers in -- not in vehicles, but just
conputer networks. Later, | -- | got a job at a conpany
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in Detroit called Intrepid Control Systens that
specializes in CAN bus, LIN, FlexRay, JT50, UART, and
other vehicle style networks. Fromthere | took ny
know edge that | had been working on mainly as a hobby
and became a professional trainer and engi neer working
wi th them connecting and teaching vehicle systens to
CEMs and suppliers. And |'ve been doing that since |
started working with themin early 2005.

Then after -- in 2009 | started ny own conpany that
focused on vehicle networks where we hel p and assi st
conpanies to integrate aftermarket electronic systens
into vehicles and |'ve been doing that since 2009. |
formed the -- | worked there and then now | continue to
do that job and have a small conpany that supports the
aftermarket and OEM conpanies in integrating
el ectronic -- electronic systens into vehicles.

Ckay. | think you just said you became an engi neer.
How di d you become an engi neer?

| worked -- well, again, |'ve been a conputer engineer,
a network engineer since -- | started in -- at the end
of high school working and devel opi ng network systens at
the end of high school with -- with the district, the
school district that I had worked with, not the district
that | was in, but the district that | worked with, and

then | worked with -- after | worked wwth the G sco
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systens, | engineered their networks on the school -- in
the school district, | also worked with IBM and
engineered their networks, as well. So I becanme an

engi neer well before that, but | worked in autonotive
and became an engineer there with on-the-job experience.
Do you have formal training as an engi neer?
| guess | don't understand what you nmean by "fornal."
Do you hold any university or college degree in
engi neering?
| do not.
Wiy didn't you study engineering?

MR HELGE: (njection, form
So just back in high school, | |ooked at working on
getting nmy degree in engineering, and | realized at that
point, after looking at the curriculum that | had
al ready conpleted a [ot of the prerequisites required to
get into that field, and | felt at the time that |
woul dn't have gained anything extra froma college
education in sonmething that | had been already doing for

a nunber of years.

BY MR N X

Ckay. Have you worked on vehicles with controller area
net wor ks?
| have.

Wre any of those vehicles convertibles?
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A Yes, they were.

VWi ch convertibles did you work on?

A | worked with the Pontiac G. The Saab 9-3. | think
that's it.

Q And are you famliar with the operation of the
convertible roof in those vehicles?

A Yes.

Did you reviewthe electrical wiring of the convertible
roof in those vehicles?

A Yes.

Q Did you try to hack the roof of any of those vehicles?

A Wiat do you nean by "hack"? |'msorry.

Q |f | understand correctly, you are the president of a
conpany cal |l ed CanBusHack?

A That's correct.

Q VWhat do you do when you hack -- do you hack vehicles?

A | do, yes.

Q And when you hacked vehicles, did you hack a convertible
vehi cl e?
| did not.

Ckay. In your Declaration in Paragraph 59, you refer to
a contiguous network. \What does that mean?

A A contiguous network in Paragraph 59 is a network,
typically a single wire or two wires, connecting two or
nmor e nodes.
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Q What does the term"contiguous" in that mean?

A Continuing, W thout break.

Q Woul dn"t that be continuous? You called it contiguous.

A Correct. Contiguous, contiguous W thout break.

Q Cont i guous neans w thout break?

A It means -- contiguous means connected -- the two -- in
this situation, it's referring to two nodes connected
t oget her using one or two wires, so a single channe
wi thout any break in those -- in the channel

Q What woul d a --

A (I naudi bl e).

Q \WWhat woul d a break be?

A A break would be an interruption with -- between the
signaling of those two nodes, so the voltages between
the two nodes; if voltage was put on one side of the
network, it wouldn't arrive on the other end of the
net wor k.

Q (kay. Have you ever seen soneone refer to CAN as a
conti guous network?

A |"msure | have before, yes.

Q Do you recall where?

A Probably in nmy training.

Q Do any of the references you list in Appendix A of the
Declaration refer to a contiguous network?

A | could check, if you'd Iike.
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Q

So off the top of your head, you don't renenber any one
of themreferring to a contiguous network?

Of the top of ny head. | haven't menorized every word
i nsi de of these references.

Wuld it surprise you if we found out that none of them
used the word "contiguous"?

| -- it wouldn't surprise me if it had the word or not.
Ckay. But really, in essence, you're saying the CAN bus
s continuous in that every nodule on that one bus sees
the same voltage potential, if | understand you
correctly?

The -- if one node sends a CAN frame, the other nodes
si mul taneously receive it.

And that is because they are electrically hard-wred

t oget her, correct?

That's because there is a single wire that connects all
of themtogether wthout any breaks, contiguous.

And that wire could go through one of the nodules,
correct?

That wire could -- if -- that wire needs to connect all
of themtogether so that electrically they are seeing
the same voltage variations and potentials at the sane
tine, however that happens, whether it's on one wire

or -- or two wres, if it's the case of a two-wire CAN

bus.
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Q (kay. So they do see the sane voltage?

A They woul d nonitor the voltages and see themboth at the
sane tine that -- if the voltage changed on one end, it
woul d change across all the nodes sinultaneously.

(Exhi bit 1001 introduced.)

BY MR N X

Q Let nme share Exhibit 1001, That is the '671 patent,
correct?

A Just one second. So | have -- okay. Yeah.

MR HELGE: That's 1101. Yeah.

BY MR N X:

Q Can you take a |l ook at Figure 6 of the '671 patent?

A Yes.

Q As it is illustrated, there is a BUSL input that is
connected to a BUS2 input with a direct connection.

A Understood. That's correct.

And are BUS1 and BUS2 in this case part of one CAN bus?
MR HELGE: (njection.

A These two buses would -- would both [ikely -- if this
Is -- if thiswreis direct and there's no break init,
| would call this a contiguous network, they are --
and BUS2, both of the voltages would be -- whatever
vol tage cones on BUSL woul d al so cone on that second
wire |abeled as BUS2.

BY MR N X
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Q So you do not see any break as it is illustrated in
Figure 6 between BUS1 and BUS2?

A |f those -- if that particular wire is shorted, it's
correctly placed, it likely would have the same voltage
potential on both BUSL and BUS2.

Q Do you see any break that would indicate that it is not
t he sane voltage?

A | see a potential there for a break. ['mnot sure if
that -- if the switch 606 is open or closed; it appears
to be closed, and in that situation, | would assune that
there would be voltage on both, the sane voltage on
bot h.

Q And when addi ng the second bus, that one must not have
the sane voltage; is that correct?

MR HELGE: (bject to form

A Just what do you nean by adding a second bus? Sorry.

BY MR N X:

Q The '671 patent refers to adding a second data bus, does
it?

The '671 patent does refer to that, yes.

And when adding a second data bus, does that have to be

isolated froma first data bus to be a second data bus?
MR HELGE: nject to form

A A second data bus would -- in that situation, a second
data bus may -- | nean, |'mjust |ooking. Can you
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refer -- can you point ne to the -- is that Caiml,

correct, that you're speaking of?

BY MR N X

Q Yes.

A |"mtrying to figure out what you nmean by a second data
bus.

Q |"mhighlighting in the '671 patent, Gaiml, the
limtation "adding a second data bus to the vehicle."

A And can you repeat the question, please?

The question was, is that second data bus electrically
isolated fromthe first data bus?

A In daim1, the second data bus would not have the same
el ectrical potentials sinmultaneously at -- as the first
data bus.

Q |f they do not have the same potential, does that mean
they are isolated fromone another?

MR, HELGE: Object to form

A The second data bus would -- would not be connected to
the first one; thus, not sharing any of the sane
properties as the first one, as the -- the first data
bus woul d not share the sane electrical properties, so
I f a nessage was sent on the first data bus, you woul d
not see that same message at the sane tine on --

BY MR N X

Q Are they isolated fromone another?
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MR HELGE: nject to form

A | mean, define "isolated" in that context. They're not
connected, they' re not contiguous, what do you nean?

BY MR- N X

Q In your Declaration, Paragraph 104, you say that
sonet hi ng can be achi eved by addi ng new conductors t hat
are electrically isolated fromthe existing data bus; is
that correct? And |I'mreferring to |[Exhibit 1003.

A Understood. That is correct. El ectrically isolated,
understand now. \Wen you said "isolated," you meant
electrically isolated, understood.

Q (kay. So are they electrically isolated fromone
anot her ?

MR HELGE: (bject to form

A Their electrical potential is not the sane at -- at the
sane tine, that's what |'mtrying to say.

BY MR N X:

Q Goi ng back to Caim1l, the second data bus, is it
isolated fromthe first data -- electrically isolated
fromthe first data bus?

MR HELGE: (hject to form

A The two networks do not have the sane electrical
potential, they are electrically different fromeach
other, so if voltage happens on one network, it doesn't
exi st on the other at the same tine,.
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BY MR N X

Q Do you --

A They are -- they are different wires, they don't connect
together, they're not contiguous, they're different.

Q Do you know what "electrically isolated" neans?

A | do. Electrically, the electronics, the electrica
potential is different, it's just what |'mtrying to say
several times, the same thing over and over, the --

Q | asked a yes or no question and you refused to answer
yes or no.

|s the second data bus electrically isolated from
the first data bus?

MR HELGE: |'mgoing to object to form He's been
asked this question and he's answered it multiple tines.
Just because you want a yes or no answer doesn't mean
that's the answer he's going to give.

BY MR N X:

Q You still have to answer the question.

MR HELGE: You can answer.

THE WTNESS: (kay.

A So the question is are they electrically isolated; is
that correct?

BY MR N X:

Q That is the question.

A And the answer is electrically, they are not connected,
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they are isolated in that they're in a different
physi cal space, they don't have the sane potential,
el ectrical potential, going across each other, soif a
message occurs on one, it doesn't occur on the other.
Q So yes, they are isolated fromone another?
MR HELGE: (nject to form
A Was that a question? |'msorry. |t sounded |ike a
stat enment .
BY MR N X
Q Yes, I'mtrying to understand if you just said that yes,
they are isol ated?
MR HELGE: Sane objection.
A | guess to clarify, again, the two networks are
electrically separate.
BY MR N X
Q And do you see a difference between being electrically
separate and being electrically isolated?
A Yes, | do.
Ckay, let's move on. And I'mgoing to refer to
Exhi bit 1006.
(Exhi bit 1006 introduced.)
BY MR- N X
Q Do you recognize this exhibit?
A | do, yes.
Q Figure 8 of this exhibit, what does this figure show?
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A The figure shows a CAN bus connected to a bus
transcei ver, connected to receive assenbly registers, so
a CAN controller likely, identifier bits, data bits,
connected to a CAN protocol engine, |ikely connected to
a CAN controller, some message filters/msks inside of
the CAN controller, and sone registers inside of the
m crocontroller.
Q Wien is a CAN message received?
MR HELGE: (nhject to form
A A CAN message is received by a CAN controller after the
end- of -frame sequence i s conpl eted.
BY MR N X
Q And referring to Figure 8, where is the CAN nessage once
It has been received?
A It is -- the CAN nessage is witten into the receive
assenbly register
Q So receiving a CAN nessage neans the message arrives in
the receive assenbly registers, correct?
MR HELGE: nject to form
A The nessage is received by the CAN controller, not yet
by the mcrocontroller at that point, that's correct.
BY MR- N X
Q Ckay. Coul d someone refer to receiving a CAN nessage
when it arrives in the receive register?
A Soneone could say they received a nessage -- an
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application could have received a message in the receive
regi ster, yeah

Q So in that case, not every node on the CAN bus receives
every nessage, correct?

A That is correct.
kay. |'mreferring back to your Declaration,

Exhibit 1003, In explaining the '671 patent, you used
the term"spoof"; is that correct?
| did, yes.
And just to clarify, I'mreferring to [Exhibit 1003,
which is the one relating to the '671 patent.

\Wiat does it nean to spoof a CAN nessage?

A Spoofing a CAN nessage is to send a message with the
sane identifier as another message that controls a
particular function that you're interested in
control l'ing.

BY MR N X:

Q (kay. Does that, in effect, mean that message pretends
to originate froma different nodul e?

A | don't -- | don't believe that is -- it does not
pretend to originate fromit; it sinply is sending an
identifier used to control a particular system

Q Did you say it uses the identifier fromanother nodul e?

A It uses an identifier that originates from another

module. O may originate, may originate from another
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nodul e.

Q So by using the identifier fromanother modul e, does it

pretend to be that other nmodul e?
MR HELGE: nject to form

A | think the message identifier is -- is useful to the
receiving modules. | don't know how nuch or if at all
| don't believe at all, the receiving nodul es use that
identifier to identify where the nessage is comng from

BY MR N X

Q Ckay. But if you explain to soneone how to spoof a
message, you would explain it as send a message and use
the identifier fromanother nmodule, correct?

A In ny classes that | have been teaching for the past
ei ght years, when |'mtal king about spoofing a nodul e,
|"mtal king about sending a message that exists
currently on the bus; | typically don't worry about
where that message is originating from what node or
what nodule, rather, that I'mnore interested in the
functions that that particular message is capable of
per form ng.

Q Ckay. And going back to the Appendix A and the
materials you considered, which one of these discusses
spoofing?

A | believe Minoz.

Q Ckay. Any ot her docunent on that |ist?
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A | believe Dietz.
Dietz. Any other document?

A | believe SAE maybe, |'d have to look at it again, but |
believe that one has sonme context that would relate to
spoof i ng.

Q (kay. Any ot her docunent?

A It's possible that some of the others do, but |
don't -- | don't know off the top of ny head.
Q | f someone cones to you and says -- asks you about

spoofing, which of these docunents woul d you reconmend
to read to understand spoofing?
MR HELGE: (nject to form

A | think that those docunents aren't -- aren't used to be
a -- be for ne to teach like somebody who's young and
just learning, there's a lot that they need to
understand before | could get to that. | would probably
recommend taking one of my courses instead.

BY MR N X

Q So you teach spoofing in your classes?

A That's correct.

Q And if a young engineer came fresh out of college and
needs to | earn about spoofing, you would say they should
attend one of your classes rather than read any of the
documents on Appendi x A?

A Wl |, some of those documents are patents, of which I'd
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have to -- as a learning material to a new student, |
don't see their use. The SAE paper maybe | would
recommend because | think technical papers are good, but
|"mtrying to give themas nmuch context as | could in a
class before they delve deep into an SAE technical
paper .

Dietz is great for an installation of a nodule if
they wanted to understand -- and |'ve referenced Dietz
in a class to show them how this controller can take
messages, you know, take a measured input message, send
an out put nmessage, you know, we're cutting the -- we're
cutting the wire so they can see how data conmes in and

how data flows out, they can understand really well how

the -- the park systemworks and why -- how systems |ike

can stop, like you have this navigation --

Q Ckay, let's -- we'll get to them--
A -- (inaudible) I'"mstill answering --
Q -- in detail inalittle bit --

A -- the question, do you mnd?

MR. HELGE: Hang on a second. Axel, when he's
answering a question, it's not your right to interrupt
him you' ve got to let the witness -- he's not going to
interrupt you when you ask a question and it's not your
right to interrupt himwhen he's answering.

A So we have the nodul e that can take data froma vehicle
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system we open up the network, and then spoof, really
spoof the parking systemso that it makes -- | can show
t hem exactly what spoofing is, they can see that the
screen was bl ocked out because the vehicle wasn't in
park and how al | of a sudden you're driving down the
road and now when you flip a swtch and you can see the
vehicle system so Dietz really gives us a real good
under standi ng of how spoofing mght work and its
practical effect fromjust sinply installing a nodule.
And then we mght connect to both CAN buses, the CAN A
and CAN B, and see how they're electrically different in
t hat system because one on one side, we have the
messages showi ng that the car isn't in park, and on the
other side we have a message showing it is in park, and
you can kind of see how the navigation systemallows us
to still watch video as you're driving down the road,
and | think Dietz would actually be a really good
exanpl e of how we do spoofing.

BY MR N X

Q Let's go to Munoz. You did say Minoz al so discl oses
spoofing, correct?

A That's correct.
Were does he nention this?

A Minoz describes spoofing in Figure -- | believe

it's Figure 1, and | believe in other parts of the -- of
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the -- of the patent itself, but in Figure 1 Minoz
describes in 110 original electronics and actuators to
operate a factory-installed sunroof or folding roof, so
that's their receiving nodule that's being -- been cut.
In 115, the original data connection will be termnated
so all conmunication has to go through the roof control
modul e, and in 100 he mentions the roof control nodul e
I's connected between the internal sensors, swtches and
el ectronics in the automobile or truck. It is removing
or altering data exchanged between integrated and cl osed
systems to all ow additional operations normally not
avail able to operate an automatic folding -- just one
second, I'll find the other spots.

MR HELGE: And just so you know, you may want to
speak a little slower so that --

THE WTNESS: Oh, sorry about that, she's got to
wite all that down, | apologize, | was just reading it
out.

A Sorry, ny eyes are very dry right now, it's difficult to

read, |'msorry.

Okay. Sorry for that. | had |ost where it was.
have a section, Colum 6, Paragraph 49 through,
bel i eve, 65.

BY MR N X

Q You said 49 through 65?
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A Yeah.
(kay. Let's go -- anywhere el se?
A Al'so in ny report | point out that Negley has sone
references, as well.
Q (kay, but we were tal king about Minoz. You said
Figure 1 and Colum 6, 49 to 65. The question was does
Minoz anywhere el se di scuss spoofing?
A Figure 1 and that section and --.

Currently | don't see any other spots, but again,
|"mjust re-reading it with ny eyes a little bit on the
dry side, | apologize. | think that's it.

Q (kay. Then let's discuss Figure 1. \Were in
Figure 1 --

THE WTNESS: Do you mind -- |'ve got some
eyedrops. Do you mnd if we -- | can put ny eyedrops
in.

MR N X O course.

MR HELGE: Do you want to take a five-mnute
break?

MR. GOSS: Yeah.

MR N X That's fine.

MR. HELGE: Of the record, thank you.

(Wiereupon a break was taken

from10:44 to 10:57 a.m)

BY MR N X
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Q W were going to talk about Munoz Figure 1, you said it
shows spoofing. Where exactly does he show that?

A Minoz describes in 100 altering data exchanged.

Ckay.

A And in altering the data, he's spoofing the identifiers
of existing nessages that are comng from 105 to 110.

Q So the word "altering data" is what discloses spoofing,
correct?

A The CAN bus has a frame, the frane has an identifier and
data. The identifier is not being altered, however, the
data is, so he is altering the data, thus maintaining
the identifier, thus, spoofing.

Q And where does he say naintaining the identifier?

A He says he is operating the automatic roof and/or
sunroof, operating the automatic folding roof. In order
to operate these, he must maintain the identifier, as
it's expected by 110 to be the sanme identifier.

Q So does he use the word "identifier" anywhere on
Figure 1?

A | believe Figure 1 has no -- the word "identifier" is
not there; however, the concept of CAN frames indicate
that there nust be identifiers.

Q So you are concluding that there must be spoofing, but
does he show it?

MR HELGE: nject to form
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A He mentions that he has nodified data. There are two
parts of the CAN frame, identifier and data, and in
order to continue the operations, he nust naintain the
identifier. | think anybody who has an understanding of
CAN bus woul d understand that.

BY MR N X

Q So if soneone comes -- if a young engineer comes and you
said you are teaching spoofing, you could give them
Figure 1 of Minoz and they woul d understand what
spoofing neans?

MR HELGE: nject to form

A | think that if someone understands CAN bus, they

woul d read this and say altering data neans -- well, if

they used the word "spoofing," that's one thing, they
woul d use the word that cane into their head, it
woul d -- potentially "spoofing" they would say. By
altering the data, | wouldn't be necessarily altering
the identifier, as 110 woul d be expecting that
identifier and woul d understand that the roof control
modul e 100 is spoofing the original identifier com ng
from 105, yes.

BY MR N X

Q And could "altering data" refer to anything el se?

A | don't believe so, no.

Q And "al tering" neans changing, correct?
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A Al tering neans nodifying, changing, naking it not the
same as it was before.

Q So in your understanding, there is conmunication from
105 to 110, and that is being altered or changed,
correct?

A That's correct.

Q And that is being done by changing some data, but
| eaving an identifier intact?

A That is correct.

And that, you understand, is inherent fromthe words
"altering data"?
MR HELGE: bject to form

A | believe that the CAN bus has just two portions, the
identifier and the data portion, very specifically
tal king about altering the data; however, anybody who
has used CAN bus understands that changing the
identifier is in fact not effective for maintaining
functionality, so not changing that identifier is
inportant. So he doesn't nention that because it's not
necessary in that situation.

BY MR N X

Q Let's go to Colum 6, lines 49 to 65. Does he describe
spoofing in there in nore detail?

A He describes sending factory signals such as the roof
close -- the close roof signal and the roof -- and
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talking to the roof close mechanism so he describes
spoofing the factory nmessage.

Could you identify the |ine, please?

Sorry. That is 52 and 53.

So Colum 6, lines 52 to 53 refers to sends a cl ose roof

signal to the roof control mechanismfor 26 seconds.
How do you send a CAN nmessage for 26 seconds?
You send the sane CAN nessage for 26 seconds over and
over again.
And what do you do after the 26 seconds?
You stop sending that nessage or send the origina
message. The unaltered nessage.
And the roof signal is an altered nmessage. Howis it
al tered?
In this instance, | believe it's altered by indicating
that the button is being pressed when in fact it isn't
for the roof close button
(kay. Let nme ask some general questions about Minoz.
Do you think it's a well-witten docunent?
MR HELGE: (bject to form

| believe that -- | don't have an opinion on whether
it's well witten or not, | don't, | don't know what
t hat means.

BY MR N X

Did you understand everything he says?
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MR HELGE: nject to form

A | didn't have a test, if that's what you're asking,
afterward, of the patent.

BY MR- N X

Q Do you feel that you have a good understandi ng of what
Minoz discloses in his patent?

A | do, yes.
And you understand everything he wote?

A | speak English and, thus, | believe that | can
understand the words inside the docunent, yes.

Q But do you understand the content of the document?

A | work in the autonotive field and aftermarket
el ectroni cs and understand vehicle network systens, so |
understand it fromthat perspective, as well.

Q So is that a yes, you understand Minoz?

A | understand the patent |anguage and terns, yes.

Q |'s there anything in Minoz that you do not understand?
A There is a hyperlink in Colum A lines 27 -- or 28 and
29 that | have not visited, so | don't know what's

t here.
In Colum 2, lines 24 and 25, there's a conpany
called Wlhelnmy IT, Incorporated; |"mnot famliar with
t hat conpany.
Simlarly, there's a patent referenced in Colum 2,
| ine 35 according to More; | don't believe |'ve viewed
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t hat patent.

O herwise, | believe | understand the words and
phrases in the docunent.

Ckay. And now that you have had the break and hopeful |y
have the eyes back --
Thank you for that.

- working, anything that conmes to mnd where el se Minoz
di scl oses spoofing that you may not have been -- seen
bef ore?

Let me just check.

So Colum 2:65 through Colum 3:3 has a paragraph
that relates to the concept of using the CAN bus to
operate factory vehicle controls.

And that, you're saying, discloses spoofing?
Just one second.

This references addi ng conveni ence functions using
the CAN bus and activating factory functions, which
woul d |ikely be done via spoofing.

You say would |ikely be done. Does that nean it can
only be done through spoofing?
It would require -- it would require it to be -- to use
the same identifier if he wants to use the factory
function, so, thus, it would need to be done via
spoofing, correct.
And does Minoz say that?
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A Does he say what | just -- what | just said?

Q That it can only be done by spoofing, yes.

A He does not.

Q So he does not disclose spoofing in that paragraph that
you nentioned, Colum 2:65 to 3:3?

A Sorry, is that a question?

Q |“masking, did he identify -- or did he refer to
spoofing in that portion that you cited in Colum 2,
line 65, to Colum 3, line 3?

A That is -- that is what I'mtrying to say, yes. A
person with ordinary skill in the art woul d understand
sending factory commands woul d require spoofing.

Q (kay. But he doesn't say that; that's what you are
saying, correct?

A | think the original question was does he disclose
spoofing, and ny response was in this section he talks
about sending a factory conmand to -- over the CAN bus,
whi ch woul d require spoofing, that's what |'m saying.

Q (kay. Let nme refer to Colum 6, lines 22 to 25. How
does Munoz define CAN bus?

MR HELGE: bject to form

A Line 22, Minoz references CAN bus and he says it refers
to any of the various serial bus standards and | ocal
networks for connecting to ECUs.

BY MR N X
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Q And that includes LIN bus?

A It is not limted to just CAN bus, it also includes
LIN bus or FlexRay or other autonobile -- autonotive
net wor ks.

Q So FlexRay is a CAN bus?

MR HELCE: (Cbject to form

A Munoz believes that FlexRay is a CAN bus.

BY MR N X

Q Do you believe that FlexRay is a CAN bus?

A | believe FlexRay is a serial data network.

Q Do you believe FlexRay is a CAN bus?

MR HELCE: (bject to form

A | believe FlexRay is FlexRay.

BY MR N X

Q I's Fl exRay a CAN bus?

MR HELGE: nject to form

A | believe that if you connected a CAN bus adapter to
Fl exRay, you could not interact with it.

BY MR N X

Q So is FlexRay a CAN bus?

MR HELGE: (Cbject to form

A | believe FlexRay is FlexRay.

BY MR N X

Q | think it's a yes or no question. |s FlexRay a CAN
bus?
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A | think |'ve answered that question
Q | did not hear a yes or a no.
A Under st ood.
Q So is FlexRay a CAN bus?
MR. HELGE: (Object to form he's asked -- it's been
asked and answered, the question, nultiple tines.
Again, Axel, just because you want a yes or no answer
doesn't mean that's what the answer is going to be that
he's going to give.
MR NX I|'mentitled to truthful testinmony and
|"masking a yes or no question,
BY MR N X
Q |s FlexRay a CAN bus, yes or no?
MR, HELGE: nject to form
A A Fl exRay network without data could be used as a CAN
bus.
BY MR N X:
Q So you're saying FlexRay is a CAN bus?
MR. HELGE: Object to form
A | am saying FlexRay is Fl exRay.
BY MR N X
Q Wiy is it so hard to answer the question with a yes or
no whether FlexRay is a CAN bus?
MR. HELGE: Hang on a second, Axel, we're not going
to have this kind of discussion. He's given you an
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answer. \Wat you just asked was an argunentative
statement designed to -- you know, naybe you're
frustrated or whatever, but it's an argunentative
statenment designed to get himto answer a question the
way you want the answer to read. He's given you an
answer. | just want you to know what you just asked is
not a proper question in this deposition.

MR N X Then | may have --

MR GOSS. Wayne, your objection is noted. Are you
instructing himnot to answer the question?
| believe | have answered the question.

MR GOSS. Wayne, are you instructing himnot to
answer Axel's last question or are you sinply noting an
objection for the record?

MR. HELGE: | think you have an answer. |f you
| ook at the record, | think Axel has got his answer
multiple tines, he just wants it in a yes or no fornmat.
|"msaying |'mobjecting to the formand what Axel just

said was why can't you answer it the way | want you to

answer it; that's not a proper question. I'm--

MR GOSS: So your --

MR. HELGE: -- (inaudible) M. Leale to answer that
questi on.

MR GOSS. Your objection is noted, but | have not

heard any instruction not to answer.
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MR HELGE: Correct.

A | believe | have answered the question.

BY MR N X

Q | did not hear a yes or no answer. |s FlexRay a CAN
bus, yes or no?

MR HELGE: (nject to form

A | believe FlexRay is FlexRay, it is FlexRay.

BY MR N X

Q s LIN a CAN bus?

A | believe LINis LIN If you hooked up a CAN bus t ool
to LIN, you woul d not see any nessages.

Q Does Munoz define CAN bus other than you do?

A | believe Minoz defines CAN bus in this reference and
he's referring to serial data networks as a concept and
wants us to think of CAN buses as serial data networks.

Q So when you in your Declaration used the term"CAN bus,"
does that equally apply to Fl exRay and LI N?

A Can you give me an exanpl e?

Take paragraph 76 where you use the term"CAN based
networks." \Wen you wote "CAN based networks," did you
mean Fl exRay?

MR HELGE: nject to form

A In 76 when | say "CAN based networks," I'mreferring to
net wor ks based on the CAN protocol, but not necessarily
limted. As we're speaking here, gateways, and gateways
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Is a network topol ogy concept, and so | was sinply
referencing gateways as they pertain to CAN bus, but it
coul d be any type of network, not just serial data
networks, thus is CAN bus.

BY MR N X

Q So when you wote "CAN bus," you al so thought of it
bei ng Fl exRay, correct?

MR HELGE: bject to form

A Wien | wote of "CAN bus" here, | thought of it being
CAN bus.

BY MR N X

Q (kay. Did you point out anywhere that Minoz
under standi ng of a CAN bus includes FlexRay or LIN?

A Are you tal king about anything in particular that you
want nme to | ook at or do you want ne to tal k about the
entire docunent?

Q No, | asked whether you pointed that out in your
Decl arati on?

A Poi nted what out? |'msorry, can you repeat that?

Q That Munoz understands a CAN bus to include Fl exRay?

A | don't believe | did.

Q So when you read Minoz and you read the term"CAN bus,"
did you always check whether it could include Fl exRay?

MR HELGE: Object to form

A |"msorry, you cut out there, could you pl ease repeat?
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BY MR N X

Q Wien you read the term"CAN bus" in Minoz, did you
consider that that includes FlexRay?

MR HELGE: nject, form

A At the time, | don't recall right now what | -- if |
considered that or not.

BY MR N X

Q (kay. Let nme share a new exhibit, 2026.

(Exhi bit 2026 introduced.)

A Sorry, | have to get closer.

MR GOSS: | just shared a link too. | don't know
where you're situated in relation to your conputer, but
It's shown on the screen, but | also sent a |ink.

THE WTNESS: This is probably the best, this is
the best view

MR GOSS. (Kay.

BY MR N X:

Q In that annotated Figure 1 of Minoz, trying to sunmarize
what | believe you're saying in your Declaration, and |
woul d Iike to walk with you through that, whether |'ve
got your understanding correct.

The original Figure 1 of Minoz does not show what
s inside the original dashboard 105, correct?

A That is correct.

Q And you're saying it includes a mcroprocessor and a
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transceiver, correct?
Can you please reference what you're -- what you're
tal ki ng about when you say | say?
I's it your understanding that the original dashboard 105
must include a mcroprocessor and a transceiver?
| believe that is correct.
And you're saying that the |ine between the original
dashboard 105 and the roof control module 100 is a first
data bus, A is that correct?
| believe that is correct, yeah
And the line between the roof control module 100 and the
sunroof electronics 110 is a second data bus?
That is correct.
The original Figure 1 of Minoz does not show what is
i nside the roof control module 100, correct?
That is correct.
And | understand you to say it includes a
m croprocessor ?
That is correct.
And | understood you to say that the first Bus A and the
second Bus B are different or electrically isolated?
They are separate networks, correct.
And is it fair to showthat in the formof two different
transceivers as illustrated in this exhibit?

MR HELGE: nject to form
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A | believe that there are two separate CAN controllers,
as well, inside of the mcroprocessor.

BY MR N X

Q Ckay. So it's fair to say there are two different
transceivers there, even two different CAN controllers,
I n your understandi ng?

A Upon first review, there is likely two CAN controllers
and two trans -- two individual transceivers connected,
as there woul d have to be because of two data buses,
correct.

Q And the processor in the roof control nodule 100
transmts all messages fromBus Ato Bus B, correct?

MR HELGE: nject to form

A |"mnot sure that it transmts all messages, but it --
don't knowif it transmts all messages.

BY MR- N X

Q W'll get back to that. But it would trans -- but it
does inplenment a gateway, correct?

A The roof control nodule is capable and does take data
fromBus A and transmt -- retransmt simlar
identifiers on to Bus B

Q Simlar identifiers?

A O identical identifiers, | apologize.

Q And in --

A | apol ogi ze.
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Q - the opposite direction fromBus B to Bus A?
A Yes, it also transmts the status infornmation and ot her
information fromthe roof control back to Bus A yeah.
MR, HELGE: Just make sure you --
THE WTNESS: Oh, | apol ogi ze, yeah, | thought he
had fini shed.
MR HELGE: Me too, but I'mseeing --
THE WTNESS: Fair enough
MR HELGE: Don't talk over ne and don't talk over
hi m because - -
THE WTNESS: | didn'"t think | was, | apol ogi ze.
MR. HELGE: Thanks.
BY MR N X
Q | understand you to say that there is a first nessage,
which is a roof open or close nessage, on the first data
bus, correct?
A Do you have a reference?
Q | don't right now Is it your understanding that the
modul e 105 sends a roof open message to the nodule 1007
A It sends it on to the vehicle network, of which the roof
controller is also on that sane network, but | wouldn't
say it sends it toit, no, | would say that it is
received by the roof control nodule.
Q (kay. So 105 sends the roof open nessage and 100
receives it, correct?
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A That's correct.

Q And that also includes vehicle speeds, correct?

A That is also correct.

Q Ckay. And then there's a second message which is a roof
open or close nessage sent fromthe roof control
modul e 100 to the original sunroof electronics 110,
correct?

A The roof control nodule resends and retransmts that
original nessage on to Bus B, that is correct.

Q And that is then referred to as the second message in
your Declaration, correct?

A | believe that's correct, yes.
And that includes nodified data as to vehicle speeds,
correct?

A It can, yes, yes, | believe so.
Looki ng at |[Exhibit 2026, do you see anything that is
incorrectly summarizing your Declaration?

MR HELGE: (nject to form

A |"mnot sure that this is -- | -- thisis the first time
|'ve seen this, so | -- I'd have to take sone tine to
| ook at it and verify it before I could make a statenent
|i ke that.

BY MR N X:

Q | understand. And please take the time, | understand
you're seeing it for the first tinme. Looking at it now,

scheduling@fortzlegal.com fortzlegal.com Toll Free: 84&3@&4&6@&“ bit 2024

Dataspeed Inc. v. Sucxess LLC IPR 2020-00147

Page 50 of 141



© 00O N o o B~ wWw NP

T N N I e T S S N N N T i
O N W N P O © 0 N o 0o NN W N Pk o

Dataspeed vs Sucxess
LEALE, ROBERT 08/12/2020

Job 12193

50

do you see anything that you can identify as being

W ong?

Upon first review, | don't see anything currently, no.

| didn't discuss yet the factory cabriolet top

open/ cl ose buttons. Those are not shown in origina

Minoz Figure 1, correct?

That is correct.

And is it your understanding that this button is wred

to the original dashboard 105?

| believe so, yes.

Ckay. The switch 120, was that originally in the

vehicle or has it been added during the retrofit?

| believe it was added during the retrofit.

\What pur pose does this switch 120 serve?

Wien the switch is closed, it reconnects the first data

bus to the second data bus.

And when woul d that swtch be closed?

Wien the user chooses to disable the -- the figure 100

roof control nodule.

So the swtch 120 is operated by the user?

| believe so, yes.

And it has been added to the vehicle as part of the

retrofit?

That is correct.

In Colum 3, lines 35 to 37, doesn't Munoz say that his
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device relies on existing controls wthout the need for

new buttons, knobs or switches to be added to the

vehi cl e?

A He does, yes.

So his device doesn't rely on it, but the switch 120
that is shown in Figure 1 has been added as part of the
retrofit?

A That is correct.

Q Does that seeminconsistent?

A It does not.

Q Wiy not ?

A So in the aftermarket -- in the aftermarket space,
activating features, this is activating the feature that
you' re adding, in his case, opening or closing the roof
control nodule, often there would be a switch or a
button or a key fob that mght be added that woul d have
extra cost specifically to activate the function that
you were intending to install in the afternmarket system
and those switches would Iikely, as he states,
be ergo -- essentially mess with the ergonomcs, | don't
recal | the exact verbiage, | can look it up, but he uses
the word "ergonomcs" in the vehicle, essentially
inplying that it doesn't flowwell with the feel and
interfacing, the user's interface wth the vehicle.
Those are switches that you would use to activate the
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features, that you would use all of the tine, buttons,
knobs, switches in that sense.

The switch 120 isn't that type of switch, it would
be used very seldomy, |ikely hidden away close to
the -- close to the actual nodule that you' ve installed
and woul d only be useful for disabling the entire
function of the device. | don't believe when he's
referring to swtches in this context he's referring to
that switch, switch 120, that's why he added it to the
diagraml. O Figure 1, sorry.
But it's a-- it's still a user-controlled swtch that
disables this functionality?
That is correct.
And how does it disable the module 100 if | -- if |
connect the two buses together?

MR HELGE: nject to form
The functionality here would al so be to disable
the -- not just the -- or to reconnect A and B, but
si mul taneously, the switch would |ikely disable
potentially power. |'d have to check Munoz, but he --
think he speaks of it here. | can check, just one
second.

This mght be faster if | can search
el ectronically.

MR. GOSS: That's okay.
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MR NX | don't knowif we can. Let's try it.

MR GOSS. | don't know what your capabilities are
on your end, but | wouldn't have any objection to doing
it if it helps you find what you're | ooking for

THE WTNESS: Ckay. Just say the word "disable.”
It's not there. Mybe search again. Ckay.

MR GOSS: Cuys, we'll do searching within the
document on this one to find the word "disable." |
don't know if this is going to come up again in the
course of the deposition, so naybe it doesn't matter,
but -- we don't have any objection to you doing searches
on your end, but | don't knowif that's sonething, you
know, after we get through this line of inquiry, if
that's sonmething we should be doing on our end.

Do you have -- | can't see. Do you have a conputer
in front of you or are you just |looking at it up on
a --

THE WTNESS: Just on paper

MR GOSS. You just have the paper, okay.

Currently | don't have the |anguage inside -- | don't
know where the | anguage inside of that reference is, the
switch as disabling, right now, but fromny
recol l ection, | renenmber the switch essentially -- and
it only has the one reference right there and that's the

section you have highlighted right now, Colum 6.
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However, you know, sonebody who has installed this
device woul d have -- if they would have installed that
switch in order to resume the control, they could easily
renmove the device to disable it, as well, renove and

close that switch, that woul d probably be the easiest

sol uti on.
BY MR N X
Q So --
A It's a retrofit device which can easily be -- just |ike

it was added, it can easily be renoved if you wanted to
disable the functionality.

Q And that is done by -- so disabling this roof control
modul e is done by removing it and closing the switch; am
| understanding that correct?

A | think, you know, just fromlooking at this diagram we
understand that this is an aftermarket device, right, we
understand this is a retrofit, and we've cut the wire A
and B, so since we've cut that wire and added that
second CAN bus, second CAN bus B, we would have this
switch here in order to close that connection so that A
and B are now one bus again, and we woul d renove the
roof control nodule in that situation. Because if this
was a disable, we wanted to disable it, either we woul d
renmove power to the roof control nodule or renmove it

entirely in order to resunme functionality.

scheduling@fortzlegal.com fortzlegal.com Toll Free: 84&3@&4&6@&“ bit 2004
Dataspeed Inc. v. Sucxess LLC IPR 2020-00147

Page 55 of 141



O© 0O ~N oo o A W DN

N N N N T N e e Y o i
g 5 W N B O © 0 N O o A W N -, O

Dataspeed vs Sucxess Job 12193

LEALE, ROBERT 08/12/2020

55

| guess that switch just is there to let the user
know that they'll have to reconnect the A and B again if
they want to resune the overall operation, just sort of
indicating, in a way indicating that these are two
separate buses, they are -- they are separately
el ectrically disconnected, they have been -- there is no
physi cal connection anynore between them so we need to
switch -- inits open state, we would operate normally,
and when we're closed, we woul d essentially reconnect
t he buses together again.

Q Have you installed retrofit devices before?

A Yes.

Have you ever installed a switch between two CAN buses
li ke that?

A Not to my know edge, no.

Ckay. The bus between 105 and 110 that has been
separated, is that a dedicated bus between just those
two nodul es?

A Fromthe diagram this diagramindicates that there's
only two nodes on this bus; however, in reality, there
are likely nore.

Q And these other nodules, could those be what he refers
toin-- was it 120, an engine control unit,
transm ssion control unit, telephone control unit,

man/ machi ne i nterface, door control unit, seat control
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unit, they mght also be connected to this bus, correct?
They may be, yes.

So we wouldn't -- you wouldn't expect this to be a

dedi cated bus, but, rather, one that has other nodul es
connected to it?

That is correct.

(kay. \here are these other nodul es, on Bus A or on

Bus B?

Li kely on Bus A

Ckay. Does Munoz say that?

| don't believe he does.

Wiat makes you say they're likely on Bus A?

Having perforned installation of aftermarket devices, |
would try to put the roof control nmodule as close to the
device that | wanted to control as possible so it could
not affect conmmunication on the rest of the bus, since
|"mcutting it, so | would likely put it closer just
fromexperience. But really, you can install it
wherever you'd like, but it's just easier.

(kay. Let's talk about the first nessage. W said that
s a roof open message that is transmtted fromthe

ori ginal dashboard 105, correct?

That's correct.

Wiere does Munoz discl ose that message?

Can you repeat the question?
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Q

Q

O > O

Wiere does Munoz disclose the first nessage?
Figure 3, 314.
Sir, you're saying in bus 314 of Figure 3 where it says

"Send open roof message,” that is a message that is

being sent out fromthe device 105?

|'msorry, no, that's not correct.

So that figure does not show the first nessage, correct?
MR HELGE: (bject to form

That shows -- this particular -- 314 and 312 show the

roof message or the existence of the roof message, and

sonebody under standi ng vehicle systems woul d understand

that that nessage, they didn't -- they didn't create

that message, it was sonething that was al ready there,

so it inplies that that message exists on the vehicle

network originally, so without -- without the retrofit,

that nessage is still there, so yes, it does show the

exi stence of that message, yes.

BY MR N X

Does that 314 where it says send nessage, to which
modul e does the term"send" refer, to 105 or to 100?
To 100. O from 100 to 110.

So that is what you refer to as the second message?
That is correct.

That is what's shown in 314.

My question is where's the first nessage shown in
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Minoz?

MR HELGE: (bject to form

A The first nessage exists because the second message
exi sts, they have the -- the nessage is from-- it is an
original factory nessage, so it is comng from 105, as
well, it originates from 105.

BY MR N X

Q So does Munoz anywhere specifically say there is a first
message comng from 105?

A | don't Dbelieve he specifically said that.

Q And you are deducting the existence of the first nmessage
because he shows a second nmessage --

MR HELGE: nhject to --
BY MR N X
Q - right?
MR HELGE: nject to form

A | "' msaying that this nessage exists because anyone with
an understanding of vehicle network systens woul d know
that a nessage that's being sent to the roof controller,
from100 to 110, woul d understand that if this message
s being sent, it nust be programmed by one -- into 110
to be receiving it; thus, it's a factory message, thus,
it is comng fromthe other side of the bus, it is not
originating from-- from-- it doesn't originate or it
was not created by the aftermarket system it was
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created by the factory system so the factory system in

this case 105, would be the originator of that message.

BY MR N X

Q And what woul d cause 105 to send that first nessage?

A The progranmmng internal to that controller would cause
it.

Q How woul d the programm ng cause that?

A The application running on 105 would send this nessage.
Wul d the factory cabriolet top open/close buttons have
anything to do with that?

A | don't believe so, no.

(kay. So wal k nme through opening the roof.

A The buttons, their state woul d be broadcast on a
message, the roof open/close message.

Q SO --

A (I naudi bl e).

Q Sorry.

A Their state woul d be broadcast, the state of the button,
whet her it's open or closed woul d be broadcast on a CAN
frame with a particular identifier, we'll call that
first message, and then the roof control nodule woul d,
if it wanted to alter that data, would then on the same
identifier an altered state of the button to 110.

Q But you said the factory cabriolet top open and cl ose
buttons woul d not be involved in sending the first
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message?
A | guess when you say "involved," their states are
encoded into the data, but the -- thereisn't a
particular state that would stop or start the
transm ssion of the data
Q So you're -- are you saying the first nessage is a
periodi c nessage?
A It is a periodic nessage.
Q Wiere does Munoz say that?
A He does not.
Q How do you know that it's a periodic message?
A Minoz uses a two-network system two networks, he has
the first bus and a second bus, and he does that because
the bus, so as to alter the data, and if that message
was not periodic, then he need only connect to the bus
to send the information, he would not need to open the
net wor k.
Q But again, he does not say it's a periodic nessage,
correct?
He does not say that, that's correct.
And you are deducting that it is because you are saying
he separated the bus, and that to you indicates it nust
have been a periodic nessage?
A No, he's saying he separated the bus by saying that he
Is termnating the network into the roof control nodul e
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and he's also added switch 120 in there to reconnect the
bus, so | believe he's saying that.

But the first nessage contains the status of the factory
top open/close buttons, correct?

It does, yes.

How do you know that the factory cabriolet top
open/ cl ose buttons are connected to the nmodul e 105?

| do not.

But if you don't know where that button is connected, it
coul d be connected to the nodul e 110, correct?

|f that were the case, then he could have used the CAN
bus to alter the data.

So if the button, the factory cabriolet top open/close
button was connected to nodul e 110, there wouldn't be
this first message, correct?

|f the factory buttons weren't connected, then the
functionality of the roof control nodule wouldn't be
avai | abl e and Minoz's -- the application wouldn't be
useful to -- there would -- there would be no
functionality of the particular nodule. The factory
buttons must be connected to a CAN bus nodul e and t hat
CAN bus modul e must be transmtting the message over the
CAN bus in order for the roof control, the factory roof
control 110 to receive it, and because the buttons are

| ocated further away fromthe actual roof control
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typically roof control nodules are in the rear by the
roof notors, so -- and the buttons in this case are at
the dash, which he talks about in his -- in the patent,
that the roof control buttons are at the dash
controller, or the cluster, | believe, | don't recal
whi ch one, but are |ocated closer to the driver to
operate the button and connects to the CAN bus, it's the
case that these buttons are being sent -- the status of
the buttons are being sent over the CAN bus to 110 from
105.
So if the factory cabriolet top open/close button was
connected to 110, you would expect Minoz not to work,
correct?
|f the factory buttons were connected, Minoz woul d not
have a functional -- would not be able to function,
that's correct.
And that is because the only way to open the roof is
with a normal node CAN nessage, correct?

MR HELGE: nject to form
| don't -- I'mnot aware of the particulars of this
particular vehicle that he's referencing, but the way in
which aftermarket and el ectronic systens alter data, the
way he calls it, he's altering data exchanged between
integrated and cl osed systens, indicates that he is

modi fying the roof control message or altering that
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data, so in this situation, it's clear that those
buttons are connected directly -- and he al so indicates
that they' re connected to the original dashboard of the
electronics, so in this situation, it's obvious to ne
that those buttons are directly connected to the 105,

and since they're directly connected, he is using the

first message to open and close -- open or close nessage

for the status of those buttons in order to nodify that
to 110.

BY MR N X

Q

But just to clarify, he does not say that it's
connected, that is your deduction, that the cabriol et
top open/close button is connected to 105, that is your
deduction based on how Minoz words -- or your
under st andi ng of how Munoz words it?

MR HELGE: nject to form

A Just one second.
No, actually, he does say it, section -- Colum 6

where he's describing Figure 1, 26 through 30. He
i ndicates that 105 illustrates the vehicle factory
dashboard el ectronics and controls that are used to
control the roof control electronic 110, so no, he does
say that.

BY MR N X

Q (kay. He does refer to Figure 1 as the operation of the
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roof control nodule in various enbodi ments of the
I nvention, correct?
That's correct.
So as part of the invention, sonehow the original
dashboard 105 is involved in the control of the roof
el ectronics 110, correct?
That's correct.
Wiere does he say what the status was before the
I nvention?

MR HELGE: nject to form
Colum 4:10, line 10 starts with, "Factory cabriolet top
controls often require that the user hold down a button
as the top is opened or closed. The device inproves
upon the conventional vehicle systemby allow ng the
cabriolet top to be opened or closed by pressing the
control button only one time," so he indicates that the
factory control top is connected through those buttons
that he refers to, they are connected to the origina

dashboard that control the cabriolet top. And --

BY MR N X

Q
A

But --

-- he also indicates that there's a CAN bus connected in
105 to 110, the original factory system

(kay. But he still does not say where that factory

cabriolet control is -- howit is wired, correct?

scheduling@fortzlegal.com fortzlegal.com

Toll Free: 844, 1304940 cxhinit 2024

Dataspeed Inc. v. Sucxess LLC IPR 2020-00147

Page 65 of 141



O© 0O ~N oo o A W DN

N N N N T N e e Y o i
g 5 W N B O © 0 N O o A W N -, O

Dataspeed vs Sucxess

LEALE, ROBERT 08/12/2020

Job 12193

65

A Minoz Figure 1 indicates that 105 and 110 were the
original factory controls and that they -- and since
they're original, | think anybody with ordinary skill in
the art could understand that these two were on the same
networ k because they were the original controls needed
to flow fromone controller to the other

Q But where does he say that the button that operates the
roof is wired into nodul e 1057

A In the section that | just had you read. | can go back
toit, if youd like.

Q Yes, | woul d.

A Col um 6:27, | believe. Yeah. "Factory cabriolet top
controls often require that the user hold down a button
as the top is opened or closed." And then also in
Colum 6, we see that he's tal king about the roof
control electronics being controlled from 105, so the
factory dashboard el ectronics and controls that are used
to control the roof are all part of it.

Q So what's shown in Figure 1 would show us his invention,
correct?

MR HELGE: (hject to form

A H's invention is actually the roof control nodule, not
the original factory system

BY MR N X

Q But Figure 1 shows the state after the vehicle has been
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retrofitted, correct?

A VWell, actually, only the -- the roof control nodule is
the only thing that he's adding, not changing the
| ocation or reprogrammng the vehicle, | don't believe
that's correct, no.

Q Does Figure 1 show the original vehicle before the
retrofit?

A It shows --

MR HELGE: (nhject to form

A Figure 1 shows the original 105 and the original 110,
yes.

BY MR N X

Q And it also shows the roof control nodule 100, correct?

A It does show the roof control nodule 100, correct.

Q Was the roof control module 100 originally in the
vehi cl e?

A It was not.

Q So by show ng the roof control nodule 100, can't we say
that Figure 1 shows the state after it has been
retrofitted?

MR HELGE: (hject to form

A W can say that the roof control nodule was added to the
system that's correct, not -- it is not the
original -- that is not the original roof control nmodul e
100.
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BY MR N X

Q

Now, we tal ked about the first nessage and you deduct ed

iIts existence based on the second nessage, correct?

A Say that again?
You deducted the existence of the first message because
of the existence of the second nessage, correct?
MR HELGE: nject to form
A | noted that there is a -- the second message controls
the first -- it's controlled and the first nessage nust
exi st because the second nessage al so exists.
BY MR N X:
Q And did | understand you right that you said there
woul dn't be another way to open the roof if it wasn't
for this first message?
MR HELGE: (bject to form
A | did not say that, no.
BY MR N X:
Q (kay. How could the roof be opened?
MR HELGE: nject to form
A It's an electronic control system but it could be done
manual |y, as well
BY MR- N X
Q Ckay. Is the roof opened by sending the second message?
MR HELGE: Was there a question pending? | don't
think we got any audi o here.
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BY MR N X

Q | was asking whether the roof 110 is opened by sending a
roof open second message?

A | guess -- actually, I'Il have you repeat the question
again, please.

Q | s the original sunroof control 110 instructed to open
t he sunroof by sending a second nessage?

A The sunroof control nodule will respond to the roof open
command sent by 110 by opening -- by opening the roof.

Q Ckay. And that command, you are saying, if | understand
you correctly, is spoofing a first nessage; is that
right?

A The roof message is essentially the same identifier and
data bytes as the first message if the first nessage
were al so the conmand to open the roof.

Q And | think you're saying the first message you're
identifying as the one that relays the status of the
factory top open/close buttons, correct?

A That's correct.

So the second message mmcs that first message,
correct?
MR HELGE: nject to form

A The second message is the same data and status of the
open nessage that goes into -- that woul d make the 110
react to opening the -- the roof.

scheduling@fortzlegal.com fortzlegal.com

Toll Free: 844, 1304940 cxhinit 2024

Dataspeed Inc. v. Sucxess LLC IPR 2020-00147

Page 69 of 141



O© 0O ~N oo o A W DN

N N N N T N e e Y o i
g 5 W N B O © 0 N O o &~ W N -, O

Dataspeed vs Sucxess

Job 12193

LEALE, ROBERT 08/12/2020 69

BY MR N X

Q kay. Is it also the same identifier?

A It is, correct.

Q And coul d there be a second message that has a different
identifier to open the roof?

A | don't Dbelieve this enbodinment of this -- the invention
woul d have a different identifier, no.

Q Can you think of any other mechani smwhere you coul d use
the CAN bus to instruct the roof control electronics to
open the roof?

A | can, yes.

Q Ckay. What woul d the other alternative be?

A There may be a diagnostic node.

Q (kay. So the second nessage coul d be a diagnostic
message and it woul d cause the roof to open, correct?

A | don't believe so, no.

Wiy do you not believe so?

A Because in that situation, the vehicle speed message
woul d need to also be nodified and potentially
woul dn"t -- in some situations, diagnostic nessages will
only start the process, specifically with roof closure
systenms. Diagnostic messages are good for opening the
roof, but closing, because of all the safety systens
that they put in there, diagnostic nmessages can't do
t hat .
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Q And how do you know t hat ?
Because |'ve worked with the systens before.
Ckay. And which systens in particular did you work with
where you coul d not use diagnostics to close the roof?

A The Pontiac GG.

And do you think that is as to every vehicle, that it
couldn't be used to close the roof wth a diagnostic
message?

A | think that the safety systems would |ikely prevent
roof closure, and they likely would also prevent, if you
weren't al so spoofing vehicle speed correctly, they
woul d al so prevent closure of the roof in that
situation

Q Now, in the Pontiac G5, was there a factory roof
open/ cl ose button?

A | believe there was, yes.

How was it wred?

A It was -- | don't recall. | believe it was connected
directly to the body control nodule in that one.

Q But you're saying it wasn't connected to a roof control
el ectronics?

A That's correct.

And you know t hat ?

A This was 12, 13 years ago, | don't recall.

MR HELGE: It's alnost 12:30. We've been going
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probably close to an hour and a half in this section,
maybe over. Two questions: Do you want to take a short
break and/or do you want to start thinking about a time
to break for lunch, take a longer |unch break? O,
third option, do you want to try to go through it

and not stop for lunch? Just what are you thinking

her e?

MR NX | think it's a good time to break for
| unch.

MR HELGE: (kay.

MR. GOSS. | don't know how | ong you need. | nean,
| would think a half hour so we can get through it, but
feel free to -- do you guys need nore time than that?

MR HELGE: Forty, 45 mnutes mght be good, if
that's okay.

MR. GOSS. (kay. Back on at 1:15 then.

(Wereupon a |unch break was

taken from12:29 to 1:15 p.m)

(M. Gowdey is no |longer in attendance.)

BY MR N X

Q | think we were just discussing the second nessage
potentially being a diagnostic nessage. Wiat did your
attorneys have to say about that?

A Say that again?

Q The second message potentially being a diagnostic
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A

message, what did your attorneys have to say about that?

| don't believe we had any discussion about that.

(kay. Let's nmove on to the second data bus where you

said that the first data bus A and the second data bus B

are separate buses. \Were does Minoz say that?
Minoz says that in Figure 1, 115, where the original
connection will be termnated and all communication has
to go through the roof control module, and al so says
that in himusing the -- altering the data exchanged,
and in both termnating that to 100, the data into 100,
and altering the data, also 120 indicates a swtch,
which if -- and because it's open, that indicates that
these two are separate buses.
Wien he says "will be termnated," when is that?
Upon installation of the retrofit nodul e.
Now, in Figure 1, he says it will be term nated,
but -- where is ny -- on the left side he says the roof
modul e i's connected.

MR HELGE: Axel, just to let you know, we don't
have any figure show ng up on our screen

MR NX  Oh,

MR. HELGE: It says you started screen sharing?
There we go.

MR N X | apol ogize.

BY MR N X
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Q Can you see it now?
W can.
Perfect. So in box 115 -- let ne repeat the
question -- he says it will be termnated and on the
| eft side in box 100 he says the roof nodule is
connected, do you see that?

A | do, yes.

So when he uses present tense, it is connected, but at
the sane time he says the data connection wll be
termnated, that's future tense, correct?

A That's correct.

So when you -- but you said it will be termnated upon
installation and Figure 1 shows it already being
installed, doesn't it?

A Under st ood.

Do you know why it -- why he would say this nmodul e 100
Is installed, but refer to the termnation as a future
event ?

A Sorry, you cut out again. Can you please repeat?

Do you know why he would refer to the roof nodule being
connected in present tense and to the termnation of the
data connection as a future event, in future tense?

A So the roof control nodule is an afternarket device,
It's being installed. The device opens the network and
is termnated into -- from105 to 100. | believe it's
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just a matter of his semantics, using the word "wll,"
but maybe his tenses don't agree with the term nology he
uses in 100, but they're -- but the fact of the matter
s he's disconnecting or opening that connection between
100 and 110, or 100 -- 105 and 110, sorry.

So when he says "will be termnated," he shoul d have
said "has been termnnated," correct?

Wien he says "will be termnated," he's referring to it
will be termnated during installation.

Ckay. And then in box 100, shouldn't he say the roof
modul e wi Il be connected, for consistency?

In 100, he says that it is connected, which | believe is
correct.

But so when the roof nodule is connected, the
termnation of the data connection is still in the
future?

The termnation could happen at the same time, but |
don't believe there's a fundanental difference between
when he's saying the word "will" and "is."

Because future tense or past tense is basically the
sane?

MR HELGE: nject to form

BY MR N X

|s there any other indication in Minoz that there's no

connection between what you refer to as Bus A and Bus B?
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A

Can you repeat the question?

| was asking if there's any other indication in Minoz
that Bus A and Bus B are not connected?

| believe that it indicates that Bus A and Bus B are not
connected, but -- because 115 says it will be
termnated, 110 says that the data will be -- or nmay be
altered, it is removing or altering data exchanged

bet ween integrated and cl osed systens, also switch 120
I's open, indicating that there's a disconnection between
the two networKks.

Ckay. And the switch 120 being open, that was the

i ndication that the roof nmodule is on, correct?

The switch being open indicates that the roof -- that
the networks are separated.

Ckay.

The roof control nodule is functioning as a -- the
modul e that takes a message from 105 to 110 -- or to 100
and then -- and puts it on to one -- between 100.

So when we relate that to Figure 3 -- | can't figure out
how to rotate only one page in this docunent. The
modul e being on, is that related to the state of the
switch 1207

| believe that's related to the -- to the -- is there
power or is the nodul e active.

kay. So if the module is not on, what's the state of
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the switch 120?

A | believe the state is open.
And if the nmodule is on, what's the state of the
switch 1207

A | believe the state is open.

Q So in both cases, the switch is open?

A That is correct.

Q And when is the switch -- but didn't you say the swtch
being closed is when | turn the device off?

A | did not, no.

Q Ckay. And when a user closes the switch, what happens
to the roof control nodul e?

A | don't believe anything happens to the roof control
modul e.

Q So the roof control nmodule still operates even if the
first Bus A and the second Bus B are connected through
that switch 1207

A Can you repeat the question? |'msorry.
Does the roof control nodule 100 still operate when the
first Bus A and second Bus B are connected by cl osing
the switch 1207

A Could you help me out with the word "operated"? |'m
havi ng troubl e understandi ng what you're -- what
exactly --

Q Is it still doing something when the switch is closed?
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A |f the nodule is still powered, it is possible, but |
don't -- | don't know.

Q Ckay. So it's possible for the roof control module 100
to operate when the first Bus A and the second Bus B are
connect ed?

A Functionally, | don't think it would open or close the
roof, no.

Q And why is that?

A Because the factory top and vehicle speed messages woul d
be sent on the second Bus B; thus, the roof control
el ectronics would likely lock out any functionality.
Despite the second message still being sent, the first
message i s also being received by 110, and the conflict
woul d l'ikely cause issues with the functionality of the
roof control electronics.

Q And that was because, you said, the first nessage is a
periodi c nessage?

A That is correct.

Now, if the first nessage was not a periodic message,
then it would work, correct?

A |f the first nessage was not a periodic nessage related
to the factory open and close, the vehicle speed
woul d -- would be a periodic message and would still
| ock out the functionality at 110.

Q And what if the second nessage was a di agnostic nessage,
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woul d Munoz require the first Bus A and the second Bus B
to be separate?

| believe it would, yes.

And why is that?

It's often when you send diagnostic requests to
controllers, they still have sanity checks, specifically
related to sending a diagnostic request specifically for
an I/Ocontrol, which is likely what you would use to

do an I/O-- to do a command, it's using -- depending on
what type of vehicle thisis on, if it's a GMvehicle,
you' d use the device control service AE to send a

di agnostic request. The roof control electronics nmodul e
woul d -- and it does, particularly on GMvehicles, have
a-- away of indicating that the status -- or states
for controlling this particular systemare not correct,
specifically a negative response function, negative
response code 22, which is conditions not correct.

Li kely, whenever |'ve tried to activate features related
to the closure systens and the requirements aren't mnet
such as vehicle speed, they will often send this
negative response code indicating that even though you
want to control the roof control nodule and you' ve sent
a properly formatted command, it's unable to do that
because the vehicle speed is incorrect, it's reading it

as a non-zero nunber in that situation.
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Q |'s Munoz discussing any of this?

A | believe that sonebody with ordinary skill in the art,
somebody who's worked with CAN bus in the past woul d
understand it. So he does not discuss it.

Q So he, for exanple, does not nention a vehicle speed
signal, correct?

MR HELGE: Axel, could you repeat that |ast
question?

MR N X Could we ask the court reporter to repeat
it?

MR HELGE: Sure.

(Record repeated by court reporter.)

MR. HELGE: Vehicle -- | still couldn't hear
it -- what kind of signal?

MR. GOSS: Vehicle speed.

MR HELGE: (kay, thanks. | thought that's what |
heard, but it was a little bit garbled.

A So in section -- in Colum 2:21 to 22, he tal ks about
the speed requirenent for the system so | believe he's
tal ki ng about the vehicle speed there.

BY MR N X

Q He tal ked -- he tal ks about the vehicle traveling at a
sl ow speed, he doesn't talk about a vehicle speed
signal .

A | believe that he is tal king about a vehicle speed
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signal there, yes.

Q Ckay. In what way? Does he mention the word "signal"?

A | believe all of these are signals, they're signals that
you would find in a vehicle system so easy to see him
discussing functionality and operation of the system

Q And they're listed as alternatives, correct?

MR HELGE: nject to form

A | don't Dbelieve so, no.

BY MR N X

Q Wien he says autonobile manufacturers require the
transm ssion to be placed in park, an emergency brake to
be engaged, or the vehicle to be traveling at a | ow
speed, you do not consider that to be alternatives?

A |"mnot followng the question. Is it that these are
alternatives to each other? Is that --

Q Yes.

A One or the other?

Q Yep.

A | believe he's saying the manufacturer nay use one, two,
three, or -- of any of these as gating factors for the
functionality of the roof control system

Q So it could be, since you interpreted those to be
signals, a energency brake signal or a vehicle speed
signal or a transm ssion signal?

A One, two, or three of any of those.
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Q

(kay. Let me go back to your Declaration, Exhibit 1003,

paragraph 145.

Ckay.

You' re saying a POSI TA would know -- and | think you're

referring to this lock-out -- can only be acconplished

I f the aftermarket roof control nodule or device

suppresses speed or other signals, correct?

Correct.

Wiy can it only be achieved that way?

The receiving module is programred to accept signals to

prevent the functionality under certain conditions.

Does Munoz say that?

| believe he says that in that section that we had just

read, yeah.

That the lock-out is inplemented in the original roof

control electronics 110? Can we please take another

| ook at that and confirmthat that's what he says?

He says that, "For exanple, autonobile manufacturers

often require that an autonobile transm ssion be placed

in park, that an energency brake be -- brake be engaged,

or a vehicle be traveling at slow speed, prior to

all owi ng the opening and closing of the cabriolet top."
This is a CAN bus system which is, as you know, a

mul tiplexed system Al of these different parameters

woul d l'ikely cone potentially fromdifferent
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sources: park would cone fromthe transm ssion control
nmodul e; the emergency brake m ght come froma body
control nodule; the vehicle speed mght cone froma
brake control nodule, an ABS system so all of those
systems -- and anybody who understands how CAN bus works
under st ands because of all of these systens, the end
| ogic lives not in those individual systems negated just
for the roof control nodule, but rather, for themjust
to broadcast their status, and because their status is
bei ng broadcast, the roof control nodule then listens to
that determnation and makes decisions based on that.

So anybody who understands vehicle networks and CAN
bus systens woul d understand that to nean that the 110
device woul d be the controller that ultimtely nmakes
that decision, not the brake -- park brake systemor the
emergency brake systemor the vehicle speed.
And why couldn't it be the dashboard 105 that makes this
deci si on?
The dashboard 105 maki ng what decision? [|'msorry.
To not send a open roof message when the vehicle is
driving too fast?
|f that were the case, then the -- the roof control
modul e aftermarket systemwouldn't function, thus, would
| ogi cal Iy not be needed, and so in the case where when

that -- when the negating factor lives inside of the
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roof control electronics, that woul d be where it was.

Q And you're saying it wouldn't work based on -- let's
take a | ook at Figure 3, for exanple, in Minoz. You
receive a |lock/unlock signal and sends a roof open
message. Wy woul dn't that work?

MR HELGE: (nject to form

A | guess can you repeat the question to include what you
were tal king about before?

BY MR N X

Q Let me get back to this and nove on to another topic.

In the roof control nodule 100, if | understand you
correctly, you're saying there's a gateway inplenented
in here; 1s that correct?

A | believe there is a gateway in there, correct.

And where does Minoz say that there's a gateway inside
the roof control nodule 1007

A Minoz in Figure 1 indicates that he is -- in Figure 1
Minoz says that he will be able to renove or alter data
exchanged between the integrated and closed systems. In
that case, he is creating a functional gateway between
t hem

Q You're saying the only way to renove data is with a
gat eway?

A |"'msaying that by renoving the data froma CAN bus

system having connected two networks, he is gatewaying
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the nessage, nessages, Yes.

Q (kay. And | believe you're also saying he does that

when the nmodule is off, correct?
MR HELGE: nject to form

A |"'mnot sure where he says that, no.

BY MR N X

Q Doesn't he -- does the gateway operate when his nodul e
s of f?

MR HELGE: (nhject to form

A Can you define "off"?

BY MR N X:

Q Does his gateway operate when the nodule is not on?

A | believe it does.

Q And let's take a ook at Figure 3. There is actually a
flow diagramand it has a question, "Mdule On?" Do you
see that?

A | do, yes.

Q And there's a transition, a "No" transition that goes
frombox 305 to box 300, do you see that?
| do.

\What does that transition nean?

A It means it goes back to checking to see if the nodul e
I's on.

Q Does it do anything el se as it goes back?

A |t does not.
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Q And in Figure 4, there's a simlar transition between
box 400 and 402, correct?

A That is correct.
And again, if the nodule is off, it transitions back to
start and does nothing, correct?

A That is correct.

Q And in Figure 5 do you recognize a simlar transition
bet ween box 500 and 5027

A | do.

Q Again, if the module is not on, it does nothing?

A That is correct.

Q And in Figure 6, sane thing?

A Same t hi ng.

Q And in Figure 7, same thing?

A That is correct.

Q And you' re saying when the nodule is not on, off, it
operates as a gateway. Were is that shown?

MR HELGE: (nject to form

A Can you repeat the question? | apol ogize.

BY MR N X

Q The question was where Minoz shows the gateway function?

A | thought we had answered that question, so -- is that
still the question?

Q Yes. W went through the specific instructions in the
flowcharts and the question was if there is any
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O > O

equi val ent disclosure of the gateway functionality?

The answer is in 100, he says "renoving or altering data

exchanged between the integrated and cl osed systens to
al | ow addi tional operations.”

Ckay. So Munoz was specific in all of the features he
explains to say to draw a transition, if the nodule is
not on, do nothing, and he relies on the reader to
understand that removing or altering data neans

I npl ement a gateway; is that your understanding?

My understanding is that a gateway takes data from one
network and places that either the same or -- sane data
or different data on another network using the sane
identifier, so | believe he does say that, yes.

W thout using the word "gateway"?

|"'mnot aware of Minoz's vocabul ary choices at the tinme,
so | can't really answer if he understood the word
"gateway. "

Does Munoz use the word "gateway" anywhere in his
specification?

| don't recall if he does or not. | don't think so.
You don't think he used the word "gateway"?

| don't recall the word, no.

And you' re saying he discloses receiving the first
message, which | understand is the roof open and cl ose

message. \Were does he show that?
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A Can you repeat the question? | guess -- | thought we
al ready went over this one, but we can try again.

Q Does Munoz show in any one of the diagrans, Figure 3
through Figure 7, receiving the first nmessage?

A | don't believe he had any -- the word "receives,"
receiving that particular message, but he is able to
receive data on the sane bus as 105.

Q So he shows, for exanple, in step 308 of Figure 3
"Recei ve | ock/unlock signal," correct?

A That is correct.

Q But you can't |ocate anywhere in these flowharts
receiving a roof open or roof close nessage, correct?

MR HELGE: Object to form

A The nessage is a nessage that is being sent normally by
105; it's not a part of the diagrans because he doesn't
use it in his -- in the programmatic functionality.
That doesn't mean he doesn't receive it, it just means
that he doesn't reference it in the programm ng
functionality in those figures.

BY MR N X

Q And inplenenting a gateway, is that something you could
just do in software in the roof control nodule 1007

A | npl ementing a gateway is typically done in software,
yes.

Q Does it require additional code to inplenent a gateway
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1 versus not inplementing a gateway?

2 MR HELGE: (bject to form

3 A The gateway nmay require additional code if the hardware
4 doesn't support enabling.

5 BY MR N X:

6 Q Does Munoz say anywhere that the hardware of the roof

7 control nodule 100 supports a gateway?

8 A | don't believe he does.

9 And woul d you need a nmore powerful hardware to inplenment
10 a gateway versus not inplementing a gateway?

11 MR HELGE: nject to form

12 A | don't Dbelieve so, no.

13 BY MR N X

14 Q Let nme open up Exhibit 1015.

15 (Exhi bit 1015 introduced.)

16 BY MR- N X

17 Q Do you recognize this exhibit?

18 A | do.

19 Q In this exhibit, if | could direct your attention to the
20 | ower right portion of page 1, what does that say?

21 A The whol e paragraph?

22 Yeah. O you could read it and summarize it.

23 A "I'n general, the gateway functionality could be

24 I npl enented in software, as long as several CAN nodul es
25 are available in the ECU But a |arge amount of
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messages woul d cause a high load on the CPU, |eaving
| ess performance for the ECU controller applications
until real-time operation can no |onger be guaranteed."”
Ckay. Does that seemto contradict what you just said,
that a gateway could be inplenmented easily in the
modul e 1007
| don't Dbelieve so.
How not ?
VWll, this reference says if you have a -- it clearly
depends on how many messages are being broadcast, right,
so the nessage amount is what matters. |f the nessage
amount is two or three, it's not a very high nessage
amount and, thus, could be performed with a |less capable
controller. And also, do you need realtine
functionality, do you need to nodify the data, is data
changing, or are you just copying and pasting it from
one register to the other? If that's the case, it could
be done quite sinmply. |f you need to process a | ot of
i nformation, change a |ot of data bits, then you m ght
need nore time or processing power or RAM

So | don't believe it does, no, thisis -- it just
sort of depends on the anbunt of messages that are on
the bus and how many you're going to actual ly gateway
between the controller, if it's everything, if it's nost

of it, if it's just the things that you're interested
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that you need to understand before you can just say it's
going to take nore.
And what does Minoz say about that, how many nessages is
he gating?
| don't know that he does say how many nessages.
|f you were to develop a retrofit device Iike Minoz, how
many do you expect woul d need to be gated?
Vell, | have devel oped one simlar, not this specific
one. But in different applications, we take a | ook at
what nessages mght be required for both sides of the
network for the operation to function, and when we
create these gateways, we make a decision based off of
how nuch timng -- you know, sort of the timng
requirement. So it's not just how many nessages.

|f we want to pass everything through and we can do
it on our current nodule, then great. |If not, we can
start to reduce the nunber of messages that |ikely
aren't going to be received by the nodule that we're
sending data to and limt the identifiers that m ght get
through to the second data bus. Simlarly, if there are
messages that we're not interested in transmtting back

to the first data bus, we mght nake a decision there.
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in. | guess, in short, there's a [ot of information

Soit's just a -- it's a very conplicated process
sonetines if you -- if you have limtations, so if you
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have no limtations and you have the best CPU and the
best progranm ng and you can do things really quickly
and maybe just have everything figured out later, so it
just depends on what you're trying to do. It's not a
very sinple question and answer.

Q So if | spend nore noney and afford a nore powerful CPU,
| could nore easily gateway all the nessages, correct?

A |f you have -- it doesn't really matter how -- it
matters about your timng requirenents, the amunt of
data you're going to send across, and what messages are
real |y inportant for your function, functionality. But
I f you have an infinite budget and you don't really
care, maybe it's just a one-off prototype, you m ght
just have the nost powerful thing so you don't have any
particular limtation related to messages sent.

Q And whi ch one of those do you think Minoz uses?

MR HELGE: nject to form

A | believe his patent doesn't have any indication of what
he' s using.

BY MR N X

Q So he may be gating sone nessages, he may be gating all
messages, he's not specifically informng you about
that, correct?

A He tells me that of the -- of the nessages he is gating,

It would need to be whatever is the requirenent not of

scheduling@fortzlegal.com fortzlegal.com Toll Free: 84&3@&4&6@&“ bit 2004
Dataspeed Inc. v. Sucxess LLC IPR 2020-00147

Page 92 of 141



Dataspeed vs Sucxess Job 12193
LEALE, ROBERT 08/12/2020 92

O© 0O ~N oo o A W DN

T N I T e e e N e N T
g 5 W N B O © 0 N O o A W N -, O

his system but of the vehicle systemthat he's
connecting to, so it doesn't -- anybody who works wth
vehicl e network systenms woul d understand that if you
don't send the nmessages to make the other end system
work, then the other end systemwon't work, so that's at
| east the mninumthat you'll be sending, right, the
things that nake the actual functionality work for the
cust oner.
And in that case, say the nodule is off, wouldn't it be
easier to close the switch 120 so that | don't need a
gat eway?
It depends on the user, if that's easy or not.
How does the user play into that?
VWl |, the user doesn't want to press the switch and just
wants the nodule to do the work for it, seens |ike a
really smart way to -- to design the system but the
user woul d be invol ved because that switch is externa
to the nodule itself, so there would need to be some way
for that swtch to be closed.

MR N X Okay. |It's been an hour. | think we can
take a five-mnute break, if that's okay.

THE WTNESS: That's fine.

MR HELGE: Sure.

(Whereupon a break was taken

from2:13 to 2:26 p.m)
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(Exhi bit 1018 introduced.)

BY MR N X

Q | want to now switch to Exhibit 1018, that's the Alen
reference. Do you recognize this reference?

A | do.

And let's look at Figure 1 of this reference. Can you
maybe at a high |evel explain what Allen's disclosure is
about ?

Can you repeat that?

VWhat is Allen's patent application or -- patent
application about?

A In general, it's about taking an CEMrenote and their
control functions and making that using an aftermarket
system

Q And what is the goal, why would you do that?

A Not imted to, but definitely to increase range.

Ckay. And what parts in Figure 1 does he add to the
vehicle in a retrofit?

A Control interface 20.

Q Ckay. What is in the dashed box 207?

A Correct.

Q And the vehicle has a vehicle data bus, correct?

A It does, yes, 14.

Q Number 14 is the vehicle data bus. | think in your
Declaration -- let me start over
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The signal that goes fromthe CEMtransceiver 16 to
the internediate function control nmodule 12, is that on

the vehicle data bus?

A It is not.
It isnot. Andis that the one that the control
modul e 21 enulates in Allen's disclosure?

A Can you repeat the question?
|s that signal that goes from16 to 12 what the control
modul e 21 enul at es?

A That's correct, to 12, yes, from21 to 12, yeah

Q Is Allen enulating -- do you consider those bus
messages?

A They coul d be bus messages, yes.

MR HELGE: (Inaudible) copy here of (inaudible).

(Clarification requested by court reporter.)

MR HELGE: |'msorry. | was just telling Axel
that we have a paper -- a printed paper copy of this
reference now here, as well.

BY MR N X

Q So the messages fromthe CEMtransceiver 16 to 12,
bel i eve you just said they could be bus nessages?

A To ny recol l ection, yeah, | think they could be bus
nmessages.

Q But would they be vehicle data bus messages?

A | don't believe they woul d be, no.
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Q (kay. So does Allen disclose enul ated vehicle data bus
messages?

A Yes.

Q And where does he say -- talk about those?

A Between 21 and 14, that I|ine.

Q And does he use the word "enul ated" in respect to these
messages from 21 to 147

A In Figure 2 he uses the words "Control Mdule 21
communi cates command and feedback signals fromthe
Command Modul e Transcei ver between the Vehicle Data
Bus 14."

Q So the question was does he use the term "enul at ed
messages,” and what you just read did not seemto
include that term did it?

A It did not have the word "emulated," so far | have not
seen that word. | am continuing.

| don't see the word "enulated" in the text. But |
could have mssed it, | mean, |'mreading terns as fast
as | can. | don't seeit.

Q Ckay. But then maybe nore based on your understanding,
the control nodule 21 is conmunicating on the vehicle
data bus 14, correct?

A It can, yes.

And when it does so, what kind of messages does it send?

A The command nessages that would normal |y have come from
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12, the intermediate function control nodul e.

And how do you know that it would be those messages that
woul d normal |y cone from 12?

Because the control module is enulating or attenpting to
emul ate the whol e keyless system it's acting as if it
were the IFCM or 12, so it's sending the nessages that
the | FCM woul d normal |y have sent.

Does Allen actually say that sonmewhere, that it is that
nessage?

It says control nodule 21 conmunicates conmand feedback
signals. Those command feedback signals, the command
signals -- it's not reprogranmng the vehicle, so the
command signals, sonebody who understands how CAN buses
work woul d understand that the signals that it would be
sendi ng would be the ones that the OEM systens woul d
respond to, so it would be the nessages that are sent by
the | FCM

Could it be a diagnostic nessage?

It could be.

So the control nodule 21 can send a diagnostic nessage
whi ch woul d not enmul ate one that cones fromthe

i nternmedi ate function control nodule 127

| would recommend it, yes.

The question was could it be a diagnostic nessage that

Is not sent fromthe intermediate function control
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modul e 127

A If it wanted to work as a functioning unit, it would not
be.

Q And why is that?

A Simlar to Minoz. Diagnostic messages are great for
testing systens, but not actually useful for integrating
functionality into systens, especially on the OEM | evel
Very specifically, | do a lot of work with vehicle
cl osure and opening systems and door |ock and unl ock,
and anybody who works at -- at a snmall amount, like in
my basics classes | teach people this, like a 101
al nost everybody wants to do this particular function,
| ock and unl ock, and | ock and unlock suffers from
sonething very -- very interesting, that you can | ock
the vehicle with diagnostic messages all day |ong, but
unl ocking themis virtually inpossible because of
security systens built in, so I'mfairly certain that
that wouldn't be a very conmmercially-viable product.

Q And there's no security systemfor the nessage that you
think comes fromthe nodule 12?

A Say that again?
|s there no security systemconmng from-- applied to
messages comng fromthe intermediate function control
modul e 127

A | believe there is, yes. | nean, this is a |ocking

scheduling@fortzlegal.com fortzlegal.com Toll Free: 84&3@&4&6@&“ bit 2004
Dataspeed Inc. v. Sucxess LLC IPR 2020-00147

Page 98 of 141



O© 0O ~N oo o A W DN

N N N N T N e e Y o i
g 5 W N B O © 0 N O o A W N -, O

Dataspeed vs Sucxess
LEALE, ROBERT 08/12/2020

Job 12193

98

closure system the vehicle -- the [ocking closure
systens are by their very nature securing the vehicle.
And so what is the difference between sending a
functional message and sending a diagnostic nmessage to
open the -- say open the doors?
Li kely, the vehicle -- if the vehicle was |ocked with a
factory key fob, it would not unlock using a diagnostic
message. Because diagnostic messages can be sent really
anywhere fromany connector, so they basically don't
work, they don't work.
But the nessage fromthe intermediate function control
modul e could al so be sent from anywhere and any
connector, could it not?
But it wouldn't use a diagnostic nessage; it would use a
nornmal conmmand that was programed into the system and,
thus, not have that sane [imtation
But the access to the vehicle data bus is the sane,
correct?

MR HELGE: nject to form
Not necessarily. Diagnostic conmmand nessages can cone
from ot her networks and be gatewayed through secure or

unsecure gateway modul es.

BY MR N X

Let's tal k about Lobaza. In your Declaration,

Exhibit 1103, can you explain what that annotated
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Figure 3 of Lobaza is telling us?

A Can you repeat your question?
| asked you to please explain what your annot ated
Figure 3 of Lobaza shows?

A This annotated figure enphasi zes the pre-inpact system

Q Wiy do you enphasize the pre-inpact system 104?

A Because we reference it in 350.

Q And what do the words "retrofit based on Allen" nean in
the annotated figure?

A W are referring to Allen as -- oh. W're referring to
the U S. Patent Publication Nunber 2007/0016342, also
referred to as Allen, we're referring to that as a
i ndi cator of how we mght retrofit that pre-inpact
system based on those -- Alen.

Q So you're proposing that the retrofit -- that the
pre-inpact system 104 could be retrofitted, correct?

A Correct.

Q And Lobaza discloses that pre-inpact system 104 as a
factory-installed conponent, correct?

A | believe it does, yes.

And you think it could be retrofitted instead of
installing it at the factory?

A It could be retrofitted, that's correct.

Wien you retrofit that -- actually -- yeah, that's
Lobaza.
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Wiat is Lobaza's patent about?

A Vehi cl e conmuni cation systemwi th integrated pre-inpact
sensi ng.

Q So inthere, it says right in the title "integrated
pre-inpact sensing," you're suggesting to turnit into a
retrofitted pre-inpact systen?

A That is correct.

Q And when you do that, which nmodule do you nodify?

A Can you repeat that question?

Q Whi ch nmodul e that Lobaza shows in Figure 3 would you
have to nodify?

A | guess is the question which of the other two
conponents woul d be nodified, is that the question?

Q Yes.

A | don't know that either one would be.

So as part of the retrofit, would you change the

functionality of the inpact detection controller 106?
A | don't Dbelieve so.

Wul d you change the functionality of the

t el ecommuni cation apparatus 102?

A | don't Dbelieve so.

And the car woul d have been designed without a
pre-inpact system 104, correct?

A | believe so, yes.

Q Because that, you're saying, would then be retrofitted
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into the vehicle?
Correct.

Wien we wal k through the functionality in Figure 4 of

Lobaza's patent, it starts, and then at step 202 there's

a question, "Inmnent |npact Detected?" \Wo perforns
that step 202?

A In the Lobaza patent, | believe it's the pre-inpact
systemwoul d likely performthat if it needed to, yeah

Q Ckay. And then if an immnent inpact is detected, an
affirmative signal is sent to the VCS in step 204,
correct?

A Yes.

And that affirmative signal indicates an inmm nent
| npact, correct?

A | believe so, yeah.

So the VCS nust have been -- well, in -- is the VCS
shown in Figure 1? In Figure 3? Sorry.

A It is, yes.

Q Wiich one is the VCS?

A 102.

Q Okay. So in order for the VCS or tel ecommunication
apparatus 102 to receive that signal, does it have to be
configured to do so?

A | believe so, yes.

Q Now, if the pre-inpact systemwasn't in the vehicle to
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begin with, why woul d the tel ecomunication apparatus be
expecting a signal fromsonething that didn't exist in
t he vehicle?
There are a lot of applications in which the
t el ecommuni cation apparatus m ght have information that
we could use that are potentially other signals to
indicate -- like any other retrofit application, we
could indicate an error or maybe there was another
button that the user woul d press or another autonated
systemthat we could mmc or spoof to send the -- to
the tel econmuni cation apparatus in order to send an
affirmative signal to the VCS using a different systems
nmessages.
|"mnot sure that | understand your answer.

The pre-inpact systemsent a signal to the
t el ecommuni cation apparatus in the production vehicle,
correct?
Under st ood, yes.
And if the car was not designed to have a pre-inpact
system the tel ecommunication apparatus woul dn't expect
to receive any signals fromthat pre-inpact system
correct?
That is correct.
(kay. Then how do you retrofit it if it has -- if

it -- if that systemsends a signal to 102 that doesn't
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expect the signal?

A So the tel ecommunication apparatus does receive signals,
|ikely fromany nunber of nodules, that's why it's on
the vehicle network. The tel ecommunication system may
receive a signal fromanother device, not a pre-inpact
system but a -- a secondary system but press
sonething -- some other application that's sitting also
on the CAN bus, and we can sinply spoof those messages
for our use in our pre-inpact retrofit system

Q So we just send it sone other message and hope that it
will do the right thing?

A W created a retrofit system so we spent time working
on devel oping the software and understanding the
communi cations of the vehicle network insofar as to
actual |y know what nessages will do, so we've sent
messages or received nessage -- or seen messages on the
vehicle network that we're going to spoof. We'll take
t hose nessages and install that into -- and program our
pre-inpact systemto send those messages maybe under
different conditions. Maybe the existing systemhad a
limtation where the pre-inpact system-- or not a
pre-inmpact system but a factory-installed pre-inpact
systemwas there, but we wanted our pre-inpact systemto
maybe work at a better range or under better conditions

or maybe we're using different radar technol ogy that
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functions better in different situations; thus, we
create a retrofit application that uses the existing
pre-inmpact nessages that are already there. Just
because we're adding a pre-inpact device doesn't nean
there isn't already an existing pre-inpact device on the
vehicle, we're just making an enhancement to the
exi sting system

So there are a lot of situations in which we coul d
add a pre-inpact systemand either re -- and augment the
system Just like we had in the |ast one you just
showed, we just |ooked over, where there was an existing
RKE systemor a key fob systemand we just added a
secondary one to extend the range of the key fob system
we could extend the range of a pre-inpact systemto nake
It better than the factory one, so | think that's very
possi bl e.
So you're saying the pre-inpact system 104, there is
already one in the vehicle, and you are putting a better
one in in addition to the existing one?
That is a possibility, or we're -- nmaybe we're not
putting a better one, maybe we're putting one in and
using other nessages that mght also trigger the
t el ecommuni cation apparatus in the sane way that the
pre-inpact system m ght.

And what does the tel ecomunication apparatus do when it
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receives that inmnent inpact nessage?
It sends a VCS query to inpact detection controller
And why does it do that?

It appears it does that to verify the inpact was real.

O > O

Ckay. And you said, well, maybe there's some other
message that will nmake the tel ecommunication apparatus
do that. Wy would -- would there be such another
message in the vehicle?

It's possible, yes.

Does Lobaza describe this other message?

They do not.

Does Allen describe this other nessage?

|'mnot aware if it does or not, no.

o O > O F

So you can't |ocate any other message that would trigger

the VCS to query the inpact controller?

A | do see a nessage in this Lobaza that does query it,
yes. Is that the question?

Q | understand, but that's the nmessage because Lobaza has
the pre-inpact systemfactory installed, correct?

MR HELGE: (bject to form

A | believe it's -- no. | believe it's because it has the
102 installed, the tel ecomunication apparatus
installed.

BY MR N X

Q So even before -- even if the car didn't have a
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pre-inpact system the tel ecommunication apparatus would
be expecting a nessage froma pre-inpact system is that
your statenent?

MR HELGE: nject to form

A My statenent is the teleconmunication in that step, if
you go back down to that step, you see that that message
originates fromthe VCS, so the VCS receives an
affirmative signal and in this scenario would then query
the inpact detection control. So it originates not from
the pre-inpact system but fromthe tel ecomunication
system thus --

BY MR N X

Q |"mjust --

A -- (inaudible) --

Q Wy does the VCS query the inpact controller?

A Because it received a signal at 204.

Q And that is fromthe factory installed pre-inpact
systenf

A O fromour retrofit system
So you're saying Lobaza expects that nessage even if the
pre-inpact systemis not already installed in the
vehi cl e?

A VWhat |'msaying is the programming is clear inside of
your flow graph that the tel ecommunication system sent
this nmessage on, and we're tal king about where is this
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comng from and that's where it's comng from it's
comng fromthe tel ecomunication, which is part of the
factory-installed system not the retrofit system The
reason why it sends it is because it received an
original signal and it's trying to validate that signal

Q (kay. You were just discussing with respect to
Allen -- where's Allen? -- that you have a | ot of
experience in hacking the door systems of cars; is that
fair?

A The | ock and unl ock, so closure systens, yes.

Q And is that something you're -- is that sonething you're
doing as part of your business?

A |'ve been doing it for -- before | started ny business.

Q Are you still doing it?

A | amstill, yes.

Q Are you installing retrofit apparatuses as part of that
activity?

A Yes.

Q And are you spoofing CAN nessages?

A Yes.

Q So when | ook at the '505 patent, for exanple,
Claim 10, are you practicing what that claimsays?

MR HELGE: nject to form
A | don't think so. | don't think so.
BY MR N X
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Q \What are you not doi ng when you hack a vehicle and
control the door |ocks?

MR. HELGE: |'mgoing to put an objection on the
record here as to relevance and ny col |l eague and | are
going to step out of the rooma nonent before M. Leale
can answer this question.

MR GOSS: You're going to -- | don't
understand --

MR HELGE: |1'mgoing to tell himnot to answer the
question until | cone back in the room W're going to
confer outside, attorneys only, the witness is staying
in the room

MR GOSS. (kay.

(M. Helge and M. WIson stepped out

of the roomand then returned.)

MR. HELGE: So can you read ne your |ast question?

BY MR N X:
Q The question was which elenent of Claim 10 are you not
practicing when you are hacking vehicles?

MR HELGE: Ckay. And so |I'mgoing to instruct the
wi tness not to answer this question because he's already
said that he doesn't practice Caim10. W're well
aware that Sucxess has brought |awsuits and that the
purpose of this deposition is not designed to be a

pre-litigation investigation for you to seek discovery

scheduling@fortzlegal.com fortzlegal.com Toll Free: 84&3@&4&6@&“ bit 2004
Dataspeed Inc. v. Sucxess LLC IPR 2020-00147

Page 109 of 141



Dataspeed vs Sucxess Job 12193
LEALE, ROBERT 08/12/2020 109

O© 0O ~N oo o A W DN

I N N N T i o i
g 5 W N B O © 0 N O o A W N -, O

on M. Leale's conpany. If there's a reason, a

| egitimate reason you can identify to have hi manswer
that question, | amwlling to do so, but otherw se,
he's instructed not to answer.

MR. GOSS. Wayne, the legitimte reason is
this: This goes directly to M. Leale's interest in the
outcome of this matter

MR HELGE: So you're saying that there's a bhias,
s that what you' re saying?

MR. GOSS. Potentially. That's what we're
expl ori ng.

MR HELGE: (kay. Well, he just said he wasn't
practicing it.

MR GOSS: M client has a right to know the answer
to this question to get to the bottom of why he thinks
he's not practicing Claim10 of the patent.

MR HELGE: (kay, | disagree, I'mgoing to nmaintain
my instruction for himnot to answer it.

MR GOSS: (kay. This will be the subject of
motion practice, it's your choice.

MR HELGE: If you want an answer, call the Board
today and we'll -- |'"mhappy to explain to the Board
what we think is going on, and if you want to make a
bias argument, | welcome it, but if the Board wants him

to answer it, they'll tell himto answer it, but I'm
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going to give himthe instruction not to.

MR GOSS: (kay. Let's call the Board right now.
W can go off the record.

MR. HELGE: W should stay on the record.

MR. GOSS: Do you think we should stay on the
record while we're | ooking for the phone nunber?
think we should go off just for the nonment, okay?

Let's take a five-mnute break, please.

(Wiereupon a break was taken

from3:16 to 3:29 p.m)

MR. GOSS: We're back on the record. We just
conferred off the record briefly about handling the
di spute we had. Wayne, could you repeat for the record
what you just said?

MR. HELGE: So our position here is that we have
conferred with the witness on this point to decide
whet her he coul d answer this question and | wll allow
himto answer this question. |f you have further
questions, we may need to reinstitute our instruction
not to answer further, but I'mgoing to allowhimto
answer this now.

| understand, Max, you already |eft a message for
the PTAB. In the past, |'ve had situations where the
PTAB has taken a long time to get back to us and while

we sit around waiting, if the PTAB does get back to us,
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we have resol ved the dispute and generally ny practice

or ny experience is to send the PTAB a text to that, so

| hope --
MR, GOSS: Absol utely.
MR. HELGE: | hope our accomodation will satisfy

you. |f not, again, we reserve the right to reassert
this instruction should it be necessary, but why don't
you go ahead and restate your |ast question?

MR GOSS. (kay. And all of that is understood and
wel | taken and let's just take it one step at a tine and
see where it goes.

MR N X | think the pending question was related
to Aaim10 of the '505 patent, after M. Leale said
that he as part of his business is hacking vehicles and
spoofing CAN messages, which part of Caim10 he
believes not to be practicing.

MR. HELGE: And ny objection is, obviously, as to
form but relevance, inproper purpose, et cetera, those
objections are maintained, but | will allow M. Leale to

answer this question.

A So sorry, after that, can you repeat the question again?
BY MR- N X
Q VWhat part of the limtations of Claim 10 are you not
practicing when you're spoofing CAN messages in a
vehi cl e?
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MR HELGE: Sane objections.

A So when we're spoofing messages, we are typically
sending -- for our applications, we're typically doing
it as a -- as a concept, we're not integrating it
ourselves into any hardware that we have, so for us,
we've come up with a different method to interact with
the -- using -- typically for us, not in all of the
cases, but typically for us for we're using diagnostic
requests because our customers are interested in
receiving data and not necessarily controlling, and in
the case where they're interested in controlling, we
sinply give themthe information without us actually
doing the function.

BY MR N X

Q Ckay. But earlier you said for hacking a door unlock,
you woul d not use a diagnostic message, correct?

A In that situation, again, we are not the ones performng
the function, our custoners are. So | guess to your
question was what are we doing, and | would say we
aren't doing any of it. W are providing -- we are
merely providing the reports, if you will, on howit is
done, and what they do with that information is up to
them but we don't receive or transmt in this way, we
wite reports.

Q And tell others howto do it?
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MR HELGE: nject to form

A W tell others what the messages are. |If they choose to
do it using that nethod, that is up to them
MR N X Ckay. | do not have any further
questi ons.
EXAMI NATI ON
BY MR HELGE:
Q M. Leale, today we've tal ked about [Exhibit 1003 from
the '671 patent IPR and Exhibit 1103 fromthe '505 I PR
Do you still stand by all of the statenents in these
exhibits with the sole exception of Paragraph 19 in
Exhibit 1003 as we discussed this norning?
A | do.
MR HELGE: | have no other questions.
MR GOSS. Axel, you're done -- well, you have to
be done because -- well, that concludes today. W'l
all be back on Friday. Wayne, let me ask, is your
wi tness planning to read and sign the transcript or will
he waive that right to expedite things?
MR. HELGE: Yes, he will be review ng and signing,
t hank you.
MR GOSS: (kay. Unless we're mssing anything, |
think that's all that we have.
(Deposition concluded at 3:35 p.m)
x x *
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State of M chigan )
County of Gakl and )
Certificate of Notary Public - Court Reporter
| certify that this transcript is a conplete, true, and
correct record of the testinmony of the witness held in this
case.
| also certify that prior to taking this deposition, the
witness was duly sworn or affirmed to tell the truth.
| further certify that | amnot a relative or an
enpl oyee of or an attorney for a party; and that | am not
financially interested, directly or indirectly, in the
matter.
| hereby set ny hand this 19th day of August, 2020.
ffz’zafatﬁ QTZ;‘ Iaﬁa{ge
El i zabeth G LaBarge, CSR-4467
Certified Shorthand Reporter
Notary Public, Wayne County, M chigan
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DEPOSITION ERRATA SHEET

Our Assignment No. 12193

Case Caption: Dataspeed Inc. vs. Sucxess LLC
DECLARATION UNDER PENALTY OF PERJURY

I declare under penalty of perjury that I have read the
entire transcript of my deposition taken in the captioned
matter or the same has been read to me, and the same is true
and accurate, save and except for changes and/or corrections,
if any, as indicated by me on the DEPOSITION ERRATA SHEET
hereof, with the understanding that I offer these changes as
if still under oath.

Signed on the 26th day of August , 2020.

A

ROBERT LEALE
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DEPOSITION

Page No. 61 Line No. 1 Change

ERRATA SHEET

to: "Could" should be "couldn't"

Reason for change: Transcription error.

Page No. Line No. Change to:
Reason for change:

Page No. Line No. Change to:
Reason for change:

Page No. Line No. Change to:
Reason for change:

Page No. Line No. Change to:
Reason for change:

Page No. Line No. Change to:
Reason for change:

Page No. Line No. Change to:
Reason for change:

SIGNATURE : %A'—_ DATE:  5/26/2020
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DEPOSI TI ON ERRATA SHEET

Page No. Line No.  Change to:
Reason for change

Page No. Line No. _ Change to:
Reason for change

Page No. Line No.  Change to:
Reason for change

Page No. Line No.  Change to:
Reason for change

Page No. Line No.  Change to:
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Page No. Line No.  Change to:
Reason for change
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METHOD, APPARATUS AND SYSTEM FOR
RETROFITTING A VEHICLE

TECHNICAL FIELD

The present disclosure relates to a method, apparatus and
system for retrofitting a vehicle and, more specifically, to a
system for and a method of retrofitting a vehicle having a
data bus.

BACKGROUND OF THE INVENTION

Being able to easily alert emergency responders in case of
an automobile accident is highly desirable. Mobile applica-
tion service providers (such as OnStar®) address this need
for their subscribers by offering an emergency call button
located within reach of the driver of an automobile. Upon
pressing the emergency call button an emergency telephone
call is placed from a cellular telephone which is embedded
in the vehicle through a wireless telecommunication net-
work and a public switched telephone network to a service
center operated by the mobile application service provider.
An emergency call to the service provider may also be
initiated automatically, e.g. upon airbag deployment.

In case of an incoming emergency call the mobile appli-
cation service center silently obtains vehicle position infor-
mation, e.g. information from a GPS receiver that is also
embedded in the vehicle. The mobile application service
center as part of an emergency assistance service informs
public safety authorities of the emergency and conveys the
vehicle’s position. The emergency assistance service is
typically available only to those who register (for a fee) with
the mobile application service provider. Registration with
the mobile application service providers includes an under-
lying registration with the wireless telecommunication net-
work. Several elements of one such system are described in
U.S. Pat. No. 6,812,832 (Lobaza), which is hereby incor-
porated by reference.

The embedded cellular telephone may also be used to
place hands free telephone calls. Dialing the embedded
cellular telephone may utilize a speech recognition engine
that is capable of recognizing spoken telephone numbers or
voice tags associated with telephone numbers. To facilitate
dialing the embedded cellular telephone may also be con-
nected to an external keypad, e.g. a telephone-style keypad
located in the vehicle’s dashboard or a virtual keypad
displayed on a touch screen display. The external keypad
may communicate with the embedded cellular telephone by
sending a telephone dial command message through the
vehicle communication network. The embedded cellular
telephone is accordingly configured to receive telephone dial
command messages on the vehicle communication network
and establish a telephone call to the requested telephone
number.

US law obligates commercial mobile radio service pro-
viders to transmit all wireless 911 emergency calls without
respect to their call validation process to a Public Safety
Answering Point (PSAP), or, where no Public Safety
Answering Point has been designated, to a designated state-
wide default answering point or appropriate local emergency
authority. The law extends to voice capable cellular tele-
phones embedded in vehicles. An embedded cellular tele-
phone can hence be used in an emergency to directly alert
public safety authorities by dialing 911 regardless of regis-
tration status with the mobile application service provider or
the underlying wireless telecommunication network. How-
ever, the user interface provided to dial 911 is inferior to
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single button activation and may e.g. require use of the voice
recognition interface. Changes in an operator’s voice during
an emergency frequently cause the voice recognition engine
to fail detecting a spoken “dial 9-1-1” command and thereby
preclude the operator from receiving the help he is seeking.

What is therefore needed is a method for combining the
benefits of legally mandated free wireless 911 access to a
Public Safety Answering Point with the advantageous single
button user interface for placing emergency calls to a mobile
application service center.

SUMMARY OF THE INVENTION

In one aspect of the present invention an integrated
vehicle communication system includes a telecommunica-
tion apparatus in communication with a vehicle data bus. An
emergency call apparatus is also in communication with the
vehicle data bus, the emergency call apparatus further pro-
viding an emergency call push button switch to initiate an
emergency telephone call to a Public Safety Answering
Point. When the emergency call push button switch is
pressed the emergency call apparatus transmits a telephone
dial command message including a telephone number to be
dialed on the vehicle data bus. The telecommunication
apparatus is configured to receive the telephone dial com-
mand and establish communication with the requested tele-
phone number. To initiate an emergency call to a Public
Safety Answering Point in the United States the emergency
call apparatus may e.g. transmit a telephone dial command
message requesting the telecommunication apparatus to dial
“011”.

In a further aspect the emergency call apparatus may
include an input for an external switch. In this aspect the
emergency call push button switch may be remote from the
emergency call apparatus and may e.g. be located within
reach of the driver of the vehicle whereas the emergency call
apparatus may be located somewhere else hidden in the
vehicle.

In another aspect the emergency call apparatus may be
added to the vehicle during a retrofit. In this aspect the
vehicle may be originally equipped with an embedded
telecommunication apparatus and an emergency call push
button switch connected thereto. Before the retrofit pressing
the emergency call button is detected by the telecommuni-
cation apparatus which responsive to the button press initi-
ates an emergency call to a mobile application service
center.

During the retrofit an emergency call apparatus is added
to the vehicle. The electrical connection between the emer-
gency call push button switch and the telecommunication
apparatus is separated and the emergency call push button
switch is rewired and connected to the emergency call
apparatus.

After the retrofit pressing the emergency call push button
is detected by the emergency call apparatus which respon-
sive to the button press transmits a telephone dial command
message on the vehicle data bus. The telephone dial com-
mand message may request the telecommunication appara-
tus to dial the telephone number 911. The telecommunica-
tion apparatus responsive to receiving the telephone dial
command message establishes a voice call to a Public Safety
Answering Point.

In yet another aspect the emergency call apparatus may be
configured to detect a trigger condition and responsive
thereto request the telecommunication apparatus to establish
communication with a Public Safety Answering Point. The
trigger condition may be a manual emergency call push
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button press. As part of an automatic emergency calling
system the trigger condition may also be the receipt of one
or more messages on the vehicle data bus which are reflec-
tive of a vehicle accident, e.g. a message signaling airbag
deployment. Upon detecting a trigger condition the emer-
gency call apparatus may transmit a telephone dial com-
mand message on the vehicle data bus requesting the tele-
communication  apparatus to dial  911.  The
telecommunication apparatus responsive to receiving the
telephone dial command message establishes a voice call to
a Public Safety Answering Point.

In still another aspect the emergency call apparatus may
provide an electrically controlled switch to separate the
vehicle communication network into two subnets. One sub-
net may be used to communicate between the emergency
call apparatus and the telecommunication device and the
other subnet may be used to communicate between the
emergency call apparatus and the rest of the vehicle. This
aspect can compensate for possible loss of communication
on the vehicle data bus after a vehicle crash, e.g. because a
wire within the communication network is shorted to ground
or battery as a result of the crash. The emergency call
apparatus may be configured to detect loss of communica-
tion and responsive thereto open the electrically controlled
switch, thereby dividing the communication network into
the two electrically insulated subnets. In result the emer-
gency call apparatus separates the damaged portion of the
vehicle communication network from its connection to the
telecommunication apparatus and thereby regains its ability
to communicate with the telecommunication apparatus and
initiate an emergency call even though communication with
the rest of the vehicle is no longer possible.

In yet another aspect the emergency call apparatus may
provide two vehicle data bus interfaces wherein the first
interface is used to communicate with the telecommunica-
tion apparatus and the second interface is used to commu-
nicate with the rest of the vehicle. In this aspect the
emergency call apparatus acts as a bi-directional gateway
between the two vehicle data bus interfaces. Messages
which the emergency call apparatus receives through the
first vehicle data bus interface are retransmitted through the
second vehicle data bus interface. Vice versa messages
received through the second vehicle data bus interface are
retransmitted through the first vehicle data bus interface. The
two vehicle data bus interfaces are electrically insulated
from each other such that the emergency call apparatus
maintains its ability to communicate with the telecommu-
nication apparatus even if communication with the rest of
the vehicle can not be established, e.g. because a commu-
nication bus wire is shorted to ground or battery as may
happen during an accident.

The following detailed description of the invention is
merely exemplary in nature and is not intended to limit the
invention or the application and uses of the invention.
Furthermore, there is no intention to be bound by any theory
presented in the preceding background of the invention or
the following detailed description of the invention.

DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic diagram of an exemplary wireless
and a public switched telecommunication network through
which emergency calls can be placed from a vehicle to a
service center or Public Safety Answering Point.

FIG. 2A is a block diagram illustrating the vehicle portion
of a wireless communication system for placing emergency
calls used in the vehicle of FIG. 1.
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FIG. 2B is a block diagram showing aspects of a prior art
vehicle communication system for communicating with a
mobile application service center before retrofit with an
emergency call apparatus.

FIG. 2C is a block diagram showing aspects of a vehicle
communication system for communicating with a Public
Safety Answering Point after retrofit with an emergency call
apparatus.

FIG. 3 is a block diagram illustrating a vehicle commu-
nication system showing an airbag control apparatus, a
pre-impact system, a telecommunication apparatus, an emer-
gency call apparatus and a navigation system communicat-
ing through a common vehicle data bus.

FIG. 4 is a block diagram illustrating an alternative
embodiment of a vehicle communication system in which
the telecommunication apparatus is connected to the vehicle
data bus through the emergency call apparatus.

FIG. 5 is a block diagram illustrating an exemplary
embodiment of an emergency call apparatus for a vehicle
communication system configuration as shown in FIG. 3.

FIG. 6 is a block diagram illustrating an exemplary
embodiment of an emergency call apparatus for a vehicle
communication system configuration as shown in FIG. 4.

FIG. 7 is a block diagram of an alternative embodiment of
the emergency call apparatus show in FIG. 6.

FIG. 8 is a flow diagram illustrating an exemplary method
for initiating an emergency call.

FIG. 9 is a flow diagram illustrating an alternative
embodiment of the method shown in FIG. 8.

FIG. 10 is a schematic diagram of an exemplary touch
screen display.

DETAILED DESCRIPTION

Referring to FIG. 1, there is shown a vehicle 100 featuring
a mobile telecommunication apparatus, suitable for use with
an embodiment of the invention, and which may be installed
in the vehicle or carried into the vehicle by the subscriber.
The mobile telecommunication apparatus communicates
through a wireless network 102, symbolized by a local
telecommunication antenna tower, with a public switched
telephone network (PSTN) 104, to which are also connected
telephones 110 and 112. Wireless network 102 may also
communicate with other wireless telecommunication
devices, here symbolized by a wireless telephone 114. The
mobile telecommunication apparatus in vehicle 100, which
will be described in more detail with reference to FIG. 2A,
may include a cellular telephone or any other wireless
device that may be registered with a cellular service provider
providing general dialing capability in connection with, and
operation through, PSTN 104. It may also include a cellular
telephone or other wireless device that is not or that is no
longer registered with a cellular service provider so long as
it provides connection with and operation through PSTN
104 with a Public Safety Answering Point (PSAP) 106.

The telecommunication apparatus carried in vehicle 100
may have been designed to provide access to mobile appli-
cation services of a service provider such as, for example,
OnStar®. Mobile application services are typically provided
within a subscription business model, which requires pay-
ment of a subscription fee per period, e.g. $19.95 per month
or $199 per year. The telecommunication apparatus may
have been permanently installed in the vehicle at the time of
vehicle assembly and the cost of the telecommunication
apparatus may have been subsidized by the service provider
in anticipation of future subscription revenue if the owner or
lessor of vehicle 100 registers for mobile application ser-
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vices. The service provider generally maintains at least one
service center 108, which is connected to PSTN 104 and
which the subscriber and other subscribers in other vehicles
call for the mobile application services. The mobile appli-
cation services may include, for example, requests for
vehicle location, selection of specific points of interest and
directions thereto, and emergency assistance (both requested
and automatic), as well as others not named.

If'the owner or lessor of vehicle 100 does not register with
the service provider, e.g. to avoid the financial burden
associated with a subscription, the service provider may
refuse to provide mobile application services including
emergency assistance. The mobile application service pro-
vider may also deactivate the telecommunication apparatus
located within vehicle 100. Deactivating the telecommuni-
cation apparatus may include deregistering the cellular tele-
phone therein from wireless network 102 so that the tele-
communication apparatus can no longer gain access to
wireless network 102 for general dialing and can thus no
longer connect to service center 108.

Even if the telecommunication apparatus within vehicle
100 has been deactivated and the cellular telephone therein
been deregistered from wireless network 102 both can still
be used to establish a connection to a Public Safety Answer-
ing Point (PSAP). Connecting to a PSAP is independent of
a subscription with the service provider or the underlying
wireless network 102. This is, especially in the United
States, to comply with federal law mandating free access to
a PSAP for all devices used to access a commercial mobile
radio service (CMRS).

Referring now to FIG. 2A there is shown wireless tele-
communication apparatus 200 in vehicle 100. The telecom-
munication apparatus 200 communicates voice and data
through an antenna 206 with wireless network 102 and
through wireless network 102 with public switched tele-
phone network 104. The telecommunication apparatus 200
may provide “hands-free” voice communication through a
microphone 202 and speaker 204. The telecommunication
apparatus may include a GPS or similar navigation appara-
tus (not shown) which receives signals through a GPS
antenna (not shown) from global positioning satellites and
derives therefrom position data (e.g., the longitude and
latitude and/or the speed and heading) of the apparatus. The
telecommunication apparatus 200 may convert the GPS
position information into a transmissible form for subse-
quent transmission from vehicle 100 to service center 108 or
Public Safety Answering Point 106. Communication
between the telecommunication apparatus 200 and service
center 108 or PSAP 106 may be voice communication
utilizing microphone 202 and speaker 204 and/or data
communication the data comprising e.g. GPS location infor-
mation.

Connected to the telecommunication apparatus 200 are
one or more buttons 208 and status indicator 210. Buttons
208 provide a simple user interface for an operator, e.g. the
driver or passenger in vehicle 100, to interact with the
telecommunication apparatus 200. The buttons 208 may e.g.
include a dedicated emergency call button. If the emergency
call button is pressed telecommunication apparatus 200
establishes voice and/or data communication with service
center 108. Status indicator 210, which may e.g. be one or
more light emitting diodes or any other form of display,
provides feedback to the vehicle operator as to the status of
the telecommunication apparatus 200. Telecommunication
apparatus 200 is also connected to vehicle data bus 212 to
exchange messages with other electronic modules within
vehicle 100 as required.
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Telecommunication apparatus 200 may provide general
dialing capability, e.g. to a telephone 110, 112 within the
public switched telephone network 104 or to a wireless
telephone 114 through wireless network 102 or any other
wireless network. To facilitate dialing telecommunication
apparatus 200 may include a voice recognition and activa-
tion apparatus, which responds to predetermined spoken
data via microphone 202 to perform predetermined func-
tions. It accesses a plurality of voice models stored within
telecommunication apparatus 200. FEach voice model
includes data permitting recognition of a spoken word or
phrase. The voice recognition apparatus compares received
spoken data with the voice models in order to recognize
those words and phrases which are defined and for perform-
ing predetermined actions in response thereto. Some voice
models represent commands, such as “menu,” “store,”
“dial,” “call,” etc. Other voice models represent the digits
required for telephone dialing: “one,” “two,” etc. For
example, the apparatus may be programmed to recognize the
phrase “Dial 9-1-1 Dial” and respond by placing a call to a
Public Safety Answering Point. General dialing capability
may be initiated by the word “Dial” followed by the number,
digit by digit.

Telecommunication apparatus 200 may also be config-
ured to allow dialing utilizing a keypad which may be
connected directly to communication apparatus 200 or indi-
rectly connected to another module which communicates
with telecommunication apparatus 200 through the vehicle
data bus 212. In an exemplary embodiment navigation
system 218 comprises a touch screen display 220 which
displays a virtual telephone keypad 222. An operator may
enter a telephone number he wishes to dial on the virtual
keypad 222. After the telephone number has been entered
navigation system 218 transmits a telephone dial command
message on the vehicle data bus 212 including the telephone
number to be dialed. Telecommunication apparatus 200
responsive to receiving the telephone dial command mes-
sage establishes voice and/or data communication with the
desired telephone number.

Quicker and easier access to dialing 911 and establishing
voice and/or data communication with a Public Safety
Answering Point is provided by emergency call apparatus
214, which is connected to vehicle data bus 212 and to one
or more buttons 216. Buttons 216 may include an emergency
call push button switch which when pressed causes emer-
gency call apparatus 214 to transmit a telephone dial com-
mand message including a telephone number to be dialed on
vehicle data bus 212. Telecommunication apparatus 200
responsive to receiving the telephone dial command mes-
sage establishes voice communication with the requested
telephone number, e.g. 911. Emergency call apparatus 214
and its operation are described in more detail with reference
to FIGS. 5 through 9 below.

As is shown in FIG. 2B vehicles equipped with an
embedded telecommunication apparatus 200 are typically
also equipped with buttons 208, one of which may be an
emergency call button to initiate an emergency call to
service center 108. Buttons 208 and telecommunication
apparatus 200 do not serve any useful purpose if the owner
or lessor of vehicle 100 does not register with the mobile
application service provider. The existing buttons 208 and
the telecommunication apparatus 200 may however be used
when retrofitting vehicle 100 with an emergency call appa-
ratus 214 at some time after vehicle built.

An exemplary method of retrofitting vehicle 100 is show
in FIG. 2C. Vehicle 100 is retrofitted by adding emergency
call apparatus 214. The electrical connection between but-
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tons 208 and telecommunication apparatus 200 is removed
and instead buttons 208 are rewired and connected to
emergency call apparatus 214. Optionally the vehicle data
bus connection between telecommunication apparatus 200
and vehicle data bus 212 may be disconnected and instead
re-routed into the emergency call apparatus 214. A new
connection is made between the emergency call apparatus
214 and vehicle data bus 212. Further, emergency call
apparatus 214 is connected to vehicle battery and vehicle
ground to power emergency call apparatus 214.

To enable the rewiring of buttons 208 the electrical
interface between buttons 216 and emergency call apparatus
214 may be identical to the electrical interface between
buttons 208 and telecommunication apparatus 200. Using an
identical interface, e.g. the same resistor values in case of
resistor coded switches, provides that an emergency call
button 208 which is connected to and used in combination
with telecommunication apparatus 200 before the retrofit
can be rewired and used in combination with emergency call
apparatus 214 after the retrofit. This simplifies the process of
retrofitting vehicle 100 which may have originally been
equipped with telecommunication apparatus 200 and but-
tons 208 but not emergency call apparatus 214 and buttons
216.

Referring now to FIG. 3, there is shown a block diagram
illustrating an exemplary vehicle communication system
300 including the telecommunication apparatus 200, an
airbag control apparatus 302, a pre-impact sytem 304, the
emergency call apparatus 214 and the navigation system
218. As is shown, each system is in communication with the
vehicle’s data bus 212, which may be a Class 2 or CAN
vehicle data bus or any other suitable bus known in the art
for electronic data communication.

Furthermore, the impact warning system 304 may also be
chosen from existing object detection systems, forward
collision warning (FCW) systems, etc., known to those
skilled in the art. The impact warning system 304 may be
shared by other subsystems in the vehicle such as stop-and-
g0, cut-in detection, automatic braking, parking aid, and the
like, known to those skilled in the art. Particularly, the
vehicle is configured with a sensor (or sensors) capable of
detecting objects in the frontal area of the vehicle. The
sensor not only detects the presence of an object, but also
provides some quantitative information about the object
such as range, range rate, and azimuth position of the object.
Additional information related to the object (e.g., a lead
vehicle in many instances) may include relative accelera-
tion, the size of the object, the dimensions of the object, the
direction of movement of the object, position of potential
impact, etc. The object information may be obtained by
means of laser technology and/or radar technology, for
example. In addition to the gathered object data, the pre-
impact system 304 also incorporates a threat assessment
algorithm, generally known in the art, which evaluates the
incoming data both from the sensor and the vehicle, analyzes
the particular situation, and then determines if there is any
imminent threat of impacting an object in the frontal area of
the vehicle.

FIG. 4 illustrates an alternative embodiment of the vehicle
communication system 400. In this embodiment telecom-
munication apparatus 200 is in communication with vehicle
data bus 212 using an indirect connection made trough
emergency call apparatus 214, as will be explained in more
detail with respect to FIG. 6 and FIG. 7.

FIG. 5 is a block diagram illustrating an exemplary
emergency call apparatus 214. Control processor 500, which
may take the form of a programmed digital computer or a
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custom digital processor, is operatively connected to push
button switch 216. Push button switch 216 may be an
emergency call button located within easy reach of the driver
and labeled prominently, e.g. with a Red Cross icon or the
letters “SOS”. Push button switch 216 is designed to be
easily found and operated by the driver or passenger of
vehicle 100 even under stress. Push button switch 216 may
be any suitable device that translates a human operator’s
intention into a signal that can be detected by control
processor 500, including e.g. a momentary push button
switch, a toggle switch, a rocker switch, a rotary switch or
a virtual button on a touch screen display. Control processor
500 is connected to the vehicle data bus 212 through a
vehicle data bus interface 504 using an electrical terminal
508. Control processor 500 and vehicle data bus interface
504 are powered by power supply 506. Power supply 506 is
connected to the vehicle’s power distribution system
through vehicle battery terminal 512 and vehicle ground
terminal 510. While emergency call apparatus 214 is shown
as a stand alone unit it should be appreciated that it may also
be integrated within another electronic control module in
which case control processor 500, power supply 506 and
vehicle data bus interface 504 may be shared with other
functions.

FIG. 6 is an alternative embodiment showing an emer-
gency call apparatus 610 which may be used in the vehicle
communication system 400 shown in FIG. 4. In this example
the telecommunication apparatus 200 is connected to the
vehicle data bus 212 indirectly through emergency call
apparatus 610. Electrical terminal 600 connects the emer-
gency call apparatus 610 to the telecommunication commu-
nication apparatus 200. Electrical terminal 602 connects the
emergency call apparatus 610 to vehicle data bus 212 and
through that to all other electronic modules communicating
through vehicle data bus 212. Control processor 500 elec-
tronically controls switch 606, which may e.g. be an elec-
tromechanical relay with coil 604, or any other suitable
switching device. Switch 606 is normally closed, creating a
short circuit between electrical terminals 600 and 602. In
case of a crash the vehicle communication system 400 may
be damaged, e.g. may deformation to the vehicle’s sheet
metal have caused a wire of vehicle data bus 212 to be
shortened to vehicle ground or battery, making communi-
cation on vehicle data bus 212 impossible. Control processor
500 is configured to detect such damage to the communi-
cation system by monitoring its vehicle data bus interface
504. If damage to the communication system is detected
control processor 500 restores communication with the
telecommunication device 200 by opening switch 606 and
thereby disconnecting the damaged part of the vehicle
communication system 400 from vehicle data bus interface
504. In its open position switch 606 may cause vehicle data
bus interface 504 to be connected to a network termination
element 608, simulating a network termination usually pres-
ent in the now disconnected vehicle communication system.
Network termination may consist of a pull-up or pull-down
resistor or any other electronic circuit known in the art of
electronic communication for terminating communication
networks.

FIG. 7 shows another alternative embodiment of emer-
gency call apparatus 710. In this example control processor
500 communicates with telecommunication apparatus 200
through vehicle data bus interface 504 and electrical termi-
nal 600. It is also communicates with other electronic
modules connected to the vehicle data bus 212 through a
second vehicle data bus interface 700 and electrical terminal
602. Vehicle data bus interface 504 and vehicle data bus 700
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are electrically insulated from each other so that damage to
the vehicle data bus 212 does not affect the ability of control
processor 500 to communicate with the telecommunication
device 200 through vehicle data bus interface 504. During
normal operation control processor 500 is configured to act
as bidirectional gateway between vehicle data bus interface
504 and vehicle data bus 700. Control processor 500 re-
transmits any messages it receives from vehicle data bus
interface 504 through vehicle data bus interface 700 and any
messages it receives from vehicle data bus interface 700
through vehicle data bus interface 504, thereby functionally
connecting telecommunication apparatus 200 with vehicle
data bus 212.

FIG. 8 is a flow diagram illustrating an exemplary method
800 that may be implemented in process controller 500.
Process controller 500 is configured to detect a trigger
condition in block 802. The trigger condition may be a
manual operator request to initiate an emergency call, e.g. by
pressing emergency call push button switch 216. The trigger
condition may also be the receipt of a predetermined mes-
sage or a combination of predetermined messages on vehicle
data bus 212. The predetermined message or messages may
e.g. reflect that the airbag control apparatus 302 has inflated
an airbag in vehicle 100. Other suitable messages that may
act as a trigger for automatic emergency calling include a
message from an object detection apparatus indicating that
vehicle 100 was involved in a collision, a message indicating
vehicle deceleration above a predetermined threshold or any
other message or combination of messages which indicate
that vehicle 100 was involved in a severe accident which
may have caused the occupants within vehicle 100 to be
injured and no longer be able to manually initiate an
emergency call.

If the trigger condition in block 802 is detected then in
step 804 process controller 500 sends a telephone dial
command message to the telecommunication apparatus 200.
The telephone dial command consists of or is part of a
predetermined message on the vehicle data bus containing a
telephone number to be dialed. Telecommunication appara-
tus 200 is configured to receive the telephone dial command
and responsive thereto establish voice and/or data commu-
nication through wireless network 102 and PSTN 104 with
the desired telephone number. For emergency use in the
United States the telephone number requested in step 804
will typically be “911” to establish communication with a
PSAP.

As described earlier with respect to FIG. 2B and FIG. 2C
emergency call apparatus 214 may be retrofitted into a
vehicle 100 at some time after the vehicle has been built. In
case of a retrofit telecommunication apparatus 200 may not
haven been designed for use with the emergency call appa-
ratus 214. In particular, telecommunication apparatus 200
may not have been configured to receive a telephone dial
command message on vehicle data bus 212 that is originat-
ing from emergency call apparatus 214. Telecommunication
apparatus 200 may however have been configured to receive
telephone dial command messages on vehicle data bus 212
that are originating from other devices, for example navi-
gation system 218. To operate under these circumstances
emergency call apparatus 214 may be configured to mimic
the telephone dial command message originating e.g. from
navigation system 218. To mimic the dial command message
emergency call apparatus 214 uses the same message iden-
tifier segment that has been assigned to navigation system
218 when transmitting its telephone dial command message.
By sharing the same message identifier segment a telephone
dial command message originating from emergency call
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apparatus 214 and a telephone dial command message
originating from navigation system 218 become indistin-
guishable for the telecommunication apparatus 200. Tele-
communication apparatus 200 hence responds properly to a
telephone dial command message originating from emer-
gency call apparatus 214 even though it may not have been
designed for this purpose. While emergency call apparatus
214 shares the same message identifier segment with navi-
gation system 218 it should be understood that vehicle 100
need not necessarily be equipped with navigation system
218. It is sufficient if telecommunication apparatus 200 is
configured to respond to telephone dial command messages
on the vehicle data 212 bus irrespective of whether the
potential transmitter of such a message is actually present in
the vehicle.

Table 1 illustrates the structure of an exemplary vehicle
data bus message. As illustrated the message consist of an
identifier segment, which in case of CAN messages may e.g.
be 11 or 29 bits long, and a data segment carrying the
message payload, which may be up to 8 bytes long. To avoid
message collision vehicle communication networks usually
use unique identifier segments for each transmitting module,
if the same message is originating from more than one
module. Modules connected to the communication network
are configured to respond to predetermined messages which
are distinguished from other messages by their identifier
segments.

TABLE 1
Identifier Segment Data Segment
11 bit or 29 bit 0 to 8 bytes
Example 0x0CF00400 39 31 31 23 FF FF FF FF

To avoid the unlikely but possible collision of two tele-
phone dial command messages issued simultaneously by
both the navigation system 218 and the emergency call
apparatus 214 the emergency call apparatus 214 may in a
vehicle communication system configuration 400 actively
prevent such collision. Accordingly control processor 500 in
an embodiment as shown in FIG. 6 may in a first step open
switch 606 so that the navigation system 218 is no longer
connected to the telecommunication apparatus 200 before
control processor 500 in a second step transmits its tele-
phone dial command message to the telecommunication
apparatus 200. Control processor 500 in an embodiment as
shown in FIG. 7 may selectively suppress forwarding a
telephone dial command received from the navigation sys-
tem 218 through vehicle data bus interface 700 while
transmitting its own telephone dial command through
vehicle data bus interface 504.

FIG. 9 is a flow diagram showing an alternative exem-
plary embodiment of the method illustrated in FIG. 8. This
embodiment is suitable for example for vehicles in which
the emergency call apparatus 214 is integrated with the
navigation system 218 and where the navigation system 218
is connected to a display. If in step 802 a trigger condition,
e.g. an airbag deployment, is detected the emergency call
apparatus displays or causes to be displayed an emergency
screen 1000 comprising a prominent user interface to acti-
vate an emergency call. If in step 904 an emergency call is
requested the emergency call apparatus in step 804 sends a
telephone dial command to telecommunication apparatus
200.

Finally, an exemplary emergency screen 1000 as may e.g.
be used within a touch screen navigation display is shown in

Petitioner's Exhibit 1001
Page 14 of 15





US 9,871,671 B2

11

FIG. 10. Emergency screen 1000 comprises virtual button
1002 to call PSAP 106 and virtual button 1004 to call service
center 108.

While the invention has been described with reference to
a preferred embodiment(s), it will be understood by those
skilled in the art that various changes may be made and
equivalents may be substituted for elements thereof without
departing from the scope of the invention. In addition, many
modifications may be made to adapt a particular situation or
material to the teachings of the invention without departing
from the essential scope thereof. Therefore, it is intended
that the invention not be limited to the particular embodi-
ment disclosed as the best mode contemplated for carrying
out this invention, but that the invention will include all
embodiments falling within the scope of the appended
claims.

What is claimed is:

1. A method, comprising:

providing a vehicle having a factory-installed first appa-

ratus including a processor, programmed to communi-
cate with a factory-installed second apparatus through
a vehicle data bus with a first message having an
identifier;

electrically disconnecting the vehicle data bus between

the factory-installed first apparatus and the factory-
installed second apparatus;

adding a second data bus to the vehicle;

electrically connecting a retrofit apparatus to the vehicle

data bus and to the second data bus;

electrically connecting the factory-installed first apparatus

to the second data bus; and

transmitting a second message from the retrofit apparatus

to the factory-installed first apparatus through the sec-
ond data bus, the second message being indistinguish-
able from the first message.

2. The method as in claim 1, wherein the second message
uses the identifier of the first message.

3. The method as in claim 1, further comprising receiving
the first message in the retrofit apparatus.

4. The method as in claim 3, wherein the retrofit apparatus
re-transmits messages received on the vehicle data bus to the
factory-installed first apparatus through the second data bus.

5. The vehicle that has been retrofitted according to the
method as in claim 1.

6. A vehicle, comprising:

a factory-installed first apparatus including a first proces-

sor which is programmed to receive a first message on
a vehicle data bus from a factory-installed second
apparatus; and

a retrofit apparatus connected to the vehicle data bus

including a second processor programmed to transmit a
second message which mimics the first message
through a second data bus.
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7. The vehicle as in claim 6, wherein the first message
comprises a message identifier that has been assigned to the
factory-installed second apparatus and wherein the second
processor is programmed to transmit the second message
with the same message identifier.

8. The vehicle as in claim 7, wherein the message iden-
tifier is an 11 bit or 29 bit CAN ID.

9. The vehicle as in claim 6, wherein the vehicle data bus
is a CAN network.

10. A vehicle, comprising:

a factory-installed first apparatus including a first proces-
sor, programmed to receive a first message via a vehicle
data bus from a factory-installed second apparatus, the
first message having a message identifier; and

a retrofit apparatus, operatively connected to the vehicle
data bus, including a second processor programmed to
send a second message having the same message
identifier,

wherein the factory-installed first apparatus communi-
cates with the retrofit apparatus through a second data
bus.

11. The vehicle as in claim 10, wherein the second
message originating from the retrofit apparatus is indistin-
guishable to the first apparatus from the first message which
the first processor is programmed to receive from the second
apparatus.

12. The vehicle as in claim 10, wherein the factory-
installed first apparatus responds to the second message
originating from the retrofit apparatus as if it were the first
message which the first processor is programmed to receive
from the factory-installed second apparatus.

13. The vehicle as in claim 10, wherein the factory-
installed first apparatus is electrically disconnected from the
vehicle data bus.

14. The vehicle as in claim 10, wherein the retrofit
apparatus is a gateway through which the factory-installed
first apparatus transmits and/or receives messages from the
vehicle data bus.

15. The vehicle as in claim 10, wherein the retrofit
apparatus selectively suppresses forwarding messages
received from the factory-installed first apparatus to the
vehicle data bus.

16. The vehicle as in claim 10, wherein the factory-
installed second apparatus is an object sensor capable of
detecting objects in a frontal area of the vehicle.

17. The vehicle as in claim 10, wherein the factory-
installed second apparatus is part of an automatic braking
system.

18. The vehicle as in claim 10, wherein the factory-
installed second apparatus is part of a parking aid system.

19. The vehicle as in claim 10, wherein the second data
bus is added to the vehicle during a retrofit.

#* #* #* #* #*
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I. INTRODUCTION

1. I, Robert Leale, of 1025 Valleyview Drive, Clarkston, Michigan,
USA, have been retained by Davidson Berquist Jackson & Gowdey LLP on behalf
of Dataspeed, Inc., to provide an analysis of the scope and content of U.S. Patent
Nos. 9,871,671 (“the *671 patent”) relative to the state of the art at the time of the
earliest application underlying the ‘671 patent. In particular, my analysis relates to
claims 1-19 of the ‘671 patent. [ have also been retained to provide analysis
regarding what a person of ordinary skill in the art related to the use of CAN
systems and adding aftermarket devices into such systems would have understood
at the time of the earliest application underlying the 671 patent.

2. This report summarizes the opinions I have formed to date. I reserve
the right to modify my opinions, if necessary, based on further review and analysis
of information that I receive subsequent to the filing of this report, including in

response to positions taken by Sucxess LLC or its experts that I have not yet seen.

II. MY EXPERIENCE AND QUALIFICATIONS

3. [ have a BA in Communications and a BA in French from Grand
Valley State University, in Allendale Michigan.

4.  From 1998 through 2003, I was an employee of Grandville Public
Schools (GPS) working as a PC/Network Technician. At GPS I worked with
teachers, administrators, and students to help solve PC and networking issues.
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Around 2001, my primary role was to maintain the school districts Administration
Office including the Superintendent, Financial Officer, and Accounting groups. I
was in charge of maintaining the computers as well as the computer networks. As
all network traffic flowed through the district’s Admin Office, I was part of a small
team who were responsible for updating, installing, troubleshooting, and fixing the
district’s network infrastructure.

5. From February 2005 through February 2010, I was an Application
Engineer at Intrepid Control Systems, Inc. where I trained and assisted customers
such as GM, Ford, Chrysler and their suppliers with understanding testing and
integration problems of vehicle network systems including CAN Bus, J1850, K-
Line (ISO-9141), LIN Subbus, FlexRay, and other data busses. My work also
included, but was not limited to, test automation for durability tests, data bus
protocol training and support, application engineering, and much more. I also
assisted customers in Vehicle Data Reverse Engineering a.k.a. competitive analysis
of proprietary vehicle systems for the purpose of comparison and, in some cases,
patent infringement.

6. Along with Original Equipment Manufacturers (OEMs) including
Ford, GM and Chrysler, Intrepid Control Systems’ customers were vehicle after-
market manufacturers. These aftermarket companies created vehicle network

interface devices that connected to vehicle data busses to communicate with

Petitioner's Exh17bit 1003
Page 7 of 131





proprietary vehicle data busses and equipment on those systems. Among these
where companies looking to communicate with vehicle systems to read data from
the vehicle network, in order to communicate with factory-installed Navigation
Systems, factory-installed Radio Systems, factory-installed Starting Systems, and
much more. In my time at Intrepid Control Systems, | worked with many of these
companies to assist in developing vehicle message databases to communicate
primarily on the Vehicles CAN Bus Systems. It was with this understanding of the
value of this interaction with the factory-installed vehicle data bus systems, and
aftermarket retrofit controllers, that I decided to start my first company in 2010.

7. Beginning in 2010 until the present I have been the President of
CanBusHack, Inc. (“CBH”) the purpose and goal being to create, perform, and
report on vehicle system institutes through responsible disclosure. At CBH we
assessed vehicle combination systems including telematics, can bus, Ethernet,
Bluetooth, Embedded Firmware Reverse Engineering and standard RF
communication, using such items as key fobs, and TPMS assessments. We also
provide Vehicle Reverse Engineering Services to customers who seek to learn
more about vehicle data systems including, but not limited to, CAN Bus data
reverse engineering, security algorithm extraction, embedded system firmware
extraction and analysis, and total vehicle data assessment.

8. Since 2010, while at CanBusHack, Inc., I also created a blog that
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assisted others in vehicle network reverse engineering and how to get started in this
field.

9. In 2011, I taught a workshop at Def Con 19 on Vehicle Networks
Hacking and Vehicle Data Reverse Engineering that looked at how to get started in
vehicle network communication reverse engineering.

10. In 2013, I taught a workshop on Vehicle Networks Reverse
Engineering and Reverse Engineering Vehicle Data at Blackhat Europe.

11.  From 2012-2019 I taught and created courses at the Center for
Advanced Vehicle Environments (CAVE) on Vehicle Data Reverse Engineering
that dealt with understanding how vehicle systems work and how to Reverse
Engineer vehicle embedded systems.

12. During 2014-2019, I developed and taught courses at Blackhat USA
in Las Vegas, NV, dealing with Vehicle CAN Bus Communications and
Diagnostics and Reverse Engineering Vehicle Data

13.  From 2016-2019, I taught courses at the Cyber Truck Challenge
focused on Heavy Duty Truck hacking and cybersecurity.

14. From 2016-2017, I taught Vehicle Hacking Hands-On Course at the
Netherlands Forensic Institute (NFI) in The Hague, to train Interpol agents on
Vehicle Hacking and Digital Automotive Forensics.

15. In 2017, I taught Vehicle Network Reverse Engineering at
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Hardware.io conference in The Hague

16. Iam also the founder and organizer of The Car Hacking Village
(CHV) that began in 2015, and is an interactive, hands-on learning village, that is
found at many hacking conferences such as Def Con, Hack In The Box,
Hardware.1O, CypherCon, DerbyCon, THOTCon, GrrCon, BSides Tampa, and
many others through the US and the world. The CHV aims to bring collaboration
of vehicle hacking with the vehicle manufacturers that support companies such as
Tesla, Mazda, GM and Fiat-Chrysler (FCA).

17. Ihave also served as an expert in two matters involving AAMP of
Florida, Inc., one involving Audionics Systems, Inc. concerning patent validity and
infringement issues, and another involving Automotive Data Solutions, Inc.
dealing with infringement issues.

18. A copy of my curriculum vitae is included herein after my signature.

III. STATUS AS AN INDEPENDENT EXPERT

19. Asnoted above, I have been retained in this matter by Davidson
Berquist Jackson & Gowdey LLP on behalf of Dataspeed Inc., to provide an
analysis of the scope and content of the ‘671 patent relative to the state of the art at
the time of the earliest application underlying the ‘671 patent. In particular, [ have
been retained to provide analysis regarding what a person of ordinary skill in the

art related to packaging for semiconductor-based light emitting devices would have
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understood at the time of the earliest application underlying the ‘671 patent.

20. Iam being compensated at the rate of $200 per hour for my work,,
and my fee is not contingent on the outcome of any matter or of any of the
technical positions I explain in this declaration. I have no financial interest in the
petitioners.

21. Ihave been informed that Sucxess LLC (the “Patent Owner”) owns
the ‘671 patent. I have no financial interest in the Patent Owner or the ‘671 patent,
nor to my recollection have I ever had any contact with the Patent Owner or the

listed inventor of the ‘671 patent.

IV. MATERIALS CONSIDERED AND BASIS OF OPINIONS

22. My opinions set forth herein are based on more than 14 years of
working with CAN systems, and more than 22 years of working with vehicle
network systems, especially for automotive uses and installations, as well as my
teaching and work experience in the CAN and hacking fields. My opinions are
also based upon investigation and study of the relevant materials including the
‘671 patent at issue and their file histories, the prior art and the exhibits of record
in the Petition.

23. I may rely upon these materials and/or additional materials to rebut
arguments raised by the Patent Owner. Further, I may also consider additional

documents and information in forming any necessary opinions — including
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documents that may not yet have been provided to me.

24. My analysis of the materials relevant to this proceeding is ongoing,
and I will continue to review any new material as it is provided. This declaration
presents only those opinions I have formed to date. I reserve the right to revise,
supplement, and/or amend my opinions stated herein based on new information,
and on my continuing analysis of the materials already provided.

25. I have carefully reviewed the ‘671 patent. For convenience, all the

information that I considered in arriving at my opinions is listed in Appendix A.

V. REFERENCE ACCESSIBILITY

26. I understand that “[a] reference will be considered publicly accessible
if it was disseminated or otherwise made available to the extent that persons
interested and ordinarily skilled in the subject matter or art exercising reasonable
diligence, can locate it.” GoPro, Inc. v. Contour IP Holding LLC, 908 F.3d 690,
693 (Fed. Cir. 2018).

Ex. 1005 - Dietz — Installation Manual For A Multimedia Interface 1280
(“Dietz”) (Ex. 1005)

27. Dietz is a six page installation guide (in German, French and English)
dated “30.11.04” (November 30, 2004). Ex. 1005 dealing with a retrofit 1280
interface module.

28. It is my opinion that the Dietz installation manual or guide for the

1280 retrofit kit was publicly accessible at least at early as October 21, 2005. 1
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understand that from an invoice dated October 21, 2005 showing that
Audiotechnik Dietz Vertrieba GmbH, Benzstrasse 12 D-67269 Gruntadt, sold four
retrofit 1280 multimedia interface modules to Perzan Auto Radio of Upper Darby,
Pennsylvania. Ex. 1012.

29. A technician purchasing a retrofit kit in 2005 would typically want
guidance from the manufacturer regarding how to install the kit. I have personally
installed many retrofit kits, and in my experience they have come with installation
or wiring connection instructions or manuals. Dietz, Ex. 1005, is such an
installation guide and is consistent with the type of guides manufacturers provided
to the public in 2005. It is my opinion that Dietz 1280 module and installation
manual was targeted for public consumption and would have been at least made
available, if not provided with, a 1280 retrofit kit. For example, the Dietz, the
installation guide, is provided in multiple languages, indicating a worldwide focus.
The level of instruction of Dietz is directed to the level of skill at or below the level
a technician, again suggesting public distribution. A purchaser of a 1280 retrofit
kit could, in my opinion, exercise reasonable diligence in locating it by requesting
a copy from the manufacturer, Audiotechnik Dietz Vertrieba GmbH. I note that
the web addresses, postal addresses, and phone numbers are provided on Dietz,
suggesting that the manufacturer desired to be contacted regarding the 1280 retrofit

kit.
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30. Consistent with my understanding of the public accessibility of Dietz,
Ex. 1013 is a collection of screenshots of Internet Archive webpages, which show
the archiving of the Dietz installation manual on March 16, 2005. I understand this
screenshot was created by first searching Google for the “dietz 1280 multimedia
installation manual” and entering the link address for a search result into the
Internet Archive. The URL address for this is
“https://web.archive.org/web/20050316204956/http://www.tm-
techmark.com/touareg/PDFfiles/1280anl.pdf.”

Ex. 1006 - Negley, Getting Control Through CAN, Sensors, October
2000, Vol. 17, #10, (Ex.1006) (“Negley”)

31. The Negley article was published in an October 2000 issue of Sensors
magazine, Issue 17, No 10, and, in my opinion, was targeted for public
consumption, through its publication, to be accessed by persons of ordinary skill in
the early 2000’s. Negley describes, shows, and explains many details of CAN
systems, CAN bus messaging, CAN protocols, and, in my opinion, was publically
available at least as early as October 2000.

32. In my opinion, Negley is consistent with the types of articles a person
of ordinary skill in the art would find in trade magazines. I believe a person of
ordinary skill in the field of communications between vehicle components in the
early 2000’s could access Sensors magazine either through subscription, from a

technical library, or from the publisher in the early 2000’s because I believe the

Petitioner's EXI11i4Bit 1003
Page 14 of 131





purpose of the Sensor magazine was to provide content to engineers in the sensors

and CAN system fields, and I am also aware that Sensors magazine is the sponsor

of the Sensors Expo & Conferences, to make technical information available to the
public.

33. Examining the content of this article, I believe its copyright date for
this i1ssue of the Sensor’s magazine is consistent with the level of ordinary skill on
that date, and was of interest to those working in CAN systems in the early 2000’s.
Further, there is nothing in Negley that is inconsistent with the state of the CAN art
at the time, nor anything that would suggest a different date. Additionally, the
citations at the end of the article, along with the listing of CAN silicon
manufacturers, and CAN tool suppliers, demonstrates a wide spectrum of sources
and levels of interest in CAN systems.

Ex. 1009 - SAE Technical Paper Series, 930005, A Gateway For CAN

Specification 2.0 Non-Passive Devices , Szydlowski published and
copyrighted 1993 (“SAE”) (Ex. 1009)

34. I personally obtained a copy of this SAE paper, Ex. 1009, from the
SAE website which is considered a technical library, and one important role of
SAE is to publish and disseminate technical articles and papers. I have personally
used the SAE library and website for many years when looking for technical
papers, and routinely obtain materials therefrom. Many individuals, including

POSITAs, rely on SAE’s library and website to search for and obtain technical
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papers, and, in my opinion, this SAE paper has been publically available since at
least since its copyright date of 1993. I also note that Ex. 1009 bears on the front
page an SAE Library stamp and a date of 3-3-93.

Ex. 1010 - Robert Bosch GbmH, CAN Specification, Version 2.0,
1991(“Bosch”)

35. I have been aware of this 1991 Bosch CAN specification, referenced
as CAN 2.0A, for many years and that it was internationally standardized in 1993
as ISO 11898-1. I personally obtained this Exhibit copy of the Bosch CAN
Specification in December 2005.

36. In my opinion this Bosch CAN Specification has been publically
available since at least 1991 to everyone working in the field, including in CAN
systems, and continues to be of great interest to those individuals as a resource
tool.

Ex. 1011 - Johansson, Vehicle Applications Of Controller Area

Network, Handbook of Networked and Embedded Control Systems,
2005, pages 741-765. (Ex. 1011)

37. This article on gateways is from a Handbook of Network and
Embedded Control Systems with a copyright date of 2005, and a Library of
Congress Catalog-in-Publication date also of 2005.

38. In my opinion, this Handbook would have been of great interest to
those working with CAN bus and other types of control systems, and the Preface

confirms my opinion by noting that the purpose of this Handbook was to assemble
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together a collection of articles so that all could be made available to and used as a
resource tool by experts, researchers, and developers.

39. In my opinion, this Handbook and its articles, are consistent with the
types of articles a person of ordinary skill in the art would find a Handbook of
networked control systems. I believe a person of ordinary skill in the field of
communications between vehicle components in 2005 could access this Handbook
either from a technical library, or from the publisher in 2005 because I believe the
purpose of this Handbook, as noted above, was to target its articles for public
consumption and to provide its content to engineers in the field. Examining the
content of the Johannsson article, I believe its copyright date of 2005 is consistent
with the level of ordinary skill on that date. I do not see anything in the article that
would suggest a different date of publication.

Ex. 1015 - Taube, Comparison Of CAN Gateway Module For

Automotive And Industrial Control Apparatus, CAN In Automation
2005. (Ex. 1015)

40. This article on a Comparison of CAN gateway modules is from a
CAN In Automation (CIA) ICC 2005 proceedings publication, specifically pages
06-1-06-7. CIA is a very well-known organization and this paper was presented at
the 10" International CAN Conference in Rome, Italy that was held March 08-10,

2005, as noted on the front page of the Exhibit.
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41. My opinion is confirmed by the CIA website that identifies CAN in
Automation (CiA) as an international users’ and manufacturers’ group for the CAN
network (Controller Area Network), internationally standardized in the ISO 11898
series, and the CIA promotes CAN system technology, regularly conducts
international conferences, and publishes proceedings from those conferences. The
CIA was established in March 1992 in order to provide an independent body to
collect and to distribute technical, product and marketing information on Controller
Area Network (CAN), to promote CAN’s image, and to provide a path for future
developments of the CAN protocol. CiA also offers seminars and conferences,
publications, CANopen testing, and last but not least the promotion of CAN
technology.

42. This Taube article, in my opinion was targeted for public consumption
and would have been at least made available at the 2005 conference and through
the CIA Proceedings publication, and is consistent with the types of articles a
person of ordinary skill in the art would find being presented at CIA conferences
and in CIA publications. I believe a person of ordinary skill in 2005 could access
this Taube article either through attending the 10™ CIA conference, by obtaining a
copy of the published Proceedings, from the CIA technical library, or from the
publisher in 2005 since one significant objective of CIA is he distribution of

information about CAN systems and related technical information. Examining the
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content of the article, I believe its copyright date of 2005 is consistent with the
level of ordinary skill on that date, and I do not see anything in the article that
would suggest a different date of publication.

43. Based on my review, these materials provide evidence of the state of
knowledge in the relevant art as of April 30, 2007. I believe that the relevant field
for purposes of the ‘671 patent is aftermarket (also known as retrofit) devices for
use in automotive CAN Bus systems.

44. I understand that the relevant timeframe for my analysis is prior to
April 30, 2007, which is the year, month and day the grandparent patent
application of the ‘671 patent was originally filed. Even though I may refer below
to my analysis in the present tense below, all analysis has been performed from the
viewpoint of a as of this April 30, 2007 date.

45. As described above, I have extensive experience in the relevant field
of automotive CAN Bus systems, including experience relating to the hacking into
OEM CAN systems and ways in which one can add aftermarket devices into an
OEM CAN automotive environment. Based on my experience, I have an

established understanding of the relevant field in the relevant timeframe.

VI. DESCRIPTION OF THE RELEVANT FIELD AND THE RELEVANT
TIMEFRAME

46. 1 have carefully reviewed the ‘671 patent. All the material I have
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considered in arriving at my opinions is listed in Appendix A.

47. Based on my review of these materials I believe that the relevant field
for purposes of the ‘671 patents is CAN systems.

48. 1 believe that the relevant timeframe for my analysis is prior to April
30, 2007, which is the date of filing for the earliest application in a list of
corresponding applications to the ‘671 patents.

49. As described above I have extensive experience in CAN systems, and
the hacking thereof, and based on my experience and study of the listed materials I

have established an understanding of the relevant field in the relevant timeframe.

VII. THE PERSON OF ORDINARY SKILL IN THE RELEVANT FIELD
IN THE RELEVANT TIME FRAME

50. I have been informed that “a person of ordinary skill in the art”
(sometimes abbreviated as a “POSITA”) is a hypothetical person to whom an
expert in the relevant field could assign a routine task with reasonable confidence
that the task would have been successfully carried out. I have been informed that
evidence of the level of ordinary skill in the art can be determined based on
information about the field including: the types of problems encountered, known
solutions, the speed of innovation, sophistication, and the educational level of
active workers. I have considered these types of information along with my own

background in CAN systems working with students, clients, customers and other
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professionals in the field to reach my conclusion.

51. It is my opinion, that the person of ordinary skill in the art at the
relevant would have had a bachelor’s degree in engineering, or at least two years of
work experience in the design, operation, and functioning of CAN systems, and
that additional work experience could substitute for a degree.

52. Based on my extensive work and teaching experience, I have
an understanding of the capabilities of a person of ordinary skill in the relevant
field. I have worked with, supervised, directed, and instructed many such persons

over the course of my career.

VIII. BACKGROUND ON CAN SYSTEMS

53. Prior to discussing the ‘671 patent, I believe it would be
helpful to the reader to understand CAN system, its protocols, and its message
format.

54. In the 1980s the functionality of automotive systems was
greatly improved by the introduction of electronics that controlled such things as
ABS braking, exhaust emissions and other vehicle controls. Existing
communication systems were expensive and proved unsuitable for coupling
controllers in vehicles. Robert Bosch GmbH saw a need for a powerful control
system, and created what has become known as a Controlled Area Network or

CAN. Bosch began development in 1983, and was publicly released in 1986 at the
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SAE conference in Detroit Michigan. Originally, CAN was used only for engine
control, but by 2005 CAN systems and CAN nodes were used for powertrain and
chassis control, body electronics and infotainment systems. (See, Johansson,
Vehicle Applications of Controller Area Network, page 750-754, 2005, Ex. 1011).

5S. Information on CAN Bus systems is sent in fixed-format
messages of different, but limited length. The CAN message or frame has a unique
structure, and message transfer is manifested and controlled under the CAN
protocol by four types of CAN frames. These include data frames, remote frames,
error frames, and overload frames. Data frames are used to broadcast data from
the transmitter to the other nodes on the CAN Bus. Remote frames are broadcast
from the transmitter to request data from a specific node. Error frames may be
transmitted by any node that detects an error. Overload frames are used to
introduce additional delay between data or remote frames. (See, Bosch, Ex. 1010,
Part A, page 6, 10-18; Part B, page 42-5; Johansson, Vehicle Applications of
Controller Area Network, page 745 (message formats), 2005, Ex. 1011). For
purposes of this declaration I will concentrate on data frames.

56. The 1991 Bosch CAN specification, referenced as CAN 2.0A,
used or supported an 11 bit or standard identifier. In 1995 Bosch modified the
protocol and introduced CAN 2.0B that supported an extended 29 bit identifier.

The CAN protocol was internationally standardized in 1993 as ISO 11898-1. (See,
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Bosch, Ex. 1010; Johansson, Ex. 1011, page 743; Negley; Getting Control
Thorough CAN, CAN Messages, page 2, EX. 1008)

57. CAN Bus is a vehicle bus standard designed to allow
microcontrollers, networking sensors, actuators, nodes and various devices used in
vehicle controls to communicate with each other, and it is a message-based
protocol, designed originally for multiplex electrical wiring within automobiles.
(See, Bosch, Ex. 1010; Johansson, Ex. 1011, page 744; SAE Technical Paper
Series, 930005, A Gateway for CAN Specification 2.0 Non-Passive Devices, by
Craig Szydlowski, SAE Library date stamp 3-3-93, Available International
Congress and Exposition, Detroit, Michigan, March 1-5, 1993. Page 29-30).

58. Modern automobiles employ many electronic control modules,
ECUs, for a variety of systems such as, for example, engine controls, air bags,
antilock brakes, cruise control devices, electric power steering, audio systems, GPS
systems, power windows, mirror adjustments, and so on. (See, Johansson, Vehicle
Applications of Controller Area Network, Ex. 1011. page 743, 751-754 (Figs. 7,
8), 2005).

59. A CAN system normally connects Electronic Control Units
(ECUs) that are also known as nodes and they are connected to a CAN bus, a data
bus, that refers to a contiguous network providing a communication channel for

two or more nodes or ECUs or modules. Thus, when CAN buses are added into an
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existing CAN bus system, one is adding an additional communication channel.
Nodes or ECUs can have varying complexities, with generic nodes or ECUs
having at a minimum a processor and a transceiver. (See, Johansson, Ex. 1011,
page 741) (See also, Negley; Getting Control Thorough CAN, page 20-21, Fig. 3,
EX. 1006,).

60. Each ECU or node has a central processing unit,
microprocessor or a host processor, a CAN controller, and a transceiver that when
receiving converts the data stream from the CAN Bus level to a level the CAN
controller uses, and when transmitting it converts the data stream from the CAN
controller to CAN Bus levels. (See, Bosch Ex. 1010; Negley; Getting Control
Thorough CAN, page 1, What Makes Up a Node-Fig. 3, page 18-21, EX. 1006).

61. In the message-based CAN protocol, the nodes do not have a
specific address. Instead, address information is contained in the identifier of
transmitted messages, indicating message content and its priority. (See, Bosch Ex.
1010, page 6, 38; Negley; Getting Control Thorough CAN, page 18-24, EX. 1006).

62. CAN messages are not transmitted from one node to another
node based on addresses. Rather, embedded in CAN messages is priority
information and contents of the data being transmitted. Consequently, all nodes in
the system receive every message transmitted on a bus. It is up to each node in the

system to decide whether the message received should be immediately discarded or
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kept to be processed. The CAN Specification 2.0 states: “Message Routing: The
content of a message is named by an IDENTIFIER. The IDENTIFIER does not
indicate the destination of the message, but describes the meaning of the data, so
that all nodes on the network are able to decide by MESSAGE FILTERING
whether the data is to be acted upon by them or not.” Thus, the CAN protocol
creates a communications path that links all the nodes connected to the bus, and
enables them to talk with one another. One automotive example below shows a
CAN Bus used to interconnect individual nodes that detect button presses and

control motors or solenoids in a door:

i [ S

DoarMode | Implemaniathon

o ool

(See, Bosch Ex. 1010, page 6, 38; Negley; Getting Control Thorough CAN, CAN
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Messages, Ex. 1006, page 18-28).

63. One known benefit of such message-based protocols is that
additional nodes can be added to the system without the necessity to reprogram all
other nodes to recognize this addition. The new node will start receiving messages
from the network and, based on the message identifier, decide whether a message
1s accurate recognizable, and to then respond, i.e. process or act upon the received
message, or otherwise discard the received message. (See, Bosch Ex. 1010;
Negley, Getting Control Through CAN, Oct 2000, CAN Messages text, Ex. 1006,
pages 18-24). In my opinion, when installing retrofit devices into an existing CAN
bus system, a POSITA would understand that for the retrofit device to work and
send recognizable messages, it would also use a message identifier in every
message to cause receiving ECUs to decide by MESSAGE FILTERING whether
the data is to be acted upon by them or not.

64. CAN messages sent on a CAN system must conform to a CAN
message protocol, and there are two CAN message frame formats; the only
difference between them is the length of the identifier. As noted above, a standard
CAN message frame, known as CAN 2.0A, supports a length of 11 bits for the
identifier, whereas an extended message frame, known as CAN 2.0B, supports a
length of 29 bits for the identifier. The structure for these two CAN protocol

message frames is shown below:
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Frame

'Standard Frame (CAN Version 2.0A)

S D [ |R| DLC Data CRC 'IAJA| EOF | IFS | Bus
0| 11Bits D{B|4Bits| 0 ... 8 Bytes 15 Bits C Idle
E E Jlk
" Atbitration | Control | Data | CRC |
Field Field Field Field
Extended Frame (CAN Version 2.0B)
ID I D r ir | DLC Data CRC [C EOF| IFS | Bus

11Bits [R|D| 18Bits [T|1 J0|4Bits |0 ... 8 Bytes| 15 Bits R|C|C Idle

7| [Base) I | (Extend " K

Arbitration
Field

Control
Field

Data
Field

CRC
Field

Figure 4.3: Standard and extended frames format in CAN [10]

(See, Bosch Ex. 1010, Part A, page 10-11; Part B,. page 42-43; Negley, Getting

Control Through CAN, Oct 2000, CAN Messages text, Ex. 1006, pages 18-25).

65. Every CAN message has an identifier field consisting of either

11 or 29 bits, and the nodes use the identifier to determine if the incoming message

should be accepted and acted upon or discarded. (See, Negley; Getting Control

Thorough CAN, EX. 1006, pages 18-25; Bosch Ex. 1010, page 11, 42-44).

66. Typical smart sensor nodes in 2000 were made up of both

digital and analog components, which allowed such nodes to capture sensor data,

or other data, that could then be transformed, analyzed, and transmitted to other

nodes in the system, generic nodes could be easily configured for different node

applications. An example of such a node is as follows, and included a processor, a

sensor controller, and a transceiver:
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(See, Negley; Getting Control Thorough CAN, text re Fig. 3, EX. 1006, pages 20-
21)

67. Using the CAN protocol, when one node wants to send a
message to any other node, it assembles a message with the proper identifier and
data, checks to see if the bus is free, and then transmits the message. Every other
node captures the message and examines it to see if it is required to take some
action. (See, Negley; Getting Control Thorough CAN, text re Fig. 8, EX. 1006, 2e-
28; Bosch Ex. 1010, page 6, 38).

68. In one example, a temperature-monitoring node may send out
temperature data that are acted on only by a node that displays the current
temperature. A temperature sensor that detects an over temperature situation,
however, may have many nodes acting on such information. (See, Negley; Getting
Control Thorough CAN, CAN Messages text, Fig. 3 EX. 1006).

69. As shown in the figure below, to transmit a message a node
must first load the message identifier, data bits, and control bits into the transmit
message assembly registers. Then, the node transfers the data to the CAN protocol
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engine. The CAN protocol engine creates the actual frame by inserting the frame
elements, start and stop bits and interframe space bits. The protocol engine also
handles bus arbitration, cyclical redundancy checksum calculations, and looks for

transmission errors.

(See, Negley; Getting Control Thorough CAN, CAN Message Frames text and Fig.
7 EX. 1006, pages 24-28).

70. As noted above, every node in a CAN system reads every
message transmitted on the bus. When the processor in a node or ECU receives a
message and determines that there are no errors with the message, the identifier
field of the message is checked against filter and mask registers to determine if the
message should be acted on. (See, Negley; Getting Control Thorough CAN, CAN
Message Frames text and Fig. 8, EX. 1006 pages 24-28).

71. Each node receives all messages, and a node can distinguish
between them to determine if it should accept a message by examining the
identifier bits. Inside the controller or processor, filters and masks are compared

against the identifier bits to see if there is a match. If the identifier bits match one
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or more of the filters, then the message is recognized, accepted, and some action
will be taken by the node. (See, Negley; Getting Control Thorough CAN, the
discussion of Fig. 8 and Receiving and Processing a Message text, EX. 1006). In
my opinion, by the mid 2000’s, use of CAN message identifiers was well-known
and well-established as a standard practice in CAN bus communications. Evidence
supporting this opinion includes the discussions in Negley.

72. As was noted by the Negley article, CAN system protocols
provides a robust system in which one can add or remove nodes from the network,
without bringing the whole system down. (See, Negley; Getting Control Thorough
CAN, EX. 1006, pages 20-24).

73. Since CAN systems have been in use, it has been standard
practice to employ message identifiers in a CAN Bus system for the various
devices and systems being controlled or monitored as part of a CAN message.
(See, Negley; Getting Control Thorough CAN, EX. 1006, pages 20-28).

74. As is explained by Jan Taube et al., in an article titled
“Comparison of CAN Gateways for Automotive and Industrial Control
Applications,” the increased complexity of automotive networks, and a need for
data transparency and information exchange within the overall systems lead to the
introduction of gateways. (See, Taube, Comparison of CAN Gateways for

Automotive and Industrial Control Applications, page 06-1, CAN in Automation,
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ICC 20056, Ex. 1015).

75. Gateways, including bi-directional gateways, are used for
interfacing one network with another network, and a bridge is a term used to
describe a simpler device that links or routes signals from one bus or network to
another. (See, Taube, Comparison of CAN Gateways for Automotive and
Industrial Control Applications, page 06-1, CAN in Automation, ICC 20056, Ex.
1015).

76. A gateway also refers to devices allowing CAN based networks
to be linked together, where data being transferred between networks using the
same protocols. (See, Taube, Comparison of CAN Gateways for Automotive and
Industrial Control Applications, page 06-1, CAN in Automation, ICC 20056, Ex.
1015; See also, Johansson, Vehicle Applications of Controller Area Network, Ex.
1011, page 749, 2005).

77. Vehicles in the mid 2000’s included multiple networks linked
together by gateways, each controlling a specific part of the vehicle such as
powertrain and chassis subsystems, body electronics, engine and brake control
(TCM, ECM, BCM), and are used in multiple CAN Bus configurations where the
systems being controlled include audio, crash, climate control, engine
management, brake systems, locking and alarm systems, to name but a few. (See,

Johansson, Vehicle Applications of Controller Area Network, page 749-754 , re

Petitioner's Exlgnjbit 1003
Page 31 of 131





Figs. 7, 8, 2005)).

78. Gateways and bridges enable CAN-based networks to be
linked together or linked to networks with other protocols. (See, Johansson,
Vehicle Applications of Controller Area Network, Ex. 1011, page 749-754 (Figs.
7, 8), 2005).

79. Gateways have been well known since 1993, and were
extensively discussed in an SAE Technical Series Paper, EX. 1009. (See, SAE
Technical Paper Series, 930005, A Gateway for CAN Specification 2.0 Non-
Passive Devices, by Craig Szydlowski, EX.1009, SAE Library date stamp 3-3-93,
Available International Congress and Exposition, Detroit, Michigan, March 1-5,
1993. Page 29-30). SAE discloses that a “gateway” as that term is used in the
context of a CAN bus system, “communicates with two CAN chips, one from each
network.” (SAE Technical Paper Series, 930005, A Gateway for CAN
Specification 2.0 Non-Passive Devices, Ex. 1009, page 30). Examples of gateway
functions can include “bridging standard messages without translation.” (SAE
Technical Paper Series, 930005, A Gateway for CAN Specification 2.0 Non-
Passive Devices, Ex. 1009, page 30).

80. Fig. 1 in Ex. 1009 shows a gateway with a microprocessor at
the center that translates messages between the networks shown there above and

below. (See, SAE Technical Paper Series, 930005, A Gateway for CAN

Petitioner's Exlgn%)it 1003
Page 32 of 131





Specification 2.0 Non-Passive Devices, Ex. 1009, page 29).

81. In terms of message handling by gateways, message traffic
across a gateway can be managed to minimize message overruns. One way to
manage this is to ensure both CAN Buses have transmission rates allowing the
gateway to transfer two messages in the time required to transmit a single message.
(See, SAE Technical Paper Series, 930005, A Gateway for CAN Specification 2.0
Non-Passive Devices, Ex. 1009, page 36).

82. A second way to manage message traffic across a gateway is to
use acceptance filtering to limit the rate that messages are transferred across the
gateway. (See, SAE Technical Paper Series, 930005, A Gateway for CAN
Specification 2.0 Non-Passive Devices, Ex. 1009, page 36).

83. The SAE paper also discloses message suppression as it
explains that CAN chips connected to the gateway microprocessor are
programmed to select a subset of the message for transfer across the gateway using
acceptance masks. This instructs that selective subsets of messages are not
selected to be transferred across the gateway but are instead suppressed. (See, SAE
Technical Paper Series, 930005, A Gateway for CAN Specification 2.0 Non-
Passive Devices, Ex. 1009, page 36).

84. Fig. 7 of Ex. 1011 shows a CAN network for a Volvo XC90,

and it shows two CAN Buses with the left most representing powertrain and
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chassis devices, and the other showing devices for controlling doors, climate
controls. There is a central electronic module (CEM), an ECU, that acts as a
gateway between the two CAN Buses. (See, Johansson, Vehicle Applications of
Controller Area Network, Ex. 1011, page 751-752, (Figs. 7, 8), 2005.

8s. Consequently, in my opinion, one skilled in the art would have
known and appreciated that by 2005 it was well known to use gateways to link
together CAN network-based systems, and to provide data sharing between two

CAN networks or systems.

IX. OVERVIEW OF THE ‘671 PATENT

86. The ‘671 patent is titled “Method, Apparatus and System for
Retrofitting A Vehicle,” and purports to deal with adding an aftermarket or retrofit
emergency call device that uses a message identifier associated with an originally
installed navigation system to fool or spoof an originally installed
telecommunication device to make a call. There are several embodiments
showing the emergency call device being simply added to the vehicle bus, or as a
gateway between the vehicle bus and the originally installed telecommunications
device.

87. The ‘671 patent states, each system being referenced is in
communication with the vehicles’ data bus 212, which may be a Class 2 or CAN

vehicle data bus or any other suitable bus known in the art for electronic data
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communication. (See, 7; 30-33).

88. The claimed invention, however, has nothing to do with adding
an emergency call device. Rather, claims providing a vehicle having an OEM 1*
apparatus including a processor, programmed to communicate with an OEM 2™
apparatus through an OEM vehicle data bus with a 1* message having an identifier
and then adding a generic “retrofit apparatus” into the vehicle programmed to
communicate over a 2™ data bus with the factory installed 1* apparatus by using a
2" message with a message identifier that mimics or is indistinguishable from the
1" message. A POSITA would understand that the message identifier is one the 1*
processor for the 1* apparatus would recognize when the identifier bits in the
identifier field is examined to look for a match, allowing the 1% processor to
distinguish between all message on the CAN bus.

89. In this instance, under CAN system messaging protocols, the
claimed 2" message would have to use the same 1% message identifier or node-ID
of the 1* message as that 1* message identifier is known to the instant CAN Bus
system, and only that message identifier would be seen as a match within the CAN
Bus system.

90. Figure 3 from the ‘671 is shown below:
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91. Fig. 3 shows a telecommunication apparatus 200 that is

connected to a CAN Bus 212 as is a navigation system 218. As both the
telecommunication apparatus 200 and the navigation system 218 are both
connected to the CA bus each will have its own processor. As the ‘671
specification explains for one embodiment, the “navigation system 218 comprises
a touch screen display 220 [Fig. 2A] which displays a virtual telephone keypad
222. An operator may enter a telephone number he wishes to dial on the virtual
keypad 222. After the telephone number has been entered navigation system
transmits a telephone dial command message on the vehicle data bus 212 including
the telephone number to be dialed. Telecommunication apparatus 200 responsive
to receiving the telephone dial command message establishes voice and/or data
communication with the desired telephone number.” (See, 671.6; 29-39).

92. In Fig. 3 there is also an airbag apparatus 302, a pre-impact
system 302 and an emergency call apparatus 214. Each of these apparatuses are all
connected directly connected to the vehicle bus 212 and that CAN Bus 212 is a
single bus. (See, ‘671, 7; 31-33).
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93. Figure 4 from the ‘671 patent is shown below:
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9. Figure 4 shows another embodiment showing the same devices
as in Fig. 3, but their arrangement has been changed; the retrofit apparatus 214 has
been inserted in the connection originally existing between the bus 212 and the
telecommunication apparatus 200, so that the telecommunication apparatus 200 is

now connected indirectly to the OEM CAN bus via the retrofit apparatus 214.

95. Figure 6 from the ‘671 patent is shown below;
610, 506 54
500 1 .-,."7
S POWERSUPPLY | R
st || R | =
BUS INTERFACE I
sl o
504 504 606 608 ggp
FIG. 6
96. The specification explains that the retrofit emergency call

apparatus 610 may be used on Fig. 4, and in that configuration electrical terminal
600 connects the emergency call apparatus 610 to the telecommunication apparatus
200, and that electrical terminal 602 connects the emergency call apparatus 610 to

the vehicle data bus 212. (See, ‘671, 8; 25-33).

97. Figure 7 from the ‘671 patent is shown below:
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98. The specification text at 8: 60 — 9: 4 explains that in Fig. 7 the

control processor 500, in the emergency call apparatus 710, communicates directly
with the telecommunication apparatus 200 through a vehicle data bus interface 504
and terminal 600, just as it did in the Fig. 6 embodiment as noted above. However,
unlike the Fig. 6 arrangement, in Fig. 7 the control processor 500 in the emergency
call apparatus 710 also communicates directly with the vehicle data bus 212
through a second vehicle data bus interface 700 and an electrical terminal 602. (See
also, 671, 8; 60-67).
99. Applying this description for Fig. 7 to Fig. 4 shows the

following for a modified Fig. 4 labeling of the two-communication links or

channels (also attached separately as Ex. 1008):
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100. The specification does not specifically refer to the claimed
“second data bus,” nor to the term “data bus.” The specification does refer to the
use of two vehicle data bus “interfaces.” This is first discussed at 3: 38-37, and
again at 8: 60- 9: 4.

101. At 3: 33-37 the specification explains that there can be two
vehicle data bus interfaces, one of which, a first, can connect with a
telecommunication apparatus (200), and a second interface that can be used to
communicate with the rest of the vehicle via the vehicle data bus (212).

102. The discussion at 8: 60 — 9: 4 is more specific and has been set
out above regarding Fig. 7, which is embodiment of the retrofit shown in Fig. 4.

103. Claim 1 calls for disconnecting the vehicle data bus between a
factory installed first apparatus, for example, the telecommunication apparatus
[200], and a factory installed second apparatus, for example, navigation system
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[218], adding a “second data bus” to the vehicle, then electrically connecting a
retrofit apparatus, for example an emergency call apparatus [214], to the vehicle
data bus [212] and to the second data bus, and then electrically connecting the
factory installed first apparatus to the second data bus. In my opinion, this also
describes the arrangement shown in Fig. 7.

104. In Fig. 7, the original factory data bus is shown by the link
700/602, as it is connected to original factory-installed data bus 212, and the
claimed “second data bus” is the link 600/504, a second communication channel,
provided between the retrofit apparatus 214 and the factory installed
telecommunication apparatus 200. I note that the ‘671 patent’s discussion of Fig. 7
does not explain the conductors or wiring used to form the second data bus.
Therefore, I believe that adding a second data bus according to the ‘671 patent
could be achieved by adding new conductors that are electrically isolated from the
existing vehicle data bus, or by severing the conductors forming the existing
vehicle data bus and installing a gateway at the location of the severed wires. In
either instance, a second data bus that is separate from the pre-existing vehicle data
bus 1s achieved.

105. In my opinion, Fig. 7, which is an embodiment of the retrofit
device of Fig. 4, shows a first vehicle data bus and a second data bus separate from

the first vehicle data bus.
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106. The claimed “first apparatus,” that includes a processor, is set to
receive a 1% message from a 2" apparatus that also includes a processor. CAN
system protocols demand that “Ist” message or frame will include an identifier that
is unique to that 2™ apparatus or node, and in a CAN system each of the 1%
apparatus and 2™ apparatus will comprise a node on a CAN system and will
include a processor.

107. The claimed 1* message, or frame in the CAN system, includes
an identifier, telling the 1* apparatus that the first message is legitimate or
accurate. The 1™ message is one coming from the 2" apparatus and going via the
original OEM vehicle data bus 212 to the 1* apparatus.

108. The “aftermarket” or “retrofit apparatus™ is then claimed to
transmit a “second” message (2" message), which in a CAN system would also
comprise a frame, to the factory installed first apparatus through a 2" data bus,
with that 2" message or frame being “indistinguishable” from the 1% message. As
noted above, the 1* message or frame will necessarily have to include a unique
identifier. For the 2™ message to be indistinguishable from the 1* message the 2™
message identifier will be identical to the 1% message identifier in order for system
nodes to recognize it as an accurate ID or one that is known to the other nodes.
That means following CAN system protocols, the message identifier portion of the

.. o« e t
2" message, would have to mimic, emulate or imitate the 1% message frame
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normally being transmitted by the 2" OEM apparatus, for example, to emulate a
message from the navigation apparatus 218, in order for other nodes in the CAN
system to recognize the message and its ID and to thereby accept the message and
act on the data therein.

109. Indeed, at 8: 55-59 it i1s admitted that the telecommunications
apparatus 200 may be configured to receive telephone dial command messages
originating from other devices already on the system, like the navigation apparatus
218.

110. To permit the telecommunication apparatus 200 to operate via
call commands from a new device, not originally on the system, the specification
says that the retrofit or aftermarket emergency call apparatus 214 would be
configured to mimic the dial command from another device on the system, e.g. the
navigation apparatus 218. (See, 9: 59-65).

111. To accomplish that same dial command, the specification says
that to mimic the dial command the retrofit or aftermarket device would use the
same message identifier segment assigned to another device on the system, like the
navigation system 218, so that the telecommunication apparatus 200 would
recognize and is able to respond properly, and that by using the same identifier
segment the retrofit dial command message would be indistinguishable from other

dial commands received by the telecommunications apparatus 200. (See, 9: 59 —
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10: 15).

112. The specification also explains that the “identifier segment”
being referenced is for CAN messages and will be either 11 or 29 bits long, and
that each “identifier segment” will be unique identifier segments for each
transmitting module or device. (See, 10: 16-27).

113. In addition to describing the two vehicle data bus interfaces, the
specification at col 3, lines 37-44 also discusses that the retrofit or aftermarket
emergency call apparatus will also act as a bi-directional gateway between the two
interfaces. In one direction, messages received through the first vehicle data bus
interface are retransmitted through the second vehicle data bus interface, and in an
opposite direction messages received through the second vehicle data bus interface
are retransmitted through the first vehicle data bus interface. (See, 3: 37-44).

114. The specification explains that the control processor 500 is
configured to act as a bi-directional gateway between the vehicle data bus interface
504 and the vehicle data bus [interface] 700. The control processor 500
retransmits messages received from interface 504 to interface 700, and messages
received from interface 700 are retransmitted to interface 504, thereby connecting
the telecommunications apparatus 200 to the main data bus 212. (See, 9: 4-13).

115. The retrofit apparatus in Fig. 4 operates like a gateway, in that,

messages from other devices on the CAN system can be passed through the retrofit
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apparatus to the 1* apparatus, and the retrofit apparatus can itself send its own 2"
messages to the 1% apparatus. (See, 9: 4-13).

116. The specification discusses how to avoid having two identical
messages collide. In Fig. 6 a switch 606 is provided to disconnect the original
navigation system 218 from the system. In Fig. 7 it is explained that control
processor 500 in the retrofit device may selectively suppress forwarding telephone
dial commands, in one direction, received from the navigation system 218 via
vehicle data bus interface 700, while transmitting its own telephone dial command
through vehicle data bus interface 504. Importantly, there is no disclosure that the
control processor 500 can or will suppress the forwarding of messages in a reverse

direction, i.e., from interface 504 to interface 700. (See, 10: 36-52).

X.  UNPATENTABILITY BASED ON PRIOR ART IN THE PRESENT
PROCEEDINGS

117. I am informed by counsel and understand that statutory and
judicially created standards must be considered to determine the validity of a
patent claim. I have reproduced the legal standards relevant to this declaration
below, as provided to me by counsel as I understand them.

118. I understand that a patent claim is invalid if it is anticipated or
obvious.

119. Anticipation: I understand that for a patent claim to be “anticipated”
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by the prior art, each and every limitation of the claim must be found, expressly or
inherently, in a single prior art reference as recited in the claim. I understand a
claim limitation not expressly found in a prior art reference is inherent if the prior
art necessarily functions in accordance with, or includes, the claim limitation. Mere
probability that a limitation is included is not sufficient to establish inherency.

120. Obviousness: I understand that a patent claim is not patentable for
obviousness under 35 U.S.C. § 103 “if the differences between the subject matter
sought to be patented and the prior art are such that the subject matter as a whole
would have been obvious at the time the invention was made to a person having
ordinary skill in the art to which said subject matter pertains.” 35 U.S.C. § 103. 1
understand that obviousness may be based on one reference and/or a combination
of references. I understand that the combination of familiar elements according to
known methods is likely to be obvious when it does no more than yield predictable
results.

121. T understand that when a patented invention is a combination of
known elements, the Board must determine whether there was an apparent reason
to combine the known elements in the fashion claimed by the patent at issue by
considering the teachings of prior art references, the effects of demands known to
people working in the field or present in the marketplace, and the background

knowledge possessed by a person having ordinary skill in the art.
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122. I understand that a patent claim composed of several limitations is not
proven obvious merely by demonstrating that each limitation was independently
known in the prior art. [ understand that identifying a reason those elements would
have been combined can be important because inventions in many instances rely
upon building blocks long since uncovered and claimed discoveries almost of
necessity will be combinations of what, in some sense, is already known. I
understand that it is improper to use hindsight in an obviousness analysis and that a
patent's claims should not be used as a “roadmap.”

123. I also understand all prior art references are to be looked at from the
viewpoint of a person having ordinary skill in the art at the time the invention was
made.

124. Iunderstand that obviousness analysis requires consideration of: (1)
the scope and content of the prior art; (2) the differences between the claims and
the prior art; (3) the level of ordinary skill in the pertinent art; and (4) any objective
indicia of non-obviousness, such as commercial success, long-felt but unresolved
need, failure of others, industry recognition, copying, and unexpected results.

125. I understand that in order to prove that a claimed invention is not
patentable for obviousness, a petitioner must (1) identify the differences between
the claim and particular disclosers in the prior art references, singly or in

combination, (2) specifically explain how the prior art references could have been
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combined in order to arrive at the subject matter of the claimed invention, and (3)
specifically explain why a person having ordinary skill in the art would have had

reasons to so combine the prior art references.
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GROUND 1: CLAIMS 1-15 AND 19 ARE OBVIOUS BASED ON MUNOZ
USP No. 7,737,831 (“Munoz), IN VIEW OF BOSCH, CAN Specification
(Bosch, Ex. 1010), NEGLEY, GETTING CONTROL THROUGH CAN, EX.
1008 (“Negley, Ex. 1006”) AND SAE Technical Paper Series, 930005, A
Gateway For CAN Specification 2.0 Non-Passive Devices , Szydlowski
published and copyrighted 1993 (“SAE”) (Ex. 1009)

GROUND 2: CLAIMS 1-19 ARE OBVIOUS BASED ON MUNOZ, IN VIEW
OF BOSCH, CAN Specification (Bosch, Ex. 1010), Negley, AND ALSO IN
VIEW OF LOBAZA US PATENT NO. 6,812,832, EX. 1014 (“LOBAZA”)

126. Munoz issued June 15, 2010, but was filed on February 7, 2007. (See,
Exhibit 1004).

127. Munoz begins by stating the field of his invention as being various
embodiments relating generally to control devices for automobile systems, and
more particularly to control devices that interface with automobile computers in
order to control multiple automobile systems. (See, 1: 6-10).

128. Munoz also recognized that aftermarket automobile improvements
that integrate with factory networks such as CAN Bus and ECU systems are highly
desirable. (See,2: 50-53).

129. Munoz notes at 5: 30-34, “that the principles of the invention may be
practiced with all varieties of automobiles and automobiles ECU’s that use CAN-
bus, FlexRay or any other local network as an interface bus with the vehicle
computer.”

130. Munoz begins his description of his invention as follows:
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“Various embodiments of the invention disclose an aftermarket automobile
device that is seamlessly integrable to factory automobile networks such as CAN-
bus and it’s ECU systems and allows multiple convenience and performance
enhancements to be controlled through factory controls and displayed on factory
displays.” (See, 3:7-12). A POSITA would have referred (and still does refer) to
an “aftermarket automobile device” as a retrofitted device, or simply a retrofit.

131. Munoz discloses and describes a number of aftermarket devices, one
of which is a roof control device that connects to automobile’s existing CAN Bus
system, including its ECUs (Electronic Control Units), and that his retrofit device
1s controlled through factory controls. (3: 6-21).

132. Munoz also explains his new, aftermarket, roof controller permits a
user to open or close the roof in a different manor than was permitted with factory-
installed (also known as OEM) systems. In many OEM roof control systems, it was
required the vehicle be stopped and that the emergency brake be engaged, or that
the vehicle was only moving slowly. With the Munoz aftermarket system, the roof
could be opened at greater speeds, without the car being stopped or that the
emergency brake was in a parked condition. The aftermarket retrofit device 100
will be creating its own CAN command messages in order to control roof
operation. Some of those retrofit commands are designed to actually increase the

maximum speed of the vehicle at which the top may be opened or closed (See, 3:
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50-64), or for the use of a remote control that can be used to send open or close
commands before sitting in the vehicle (See, 3: 65- 4: 2) , or when walking away
from the vehicle (See, 4: 3), to permit one-touch operation of the cabriolet top (See,
4: 8-14), or to program the retrofit device to automatically open or close the roof
when the door locks are unlocked or locked, respectively (See, 4: 15-24).
However, Munoz also discloses that these additional functions can be disabled.
(See, 4:21-23) (“Of course, the feature can be disabled using factory controls and
displays during times when the feature is not desirable.”). Munoz also states that
“the [aftermarket] device allows multiple functions to be performed without
interfering with vehicle controls or requiring additional appurtenances. In this
manner, a user is allowed to make a substantial upgrade to vehicle functionality
without compromising existing factory features.” (See, 5:21-26). Because
communications between the original dashboard 105 and original electronics to
operate the sunroof 110 passes through the roof control module 100, a first CAN
message sent from the original dashboard 105 intended for the original electronics
to operate the factory-installed roof 110 would have been received by the retrofit
roof control module 100, and the retrofit roof control module 100 would have
transmitted a second CAN message, indistinguishable from the first CAN message,
to the factory-installed roof 110 with the proper information in the identifier field,

and the identical command from the original dashboard 105.
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133. Figure 1 in Munoz shows an OEM installed dashboard, internal sensor
and electronics device 105, that is comprised of a series of controllers or systems,
that functions to control the “original electronics and actuators to operate a factory
installed sunroof or folding roof hardtop/convertible roof,” 110 by sending CAN
system messages that would include an identifier associated with, for example,
roof-open or roof-close commands to the roof control actuators and electronics of
the 1% apparatus 110.

134. In Figure 1 there is a 1® OEM apparatus, the (sun) roof control
actuators electronics 110, that is programmed to communicate with a 2™ OEM
apparatus 105, identified as the original dashboard, sensors and electronics 105,
through a vehicle data bus. In my opinion, each of the 1* apparatus 110 and 2™
apparatus 105, the original electronics as well as the (sun) roof control actuators
and electronics 110, roof control module 100, and the OEM dashboard electronics
105, each include a processor as a part of the disclosed electronics. In accordance
with Negley, Bosch, and SAE, a POSITA would understand that an ECU, such as
the original dashboard electronics 105, original electronics to operate a factory
installed sunroof 100, and roof control module 100, would have each included a
processor to transmit, receive, filter, and process received messages over the CAN
bus. (See, SAE, 29 (“The Controller Area Network (CAN) protocol, developed by

ROBERT BOSCH GmbH, offers a comprehensive solution to managing
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communication between multiple CPUs.”); Negley, 21 (identifying the structure of
a “typical smart sensor node” as including a Microcontroller); id. (“Every other
node captures the message and examines it to see if it is required to take some
action.”)).

135. Box 115 in Figure 1 references an “original data connection,” and |
have modified Fig. 1 to show that original data connection between the 2™
apparatus 105 and the 1* apparatus 110, or the vehicle data bus, as a dashed line
labeled “C.” (See, Ex. 1007).

136. Since the system in Fig. 1 is communicating over a CAN Bus, the 2™
apparatus 105 must communicate with the 1* apparatus 110, using a standard CAN
message. As we know from Ex. 1016, a CAN Bus message since its first
development by Bosch, would have to use a message frame including use of a
unique message identifier for the transmitting node or ECU. Consequently, I am of
the opinion that the 1% message going from the 2" apparatus 103, to the 1¥
apparatus 110, must also use or include a unique message identifier identifying the
2" apparatus, the dashboard and its control electronics 105, that would be
recognized by the 1% apparatus 110. A POSITA would know that under CAN Bus
system messaging protocols, any message created by the retrofit roof control
module 100 would be required to include a message identifier that would be

recognized by the 1% apparatus actuators and electronics, so that it would not be
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viewed as an error. A POSITA would also know that CAN message identifiers are
checked against filter and mask registers in receiving nodes or ECUs to determine
if the message should be acted upon. In my opinion, the node or ECU associated
with the roof actuators in the 1* apparatus 110 will make such a determination
concerning the 2" message from the retrofit module 100, and when a match is
found those actuators would be activated to operate as intended to open or close
the folding roof as directed by the 2™ message from the retrofit device 100.

137. My opinion is supported by the fact that Munoz’s whole approach for
his aftermarket or retrofit devices, one being the roof control module 100, is to
integrate such devices into an original equipment manufacturer’s CAN Bus system,
and its ECU system, and thereby into factory installed automobile networks within
which it will work and function with such OEM equipment and devices.

138. As noted above, box 115 in Figure 1 also explains that the “original
data connection” between the 2" apparatus 105 and the 1% apparatus 110 will be
terminated upon the installation or adding of the Munoz aftermarket roof control
module 100. Box 115 then states: “so that all communication (between the 2™
apparatus 105 and the 1 apparatus 110) has to go through the roof control
module.”

139. The Munoz aftermarket device is the roof control module 100, that

includes a processor, and is installed between the 1 OEM apparatus 110, and the
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2" OEM apparatus 105 as Fig. 1 shows. Installing the retrofit roof control module
100 requires electrically disconnecting the original dashboard 105 from the sun
roof control electronics 110, and then making a first communication path, an
electrical path, between the roof control module 100 and the 1* OEM apparatus
110, and a second communication (and electrical connection) path between the
roof control module 100 and the 2™ OEM apparatus 105. On my modified Fig. 1,
Ex. 1007, I have designated that first communication path by the letter “A” and
the second path by the letter “B”.

140. In Fig. 1 the box for the roof control module 100 states as follows:

The roof module 1s connected between the internal sensors, switches and
electronics in an automobile or truck — it is removing or altering data exchanged
between integrated and closed systems to allow additional operations normally not
available to operate an automatic folding roof or sunroof.

141. On my modified Figure 1, Ex. 1007, in my opinion the first
communication path “A” represents a portion of the original CAN-bus data
connection that existed between the 1* apparatus 110, and the 2™ apparatus 105.

142. On my modified Figure 1, Ex. 1007, in my opinion the second
communication path “B” represents a newly added, second CAN Bus data
connection between the retrofit roof control module 100 and the 1% apparatus 110.

143. As noted above, box 115 in Figure 1 informs that the original [OEM]

Petitioner's Exﬁﬁ)it 1003
Page 54 of 131





data connection “C” is terminated when the retrofit, or aftermarket, roof control
module 100, is added to the CAN-bus system so that command messages or other
messages from the 2™ apparatus 105 to the 1% apparatus 110, or vice versa, pass
through the roof control module 100 to the roof control electronics to the original
electronics 110, and such termination occurs when switch 120 is opened.

144. Consequently, as box 115 advises, the modified CAN Bus
connections designated as A and B for his retrofit device 100, assures that
communication or commands between the 1 OEM apparatus 110 and 2"
apparatus 105, go through the roof control module 100. This includes messages
from the internal sensors, switches, and electronics in an automobile or truck. Box
100 also informs that the retrofit device 100 may be removing or altering data
exchanged between integrated and closed systems, in the 2™ apparatus 105 and the
1" apparatus 110, to allow additional operations normally not available to operate
the roof devices.

145. Thus, the retrofit control module 100 not only allows for messages to
be forwarded or retransmitted from the 2™ apparatus 105, but also permits direct
command messages to be sent over the second data bus “B” between that retrofit
roof control module 100 and the 1% apparatus, so that the retrofit roof control
module 100 can send its own roof-open or roof-close command, using its own

CAN message as a 2" message to the 1% apparatus 110 and its roof control
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electronics. For that 2™ message from the retrofit control module 100 to be
validated by the 1% apparatus 110, it must use the same CAN message identifier as
was previously used by the 2" OEM apparatus 105, the original dashboard
controls, when sending the 2" message a roof open or roof-close Can bus message
to the roof control electronics in the 1* apparatus 110. The retrofit roof control
module 100 also provides a “gateway” function between the two CAN Buses, “A”
and ”B,” for messages being sent back and forth between the 2™ apparatus 105 via
the original CAN Bus “A”, the 1* apparatus 110 via the added second CAN Bus
«g.»

146. Munoz discloses numerous embodiments of aftermarket devices,
functions and improvements, one of which is for a cabriolet roof. It was pointed
out above that one feature of the retrofit roof control module was to allow
automobile users to open or close a cabriolet top while the vehicle is in motion at
speeds greater than would otherwise be permitted. Indeed, one of the stated
benefits of the Munoz aftermarket device is that it permits a roof to be opened
without the vehicle being stopped and the emergency brake being engaged, or
increases the maximum speed of the vehicle at which the cabriolet roof may be
operated (e.g., opened or closed). (3: 57-64). In my opinion a POSITA would
know that this can only be accomplished if the aftermarket roof control module or

device suppresses speed or other signals or command messages coming from the
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OEM equipment that might otherwise prohibit or interfere with roof operation as
is now being modified and directed by the retrofit device 100.

147. In Fig. 3, Munoz sets forth a flow diagram for both automatic and
manual roof opening or closing procedures. In each path, for example boxes 312-
320, Munoz is discussing use of “messages” for opening/closing times of 26
seconds, for lock/unlock messages, and for end operation and clear up messages.

148. Negley is an article by Bruce Negley titled “Getting Control Through
CAN,” and was published in a SENSORS publication dated October 2000, vol. 17,
No. 10, and appeared on pages 18-34 of that issue. This article discusses the use of
CAN in automotive environments, and sets forth many details of CAN systems,
their operation, system components, CAN protocols, how CAN systems are used,
node configuration, CAN messaging creation and sending, CAN messages, CAN
message frames, the importance of CAN message identifiers and their use,
implementing CAN, and the advantages of using CAN systems.

Claim 1 of the ‘671 Patent

149. Claim 1 recites: A method, comprising:

[a] providing a vehicle having a factory-installed first apparatus including a
processor, programmed to communicate with a factory-installed second
apparatus through a vehicle data bus with a first message having an

identifier;
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[b] electrically disconnecting the vehicle data bus between the factory-

installed first apparatus and the factory-installed second apparatus;

[c] adding a second data bus to the vehicle;

[d] electrically connecting a retrofit apparatus to the vehicle data bus and to

the second data bus;

[e] electrically connecting the factory-installed first apparatus to the second

data bus; and

[f] transmitting a second message from the retrofit apparatus to the factory-

installed first apparatus through the second data bus, the second message

being indistinguishable from the first message.

150. The preamble of claim 1 recites “[a] method comprising” and Munoz
discloses a method involving a multi-function control and display apparatus and
device for automobiles. This is disclosed in the Munoz title, Abstract, and the
specification. Ex. 1004.

151. The first element of claim 1 is “providing a vehicle having a factory-
installed first apparatus including a processor, programmed to communicate with a
factory-installed second apparatus through a vehicle data bus with a first message
having an identifier.”

152. Munoz discloses in Fig. 1 a vehicle (“automobile or truck™) and one

arrangement including a 1% apparatus 110, a first apparatus, and a 2"* OEM
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apparatus 105, with the communication there between going through a CAN
vehicle data bus; for convenience I have shown that original communication path
as a dotted line “C” in Ex. 1007, a modified version of Munoz’s Fig. 1. Since both
the 1 and 2™ apparatus include electronics each will include processors. As I
explained in paragraph 134, in accordance with Negley, Bosch, and SAE, a
POSITA would understand that an ECU, such as the original dashboard electronics
105, original electronics to operate a factory installed sunroof 100, and roof control
module 100, would have each included a processor to transmit, receive, filter, and
process received messages over the CAN bus. In addition, for the CAN
communication system to operate as the OEM desired, CAN Bus messaging must
occur between the 2™ apparatus 105 and the 1% apparatus 110. In Munoz such
CAN messages will take place over the mentioned original data connection that I
have designated “C,” and those CAN messages would need to be in conformance
with CAN Bus message protocols. A POSITA in the CAN Bus art knows that
CAN Bus message protocols require use of a frame part of which includes an
identifier, and such frames would constitute a first message between 105 and 110.
(See, Ex 1007; Negley, Ex. 1006, pages 24-28 ; Bosch at Part A, pages 4-12, Part
B, pages 34-47, 54; See also, paragraphs 126-148 of this Declaration).

153. The second element of claim 1 is “electrically disconnecting the

vehicle data bus between the factory-installed first apparatus and the factory-
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installed second apparatus.”

154. Munoz discloses in Fig. 1, specifically in box 115, that when the
retrofit control module 100 is added, the retrofit device i1s connected via the
original CAN Bus that [ have shown in my modified version of Munoz’s Fig. 1,
Ex. 1007, as “A” and by a second bus I have designed “B” and switch 120
terminates the connection between the first and second apparatus, devices 110 and
105, respectively, thereby teaching one to perform the step of electrically
disconnecting the vehicle data bus between the factory-installed first apparatus and
the factory-installed second apparatus. In addition, Munoz discloses that his use of
ECUs is on a CAN-based network (See, 2: 55-64), and based on my discussion of
CAN systems and CAN message protocols prior to 2007, a POSITA would know
that CAN messages have a fixed format including identifiers and the claimed “first
message” would have to conform to that CAN system message protocol and
include an identifier for the command sent by node 218, the navigation system, to
the telecommunication apparatus 200, just as the message from the original
dashboard 105 would also have to conform to the CAN system message protocol
and include an ID for that original dashboard commands to the original electronics
as well as the actuators operating the factory installed sun roof or folding roof.
(See, Ex. 1004, 1007; Negley, Ex. 1006, pages 24-28; Bosch at Part A, pages 4-12,

Part B, pages 34-47, 54; paragraphs 126-148 of this declaration).
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155. The third element of claim 1 recites “adding a second data bus to the
vehicle.” As was discussed at paragraphs 103-104 of this Declaration, and as
demonstrated in Ex. 1008, the claimed “second data bus” is the link 600/504 in Ex.
1008 between 214 and 200. (See, paragraphs 103-104). Munoz adds a second data
bus “B,” as shown in Ex. 1007, that provides a communication path from the
retrofit roof control, and thus teaches adding a second vehicle data bus when
adding a retrofit device to a CAN system.

156. The fourth element of claim 1 recites “electrically connecting a
retrofit apparatus to the vehicle data bus and to the second data bus.”

157. Munoz shows this claimed step by showing in Fig. 1 that his
retrofitted apparatus, the roof control module 100, is connected to both the vehicle
data bus “A” and to the second vehicle data bus “B.” As I already explained, an
aftermarket automobile device would be interpreted by a POSITA to be equivalent
to a “retrofit apparatus.”

158. The fifth element of claim 1 recites “electrically connecting the
factory-installed first apparatus to the second data bus.”

159. Munoz shows this step by showing in Fig. 1 that the original
electronics as well as the actuators operating the factory installed sunroof or
folding roof 110, the 1* apparatus, is electrically connected to the 2" data bus “B.”

160. The sixth element of claim 1 recites “transmitting a second message
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from the retrofit apparatus to the factory-installed first apparatus through the
second data bus, the second message being indistinguishable from the first
message.”

161. In my opinion, this step is also taught by Munoz as a roof open or roof
close CAN message coming from the retrofit roof control module 100 as a 2™
message would have the same message identifier as that originally formed or
created in the 1% message coming from the 2" apparatus 105, the original
dashboard electronics, to cause the actuators in the 1% apparatus 110 to accept the
message and operate as intended. As I explained in paragraph 132 of my
Declaration, a POSITA would have understood that when the aftermarket
functionality is disabled, a first CAN message sent from the original dashboard 105
intended for the original electronics to operate the factory-installed roof 110 would
have been received by the retrofit roof control module 100, and the retrofit roof
control module 100 would have transmitted a second CAN message,
indistinguishable from the first CAN message, to the factory-installed roof 110
with the proper information in the identifier field, and the identical command from
the original dashboard 105. My opinion is confirmed by reference to Negley, Ex.
1006 who explains that CAN message identifiers in created messages must include
the proper information in the identifier field that receiving nodes or ECUs will use

to determine if the message is one that needs to be accepted and acted on by
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checking the message identifier bits against the filters and mask registers to see if
there was a match. Thus, to the extent Munoz does itself not disclose this
mimicking, it would have been obvious to a POSITA based on general knowledge
of CAN systems and CAN message protocols, and including the disclosures in
Negley, that a CAN message from the retrofit roof control module 100 would use a
message identifier that the roof actuators in the 1% apparatus 110 would recognize,
and that would be seen as a match to thereby cause the rooftop mechanism to
operate, thereby disclosing all of the limitations of claim 1. (See, Negley, Ex.
1006, pages 18-21, 24-28 ; Bosch at Part A, pages 4-12, Part B, pages 34-47, 54;
paragraphs 126-148 of this Declaration.)

Claim 2

162. Claim 2 recites: The method as in claim 1, wherein the second
message uses the identifier of the first message.

163. The step of having the 2™ message use the identifier of the 1*
message has already been shown in the discussion of the sixth element of claim 1.
In my opinion this step is taught by Munoz as a roof open or roof close CAN Bus
message coming from the retrofit roof control module 100 would employ the same
message identifier as that originally formed or created by the 2™ apparatus 105
original dashboard electronics to cause the actuators in the 1* apparatus 110 to

operate as intended, but now with modified data as to vehicle speed. CAN
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message identifiers in created messages must include the proper information,
including the identifier information that nodes use to determine if a message
should be accepted and acted upon. To the extent Munoz does not disclose this
mimicking, it would have been obvious to a POSITA of CAN systems and CAN
message protocols, and in view of the disclosures in Negley that CAN messages
from the retrofit roof control module 100 use a message identifier that the roof
actuators in the 1% apparatus 110 would recognize, and that would be seen as a
match to thereby cause the rooftop mechanism to operate, thereby disclosing all of
the limitations of claim 2. (See also, paragraphs 126-148 of this Declaration.).

Claim 3

164. Claim 3 recites: 3. The method as in claim 1, further comprising
receiving the first message in the retrofit apparatus.

165. The step of “receiving the first message in the retrofit apparatus” is
shown by Munoz since the 2" OEM apparatus 105 is connected to the retrofit roof
control module 100 through the first bus “A,” and Fig. 1 of Munoz discloses in box
at 115 that “all communication [from 105 to 110] has to go through the roof
control module [100].” Thus, any “first” message will be directed through the
retrofit apparatus 100 and will, thereby, be received therein, thereby disclosing the
limitations of claim 3.

Claim 4
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166. Claim 4 recites: 4. The method as in claim 1, wherein the retrofit
apparatus re-transmits messages received on the vehicle data bus to the factory-
installed first apparatus through the second data bus.

167. The step of claim 4 of “wherein the retrofit apparatus re-transmits
messages received on the vehicle data bus to the factory-installed first apparatus
through the second data bus” is taught by Munoz for reasons I have already
explained in paragraphs 132 and 161 above. As noted for claim 3, the 2" OEM
apparatus 105 is connected to the retrofit roof control module 100 through the first
bus “A,” and Fig. 1 of Munoz discloses in box at 115 that “all communication
[from 105 to 110] has to go through the roof control module [100].” Further,
Munoz explains that “[A]s diagrammed, a switch 120 connects the vehicle factory
dashboard electronics and controls 105 to the Roof Control Electronics 110 via the
Roof Control Module 100, such that the factory data connection is routed through
the Roof Control Module 100.” (See, 6: 32-36). Thus, any “1°*” messages will be
directed or routed through the retrofit apparatus 100, and will, thereby, be received
therein. As such messages are disclosed as going “through the roof control
module” those messages will be re-transmitted over the second data bus “B” to the
1* apparatus 110. As the disclosure of Fig 1 explains in the box at 100: “The roof
module is connected between the internal sensors, switches and electronics in an

automobile or truck — it is removing or altering data exchanged between integrated
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and closed systems to allow additional operations normally not available to operate
an automatic folding roof or sunroof.” Thus, Munoz read it view of Bosch and
Negley, both of which deal with CAN systems for use in automobiles, show the
step claimed in claim 4. (See, Bosch at Part A, pages 4-12, Part B, pages 34-47,
54; Negley, Ex. 1006, pages 18-21, 24-28).

Claim 5

168. Claim 5 recites: The vehicle that has been retrofitted according to the
method as in claim 1.

169. Munoz discloses that his retrofit apparatus is for automobiles, and read
it view of Bosch and Negley has disclosed the method claimed in claim 1, thereby
disclosing the limitations of claim 5. (See, Bosch at Part A, pages 4-12, Part B,

pages 34-47, 54; Negley, Ex. 1006, pages 18-21, 24-28).

Claim 6

170. Claim 6 recites: A vehicle comprising:

[a] a factory-installed first apparatus including a first processor which is
programmed to receive a first message on a vehicle data bus from a factory-
installed second apparatus; and

[b] a retrofit apparatus connected to the vehicle data bus including a second

processor programmed to transmit a second message which mimics the first
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message through a second data bus.

171. The first element of claim 6 recites: “a factory-installed first apparatus
including a first processor which is programmed to receive a first message on a
vehicle data bus from a factory-installed second apparatus.”

172. Munoz in Fig. 1 shows a 1* OEM apparatus 110, that includes an
arrangement of original electronics as well as the actuators operating the factory
installed sunroof or folding roof, and in my opinion those electronics would have
included a processor. That 1* apparatus 110 was originally in data communication
over an original data connection that [ have shown in dotted line in Ex. 1007 at

“C,” that permitted CAN system messages, the claimed “1*

messages” to be
transmitted from a 2"® apparatus 105, the original dashboard, internal sensors and
electronics, to the 1* apparatus 110, thereby teaching all the limitations of this first
element of claim 6. (See also, paragraph 134 of this Declaration).

173. The second element of claim 6 recites: “a retrofit apparatus connected
to the vehicle data bus including a second processor programmed to transmit a
second message which mimics the first message through a second data bus.”

174. Munoz discloses in his Fig. 1 a retrofit roof control module 100 that is
connected to the vehicle data bus via the path “A” as I have shown on the modified

version of Munoz’s Fig. 1 Ex. 1007. Munoz’s roof control module 100 also as a

node in a CAN system will, again according to CAN system protocols, include a
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processor. (See, Negley, Ex. 1006, pages 20-21, and text in Fig. 3; Bosch at Part
A, pages 4-12, Part B, pages 34-47, 54). As for the 2" message mimicking the 1™
message, this is also taught by Munoz as a roof open or roof close CAN message
coming from the retrofit roof control module 100 would have to have the same
message identifier as that originally formed or created by the 2™ apparatus, the
original dashboard electronics, to cause the actuators in the 1% apparatus to operate
as intended. A POSITA would recognize that CAN message identifiers in created
messages must include the proper information, including identifier information in
the 1dentifier field that nodes receiving messages use when checking message
identifies against the filters and mask registers to determine if the message should
be recognized and acted upon. To the extent Munoz does not disclose this
mimicking, it would have been obvious to a POSITA of CAN systems and CAN
message protocols, and in view of the disclosures in Negley, to use a CAN message
from the retrofit roof control module 100 using a message identifier that the roof
actuators in the first apparatus 110 would recognize, and that would be seen as a
match to thereby cause the roof top mechanism to operate, thereby disclosing all of
the limitations of claim 2. (See, Negley, Ex. 1006, pages 24-28; Bosch at Part A,
pages 4-12, Part B, pages 34-47, 54; paragraphs 126-148 of this Declaration).

Claim 7

175. Claim 7 recites: The vehicle as in claim 6, wherein the first message
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comprises a message identifier that has been assigned to the factory-installed
second apparatus and wherein the second processor is programmed to transmit the
second message with the same message identifier.

176. On a CAN bus system nodes or ECUs, as transmitters of bus
messages, have IDs assigned to them that a receiving node or ECU will examine as
messages come over the CAN bus. The CAN bus specification referred to in
Munoz thus routes messages using an IDENTIFIER. Bosch at Part A, page 6. The
IDENTIFIER “describes the meaning of the data, so that all nodes in the network
are able to decide by MESSAGE FILTERING whether the data is to be acted upon
by them or not.” Id. Accordingly, Munoz communicates from the 2" apparatus
105, the original dashboard and its internal sensors and electronics, via a CAN Bus
message with a message identifier that the factory assigned to the 2" OEM
apparatus that the 1 OEM apparatus will recognize. In my opinion, the retrofit
roof control module 100 includes a processor, since as a CAN node it will include
a processor, as Negley discloses in Fig. 3 (Ex. 1008, page 20-21). For the retrofit
Roof Control Module 100 to control roof operation, the CAN message and its
identifier that it creates, the 2" message, to accomplish that control must include in
the 2" message it sends to the 1* apparatus 110 a message identifier that the 1*
apparatus 110 will recognize and act upon. As was noted previously regarding the

2" message mimicking the 1% message, a POSITA will understand that a roof open
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or roof close 2" CAN message coming from the Munoz retrofit roof control
module 100 would employ the same message identifier as that originally formed or
created by the 2" OEM apparatus 105, original dashboard electronics, to cause the
actuators in the 1* apparatus 110 to operate as intended. Under CAN protocols,
message identifiers in created messages must include the proper information,
including the identifier information, nodes or ECUs use to determine if the
message should be acted upon. To the extent Munoz does not disclose this
mimicking, it would have been obvious to a POSITA of CAN systems and CAN
message protocols, and in view of the disclosures in Negley, to use in a 2" CAN
message from the retrofit roof control module 100, a message identifier that the
roof actuators in the 1* OEM apparatus 110 would recognize, and that would be
seen as a match to thereby cause the roof top mechanism to operate as intended,
thereby meeting all of the limitations of claim 2. Thus, Munoz, read it view of
Bosch and Negley, show the element claimed in claim 7. (See, Negley, Ex. 1006,
pages 20-21, text at Fig. 3; Bosch at Part A, pages 4-12, Part B, pages 34-47, 54;
paragraphs 126-1480of this Declaration).

Claim 8

177. Claim 8 recites: 8. The vehicle as in claim 7, wherein the message
identifier is an 11 bit or 29 bit CAN ID.

178. Forming a CAN message identifier with an 11 bit or 29 bit CAN ID is
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an industry standard and was in the mid-2000’s. As noted in paragraphs 56 and 64
in this Declaration, CAN messages sent on a CAN system must conform to a CAN
message protocol, and there are two CAN message frame formats; the only
difference between them is the length of the identifier. As noted above, a standard
CAN message frame, known as CAN 2.0A, supports a length of 11 bits for the
identifier, whereas an extended message frame, known as CAN 2.0B, supports a
length of 29 bits for the identifier. The structure for these two CAN protocol
message frames is shown in paragraph 64 above, and this claimed element is a
known fact and one everyone using a CAN system message must follow.
Therefore, one skilled in the art as of the filing date of the ‘671 patent application
would know the details of the standard and expanded CAN message frames and for
the identifier portion thereof. (See, Bosch at Part A, pages 4-12, Part B, pages 34-
47, 54; Negley, Ex. 1006, pages 24-28; paragraphs 56 and 64 of this declaration).

Claim 9

179. Claim recites: 9. The vehicle as in claim 6, wherein the vehicle data
bus is a CAN network.

180. Munoz discloses using CAN Bus networks for his retrofit systems as
Munoz refers to aftermarket accessories being integrated into CAN Bus systems as
required by claim 9. (See, Munoz, 1: 50-53; 2: 55-63; 3: 13-21).

Claim 10
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181. Claim 10 recites: A vehicle, comprising:

[a] a factory-installed first apparatus including a first processor, programmed

to receive a first message via a vehicle data bus from a factory-installed

second apparatus,

[b] the first message having a message identifier; and

[c] a retrofit apparatus, operatively connected to the vehicle data bus,

including a second processor programmed to send a second message having

the same message identifier,

[d] wherein the factory-installed first apparatus communicates with the

retrofit apparatus through a second data bus.

182. The preamble of claim 10 recites a vehicle and Munoz’s invention is
designed for vehicles, and therefore renders the preamble obvious. (See. Abstract,
and Fig. 1, among other disclosures throughout the Munoz patent.)

183. The first element of claim 10 recites “a factory-installed first
apparatus including a first processor, programmed to receive a first message via a
vehicle data bus from a factory-installed second apparatus.”

184. Munoz discloses in Fig. 1 one arrangement including a 1* OEM
apparatus 110, the original electronics as well as the actuators operating the factory
installed sun roof or folding roof, and a 2" OEM apparatus 105, the original

dashboard, internal sensors and electronics, with the communication there between
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going through a CAN vehicle data bus; for convenience I have shown that original
communication path in a dotted line “C” in Ex. 1007, a modified version of
Munoz’s Fig. 1. Since both the 1% OEM apparatus 110 and 2" OEM apparatus 105
include electronics each will necessarily include processors. In addition, for the
CAN communication system to operate as the OEM desired, messaging must occur
between the 2" OEM apparatus 105 and 1% OEM apparatus 110. In Munoz, CAN
messages will take place over that original data connection designated “C,” and
those CAN messages would have conformed with CAN message protocols. A
POSITA in CAN message protocols would understand those protocols as requiring
use of a data frame part including an identifier, and such frames would constitute a
1°' message between the 2" OEM apparatus 105 and the 1% OEM apparatus 110.
(See, Ex 1007; See also, paragraphs 126-148 of this Declaration). Consequently,
Munoz discloses this first element of claim 10.

185. The second element of claim 10 recites “the first message having a
message identifier.” This first message identifier has already been discussed above
with regard to the first element of claim 10. In Munoz, CAN Bus messages are
transmitted over the original data connection designated “C” in Ex. 1007, and
those CAN Bus messages would have confirmed with CAN message protocols. A
POSITA in CAN Bus message protocols would know that data frames require use

of an identifier, and such frames would constitute a 1** message between the 2™
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OEM apparatus 105 and the 1 OEM apparatus 110. (See, Ex 1007; Bosch at Part
A, pages 4-12, Part B, pages 34-47, 54; Negley, Ex. 1006, pages 24-28; See also,
paragraphs 126-148 of this Declaration). Consequently, this discloses this second
element of claim 10.

186. The third element of claim 10 recites “a retrofit apparatus, operatively
connected to the vehicle data bus, including a second processor programmed to
send a second message having the same message identifier.”

187. Munoz discloses in his Fig. 1 a retrofit roof control module 100 that is
connected to the vehicle data bus via the path “A” as I have shown on the modified
version of Munoz’s Fig. 1 Ex. 1007. Munoz’s retrofit roof control module 100, as a
node in a CAN system will, according to CAN system protocols, include a
processor. As for the 2" message using the same message identifier as the 1
message, in my opinion this is taught by Munoz as a roof open or roof close CAN
message coming from the retrofit roof control module 100, the 2" message, would
employ the same message identifier as that originally formed or created by the 2™
OEM apparatus 105, the original dashboard electronics, to cause the actuators in
the 1 OEM apparatus 110 to operate as intended. As previously discussed, CAN
message identifiers in created messages must include the proper information,
including the identifier information in the identifier field that nodes or ECUs check

against the filter and mask registers in their processors, to determine if the message
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should be accepted and acted upon. To the extent Munoz does not disclose this
mimicking, it would have been obvious to a POSITA of CAN systems and CAN
message protocols, in view of the disclosures in Negley, that a CAN messages from
the retrofit roof control module 100 would use a message identifier that the roof
actuators in the 1% apparatus 110 would recognize, and that would be seen as a
match to thereby cause the rooftop mechanism to operate, thereby meeting all of
the limitations of this element of claim 10. (See, Negley, Ex. 1006, pages 20-21,
text at Fig. 3; Bosch at Part A, pages 4-12, Part B, pages 34-47, 54; paragraphs
126-1480f this Declaration).

188. The fourth element of claim 10 recites “wherein the factory-installed
first apparatus communicates with the retrofit apparatus through a second data
bus.”

189. Munoz provides during his installation of his retrofit roof control
module 100 the adding of a 2™ data bus which establishes the connection between
the retrofit roof control module 100 and the 1% OEM apparatus 110. As was
discussed at paragraphs 94-105 of this Declaration, and as demonstrated in Ex.
1008, the claimed “second data bus™ 1s the link 600/504 between 214 and 200.
(See, paragraphs 94-105). Munoz adds a second data bus “B,” as shown in Ex.

1007, that provides a communication path from the retrofit roof control

moduile100 to the 1* apparatus 110, which teaches adding a second vehicle data
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bus when adding a retrofit device to a CAN system, and the claimed
communication path between that retrofit device and another device on the CAN
Bus system. (See also, paragraph 142 of this Declaration).

Claim 11

190. Claim 11 recites: The vehicle as in claim 10, wherein the second
message originating from the retrofit apparatus is indistinguishable to the first
apparatus from the first message which the first processor is programmed to
receive from the second apparatus.

191. Munoz describes this limitation of claim 11 since a roof-open or roof-
close CAN message coming from the retrofit roof control module 100 would
employ a message identifier like that originally formed or created by the original
dashboard electronics to cause the actuators in the 1* OEM apparatus 110 to
operate as intended. As previously discussed, CAN message identifiers in created
messages must include the proper information, including the identifier information
in the identifier field that nodes or ECUs check against the filter and mask registers
in their processors to determine if the message should be accepted and acted upon.
To the extent Munoz does not disclose this mimicking, it would have been obvious
to a POSITA of CAN systems and CAN message protocols, in view of the
disclosures in Negley, that a CAN messages from the retrofit roof control module

100 would use a message identifier that the roof actuators in the 1* apparatus 110
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would recognize, and that would be seen as a match to thereby cause the rooftop
mechanism to operate, thereby meeting all of the limitations of this element of
claim 10. If the 1* OEM apparatus 110’s processor sees a match with the message
identifier used by the 2" message, then the 2™ message and its message identifier
will be indistinguishable to the 1 OEM apparatus 110 from that previously seen
relative to the message identifier within the 1% message. (See, Negley, Ex. 1006,
pages 20-21, text at Fig. 3; Bosch at Part A, pages 4-12, Part B, pages 34-47, 54;
paragraphs 126-1480f this Declaration.)

Claim 12

192. Claim 12 recites: “The vehicle as in claim 10, wherein the factory-
installed first apparatus responds to the second message originating from the
retrofit apparatus as if it were the first message which the first processor is
programmed to receive from the factory-installed second apparatus.”

193. Munoz describes this limitation of claim 12 since the roof open or roof
close CAN Bus message coming from the retrofit roof control module 100 would
employ the same message identifier as that originally formed or created by the 2"
OEM apparatus 105, the original dashboard electronics, in order as that message
identifier is the one that the 1* OEM apparatus 110 processor will recognize and
trigger action thereon, thereby causing the actuators in the 1 OEM apparatus 110

to operate and thereby respond to or act on the second message.” As previously
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discussed, CAN message identifiers in created messages must include the proper
information, including the identifier information in the identifier field that nodes or
ECUs check against the filter and mask registers in their processors to determine if
the message should be accepted and acted upon. To the extent Munoz does not
disclose this mimicking, it would have been obvious to a POSITA of CAN systems
and CAN message protocols, in view of the disclosures in Negley, that a CAN
messages from the retrofit roof control module 100 would use a message identifier
that the roof actuators in the 1* apparatus 110 would recognize, and that would be
seen as a match to thereby cause the rooftop mechanism to operate, thereby
meeting all of the limitations of this element of claim 10. In my opinion, a
POSITA, knowing what Munoz discloses, would recognize that the 1* apparatus
110 would only accept and act on correctly identified CAN Bus messages
originating from the retrofit device 100 as if that 2" message was the 1% message,
if the message identifier in that 2™ message was one that the 1% processor in 110 is
programmed to receive from the factory-installed 2™ apparatus 105. To the extent
Munoz does not disclose a CAN message from the retrofit device 100 bound for
the 1¥ processor in the 1* OEM apparatus 110, “as if it were the first message
which the first processor is programmed to receive from the factory-installed
second apparatus [105],” Munoz, read it view of Bosch and Negley, would have

made it obvious to a POSITA to use in a 2" CAN Bus message from the retrofit
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roof control module 100 a message identifier that the processor in the 1% apparatus
110 would recognize, and that would be seen as a match to thereby cause the roof
control actuators in the roof top mechanism to act on the message and operate the
roof as desired. (See, Negley, Ex. 1006, pages 20-21, text at Fig. 3; Bosch at Part
A, pages 4-12, Part B, pages 34-47, 54; paragraphs 126-148 of this Declaration.)

Claim 13

194. Claim 13 recites: “The vehicle as in claim 10, wherein the factory-
installed first apparatus is electrically disconnected from the vehicle data bus.”
Munoz shows in Fig. 1 a switch 120 that electrically disconnects the OEM first
apparatus 110 from the vehicle data bus “A” in Ex. 1007, thereby disclosing this
claim limitation.

Claim 14

195. Claim 14 recites: “The vehicle as in claim 10, wherein the retrofit
apparatus is a gateway through which the factory-installed first apparatus transmits
and/or receives messages from the vehicle data bus.”

196. Gateways are discussed in paragraphs 74-85 of this Declaration, and
in my opinion, based on that common knowledge, a POSITA would have known
and appreciated that by 2005 it was well known to use gateways to link together
CAN network based systems, and to provide data sharing between two CAN

networks or systems. Munoz discloses two CAN networks or buses as the
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communication channels “A” and “B,” which are designated in my modified Fig.
1, Ex. 1007. Munoz, in box 115 on Fig. 1, teaches that with switch 120 open, the
original bus connection between the 2" OEM apparatus 105 and the 1" OEM
apparatus 110 will be terminated so that all communication must go through the
roof control module 100. The box at 100 in Fig. 1 of Munoz also informs that
messaging going through the retrofit roof control module 100 is “exchanged”
between the 1 OEM apparatus 110 and the 2™ OEM apparatus 105. That
exchange will be to and from each of the 1 OEM apparatus 110 and the 2™ OEM
apparatus 105. Additionally, Munoz explains that his retrofit roof control module
100 1s a “portion” of his VARIO PLUS Control Module 200 shown in Fig. 2, that
is devoted to roof control. (See, Munoz, 6: 30-31). Fig. 2 show the VARIO PLUS
Control Module 200 connected between a first CAN Bus 210 and a second CAN
Bus 205, and the arrows indicate CAN Bus messaging moving back and forth bi-
directionally between the VARIO PLUS Control Module and each of the CAN
Buses 210 and 205. Thus, in my opinion, Munoz is describing a known gateway
feature where the retrofit roof control module 100 is acting as a gateway between
the two vehicle CAN data buses, “A” and “B” as this claim requires. This
arrangement permits the 1% OEM apparatus 110 ECUs to transmit and/or receive
CAN Bus messages from the vehicle data bus “A.” Confirming that my opinion is

correct, this disclosure is also consistent with how SAE describes a “gateway.”
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SAE discloses that a “gateway” as used in the context of a CAN bus system
“communicates with two CAN chips, one from each network.” Examples of
gateway functions can include “bridging standard messages without translation,”
which accurately describes Munoz’s retrofit roof control module 100 is acting as a
gateway between the two vehicle CAN data buses, “A” and “B.” (SAE Technical
Paper Series, 930005, A Gateway for CAN Specification 2.0 Non-Passive Devices,
Ex. 1009, page 30).

Claim 15

197. Claim 15 recites: “The vehicle as in claim 10, wherein the retrofit
apparatus selectively suppresses forwarding messages received from the factory-
installed first apparatus to the vehicle data bus.”

198. Munoz discloses numerous embodiments of aftermarket devices,
functions and improvements, one of which is for a cabriolet roof. One feature of
the retrofit roof control module 100 was to allow automobile users to open or close
a cabriolet top while the vehicle is in motion at speeds greater than would
otherwise be permitted. Indeed, one of the stated benefits of the Munoz
aftermarket device is that it permits a roof to be opened without the vehicle being
stopped and the emergency brake being engaged, or increases the maximum speed
of the vehicle at which the cabriolet roof may be operated (e.g., opened or closed),

by using fewer button pushes, or allowing automatic roof operation when he doors
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were locked or unlocked. (See, Munoz, 3: 50 —4: 23). In Munoz Fig. 1, he
describes a Roof Control Module 100. This device is described functionally in Fig.
1 to be “... connected between the internal sensors, switches and electronics” in
the original vehicle and the module “... is removing ... data exchanged between
integrated and closed systems” of the vehicle. In my opinion, Munoz teaches that it
is possible to remove data or selectively suppress data messages from one vehicle
network and prevent that message to be sent on another.

199. As was noted previously, a POSITA would understand that in the
Munoz arrangement CAN Bus messages were sent and received by both the 2™
OEM apparatus 105 and by the 1* OEM apparatus 110’s ECU’s to control the
operation of the roof system. Munoz discloses an embodiment of retrofit roof
control module 100 which permits roof operation while the vehicle was, for
example, moving at faster speeds rather than only when the OEM controls
permitted. In my opinion, a POSITA would know that this is accomplished by the
retrofit roof control module 100 selectively suppresses messages, or portions
thereof, pertaining to vehicle speed. But that is a suppression of messages from the
2" OEM apparatus 105 to the 1* OEM apparatus 110. In paragraph 116 of this
declaration, I discussed what the ‘671 patent disclosed about message suppression
which only dealt with a suppression of call commands from the navigation system

218 from the telecommunication apparatus 200. In particular, it was noted that the
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specification, re Fig. 7, explained that control processor 500 in the retrofit device
214 may selectively suppress forwarding telephone dial commands, in one
direction, received from the navigation system 218 via vehicle data bus interface
700, while transmitting its own telephone dial command through vehicle data bus
interface 504. Importantly here, there is no disclosure that the control processor
500 can or will suppress the forwarding of any messages in a reverse direction, i.e.,
from interface 504 to interface 700. (See, 10: 36-52). In my opinion, Munoz
teaches data suppression regarding messages from the 1 OEM apparatus 110 via
the added second CAN Bus “B” to the OEM CAN Bus by way of the retrofit roof
control module 100, as box 100 in Fig. 1 informs that the retrofit roof control
module 100 removes or alters data exchanged between systems to allow operation
not normally available. A POSITA would understand that not only would data
move from the OEM CAN Bus to the second CAN Bus, but also visa-versa. In
confirmation of that opinion, the author of the SAE 90005 gateway paper (Ex.
1009), describes a CAN Bus to CAN Bus gateway at page 36. He also describes
why suppressing messages between the two CAN Busses is ideal: “To minimize
message overruns, message traffic across the gateway must be considered.” The
author continues by describing how message overruns can be mitigated: “A second
way to manage message traffic is to use acceptance filtering to limit the rate that

message[s] are transferred across the gateway.” This acceptance filtering is a way

Petitioner's Exﬁﬁ)it 1003
Page 83 of 131





of selectively suppressing messages for the use of rate limiting among other
applications. Additionally, the author in SAE explains that “CAN chips connected
to the gateway microprocessor are programmed to select a subset of the messages
for transfer across the gateway using “acceptance masks.” This informs that a
selective selection of subsets of a message means a selective suppression of other
subsets of messages, and that such can occur in either direction. In my opinion,
Munoz in view of the SAE paper teaches one to selectively suppress signals in both
directions across a gateway that might otherwise interfere with the desired
functioning of retrofit devices, and this includes suppressing signals containing
errors in the message identifier. The SAE paper describes how this suppression
may take place, thus describing this claim limitation. In my opinion the 1* OEM
apparatus 110, the roof control processor and electronics warning signals to the
dashboard that the roof was moving while the vehicle was moving above a
previously set speed, that the OEM key was not in the vehicle, that insufficient
button pushes were not observed, that door locks were not in a desired condition,
could all be removed, blocked or suppressed by the retrofit roof control module
100 to permit the modified roof operation. (See, Munoz, 3: 50 — 4: 23). In my
opinion, Munoz teaches one to suppress data that might otherwise interfere with the
desired functioning of the retrofit devices, thus describing this claim limitation.

Claim 16
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200. Claim 16 recites: “The vehicle as in claim 10, wherein the factory-
installed second apparatus is an object sensor capable of detecting objects in a
frontal area of the vehicle.”

201. Munoz taken together with Bosch, Negley, and SAE, show the subject
matter claimed in claim 10, which is the claim from which claim 16 depends. In
the ‘671 patent, the applicant at col. 1, lines 37-38 referenced a prior art patent to
Lobaza, USP No. 6,612,832 (a copy is included as Ex. 1014). In a response dated
May 25, 2017, the applicant made amendments to both the drawings and
specification. The specification additions appear at col. 7, line 28 (a pre-impact
system 304), and at lines 34-58. The applicant admits that the material added to
the specification was copied directly from Lobaza and stated the material “is a
copy of Lobaza’s disclosure in col. 4, lines 42-67.” (See, Ex. 1002, the May 25,
2017 Amendment, page 4). It is my understanding that Lobaza issued as a patent
on November 2, 2004 and is, therefore, prior art to the ‘671 patent. It is also my
understanding that patent claim 16 was application claim 17 that was rejected for a
lack of being supported by the specification. The material copied from Lobaza
discloses the subject matter of claim 16, and in particular, an object sensor capable
of detecting objects in a frontal area of the vehicle. At col. 4, lines 50-52, Lobaza
teaches “the vehicle is configured with a sensor (or sensors) capable of detecting

objects in the frontal area of the vehicle.”
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202. It is my opinion that a POSITA would have had a reason to
incorporate Lobaza’s teachings into Munoz. Lobaza teaches the use of object
detection systems to detect objects in the frontal area of a vehicle, an automatic
braking system, and a parking aid, all of which Lobaza explains are “known to
those of skill in the art.” (Lobaza, 4:43-49). The reason for including these
features in a vehicle data bus, as disclosed by Lobaza (2:4-10), is to activate
another device connected to the “CAN vehicle data bus.” (See Lobaza, 4:39-43).
Lobaza discloses sending out a distress call via a telecommunication apparatus on
the CAN vehicle data bus if an objection detection system, automatic braking
system, or parking aid is triggered.

203. Munoz is also concerned with automotive safety, and discloses a
“device [that] allows additional safety features to be achieved.” (See Munoz, 4:55-
57). Munoz discloses using its device to improve “common factory systems by
automatically activating the vehicle hazard light when the Anti-Lock Braking
System (ABS), Traction Control, or Automatic Skid Control (ASC) systems are
activated.” (Munoz, 4:65-5:2; see also Munoz, claim 12). Indeed, Munoz’s claim
12 discloses a retrofit device activating hazard signals when the Anti-Lock Braking
System (ABS), Traction Control, or Automatic Skid Control (ASC) systems are
activated.

204. Based on these disclosures, a POSITA would have been motivated to

Petitioner's Exﬁﬁ)it 1003
Page 86 of 131





arrange each of Lobaza’s object sensor, automatic braking system, and parking aid
on Munoz’s vehicle data bus, in communication with Munoz’s retrofit device, in
order to allow Munoz’s retrofit device to take action in response (such as honking
the horn or engaging hazard lights) to an alert from these systems. This
modification is consistent with Munoz’s disclosure of arranging known safety
features onto the vehicle data bus in order to supplement the safety features with
additional alerts.

205. Consequently, Munoz taken together with Bosch, SAE, Negley, and
Lobaza show the subject matter of claim 16.

Claim 17

206. Claim 17 recites: “The vehicle as in claim 10, wherein the factory-
installed second apparatus is part of an automatic braking system.”

207. Munoz taken together with Bosch, Negley, and SAE, show the subject
matter claimed in claim 10. In the ‘671 patent, the applicant at col. 1, lines37-38
referenced a prior art patent to Lobaza, USP No. 6,612,832 (a copy is included as
Ex. 1014). In a response dated May 25, 2017, the applicant made amendments to
both the drawings and specification. The specification additions appear at col. 7,
line 28 (a pre-impact system 304), and at lines 34-58. The applicant admits that
the material added to the specification was copied directly from Lobaza and stated

the material “is a copy of Lobaza’s disclosure in col. 4, lines 42-67.” (See, Ex.
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1002, the May 25, 2017 Amendment, page 4). It is my understanding that Lobaza
issued as a patent on November 2, 2004 and is, therefore, prior art to the ‘671
patent. It is also my understanding that patent claim 17 was application claim 18
that was rejected for a lack of being supported by the specification. The material
copied from Lobaza discloses the subject matter of claim 17, and in particular, that
Lobaza’s impact warning system 104 may be shared by other subsystems in the
vehicle, such as, automatic braking systems known to those skilled in the art. (See,
col. 4, lines 46-48).

208. I have already explained above that it is my opinion that a POSITA
would have had a reason to incorporate Lobaza’s teachings into Munoz. (See
99202-204 above). Consequently, Munoz taken together with Bosch, Negley, and
SAE, and Lobaza show the subject matter of claim 17.

Claim 18

209. Claim 18 recites: “The vehicle as in claim 10, wherein the factory-
installed second apparatus is part of a parking aid system.”

210. Munoz taken together with Bosch and Negley, show the subject matter
claimed in claim 10. In the ‘671 patent, the applicant at col. 1, lines 37-38
referenced a prior art patent to Lobaza, USP No. 6,612,832 (a copy is included as
Ex. 1014). In a response dated May 25, 2017, the applicant made amendments to

both the drawings and specification. The specification additions appear at col. 7,
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line 28 (a pre-impact system 304), and at lines 34-58. The applicant admits that
the material added to the specification was copied directly from Lobaza and stated
the material “is a copy of Lobaza’s disclosure in col. 4, lines 42-67.” (See, Ex.
1002, the May 25, 2017 Amendment, page 4). It is my understanding that Lobaza
issued as a patent on November 2, 2004 and is, therefore, prior art to the ‘671
patent. It is also my understanding that patent claim 18 was application claim 19
that was rejected for a lack of being supported by the specification. The material
copied from Lobaza discloses the subject matter of claim 18, and in particular, that
Lobaza’s impact warning system 104 may be shared by other subsystems in the
vehicle, such as, parking aid systems known to those skilled in the art. (See, col. 4,
lines 46-48).

211. I have already explained above that it is my opinion that a POSITA
would have had a reason to incorporate Lobaza’s teachings into Munoz. (See
99202-204 above). Consequently, Munoz taken together with Bosch, Negley, and
SAE, and Lobaza show the subject matter of claim 18.

Claim 19

212. Claim 19 recites: “The vehicle as in claim 10, wherein the second data
bus 1s added to the vehicle during a retrofit.”
213. Munoz teaches the adding of a second data bus in conjunction with the

adding of a retrofit roof control module 100. As was discussed at paragraphs 94-
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105 of this Declaration, and as demonstrated in Ex. 1008, the claimed “second data
bus” is the link 600/504 between 214 and 200. Munoz adds a second data bus “B”
during the installation of the retrofit roof control module 100, so as to provide a
communication path from the retrofit roof control 100 to the 1* OEM apparatus
110, and thus teaches the claimed limitation of adding a second data bus to a

vehicle during a retrofit.

GROUND 3: CLAIMS 1-19 ARE OBVIOUS BASED ON DIETZ, IN VIEW
OF BOSCH, CAN Specification (Bosch, Ex. 1010),Negley, AND SAE

GROUND 4: CLAIMS 16-18 ARE OBVIOUS BASED ON DIETZ, IN VIEW
OF BOSCH, CAN Specification (Bosch, Ex. 1010),Negley, SAE and Further In
view of Lobaza US Patent No. 6,812,832, Ex. 1014 (“Lobaza”)

214. Dietz is an installation manual For A Multimedia Interface 1280. The
1280 multimedia interface device was sold in the mid-2000’s, and this manual was
published on November 30, 2004. It was published by Audiotechnik Dietz
Vertrieba GmbH, Benzstrasse 12 D-67269 Gruntadt, who sold the 1280
multimedia interface as a retrofit device for modifying a vehicle control system
and to send messages to the navigation system to make it appear as if the vehicle
was still stopped, or not in motion, thereby permitting use of a navigation screen to
play TV or video in a vehicle while driving the vehicle, when the vehicle is in
motion, and provided its customers with a six page installation guide (in German

and English) dated “30.11.04” (November 30, 2004) (“Dietz”). Ex. 1005 (Dietz).
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215. Prior to adding the 1280 module into a vehicle, the OEM navigation
system, that included a monitor screen, was directly connected to other OEM
ECUs by an OEM CAN Bus, including the car’s control modules. A POSITA
would understand that CAN Bus messages were sent and received by both the
OEM navigation system and by the OEM vehicle’s ECU’s. Based on my own
knowledge and experience, an OEM navigation system had multiple functions
including the ability to play video on an internal screen, but only when the vehicle
was not moving, and for example, when a signal was sent indicating a parking
brake was on or a gear shift position was in Park (rather than Reverse, Drive, or
Neutral, e.g.). The state of motion of the vehicle is determined by the navigation
system module by way of the CAN Bus, specifically by using the signals about the
state of a gear shift, an OEM Park Brake Signal (PBS), or a Vehicle Speed Signal
(VSS), for example. When the Car is Parked, PBS is on, or the VSS is zero, for
example, then the video is available to be played on the OEMs Navigation Screen.
A POSITA would recognize that, prior to adding the retrofit 1280 module, the
OEM navigation system was in communication with OEM units providing vehicle
motion signals, including the position of a gear shift, over a CAN bus. A POSITA
would understand that Dietz monitors and alters gear-shift related signals because
Dietz refers to ascertaining the position of a gear-shift (“as long as the reverse gear

is laid in”) to determine whether to provide an output signal for automating
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switching of the unit. Dietz, 3. A POSITA would understand that a signal could
be provided to a switching input 4 of Dietz based on other conditions.

216. A POSITA would understand Dietz to teach suppressing the OEM
vehicle motion signals. When activated, Dietz operates to suppress the relevant
vehicle motion signals provided by the OEM vehicle to the navigation unit and
provides messages indicating the vehicle is not in motion (e.g., the vehicle in in
Park) instead.

217. Negley is an article by Bruce Negley titled “Getting Control Through
CAN,” and was published in a SENSORS publication dated October 2000, vol. 17,
No. 10, and appeared on pages 18-34 of that issue. This article discusses the use of
CAN in automotive environments and sets forth many details of CAN systems,
their operation, system components, CAN protocols, how CAN systems are used,
node configuration, CAN messaging creation and sending, CAN messages, CAN
message frames, the importance of CAN message identifiers and their use,
implementing CAN, and the advantages of using CAN systems.

Claim 1

218. Claim 1 recites: A method, comprising:

[a] providing a vehicle having a factory-installed first apparatus
including a processor, programmed to communicate with a
factory-installed second apparatus through a vehicle data bus

with a first message having an identifier;
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[b] electrically disconnecting the vehicle data bus between the
factory-installed first apparatus and the factory-installed second
apparatus;

[c] adding a second data bus to the vehicle;

[d] electrically connecting a retrofit apparatus to the vehicle
data bus and to the second data bus;

[e] electrically connecting the factory-installed first apparatus to
the second data bus; and

[f] transmitting a second message from the retrofit apparatus to
the factory-installed first apparatus through the second data bus,
the second message being indistinguishable from the first
message.

219. The preamble of claim 1 recites “[a] method comprising.”

220. The Dietz installation/connection manual (Ex.1005) teaches a method
or approach for adding a retrofit CAN Bus module, a 1280 module, into a vehicle’s
CAN Bus System. (See, page 3).

221. The first element of claim 1 is “providing a vehicle having a factory-
installed first apparatus including a processor, programmed to communicate with a
factory-installed second apparatus through a vehicle data bus with a first message
having an identifier.”

222. Dietz discloses providing a vehicle for installation of the retrofit kit
with various factory-model navigation units (Audi DVD Navigation RNS-E, BMW

E65, VW MFD2 / RNS2, VW Phaeton). Dietz, 4-6. Thus, Dietz discloses a multi-
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media interface module 1280 that was sold as a retrofit device to permit DVD or
TV videos to be played on the screen of a navigation system, that included a
monitor, while a vehicle was moving. Dietz explains that the 1280 device is for
“activating the TV standby of the picture while driving...” and that the interface
“makes it possible to view the picture of for a e.g. rear-view camera on the
navigation screen while moving.” (See, Dietz, page 3).

223. I have modified the installation arrangement or figure Dietz shows on
page 3 as Ex. 1016. That modified figure shows a Car block (indicating, in my
opinion, multiple other car control modules on the OEM CAN Bus) on the right
side (2™ apparatus), an OEM Navigation box, including a control module, (1*
apparatus) on the left, and the 1280 retrofit module in the bottom center.
Communication between the car control modules (2™ apparatus) and the
navigation module (1* apparatus) originally occurred on the OEM vehicle data bus
shown at the top of the figure and I have labeled that OEM vehicle CAN Bus. A
POSITA would understand that the vehicle having such a navigation unit, that is
the “Car” block in Dietz, would also include at least one vehicle motion module.
In my opinion, both the navigation system (1* apparatus) and the car control
modules (2" apparatus) would have included electronics and that each will include
processors. In support of my opinion, Negley explains that nodes or ECUs

connected to a CAN Bus will, at a minimum, include a transceiver and a processor.
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(See, Negley at page 20-21). In addition, a POSITA will understand that for a
CAN Bus communication system, as in the vehicle Dietz where is installing his
device, to operate as the OEM desired, CAN Bus messaging must occur between
the car control module (2™ apparatus) and the OEM navigation system module (1%
apparatus) over the OEM CAN bus, and that messages from the car control
modules to the navigation system correspond to 1% messages there between. In
Dietz, such CAN Bus messages will take place over the mentioned OEM data
connection, the OEM CAN Bus that I have designated in Ex. 1016. Those CAN
Bus messages would need to be in conformance with CAN message protocols. As
a POSITA knows, CAN Bus message protocols require use of a data frame part of
which includes an identifier, and such frames including a message identifier from
the car control modules, would constitute a first message between the car block
(2™ apparatus) and the navigation system (1% apparatus). (See, Ex 1016).

224. Thus, a bus message sent by the Car node of Dietz would have
included a message identifier that the Navigation node would have recognized,
accepted, and acted on because such CAN messages would have been in
conformance with CAN message protocols.

225. To the extent this “first message having an identifier” is not clearly
disclosed by Dietz when viewed in light of the knowledge possessed by a POSITA,

it would have been obvious to complement Dietz’s teachings with the standard
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CAN bus teachings of Negley, SAE, and Bosch. In view of these references’
specific teachings identified above, a POSITA would have understood that a bus
message transmitted by Car node and processed by the Navigation node would
have constituted a “first message having an identifier” of claim 1. By the time of
the purported invention, use of CAN message identifiers was well known and
standard in the CAN bus communication system. See Negley at 20, 21, 24, 26-28.
226. Reasons for using the same CAN bus message identifier by retrofit
devices, to control an existing factory-installed navigation unit, are many. First,
the CAN bus protocols had been established for many years for message-based
systems, and a POSITA would have chosen to operate using established CAN
system protocols. See Bosch, 4-14, 36-49, 56. Second, data frame structure is
fixed, and includes an identifier field where message identifiers are located. Third,
all nodes (or ECUs) see all messages transmitted over the bus and each node or
ECU needs to be able to distinguish between them to determine which ones it
should accept and act on. See also Negley at 20-21. Fourth, factory-installed
nodes or ECUs examine the identifier field for message identifiers to know
whether a message transmitted on the CAN bus is one they should accept or
recognize, and act on, or discard. Negley at 20-21. Fifth, a node or an ECU’s
processor examines the identifier field looking for message identifier bits which

are compared against its filters and masks to determine if a match exists, and
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whether that message should be accepted and acted on or discarded. /d. at 20-21,
26, 28. As Negley instructs: “When one node wants to send data to any other
node, it assembles a message with the proper identifier and data, checks to see if
the bus is free, and then transmits the message.” Id. at 21. When a node receives
messages its processor examines the identifier bits, and its filters and mask are
compared against those identifier bits to see if there is a match, and upon finding
one then some action is taken by the node or ECU. Id. at 26-28, Fig. 8.
Consequently, a POSITA would understand that to cause a node or ECU on an
existing CAN bus system to act as intended, messages from a retrofit device
directed to those nodes or ECUs would use identifier information according to the
CAN specification to cause those nodes or ECUs to accept and act on messages.

227. The second element of claim 1 is “electrically disconnecting the
vehicle data bus between the factory-installed first apparatus and the factory-
installed second apparatus.”

228. Dietz teaches in his installation manual, Ex. 1005, and demonstrates in
the modified figure, Ex. 1016, to cut the CAN Bus and thereby electrically
disconnect the navigation system from the rest of the car. Dietz shows in his figure
on page 3 of the manual that the original CAN Bus is cut through, cutting the CAN
High and CAN Low CAN Bus, as is indicated by the two slash marks (1/5 and 2/6)

that extend across the OEM CAN Bus. Further, the installation manual states “The
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CAN Bus has to be cut through and connected with Pin 1, 2 and 5, 6 to the
interface 1280 (See, Ex. 1005). Noting that the cut happens between the
“Navigation” module (first apparatus) and “Car” (second apparatus), Dietz is
electrically disconnecting the vehicle OEM bus between an OEM installed first
apparatus (Dietz’s navigation system) and an OEM installed second apparatus
(Dietz’s car block or control modules, including those indicating vehicle motion).

229. The third element of claim 1 recites “adding a second data bus to the
vehicle.”

230. After the OEM CAN Bus is cut, the original connection from the
OEM Navigation system is no longer continuous. To connect the 1280 module
into the CAN Bus system, following the cut of the OEM CAN Bus, requires
connecting the 1280 module to the OEM CAN Bus and the car control module (2™
apparatus) by the connection designated OEM CAN Bus in my modified Dietz
figure, and to then connect the 1280 module, via an added second bus to the
navigation module (the 1* apparatus), by the connection designated “added 2™
CAN Bus” as shown on my modified Dietz figure Ex, 1016. The Navigation
System. The 1280 module connects to both the OEM CAN Bus and the second
data bus.

231. The fourth element of claim 1 recites “electrically connecting a

retrofit apparatus to the vehicle data bus and to the second data bus.”
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232. As described above, and on page 3 of the Dietz 1280 installation
manual, the installer is directed to connect the 1280 module to both the OEM
vehicle CAN Bus leading to the car control modules (2™ apparatus) and to the
added second CAN Bus leading to the navigation module (1* apparatus). (See, Ex.
1016 and Ex. 1005).

233. The fifth element of claim 1 recites “electrically connecting the
factory-installed first apparatus to the second data bus.”

234. In Dietz there is a 1* apparatus the navigation system. After cutting
the OEM CAN Bus, the cut end of the Navigation System’s CAN Bus connection
will be connected to the retrofit 1280 module by the added second CAN Bus, as
designated on Ex. 1016, so that the navigation system will once again be connected
and operate relative to the OEM CAN Bus system.

235. The sixth element of claim 1 recites “transmitting a second message
from the retrofit apparatus to the factory-installed first apparatus through the
second data bus, the second message being indistinguishable from the first
message.”

236. A POSITA would understand that Dietz is intended to operate in a
transparent manner with regard to navigation unit and other modules in the car. For
example, Dietz cuts the vehicle CAN bus and includes an activation switch of

Dietz for its functionality. See Dietz, 3 (input pin 4). A POSITA would
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understand that when Dietz is not activated, communications would occur as if the
vehicle CAN bus were not cut.

237. With regard to providing “a second message being indistinguishable
from the first message,” a POSITA would understand that Dietz intends to spoof a
message from a vehicle motion module on the OEM control bus so as to indicate to
the navigation unit that the vehicle is not in motion when the vehicle is in motion.

238. The CAN bus protocol referred to in Dietz routes messages using an
IDENTIFIER. Bosch at Part A, page 6. The IDENTIFIER “describes the meaning
of the data, so that all nodes in the network are able to decide by MESSAGE
FILTERING whether the data is to be acted upon by them or not.” /d. Thus,
based on its filters, a CAN bus message processor in the 1* OEM navigation
system will look for a match for messages it should accept and act on. Dietz, 3.

239. For example, in order for the video playback on the 1* OEM
navigation system, the processor processes CAN bus messages related to vehicle
motion. One of those messages will indicate that the vehicle is not in motion, such
as a message on the CAN bus that the vehicle is in Park from a gear indicator
module. Dietz suggests that the navigation system would look for a reverse gear
indication to determine that the vehicle is in motion and automatically activate the
module. See Dietz, 3 (“reverse gear is laid in”). Accordingly, a POSITA will

understand, based on Dietz and in view of Bosch and Negley, that the vehicle
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motion message indicating that the vehicle is not in motion would be sent by the
1280 module to the navigation unit when the 1280 module is activated by switch
input 4. That “not in motion” message, e.g., a Park gear indication, would be the
same as a “not in motion” message sent from the Car in Dietz when the vehicle is
not in motion, such as actually being in Park, so to allow Dietz to trick the
navigation unit into video playback mode.

240. To the extent Dietz alone does not disclose an indistinguishable
message (including its message identifier and other content), it would have been
obvious to a POSITA, in view of Negley, SAE, and Bosch, to provide an identical,
indistinguishable message from the retrofit unit. An identical message would
allow seamless integration and compatibility with the OEM Navigation node in
Dietz and avoid the need to reconfiguration of the Navigation node to accept
messages from the retrofit module.

241. In other words, and taking the example of parking brake signal, in
Dietz the retrofit apparatus is the 1280 module, the 1* apparatus is the navigation
system, there is an added second CAN Bus, and the 1280 sends CAN Bus
messages to the car control modules (2" apparatus). In order for the video-enabled
state of the OEM Navigation System (1st apparatus) to be available on its screen, it
will, in my opinion, receive CAN Bus message data it formerly needed related to

the condition of vehicle motion, e.g., the parking brake signal. As explained

Petitioner's E)lcgljbit 1003
Page 101 of 131





above, when the vehicle is stopped, video will be active. In my opinion, most
vehicle CAN Systems employ logically grouped control modules for example
powertrain and chassis, body electronics, entertainment, and so on. (See,
Johansson, Ex 1011, page 751-754, Figs. 7,8). In my experience, a Park Brake
signal is normally monitored by a vehicle’s Body Control Module (BCM). The
BCM then converts the electrical signals from Park Brake Switch to a uniquely
identified CAN Bus Message. Based on my experience, the OEM Navigation
System (1% apparatus) in Dietz will have been programmed to receive messages to
control the screen’s ON/OFF functions. A POSITA would understand, based on
Bosch and Negley, that a message directed to the Navigation System module to
maintain this control would, according to CAN system protocols, include a unique
message identifier that the processor in the navigation system will recognize and
accept the message in order to act on that a message as the “not in motion™ signal,
e.g., Park Brake Signal reported to the Navigation System module. Following
installation of the 1280 retrofit module, the very same “not in motion” Park Brake
Condition message will be sent to the Navigation System but now from the retrofit
1280 module to tell the Navigation System that the Park Brake is “On” and thereby
enable video playback on the screen when the park brake is not on. The retrofit
1280 module will suppress a Park Brake condition message from the car control

module (2" apparatus) even though the park brake has been released and the

Petitioner's E}(gﬁ)it 1003
Page 102 of 131





condition has changed to “Off.” A POSITA would understand that a gear shift
signal or a vehicle speed signal would be handled in a similar manner. A POSITA
would also understand that in order for the navigation system processor to accept
and act on the message sent by the retrofit 1280 module allowing the screen to be
activated, according to CAN protocols, that such a message, a second message
from the 1280 module, would use the same message identifier used by previous
bus messages from the OEM second apparatus, the car control modules.

Claim 2

242. Claim 2 recites: The method as in claim 1, wherein the second
message uses the identifier of the first message.

243. The step of having the second message use the identifier of the first
message has already been shown in the discussion of the sixth element of claim 1.
This step is taught by Dietz as a Gear Shift Signal, a Park Brake On/Off, or a
Vehicle Speed CAN Bus message coming from the Car (BCM or others) and it
would have the same message identifier as that originally formed or created by the
original vehicle electronics to cause the Navigation Screen to allow video
playback, together with Negley Ex. 1008. The 1280 module will retain the same
CAN Bus message identifier as that to enable the video in motion feature, thus
simulating the Car is in Park, the Park Brake Signal Set to ON, or the Vehicle

Speed Signal set to zero. A POSITA would know that a CAN Bus message, to

Petitioner's E)lcgﬁ)it 1003
Page 103 of 131





work in the CAN protocol, must include the proper information, including the
identifier information that determines which ECUs or nodes on a bus system, that
see all CAN Bus messages, will accept a message having checked the identifier
against filters in its processor which is programed by the OEM to determine if the
message should be acted upon. To the extent Dietz does not disclose this
mimicking, it would have been obvious to a POSITA and from the general
knowledge of CAN Bus systems and CAN Bus message protocols, including the
disclosures in Negley who explains in the text before and after Fig. 8 and in the
section “Creating and Sending Messages,” that message identifiers are used and a
node or ECU processors to determine if a match with the identifier bits and if there
is a match then some action will be taken by the node. Consequently, for the
navigation system to recognize a match its processor will look at the message
identifier and if a match is recognized it will then respond as intended by the data
in the data frame.

Claim 3

244. Claim 3 recites: The method as in claim 1, further comprising
receiving the first message in the retrofit apparatus.

245. Dietz discloses or renders obvious “receiving the first message in the
retrofit apparatus.” Dietz is connected to the Car node over pins 5 and 6, e.g., of

the 1280 module. Further, Dietz discloses that its functionality can be switched on
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and off. As such, Dietz suggests that, when off, Dietz would act as if the module
were not present, effectively “re-splicing” the severed vehicle data bus by
receiving messages from the Car portion of CAN bus and retransmitting them to
Navigation portion of the CAN bus. This would include vehicle motion messages,
e.g., a Park message from the gear indication module. Dietz suggests reception of
such vehicle motion messages. See Dietz, 3 (“reverse gear is laid in”).

246. A POSITA would recognize that virtual “re-splicing” could be
achieved in various conventional ways, including by using the 1280’s capability to
recognize and transmit CAN messages. It would be a matter of routine
programming for the 1280 unit to accept all CAN messages and place an identical
message in a queue for retransmission. Providing software-based retransmission
using the protocols of the CAN bus specification would be advantageous as it
would allow signal processing to enhance the ability of the signals to be received
as compared to a hardware-based solution. Further, Dietz also suggests such a
software-based retransmission, as a POSITA would understand it would desirable
to suppress vehicle motion signal that would cause interruption of video playback
while not disturbing CAN messages unrelated to vehicle motion.

247. For example, a POSITA would understand that the 1280 module must
send information about the Navigation Volume Control information to the

Amplifier Module (AMP) of the vehicle. As the user of the vehicle requests the
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volume to be controlled, they will press or turn a volume control button or knob.
The information about whether increase or decrease the vehicle’s volume is
relayed over the CAN Bus to the AMP device. Since the vehicle’s CAN Bus has
been cut, the Dietz 1280 device must gateway this data back to the second CAN
Bus from the OEM CAN Bus.

Claim 4

248. Claim 4 recites: The method as in claim 1, wherein the retrofit
apparatus re-transmits messages received on the vehicle data bus to the factory-
installed first apparatus through the second data bus.

249. For similar reasons as discussed above regarding claim 3, the step of
claim 4 is also taught by Dietz.

Claim 5

250. Claim 5 recites: The vehicle that has been retrofitted according to the
method as in claim 1.

251. Dietz, taken together with Negley, discloses that his retrofit 1280
apparatus is for automobiles, thereby disclosing the limitations of claim 5. See
Dietz, 4-6 (referring Audi, BMW, and VW vehicles).

Claim 6

252. Claim 6 recites:
253. 6. A vehicle comprising:

[a] a factory-installed first apparatus including a first processor which is
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programmed to receive a first message on a vehicle data bus from a factory-
installed second apparatus; and

[b] a retrofit apparatus connected to the vehicle data bus including a second
processor programmed to transmit a second message which mimics the first
message through a second data bus.

254. The limitations of claim 6[a] and 6[b] generally correspond to the
method of installation recited in limitations 1[a] and 1[f]. My analysis based on
Dietz regarding claim 1 is thus incorporated herein.

255. The first element of claim 6 is “a factory-installed first apparatus
including a first processor which is programmed to receive a first message on a
vehicle data bus from a factory-installed second apparatus.”

256. Briefly, Dietz discloses providing a vehicle for installation of the
retrofit kit with various factory-model navigation units (Audi DVD Navigation
RNS-E, BMW E65, VW MFD2 / RNS2, VW Phaeton). Dietz, 4-6. A POSITA
would understand that the vehicle having such a navigation unit, that is the “Car”
block in Dietz, would also include at least one vehicle motion module.

257. A POSITA would find Dietz to discloses or suggest a navigation unit,
the claimed “first apparatus,” in communication over Dietz’s CAN bus with a
vehicle motion module (such as a gear indicator module), the claimed “second

apparatus.” As I have annotated (Ex. 1016), 1st OEM navigation system

Petitioner's E)lcglzbit 1003
Page 107 of 131





communicates with a 2nd OEM apparatus, labelled “Car” in Dietz, via a vehicle
data bus labelled as “CAN high” and “CAN low” in Dietz and identified by Leale
as “OEM CAN bus.” See Dietz at 3; Ex. 1016. The uncut OEM CAN bus
corresponds to the claimed “vehicle data bus.”

258. A POSITA would have understood that CAN Bus communication
between the 2nd OEM car apparatus and the 1st OEM navigation system via the
OEM CAN bus is in conformance with CAN message protocols. And because
they are nodes on a CAN bus, a POSITA would understand that the navigation
system, the vehicle motion modules, and the retrofit modules would each have a
processor for implementing CAN bus protocols, as referenced above.

259. With regard to providing “second message which mimics the first
message through a second data bus,” that requirement is satisfied by how Dietz
renders obvious “a second message being indistinguishable from the first message”
in claim element 1[f]. Briefly, a POSITA would understand that Dietz intends to
spoof a message from a vehicle motion module on the OEM control bus so as to
indicate to the navigation unit that the vehicle is not in motion when the vehicle is
in motion thus “mimicking,” e.g., a Park message from a gear indicator module as
explained with regard to claim element 1[f]. As noted previously, a POSITA
would understand that CAN Bus messages were sent and received by both the

OEM navigation system and by the OEM vehicle’s ECU’s. Based on my own
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knowledge and experience, an OEM navigation system had multiple functions
including the ability to play video on an internal screen, but only when the vehicle
was not moving, and for example, when a signal was sent indicating a parking
brake was “on” or the vehicle speed is zero or the gear shift was in Park. The state
of motion of the vehicle is determined by the navigation system module by way of
the CAN Bus, specifically by using the signals about the state, e.g., an OEM Park
Brake Signal (PBS) or a Vehicle Speed Signal (VSS) or gear shift signal. When the
PBS is “ON” or the VSS is zero or vehicle is in Park, then the video is available to
be played on the OEMs Navigation Screen.

260. In my opinion, the OEM Navigation System in Dietz, as a CAN Bus
module, includes its own processor. My opinion is supported by Negley who
explains that even generic nodes and ECUs in a CAN Bus system are comprised of
a processor and a transceiver. (See, Negley, Ex. 1006, Fig. 3, page 20-21). Before
the Dietz retrofit 1280 module is installed, the OEM Navigation system (1*
apparatus) will be receiving “state of motion” messages over the OEM CAN Bus
(1 message) from one or more OEM Vehicle ECUs (the Car) (2™ apparatus).
Thus, Dietz shows the same starting position of vehicle ECUs as claimed.

261. The second element of claim 6 recites: “a retrofit apparatus connected
to the vehicle data bus including a second processor programmed to transmit a

second message which mimics the first message through a second data bus.”
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262. Dietz teaches and discloses adding a retrofit 1280 module into an
OEM CAN Bus system between an OEM Navigation System (1* apparatus) and
the control modules in the rest of the car (2™ apparatus). Dietz’s installation
manual for the 1280 module (Ex., 1005) instructs an installer to cut the OEM CAN
Bus and to connect a retrofit 1280 module to the OEM CAN Bus leading to the car,
and to connect the OEM Navigation System (1* apparatus) to an added, new
second CAN Bus established between the retrofit 1280 module and the Navigation
System (1% apparatus). The retrofit 1280 module is, in my opinion, a CAN Bus
system ECU, and will also have at a minimum a processor. To operate the video
playback on the Navigation system video screen when the vehicle is in motion or
moving following installation of the retrofit 1280 module, the 1280 retrofit module
will send a CAN Bus message (2" message) to the Navigation System (1
apparatus) with modified data indicating, for example, that the Park Brake
Condition is “On.” To be operable on the CAN Bus system that 2" message must
follow CAN system protocols, as explained above, and the data frame will include
modified data along with message identifier bits that the processor in the
navigation system will recognize and use to determine whether to accept a message
and act on it. The message identifier bits are used by the processor and checked
against the filters and registers looking for a matching message identifier. When a

match is found using the message identifier the Navigation System (1* apparatus)
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will act on that CAN Bus message as the CAN Bus message identifier must be the
same as that originally sent by the car (2" apparatus). This is confirmed by Negley
who explains data frames, message identifiers, and this matching process that uses
message identifier bits in CAN messages. Thus, the second message will emulate
or mimic the message identifier of OEM 1% message, and that 2nd message from
the retrofit 1280 module will be sent over the second data bus to the navigation
system (1* apparatus).

Claim 7

263. Claim 7 recites: 7. The vehicle as in claim 6, wherein the first
message comprises a message identifier that has been assigned to the factory-
installed second apparatus and wherein the second processor is programmed to
transmit the second message with the same message identifier.

264. Dietz discloses that the “first message comprises a message identifier
that has been assigned to the factory-installed second apparatus.” The
specification for the CAN bus referred to in Dietz routes messages using an
IDENTIFIER. Bosch at Part A, page 6. The IDENTIFIER “describes the meaning
of the data, so that all nodes in the network are able to decide by MESSAGE
FILTERING whether the data is to be acted upon by them or not.” /d.
Accordingly, a POSITA would understand that an identifier would be assigned to

the “factory-installed second apparatus” in Dietz to correspond with the data the
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second apparatus desired to be conveyed to the first apparatus, and with the data
the first apparatus will accept. In the context of Dietz, a vehicle motion module
would have assigned messages with corresponding identifiers (e.g., a message
indicating whether the vehicle is in park) to send on the CAN bus.

265. Further, consistent with the analysis of element [b] of claim 6,
element [f] of claim 1, and claim 2 above, Munoz also discloses “the second
processor is programmed to transmit the second message with the same message
identifier” as the first message. In order to pass the filtering occurring at the
navigation unit, the 1280 retrofit module would transmit the same assigned
identifier for the vehicle motion signal.

266. Further, as explained for the second element of claim 6 above, to
operate the video playback on the Navigation Screen when the vehicle is in motion
or moving following installation of the retrofit 1280 module, the 1280 retrofit
module will send a CAN Bus message (2" message) to the Navigation System (1%
apparatus) with modified data indicating, for example, that the Park Brake
Condition is “On.” To be operable on the CAN Bus system that 2™ message must
follow CAN system protocols, as explained above, and the data frame will include
modified data along with message identifier bits that the processor in the
navigation system will recognize and use to determine whether to accept a message

and act on it. The message identifier used by the retrofit 1280 module for its 2™
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message, that modifies the data in the Park brake condition message, will be one
that the OEM system has assigned to an OEM ECU in the vehicle, for example the
ECU creating the Park Brake condition message. The message identifier bits are
used by the processor and checked against the filters and registers looking for a
matching message identifier. When a match is found using the message identifier
the Navigation System (1% apparatus) will act on that 2" CAN Bus message as the
CAN Bus message identifier must be the same as that originally sent by the car (2™
apparatus) for the Park Brake condition message. This use of CAN Bus message
identifiers is confirmed by Negley who explains data frames, message identifiers,
and this matching process that uses message identifier bits in CAN messages.
Thus, the second message will emulate or mimic the message identifier of OEM 1*
message, and that 2" message from the retrofit 1280 module will be sent over the
second data bus to the navigation system (1 apparatus). (See, Negley, Ex. 1006,
pages 24-28). A POSITA would understand that a gear shift signal or a vehicle
speed signal would be handled in a similar manner.

Claim 8

267. Claim 8 recites: The vehicle as in claim 7, wherein the message
identifier is an 11 bit or 29 bit CAN ID.
268. For similar reasons provided above regarding claim 8 and the Munoz

grounds, a POSITA reading Dietz would understand Dietz’s reference to a CAN
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bus includes a CAN bus system that uses a CAN message identifier in every
message (including the “first message” and “second message” of claim 6) of either
11 or 29 bits. See Bosch at page 1, Part A, page 11, Part B, page 43-44; Negley at
24-28.

Claim 9

269. Claimrecites: The vehicle as in claim 6, wherein the vehicle data bus
is a CAN network.

270. Dietz specifically discloses installing his retrofit 1280 apparatus onto
a vehicle CAN Bus network thereby rendering the limitation in this claim obvious.
(See, Dietz Install Guide, Ex. 1005, page 3).

Claim 10

271. Claim 10 recites: A vehicle, comprising:

[a] a factory-installed first apparatus including a first processor,
programmed to receive a first message via a vehicle data bus
from a factory-installed second apparatus,

[b] the first message having a message identifier; and

[c] aretrofit apparatus, operatively connected to the vehicle
data bus, including a second processor programmed to send a
second message having the same message identifier,

[d] wherein the factory-installed first apparatus communicates

with the retrofit apparatus through a second data bus.

The preamble of claim 10 recites a vehicle and Dietz device is designed for

Petitioner's E)1d11i4f)it 1003
Page 114 of 131





vehicles, and therefore renders the preamble obvious. (See Install Guide)]

272. The first element of claim 1 is “a factory-installed first apparatus
including a first processor which is programmed to receive a first message on a
vehicle data bus from a factory-installed second apparatus.”

273. The second element of claim 10 recites “the first message having a
message identifier.”

274. For similar reasons as discussed above regarding element [a] of claim
1 and element [a] of claim 6, Dietz discloses or renders obvious the limitations of
elements 10[a] and 10[b]. The Navigation node in a system based on Dietz would
have a processor and be programmed to receive a vehicle motion message with a
CAN bus message identifier via a vehicle data bus from a factory-installed vehicle
motion node, e.g., a gear indication node. The analysis based on Dietz regarding
claims 1 and 6 is thus incorporated herein.

275. As noted previously, a POSITA would understand that CAN Bus
messages were sent and received by both the OEM navigation system and by the
OEM vehicle’s ECU’s. Based on my own knowledge and experience, an OEM
navigation system had multiple functions including the ability to play video on an
internal screen, but only when the vehicle was not moving, and for example, when
a signal was sent indicating a parked condition or the vehicle speed is zero. The

state of motion of the vehicle is determined by the navigation system module by
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way of the CAN Bus, specifically by using the signals about the state of an OEM
Park Brake Signal (PBS), Gear Shift signal, or a Vehicle Speed Signal (VSS), for
example.

276. The third element of claim 10 recites: “a retrofit apparatus,
operatively connected to the vehicle data bus, including a second processor
programmed to send a second message having the same message identifier.”

277. For similar reasons as discussed above regarding element [f] of claim
1, claim 2, and claim 7, Dietz discloses or renders obvious the limitations of
element 10[c], including a processor in a 1280 retrofit module programmed to send
a spoofed message identical with a message identifier identical to a message from
the vehicle motion node. The analysis based on Dietz regarding claims 1, 2, and 7
is thus incorporated herein.

278. Dietz teaches and discloses adding a retrofit 1280 module into an
OEM CAN Bus system between an OEM Navigation System (1* apparatus) and
the rest of the car (2" apparatus). Dietz’s installation manual for the 1280 module
(Ex., 1005) instructs an installer to cut the OEM CAN Bus and to connect a retrofit
1280 module to the OEM CAN Bus leading to the car (2™ apparatus), and to
connect the OEM Navigation System (1* apparatus) via an added, new second
CAN Bus established between the retrofit 1280 module and the Navigation System

(1* apparatus) as I have designated on the modified Dietz figure, Ex. 1016. The
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retrofit 1280 module, as a CAN Bus system ECU, will also have in my opinion, at
a minimum a processor. To operate the video playback on the Navigation Screen
following installation of the retrofit 1280 module, the 1280 retrofit module will
send a CAN Bus message (2™ message) to the Navigation System (1% apparatus)
indicating that the Park Brake Condition is “On.” The Navigation System (1*
apparatus) will act on that CAN Bus message as the CAN Bus message identifier
must be the same as that originally sent by the car (2" apparatus). Thus, the
second message will emulate or mimic the first OEM message, and that second
message from the retrofit 1280 module will be sent over the second data bus.

279. The fourth element of claim 10 recites “wherein the factory-installed
first apparatus communicates with the retrofit apparatus through a second data
bus.”

280. For similar reasons as discussed above regarding element [f] of claim
1, claim 2, and claim 7, Dietz discloses or renders obvious the limitations of
element 10[d], including a processor in a navigation node that communicates with
the 1280 retrofit module through its connection to the 1280 retrofit module. A
POSITA would understand that the CAN bus protocols are bidirectional and rely
on acknowledgements from receiving nodes and error messaging from receiving

nodes. See, e.g., Bosch at Part A, page 14; Negley, 7-8. Accordingly, a POSITA

would understand, or find it obvious that, the navigation node of Dietz would
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communicate with retrofit apparatus in accordance with the CAN bus protocol in
order to provide a seamless integration in the system. Further, for example, a
POSITA would understand that the 1280 module must send information about the
Navigation Volume Control information to the Amplifier Module (AMP) of the
vehicle. As the user of the vehicle requests the volume to be controlled, they will
press or turn a volume control button or knob. The information about whether
increase or decrease the vehicle’s volume is relayed over the CAN Bus to the AMP
device. Since the vehicle’s CAN Bus has been cut, it would be obvious that the
Dietz 1280 device gateway this data back to the second CAN Bus from the OEM
CAN Bus.

281. Further, as shown on Ex. 1016, Dietz provides a second data bus and
thereby establishes a communication path or link between the retrofit 1280
apparatus and the OEM navigation system (1% apparatus). Ex. 1005, 1016. The
“second data bus” is the communication link between the retrofit 1280 apparatus
and the OEM navigation system (1% apparatus), and thus teaches having an OEM
1* apparatus in communication over a second vehicle data bus with the retrofit
1280 apparatus when adding a retrofit device to a CAN system.

Claim 11

282. Claim 11 recites: The vehicle as in claim 10, wherein the second

message originating from the retrofit apparatus is indistinguishable to the first
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apparatus from the first message which the first processor is programmed to
receive from the second apparatus.

283. For similar reasons as discussed above regarding element [f] of claim
1, claim 2, and claim 7, Dietz discloses or renders obvious the limitations of claim
11, including a processor in a 1280 retrofit module programmed to send a spoofed
message indistinguishable to the CAN bus processor in the navigation node from a
message sent from the vehicle motion node, based on the message filtering process
of the CAN bus protocol. The analysis based on Dietz regarding claims 1, 2, and 7
is thus incorporated herein.

Claim 12

284. Claim 12 recites: “The vehicle as in claim 10, wherein the factory-
installed first apparatus responds to the second message originating from the
retrofit apparatus as if it were the first message which the first processor is
programmed to receive from the factory-installed second apparatus.”

285. For similar reasons as discussed above regarding element [f] of claim
1, claim 2, claim 7, element [d] of claim 10, and claim 11, Dietz discloses or
renders obvious the limitations of claim 12, including that the navigation node
responds to the message originating from the 1280 retrofit apparatus as if it were a
message from the vehicle mode node of the Car. That response could include the

acknowledgement and error handling of the CAN bus specification in addition to
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permitting video playback when the vehicle is not in motion. The analysis based
on Dietz regarding claims 1, 2, 7, 10, and 11 is thus incorporated herein.

Claim 13

286. Claim 13 recites: “The vehicle as in claim 10, wherein the factory-
installed first apparatus is electrically disconnected from the vehicle data bus.”

287. For similar reasons as discussed above regarding element [b] of claim
1, Dietz discloses or renders obvious the limitations of claim 13, including
electrically disconnecting the vehicle data bus from the vehicle motion node in the
Car. Dietz states that the OEM CAN bus is to be “cut through” and shows this by
the two slash marks (1/5 and 2/6) thereby directing an installer to electrically
disconnect the OEM CAN bus between the 2™ OEM car apparatus and the 1
OEM navigation system. See Dietz, 3; Ex. 1016. The analysis based on Dietz
regarding claim 1 is thus incorporated herein.

Claim 14

288. Claim 14 recites: “The vehicle as in claim 10, wherein the retrofit
apparatus is a gateway through which the factory-installed first apparatus transmits
and/or receives messages from the vehicle data bus.”

289. For similar reasons as discussed above regarding element [f] of claim
1, claims 2-4, claim 7, element [d] of claim 10, claim 11, and claim 12, Dietz

discloses or renders obvious the limitations of claim 14, including that the 1280

Petitioner's E)lcﬁlq)it 1003
Page 120 of 131





retrofit acting as a gateway through which the navigation node transmits and/or
receives messages from the vehicle data bus. A POSITA would understand that by
2005 it was well known to use gateways to link together CAN bus network-based
systems, and provide data sharing there between. Due to the serial nature of the
placement of Dietz’s 1280 retrofit unit, Dietz would be understood to disclose two
CAN bus networks and all CAN bus communication from each end point received
from the retrofit 1280 module, with the 1280 retrofit unit determining whether an
end point should be sent a message. Thus, a POSITA would understand Dietz
describing a known gateway feature where the retrofit 1280 module is acting as a
gateway between the two vehicle CAN Bus networks, the OEM CAN bus
(between the retrofit 1280 module and the 2nd OEM apparatus), and the 2nd data
bus (between the retrofit 1280 module and the 1st OEM navigation system), as this
claim requires. In particular, this arrangement permits the 1st OEM navigation
system to receive bus messages from the OEM CAN bus via the retrofit 1280
module. See Dietz; Ex. 1016; Negley, 20, 21, 24, 26-28. The analysis based on
Dietz regarding claims 1, 2-4, 7, and 10-12 is thus incorporated herein.

Claim 15

290. Claim 15 recites: “The vehicle as in claim 10, wherein the retrofit
apparatus selectively suppresses forwarding messages received from the factory-

installed first apparatus to the vehicle data bus.”
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291. For similar reasons as discussed above regarding element [f] of claim
1, claims 2-4, claim 7, element [d] of claim 10, claim 11, and claim 12, Dietz
discloses or renders obvious the limitations of claim 15, including that the 1280
retrofit unit selectively suppressing forwarding messages from the navigation unit
to the vehicle data bus. The navigation unit would communicate with the retrofit
unit using the CAN bus protocols. As explained in Bosch and Negley, some of
those messages call for error handling, e.g., a local retransmission of a spoofing
message, and a POSITA would understand that the retrofit unit would not
retransmit all messages from the navigation unit to the Car node of Dietz. See, Ex.
1005; Ex. 1016; Negley, 20, 21, 24, 26-28; see also the discussion above in the
Munoz grounds regarding claim 15. (See, Ex. 1009 at 36). The analysis based on
Dietz regarding claims 1, 2-4, 7, and 10-12 is thus incorporated herein.

292. Further selective message suppression can also occur concerning
forwarding messages from the 1st OEM navigation system via the 2nd CAN bus to
the OEM CAN bus and car. A POSITA would understand from SAE that CAN
bus to CAN bus gateways suppress messages between the two CAN busses, for
example, to minimize message overruns in message traffic across the gateway by
using acceptance filtering to limit the rate that message[s] are transferred across the
gateway. (See SAE, 36). SAE thus informs that acceptance filtering is a way of

selectively suppressing messages as CAN chips connected to a gateway
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microprocessor can be programmed to select a subset of the messages for transfer
across the gateway using “acceptance masks.” This selective selection of subsets
of a message teaches that there is a selective suppression of other subsets of
messages, and that such selective selection can occur in either direction. A
POSITA, based on SAE, would recognize that gateways can selectively suppress
signals in both directions across a gateway that might otherwise interfere with the
desired functioning of retrofit devices, thus rendering obvious this claim limitation.
This claim is calling for a selective suppression by the retrofit 1280 module of
messages from the navigation system (1% apparatus) to the car (2" apparatus). In
paragraph 116 of this declaration, I point out that the ‘671 patent only discloses
suppression of a telephone call command from the navigation system, the 2™
apparatus, to the call apparatus, the 1* apparatus. Nothing is disclosed about any
suppression in the reverse direction as is claimed here. As was noted previously, a
POSITA would understand that in the Dietz arrangement CAN Bus messages were
sent and received by both the OEM navigation system and by the OEM vehicle’s
ECU’s to control the operation of the navigation system. Dietz discloses an
embodiment of an aftermarket device which permits videos to be played on a
navigation playback screen while the vehicle was moving or in motion rather than
only when the vehicle was stopped. One feature of the retrofit 1280 module was to

allow automobile users to view video playback while the vehicle is in motion and
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that it permits video playback without the vehicle being stopped and the park brake
being engaged. In my opinion, one skilled in the art would know that this is
accomplished by the retrofit 1280 module selectively suppresses messages, or
portions thereof, pertaining to vehicle motion, or a change in the Park Brake
condition. But that is a suppression of messages from the car to the navigation
system.

293. In the Dietz device data suppression can also occur in messages from
the navigation system (1* apparatus) via the added second CAN Bus to the OEM
CAN Bus by way of the retrofit 1280 device. However, it is not difficult at all to
understand that not only would data move from the OEM CAN Bus to the second
CAN Bus, but also visa-versa. In the SAE 90005 gateway paper (Ex. 1009), the
author describes a CAN Bus to CAN Bus gateway at page 36. He also describes
why suppressing messages between the two CAN Busses is ideal: “To minimize
message overruns, message traffic across the gateway must be considered.” The
author continues by describing how message overruns can be mitigated: “A second
way to manage message traffic is to use acceptance filtering to limit the rate that
message[s] are transferred across the gateway.” This acceptance filtering is a way
of selectively suppressing messages for the use of rate limiting among other
applications. Additionally, the author in SAE explains that “CAN chips connected

to the gateway microprocessor are programmed to select a subset of the messages
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for transfer across the gateway using “acceptance masks.” This informs that a
selective selection of subsets of a message means a selective suppression of other
subsets of messages, and that such can occur in either direction. In my opinion,
Dietz, in view of SAE, teaches one to selectively suppress signals in both
directions across a gateway that might otherwise interfere with the desired
functioning of retrofit devices, and the SAE paper describes how this suppression
may take place, thus describing this claim limitation.

Claim 16

294. Claim 16 recites: “The vehicle as in claim 10, wherein the factory-
installed second apparatus is an object sensor capable of detecting objects in a
frontal area of the vehicle.”

Claim 17

295. Claim 17 recites: “The vehicle as in claim 10, wherein the factory-
installed second apparatus is part of an automatic braking system.”

Claim 18

296. Claim 18 recites: “The vehicle as in claim 10, wherein the factory-
installed second apparatus is part of a parking aid system.”

297. For the reasons set forth above, Dietz alone, or Dietz in view of
Negley, SAE, and Bosch render claim 10 obvious. Lobaza discloses the features
of claims 16-18, and therefore Dietz alone or in view of Negley, SAE, and Bosch,

further in view of Lobaza render claims 16-18 obvious.
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298. In the ‘671 patent, the applicant at col. 1, lines 37-38 referenced a
known prior art patent to Lobaza, USP No. 6,612,832 (a copy is included as Ex.
1014). In aresponse dated May 25, 201, the applicant made amendments to both
the drawings and specification. The specification additions appear at col. 7, line 28
(a pre-impact system 304), and at lines 34-58. The applicant admits that the
material added to the specification was copied directly from Lobaza and stated the
material “is a copy of Lobaza’s disclosure in col. 4, lines 42-67.” (See, Ex. 1002,
the May 25, 2017 Amendment, page 4). It is my understanding that Lobaza issued
as a patent on November 2, 2004 and is, therefore, prior art to the ‘671 patent. It is
also my understanding that patent claim 16 was application claim 17 that was
rejected for a lack of being supported by the specification. The material copied
from Lobaza discloses the subject matter of claim 16, and in particular, an object
sensor capable of detecting objects in a frontal area of the vehicle. At col. 4, lines
50-52, Lobaza teaches “the vehicle is configured with a sensor (or sensors) capable
of detecting objects in the frontal area of the vehicle.” Dietz taken together with
Bosch and Negley and Lobaza show the subject matter of claim 16.

299. As previously discussed, Lobaza teaches the use of an object detection
systems to detect objects in the frontal area of a vehicle, an automatic braking
system, and a parking aid, all of which Lobaza explains are “known to those of

skill in the art.” Lobaza, 4:43-49. The reason for including these features in a
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vehicle data bus, as disclosed by Lobaza (2:4-10), is to activate another device
connected to the “CAN vehicle data bus.” See Lobaza, 4:39-43 (sending out a
distress call via a telecommunication apparatus on the CAN vehicle data bus where
an objection detection system, automatic braking system, or parking aid is
triggered).

300. A POSITA would understand that the functionality of Dietz’s factory
navigation system could be enhanced by additionally providing the safety features
of Lobaza. For example, the navigation unit of Dietz could more readily inform
the user of a hazard by overlaying a hazard message during video playback.
Accordingly, a POSITA would have found it obvious to include Lobaza’s safety
features to enhance occupant safety. In so doing, it would have also been obvious
for a retrofit kit to provide transmission messages related to the safety features
from the sensors of Lobaza to the navigation unit.

301. For these reasons, it would have been obvious to arrange each of
Lobaza’s object sensor, automatic braking system, and parking aid on Dietz’s
vehicle data bus, in communication with Dietz’s retrofit device, in order to allow
Dietz’s retrofit device send messages to the navigation unit to trigger an alert from
these systems.

302. The features of claim 16, when added to the 671 patent’s

specification during prosecution, were copied directly from Lobaza. See Ex. 1002
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at 58 (stating that this material “is a copy of Lobaza’s disclosure in col. 4, lines 42-
67.”). Lobaza discloses these features, and Dietz in view of Lobaza, alternatively
in view also of Negley, SAE, and Bosch, renders this claim obvious for the reasons
set forth above.

303. The features of claim 17, when added to the *671 patent’s
specification during prosecution, were copied directly from Lobaza. See Ex. 1002
at 58 (stating that this material “is a copy of Lobaza’s disclosure in col. 4, lines 42-
67.”). Lobaza discloses these features, and Dietz in view of Lobaza, alternatively
in view also of Negley, SAE, and Bosch, renders this claim obvious for the reasons
set forth above.

304. The features of claim 18, when added to the *671 patent’s
specification during prosecution, were copied directly from Lobaza. See Ex. 1002
at 58 (admitting that this material “is a copy of Lobaza’s disclosure in col. 4, lines
42-67.”). Lobaza discloses these features, and Dietz in view of Lobaza,
alternatively in view also of Negley, SAE, and Bosch, renders this claim obvious
for the reasons set forth above.

Claim 19

305. Claim 19 recites: “The vehicle as in claim 10, wherein the second data
bus 1s added to the vehicle during a retrofit.”

306. Dietz discloses retrofitting a vehicle with the 1280 module by
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installing it in the vehicle. See Dietz, 4-6 (referring Audi, BMW, and VW
vehicles). As discussed previously, Dietz teaches the adding of a second data bus
in conjunction with the adding of a retrofit 1280 control module (See, Ex. 1016).
The Dietz installation guide states on page 3 that: “The CAN Bus has to be cut
through and connected with Pin 1, 2 and 5, 6 to the interface 1280.” (See,
Ex.1005). After the cutting of the OEM CAN Bus, Dietz connects the retrofit 1280
apparatus to the cut OEM CN bus and to the car (2" apparatus), and then Dietz
adds a second data bus designated “second CAN Bus” as shown in Ex.1016 and
this new, second data bus provides a communication path from the retrofit 1280
control to communicate with the Navigation System (1% apparatus) and thus
teaches the claimed limitation of adding a second data bus to a vehicle during a

retrofit.
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XI. SIGNATURE

307. 1declare that all statements made herein are of my own knowledge are
true, and that all statements made on information and belief are believed to be true,
and further that these statements were made with the knowledge that willful false
statements and the like so made are punishable by fine or imprisonment, or both,

under Section 1001 of Title 18 of the United States Code.

/%,—_g\/%/

Robert Leale

October 31, 2019

1025 Valleyview Drive, Clarkston,
Michigan, 48348
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APPENDIX A — MATERIALS CONSIDERED

US Patent No. 7,737,831, Munoz

US Patent No. 6,812,832, Lobaza

Dietz, 1280 Module Installation Manual

Negley, Getting Control Through CAN

SAE Technical Paper Series 930005

Robert Bosch GmbH, CAN Specification

Johansson, Vehicle Applications Of Controller Area Networks

Taube, Comparison Of CAN Gateway Module For Automotive And Industrial
Control Apparatus

Prosecution History of US Patent No. 9,871,671
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Getting Control Through

The CAN protocol has gained widespread populé_\rity not only in the automotive industl""y but also

in the industrial automation arena. Take a look at what it can do, and see how you can extend your

control capabilities.

_ and complexity. The current version of the protocol, 2.0B, provides transmission speeds- _
- upto 1 Mbps.

 defines aspects of how each node can respond, but it leaves tremendous flexibility to the

 of each node. For example:

erman automotive system supplier Robert Bosch created the Controller Aréa_‘ Nehvofl'c' :
(CAN) to enable robust serial communications while decreasing wiring harness weight

Since its inception, CAN has moved from automotive applications to mdustnal con-
trol. Now technicians and engineers are starting to use it in medical and test equipment.
The test, measurement, and control community is discovering just what this bus can do
when it is coupled with smart sensing technology.

How ls CAN Used?

The CAN protocol creates a communications path that links all the nodes connected-' ;
to the bus and enables them to talk to one another. Depending on how the designer has
configured the system, there may or may not be a central, or main, node. The protocol -

system designer to implement the nodes in ways that suit the particular application. =

Figure 1 (page 20) shows an automotive application in which several nodes in a vehi-
cle door are connected through a door node controller to the main CAN bus. As men-
tioned before, the network need not have a controller node; each node can just as easily
be connected to the main bus. Applying the concept shown in Figure I to a sensor net:
work is as easy as changing the type and description of the nodes (see Flgure 2, page
20).

What Makes Up a Node? 8

The term node describes a portion of the overall system or network. Each node can
have one function, or it can have many functions. Depending on the system configura-
tion, different nodes may transmit messages at different times based on the functlon( )

* A node may transmit a message only when a system failure occurs.

18 www.sensorsmag.com OCTOBER 2000
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- I |
= CAN Bus
DoorNode Implementation
Controller Figure 1. In this auto-
motive application,

the CAN bus is used to
interconnect the indi-

=

vidual nodes that de-
tect button presses
and control motors or
solenoids in a door.
Each node can com-
municate with any
other node.

Implementation

CAN Bus

Sensing
Node

Figure 2. CAN is a
robust protocol, which
makes it well suited to
interconnect sensor
and motor control
nodes in industrial
environments.

° A node may transmit messages continu-
ally, such as when it is monitoring the flow
rate from a pump in a control loop.

® A node may take action or transmit a
message only when instructed by another
node, such as when a fan controller is in-
structed to turn a fan on when the tempera-
ture-monitoring node has detected an ele-
vated temperature.

Figure 3 (page 21) outlines the com-
ponents of a generic node. In this
node, a signal from a sensor passes
through signal conditioning cir-
cuitry and then into the A/D con-
verter. The node feeds the data
from the converter into the micro-
controller for analysis. Based on the func-
tion of the node, the microcontroller may

www.sensorsmag.com OCTOBER 2000 Circle 51 on Sensors RS Card

immediately pass the information on to the
bus for other nodes to use, or it may wait for
a value higher than a set point before trans-
mitting any data. The bus transceiver con-
verts the standard logic signals from the

microcontroller to the signal levels used on
the physical CAN bus.

CAN Messages
The CAN protocol uses a message-based
data format in which information is trans-
ferred from one location to another by
sending a group of bytes at one time.
Unlike address-based systems, every
node in this system listens to every
message on the bus (and will
acknowledge if the message was prop-
erly received) to determine if it needs to take
action.
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Figure 3. A typical smart
sensor node is made up of
hoth digital and analog
compaonents, which allow
the sensor data to be cap-
tured, transformed, ana-
lyzed, and transmitted to
other nodes in the system.
System designers often
create generic node hard-

Signal

AnC
C ! Conditioning

ware, which can be easily
configured for different
node applications.

Every message has an identifier field con-
sisting of either 11 or 29 bits. The message
can also contain data, but it's not required.
The node uses the identifier to determine if
the incoming message should be accepted
and acted on or discarded.

When one node wants to send data to any
other node(s), it assembles a message with

the proper identifier and data,
checks to see if the bus is free, and
then transmits the message.

Every other node captures the message and
examines it to see if it is required to take
some action. A single node may act on the
message, or many nodes may accept the
message and act on it. For example, a tem-
perature-monitoring node may send out
temperature data that are acted on only by a
node that displays the current temperature.
But if the temperature sensor detects an
overtemperature situation, then many nodes
might act on the information.

well), are based on the CAN protocol.

ISO/OS! Reference Model

Physical Signaling (PLS)
+  Bit Encoding/Decoding
=  Bit Timing/Synchronization
Physical Medium Attachment (PMA)
Driver/Receiver Characteristics
Medium Dependent Interface (MDI)

* Connectors

Figure 4. The 1S0/08SI reference model defines seven layers of system implementation for net-
work applications, which allows standardization of network components from different manufac-
turers, making them interchangeable. The CAN protocol defines the lower two layers of the model
with the exception of the medium-dependent interface (MDI) in the physical layer. The upper lay-
ers were left undefined by CAN so that users could create interfaces that met their specific
requirements. Some upper-level protocols, such as DeviceNet (Allen-Bradley) and SDS (Honey-
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With the message-based format, you can
add nodes to the bus without reprogram-
ming the other nodes to recognize the addi-
tion. The new node will start receiving mes-
sages from the network immediately.

Another useful feature built into the CAN
protocol is the ability of a node to request
information from other nodes. This is called
a remote transmit request, or RTR. This is
different from the previous example because
instead of waiting for information to be sent
to it, the node specifically requests that the
data be transmitted.

CAN Protocol Layers

Most network applications follow a layered
approach to system implementation. This
enables interoperability among products
from different manufacturers. The Inter-
national Standards Organization (ISO) cre-
ated the Open Systems Interconnection
(OSI) Network Layering Reference Model
to serve as a template for this approach (see

Figure 4, page 21).

Figure 5. Many CAN sys-
tems use a transceiver fo
implement the physical

/:" \NH layer of the protocol. A
typical transceiver oper-
CANL ates from a 5 V supply and

delivers a differential sig-
nal of 0-3 V for the actual

data transmission. The
transceiver also provides
protection against tran-
sient voltages on the dala.

The CAN protocol implements most of
the features of the lower two layers of the ref-
erence model. But Bosch did not include
the communications medium portion of the
model in the CAN specification because he

wanted to give system designers the freedor
to adapt and optimize the protocol on mult
ple media (e.g., twisted pair, single wir
optically isolated, RF, and IR) for maximur
flexibility. A common method of impl¢
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menting the physical layer is

by specifying a 5 V differen-

tial electrical bus as the physi-

cal interface (see Figure 5, page

22). Such an implementation is fully
defined in ISO-11898.

The rest of the layers of the OSI protocol
stack are left to be implemented by the sys-
tem software developer. Higher Layer
Protocols (HLPs) are generally used to
implement the upper five layers of the OSI
reference model. Two of the most notable
industrial control HLPs are Allen-Bradley’s
DeviceNet and Honeywell’s Smart Distrib-
uted System (SDS).

Higher Layer Protocols are used to:

® standardize startup procedures, including
the bit rates used

® distribute addresses among participating
nodes or types of messages

¢ determine the structure of the messages

* provide system-level error handling

24 www.sensorsmag.com OCTOBER 2000

This is by no means a full list of the func-
tions that HLPs perform, but it does describe
some of their basic functionality.

Most CAN systems implement the physi-
cal layer of the protocol by using some kind
of transceiver (see Figure 5). This device
connects the CAN High (CANH) and CAN
Low (CANL) pins to the CAN bus with a
differential signal of 0-3 V. A trans-
ceiver also provides transient protec-
tion of +200 V and fault protection
by acting as a barrier that can with-
stand voltages of 40 V.

CAN Message Frames

The CAN protocol defines four types of
messages, or frames. The first and most com-
mon is a data frame, which is used when a
node transmits information to any or all
other nodes in the system. The second most
common, a remote frame, is used when one
node requests data from another node. The

other two frame types are used to handle
errors. A node generates an error frame when
it detects one of the many protocol errors
defined by CAN. And the protocol calls for
an overload frame when it requires more
time to process messages already received.

Standard and Extended Data Frames.
Data frames consist of fields that provide

additional information about the mes-
sage. Embedded in the data frames
are arbitration fields, control ficlds,
data fields, cyclic redundancy
check sum (CRC) fields, a 2 bit
acknowledge field, and an end of
frame.

The arbitration ficld prioritizes messages
on the bus. Because the CAN protocol
defines a logical 0 as the dominant state, the
lower the number in the arbitration field,
the higher the priority of the message on the
bus. For a standard data frame, the arbitra-
tion field consists of 12 bits—11 identifier

Petitioner's Exhibit 1006
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Transmit Assembly Registers
[[dentier B | DataBils |

¢ ¢ These are generated
{loaded) by the CAN
7 3 T controller
CAN Protocol Engine
- Start/Stop Bits
- CRC Checks
- Bus Arbitration

The protocol engine is

part of the CAN con-
Bus Transceiver troller hardware
-t i
CAN Bus

Figure 7. To transmit a message, the node
first must load the message identifier, data
bytes, and control bits into the transmit
message assembly registers. The node then
transfers the data to the CAN protocol
engine. The protocol engine creates the
actual frame by inserting the frame ele-
ments, such start and stop bits and inter-
frame space hits. The protocol engine also
handles bus arbitration, cyclical redundancy
check sum calculations, and looks for trans-
mission errors.

bits and 1 RTR bit—(see Figure 6,

page 24). Extended data frames are

identical to the standard data frames

except that the arbitration field is 32 bits (29

identifier bits, 1 bit to define the message as

an extended data frame, 1 unused bit, and
an RTR bit).

Remote Frames. As described in the pre-
ceding section, the RTR is used when a
node requests information from another
node. This might be used when a sensor is
monitoring the temperature but transmits a
signal only when an overtemperature condi-
tion exists or when another node requests
the sensor to transmit the current tempera-
ture. A remote frame is sent as a command
and has no data field.
| Error Frames. When a node detects one of
the errors defined by the CAN protocol, an
error frame is automatically sent by the con-
troller.
| Overload Frames. These frames tell the
network that a node is busy and is not ready
to receive additional messages at the time.

' Bus Arbitration. CAN is based on the car-
rier sense multiple access (CSMA/CD) pro-

tocol. Carrier sense means that before any
node sends a message, it must monitor the
bus for a period of inactivity before trying to
send a message. Multiple access indicates
that once the period of inactivity occurs,
every node on the bus has an equal opportu-
nity to transmit a message. The CD stands
for collision detection. If two nodes on the

network start transmitting at the same time,
the nodes will detect the collision, and one
of the nodes will stop transmitting.

CAN uses a nondestructive bitwise arbitra-
tion, which means that messages remain
intact after arbitration is completed even if
collisions are detected. All the arbitration
takes place without corruption or delay of >

dy_namic
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the message that wins the arbitration.

There are a couple of things required to
support nondestructive bitwise arbitration.
First, logic states must be defined as domi-
nant or recessive. Second, the transmitting
node must determine if the logic state it is
trying to send actually appears on the bus.
CAN defines a logic bit 0 as a dominant bit
and a logic bit 1 as a recessive bit. A domi-
nant bit state will always win arbitration
over a recessive bit state.

For example, suppose two nodes
are trying to transmit a message at
the same time. Each node will
monitor the bus to make sure the bit
that it is trying to send actually appears
on the bus. The lower priority message will
at some point try to send a recessive bit (a
logic high), and the monitored state on the
bus will be a dominant bit (a logic low). At
that point, the node sending the lower prior-
ity message loses arbitration and immedi-
ately stops transmitting. The higher priority
message will continue until completion, and
the node that lost arbitration will wait for the
next period of inactivity on the bus and try to
transmit its message again.

Creating and Sending a Message

Every CAN controller handles the details
of message transmission and reception differ-
ently, but the overall concept is the same for

in the controller by filling registers with th
proper information. This includes the identi{
fier information that determines which
nodes receive the message and the data bytes
that are required (see Figure 7, page 25)
Many CAN controllers have multiple trans-
mit buffers so that messages can be
preloaded in preparation for a particular
event. '
After the data have been loaded;
the controller can be given the
command to transmit the message
When the controller receives th
command, it checks to see if the bus
is busy before beginning the transmis:
sion. As transmission of the message i
occurring, the controller checks for bus col
lisions and other transmission errors. Other
than loading the buffers and giving the com:
mand to transmit, all the details of this proc-
ess are handled in hardware by the CAN
protocol engine. The controller automatis
cally checks for the bus-free state and per:
forms bit arbitration and error checking:

Most CAN controllers maintain a series of.
status bits that can be used to determine if a'
transmission is complete and if any errors
occurred during the transmission. '

most devices. A message is typically create%

Receiving and Processing a Message
As mentioned previously, the CAN proto-

CAN Bus

>

| Receive Register

The microcontroller
can now act on the
received message

The Receive Assembly
Register attempts to capture
every message

w

Filter and Mask values
are typically programmed
into the microcontroller

Figure 8. Every active node
reads every message transmitted
on the bus. When a node
receives a message and deter-
mines that there are no errors
with the message, the identifier
field of the message is checked
against filter and mask registers
to determine if the message
should be acted on. Ditferent
CAN controllers implement fil-
ters and masks In different ways,
and most controllers have multi-
ple receive registers to increase
the throughput of message [
reception. The system designer .
is free to determine how to use
the receive buffers and filters fo
manage messages in a way that
suits their needs.
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col is a messaged-based system that requires
every node to listen to every message on the
bus. Each node must determine if it should
discard the message or take some action. A
node determines if it should accept a mes-
sage by examining the identifier bits. Inside
the controller, filters and masks are com-
pared against the identifier bits to see if there

is a match. If the identifier bits match one or
more of the filters, then some action will be
taken by the node.

The system designer determines how the
filters and masks are used. Most CAN con-
trollers have multiple receive buffers, which

increase the ability of the controller to han-

dle higher transmission rates and reduce the

28 www.sensorsmag.com 0CTOBER 2000
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£ v
chance of an overload condition, where the
controller is still busy processing one mes-
sage when another message is being trans-
mitted. Most CAN controllers have sophisti-
cated methods of using masks, filters, and
interrupts to minimize message processing
requirements (see Figure 8, page 26).

Error Handling
Because CAN was initially designed for use

| in automobiles, the protocol had to efficiently

handle errors if it was to gain market accep-
tance. With the release of version 2.0B of the
CAN specification, the maximum communi-
cation rate was increased eight times over that
of version 1.0 to 1 Mbps. At this rate, even the
most time-critical parameters can be transmit-
ted serially without latency concerns. In addi-
tion, the CAN protocol has a comprehensive
list of errors that it can detect, which ensures
the integrity of messages.

CAN nodes can determine fault conditions
and transition to different modes based on
the severity of the problems encountered.
They can also differentiate between short
disturbances and permanent failures and
modify their functionality accordingly. CAN
nodes can transition from functioning as a
normal node (i.e., being able to transmit and
receive messages normally) to shutting down
completely (bus off) based on the severity of
the errors detected. This feature is called
fault confinement.

A faulty node cannot monopolize the
bandwidth of the network because the fault
is confined to that one node, which shuts off
before bringing the network down. This fea-
ture guarantees bandwidth for critical system
information.

Errors Detected. The CAN protocol
defines five errors.

CRC Error. The transmit-
ting node calculates a CRC
value and then transmits the
value in the CRC field. All
nodes on the network receive
the message, calculate a CRC,
and verify that the CRC values match. If the
values do not match, a CRC error occurs,
and the node generates an error frame,

Acknowledge Error. In the acknowledge
field of a message, the transmitting node
checks if the acknowledge slot (which it has
sent as a recessive bit) contains a dominant b
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Temperature Sensor Node |
Takes temperature data every second and trans-
mits 2 bytes of data with identfier as 0x200 1
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_________________ 4
_________________ -
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Figure 9. A typical smart sensor network is made up of nodes that have different functions.
Some nodes will only transmit data, some will receive data, and some may have multiple func-
tions. The GAN bus provides a robust means of interconnecting nodes and allows each node to
communicate with any other node. If the system has many nodes and there is a lot of traffic on
the bus, message identifiers can be organized to include a scheme that ensures that priority

messages are processed first.

bit. Such a bit acknowledges that at least one
node correctly received the message. If the
bit is recessive, then no node received the
message properly. If an acknowledge error
occurs, the node generates an error frame.

Form Error. If a node detects a dominant
bit in the end of frame, interframe space,
acknowledge delimiter, or CRC delimiter,
the protocol defines this to be a form viola-
tion, and a form error is generated,

Bit Error. A bit error occurs if a
transmitter sends a dominant bit
and detects a recessive bit or if it
sends a recessive bit and detects a
dominant bit. If a bit error is
detected, the node generates an
error frame and resends the original
message after a proper intermission time.

Stuff Error. The CAN protocol uses a non-
return-to-zero (NRZ) transmission method.
This means that the bit level is placed on the
bus for the entire bit time. CAN is also asyn-
chronous, and it uses bit stuffing to allow

receiving nodes to synchronize by recover-
ing clock information from the data stream.
Receiving nodes synchronize on recessive-
to-dominant transitions. If there are more
than five bits of the same polarity in a row,
CAN automatically stuffs an opposite polar-
ity bit in the data stream. The receiving
node(s) use it for synchronization but ignore
the stuff bit for data purposes. If between the
start of frame and the CRC delimiter, six
consecutive bits with the same polarity
are detected, then the bit-stuffing
rule has been violated. A stuff error
then occurs, the node sends an
error frame, and the message is

repeated.
Error States. Error frames or error
flags notify all nodes that an error has been
detected. The transmission of an erroneous
message is aborted, and the frame is
repeated as soon as the message can again
win arbitration on the network. Each node is
in one of three cRetidienesisoFadaibi 4600
Page 13 of 16
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passive, or bus off.

Error Active. This is the normal opera-
tional mode, allowing the node to transmit
and receive messages without restriction. A
node is error active when both the transmit
error counter (TEC) and the receive error
counter (REC) are below 128.

Error Passive. A node becomes error pas-

sive when either the TEC or the REC ex-
ceeds 127.

Bus Off. A node goes into the bus-off state
when the TEC is >255 (receive errors can
not cause a node to go bus off). In this
mode, the node cannot send or receive mes-
sages, acknow]edge messages, or transmit
error frames of any kind. The protocol

achieves fault confinement in this way. CAN
defines a bus recovery sequence that allows a
node in the bus-off mode to recover, return
to error active, and begin transmitting again
if the fault condition is removed.

Implementing CAN for a
Smart Sensor Application

Applying the CAN protocol to a
smart sensor network is a natural
progression from existing sensor net-
works. Industrial sensor networks have many
of the same requirements that automotive
applications require; most important are fast
and robust communication.

The network shown in Figure 9 (page 30)
is an example of how a small network can be
designed. In this example, there are five
nodes:

* An LCD node captures messages from
the temperature sensor node and the pres-
sure sensor node and displays the data from
one or the other.

® A temperature sensor node takes a tem-
perature reading every 500 ms and sends the
results out on the bus. The data from the
node can be used to compensate the pres-
sure sensor on the pressure sensor node and
’ can also be used to adjust the

contrast for the LCD.
* A pressure sensor node
takes a pressure measurement
every 500 ms and sends the
results out on the bus.

* A system monitor node captures all mes-
sages and relays them to a PC. You can then
use the PC to monitor system activity and
notify an operator if a problem occurs.

* A motor control node accepts messages
from the temperature sensor node and uses

g the information to adjust the fan motor
E D speed. It also monitors the current drawn by
the motor and transmits the data out on the

E n bus.
This example shows the concept of a dis-
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Many components used by the nodes
|become standardized. Because each node is
Econnected to the same bus and communi-
i‘cates at the same baud rate, all hardware and
‘microcontroller firmware is consistent from
node to node. Fach node will most likely
'maintain different transmit buffer informa-
[tion and different filters that determine
\which messages to receive, but all hardware
land message-control base code are the same
}for all nodes.
| Robust Protocol. The CAN protocol was
\designed for automotive applications and
'was developed to work in systems in which
|circuit noise, short circuits, and voltage vari-
ations are commonplace. The sophisticated
lerror checking and handling integrated in
the protocol allow these problems to occur
\without damaging the system or bringing the
inetwork down.
| Changing Nodes Without Shutting
\Down the Network. Because CAN is a
robust protocol, you can add or remove
Inodes from the network without bringing
the overall system down. If you have to
\upgrade the system, you can add new nodes
\without affecting existing nodes.
. Simplified Wiring of Nodes. Using a net-
‘work connection for sensor nodes reduces or
eliminates point-to-point wiring and makes it
easier to modify existing systems. By using
the CAN bus, wiring harnesses and connec-
‘tors become common between nodes.
4 Large Base of Products and Development.
- Today, more than a dozen semiconductor
companies provide CAN controllers. These
. ‘come in a variety of forms, either as stand-
“alone units or as components integrated in
microcontrollers. In addition, as many as 20
companies worldwide provide CAN develop-
ment tools. And organized industry groups
sponsor and run conferences and
trade shows focused on CAN,
allowing system designers to
find out what resources are
available to them and learn
what is new in the industry.

Conclusion

The CAN protocol was optimized for sys-
tems that need to transmit and receive rela-
tively small amounts of information (as com-
pared with Ethernet or USB, which are de-
signed to move larger blocks of data) reliably

to any or all other nodes on the network.
While not every sensor system fits this crite-
rion, it does cover many embedded sensor
systems.

Because the protocol is message based, any
node can send a message to any other node.
This gives tremendous flexibility to the sys-
tem designer when items such as system

cost, performance, and upgradability are
being measured against one another.

The CAN protocol is robust and uses
sophisticated error checking and handling,
which allows errors and failures to occur
without shutting the entire system down.
The error containment also allows sensor

nodes to be added to or removed from the »
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Comparison of CAN Gateway Modules for
Automotive and Industrial Control Applications

Jan Taube?, Florian Hartwich!, Helmut Beikirch?
"Robert Bosch GmbH Reutlingen, 2University of Rostock

Bus architectures with up to five independent CAN channels are used in today's auto-
motive and industrial control systems. Caused by the rising numbers of sensors, actu-
ators and electronic control units over the last years, modern control concepts demand
devices supporting cross-linking of these channels. This interconnection is realized
with a CAN gateway that connects several CAN buses between sub networks at differ-
ent speeds.

Current gateway implementations are based on one of two concepts. The one concept
is an application-specific multi-channel CAN controller with shared message object
memory. This concept is inflexible regarding the gateway structure, especially the
number of CAN channels, but it enables the transfer of messages between the net-
works without causing a high load on the host CPU. The other concept is a set of single
channel CAN controllers served by a message handling software on the host CPU. This
implementation is more flexible regarding the gateway structure, but the load on the
CPU depends on the combined bus traffic of all connected CAN networks. Starting
from these two solutions, a hew concept has been developed, combining the advan-
tages of a flexible structure with a low CPU load.

In this paper, the three concepts are compared and advantages/disadvantages are
shown. In addition, problems in the design of gateways are discussed.

Introduction

The increased complexity of automotive and
industrial networks and the need for data
transparency and information exchange
within the overall system led to the introduc-
tion of gateways.

Theoretically, the term gateway is not quite
correctly used in automotive applications. In
the literature, the term ,gateway” is used for
a network node of a communication network
equipped for interfacing with another network
that uses different protocols. It may contain
devices such as protocol translation, rate
converters and signal translators to provide
system interoperability.

In that context, the term ,bridge” is used to
describe a device of a communication sys-
tem that links or routes signals from one bus
or network to another, to extend the distance
span and the capacity of a single network. It
does not modify packets or messages, it only
reads them and forwards those with destina-
tions not on the same segment of the net-
work as the transmitter.

In automotive and industrial control applica-
tions, the term gateway is preferred even
though the data is transferred between net-
works using the same protocol, because
these gateways perform more functions than
the forwarding of messages.

These functions [5] can/must be message fil-
tering (to prevent the overload of a low-
speed network when transferring messages
from a high-speed network), message trans-
fers with identifier translation, message inte-
gration (combining parts of the data of
several messages into a new message), and
the synchronisation of time-triggered net-
works (when implemented) to guarantee that
the information is updated on time.

In general, the gateway functionality could be
implemented in software, as long as several
CAN modules are available in the ECU. But a
large amount of messages would cause a
high load on the CPU, leaving less perform-
ance for the ECU control applications until
real-time operation can no longer be guaran-
teed.
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Therefore dedicated gateways have to be
developed with the objective of reducing the
demands on the CPU performance. How-
ever, there is not one single solution fitting for
all applications; a concept is required that
can be easily adapted to different demands.

This paper wants to compare available gate-
way implementations with a new innovative
structure that combines the advantages of
both gateway concepts.

1 Gateway |mplementations

Gateway implementations which can be
found in present-day automotive and indus-
trial applications are based on one of two
concepts. The first concept is a set of dis-
crete channel CAN controllers served by a
message handling software on the host
CPU. This concept is flexible regarding the
number of CAN channels, but a high-per-
formance host CPU is required to ensure
real-time operation at full bus-load.

The second concept is an application spe-
cific complex channel CAN controller. This
concept is inflexible regarding the gateway
structure, especially the number of CAN
channels. Furthermore such gateways need
elaborate control mechanisms. However, this
structure supports the transfer of messages
to other networks without causing a high
load on the host CPU.

A third concept is the new modular gateway.
These gateway concepts will be described in
the following text.

Discrete Channel Gateway

The most distributed gateway concept is the
discrete channel gateway. This gateway con-
sists of the components CPU, CPU Periph-
eral Bus and several single channel CAN
modules (Figure 1).

There are different implementations of this
gateway concept available, depending on the
preferences of the manufacturers. The CPU
may be a CISC or RISC machine. In most
applications, its software controls not only
the gateway function, but may also include
some other tasks. Each CAN module is con-
nected to the CPU via the CPU’s peripheral
bus. During the gateway operation, the CPU
needs to read all necessary control informa-

tion and received message objects over the
peripheral bus from one CAN module and
then writes the same data over the periph-
eral bus to some other CAN module(s). Con-
current message transfer requests from
different CAN channels are served sequen-
tially.

- Tx
Rx

CAN Core

¢ :
Message
RAM

[ cPuinterface |

P Tx

Rx

CAN Core

¢ :
Message
RAM

CPU

7o
[ cPUInterface |
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Rx
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RAM

CPU Interface |
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J L

Figure1: Structure of discrete channel gateway
modules

The number of CAN channels connected to
the CPU’s peripheral bus can easily be
adapted to actual requirements, but a rising
number of CAN channels will increase the
CPU load even if the CAN bus-load remains
unchanged.
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modules
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The complex channel gateway, which was
designed in the last years, is a concept to
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reduce the demand for CPU performance. It
is more elaborate than the discrete channel
gateway and consists of a shared Message
RAM, several CAN Cores and an internal
Control Unit (CAN Control). In some imple-
mentations, a Link Control is added to pro-
vide a basic gateway functionality without
causing any CPU load (Figure 2).

The system design is comparable to a single
channel CAN module with two or more CAN
protocol controllers. A CAN protocol control-
ler performs the serial communication in a
CAN bus system according to the CAN pro-
tocol specification. The CAN Control unit
manages the data flow between the CAN
protocol controllers, the Message RAM and
the CPU Interface, respectively the CPU
itself. It also controls the access of the differ-
ent instances to the Message RAM and pre-
vents data corruption. The Message RAM is
implemented as shared memory, the mes-
sages for all CAN channels are combined in
the same RAM block to reduce the need for
internal data transfer and therefore to reduce
the CPU load. The optional Link Control unit
is configured with the fundamental routing
rules. These rules are checked when a new
message is received. If a rule for a message
is defined, it will be performed by the CAN
Control unit without any need for CPU action.
Different functions may be provided, depend-
ent on the complexity of the Link Control and
CAN Control units. This can be a simple
copy of the complete message, a transfer of
the message data with a translated identifier,
up to message integration, where data of
several messages is combined into a new
one.

This concept, especially when it includes a
Link Control unit, reduces the CPU load sig-
nificantly. Its disadvantage is that it is compli-
cated to change the number of CAN
channels. This would require major changes
in the Link Control unit and in the CAN Con-
trol unit, especially in the arbitration of con-
current accesses to the shared Message
RAM. Up to now, there is no complex chan-
nel gateway available which supports more
than 5 CAN channels.

Modular Gateway

The modular gateway is based on a proven
single channel CAN module (Figure 3) which

is expanded with a gateway interface (Figure
4). Several instances of this adapted single
channel CAN module may be combined and
be turned into a gateway controlled by an
application specific Gateway Unit (Figure 5).

CAN_ix
\[TS N_RX

CAN Core |

CAN-Message

Control

CPU IFC Register 1
Address

Message Handler

$

Message RAM
(single ported)

DatalN

Module Interface

CPU IFC Register 2
DataOUT|

it

d
Imerrupt

Figure3: CAN Module w/o Gateway Interface

The single channel CAN module (in this
case, Bosch’'s C_CAN IP, Figure 3) com-
prises the components CAN Core, Message
Handler, Message RAM and CPU IFC Regis-
ters. The CAN Core performs the serial com-
munication on the CAN bus. Individual
messages can be (pre-)configured in the
Message RAM and are managed by the
Message Handler. This includes the transfer
of messages between the CAN Core and
Message RAM, acceptance filtering and the
handling of transmission requests and inter-
rupts. Two sets of CPU Interface Registers
are used for the data transfer between the
CPU’s peripheral bus and the Message
RAM. They consist of the complete data,
header and control information, which are
moved as one single word on the internal
data bus.

Cascade-Input

CAN-Message

1 I

_‘JT

CPU IFC Register 1

CANii X

CAN Core | [

|

CAN-Message

Control

Message Handler

!

Message RAM
(single ported)

DatalN

Module Interface

CPU IFC Register 2

DataOUT|

)

Whit
Sl

Imerrupl —
WR_Sel

m Out-Mux

Com. Mask

EomRast

GWMo

VVV
Cascade-Output

Figure4: CAN Module with Gateway Interface
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The existing single channel CAN module is
expanded by several functional blocks to
adapt it into a gateway cell. These functional
blocks are an input multiplexer In-Mux and
an output-multiplexer Out-Mux together with
the necessary control signals to direct the
data flow (Figure 4).

The two multiplexers give access to the inter-
nal data bus, making it possible to load the
complete CPU IFC Register in parallel from
a wide input port (Cascade-lnput) and to
export the contents of the CPU IFC Register
over an equally wide output port (Cascade-
Output). The Cascade-Input may also be
routed directly to the Cascade-Output.

These two wide ports allow the transfer of a
complete CAN message and necessary con-
trol information in one step directly from one
CAN cell to other CAN cells, avoiding the
bottleneck of the CPU’s peripheral bus.

r Gateway 1 F
Unit
Control signals
GW Mode[10I n]
Write Enable[10n] o
I Cmd Rast[1] |
Cmd Msk[10 1]

C_CAN1

CAN_TX,
| EAN RX

Write Sel[101 n]

Read Sel[10 n]
L= T < oot
¢ C_CAN2 |EAN RX
Y cpPu-Bus
& CAN_TXy
Iy C_CANnN | ;AN Rx!
E

Cascade-Ring

Figure5: Structure of modular gateway module

When several instances of this adapted sin-
gle channel CAN module are cascaded into
a gateway module, the wide input and output
ports are connected to the cascade ring bus.
This allows the transfer of a complete mes-
sage and control signals to all connected
cells in one clock cycle. The data flow
between the CAN cells is controlled by an
application specific Gateway Unit that pro-
vides the control signals for the multiplexers
and the information to load/store a message
from/to the Message RAMs.

2 Comparison of Gateway Concepts

Semiconductor manufacturers and system
designers will use different parameters when
they compare the advantages of gateway
modules. For semiconductor manufacturers,
these parameters may be the module’s gate
count, its adaptability to different numbers of
CAN channels, as well as the possibility of

interconnection with several other protocol
interfaces (e.g. FlexRay, LIN, MOST, etc.).
For the system designers, these parameters
may be the flexibility in programming the
gateway functionality, access time for read/
transfer of messages, or the required CPU
performance. In general, a compromise has
to be found between these parameters,
especially the system structure/module size
and the needed CPU performance.

Discrete channel gateways are solutions
optimized for modularity and module size.
Several CAN cells can be connected to the
CPU bus, only the address space has to be
adapted. No semaphores or additional flags
are necessary to control concurrent requests
to a message buffer by several instances,
because only the CPU can access the cells.
This allows the interconnection of an
unspecified number of CAN channels.

The simple system structure without any
additional interconnecting logic reduces the
module size to a minimum. The lack of hard-
ware support for gateway functions however
increases the need for CPU performance. All
data transfers between two or more cells,
data manipulations, and insertions need to
be executed by the CPU. Especially the
sequential read and write cycles for a mes-
sage transfer between cells cause high CPU
burdens. In summary, a high number of CPU
cycles is unavoidable. This number of cycles
is increased by the interrupt handling or by
the polling of the connected cells (to check
for receptions), and by special functions like
the already named data manipulation or the
combination of several messages.

Even regarding the high CPU burden, this
gateway model provides the most flexibility in
programming, since the gateway functional-
ity is implemented in software. Such a gate-
way model meets the requirements of a wide
range of gateway applications.

In automotive and industrial control applica-
tions, where the numbers of interconnected
CAN cells and routed messages cause a
very high CPU load, gateway models are
needed that provide additional functions.
One such gateway model is the complex
channel gateway that implements a wide
range of functions in hardware, its central
component is the shared Message RAM.
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The messages for all connected CAN chan-
nels are configured and stored in the same
RAM block. A message that is to be received
on one channel and to be transmitted on
another channel will occupy only one seg-
ment of the RAM block. This feature reduces
the CPU load, because it supersedes the
transfer operations of the message from
CAN cell(n) to the CPU and then from the
CPU to CAN cell(m). Automatic transmis-
sions of received messages on other net-
works can be started if a Link Control is
implemented. The CAN Control Unit detects
the reception of a message and checks the
routing rules in the Link Control. If a rule is
defined, it is executed by the CAN Control
Unit. Several functions can be implemented,
dependent on the complexity of the Link
Control and CAN Control Units. This can be
the simple copy of a message onto another
network up to the merger of several mes-
sages into a new one, combined with cycli-
cally updated transmissions.

The reduction of the CPU load is paid with
less flexibility in the system design. A compli-
cated control system is needed to transfer
the messages between the CPU, the CAN
cells, and the RAM, arbitrating between pos-
sibly concurrent requests by several cells to
the shared message RAM, requiring flags
and semaphores to assure data consistency.
A priorisation of all modules is required to
define which unit gets access to the RAM.
When a specific application of the gateway
needs new transfer functions or a different
number of CAN channels, this will require a
redesign of the whole gateway structure
(especially link control and CAN control).

The modular gateway is a merger of discrete
channel and complex gateway, combining
the advantages of both concepts. The opti-
mized structure allows a fast data transfer
between several cells without causing a high
CPU load [4]. If an internal state machine is
provided, the CPU load can be reduced to a
minimum. The transfer of messages from
one Message RAM over the cascade ring to
one other Message RAM takes more time
then in a complex channel gateway with Link
Control unit where no data transfer between
two CAN cells is necessary. However, the
transfer over the cascade ring takes less
then two CAN bit times and the cascade ring

has another advantage: It allows the transfer
of a message to one, several or all con-
nected cells simultaneously with nearly the
same effort.

The modular structure allows also a flexible
programming of the gateway function. Even
when the gateway function is controlled by a
finite state machine, the CPU keeps full
access to all functions of each CAN cell. For
example, it can write or read messages and
can start their transfer. Concurrent requests
of the CPU and of the FSM to the same cell
are solved in a deterministic way, sema-
phores and flags are not necessary. This
maximises the flexibility of the module. If
additional functions beyond a simple mes-
sage transfer/copy are required (e.g. the
merging of messages), special modules that
implement this features can be inserted into
the cascade ring.

Different applications need quite different
solutions. A modular structure allows to
design a new gateway by combining compo-
nents of a library, speeding up the design
time significantly. The size of such a module
is marginally larger than that of a discrete
channel gateway structure, it is increased by
the Gateway Unit and the optional message
manipulation functions.

The modular gateway structure is not
restricted to the CAN protocol, it is possible
to add several other protocol interfaces to the
cascade ring. These can be different bus
systems like TTCAN, FlexRay or LIN. When
implementing the time-triggered variant of
CAN, the gateway structure (incl. gateway
control unit) can be the same. Only the con-
cerned CAN cells have to be replaced by the
time-triggered ones. A different interface
structure then the cascade ring might be
used for the implementation of bus systems
transferring multimedia data (e.g. MOST,
IEEE 1394, Bluetooth) because of different
requirements regarding higher data rates on
the one hand and less emphasis on trans-
mission reliability, security, and time sched-
ules on the other hand.

An exemplary implementation of the modular
gateway structure was tested to demonstrate
the functionality of the cascaded ring struc-
ture. It consists of three CAN nodes,
enhanced by a data integration unit (mes-
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sage combination, message comparison),
controlled by a set of special function regis-
ters. The control software runs on a Motorola
HC08 CPU. The gateway was synthesized
into an FPGA. In total, the module needs an
additional gate count of nearly 10% com-
pared to the same number of discrete chan-
nel CAN modules. The functionality of the
test structure could be demonstrated in a
small application [4].

A short summary of important parameters
for the gateway models is shown in the fol-
lowing table (Table 1).

(;?g(_ Discrete | Modular

Channel Channel | Gateway
Design _ _
Flexibility low high high
Module Size ) _
(Chip area) high low middle
Expandability difficult easy easy
Hardware ) _
Functionality high low high
Required CPU ]
Performance low high low
Time for internal low i o
Mess. Transfer g

Table 1 : Overview of important parameters for
gateway design

It was possible to show that discrete channel
gateways are no longer applicable in com-

Time-Triggered Network A

plex automotive and industrial control appli-
cations. Real-time information exchange and
real-time ECU control structures can no
longer be guaranteed.

Available solutions that require less CPU
performance for data transfers are complex
channel gateways. With the module-internal
data handling, the requirement for CPU per-
formance can be reduced dramatically. How-
ever, the system structure is inflexible
regarding the number of CAN channels as
well as regarding the possibility to implement
additional functions.

The new modular gateway structure, which is
presented in this paper, solves the problem
of CPU performance, gives flexibility in sys-
tem design, and allows real-time operation.

3 Advanced CAN Gateway Architecture

The differentiation of the application areas,
combined with increased pricing pressure,
led to the implementation of specialised bus
systems, e.g. LIN, TTCAN, and FlexRay.

A gateway connecting these bus systems to
the CAN channels has to fulfil the same
requirements of limited CPU load and flexible
system structure as well as some additional
requirements, e.g. when connecting time-
triggered networks, networks with different
message length, or with different data rates.

B [ [ ]

Fffarﬁarﬁ:i 12D I 09A  =x=  09A

N2\
Time-Triggered Network B \

o] o | [ ]

] s

<

[ JER=

‘s ] [rzm] .-

i

| s

Ll

Basic Cycle 1

[\ )

- g
Basic Cycle 2 Basic Cycle 1

Matrix Cycle

tSynchronization
Reference Point

-
Matrix Cycle

Synchronization
Reference Point

Figure6: Predefined data transfer between time-triggered networks

A message transfer between two unsynchro-
nised time-triggered networks is possible,
but time-triggered systems need to work on
a predefined schedule, otherwise it would
not be assured that the processed data is up
to date. In the worst case, caused by phase
shifts and differing time bases on the unsyn-
chronised networks, a time delay of an entire
cycle time could occur.

Therefore, all participants have to be syn-
chronised in order to achieve a predefined
data transfer (Figure 6).

The synchronisation between TTCAN net-
works, where the global time is provided by a
single time master, is quite easy. It can be
implemented in a simple hardware state
machine, when the gateway cells connected
to the (time-) slave networks are time mas-

06-6

Petitioner's Exhibit 1015
Page 6 of 8





iCC 2005

CAN in Automation

ters of that networks. The gateway cell con-
nected to the (time-) master network may be
time slave, potential time master or actual
time master in that network. It is not neces-
sary that all TTCAN networks operate with
the same basic cycle length; they may use
different cycle length and may operate on dif-
ferent CAN bit times.

A simple hardware state machine is not suffi-
cient to synchronize FlexRay networks,
because FlexRay is a multi-master bus sys-
tem where the global time is calculated on
signals coming from up to 15 nodes, the syn-
chronisation will be done by software. The
synchronisation of TTCAN networks with a
FlexRay network follows the same principle
as the synchronisation of two TTCAN net-
works. In this case the FlexRay network
would be the master network and all inter-
connected TTCAN networks would be con-
sidered as (time-) slave networks.

CAN applications uses data rates up to
1000 kBit/s. Specialised routing algorithms
are necessary when connecting CAN with a
bus system that uses higher data rates (e.qg.
FlexRay 2x10 MBit/s), to prevent an overload
of the ,slower” network. A possible solution is
the usage of message filtering, which is pro-
vided by the most modules. This means that
only predefined messages will be routed in
the gateway. However, some messages need
to be transferred only fractionally to another
network. In this case, it is applicable to inte-
grate several messages.

Multimedia components have become stand-
ard in the upper car class (e.g. navigation
and entertainment systems). The data com-
munication between multimedia compo-
nents and automotive bus systems
increased significantly in the last years (e.qg.
adapting the sound volume to the driving
speed). The communication between the two
domains with their different requirements
needs a dedicated interface. The communi-
cation between both network domains must
not interfere with the communication reliabil-
ity of the automotive networks, while multi-
media applications are less critical. Another
aspect are the different timing requirements.
Automotive networks have to work at a pre-
defined schedule; most multimedia systems
cannot guarantee timing requirements.
Security is also an important factor to be

considered when interconnecting automotive
and multimedia bus systems. When such a
gateway is implemented in hardware, struc-
tures have to be implemented that prevent
the unintended data transfer between the
domains. Possible concepts are hardware
firewalls and data encryption.

4 Summary and Conclusion

Currently, the gateways provided by semi-
conductor manufacturers are discrete chan-
nel gateways or complex channel gateways.
Complex channel gateways have an inflexi-
ble application specific system structure
whereas discrete channel gateways need
control software that causes a CPU load that
depends on the combined bus traffic of all
connected CAN networks.

This paper has shown and compared the
structure as well as the advantages and dis-
advantages of both implementations. Also it
was shown that it is possible to adapt proto-
col interface cells to use it in a modular gate-
way. This modular gateway combines the
advantages of discrete and complex gateway
implementations. It is flexible in system
structure and reduces the load of the host
CPU or the Gateway Control Unit signifi-
cantly. First implementations and evaluation
results of an exemplary gateway were dem-
onstrated.

Future challenges are the enhancement of
the CAN gateway with TTCAN modules for
networks using a time-triggered architecture
and the integration of a finite state machine
to allow CPU-independent operation. A con-
cept for this control unit is in development.
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INTERFACE TO VEHICLE SECURITY AND
CONVENIENCE SYSTEMS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims  priority  under
35USC§119(e) of U.S. provisional patent application
60/691,250, filed on Jun. 17, 2005 by Allen, the specification
of which is hereby incorporated by reference.

BACKGROUND OF THE INVENTION

[0002] 1) Field of the Invention

[0003] The invention relates to the vehicle wireless con-
venience and security device industry.

[0004] 2) Description of the Prior Art

[0005] Up until recently, the wireless (RF) control of
vehicle functions has been limited to aftermarket products
that made this possible. The extent of vehicle functions has
also escalated from simple actions such as door locking and
unlocking functionalities to starting the engine, opening the
trunk and controlling panic modes buttons. Gradually,
vehicle manufacturers have chosen to integrate certain
vehicle functions as standard wireless control features
within their product lines. Also, vehicles have evolved in
terms of their control and communications architecture.

[0006] Whereas every function or feedback in a vehicle
required a physical connection, common or parallel appli-
cations required parallel sets of harnesses in order to achieve
their functional objectives. This practice was inefficient,
expensive and difficult to troubleshoot. Modern methods
now permit the concept of communications data buses to be
integrated inside vehicles. Commands can thus be initially
launched onto the data bus and then collected by the
appropriate device for execution of a particular function.
Certain types of vehicles are also equipped with functional
control modules dedicated to controlling specific vehicle
functions. A factory installed, or Original Equipment Manu-
facturer (OEM) remote control device can therefore be used
to transmit commands to the OEM receiver/antenna, or
transceiver, which sends them to the FCM for input onto the
data bus and execution by the appropriate vehicle functional
device.

[0007] One shortcoming of such OEM vehicle integrated
systems is that the effective RF distance range of these
factory systems is rather short under the best of circum-
stances. Another important drawback is the limited number
of functions addressable by the OEM remote control device,
while a much wider range of functions may be executable by
the vehicle itself.

[0008] There is hence a growing consumer demand for
systems that are capable of providing an interface with the
factory installed vehicle devices (e.g., security and others).
Furthermore, these interface systems nowadays usually
require a rather complex installation process such that all the
electrical connections must be considered; themselves often
depending on the type of vehicle available in the market-
place. A need therefore exists for providing enhanced inter-
face systems to vehicle security and convenience systems.

SUMMARY OF THE INVENTION

[0009] According to an embodiment of the invention,
there is provided an interface system for at least partial

Jan. 18, 2007

installation in a vehicle having a data bus, the interface
system operating over a greater communication distance
than a communication distance between an Original Equip-
ment Manufacturer (OEM) transceiver and an OEM remote
control device; the OEM transceiver being integrated in the
vehicle and the interface system comprising: (1) a remote
control device comprising at least one of: a transmitter for
transmitting command signals, the transmitter emitting com-
mand signals at a greater power and hence having a capa-
bility of transmitting command signals over a greater dis-
tance than a transmission and distance capability of an OEM
remote control device, and a receiver for receiving feedback
signals, the receiver having a greater sensitivity and hence
having a capability of receiving feedback signals over a
greater distance than a reception and distance capability of
an OEM remote control device; (2) a control module trans-
ceiver comprising at least one of: a transmitter for transmit-
ting feedback signals and a receiver for receiving command
signals; and finally, (3) a control module for communicating
at least one of command and feedback signals between the
control module transceiver and the vehicle data bus.

[0010] According to another embodiment of the invention,
there is provided an interface system for at least partial
installation in a vehicle having a data bus, the interface
system operating over a greater communication distance
than a communication distance between an Original Equip-
ment Manufacturer (OEM) transceiver and an OEM remote
control device, the OEM transceiver being integrated in the
vehicle and the interface system comprising: (1) a remote
control device comprising at least one of: a transmitter for
transmitting command signals and a receiver for receiving
feedback signals; (2) a control module transceiver compris-
ing at least one of: a transmitter for transmitting feedback
signals, the transmitter emitting the feedback signals at a
greater power and hence having a capability of transmitting
the feedback signals over a greater distance than a trans-
mission and distance capability of an OEM transceiver; and
a receiver for receiving command signals, the receiver
having a greater sensitivity and hence having a capability of
receiving the command signals over a greater distance than
a reception and distance capability of an OEM transceiver;
and finally, (3) a control module for communicating at least
one of command signals and feedback signals between the
control module transceiver and the data bus.

[0011] According to yet another embodiment of the inven-
tion, there is provided a method for interfacing to a data bus
installed in a vehicle, the interfacing method enabling a
communication over a greater distance than a communica-
tion distance between an Original Equipment Manufacturer
(OEM) transceiver and an OEM remote control device, the
OEM transceiver being integrated in said vehicle and the
interfacing method comprising (1) providing a remote con-
trol device comprising for performing at least one of:
transmitting command signals at a greater power and hence
transmitting the command signals over a greater distance
than a transmission and distance capability of an OEM
remote control device; and receiving feedback signals with
a greater sensitivity and hence receiving these feedback
signals over a greater distance than a reception and distance
capability of an OEM remote control device; (2) providing
a control module transceiver comprising for performing at
least one of: transmitting feedback signals and receiving
command signals; and finally, (3) providing a control mod-
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ule for communicating at least one of command signals and
feedback signals between the control module transceiver and
the data bus.

[0012] According to yet another embodiment of the inven-
tion, there is provided a method for interfacing to a data bus
installed in a vehicle, the interfacing method enabling a
communication over a greater distance than a communica-
tion distance between an Original Equipment Manufacturer
(OEM) transceiver and an OEM remote control device, the
OEM transceiver being integrated in said vehicle and the
interfacing method comprising: (1) providing a remote con-
trol device comprising for performing at least one of:
transmitting command signals and receiving feedback sig-
nals; (2) providing a control module transceiver comprising
for performing at least one of: transmitting feedback signals
at a greater power and hence transmitting said feedback
signals over a greater distance than a transmission and
distance capability of said OEM transceiver; and receiving
command signals with a greater sensitivity and hence receiv-
ing said command signals over a greater distance than a
reception and distance capability of said OEM transceiver;
and finally (3), providing a control module for communi-
cating at least one of said command signals and said
feedback signals between said control module transceiver
and said data bus.

[0013] According to yet another embodiment of the inven-
tion, there is provided an interface system for at least partial
installation in a vehicle having a data bus, the interface
system operating over a greater communication distance
than a communication distance between an Original Equip-
ment Manufacturer (OEM) transceiver and an OEM remote
control device, the OEM transceiver being integrated in the
vehicle, the interface system comprising: a remote control
device comprising at least one of: a transmitter for trans-
mitting command signals; and a receiver for receiving
feedback signals; a control module transceiver comprising at
least one of: a transmitter for transmitting feedback signals;
a processor for providing control module transceiver signals
which emulate the OEM transceiver signals corresponding
to known vehicle functions or commands to be decoded by
the IFCM and a receiver for receiving command signals; and
a control module for communicating at least one of the
command signals and the feedback signals between the
control module transceiver and the data bus; wherein said
greater communication distance being the result of at least
one of: transmitting signals at a power level on a commu-
nication link between said remote control device and said
control module transceiver that is greater than a power level
between said OEM transceiver and said OEM remote con-
trol device; receiving signals with a sensitivity level of at
least one of remote control device receiver and control
module transceiver receiver that is greater that a sensitivity
level of at least one of said OEM transceiver and said OEM
remote control device; transmitting signals on said commu-
nication link with a data rate on link between remote control
device and control module transceiver that is lower than a
data rate between said OEM transceiver and said OEM
remote control device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] Further features and advantages of the present
invention will become apparent from the following detailed
description, taken in combination with the appended draw-
ings, in which:
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[0015] FIG. 1 is a block diagram showing an interface
system and its environment according to an embodiment of
the invention.

[0016] FIG. 2 is a block diagram showing the interfacing
method used by the interface system in its environment
according to another embodiment of the invention.

[0017] It will be noted that throughout the appended
drawings, like features are identified by like reference
numerals.

DETAILED DESCRIPTION OF THE
INVENTION

[0018] Referring to FIG. 1, vehicle 8 is shown, equipped
with factory installed security systems such as OEM Secu-
rity System 10, OEM Convenience System 11, and Vehicle
Computer 9). Many vehicles are now also equipped with a
functional control module (FCM), referred to herein as an
Intermediate Function Control Module (IFCM) 12, which is
connected to the Vehicle Data Bus 14. The IFCM 12 may
also be interpreted as a Body Control Module (BCM).
Finally, vehicles are also often equipped with a factory
installed OEM transceiver 16, equipped with an OEM
receiver and transmitter (not shown) and an antenna referred
to herein as antenna 15. OEM Transceiver 16 can commu-
nicate with an IFCM 12 and with an OEM keyless or
Remote Control Device 19 (also equipped with a transmitter
and receiver (not shown) and with an illustrated antenna 17).
The IFCM 12 generally exercises the control over vehicle
functions such as door locks, sliding doors, factory installed
alarms and the like via the Vehicle Data Bus 14.

[0019] The Interface System 20 thus provides vehicles
equipped with an FCM, now referred to as an IFCM 12, the
capability of interfacing with such an IFCM 12 and/or a
Vehicle Data Bus 14. More specifically, the Interface System
20 is meant to provide this capability by using a Remote
Control Device 22, a Control Module 21 with a Control
Module Transceiver 26, this transceiver comprising its own
receiver, transmitter (not shown), and antenna 23. Similarly,
the Remote Control Device 22 is also equipped with a
receiver and transmitter (not shown), as well as an antenna
24. Both the Remote Control Device 22 and the Control
Module Transceiver 26 are designed such that their receiver
offers greater reception sensitivity and their transmitter
emits signals with a greater power, thereby providing the
Interface System 20 with for a much greater communication
distance than the distance offered by OEM systems. For
example, for one embodiment of the invention where the
environment is an open field, and in which a communication
between the Remote Control Device 22 and the Control
Module Transceiver 26 is performed in the Radio-Frequency
(RF) range, at either 372.5 MHz or 433.92 MHz, the
communication distance is between 1000 to 2000 feet.
Communication distance is usually determined by the
receiver sensitivity, itself dependent on the intrinsic receiver
sensitivity, the type of antenna used, the data rate, the
location of the antenna within the Vehicle 8, and the physical
environment enclosed within the communication range
(trees, buildings and RF interferences for example). Again as
an example, and in one embodiment of the invention, it is
measured that the Remote Control Device 22 has a receiver
sensitivity of =112 dBm while it can also emit signals at
powers in the order of 8 to 15 dBm (without any connection
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to an antenna 24 and provided there is a 50 Ohms load), and
that the Control Module Transceiver 26 has a receiver
sensitivity between —100 to —112 dBm while it can also emit
signals at powers in the order of 8 to 15 dBm (without any
connection to an antenna 23 and provided there is a 50 Ohms
load). It can be approximated, however, that when keeping
the data rate, the environmental factors and the antenna
gains constant, the communication distance of the interface
system doubles for every 6 dB increase in either receiver
sensitivity or transmitter output signal powers. As a com-
parison, the communication between OEM Remote Control
Device 19 and OEM Transceiver 16 in an open field envi-
ronment, performed at a frequency of 315 MHz is limited to
approximately 200 feet.

[0020] A Control Module 21 is connected to its Control
Module Transceiver 26, and installed in a vehicle equipped
with an FCM, the latter now referred to as an IFCM 12. The
Control Module 21 connects directly to the link between the
IFCM 12 and its OEM Transceiver 16, while also offering
the possibility of being connected directly with the Vehicle
Data Bus 14.

[0021] Hence, a user of the Remote Control Device 22
controls all the functions that can be initiated by the IFCM
12. For example, the user sends a command signal via the
Remote Control Device 22. Such command signals may be
to open or close the selected door(s), start the engine, set the
alarm, or any other function supported by the vehicle. The
command signal is received and detected by the Control
Module Transceiver 26, which forwards the converted elec-
trical signal for interpretation by the Control Module 21.
From this received signal, the Control Module 21 sends a
signal emulating the command signal that would usually
come from the OEM transceiver 16 to the IFCM 12. The
IFCM 12 can then detect and decode this signal to generate
the appropriate code function onto the Vehicle Data Bus 14.
Alternatively, the Control Module 21 may by-pass the IFCM
12 and communicate directly with the Vehicle Data Bus 14.
Once the appropriate code function is on the Vehicle Data
Bus 14, the intended functional device, either the Vehicle
Computer 9, the OEM Security System 10, or the OEM
Convenience System 11, is able to perform the required
action.

[0022] The general configuration requires that the Control
Module 21 emulates the signals usually provided by the
OEM Transceiver 16. These signals correspond to already
known vehicle functions or commands that are to be
received and decoded by the IFCM 12. The Control Module
21 is hence equally capable of channeling the appropriately
emulated convenience and security command signals to the
IFCM 12 as if it came from the OEM Transceiver 16, and
placing or inputting the appropriate code function onto the
Vehicle Data Bus 14. Once this task is performed, the
appropriate functional device of the Vehicle 8, OEM Secu-
rity System 10, OEM Convenience System 11 and Vehicle
Computer 9 for example, can then execute accordingly.

[0023] Also, unlike the known state of the art, wherein
there is a limited number of possible functions addressable
by the OEM Remote Control Device 19 or any other keyless
remote control device, the Remote Control Device 22
described herein can harbor functions not available with the
OEM Transceiver 16 and the OEM Remote Control Device
19, and yet supported or supportable by the vehicle 8.
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[0024] The Interface System 20 can also serve as an
interface system between an after-market remote control
system and the vehicle’s IFCM 12 and the Vehicle Data Bus
14, thereby increasing the after-market remote control’s
communication distance by using its own enlarged commu-
nication distance capability. The Interface System 20 also
simplifies the installation process of any after-market remote
control system since only one single connection is required
with the described Interface System 20, in the case where the
after-market remote control system is connected before the
IFCM. As an example, an after-market remote control sys-
tem can add functionalities not originally supported by the
vehicle and its OEM system such as shock sensors, auto-
matic defrost functions, or provide for a remote starting
system as well.

[0025] Now referring to FIG. 2, the interfacing method
used by the system to increase the communication distance
relies on a series of steps. First, in steps 1 and 2, the
transmission of command signals from the Remote Control
Device 22, and the transmission of feedback signals from the
Control Module Transceiver 26 are performed. These are
either emitted at a usual power equivalent to the powers that
would be generated by the OEM Transceiver 16 and the
OEM Remote Control Device 19. Then, steps 3 to 6 are the
different combinations that may be possible. In step 3, the
transmitted command signals are received by the Control
Module Transceiver 26 with a greater sensitivity than an
OEM Transceiver, while this is not the case in step 4.
Similarly, in step 6, the emitted feedback signals are
received by the Remote Control Module 22 with a greater
sensitivity than an OEM Remote Control Device 19. These
combinations therefore permit that the system operates at a
greater communication distance than the OEM system com-
prising an OEM Transceiver 16 and an OEM Remote
Control Device 19. Finally, in step 7, the Control Module 21
communicates the command or feedback signals from the
Control Module Transceiver 26 to the Vehicle Data Bus 14.

[0026] Finally, referring to the interface system and the
interfacing method described in FIGS. 1 and 2, both the
Control Module Transceiver 26 and the Remote Control
Device 22 can communicate in a bi-directional fashion. This
is possible since the Control Module 21 comprises means for
channeling commands to the IFCM 12 and to generate
convenience commands on the Vehicle Data Bus 14. The
Control Module 21 also has the means for returning feed-
back signals to the Remote Control Device 22. Such feed-
back signals can result from the vehicle’s security status
changes for example, in which case they are issued from the
IFCM 12. Hence, the Control Module 21 can use the Control
Module Transceiver 26 for acknowledging the reception of
a command back to the Remote Control Device 22 using
feedback signals. Alternatively, the Control Module 21 can
use the Control Module Transceiver 26 for echoing the
communication between the Vehicle Data Bus 14 and the
IFCM 12 back to the Remote Control Device 22, again using
feedback signals. This bi-directional communication thus
permits the production of feedback signals, these possibly
indicating the reception of a command, the decoding of an
acknowledgement signal, or a change in the vehicle’s secu-
rity status through the detection of intrusion or tampering of
the vehicle, the activation or deactivation of an alarm, as
well as a “Panic Mode” set by either the Remote Control
Device 22 or the OEM Remote Control Device 19 for
example. Therefore, the feedback signals are used for at least
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one of receiving a command and decoding an acknowledge-
ment signal, detecting vehicle tamper conditions, detecting
vehicle alarm conditions, and detecting the setting of a
“Panic Mode” by one of both Remote Control Devices 22
and 19.

[0027] While illustrated in the block diagrams as groups of
discrete components communicating with each other via
distinct data signal connections, it will be understood by
those skilled in the art that the preferred embodiments are
provided by a combination of hardware and software com-
ponents, with some components being implemented by a
given function or operation of a hardware or software
system, and many of the data paths illustrated being imple-
mented by data communication within a computer applica-
tion or operating system. The structure illustrated is thus
provided for efficiency of teaching the present preferred
embodiment.

[0028] The embodiments of the invention described above
are intended to be exemplary only. The scope of the inven-
tion is therefore intended to be limited solely by the scope
of the appended claims.

What is claimed is:

1. An interface system for at least partial installation in a
vehicle having a data bus, said interface system operating
over a greater communication distance than a communica-
tion distance between an Original Equipment Manufacturer
(OEM) transceiver and an OEM remote control device, said
OEM transceiver being integrated in said vehicle, said
interface system comprising:

a remote control device comprising at least one of:

a transmitter for transmitting command signals, the
transmitter emitting said command signals at a
greater power and hence having a capability of
transmitting said command signals over a greater
distance than a transmission and distance capability
of said OEM remote control device; and

a receiver for receiving feedback signals, the receiver
having a greater sensitivity and hence having a
capability of receiving said feedback signals over a
greater distance than a reception and distance capa-
bility of said OEM remote control device;

a control module transceiver comprising at least one of:
a transmitter for transmitting feedback signals; and
a receiver for receiving command signals; and

a control module for communicating at least one of said
command signals and said feedback signals between
said control module transceiver and said data bus.

2. The interface system as described in claim 1, wherein

said control module transceiver further comprises at least
one of:

a transmitter for transmitting feedback signals, the trans-
mitter emitting said feedback signals at a greater power
and hence having a capability of transmitting said
feedback signals over a greater distance than a trans-
mission and distance capability of said OEM trans-
ceiver; and

a receiver for receiving command signals, the receiver
having a greater sensitivity and hence having a capa-
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bility of receiving said command signals over a greater
distance than a reception and distance capability of said
OEM transceiver.

3. The interface system of claim 2, wherein said vehicle
further comprises an Intermediate Function Control Module
(IFCM), further wherein said control module is for connect-
ing to said at least one of said IFCM and said data bus.

4. The interface system of claim 3, wherein said IFCM
comprises a Body Control Module (BCM).

5. The interface system as described in claim 3, further
wherein said control module is also for emulating said OEM
transceiver signals corresponding to known vehicle func-
tions or commands to be decoded by said IFCM.

6. The interface system as described in claim 3, wherein
said control module is also for connecting with an after-
market remote starter system via a single connection located
before the IFCM.

7. The interface system as described in claim 6, further
wherein said interface system provides for a longer distance
range than the after-market remote starter system.

8. The interface system as described in claim 3, wherein
said remote control device is also for controlling functions
not available with said OEM remote control device and said
OEM transceiver, yet supported by the vehicle.

9. The interface system as described in claim 3, wherein
said control module further comprises at least one of:

means for channeling commands to said IFCM;

means for generating convenience commands on said data
bus;

means for returning feedback signals from said control
module to said remote control device; and

means for returning feedback signals resulting from vehi-
cle’s security status changes and issued from said
IFCM to said remote control device.

10. The interface system as described in claim 3, wherein
said control module transceiver and said remote control
device also further comprise means for communicating in a
bi-directional fashion.

11. An interface system for at least partial installation in
a vehicle having a data bus, said interface system operating
over a greater communication distance than a communica-
tion distance between an Original Equipment Manufacturer
(OEM) transceiver and an OEM remote control device, said
OEM transceiver being integrated in said vehicle, said
interface system comprising:

a remote control device comprising at least one of:
a transmitter for transmitting command signals; and
a receiver for receiving feedback signals;

a control module transceiver comprising at least one of:

a transmitter for transmitting feedback signals, the
transmitter emitting said feedback signals at a greater
power and hence having a capability of transmitting
said feedback signals over a greater distance than a
transmission and distance capability of said OEM
transceiver; and

a receiver for receiving command signals, the receiver
having a greater sensitivity and hence having a
capability of receiving said command signals over a
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greater distance than a reception and distance capa-
bility of said OEM transceiver; and

a control module for communicating at least one of said
command signals and said feedback signals between
said control module transceiver and said data bus.

12. The interface system as described in claim 11, wherein

said remote control device further comprises at least one of:

a transmitter for transmitting command signals, the trans-
mitter emitting said command signals at a greater
power and hence having a capability of transmitting
said command signals over a greater distance than a
transmission and distance capability of said OEM
remote control device; and

a receiver for receiving feedback signals, the receiver
having a greater sensitivity and hence having a capa-
bility of receiving said feedback signals over a greater
distance than a reception and distance capability of said
OEM remote control device.

13. The interface system of claim 12, wherein said vehicle
further comprises an Intermediate Function Control Module
(IFCM), further wherein said control module is for connect-
ing to said at least one of said IFCM and said data bus.

14. The interface system of claim 13, wherein said IFCM
comprises a Body Control Module (BCM).

15. The interface system as described in claim 13, further
wherein said control module is also for emulating said OEM
transceiver signals corresponding to known vehicle func-
tions or commands to be decoded by said IFCM.

16. The interface system as described in claim 13, wherein
said control module is also for connecting with an after-
market remote starter system via a single connection located
before the IFCM.

17. The interface system as described in claim 16, further
wherein said interface system provides for a longer distance
range than the after-market remote starter system.

18. The interface system as described in claim 13, wherein
said remote control device is also for controlling functions
not available with said OEM remote control device and said
OEM transceiver, yet supported by the vehicle.

20. The interface system as described in claim 16, wherein
said control module further comprises at least one of:

means for channeling commands to said IFCM;

means for generating convenience commands on said data
bus;

means for returning feedback signals from said control
module to said remote control device; and

means for returning feedback signals resulting from vehi-
cle’s security status changes and issued from said
IFCM to said remote control device.

21. The interface system as described in claim 13, wherein
said control module transceiver and said remote control
device also further comprise means for communicating in a
bi-directional fashion.

22. Amethod for interfacing to a data bus in a vehicle, said
interfacing method enabling a communication over a greater
distance than a communication distance between an Original
Equipment Manufacturer (OEM) transceiver and an OEM
remote control device, said OEM transceiver being inte-
grated in said vehicle, said interfacing method comprising:

Jan. 18, 2007

providing a remote control device comprising for per-
forming at least one of:

transmitting command signals at a greater power and
hence transmitting said command signals over a
greater distance than a transmission and distance
capability of said OEM remote control device; and

receiving feedback signals with a greater sensitivity
and hence receiving said feedback signals over a
greater distance than a reception and distance capa-
bility of said OEM remote control device;

providing a control module transceiver comprising for
performing at least one of:

transmitting feedback signals; and
receiving command signals; and

providing a control module for communicating at least
one of said command signals and said feedback signals
between said control module transceiver and said data
bus.
23. The interfacing method as described in claim 22,
wherein said control module transceiver further comprises
performing at least one of:

transmitting feedback signals at a greater power and
hence transmitting said feedback signals over a greater
distance than a transmission and distance capability of
said OEM transceiver; and

receiving command signals with a greater sensitivity and
hence receiving said command signals over a greater
distance than a reception and distance capability of said
OEM transceiver.
24. The interfacing method as described in claim 23,
wherein said control module transceiver further comprising
performing at least one of:

acknowledging the reception of a command back to said
remote control device using feedback signals; and

echoing the communication between said data bus and

said IFCM, back to said remote control device using
feedback signals.

25. The interface method as described in claim 24, further

wherein said feedback signals are used for at least one of:

receiving a command and decoding an acknowledgement
signal;
detecting vehicle tamper conditions;

detecting vehicle alarm conditions; and

detecting at least one of said remote control device and
said OEM remote control device set in “Panic Mode™.

26. A method for interfacing to a data bus in a vehicle, said
interfacing method enabling a communication over a greater
distance than a communication distance between an Original
Equipment Manufacturer (OEM) transceiver and an OEM
remote control device, said OEM transceiver being inte-
grated in said vehicle, said interfacing method comprising:

providing a remote control device comprising for per-
forming at least one of:

transmitting command signals; and

receiving feedback signals;
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providing a control module transceiver comprising for
performing at least one of:

transmitting feedback signals at a greater power and
hence transmitting said feedback signals over a
greater distance than a transmission and distance
capability of said OEM transceiver; and

receiving command signals with a greater sensitivity
and hence receiving said command signals over a
greater distance than a reception and distance capa-
bility of said OEM transceiver; and

providing a control module for communicating at least
one of said command signals and said feedback signals
between said control module transceiver and said data
bus.
27. The interfacing method as described in claim 26,
wherein said remote control device further comprises per-
forming at least one of:

transmitting command signals at a greater power and
hence transmitting said command signals over a greater
distance than a transmission and distance capability of
said OEM remote control device; and

receiving feedback signals with a greater sensitivity and
hence receiving said feedback signals over a greater
distance than a reception and distance capability of said
OEM remote control device.
28. The interfacing method as described in claim 27,
wherein said control module transceiver further comprising
performing at least one of:

acknowledging the reception of a command back to said
remote control device; and

echoing the communication between said data bus and
said IFCM, back to said remote control device.
29. The interface method as described in claim 28 wherein
said feedback signals are used for at least one of:

receiving a command and decoding an acknowledgement
signal;

detecting vehicle tamper conditions;
detecting vehicle alarm conditions; and

detecting at least one of said remote control device and
said OEM remote control device set in “Panic Mode”.
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30. An interface system for at least partial installation in
a vehicle having a data bus, said interface system operating
over a greater communication distance than a communica-
tion distance between an Original Equipment Manufacturer
(OEM) transceiver and an OEM remote control device, said
OEM transceiver being integrated in said vehicle, said
interface system comprising:

a remote control device comprising at least one of:
a transmitter for transmitting command signals; and
a receiver for receiving feedback signals;

a control module transceiver comprising at least one of:
a transmitter for transmitting feedback signals;

a processor for providing control module transceiver
signals which emulate said OEM transceiver signals
corresponding to known vehicle functions or com-
mands to be decoded by said IFCM and

a receiver for receiving command signals; and

a control module for communicating at least one of said
command signals and said feedback signals between
said control module transceiver and said data bus;

wherein said greater communication distance being the
result of at least one of:

transmitting signals at a power level on a communica-
tion link between said remote control device and said
control module transceiver that is greater than a
power level between said OEM transceiver and said
OEM remote control device;

receiving signals with a sensitivity level of at least one of
remote control device receiver and control module
transceiver receiver that is greater that a sensitivity
level of at least one of said OEM transceiver and said
OEM remote control device;

transmitting signals on said communication link with a
data rate on link between remote control device and
control module transceiver that is lower than a data rate
between said OEM transceiver and said OEM remote
control device.
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INTRODUCTION

. |, Robert Leale, of 1025 Valleyview Drive, Clarkston, Michigan, USA, have been

retained by Davidson Berquist Jackson & Gowdey LLP on behalf of Dataspeed,
Inc., to provide an analysis of the scope and content of U.S. Patent Nos.
10,027,505 (“the *505 patent™) relative to the state of the art at the time of the
carliest application underlying the ‘505 patent. In particular, my analysis relates
to claims 1-16 of the ‘505 patent. | have also been retained to provide analysis
regarding what a person of ordinary skill in the art related to the use of CAN
systems and adding aftermarket devices into such systems would have understood

at the time of the earliest application underlying the 505 patent.

. This report summarizes the opinions | have formed to date. | reserve the right to

modify my opinions, if necessary, based on further review and analysis of
information that | receive subsequent to the filing of this report, including in

response to positions taken by Sucxess LLC or its experts that | have not yet seen.

MY EXPERIENCE AND QUALIFICATIONS

| have a BA in Communications and a BA in French from Grand Valley State

University in Allendale Michigan.

. From 1998 through 2003, | was an employee of Grandville Public Schools (GPS)

working as a PC/Network Technician. At GPS | worked with teachers,

administrators, and students to help solve PC and networking issues. Around
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2001, my primary role was to maintain the school districts Administration Office
including the Superintendent, Financial Officer, and Accounting groups. | was in
charge of maintaining the computers as well as computer networks. As all
network traffic flowed through the district’s Admin Office, I was part of a small
team who were responsible for updating, installing, troubleshooting, and fixing
the district’s network infrastructure.

. From February 2005 through February 2010, | was an Application Engineer at
Intrepid Control Systems, Inc. where | trained and assisted customers such as GM,
Ford, Chrysler and their suppliers with understanding testing and integration
problems of vehicle network systems including CAN Bus, J1850, K-Line (1SO-
9141), LIN Subbus, FlexRay, and other data busses. My work also included, but
was not limited to, test automation for durability tests, data bus protocol training
and support, application engineering, and much more. | also assisted customers
in Vehicle Data Reverse Engineering a.k.a. competitive analysis of proprietary
vehicle systems for the purpose of comparison and, in some cases, patent
infringement.

. Along with Original Equipment Manufacturers (OEMS) including Ford, GM and
Chrysler, Intrepid Control Systems’ customers were vehicle after-market
manufacturers. These aftermarket companies created vehicle network interface

devices that are connected to vehicle data busses to communicate with proprietary
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vehicle data busses and equipment on those systems. Among these where
companies looking to communicate with vehicle systems to read data from the
vehicle network, in order to communicate with factory-installed Navigation
Systems, factory-installed Radio Systems, factory-installed Starting Systems, and
much more. In my time at Intrepid Control Systems, | worked with many of these
companies to assist in developing vehicle message databases to communicate
primarily on the Vehicles CAN Bus Systems. It was with this understanding of the
value of this interaction with the factory-installed vehicle data bus systems, and
aftermarket retrofit controllers, that | decided to start my first company in 2010.

7. Beginning in 2010 until the present | have been the President of CanBusHack, Inc.
(“CBH”) the purpose and goal being to create, perform, and report on vehicle
system institutes through responsible disclosure. At CBH we assessed vehicle
combination systems including telematics, can bus, Ethernet, Bluetooth,
Embedded Firmware Reverse Engineering and standard RF communication, using
such items as key fobs, and TPMS assessments. We also provide Vehicle
Reverse Engineering Services to customers who seek to learn more about vehicle
data systems including, but not limited to, CAN Bus data reverse engineering,
security algorithm extraction, embedded system firmware extraction and analysis,
and total vehicle data assessment.

8. Since 2010, while at CanBusHack, Inc., | also created a blog that assisted others in
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vehicle network reverse engineering and how to get started in this field.

9. In 2011, | taught a workshop at Def Con 19 on Vehicle Networks Hacking and
Vehicle Data Reverse Engineering that looked at how to get started in vehicle
network communication reverse engineering.

10.1n 2013, | taught a workshop on Vehicle Networks Reverse Engineering and
Reverse Engineering Vehicle Data at Blackhat Europe.

11.From 2012-2019 | taught and created courses at the Center for Advanced Vehicle
Environments (CAVE) on Vehicle Data Reverse Engineering that dealt with
understanding how vehicle systems work and how to Reverse Engineer vehicle
embedded systems.

12.During 2014-2019, | developed and taught courses at Blackhat USA in Las Vegas,
NV, dealing with Vehicle CAN Bus Communications and Diagnostics and
Reverse Engineering Vehicle Data

13.From 2016-2019, | taught courses at the Cyber Truck Challenge focused on
Heavy Duty Truck hacking and cybersecurity.

14.From 2016-2017, | taught Vehicle Hacking Hands-On Course at the Netherlands
Forensic Institute (NFI) in The Hague, to train Interpol agents on Vehicle Hacking
and Digital Automotive Forensics.

15.1n 2017, | taught Vehicle Network Reverse Engineering at Hardware.io

conference in The Hague
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16.1 am also the founder and organizer of The Car Hacking Village (CHV) that began
in 2015, and is an interactive, hands-on learning village, that is found at many
hacking conferences such as Def Con, Hack In The Box, Hardware.lO,
CypherCon, DerbyCon, THOTCon, GrrCon, BSides Tampa, and many others
throughout the US and the world. The CHV aims to bring collaboration of vehicle
hacking with the vehicle manufacturers that support companies such as Tesla,
Mazda, GM and Fiat-Chrysler (FCA).

17.1 have also served as an expert in two matters involving AAMP of Florida, Inc.,
one involving Audionics Systems, Inc. concerning patent validity and
infringement issues, and another involving Automotive Data Solutions, Inc.
dealing with infringement issues.

18.1 understand that a copy of my curriculum vitae will be provided in this

proceeding as Ex. 1017.

I11.  STATUS AS AN INDEPENDENT EXPERT

19.As noted above, | have been retained in this matter by Davidson Berquist Jackson
& Gowdey LLP on behalf of Dataspeed Inc. (the “Petitioner”), to provide an
analysis of the scope and content of the ‘505 patent relative to the state of the art
at the time of the earliest application underlying the ‘505 patent. In particular, |
have been retained to provide analysis regarding what a person of ordinary skill in

the art related to communications between systems or components of a vehicle,
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such as communications using CAN Bus systems, would have understood at the
time of the earliest application underlying the ‘505 patent.

20.1 am being compensated at the rate of $200 per hour for my work, and my fee is
not contingent on the outcome of any matter or of any of the technical positions |
explain in this declaration. | have no financial interest in the Petitioner.

21.1 have been informed that Sucxess LLC (the “Patent Owner”) owns the ‘505
patent. I have no financial interest in the Patent Owner or the ‘505 patent, nor to
my recollection have | ever had any contact with the Patent Owner or the listed

inventor of the ‘505 patent.

IV. MATERIALS CONSIDERED AND BASIS OF OPINIONS

22.My opinions set forth herein are based on more than 14 years of working with
CAN systems, and more than 22 years of working with vehicle network systems,
especially for automotive uses and installations, as well as my teaching and work
experience in the CAN and hacking fields. My opinions are also based upon
investigation and study of the relevant materials including the ‘505 patent at issue
and their file histories, the prior art and the exhibits of record in the Petition.

23.1 may rely upon these materials and/or additional materials to rebut arguments
raised by the Patent Owner. Further, | may also consider additional documents
and information in forming any necessary opinions — including documents that

may not yet have been provided to me.
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24.My analysis of the materials relevant to this proceeding is ongoing, and | will
continue to review any new material as it is provided. This declaration presents
only those opinions | have formed to date. I reserve the right to revise,
supplement, and/or amend my opinions stated herein based on new information,
and on my continuing analysis of the materials already provided.

25.1 have carefully reviewed the ‘505 patent. For convenience, all the information

that | considered in arriving at my opinions are listed in Appendix A.

V. REFERENCE ACCESSIBILITY

26.1 understand that “[a] reference will be considered publicly accessible if it was
disseminated or otherwise made available to the extent that persons interested and
ordinarily skilled in the subject matter or art exercising reasonable diligence, can
locate it.” GoPro, Inc. v. Contour IP Holding LLC, 908 F.3d 690, 693 (Fed. Cir.
2018).

Ex. 1005 - Dietz — Installation Manual For A Multimedia Interface 1280
(“Dietz”) (Ex. 1005)

27.Dietz is a six page installation guide (in German, French and English) dated
“30.11.04” (November 30, 2004). Ex. 1005 dealing with a retrofit 1280 interface
module.

28.1t is my opinion that the Dietz installation manual or guide for the 1280 retrofit kit
was publicly accessible at least at early as October 21, 2005. | understand that

from an invoice dated October 21, 2005 showing that Audiotechnik Dietz
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Vertrieba GmbH, Benzstrasse 12 D-67269 Gruntadt, sold four retrofit 1280
multimedia interface modules to Perzan Auto Radio of Upper Darby,
Pennsylvania. Ex. 1012.

29.A technician purchasing a retrofit kit in 2005 would typically want guidance from
the manufacturer regarding how to install the kit. | have personally installed many
retrofit kits, and in my experience they have come with installation or wiring
connection instructions or manuals. Dietz, Ex. 1005, is such an installation guide
and is consistent with the type of guides manufacturers provided to the public in
2005. It is my opinion that Dietz 1280 module and installation manual was
targeted for public consumption and would have been at least made available, if
not provided with, a 1280 retrofit kit. For example, the Dietz, the installation
guide, is provided in multiple languages, indicating a worldwide focus. The level
of instruction of Dietz is directed to the level of skill at or below the level a
technician, again suggesting public distribution. A purchaser of a 1280 retrofit kit
could, in my opinion, exercise reasonable diligence in locating it by requesting a
copy from the manufacturer, Audiotechnik Dietz Vertrieba GmbH. | note that the
web addresses, postal addresses, and phone numbers are provided on Dietz,
suggesting that the manufacturer desired to be contacted regarding the 1280
retrofit Kit.

30.Consistent with my understanding of the public accessibility of Dietz, Ex. 1013 is
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a collection of screenshots of Internet Archive web pages, which show the
archiving of the Dietz installation manual on March 16, 2005. | understand this
screenshot was created by first searching Google for the “dietz 1280 multimedia
installation manual” and entering the link address for a search result into the
Internet Archive. The URL address for this is
“https://web.archive.org/web/20050316204956/http://www.tm-
techmark.com/touareg/PDFfiles/1280anl.pdf.”

Ex. 1006 - Negley, Getting Control Through CAN, Sensors, October 2000,
Vol. 17, #10, (Ex.1006) (“Negley”)

31.The Negley article was published in an October 2000 issue of Sensors magazine,
Issue 17, No 10, and, in my opinion, was targeted for public consumption, through
its publication, to be accessed by persons of ordinary skill in the early 2000’s.
Negley describes, shows, and explains many details of CAN systems, CAN Bus
messaging, CAN protocols, and, in my opinion, was publicly available at least as
early as October 2000.

32.In my opinion, Negley is consistent with the types of articles a person of ordinary
skill in the art would find in trade magazines. | believe a person of ordinary skill
in the field of communications between vehicle components in the early 2000’s
could access Sensors magazine either through subscription, from a technical
library, or from the publisher in the early 2000’s because | believe the purpose of
the Sensor magazine was to provide content to engineers in the sensors and CAN
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system fields, and | am also aware that Sensors magazine is the sponsor of the
Sensors Expo & Conferences, to make technical information available to the
public.

33.Examining the content of this article, | believe its copyright date for this issue of
the Sensor’s magazine is consistent with the level of ordinary skill on that date,
and was of interest to those working in CAN systems in the early 2000’s. Further,
there is nothing in Negley that is inconsistent with the state of the CAN art at the
time, nor anything that would suggest a different date. Additionally, the citations
at the end of the article, along with the listing of CAN silicon manufacturers, and
CAN tool suppliers, demonstrates a wide spectrum of sources and levels of
interest in CAN systems.
Ex. 1009 - SAE Technical Paper Series, 930005, A Gateway For CAN

Specification 2.0 Non-Passive Devices , Szydlowski published and
copyrighted 1993 (“SAE”) (Ex. 1009)

34.1 personally obtained a copy of this SAE paper, Ex. 1009, from the SAE website
which is considered a technical library, and one important role of SAE is to
publish and disseminate technical articles and papers. | have personally used the
SAE library and website for many years when looking for technical papers, and
routinely obtain materials therefrom. Many individuals, including POSITASs, rely
on SAE’s library and website to search for and obtain technical papers, and, in my

opinion, this SAE paper has been publicly available since at least since its
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copyright date of 1993. I also note that Ex. 1009 bears on the front page an SAE

Library stamp and a date of 3-3-93.

Ex. 1010 - Robert Bosch GbmH, CAN Specification, Version 2.0,
1991(“Bosch™)

35.1 have been aware of this 1991 Bosch CAN specification, referenced as CAN
2.0A, for many years and that it was internationally standardized in 1993 as ISO
11898-1. | personally obtained this Exhibit copy of the Bosch CAN Specification
in December 2005.

36.1n my opinion this Bosch CAN Specification has been publicly available since at
least 1991 to everyone working in the field, including in CAN systems, and
continues to be of great interest to those individuals as a resource tool.

Ex. 1011 - Johansson, Vehicle Applications Of Controller Area Network,

Handbook of Networked and Embedded Control Systems, 2005, pages 741-
765. (Ex. 1011)

37.This article on gateways is from a Handbook of Network and Embedded Control
Systems with a copyright date of 2005, and a Library of Congress Catalog-in-
Publication date also of 2005.

38.In my opinion, this Handbook would have been of great interest to those working
with CAN Bus and other types of control systems, and the Preface confirms my
opinion by noting that the purpose of this Handbook was to assemble together a
collection of articles so that all could be made available to and used as a resource

tool by experts, researchers, and developers.
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39.In my opinion, this Handbook and its articles, are consistent with the types of
articles a person of ordinary skill in the art would find a Handbook of networked
control systems. | believe a person of ordinary skill in the field of
communications between vehicle components in 2005 could access this Handbook
either from a technical library, or from the publisher in 2005 because | believe the
purpose of this Handbook, as noted above, was to target its articles for public
consumption and to provide its content to engineers in the field. Examining the
content of the Johannsson article, | believe its copyright date of 2005 is consistent
with the level of ordinary skill on that date. | do not see anything in the article
that would suggest a different date of publication.

Ex. 1015 - Taube, Comparison Of CAN Gateway Module For Automotive
And Industrial Control Apparatus, CAN In Automation 2005. (Ex. 1015)

40.This article on a Comparison of CAN gateway modules is from a CAN in
Automation (CIA) ICC 2005 proceedings publication, specifically pages 06-1-06-
7. CIAis a very well-known organization and this paper was presented at the 10"
International CAN Conference in Rome, Italy that was held March 08-10, 2005,
as noted on the front page of the Exhibit.

41.My opinion is confirmed by the CiA website that identifies CAN in Automation
(CiA) as an international users’ and manufacturers’ group for the CAN network
(Controller Area Network), internationally standardized in the 1SO 11898 series,
and the CiA promotes CAN system technology, regularly conducts international
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conferences, and publishes proceedings from those conferences. The CiA was
established in March 1992 in order to provide an independent body to collect and
to distribute technical, product and marketing information on Controller Area
Network (CAN), to promote CAN’s image, and to provide a path for future
developments of the CAN protocol. CiA also offers seminars and conferences,
publications, CANopen testing, and last but not least the promotion of CAN
technology.

42.This Taube article, in my opinion was targeted for public consumption and would
have been at least made available at the 2005 conference and through the CIA
Proceedings publication, and is consistent with the types of articles a person of
ordinary skill in the art would find being presented at CIA conferences and in CIA
publications. | believe a person of ordinary skill in 2005 could access this Taube
article either through attending the 10" CIA conference, by obtaining a copy of
the published Proceedings, from the CIA technical library, or from the publisher
in 2005 since one significant objective of CIA is the distribution of information
about CAN systems and related technical information. Examining the content of
the article, | believe its copyright date of 2005 is consistent with the level of
ordinary skill on that date, and | do not see anything in the article that would
suggest a different date of publication.

43.Based on my review, these materials provide evidence of the state of knowledge
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VI.

in the relevant art as of April 30, 2007. | believe that the relevant field for
purposes of the ‘505 patent is aftermarket (also known as retrofit) devices for use
in automotive CAN Bus systems.

44.1 understand that the relevant timeframe for my analysis is prior to April 30, 2007,
which is the year, month and day the grandparent patent application of the ‘505
patent was originally filed. Even though | may refer below to my analysis in the
present tense below, all analysis has been performed from the viewpoint as of
April 30, 2007 date.

45.As described above, | have extensive experience in the relevant field of
automotive CAN Bus systems, including experience relating to the hacking into
OEM CAN systems and ways in which one can add aftermarket devices into an
OEM CAN automotive environment. Based on my experience, | have an

established understanding of the relevant field in the relevant timeframe.

DESCRIPTION OF THE RELEVANT FIELD AND THE RELEVANT
TIMEFRAME

46.1 have carefully reviewed the ‘505 patent. All the material | have considered in
arriving at my opinions is listed in Appendix A.

47.Based on my review of these materials I believe that the relevant field for
purposes of the ‘505 patents is CAN systems.

48.1 believe that the relevant timeframe for my analysis is prior to April 30, 2007,
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which is the date of filing for the earliest application in a list of corresponding
applications to the ‘505 patents.

49.As described above, | have extensive experience in CAN systems, and the hacking
thereof, and based on my experience and study of the listed materials | have

established an understanding of the relevant field in the relevant timeframe.

VIl. THE PERSON OF ORDINARY SKILL IN THE RELEVANT FIELD IN
THE RELEVANT TIME FRAME

50. I have been informed that “a person of ordinary skill in the art” (sometimes
abbreviated as a “POSITA”) is a hypothetical person to whom an expert in the
relevant field could assign a routine task with reasonable confidence that the task
would have been successfully carried out. | have been informed that evidence of
the level of ordinary skill in the art can be determined based on information about
the field including: the types of problems encountered, known solutions, the speed
of innovation, sophistication, and the educational level of active workers. | have
considered these types of information along with my own background in CAN
systems working with students, clients, customers and other professionals in the
field to reach my conclusion.

51. It is my opinion, that the person of ordinary skill in the art at the relevant
would have had a bachelor’s degree in engineering, or at least two years of work

experience in the design, operation, and functioning of CAN systems, and that
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additional work experience could substitute for a degree.

52. Based on my extensive work and teaching experience, | have an
understanding of the capabilities of a person of ordinary skill in the relevant field.
| have worked with, supervised, directed, and instructed many such persons over

the course of my career.

VIIl. BACKGROUND ON CAN SYSTEMS

53. Prior to discussing the ‘505 patent, | believe it would be helpful to the
reader to understand CAN system, its protocols, and its message format.

54. In the 1980s the functionality of automotive systems were greatly improved
by the introduction of electronics that controlled such things as ABS braking,
exhaust emissions and other vehicle controls. Existing communication systems
were expensive and proved unsuitable for coupling controllers in vehicles. Robert
Bosch GmbH saw a need for a powerful control system, and created what has
become known as a Controlled Area Network or CAN. Bosch began development
in 1983, and was publicly released in 1986 at the SAE conference in Detroit,
Michigan. Originally, CAN was used only for engine control, but by 2005 CAN
systems and CAN nodes were used for powertrain and chassis control, body
electronics and infotainment systems. (See, Johansson, Vehicle Applications of
Controller Area Network, page 750-754, 2005, Ex. 1011).

55. Information on CAN Bus systems is sent in fixed-format messages of
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different, but limited length. The CAN message or frame has a unique structure,
and message transfer is manifested and controlled under the CAN protocol by four
types of CAN frames. These include data frames, remote frames, error frames,
and overload frames. Data frames are used to broadcast data from the transmitter
to the other nodes on the CAN Bus. Remote frames are broadcast from the
transmitter to request data from a specific node. Error frames may be transmitted
by any node that detects an error. Overload frames are used to introduce
additional delay between data or remote frames. (See, Bosch, Ex. 1010, Part A,
page 6, 10-18; Part B, page 42-5; Johansson, Vehicle Applications of Controller
Area Network, page 745 (message formats), 2005, Ex. 1011). For purposes of this
declaration | will concentrate on data frames.

56. The 1991 Bosch CAN specification, referenced as CAN 2.0A, used or
supported an 11 bit or standard identifier. In 1995 Bosch modified the protocol
and introduced CAN 2.0B that supported an extended 29 bit identifier. The CAN
protocol was internationally standardized in 1993 as ISO 11898-1. (See, Bosch,
Ex. 1010; Johansson, Ex. 1011, page 743; Negley; Getting Control Thorough
CAN, CAN Messages, page 2, EX. 1006)

57. CAN Bus is a vehicle bus standard designed to allow microcontrollers,
networking sensors, actuators, nodes and various devices used in vehicle controls

to communicate with each other, and it is a message-based protocol, designed
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originally for multiplex electrical wiring within automobiles. (See, Bosch, Ex.
1010; Johansson, Ex. 1011, page 744; SAE Technical Paper Series, 930005, A
Gateway for CAN Specification 2.0 Non-Passive Devices, by Craig Szydlowski,
SAE Library date stamp 3-3-93, Available International Congress and Exposition,
Detroit, Michigan, March 1-5, 1993. Page 29-30).

58. Modern automobiles employ many electronic control modules, ECUs, for a
variety of systems such as, for example, engine controls, air bags, anti-lock
brakes, cruise control devices, electric power steering, audio systems, GPS
systems, power windows, mirror adjustments, and so on. (See, Johansson,
Vehicle Applications of Controller Area Network, Ex. 1011. page 743, 751-754
(Figs. 7, 8), 2005).

59. A CAN system normally connects Electronic Control Units (ECUs) that are
also known as nodes and they are connected to a CAN Bus, a data bus, that refers
to a contiguous network providing a communication channel for two or more
nodes or ECUs or modules. Thus, when CAN Buses are added into an existing
CAN Bus system, one is adding an additional communication channel. Nodes or
ECUs can have varying complexities, with generic nodes or ECUs having at a
minimum a processor and a transceiver. (See, Johansson, Ex. 1011, page 741)
(See also, Negley; Getting Control Thorough CAN, page 20-21, Fig. 3, EX.

1006,).
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60. Each ECU or node has a central processing unit, microprocessor or a host
processor, a CAN controller, and a transceiver that when receiving converts the
data stream from the CAN Bus level to a level the CAN controller uses, and when
transmitting it converts the data stream from the CAN controller to CAN Bus
levels. (See, Bosch Ex. 1010; Negley; Getting Control Thorough CAN, page 1,
What Makes Up a Node-Fig. 3, page 18-21, EX. 1006).

61. In the message-based CAN protocol, the nodes do not have a specific
address. Instead, address information is contained in the identifier of transmitted
messages, indicating message content and its priority. (See, Bosch Ex. 1010, page
6, 38; Negley; Getting Control Thorough CAN, page 18-24, EX. 1006).

62. CAN messages are not transmitted from one node to another node based on
addresses. Rather, embedded in CAN messages is priority information and
contents of the data being transmitted. Consequently, all nodes in the system
receive every message transmitted on a bus. It is up to each node in the system to
decide whether the message received should be immediately discarded or kept to
be processed. The CAN Specification 2.0 states: “Message Routing: The content
of a message is named by an IDENTIFIER. The IDENTIFIER does not indicate
the destination of the message, but describes the meaning of the data, so that all
nodes on the network are able to decide by MESSAGE FILTERING whether the

data is to be acted upon by them or not.” Thus, the CAN protocol creates a
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communications path that links all the nodes connected to the bus, and enables
them to talk with one another. One automotive example below shows a CAN Bus
used to interconnect individual nodes that detect button presses and control motors

or solenoids in a door:

DoorNode |  Implemeniation

Conlrolier /

Eleciric Door Vindow
Mirror Lock Motor
Node Node Node

(See, Bosch Ex. 1010, page 6, 38; Negley; Getting Control Thorough CAN, CAN
Messages, Ex. 1006, page 18-28).

63. One known benefit of such message-based protocols is that additional nodes
can be added to the system without the necessity to reprogram all other nodes to
recognize this addition. The new node will start receiving messages from the

network and, based on the message identifier, decide whether a message is
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accurate recognizable, and to then respond, i.e. process or act upon the received
message, or otherwise discard the received message. (See, Bosch Ex. 1010;
Negley, Getting Control Through CAN, Oct 2000, CAN Messages text, Ex. 1006,
pages 18-24). In my opinion, when installing retrofit devices into an existing
CAN Bus system, a POSITA would understand that for the retrofit device to work
and send recognizable messages, it would also use a message identifier in every
message to cause receiving ECUs to decide by MESSAGE FILTERING whether
the data is to be acted upon by them or not.

64. CAN messages sent on a CAN system must conform to a CAN message
protocol, and there are two CAN message frame formats; the only difference
between them is the length of the identifier. As noted above, a standard CAN
message frame, known as CAN 2.0A, supports a length of 11 bits for the
identifier, whereas an extended message frame, known as CAN 2.0B, supports a
length of 29 bits for the identifier. The structure for these two CAN protocol

message frames is shown below:
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[ ¢———— Message Frame

iStandard Frame (CAN Version 2.0A)

S ID I R[DLC Data CRC "|AJA| EOF | TFS | Bus
O[ 11Bits ID|B|4Bits| 0 ... 8 Bytes 15Bits [R|C|C Idle
3 EJ0 IC KIK|

Arbitration ; Control i Data CRC i

Field Field Field Field
Extended Frame (CAN Version 2.0B)
S| ID S| ID [Rf |r [DLC Data CRC [C|AJA[EOF| IFS | Bus
D| 11Bits [R[D| 18Bits [T'|1 |0 |4Bits|0 ... 8 Bytes| 15 Bits R |C|C Idle
7| (Base) E| (Extend) R C [KIK
Arbitration Control Data CRC

Field Field Field Field
Figure 4.3: Standard and extended frames format in CAN [10]

(See, Bosch Ex. 1010, Part A, page 10-11; Part B,. page 42-43; Negley, Getting
Control Through CAN, Oct 2000, CAN Messages text, Ex. 1006, pages 18-25).
65. Every CAN message has an identifier field consisting of either 11 or 29 bits,
and the nodes use the identifier to determine if the incoming message should be
accepted and acted upon or discarded. (See, Negley; Getting Control Thorough

CAN, EX. 1006, pages 18-25; Bosch Ex. 1010, page 11, 42-44).

66. Typical smart sensor nodes in 2000 were made up of both digital and analog
components, which allowed such nodes to capture sensor data, or other data, that
could then be transformed, analyzed, and transmitted to other nodes in the system,
generic nodes could be easily configured for different node applications. An
example of such a node is as follows, and included a processor, a sensor

controller, and a transceiver:
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CAN Bus

_______________

_______________

(See, Negley; Getting Control Thorough CAN, text re Fig. 3, EX. 1006, pages 20-
21)

67. Using the CAN protocol, when one node wants to send a message to any
other node, it assembles a message with the proper identifier and data, checks to
see if the bus is free, and then transmits the message. Every other node captures
the message and examines it to see if it is required to take some action. (See,
Negley; Getting Control Thorough CAN, text re Fig. 8, EX. 1006, 2e-28; Bosch
Ex. 1010, page 6, 38).

68. In one example, a temperature-monitoring node may send out temperature
data that are acted on only by a node that displays the current temperature. A
temperature sensor that detects an over temperature situation, however, may have
many nodes acting on such information. (See, Negley; Getting Control Thorough
CAN, CAN Messages text, Fig. 3 EX. 1006).

69. As shown in the figure below, to transmit a message a node must first load
the message identifier, data bits, and control bits into the transmit message
assembly registers. Then, the node transfers the data to the CAN protocol engine.
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The CAN protocol engine creates the actual frame by inserting the frame
elements, start and stop bits and interframe space bits. The protocol engine also

handles bus arbitration, cyclic redundancy check calculations, and looks for

transmission errors.

Transmit Assembly Registers

[GentierBits | s bis |
v v )

These e generated
Ooaded) by the CAN

(See, Negley; Getting Control Thorough CAN, CAN Message Frames text and
Fig. 7 EX. 1006, pages 24-28).

70. As noted above, every node in a CAN system reads every message
transmitted on the bus. When the processor in a node or ECU receives a message
and determines that there are no errors with the message, the identifier field of the
message is checked against filter and mask registers to determine if the message
should be acted on. (See, Negley; Getting Control Thorough CAN, CAN Message
Frames text and Fig. 8, EX. 1006 pages 24-28).

71. Each node receives all messages, and a node can distinguish between them
to determine if it should accept a message by examining the identifier bits. Inside
the controller or processor, filters and masks are compared against the identifier

bits to see if there is a match. If the identifier bits match one or more of the filters,
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then the message is recognized, accepted, and some action will be taken by the
node. (See, Negley; Getting Control Thorough CAN, the discussion of Fig. 8 and
Receiving and Processing a Message text, EX. 1006). In my opinion, by the mid
2000’s, use of CAN message identifiers was well-known and well-established as a
standard practice in CAN Bus communications. Evidence supporting this opinion
includes the discussions in Negley.

72. As was noted by the Negley article, CAN system protocols provides a robust
system in which one can add or remove nodes from the network, without bringing
the whole system down. (See, Negley; Getting Control Thorough CAN, EX.
1006, pages 20-24).

73. Since CAN systems have been in use, it has been standard practice to
employ message identifiers in a CAN Bus system for the various devices and
systems being controlled or monitored as part of a CAN message. (See, Negley;
Getting Control Thorough CAN, EX. 1006, pages 20-28).

74, As is explained by Jan Taube et al., in an article titled “Comparison of CAN
Gateways for Automotive and Industrial Control Applications,” the increased
complexity of automotive networks, and a need for data transparency and
information exchange within the overall systems lead to the introduction of
gateways. (See, Taube, Comparison of CAN Gateways for Automotive and

Industrial Control Applications, page 06-1, CAN in Automation, ICC 20056, Ex.
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1015).

75. Gateways, including bi-directional gateways, are used for interfacing one
network with another network, and a bridge is a term used to describe a simpler
device that links or routes signals from one bus or network to another. (See,
Taube, Comparison of CAN Gateways for Automotive and Industrial Control
Applications, page 06-1, CAN in Automation, ICC 20056, Ex. 1015).

76. A gateway also refers to devices allowing CAN based networks to be linked
together, where data being transferred between networks using the same protocols.
(See, Taube, Comparison of CAN Gateways for Automotive and Industrial
Control Applications, page 06-1, CAN in Automation, ICC 20056, Ex. 1015; See
also, Johansson, Vehicle Applications of Controller Area Network, Ex. 1011,
page 749, 2005).

77, Vehicles in the mid 2000’s included multiple networks linked together by
gateways, each controlling a specific part of the vehicle such as powertrain and
chassis subsystems, body electronics, engine and brake control (TCM, ECM,
BCM), and are used in multiple CAN Bus configurations where the systems being
controlled include audio, crash, climate control, engine management, brake
systems, locking and alarm systems, to name but a few. (See, Johansson, Vehicle
Applications of Controller Area Network, page 749-754 , re Figs. 7, 8, 2005)).

78. Gateways and bridges enable CAN-based networks to be linked together or
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linked to networks with other protocols. (See, Johansson, Vehicle Applications of
Controller Area Network, Ex. 1011, page 749-754 (Figs. 7, 8), 2005).

79. Gateways have been well known since 1993, and were extensively discussed
in an SAE Technical Series Paper, EX. 1009. (See, SAE Technical Paper Series,
930005, A Gateway for CAN Specification 2.0 Non-Passive Devices, by Craig
Szydlowski, EX.1009, SAE Library date stamp 3-3-93, Available International
Congress and Exposition, Detroit, Michigan, March 1-5, 1993. Page 29-30). SAE
discloses that a “gateway” as that term is used in the context of a CAN Bus
system, “‘communicates with two CAN chips, one from each network.” (SAE
Technical Paper Series, 930005, A Gateway for CAN Specification 2.0 Non-
Passive Devices, Ex. 1009, page 30). Examples of gateway functions can include
“bridging standard messages without translation.” (SAE Technical Paper Series,
930005, A Gateway for CAN Specification 2.0 Non-Passive Devices, Ex. 1009,
page 30).

80. Fig. 1 in Ex. 1009 shows a gateway with a microprocessor at the center that
translates messages between the networks shown there above and below. (See,
SAE Technical Paper Series, 930005, A Gateway for CAN Specification 2.0 Non-
Passive Devices, Ex. 1009, page 29).

81. In terms of message handling by gateways, message traffic across a gateway

can be managed to minimize message overruns. One way to manage this is to
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ensure both CAN Buses have transmission rates allowing the gateway to transfer
two messages in the time required to transmit a single message. (See, SAE
Technical Paper Series, 930005, A Gateway for CAN Specification 2.0 Non-
Passive Devices, Ex. 1009, page 36).

82. A second way to manage message traffic across a gateway is to use
acceptance filtering to limit the rate that messages are transferred across the
gateway. (See, SAE Technical Paper Series, 930005, A Gateway for CAN
Specification 2.0 Non-Passive Devices, Ex. 1009, page 36).

83. The SAE paper also discloses message suppression as it explains that CAN
chips connected to the gateway microprocessor are programmed to select a subset
of the message for transfer across the gateway using acceptance masks. This
instructs that selective subsets of messages are not selected to be transferred
across the gateway but are instead suppressed. (See, SAE Technical Paper Series,
930005, A Gateway for CAN Specification 2.0 Non-Passive Devices, Ex. 1009,
page 36).

84. Fig. 7 of Ex. 1011 shows a CAN network for a Volvo XC90, and it shows
two CAN Buses with the left most representing powertrain and chassis devices,
and the other showing devices for controlling doors, climate controls. There is a
central electronic module (CEM), an ECU, that acts as a gateway between the two

CAN Buses. (See, Johansson, Vehicle Applications of Controller Area Network,
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Ex. 1011, page 751-752, (Figs. 7, 8), 2005.

85. Consequently, in my opinion, one skilled in the art would have known and
appreciated that by 2005 it was well known to use gateways to link together CAN
network-based systems, and to provide data sharing between two CAN networks

or systems.

IX.  OVERVIEW OF THE 505 PATENT

86. The ‘505 patent is titled “Method, Apparatus and System for Retrofitting A
Vehicle,” and purports to deal with adding an aftermarket or retrofit emergency
call device that uses a message identifier associated with an originally installed
navigation system to fool or spoof an originally installed telecommunication
device to make a call. There are several embodiments showing the emergency
call device being simply added to the vehicle bus, or as a gateway between the
vehicle bus and the originally installed telecommunications device.

87. The ‘505 patent states, each system being referenced is in communication
with the vehicles’ data bus 212, which may be a Class 2 or CAN vehicle data bus
or any other suitable bus known in the art for electronic data communication. (See,
7; 30-33).

88. The claimed invention, however, has nothing to do with adding an
emergency call device. Rather, claims providing a vehicle having an OEM 1

apparatus including a processor, programmed to communicate with an OEM 2"
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apparatus through an OEM vehicle data bus with a 1% message having an
identifier and then adding a generic “retrofit apparatus” into the vehicle
programmed to communicate with the factory installed 1 apparatus by using a 2™
message with a message identifier that mimics or is indistinguishable from the 1
message. A POSITA would understand that the message identifier is one the 1°
processor for the 1t apparatus would recognize when the identifier bits in the
identifier field is examined to look for a match, allowing the 1% processor to
distinguish between all messages on the CAN Bus.

89. In this instance, under CAN system messaging protocols, the claimed 2™
message would have to use the same 1% message identifier or node-ID of the 1%
message as that 1t message identifier is known to the instant CAN Bus system,

and only that message identifier would be seen as a match within the CAN Bus

system.
90. Figure 3 from the ‘505 is shown below:
30 212
2123
91. Fig. 3 shows a telecommunication apparatus 200 that is connected to a CAN

Bus 212 as is a navigation system 218. As both the telecommunication apparatus
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200 and the navigation system 218 are both connected to the CA bus each will
have its own processor. As the ‘505 specification explains for one embodiment,
the “navigation system 218 comprises a touch screen display 220 [Fig. 2A] which
displays a virtual telephone keypad 222. An operator may enter a telephone
number he wishes to dial on the virtual keypad 222. After the telephone number
has been entered navigation system transmits a telephone dial command message
on the vehicle data bus 212 including the telephone number to be dialed.
Telecommunication apparatus 200 responsive to receiving the telephone dial
command message establishes voice and/or data communication with the desired
telephone number.” (See, 505.6; 29-39).

92. In Fig. 3 there is also an airbag apparatus 302, a pre-impact system 302 and
an emergency call apparatus 214. Each of these apparatuses are all connected
directly connected to the vehicle bus 212 and that CAN Bus 212 is a single bus.
(See, 505, 7; 25-33).

93. Figure 4 from the ‘505 patent is shown below:

94. Figure 4 shows another embodiment showing the same devices as in Fig. 3,
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but their arrangement has been changed; the retrofit apparatus 214 has been
inserted in the connection originally existing between the bus 212 and the
telecommunication apparatus 200, so that the telecommunication apparatus 200 is
now connected indirectly to the OEM CAN Bus via the retrofit apparatus 214.

95. Figure 6 from the ‘505 patent is shown below;

610 506 512

500

—gaTT
- POWER SUPPLY P,
BUTTON CONTROL
SWITCH PROCESSOR 510

VEMICLE DATA aust
BUS INTERFACE

NETWORK
218 L oo
——BUS2

504 604 606 608 602
FIG. 6

96. The specification explains that the retrofit emergency call apparatus 610
may be used on Fig. 4, and in that configuration electrical terminal 600 connects
the emergency call apparatus 610 to the telecommunication apparatus 200, and
that electrical terminal 602 connects the emergency call apparatus 610 to the
vehicle data bus 212. (See, ‘505, 8; 25-33).

97. Figure 7 from the ‘505 patent is shown below:

o 506
512

- - T
POWER SUPPLY T
PUSH
BUTTON CONTROL GND 510
v

SWITCH PROCESSOR

EHICLE DATA
BUS INTERFACE BUS1 600

216 VEHICLE DATA
BUS INTERFACE — BUS2 602

700 504
FIG. 7

98. The specification text at 8: 60 — 9: 4 explains that in Fig. 7 the control

processor 500, in the emergency call apparatus 710, communicates directly with
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the telecommunication apparatus 200 through a vehicle data bus interface 504 and
terminal 600, just as it did in the Fig. 6 embodiment as noted above. However,
unlike the Fig. 6 arrangement, in Fig. 7 the control processor 500 in the
emergency call apparatus 710 also communicates directly with the vehicle data
bus 212 through a second vehicle data bus interface 700 and an electrical terminal
602. (See also, 505, 8; 60-67).

99. Applying this description for Fig. 7 to Fig. 4 shows the following for a
modified Fig. 4 labeling of the two-communication links or channels (also

attached separately as Ex. 1008):

700/602

600/504

100. The specification does not specifically refer to the claimed term “data
bus.” The specification does refer to the use of two vehicle data bus “interfaces.”
This is first discussed at 3:33-57, and again at 8: 60- 9: 4.

101. At 3: 33-37 the specification explains that there can be two vehicle
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data bus interfaces, one of which, a first, can connect with a telecommunication
apparatus (200), and a second interface that can be used to communicate with the
rest of the vehicle via the vehicle data bus (212).

102. The discussion at 8: 60 — 9: 4 is more specific and has been set out
above regarding Fig. 7, which is the embodiment of the retrofit shown in Fig. 4.
103. Claim 1 calls for disconnecting the vehicle data bus between a factory
installed first apparatus, for example, the telecommunication apparatus [200], and

a factory installed second apparatus, for example, navigation system [218], then
electrically connecting a retrofit apparatus, for example an emergency call
apparatus [214], to the vehicle data bus [212] and transmitting a second message
from the retrofit apparatus to the factory installed first apparatus. In my opinion,
this also describes the arrangement shown in Fig. 7 as the claim calls for
transmitting a second message from the retrofit apparatus to the factory installed
first apparatus, even though there is no step of connecting the retrofit apparatus to
the first apparatus.

104. In Fig. 7, the original factory data bus is shown by the link 700/602,
as it is connected to the original factory-installed data bus 212, the link 600/504 is
a second communication channel, provided between the retrofit apparatus 214 and
the factory installed first apparatus, the telecommunication apparatus 200.

105. In my opinion, Fig. 7, which is an embodiment of the retrofit device
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of Fig. 4, shows two separate vehicle data bus interfaces.

106. The claimed “first apparatus,” that includes a processor, is set to
receive a 1%t message from a 2" apparatus that also includes a processor. CAN
system protocols demand that “1st” message or frame will include an identifier
that is unique to that 2"* apparatus or node, and in a CAN system each of the 1%
apparatus and 2" apparatus will comprise a node on a CAN system and will
include a processor.

107. The claimed 1% message, or frame in the CAN system, includes an
identifier, telling the 1% apparatus that the first message is legitimate or accurate.
The 1% message is one coming from the 2" apparatus and going via the original
OEM vehicle data bus 212 to the 1% apparatus.

108. The “aftermarket” or “retrofit apparatus” is then claimed to transmit a
“second” message (2" message), which in a CAN system would also comprise a
frame, to the factory installed first apparatus through a 2" data bus, with that 2"
message or frame being “indistinguishable” from the 1% message. As noted
above, the 1% message or frame will necessarily have to include a unique
identifier. For the 2" message to be indistinguishable from the 1% message the 2"
message identifier will be identical to the 1% message identifier in order for system
nodes to recognize it as an accurate ID or one that is known to the other nodes.

That means following CAN system protocols, the message identifier portion of the
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2" message, would have to mimic, emulate or imitate the 1%t message frame
normally being transmitted by the 2"¥ OEM apparatus, for example, to emulate a
message from the navigation apparatus 218, in order for other nodes in the CAN
system to recognize the message and its ID and to thereby accept the message and
act on the data therein.

109. Indeed, at 9: 55-59 it is admitted that the telecommunications
apparatus 200 may be configured to receive telephone dial command messages
originating from other devices already on the system, like the navigation apparatus
218.

110. To permit the telecommunication apparatus 200 to operate via call
commands from a new device, not originally on the system, the specification says
that the retrofit or aftermarket emergency call apparatus 214 would be configured
to mimic the dial command from another device on the system, e.g. the navigation
apparatus 218. (See, 9: 59-65).

111. To accomplish that same dial command, the specification says that to
mimic the dial command the retrofit or aftermarket device would use the same
message identifier segment assigned to another device on the system, like the
navigation system 218, so that the telecommunication apparatus 200 would
recognize and is able to respond properly, and that by using the same identifier

segment the retrofit dial command message would be indistinguishable from other
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dial commands received by the telecommunications apparatus 200. (See, 9: 59 —
10: 15).

112. The specification also explains that the “identifier segment™ being
referenced is for CAN messages and will be either 11 or 29 bits long, and that
each “identifier segment” will be unique identifier segments for each transmitting
module or device. (See, 10: 16-27).

113. In addition to describing the two vehicle data bus interfaces, the
specification at col 3, lines 37-44 also discusses that the retrofit or aftermarket
emergency call apparatus will also act as a bi-directional gateway between the two
interfaces. In one direction, messages received through the first vehicle data bus
interface are retransmitted through the second vehicle data bus interface, and in an
opposite direction messages received through the second vehicle data bus
interface are retransmitted through the first vehicle data bus interface. (See, 3: 37-
44).

114, The specification explains that the control processor 500 is configured to act
as a bi-directional gateway between the vehicle data bus interface 504 and the
vehicle data bus [interface] 700. The control processor 500 retransmits messages
received from interface 504 to interface 700, and messages received from
interface 700 are retransmitted to interface 504, thereby connecting the

telecommunications apparatus 200 to the main data bus 212. (See, 9: 4-13).
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115. The retrofit apparatus in Fig. 4 operates like a gateway, in that, messages
from other devices on the CAN system can be passed through the retrofit
apparatus as the processor 500 retransmits messages from the vehicle data bus
interface 504 through vehicle data bus interface 700 and vice —versa. (See, 9: 4-
13).

116. The specification discusses how to avoid having two identical messages
collide. In Fig. 6 a switch 606 is provided to disconnect the original navigation
system 218 from the system. In Fig. 7 it is explained that control processor 500 in
the retrofit device may selectively suppress forwarding telephone dial commands,
in one direction, received from the navigation system 218 via vehicle data bus
interface 700, while transmitting its own telephone dial command through vehicle
data bus interface 504. Importantly, there is no disclosure that the control
processor 500 can or will suppress the forwarding of messages in a reverse

direction, i.e., from interface 504 to interface 700. (See, 10: 36-52).

UNPATENTABILITY BASED ON PRIOR ART IN THE PRESENT
PROCEEDINGS

117. I am informed by counsel and understand that statutory and judicially
created standards must be considered to determine the validity of a patent claim. |
have reproduced the legal standards relevant to this declaration below, as provided

to me by counsel as | understand them.
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118. | understand that a patent claim is invalid if it is anticipated or obvious.

1109. Anticipation: I understand that for a patent claim to be “anticipated” by the
prior art, each and every limitation of the claim must be found, expressly or
inherently, in a single prior art reference as recited in the claim. | understand a
claim limitation not expressly found in a prior art reference is inherent if the prior
art necessarily functions in accordance with, or includes, the claim limitation.
Mere probability that a limitation is included is not sufficient to establish
inherency.

120. Obviousness: | understand that a patent claim is not patentable for
obviousness under 35 U.S.C. § 103 “if the differences between the subject matter
sought to be patented and the prior art are such that the subject matter as a whole
would have been obvious at the time the invention was made to a person having
ordinary skill in the art to which said subject matter pertains.” 35 U.S.C. § 103. 1
understand that obviousness may be based on one reference and/or a combination
of references. | understand that the combination of familiar elements according to
known methods is likely to be obvious when it does no more than yield
predictable results.

121. | understand that when a patented invention is a combination of known
elements, the Board must determine whether there was an apparent reason to

combine the known elements in the fashion claimed by the patent at issue by
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considering the teachings of prior art references, the effects of demands known to
people working in the field or present in the marketplace, and the background
knowledge possessed by a person having ordinary skill in the art.

122. | understand that a patent claim composed of several limitations is not
proven obvious merely by demonstrating that each limitation was independently
known in the prior art. | understand that identifying a reason those elements would
have been combined can be important because inventions in many instances rely
upon building blocks long since uncovered and claimed discoveries almost of
necessity will be combinations of what, in some sense, is already known. |
understand that it is improper to use hindsight in an obviousness analysis and that
a patent's claims should not be used as a “roadmap.”

123. | also understand all prior art references are to be looked at from the
viewpoint of a person having ordinary skill in the art at the time the invention was
made.

124, | understand that obviousness analysis requires consideration of: (1) the
scope and content of the prior art; (2) the differences between the claims and the
prior art; (3) the level of ordinary skill in the pertinent art; and (4) any objective
indicia of non-obviousness, such as commercial success, long-felt but unresolved
need, failure of others, industry recognition, copying, and unexpected results.

125. | understand that in order to prove that a claimed invention is not patentable
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for obviousness, a petitioner must (1) identify the differences between the claim
and particular disclosures in the prior art references, singly or in combination, (2)
specifically explain how the prior art references could have been combined in
order to arrive at the subject matter of the claimed invention, and (3) specifically
explain why a person having ordinary skill in the art would have had reasons to so

combine the prior art references.

GROUND 1: CLAIMS 1-13 ARE OBVIOUS BASED ON MUNOZ USP No.
7,737,831 (“Munoz”), IN VIEW OF BOSCH, CAN Specification (Bosch, Ex.
1010),NEGLEY, GETTING CONTROL THROUGH CAN, EX. 1006
(“Negley, Ex. 1006”) AND SAE Technical Paper Series, 930005, A Gateway
For CAN Specification 2.0 Non-Passive Devices , Szydlowski published and
copyrighted 1993 (“SAE”) (Ex. 1009)

126. Munoz issued June 15, 2010, but was filed on February 7, 2007. (See,
Exhibit 1004).

127. Munoz begins by stating the field of his invention as being various
embodiments relating generally to control devices for automobile systems, and
more particularly to control devices that interface with automobile computers in
order to control multiple automobile systems. (See, 1: 6-10).

128. Munoz also recognized that aftermarket automobile improvements that
integrate with factory networks such as CAN Bus and ECU systems are highly
desirable. (See,2: 50-53).

129. Munoz notes at 5: 30-34, “that the principles of the invention may be
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practiced with all varieties of automobiles and automobiles ECU’s that use CAN-
bus, FlexRay or any other local network as an interface bus with the vehicle
computer.”

130. Munoz begins his description of his invention as follows:

“Various embodiments of the invention disclose an aftermarket automobile
device that is seamlessly integrable to factory automobile networks such as CAN-
bus and it’s ECU systems and allows multiple convenience and performance
enhancements to be controlled through factory controls and displayed on factory
displays.” (See, 3:7-12). A POSITA would have referred (and still does refer) to
an “aftermarket automobile device” as a retrofitted device, or simply a retrofit.

131. Munoz discloses and describes a number of aftermarket devices, one of
which is a roof control device that connects to the automobile’s existing CAN Bus
system, including its ECUs (Electronic Control Units), and that his retrofit device
is controlled through factory controls. (3: 6-21).

132. Munoz also explains his new, aftermarket, roof controller permits a user to
open or close the roof in a different manner than was permitted with factory-
installed (also known as OEM) systems. In many OEM roof control systems, it
was required the vehicle to be stopped and that the emergency brake be engaged,
or that the vehicle was only moving slowly. With the Munoz aftermarket system,

the roof could be opened at greater speeds, without the car being stopped or that
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the emergency brake was in a parked condition. The aftermarket retrofit device
100 will be creating its own CAN command messages in order to control roof
operation. Some of those retrofit commands are designed to actually increase the
maximum speed of the vehicle at which the top may be opened or closed (See, 3:
50-64), or for the use of a remote control that can be used to send open or close
commands before sitting in the vehicle (See, 3: 65- 4: 2) , or when walking away
from the vehicle (See, 4: 3), to permit one-touch operation of the cabriolet top
(See, 4: 8-14), or to program the retrofit device to automatically open or close the
roof when the door locks are unlocked or locked, respectively (See, 4: 15-24).
However, Munoz also discloses that these additional functions can be disabled.
(See, 4:21-23) (“Of course, the feature can be disabled using factory controls and
displays during times when the feature is not desirable.”). Munoz also states that
“the [aftermarket] device allows multiple functions to be performed without
interfering with vehicle controls or requiring additional appurtenances. In this
manner, a user is allowed to make a substantial upgrade to vehicle functionality
without compromising existing factory features.” (See, 5:21-26). Because
communications between the original dashboard 105 and original electronics to
operate the sunroof 110 passes through the roof control module 100, a first CAN
message sent from the original dashboard 105 intended for the original electronics

to operate the factory-installed roof 110 would have been received by the retrofit
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roof control module 100, and the retrofit roof control module 100 would have
transmitted a second CAN message, indistinguishable from the first CAN
message, to the factory-installed roof 110 with the proper information in the
identifier field, and the identical command from the original dashboard 105.

133. Figure 1 in Munoz shows an OEM installed dashboard, internal sensor and
electronics device 105, that is comprised of a series of controllers or systems, that
functions to control the “original electronics and actuators to operate a factory
installed sunroof or folding roof hardtop/convertible roof,” 110 by sending CAN
system messages that would include an identifier associated with, for example,
roof-open or roof-close commands to the roof control actuators and electronics of
the 1%t apparatus 110.

134, In Figure 1 there is a 15 OEM apparatus, the (sun) roof control actuators
electronics 110, that is programmed to communicate with a 2" OEM apparatus
105, identified as the original dashboard, sensors and electronics 105, through a
vehicle data bus. In my opinion, each of the 1% apparatus 110 and 2" apparatus
105, the original electronics as well as the (sun) roof control actuators and
electronics 110, roof control module 100, and the OEM dashboard electronics
105, each include a processor as a part of the disclosed electronics. In accordance
with Negley, Bosch, and SAE, a POSITA would understand that an ECU, such as

the original dashboard electronics 105, original electronics to operate a factory
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installed sunroof 100, and roof control module 100, would have each included a
processor to transmit, receive, filter, and process received messages over the CAN
Bus. (See, SAE, 29 (“The Controller Area Network (CAN) protocol, developed
by ROBERT BOSCH GmbH, offers a comprehensive solution to managing
communication between multiple CPUs.”); Negley, 21 (identifying the structure
of a “typical smart sensor node” as including a Microcontroller); id. (“Every other
node captures the message and examines it to see if it is required to take some
action.”)).

135. Box 115 in Figure 1 references an “original data connection,” and I have
modified Fig. 1 to show that original data connection between the 2" apparatus
105 and the 1%t apparatus 110, or the vehicle data bus, as a dashed line labeled “C”
(See, Ex. 1007).

136. Since the system in Fig. 1 is communicating over a CAN Bus, the 2"
apparatus 105 must communicate with the 1% apparatus 110, using a standard
CAN message. As we know from Ex. 1016, a CAN Bus message since its first
development by Bosch, would have to use a message frame including use of a
unique message identifier for the transmitting node or ECU. Consequently, | am
of the opinion that the 1 message going from the 2" apparatus 105, to the 1%
apparatus 110, must also use or include a unique message identifier identifying the

2" apparatus, the dashboard and its control electronics 105, that would be
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recognized by the 1 apparatus 110. A POSITA would know that under CAN Bus
system messaging protocols, any message created by the retrofit roof control
module 100 would be required to include a message identifier that would be
recognized by the 1 apparatus actuators and electronics, so that it would not be
viewed as an error. A POSITA would also know that CAN message identifiers
are checked against filter and mask registers in receiving nodes or ECUs to
determine if the message should be acted upon. In my opinion, the node or ECU
associated with the roof actuators in the 1% apparatus 110 will make such a
determination concerning the 2" message from the retrofit module 100, and when
a match is found those actuators would be activated to operate as intended to open
or close the folding roof as directed by the 2" message from the retrofit device
100.

137. My opinion is supported by the fact that Munoz’s whole approach for his
aftermarket or retrofit devices, one being the roof control module 100, is to
integrate such devices into an original equipment manufacturer’s CAN Bus
system, and its ECU system, and thereby into factory installed automobile
networks within which it will work and function with such OEM equipment and
devices.

138.  As noted above, box 115 in Figure 1 also explains that the “original data

connection” between the 2" apparatus 105 and the 1% apparatus 110 will be
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terminated upon the installation or adding of the Munoz aftermarket roof control
module 100. Box 115 then states: “so that all communication (between the 2"
apparatus 105 and the 1% apparatus 110) has to go through the roof control
module.”

139.  The Munoz aftermarket device is the roof control module 100, that includes
a processor, and is installed between the 15 OEM apparatus 110, and the 2" OEM
apparatus 105 as Fig. 1 shows. Installing the retrofit roof control module 100
requires electrically disconnecting the original dashboard 105 from the sunroof
control electronics 110, and then making a first communication path, an electrical
path, between the roof control module 100 and the 1% OEM apparatus 110, and a
second communication (and electrical connection) path between the roof control
module 100 and the 2" OEM apparatus 105. On my modified Fig. 1, Ex. 1007, |
have designated that first communication path by the letter “A” and the second
path by the letter “B”.

140. In Fig. 1 the box for the roof control module 100 states as follows:

The roof module is connected between the internal sensors, switches and
electronics in an automobile or truck — it is removing or altering data exchanged
between integrated and closed systems to allow additional operations normally not
available to operate an automatic folding roof or sunroof.

141. On my modified Figure 1, Ex. 1007, in my opinion the first communication
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path “A” represents a portion of the original CAN-bus data connection that existed
between the 1t apparatus 110, and the 2" apparatus 105.

142. On my modified Figure 1, Ex. 1007, in my opinion the second
communication path “B” represents a CAN Bus data connection or channel
between the retrofit roof control module 100 and the 1% apparatus 110.

143.  As noted above, box 115 in Figure 1 informs that the original [OEM] data
connection “C” is terminated when the retrofit, or aftermarket, roof control
module 100, is added to the CAN-bus system so that command messages or other
messages from the 2" apparatus 105 to the 1% apparatus 110, or vice versa, pass
through the roof control module 100 to the roof control electronics to the original
electronics 110, and such termination occurs when switch 120 is opened.

144, Consequently, as box 115 advises, the modified CAN Bus connections
designated as A and B for his retrofit device 100, assures that communication or
commands between the 15 OEM apparatus 110 and 2" apparatus 105, go through
the roof control module 100. This includes messages from the internal sensors,
switches, and electronics in an automobile or truck. Box 100 also informs that the
retrofit device 100 may be removing or altering data exchanged between
integrated and closed systems, in the 2" apparatus 105 and the 1 apparatus 110,
to allow additional operations normally not available to operate the roof devices.

145. Thus, the retrofit control module 100 not only allows for messages to be
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forwarded or retransmitted from the 2" apparatus 105, but also permits direct
command messages to be sent over the data bus “B” between that retrofit roof
control module 100 and the 1% apparatus, so that the retrofit roof control module
100 can send its own roof-open or roof-close command, using its own CAN
message as a 2" message to the 1t apparatus 110 and its roof control electronics.
For that 2" message from the retrofit control module 100 to be validated by the 1°
apparatus 110, it must use the same CAN message identifier as was previously
used by the 2" OEM apparatus 105, the original dashboard controls, when
sending the 2" message a roof open or roof-close Can bus message to the roof
control electronics in the 1% apparatus 110. The retrofit roof control module 100
also provides a “gateway” function between the two CAN Buses, “A” and ”B,”
for messages being sent back and forth between the 2" apparatus 105 via the
original CAN Bus “A”, the 1% apparatus 110 via the CAN Bus “B.”

146. Munoz discloses numerous embodiments of aftermarket devices, functions
and improvements, one of which is for a cabriolet roof. It was pointed out above
that one feature of the retrofit roof control module was to allow automobile users
to open or close a cabriolet top while the vehicle is in motion at speeds greater
than would otherwise be permitted. Indeed, one of the stated benefits of the
Munoz aftermarket device is that it permits a roof to be opened without the vehicle

being stopped and the emergency brake being engaged, or increases the maximum
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speed of the vehicle at which the cabriolet roof may be operated (e.g., opened or
closed). (3:57-64). In my opinion a POSITA would know that this can only be
accomplished if the aftermarket roof control module or device suppresses speed or
other signals or command messages coming from the OEM equipment that might
otherwise prohibit or interfere with roof operation as is now being modified and
directed by the retrofit device 100.

147. In Fig. 3, Munoz sets forth a flow diagram for both automatic and manual
roof opening and closing procedures. In each path, for example boxes 312-320,
Munoz is discussing use of “messages” for opening/closing times of 26 seconds,
for lock/unlock messages, and for end operation and clear up messages.

148. Negley is an article by Bruce Negley titled “Getting Control Through CAN,”
and was published in a SENSORS publication dated October 2000, vol. 17, No.
10, and appeared on pages 18-34 of that issue. This article discusses the use of
CAN in automotive environments, and sets forth many details of CAN systems,
their operation, system components, CAN protocols, how CAN systems are used,
node configuration, CAN messaging creation and sending, CAN messages, CAN
message frames, the importance of CAN message identifiers and their use,
implementing CAN, and the advantages of using CAN systems.

Independent Claim 1

149. Claim 1 recites: A method, comprising:
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[a] providing a vehicle having a factory-installed first apparatus including a
processor, programmed to communicate with a factory-installed second apparatus
through a vehicle data bus with a first message having an identifier;

[b] electrically disconnecting the vehicle data bus between the factory-installed
first apparatus and the factory-installed second apparatus;

[c] electrically connecting a retrofit apparatus to the vehicle data bus; and

[d] transmitting a second message from the retrofit apparatus to the factory-
installed first apparatus, the second message being indistinguishable from the first
message.

150. The preamble of claim 1 recites “[a] method comprising” and Munoz
discloses a method involving a multi-function control and display apparatus and
device for automobiles. This is disclosed in the Munoz title, Abstract, and the
specification. Ex. 1004.

151.  The first element [a] of claim 1 is “providing a vehicle having a factory-
installed first apparatus including a processor, programmed to communicate with
a factory-installed second apparatus through a vehicle data bus with a first
message having an identifier.”

152. Munoz discloses in Fig. 1 a vehicle (“automobile or truck’) and one
arrangement including a 1% apparatus 110, a first apparatus, and a 2"* OEM

apparatus 105, with the communication there between going through a CAN
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vehicle data bus; for convenience | have shown that the original communication
path as a dotted line “C” in Ex. 1007, a modified version of Munoz’s Fig. 1.
Since both the 1%t and 2" apparatus include electronics each will include
processors. As | explained in paragraph 134, in accordance with Negley, Bosch,
and SAE, a POSITA would understand that an ECU, such as the original
dashboard electronics 105, original electronics to operate a factory installed
sunroof 100, and roof control module 100, would have each included a processor
to transmit, receive, filter, and process received messages over the CAN Bus. In
addition, for the CAN communication system to operate as the OEM desired,
CAN Bus messaging must occur between the 2" apparatus 105 and the 1%
apparatus 110. In Munoz such CAN messages will take place over the mentioned
original data connection that I have designated “C,” and those CAN messages
would need to be in conformance with CAN Bus message protocols. A POSITA
in the CAN Bus art knows that CAN Bus message protocols require use of a
frame part of which includes an identifier, and such frames would constitute a first
message between 105 and 110. (See, Ex 1007; Negley, Ex. 1006, pages 24-28 ;
Bosch at Part A, pages 4-12, Part B, pages 34-47, 54; See also, paragraphs 126-
148 of this Declaration).

153.  The second element [b] of claim 1 is “electrically disconnecting the vehicle

data bus between the factory-installed first apparatus and the factory-installed
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second apparatus.”

154, Munoz discloses in Fig. 1, specifically in box 115, that when the retrofit
control module 100 is added, the retrofit device is connected via the original CAN
Bus that | have shown in my modified version of Munoz’s Fig. 1, Ex. 1007, as
“A” and by a second bus I have designed “B” and switch 120 terminates the
connection between the first and second apparatus, devices 110 and 105,
respectively, thereby teaching one to perform the step of electrically disconnecting
the vehicle data bus between the factory-installed first apparatus and the factory-
installed second apparatus. In addition, Munoz discloses that his use of ECUs is
on a CAN-based network (See, 2: 55-64), and based on my discussion of CAN
systems and CAN message protocols prior to 2007, a POSITA would know that
CAN messages have a fixed format including identifiers and the claimed “first
message” would have to conform to that CAN system message protocol and
include an identifier for the command sent by node 218, the navigation system, to
the telecommunication apparatus 200, just as the message from the original
dashboard 105 would also have to conform to the CAN system message protocol
and include an ID for that original dashboard commands to the original electronics
as well as the actuators operating the factory installed sunroof or folding roof.
(See, Ex. 1004, 1007; Negley, Ex. 1006, pages 24-28; Bosch at Part A, pages 4-12,

Part B, pages 34-47, 54; paragraphs 126-148 of this declaration).
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155.  The third element [c] of claim 1 recites “electrically connecting a retrofit
apparatus to the vehicle data bus.”

156. Munoz shows this claimed step by showing in Fig. 1 that his retrofitted
apparatus, the roof control module 100, is connected to the vehicle data bus “A.”
As | already explained, an aftermarket automobile device would be interpreted by
a POSITA to be equivalent to a “retrofit apparatus.”

157. The fourth element [d] of claim 1 recites “transmitting a second message
from the retrofit apparatus to the factory-installed first apparatus, the second
message being indistinguishable from the first message.”

158. In my opinion, this step is also taught by Munoz as a roof open or roof close
CAN message coming from the retrofit roof control module 100 as a 2" message
would have the same message identifier as that originally formed or created in the
1% message coming from the 2" apparatus 105, the original dashboard electronics,
to cause the actuators in the 1% apparatus 110 to accept the message and operate as
intended. A POSITA would have understood that when the aftermarket
functionality is disabled, a first CAN message sent from the original dashboard
105 intended for the original electronics to operate the factory-installed roof 110
would have been received by the retrofit roof control module 100, and the retrofit
roof control module 100 would have transmitted a second CAN message,

indistinguishable from the first CAN message, to the factory-installed roof 110

Petitioner's Eth%?t 1103
Page 59 of 144





with the proper information in the identifier field, but with data modified as its
processor determined to allow modified roof control. My opinion is confirmed by
reference to Negley, Ex. 1006 who explains that CAN message identifiers in
created messages must include the proper information in the identifier field that
receiving nodes or ECUs will use to determine if the message is one that needs to
be accepted and acted on by checking the message identifier bits against the filters
and mask registers to see if there was a match. Thus, to the extent Munoz does
itself not disclose this mimicking, it would have been obvious to a POSITA based
on general knowledge of CAN systems and CAN message protocols, and
including the disclosures in Negley, that a CAN message from the retrofit roof
control module 100 would use a message identifier that the roof actuators in the 1%
apparatus 110 would recognize, and that would be seen as a match to thereby
cause the rooftop mechanism to operate, thereby disclosing all of the limitations
of claim 1. (See, Negley, Ex. 1006, pages 18-21, 24-28; Bosch at Part A, pages 4-
12, Part B, pages 34-47, 54; paragraphs 126-148 of this Declaration.)

Claim 2

159. Claim 2 recites: The method as in claim 1, wherein the second message uses
the identifier of the first message.
160.  The step of having the 2" message use the identifier of the 1% message has

already been shown in the discussion of the sixth element of claim 1. In my
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opinion this step is taught by Munoz as a roof open or roof close CAN Bus
message coming from the retrofit roof control module 100 would employ the same
message identifier as that originally formed or created by the 2" apparatus 105
original dashboard electronics to cause the actuators in the 1% apparatus 110 to
operate as intended, but now with modified data as to vehicle speed. CAN
message identifiers in created messages must include the proper information,
including the identifier information that nodes use to determine if a message
should be accepted and acted upon. To the extent Munoz does not disclose this
mimicking, it would have been obvious to a POSITA of CAN systems and CAN
message protocols, and in view of the disclosures in Negley that CAN messages
from the retrofit roof control module 100 use a message identifier that the roof
actuators in the 1% apparatus 110 would recognize, and that would be seen as a
match to thereby cause the rooftop mechanism to operate, thereby disclosing all of
the limitations of claim 2. (See also, paragraphs 126-148 of this Declaration.).

Claim 3

161. Claim 3 recites: 3. The method as in claim 1, further comprising receiving
the first message in the retrofit apparatus.

162. The step of “receiving the first message in the retrofit apparatus” is shown
by Munoz since the 2"¥ OEM apparatus 105 is connected to the retrofit roof

control module 100 through the first bus “A,” and Fig. 1 of Munoz discloses in
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box at 115 that “all communication [from 105 to 110] has to go through the roof
control module [100].” Thus, any “first” message will be directed through the
retrofit apparatus 100 and will, thereby, be received therein, thereby disclosing the
limitations of claim 3.

Claim 4

163. Claim 4 recites: ““The method as in claim 3, wherein the retrofit apparatus re-
transmits messages received on the vehicle data bus to the factory-installed first
apparatus.”

164. The step of claim 4 of “wherein the retrofit apparatus re-transmits messages
received on the vehicle data bus to the factory-installed first apparatus” is taught
by Munoz for reasons | have already explained in paragraphs 132 and 161 above.
As noted for claim 3, the 2" OEM apparatus 105 is connected to the retrofit roof
control module 100 through the first bus “A,” and Fig. 1 of Munoz discloses in
box at 115 that “all communication [from 105 to 110] has to go through the roof
control module [100].” Further, Munoz explains that “[A]s diagrammed, a switch
120 connects the vehicle factory dashboard electronics and controls 105 to the
Roof Control Electronics 110 via the Roof Control Module 100, such that the
factory data connection is routed through the Roof Control Module 100.” (See, 6:
32-36). Thus, any “1°"” messages will be directed or routed through the retrofit

apparatus 100, and will, thereby, be received therein. As such messages are
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disclosed as going “through the roof control module” those messages will be re-
transmitted over the data bus “B” to the 1% apparatus 110. As the disclosure of
Fig 1 explains in the box at 100: “The roof module is connected between the
internal sensors, switches and electronics in an automobile or truck — it is
removing or altering data exchanged between integrated and closed systems to
allow additional operations normally not available to operate an automatic folding
roof or sunroof.” Thus, Munoz read it view of Bosch and Negley, both of which
deal with CAN systems for use in automobiles, show the step claimed in claim 4.
(See Bosch at Part A, pages 4-12, Part B, pages 34-47, 54; Negley, Ex. 1006,
pages 18-21, 24-28).

Claim 5

165. Claim 5 recites: The vehicle that has been retrofitted according to the
method as in claim 1.

166. Munoz discloses that his retrofit apparatus is for automobiles, and read it
view of Bosch and Negley has disclosed the method claimed in claim 1, thereby
disclosing the limitations of claim 5. (See Bosch at Part A, pages 4-12, Part B,
pages 34-47, 54; Negley, Ex. 1006, pages 18-21, 24-28).

Independent Claim 6

167. Claim 6 recites: A vehicle comprising:

[a] a factory-installed first apparatus including a first processor which is
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programmed to receive a first message on a vehicle data bus from a factory-
installed second apparatus; and

[b] a retrofit apparatus connected to the vehicle data bus including a second
processor programmed to transmit a second message which mimics the first
message.

168.  The first element [a] of claim 6 recites: “a factory-installed first apparatus
including a first processor which is programmed to receive a first message on a
vehicle data bus from a factory-installed second apparatus.”

169. Munoz in Fig. 1 shows a 1%t OEM apparatus 110, that includes an
arrangement of original electronics as well as the actuators operating the factory
installed sunroof or folding roof, and in my opinion those electronics would have
included a processor. That 1% apparatus 110 was originally in data
communication over an original data connection that | have shown in dotted line
in Ex. 1007 at “C,” that permitted CAN system messages, the claimed “1%
messages” to be transmitted from a 2" apparatus 105, the original dashboard,
internal sensors and electronics, to the 1% apparatus 110, thereby teaching all the
limitations of this first element of claim 6. (See also, paragraph 134 of this
Declaration).

170.  The second element [b] of claim 6 recites: “a retrofit apparatus connected to

the vehicle data bus including a second processor programmed to transmit a
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second message which mimics the first message.”

171. Munoz discloses in his Fig. 1 a retrofit roof control module 100 that is
connected to the vehicle data bus via the path “A” as I have shown on the
modified version of Munoz’s Fig. 1 Ex. 1007. Munoz’s roof control module 100
also as a node in a CAN system will, again according to CAN system protocols,
include a processor. (See, Negley, Ex. 1006, pages 20-21, and text in Fig. 3;
Bosch at Part A, pages 4-12, Part B, pages 34-47, 54). As for the 2"Y message
mimicking the 1% message, this is also taught by Munoz as a roof open or roof
close CAN message coming from the retrofit roof control module 100 would have
to have the same message identifier as that originally formed or created by the 2"
apparatus, the original dashboard electronics, to cause the actuators in the 1
apparatus to operate as intended. A POSITA would recognize that CAN message
identifiers in created messages must include the proper information, including
identifier information in the identifier field that nodes receiving messages use
when checking message identifies against the filters and mask registers to
determine if the message should be recognized and acted upon. To the extent
Munoz does not disclose this mimicking, it would have been obvious to a POSITA
of CAN systems and CAN message protocols, and in view of the disclosures in
Negley, to use a CAN message from the retrofit roof control module 100 using a

message identifier that the roof actuators in the first apparatus 110 would
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recognize, and that would be seen as a match to thereby cause the rooftop
mechanism to operate, thereby disclosing all of the limitations of claim 2. (See,
Negley, Ex. 1006, pages 24-28; Bosch at Part A, pages 4-12, Part B, pages 34-47,
54; paragraphs 126-148 of this Declaration).

Claim7

172. Claim 7 recites: The vehicle as in claim 6, wherein the first message
comprises a message identifier that has been assigned to the factory-installed
second apparatus and wherein the second processor is programmed to transmit the
second message with the same message identifier.

173. On a CAN Bus system nodes or ECUSs, as transmitters of bus messages,
have IDs assigned to them that a receiving node or ECU will examine as messages
come over the CAN Bus. The CAN Bus specification referred to in Munoz thus
routes messages using an IDENTIFIER. Bosch at Part A, page 6. The
IDENTIFIER “describes the meaning of the data, so that all nodes in the network
are able to decide by MESSAGE FILTERING whether the data is to be acted
upon by them or not.” Id. Accordingly, Munoz communicates from the 2"
apparatus 105, the original dashboard and its internal sensors and electronics, via a
CAN Bus message with a message identifier that the factory assigned to the 2"
OEM apparatus that the 1t OEM apparatus will recognize. In my opinion, the

retrofit roof control module 100 includes a processor, since as a CAN node it will
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include a processor, as Negley discloses in Fig. 3 (Ex. 1006, page 20-21). For the
retrofit Roof Control Module 100 to control roof operation, the CAN message and
its identifier that it creates, the 2" message, to accomplish that control must
include in the 2" message it sends to the 1 apparatus 110 a message identifier
that the 1% apparatus 110 will recognize and act upon. As was noted previously
regarding the 2" message mimicking the 1% message, a POSITA will understand
that a roof open or roof close 2" CAN message coming from the Munoz retrofit
roof control module 100 would employ the same message identifier as that
originally formed or created by the 2"¥ OEM apparatus 105, original dashboard
electronics, to cause the actuators in the 1% apparatus 110 to operate as intended.
Under CAN protocols, message identifiers in created messages must include the
proper information, including the identifier information, nodes or ECUs use to
determine if the message should be acted upon. To the extent Munoz does not
disclose this mimicking, it would have been obvious to a POSITA of CAN
systems and CAN message protocols, and in view of the disclosures in Negley, to
use in a 2" CAN message from the retrofit roof control module 100, a message
identifier that the roof actuators in the 1t OEM apparatus 110 would recognize,
and that would be seen as a match to thereby cause the rooftop mechanism to
operate as intended, thereby meeting all of the limitations of claim 2. Thus,

Munoz, read it view of Bosch and Negley, show the element claimed in claim 7.
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(See, Negley, Ex. 1006, pages 20-21, text at Fig. 3; Bosch at Part A, pages 4-12,
Part B, pages 34-47, 54; paragraphs 126-148 of this Declaration).

Claim 8

174, Claim 8 recites: 8. The vehicle as in claim 7, wherein the message identifier
Isan 11 bit or 29 bit CAN ID.

175. Forming a CAN message identifier with an 11 bit or 29 bit CAN ID is an
industry standard and was in the mid-2000’s. As noted in paragraphs 56 and 64 in
this Declaration, CAN messages sent on a CAN system must conform to a CAN
message protocol, and there are two CAN message frame formats; the only
difference between them is the length of the identifier. As noted above, a standard
CAN message frame, known as CAN 2.0A, supports a length of 11 bits for the
identifier, whereas an extended message frame, known as CAN 2.0B, supports a
length of 29 bits for the identifier. The structure for these two CAN protocol
message frames is shown in paragraph 64 above, and this claimed element is a
known fact and one everyone using a CAN system message must follow.
Therefore, one skilled in the art as of the filing date of the ‘505 patent application
would know the details of the standard and expanded CAN message frames and
for the identifier portion thereof. (See, Bosch at Part A, pages 4-12, Part B, pages
34-47, 54; Negley, Ex. 1006, pages 24-28; paragraphs 56 and 64-65 of this

declaration).
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Claim 9

176. Claim recites: 9. The vehicle as in claim 6, wherein the vehicle data bus is a
CAN network.

177. Munoz discloses using CAN Bus networks for his retrofit systems as Munoz
refers to aftermarket accessories being integrated into CAN Bus systems as
required by claim 9. (See, Munoz, 1: 50-53; 2: 55-63; 3: 13-21).

Independent Claim 10

178. Claim 10 recites: A vehicle, comprising:

[a] a factory-installed first apparatus including a first processor, programmed to
receive a first message via a vehicle data bus from a factory-installed second
apparatus, the first message having a message identifier; and

[b] a retrofit apparatus, operatively connected to the vehicle data bus, including a
second processor programmed to send a second message having the same message
identifier.

179.  The preamble of claim 10 recites a vehicle and Munoz’s invention is
designed for vehicles, and therefore renders the preamble obvious. (See. Abstract,
and Fig. 1, among other disclosures throughout the Munoz patent.)

180. The first element [a] of claim 10 recites “a factory-installed first apparatus
including a first processor, programmed to receive a first message via a vehicle

data bus from a factory-installed second apparatus, the first message having a
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message identifier.”

181. Munoz discloses in Fig. 1 one arrangement including a 1t OEM apparatus
110, the original electronics as well as the actuators operating the factory installed
sunroof or folding roof, and a 2"* OEM apparatus 105, the original dashboard,
internal sensors and electronics, with the communication there between going
through a CAN vehicle data bus; for convenience | have shown that the original
communication path in a dotted line “C” in Ex. 1007, a modified version of
Munoz’s Fig. 1. Since both the 1% OEM apparatus 110 and 2" OEM apparatus
105 include electronics each will necessarily include processors. In addition, for
the CAN communication system to operate as the OEM desired, messaging must
occur between the 2"¥ OEM apparatus 105 and 1% OEM apparatus 110 and those
CAN Bus messages are transmitted over the original data connection designated
“C” in Ex. 1007, and those CAN Bus messages would have confirmed with CAN
message protocols. In Munoz, CAN messages will take place over that original
data connection designated “C,” and those CAN messages would have conformed
with CAN message protocols. A POSITA in CAN message protocols would
understand those protocols as requiring the use of a data frame part including an
identifier, and such frames would constitute a 1% message between the 2" OEM
apparatus 105 and the 15 OEM apparatus 110. (See, Ex 1007; See also,

paragraphs 126-148 of this Declaration). Consequently, Munoz discloses this first
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element of claim 10. (See, Ex 1007; Bosch at Part A, pages 4-12, Part B, pages 34-
47, 54; Negley, Ex. 1006, pages 24-28; see also, paragraphs 126-148 of this
Declaration). Consequently, this discloses this second element of claim 10.

182.  The second element [b] of claim 10 recites “a retrofit apparatus, operatively
connected to the vehicle data bus, including a second processor programmed to
send a second message having the same message identifier.”

183. Munoz discloses in his Fig. 1 a retrofit roof control module 100 that is
connected to the vehicle data bus via the path “A” as I have shown on the
modified version of Munoz’s Fig. 1 Ex. 1007. Munoz’s retrofit roof control
module 100, as a node in a CAN system will, according to CAN system protocols,
include a processor. As for the 2" message using the same message identifier as
the 1% message, in my opinion this is taught by Munoz as a roof open or roof close
CAN message coming from the retrofit roof control module 100, the 2" message,
would employ the same message identifier as that originally formed or created by
the 2" OEM apparatus 105, the original dashboard electronics, to cause the
actuators in the 1 OEM apparatus 110 to operate as intended. As previously
discussed, CAN message identifiers in created messages must include the proper
information, including the identifier information in the identifier field that nodes
or ECUs check against the filter and mask registers in their processors, to

determine if the message should be accepted and acted upon. To the extent
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Munoz does not disclose this mimicking, it would have been obvious to a POSITA
of CAN systems and CAN message protocols, in view of the disclosures in
Negley, that a CAN messages from the retrofit roof control module 100 would use
a message identifier that the roof actuators in the 1 apparatus 110 would
recognize, and that would be seen as a match to thereby cause the rooftop
mechanism to operate, thereby meeting all of the limitations of this element of
claim 10. (See, Negley, Ex. 1006, pages 20-21, text at Fig. 3; Bosch at Part A,
pages 4-12, Part B, pages 34-47, 54; paragraphs 126-148 of this Declaration).

Claim 11

184, Claim 11 recites: The vehicle as in claim 10, wherein the second message
originating from the retrofit apparatus is indistinguishable to the first apparatus
from the first message received from the second apparatus.

185. Munoz describes this limitation of claim 11 since a roof-open or roof-close
CAN message coming from the retrofit roof control module 100 would employ a
message identifier like that originally formed or created by the original dashboard
electronics to cause the actuators in the 1 OEM apparatus 110 to operate as
intended. As previously discussed, CAN message identifiers in created messages
must include the proper information, including the identifier information in the
identifier field that nodes or ECUs check against the filter and mask registers in

their processors to determine if the message should be accepted and acted upon.

Petitioner's Exhiz)%t 1103
Page 72 of 144





To the extent Munoz does not disclose this mimicking, it would have been obvious
to a POSITA of CAN systems and CAN message protocols, in view of the
disclosures in Negley, that a CAN messages from the retrofit roof control module
100 would use a message identifier that the roof actuators in the 1% apparatus 110
would recognize, and that would be seen as a match to thereby cause the rooftop
mechanism to operate, thereby meeting all of the limitations of this element of
claim 10. If the 1% OEM apparatus 110’s processor sees a match with the
message identifier used by the 2" message, then the 2" message and its message
identifier will be indistinguishable to the 1t OEM apparatus 110 from that
previously seen relative to the message identifier within the 15t message. (See,
Negley, Ex. 1006, pages 20-21, text at Fig. 3; Bosch at Part A, pages 4-12, Part B,
pages 34-47, 54; paragraphs 126-148 of this Declaration.)

Claim 12

186. Claim 12 recites: “The vehicle as in claim 10, wherein the factory-installed
first apparatus responds to the second message originating from the retrofit
apparatus as if it were the first message which the first processor is programmed
to receive from the factory-installed second apparatus.”

187. Munoz describes this limitation of claim 12 since the roof open or roof close
CAN Bus message coming from the retrofit roof control module 100 would

employ the same message identifier as that originally formed or created by the 2"
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OEM apparatus 105, the original dashboard electronics, in order as that message
identifier is the one that the 15 OEM apparatus 110 processor will recognize and
trigger action thereon, thereby causing the actuators in the 1%t OEM apparatus 110
to operate and thereby respond to or act on the second message.” As previously
discussed, CAN message identifiers in created messages must include the proper
information, including the identifier information in the identifier field that nodes
or ECUs check against the filter and mask registers in their processors to
determine if the message should be accepted and acted upon. To the extent
Munoz does not disclose this mimicking, it would have been obvious to a POSITA
of CAN systems and CAN message protocols, in view of the disclosures in
Negley, that a CAN messages from the retrofit roof control module 100 would use
a message identifier that the roof actuators in the 1 apparatus 110 would
recognize, and that would be seen as a match to thereby cause the rooftop
mechanism to operate, thereby meeting all of the limitations of this element of
claim 10. In my opinion, a POSITA, knowing what Munoz discloses, would
recognize that the 1% apparatus 110 would only accept and act on correctly
identified CAN Bus messages originating from the retrofit device 100 as if that 2"
message was the 15t message, if the message identifier in that 2" message was one
that the 1% processor in 110 is programmed to receive from the factory-installed

2" apparatus 105. To the extent Munoz does not disclose a CAN message from
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the retrofit device 100 bound for the 1% processor in the 1% OEM apparatus 110,
“as if it were the first message which the first processor is programmed to receive
from the factory-installed second apparatus [105],” Munoz, read it view of Bosch
and Negley, would have made it obvious to a POSITA to use in a 2"“CAN Bus
message from the retrofit roof control module 100 a message identifier that the
processor in the 1% apparatus 110 would recognize, and that would be seen as a
match to thereby cause the roof control actuators in the rooftop mechanism to act
on the message and operate the roof as desired. (See, Negley, Ex. 1006, pages 20-
21, text at Fig. 3; Bosch at Part A, pages 4-12, Part B, pages 34-47, 54; paragraphs
126-148 of this Declaration.)

Claim 13

188. Claim 13 recites: The vehicle as in claim 10, wherein the factory-installed
first apparatus is electrically disconnected from the vehicle data bus.” Munoz
shows in Fig. 1 a switch 120 that electrically disconnects the OEM first apparatus
110 from the vehicle data bus “A” in Ex. 1007, thereby disclosing this claim
limitation.
GROUND 2: CLAIMS 14-16 ARE OBVIOUS BASED ON MUNOZ, IN
VIEW OF BOSCH, CAN SPECIFICATION (BOSCH, EX. 1010), NEGLEY,

AND ALSO IN VIEW OF LOBAZA US PATENT NO. 6,812,832, EX. 1014
(“LOBAZA”)

Claim 14

189. Claim 14 recites: “The vehicle as in claim 10, wherein the factory-installed
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second apparatus is an object sensor capable of detecting objects in a frontal area
of the vehicle.”

190. Munoz taken together with Bosch, Negley, and SAE, show the subject matter
claimed in claim 10, which is the claim from which claim 16 depends. In the ‘505
patent, the applicant at col. 1, lines 37-38 referenced a prior art patent to Lobaza,
USP No. 6,612,832 (a copy is included as Ex. 1014). In a response dated May 25,
2017, the applicant made amendments to both the drawings and specification.

The specification additions appear at col. 7, line 28 (a pre-impact system 304), and
at lines 34-58. The applicant admits that the material added to the specification
was copied directly from Lobaza and stated the material “is a copy of Lobaza’s
disclosure in col. 4, lines 42-67.” (See, Ex. 1102, 31 (Nov. 30, 2017 Amendment,
page 8)). It is my understanding that Lobaza issued as a patent on November 2,
2004 and is, therefore, prior art to the ‘505 patent. It is also my understanding that
patent claim 16 was application claim 17 that was rejected for a lack of being
supported by the specification. The material copied from Lobaza discloses the
subject matter of claim 16, and in particular, an object sensor capable of detecting
objects in a frontal area of the vehicle. At col. 4, lines 50-52, Lobaza teaches “the
vehicle is configured with a sensor (or sensors) capable of detecting objects in the
frontal area of the vehicle.”

191. It is my opinion that a POSITA would have had a reason to incorporate
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Lobaza’s teachings into Munoz. Lobaza teaches the use of object detection
systems to detect objects in the frontal area of a vehicle, an automatic braking
system, and a parking aid, all of which Lobaza explains are “known to those of
skill in the art.” (Lobaza, 4:43-49). The reason for including these features in a
vehicle data bus, as disclosed by Lobaza (2:4-10), is to activate another device
connected to the “CAN vehicle data bus.” (See Lobaza, 4:39-43). Lobaza
discloses sending out a distress call via a telecommunication apparatus on the
CAN vehicle data bus if an objection detection system, automatic braking system,
or parking aid is triggered.

192. Munoz is also concerned with automotive safety, and discloses a “device
[that] allows additional safety features to be achieved.” (See Munoz, 4:55-57).
Munoz discloses using its device to improve “common factory systems by
automatically activating the vehicle hazard light when the Anti-Lock Braking
System (ABS), Traction Control, or Automatic Skid Control (ASC) systems are
activated.” (Munoz, 4:65-5:2; see also Munoz, claim 12). Indeed, Munoz’s claim
12 discloses a retrofit device activating hazard signals when the Anti-Lock
Braking System (ABS), Traction Control, or Automatic Skid Control (ASC)
systems are activated.

193. Based on these disclosures, a POSITA would have been motivated to

arrange each of Lobaza’s object sensor, automatic braking system, and parking aid
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on Munoz’s vehicle data bus, in communication with Munoz’s retrofit device, in
order to allow Munoz’s retrofit device to take action in response (such as honking
the horn or engaging hazard lights) to an alert from these systems. This
modification is consistent with Munoz’s disclosure of arranging known safety
features onto the vehicle data bus in order to supplement the safety features with
additional alerts.

194, Consequently, Munoz taken together with Bosch, SAE, Negley, and Lobaza
show the subject matter of claim 16.

Claim 15

195. Claim 15 recites: “The vehicle as in claim 10, wherein the factory-installed
second apparatus is part of an automatic braking system.”

196. Munoz taken together with Bosch, Negley, and SAE, show the subject matter
claimed in claim 10. In the ‘505 patent, the applicant at col. 1, lines 37-38
referenced a prior art patent to Lobaza, USP No. 6,612,832 (a copy is included as
Ex. 1014). In aresponse dated November 30, 2017, the applicant made
amendments to both the drawings and specification. The specification additions
appear at col. 7, line 28 (a pre-impact system 304), and at lines 34-58. The
applicant admits that the material added to the specification was copied directly
from Lobaza and stated the material “is a copy of Lobaza’s disclosure in col. 4,

lines 42-67.” (See, Ex. 1102, 31 (Nov. 30, 2017 Amendment, page 8). It is my
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understanding that Lobaza issued as a patent on November 2, 2004 and is,
therefore, prior art to the ‘505 patent. It is also my understanding that patent
claim 17 was application claim 18 that was rejected for a lack of being supported
by the specification. The material copied from Lobaza discloses the subject
matter of claim 17, and in particular, that Lobaza’s impact warning system 104
may be shared by other subsystems in the vehicle, such as, automatic braking
systems known to those skilled in the art. (See, col. 4, lines 46-48).

197. | have already explained above that it is my opinion that a POSITA would
have had a reason to incorporate Lobaza’s teachings into Munoz. (See 11202-204
above). Consequently, Munoz taken together with Bosch, Negley, and SAE, and
Lobaza show the subject matter of claim 17.

Claim 16

198. Claim 16 recites: “The vehicle as in claim 10, wherein the factory-installed
second apparatus is part of a parking aid system.”

199. Munoz taken together with Bosch and Negley, show the subject matter
claimed in claim 10. In the ‘505 patent, the applicant at col. 1, lines 37-38
referenced a prior art patent to Lobaza, USP No. 6,612,832 (a copy is included as
Ex. 1014). In aresponse dated May 25, 2017, the applicant made amendments to
both the drawings and specification. The specification additions appear at col. 7,

line 28 (a pre-impact system 304), and at lines 34-58. The applicant admits that
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the material added to the specification was copied directly from Lobaza and stated
the material “is a copy of Lobaza’s disclosure in col. 4, lines 42-67.” (See, EX.
1102, 31 (Nov. 30, 2017 Amendment, page 8)). Itis my understanding that
Lobaza issued as a patent on November 2, 2004 and is, therefore, prior art to the
‘505 patent. It is also my understanding that patent claim 18 was application
claim 19 that was rejected for a lack of being supported by the specification. The
material copied from Lobaza discloses the subject matter of claim 18, and in
particular, that Lobaza’s impact warning system 104 may be shared by other
subsystems in the vehicle, such as, parking aid systems known to those skilled in
the art. (See, col. 4, lines 46-48).

200. | have already explained above that it is my opinion that a POSITA would
have had a reason to incorporate Lobaza’s teachings into Munoz. (See 11202-204
above). Consequently, Munoz taken together with Bosch, Negley, and SAE, and

Lobaza show the subject matter of claim 18.

GROUND 3: CLAIMS 1-13 ARE OBVIOUS BASED ON DIETZ, IN VIEW
OF BOSCH, CAN Specification (Bosch, Ex. 1010), Negley, AND SAE

201. Dietz is an installation manual For A Multimedia Interface 1280. The 1280
multimedia interface device was sold in the mid-2000’s, and this manual was
published on November 30, 2004. It was published by Audiotechnik Dietz

Vertrieba GmbH, Benzstrasse 12 D-67269 Gruntadt, who sold the 1280
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multimedia interface as a retrofit device for modifying a vehicle control system
and to send messages to the navigation system to make it appear as if the vehicle
was still stopped, or not in motion, thereby permitting the use of a navigation
screen to play TV or video in a vehicle while driving the vehicle, when the vehicle
Is in motion, and provided its customers with a six page installation guide (in
German and English) dated “30.11.04” (November 30, 2004) (“Dietz”). Ex. 1005
(Dietz).

202. Prior to adding the 1280 module into a vehicle, the OEM navigation system,
that included a monitor screen, was directly connected to other OEM ECUs by an
OEM CAN Bus, including the car’s control modules. A POSITA would
understand that CAN Bus messages were sent and received by both the OEM
navigation system and by the OEM vehicle’s ECU’s. Based on my own
knowledge and experience, an OEM navigation system had multiple functions
including the ability to play video on an internal screen, but only when the vehicle
was not moving, and for example, when a signal was sent indicating a parking
brake was on or a gear shift position was in Park (rather than Reverse, Drive, or
Neutral, e.g.). The state of motion of the vehicle is determined by the navigation
system module by way of the CAN Bus, specifically by using the signals about
the state of a gear shift, an OEM Park Brake Signal (PBS), or a Vehicle Speed

Signal (VSS), for example. When the Car is Parked, PBS is on, or the VSS is zero,
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for example, then the video is available to be played on the OEMs Navigation
Screen. A POSITA would recognize that, prior to adding the retrofit 1280 module,
the OEM navigation system was in communication with OEM units providing
vehicle motion signals, including the position of a gear shift, over a CAN Bus. A
POSITA would understand that Dietz monitors and alters gear-shift related signals
because Dietz refers to ascertaining the position of a gear-shift (“as long as the
reverse gear is laid in”’) to determine whether to provide an output signal for
automating switching of the unit. Dietz, 3. A POSITA would understand that a
signal could be provided to a switching input 4 of Dietz based on other conditions.
203. A POSITA would understand Dietz to teach suppressing the OEM vehicle
motion signals. When activated, Dietz operates to suppress the relevant vehicle
motion signals provided by the OEM vehicle to the navigation unit and provides
messages indicating the vehicle is not in motion (e.g., the vehicle in Park) instead.
204, Negley is an article by Bruce Negley titled “Getting Control Through CAN,”
and was published in a SENSORS publication dated October 2000, vol. 17, No.
10, and appeared on pages 18-34 of that issue. This article discusses the use of
CAN in automotive environments and sets forth many details of CAN systems,
their operation, system components, CAN protocols, how CAN systems are used,
node configuration, CAN messaging creation and sending, CAN messages, CAN

message frames, the importance of CAN message identifiers and their use,
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implementing CAN, and the advantages of using CAN systems.

Independent Claim 1

205. Claim 1 recites: A method, comprising:

[a] providing a vehicle having a factory-installed first apparatus including a
processor, programmed to communicate with a factory-installed second apparatus
through a vehicle data bus with a first message having an identifier;

[b] electrically disconnecting the vehicle data bus between the factory-installed
first apparatus and the factory-installed second apparatus;

[c] electrically connecting a retrofit apparatus to the vehicle data bus; and

[d] transmitting a second message from the retrofit apparatus to the factory-
installed first apparatus, the second message being indistinguishable from the first
message.

206. The preamble of claim 1 recites “[a] method comprising.”

207. The Dietz installation/connection manual (Ex.1005) teaches a method or
approach for adding a retrofit CAN Bus module, a 1280 module, into a vehicle’s
CAN Bus System. (See, Dietz, page 3).

208. The first element [a] of claim 1 is “providing a vehicle having a factory-
installed first apparatus including a processor, programmed to communicate with
a factory-installed second apparatus through a vehicle data bus with a first

message having an identifier.”
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2009. Dietz discloses providing a vehicle for installation of the retrofit kit with

various factory-model navigation units (Audi DVD Navigation RNS-E, BMW

E65, VW MFD2 / RNS2, VW Phaeton). Dietz, 4-6. Thus, Dietz discloses a

multi-media interface module 1280 that was sold as a retrofit device to permit

DVD videos, rear-view camera video, or TV to be played on the screen of a

navigation system, that included a monitor, while a vehicle was moving. Dietz

explains that the 1280 device is for “activating the TV standby of the picture while

driving...” and that the interface “makes it possible to view the picture of for a e.g.

rear-view camera on the navigation screen while moving.” (See, Dietz, page 3).

210. | have modified the installation arrangement or figure Dietz shows on page 3

as Ex. 1016, shown below:
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211. That modified figure shows a Car block (indicating, in my opinion, multiple
other car control modules on the OEM CAN Bus) on the right side (2" apparatus),
an OEM Navigation box, including a control module, (1% apparatus) on the left,
and the 1280 retrofit module in the bottom center. Communication between the
car control modules (2" apparatus) and the navigation module (1% apparatus)
originally occurred on the OEM vehicle data bus shown at the top of the figure
and | have labeled that OEM vehicle CAN Bus. A POSITA would understand
that the vehicle having such a navigation unit, which is the “Car” block in Dietz,
would also include at least one vehicle motion module. In my opinion, both the
navigation system (1% apparatus) and the car control modules (2" apparatus)
would have included electronics and that each will include processors. In support
of my opinion, Negley explains that nodes or ECUs connected to a CAN Bus will,
at a minimum, include a transceiver and a processor. (See, Negley at page 20-21).
In addition, a POSITA will understand that for a CAN Bus communication
system, as in the vehicle Dietz where is installing his device, to operate as the
OEM desired, CAN Bus messaging must occur between the car control module
(2" apparatus) and the OEM navigation system module (1% apparatus) over the
OEM CAN Bus, and that messages from the car control modules to the navigation
system correspond to 1% messages there between. In Dietz, such CAN Bus

messages will take place over the mentioned OEM data connection, the OEM
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CAN Bus that | have designated in Ex. 1016. Those CAN Bus messages would
need to be in conformance with CAN message protocols. As a POSITA knows,
CAN Bus message protocols require use of a data frame part of which includes an
identifier, and such frames including a message identifier from the car control
modules, would constitute a first message between the car block (2" apparatus)
and the navigation system (1% apparatus). (See, Ex 1016).

212. Thus, a bus message sent by the Car node of Dietz would have included a
message identifier that the Navigation node would have recognized, accepted, and
acted on because such CAN messages would have been in conformance with
CAN message protocols.

213. To the extent this “first message having an identifier” is not clearly disclosed
by Dietz when viewed in light of the knowledge possessed by a POSITA, it would
have been obvious to complement Dietz’s teachings with the standard CAN Bus
teachings of Negley, SAE, and Bosch. In view of these references’ specific
teachings identified above, a POSITA would have understood that a bus message
transmitted by Car node and processed by the Navigation node would have
constituted a “first message having an identifier” of claim 1. By the time of the
purported invention, use of CAN message identifiers was well known and
standard in the CAN Bus communication system. See Negley at 20, 21, 24, 26-

28.
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214, Reasons for using the same CAN Bus message identifier by retrofit devices,
to control an existing factory-installed navigation unit, are many. First, the CAN
Bus protocols had been established for many years for message-based systems,
and a POSITA would have chosen to operate using established CAN system
protocols. See Bosch, 4-14, 36-49, 56. Second, data frame structure is fixed, and
includes an identifier field where message identifiers are located. Third, all nodes
(or ECUs) see all messages transmitted over the bus and each node or ECU needs
to be able to distinguish between them to determine which ones it should accept
and act on. See also Negley at 20-21. Fourth, factory-installed nodes or ECUs
examine the identifier field for message identifiers to know whether a message
transmitted on the CAN Bus is one they should accept or recognize, and act on, or
discard. Negley at 20-21. Fifth, a node or an ECU’s processor examines the
identifier field looking for message identifier bits which are compared against its
filters and masks to determine if a match exists, and whether that message should
be accepted and acted on or discarded. Id. at 20-21, 26, 28. As Negley instructs:
“When one node wants to send data to any other node, it assembles a message
with the proper identifier and data, checks to see if the bus is free, and then
transmits the message.” Id. at 21. When a node receives messages a processor
examines the identifier bits, and its filters and mask are compared against those

identifier bits to see if there is a match, and upon finding one, an action is taken by
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the node or ECU. Id. at 26-28, Fig. 8. Consequently, a POSITA would
understand that to cause a node or ECU on an existing CAN Bus system to act as
intended, messages from a retrofit device directed to those nodes or ECUs would
use identifier information according to the CAN specification to cause those nodes
or ECUs to accept and act on messages as only this identify would pass the filters
and masks as stated earlier.

215. The second element [b] of claim 1 is “electrically disconnecting the vehicle
data bus between the factory-installed first apparatus and the factory-installed
second apparatus.”

216. Dietz teaches in his installation manual, Ex. 1005, and demonstrates in the
modified figure, Ex. 1016, to cut the CAN Bus and thereby electrically disconnect
the navigation system from the rest of the car. Dietz shows in his figure on page 3
of the manual that the original CAN Bus is cut through, cutting the CAN High and
CAN Low CAN Bus, as is indicated by the two slash marks (1/5 and 2/6) that
extend across the OEM CAN Bus. Also, the discontinuity of the line in
conjunction with the two slash marks indicates the cutting of the CAN Bus.
Further, the installation manual states “The CAN Bus has to be cut through and
connected with Pin 1, 2 and 5, 6 to the interface 1280 (See, Ex. 1005). Noting
that the cut happens between the “Navigation” module (first apparatus) and “Car”

(second apparatus), Dietz is electrically disconnecting the vehicle OEM bus
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between an OEM installed first apparatus (Dietz’s navigation system) and an
OEM installed second apparatus (Dietz’s car block or control modules, including
those indicating vehicle motion).

217.  The third element [c] of claim 1 recites “electrically connecting a retrofit
apparatus to the vehicle data bus.”

218.  As described above, and on page 3 of the Dietz 1280 installation manual, the
installer is directed to connect the 1280 module to both the OEM vehicle CAN
Bus leading to the car control modules (2" apparatus) and to a CAN Bus leading
to the navigation module (1% apparatus). (See, Ex. 1016 and Ex. 1005).

219.  The fourth element [d] of claim 1 recites “transmitting a second message
from the retrofit apparatus to the factory-installed first apparatus, the second
message being indistinguishable from the first message.”

220. A POSITA would understand that Dietz is intended to operate in a
transparent manner with regard to navigation unit and other modules in the car.
For example, Dietz cuts the vehicle CAN Bus and includes an activation switch of
Dietz for its functionality. See Dietz, 3 (input pin 4). A POSITA would
understand that when Dietz is not activated, communications would occur as if the
vehicle CAN Bus were not cut.

221. With regard to providing “a second message being indistinguishable from

the first message,” a POSITA would understand that Dietz intends to spoof a
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message from a vehicle motion module on the OEM control bus so as to indicate
to the navigation unit that the vehicle is not in motion when the vehicle is in
motion.

222.  The CAN Bus protocol referred to in Dietz routes messages using an
IDENTIFIER. Bosch at Part A, page 6. The IDENTIFIER “describes the
meaning of the data, so that all nodes in the network are able to decide by
MESSAGE FILTERING whether the data is to be acted upon by them or not.” Id.
Thus, based on its filters, a CAN Bus message processor in the 1t OEM
navigation system will look for a match for messages it should accept and act on.
Dietz, 3.

223. For example, in order for the video playback on the 1t OEM navigation
system, the processor processes CAN Bus messages related to vehicle motion.
One of those messages will indicate that the vehicle is not in motion, such as a
message on the CAN Bus that the vehicle is in Park from a gear indicator module.
Dietz suggests that the navigation system would look for a reverse gear indication
to determine that the vehicle is in motion and automatically activate the module.
See Dietz, 3 (“reverse gear is laid in”). Accordingly, a POSITA will understand,
based on Dietz and in view of Bosch and Negley, that the vehicle motion message
indicating that the vehicle is not in motion would be sent by the 1280 module to

the navigation unit when the 1280 module is activated by switch input 4. That
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“not in motion” message, e.g., a Park Gear indication, would be the same as a “not
in motion” message sent from the Car in Dietz when the vehicle is not in motion,
such as actually being in Park, so to allow Dietz to trick the navigation unit into
video playback mode while the vehicle is in motion.

224, To the extent Dietz alone does not disclose an indistinguishable message
(including its message identifier and other content), it would have been obvious to
a POSITA, in view of Negley, SAE, and Bosch, to provide an identical,
indistinguishable message from the retrofit unit. An identical message would
allow seamless integration and compatibility with the OEM Navigation node in
Dietz and avoid the need to reconfiguration of the Navigation node to accept
messages from the retrofit module.

225. In other words, and taking the example of parking brake signal, in Dietz the
retrofit apparatus is the 1280 module, the 1% apparatus is the navigation system,
there is an added second CAN Bus, and the 1280 sends CAN Bus messages to the
car control modules (2" apparatus). In order for the video-enabled state of the
OEM Navigation System (1% apparatus) to be available on its screen, it will, in my
opinion, receive CAN Bus message data it formerly needed related to the state of
vehicle’s motion, e.g., the Park Gear signal. As explained above, when the
vehicle is stopped, video will be active. In my opinion, most vehicle CAN

Systems employ logically grouped control modules for example powertrain and
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chassis, body electronics, entertainment, and so on. (See, Johansson, Ex 1011,
page 751-754, Figs. 7,8). In my experience, a Park Gear signal is normally
monitored by a vehicle’s Transmission Control Module (TCM). The TCM then
converts the electrical signals from Park Gear Switch to a uniquely identified
CAN Bus Message. Based on my experience, the OEM Navigation System (1°
apparatus) in Dietz will have been programmed to receive messages to control the
screen’s ON/OFF functions. A POSITA would understand, based on Bosch and
Negley, that a message directed to the Navigation System module to maintain this
control would, according to CAN system protocols, include a unique message
identifier that the processor in the navigation system will recognize and accept the
message in order to act on that a message as the “not in motion” signal, e.g., Park
Gear signal reported to the Navigation System module. Following installation of
the 1280 retrofit module, the very same “not in motion” Park Gear state message
will be sent to the Navigation System but now from the retrofit 1280 module to
tell the Navigation System that the Park Gear is “Active” and thereby enable
video playback on the screen when the park gear is not active. The retrofit 1280
module will suppress a Park Gear state message from the car control module (2"
apparatus) even though the park gear has been modified and the state has changed
to “False.” A POSITA would understand that a park brake signal or a vehicle

speed signal would be handled in a similar manner. A POSITA would also
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understand that in order for the navigation system processor to accept and act on
the message sent by the retrofit 1280 module allowing the screen to be activated,
according to the CAN protocol, that such a message, a second message from the
1280 module, would use the same message identifier used by previous bus
messages from the OEM second apparatus, the car control modules.

Claim 2

226. Claim 2 recites: The method as in claim 1, wherein the second message uses
the identifier of the first message.

2217. The step of having the second message use the identifier of the first message
has already been shown in the discussion of the sixth element of claim 1. This
step is taught by Dietz as a Gear Shift Signal, a Park Brake On/Off, or a Vehicle
Speed CAN Bus message coming from the Car (BCM or others) and it would
have the same message identifier as that originally formed or created by the
original vehicle electronics to cause the Navigation Screen to allow video
playback, together with Negley Ex. 1006. The 1280 module will retain the same
CAN Bus message identifier as that to enable the video in motion feature, thus
simulating the Car is in Park, the Park Brake Signal Set to ON, or the Vehicle
Speed Signal set to zero. A POSITA would know that a CAN Bus message, to
work in the CAN protocol, must include the proper information, including the

identifier information that determines which ECUs or nodes on a bus system, that
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see all CAN Bus messages, will accept a message having checked the identifier
against filters in its processor which is programed by the OEM to determine if the
message should be acted upon. To the extent Dietz does not disclose this
mimicking, it would have been obvious to a POSITA and from the general
knowledge of CAN Bus systems and CAN Bus message protocols, including the
disclosures in Negley who explains in the text before and after Fig. 8 and in the
section “Creating and Sending Messages,” that message identifiers are used and a
node or ECU processors to determine if a match with the identifier bits and if
there is a match then some action will be taken by the node. Consequently, for the
navigation system to recognize a match its processor will look at the message
identifier and if a match is recognized it will then respond as intended by the data
in the data frame.

Claim 3

228. Claim 3 recites: The method as in claim 1, further comprising receiving the
first message in the retrofit apparatus.

229. Dietz discloses or renders obvious “receiving the first message in the retrofit
apparatus.” Dietz is connected to the Car node over pins 5 and 6, e.g., of the 1280
module. Further, Dietz discloses that its functionality can be switched on and off.
As such, Dietz suggests that, when off, Dietz would act as if the module were not

present, effectively “re-splicing” the severed vehicle data bus by receiving
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messages from the Car portion of CAN Bus and retransmitting them to Navigation
portion of the CAN Bus. This would include vehicle motion messages, e.g., a
Park message from the gear indication module. Dietz suggests reception of such
vehicle motion messages. See Dietz, 3 (“reverse gear is laid in”).

230. A POSITA would recognize that virtual “re-splicing” could be achieved in
various conventional ways, including by using the 1280’s capability to recognize
and transmit CAN messages. It would be a matter of routine programming for the
1280 unit to accept all CAN messages and place an identical message in a queue
for retransmission. Providing software-based retransmission using the protocols
of the CAN Bus specification would be advantageous as it would allow signal
processing to enhance the ability of the signals to be received as compared to a
hardware-based solution. Further, Dietz also suggests such a software-based
retransmission, as a POSITA would understand it would desirable to suppress
vehicle motion signal that would cause interruption of video playback while not
disturbing CAN messages unrelated to vehicle motion.

231 For example, a POSITA would understand that the 1280 module must send
information about the Navigation VVolume Control information to the Amplifier
Module (AMP) of the vehicle. As the user of the vehicle requests the volume to
be controlled, they will press or turn a volume control button or knob. The

information about whether increase or decrease the vehicle’s volume is relayed
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over the CAN Bus to the AMP device. Since the vehicle’s CAN Bus has been cut,
the Dietz 1280 device must gateway this data back to the second CAN Bus from
the OEM CAN Bus.

Claim 4

232. Claim 4 recites: The method as in claim 3, wherein the retrofit apparatus
re-transmits messages received on the vehicle data bus to the factory-installed first
apparatus.

233. For similar reasons as discussed above regarding claim 3, the step of claim 4
Is also taught by Dietz.

Claim5

234, Claim 5 recites: The vehicle that has been retrofitted according to the
method as in claim 1.

235. Dietz, taken together with Negley, discloses that his retrofit 1280 apparatus
Is for automobiles, thereby disclosing the limitations of claim 5. See Dietz, 4-6
(referring Audi, BMW, and VW vehicles).

Independent Claim 6

236. Claim 6 recites:

237. 6. A vehicle comprising:
[a] a factory-installed first apparatus including a first processor which is
programmed to receive a first message on a vehicle data bus from a factory-

installed second apparatus; and
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[b] a retrofit apparatus connected to the vehicle data bus including a second
processor programmed to transmit a second message which mimics the first
message..

238.  The limitations of claim 6[a] and 6[b] generally correspond to the method of
installation recited in limitations 1[a] and 1[d]. My analysis based on Dietz
regarding claim 1 is thus incorporated herein.

239. The first element [a] of claim 6 is “a factory-installed first apparatus
including a first processor which is programmed to receive a first message on a
vehicle data bus from a factory-installed second apparatus.”

240. Briefly, Dietz discloses providing a vehicle for installation of the retrofit Kit
with various factory-model navigation units (Audi DVD Navigation RNS-E,
BMW EG65, VW MFD2 / RNS2, VW Phaeton). Dietz, 4-6. A POSITA would
understand that the vehicle having such a navigation unit, that is the “Car” block
in Dietz, would also include at least one vehicle motion module.

241. A POSITA would find Dietz to discloses or suggest a navigation unit, the
claimed “first apparatus,” in communication over Dietz’s CAN Bus with a vehicle
motion module (such as a gear indicator module), the claimed “second apparatus.”
As | have annotated (Ex. 1016), 1%t OEM navigation system communicates with a
2nd OEM apparatus, labelled “Car” in Dietz, via a vehicle data bus labelled as

“CAN high” and “CAN low” in Dietz and identified by in my annotation as
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“OEM CAN Bus.” See Dietz at 3; Ex. 1016. The uncut OEM CAN Bus
corresponds to the claimed “vehicle data bus.”

242. A POSITA would have understood that CAN Bus communication between
the 2" OEM car apparatus and the 1 OEM navigation system via the OEM CAN
Bus is in conformance with CAN message protocols. And because they are nodes
on a CAN Bus, a POSITA would understand that the navigation system, the
vehicle motion modules, and the retrofit modules would each have a processor for
implementing CAN Bus protocols, as referenced above.

243. With regard to providing “second message which mimics the first message,”
that requirement is satisfied by how Dietz renders obvious “a second message
being indistinguishable from the first message” in claim element 1[f]. Briefly, a
POSITA would understand that Dietz intends to spoof a message from a vehicle
motion module on the OEM control bus so as to indicate to the navigation unit
that the vehicle is not in motion when the vehicle is in motion thus “mimicking,”
e.g., a Park message from a Transmission Control Module as explained with
regard to claim element 1[f]. As noted previously, a POSITA would understand
that CAN Bus messages were sent and received by both the OEM navigation
system and by the OEM vehicle’s ECU’s. Based on my own knowledge and
experience, an OEM navigation system had multiple functions including the

ability to play video on an internal screen, but only when the vehicle was not
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moving, and for example, when a signal was sent indicating a parking brake was
“on” or the vehicle speed is zero or the gear shift was in Park. The state of motion
of the vehicle is determined by the navigation system module by way of the CAN
Bus, specifically by using the signals about the state, e.g., an OEM Park Brake
Signal (PBS) or a Vehicle Speed Signal (VSS) or gear shift signal. When the PBS
is “ON” or the VSS is zero or vehicle is in Park, then the video is available to be
played on the OEMs Navigation Screen.

244, In my opinion, the OEM Navigation System in Dietz, as a CAN Bus module,
includes its own processor. My opinion is supported by Negley who explains that
even generic nodes and ECUs in a CAN Bus system are comprised of a processor
and a transceiver. (See, Negley, Ex. 1006, Fig. 3, page 20-21). Before the Dietz
retrofit 1280 module is installed, the OEM Navigation system (1% apparatus) will
be receiving “state of motion” messages over the OEM CAN Bus (1% message)
from one or more OEM Vehicle ECUs (the Car) (2" apparatus). Thus, Dietz
shows the same starting position of vehicle ECUs as claimed.

245.  The second element [b] of claim 6 recites: “a retrofit apparatus connected to
the vehicle data bus including a second processor programmed to transmit a
second message which mimics the first message.”

246. Dietz teaches and discloses adding a retrofit 1280 module into an OEM

CAN Bus system between an OEM Navigation System (1% apparatus) and the
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control modules in the rest of the car (2" apparatus). Dietz’s installation manual
for the 1280 module (Ex., 1005) instructs an installer to cut the OEM CAN Bus
and to connect a retrofit 1280 module to the OEM CAN Bus leading to the car,
and to connect the OEM Navigation System (1% apparatus) to an added data bus, a
CAN Bus, established between the retrofit 1280 module and the Navigation
System (1% apparatus). The retrofit 1280 module is, in my opinion, a CAN Bus
system ECU, and will also have, at a minimum, a processor. To operate the video
playback on the Navigation system video screen when the vehicle is in motion or
moving following installation of the retrofit 1280 module, the 1280 retrofit
module will send a CAN Bus message (2" message) to the Navigation System (1%
apparatus) with modified data indicating, for example, that the Park Brake
Condition is “On.” To be operable on the CAN Bus system that 2" message must
follow CAN system protocols, as explained above, and the data frame will include
modified data along with message identifier bits that the processor in the
navigation system will recognize and use to determine whether to accept a
message and act on it. The message identifier bits are used by the processor and
checked against the filters and registers looking for a matching message identifier.
When a match is found using the message identifier the Navigation System (1°
apparatus) will act on that CAN Bus message as the CAN Bus message identifier

must be the same as that originally sent by the car (2" apparatus). This is
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confirmed by Negley who explains data frames, message identifiers, and this
matching process that uses message identifier bits in CAN messages. Thus, the
second message will emulate or mimic the message identifier of OEM 1%
message, and that 2" message from the retrofit 1280 module will be sent over the
added data bus to the navigation system (1% apparatus).

Claim7

247. Claim 7 recites: 7. The vehicle as in claim 6, wherein the first message
comprises a message identifier that has been assigned to the factory-installed
second apparatus and wherein the second processor is programmed to transmit the
second message with the same message identifier.

248. Dietz discloses that the “first message comprises a message identifier that
has been assigned to the factory-installed second apparatus.” The specification
for the CAN Bus referred to in Dietz routes messages using an IDENTIFIER.
Bosch at Part A, page 6. The IDENTIFIER “describes the meaning of the data, so
that all nodes in the network are able to decide by MESSAGE FILTERING
whether the data is to be acted upon by them or not.” Id. Accordingly, a POSITA
would understand that an identifier would be assigned to the “factory-installed
second apparatus” in Dietz to correspond with the data the second apparatus
desired to be conveyed to the first apparatus, and with the data the first apparatus

will accept. In the context of Dietz, a vehicle motion module would have assigned
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messages with corresponding identifiers (e.g., a message indicating whether the
vehicle is in park) to send on the CAN Bus.

249. Further, consistent with the analysis of element [b] of claim 6, element [f] of
claim 1, and claim 2 above, Munoz also discloses “the second processor is
programmed to transmit the second message with the same message identifier” as
the first message. In order to pass the filtering occurring at the navigation unit,
the 1280 retrofit module would transmit the same assigned identifier for the
vehicle motion signal.

250. Further, as explained for the second element of claim 6 above, to operate the
video playback on the Navigation Screen when the vehicle is in motion or moving
following installation of the retrofit 1280 module, the 1280 retrofit module will
send a CAN Bus message (2" message) to the Navigation System (1 apparatus)
with modified data indicating, for example, that the Park Gear State is “Active.”
To be operable on the CAN Bus system that 2" message must follow CAN
system protocols, as explained above, and the data frame will include modified
data along with message identifier bits that the processor in the navigation system
will recognize and use to determine whether to accept a message and act on it.
The message identifier used by the retrofit 1280 module for its 2" message, that
modifies the data in the Park Gear state message, will be one that the OEM system

has assigned to an OEM ECU in the vehicle, for example the ECU creating the
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Park Gear state message. The message identifier bits are used by the processor
and checked against the filters and registers looking for a matching message
identifier. When a match is found using the message identifier the Navigation
System (1% apparatus) will act on that 2" CAN Bus message as the CAN Bus
message identifier must be the same as that originally sent by the car (2"
apparatus) for the Park Gear state message. This use of CAN Bus message
identifiers is confirmed by Negley who explains data frames, message identifiers,
and this matching process that uses message identifier bits in CAN messages.
Thus, the second message will emulate or mimic the message identifier of OEM
1% message, and that 2" message from the retrofit 1280 module will be sent over a
data bus to the navigation system (1% apparatus). (See, Negley, Ex. 1006, pages
24-28). A POSITA would understand that a park brake signal or a vehicle speed
signal would be handled in a similar manner.

Claim 8

251. Claim 8 recites: The vehicle as in claim 7, wherein the message identifier is
an 11 bit or 29 bit CAN ID.

252. For similar reasons provided above regarding claim 8 and the Munoz
grounds, a POSITA reading Dietz would understand Dietz’s reference to a CAN
Bus includes a CAN Bus system that uses a CAN message identifier in every

message (including the “first message” and “second message” of claim 6) of either
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11 or 29 bits. See Bosch at page 1, Part A, page 11, Part B, page 43-44; Negley at
24-28.

Claim 9

253. Claim recites: The vehicle as in claim 6, wherein the vehicle data bus is a
CAN network.

254, Dietz specifically discloses installing his retrofit 1280 apparatus onto a
vehicle CAN Bus network thereby rendering the limitation in this claim obvious.
(See, Dietz Install Guide, Ex. 1005, page 3).

Independent Claim 10

255. Claim 10 recites: A vehicle, comprising:
[a] a factory-installed first apparatus including a first processor,
programmed to receive a first message via a vehicle data bus from a
factory-installed second apparatus, the first message having a message
identifier; and
[b] a retrofit apparatus, operatively connected to the vehicle data bus,

including a second processor programmed to send a second message

having the same message identifier.

256.  The preamble of claim 10 recites A vehicle, comprising:

257. Dietz is designed for vehicles, and therefore renders the preamble obvious.
(See Install Guide)

258.  The first element [a] of claim 1 is “a factory-installed first apparatus

including a first processor which is programmed to receive a first message on a
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vehicle data bus from a factory-installed second apparatus, the first message
having a message identifier.”

259. For similar reasons as discussed above regarding element [a] of claim 1 and
element [a] of claim 6, Dietz discloses or renders obvious the limitations of
elements 10[a]. The Navigation node in a system based on Dietz would have a
processor and be programmed to receive a vehicle motion message with a CAN
Bus message identifier via a vehicle data bus from a factory-installed vehicle
motion node, e.g., a gear indication node. The analysis based on Dietz regarding
claims 1 and 6 is thus incorporated herein.

260. As noted previously, a POSITA would understand that CAN Bus messages
were sent and received by both the OEM navigation system and by the OEM
vehicle’s ECU’s. Based on my own knowledge and experience, an OEM
navigation system had multiple functions including the ability to play video on an
internal screen, but only when the vehicle was not moving, and for example, when
a signal was sent indicating a parked state active or the vehicle speed is zero. The
state of motion of the vehicle is determined by the navigation system module by
way of the CAN Bus, specifically by using the signals about the state of an OEM
Park Brake Signal (PBS), Gear Shift Signal, or a Vehicle Speed Signal (VSS), for
example.

261. The second element [b] of claim 10 recites: “a retrofit apparatus, operatively
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connected to the vehicle data bus, including a second processor programmed to
send a second message having the same message identifier.”

262. For similar reasons as discussed above regarding element [f] of claim 1,
claim 2, and claim 7, Dietz discloses or renders obvious the limitations of element
10[b], including a processor in a 1280 retrofit module programmed to send a
spoofed message identical with a message identifier identical to a message from
the vehicle motion node. The analysis based on Dietz regarding claims 1, 2, and 7
Is thus incorporated herein.

263. Dietz teaches and discloses adding a retrofit 1280 module into an OEM
CAN Bus system between an OEM Navigation System (1% apparatus) and the rest
of the car (2" apparatus). Dietz’s installation manual for the 1280 module (Ex.,
1005) instructs an installer to cut the OEM CAN Bus and to connect a retrofit
1280 module to the OEM CAN Bus leading to the car (2" apparatus), and to
connect the OEM Navigation System (1% apparatus) via an added CAN Bus
established between the retrofit 1280 module and the Navigation System (1%
apparatus) as | have designated on the modified Dietz figure, Ex. 1016. The
retrofit 1280 module, as a CAN Bus system ECU, will also have in my opinion, at
a minimum a processor. To operate the video playback on the Navigation Screen
following installation of the retrofit 1280 module, the 1280 retrofit module will

send a CAN Bus message (2" message) to the Navigation System (1 apparatus)
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indicating that the Park Gear State is “Active.” The Navigation System (1°
apparatus) will act on that CAN Bus message as the CAN Bus message identifier
must be the same as that originally sent by the car (2" apparatus). Thus, the
second message will emulate or mimic the first OEM message, and that second
message from the retrofit 1280 module will be sent over the data bus linking the
retrofit 1280 module and the navigation system (1% apparatus).

Claim 11

264, Claim 11 recites: The vehicle as in claim 10, wherein the second message
originating from the retrofit apparatus is indistinguishable to the first apparatus
from the first message received from the second apparatus.

265. For similar reasons as discussed above regarding element [d] of claim 1,
claim 2, and claim 7, Dietz discloses or renders obvious the limitations of claim
11, including a processor in a 1280 retrofit module programmed to send a spoofed
message indistinguishable to the CAN Bus processor in the navigation node from
a message sent from the vehicle motion node, based on the message filtering
process of the CAN Bus protocol. The analysis based on Dietz regarding claims
1, 2, and 7 is thus incorporated herein,

Claim 12

266. Claim 12 recites: “The vehicle as in claim 10, wherein the factory-installed

first apparatus responds to the second message originating from the retrofit
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apparatus as if it were the first message which the first processor is programmed
to receive from the factory-installed second apparatus.”

267. For similar reasons as discussed above regarding element [d] of claim 1,
claim 2, claim 7, element [b] of claim 10, and claim 11, Dietz discloses or renders
obvious the limitations of claim 12, including that the navigation node responds to
the message originating from the 1280 retrofit apparatus as if it were a message
from the vehicle mode node of the Car. That response could include the
acknowledgement and error handling of the CAN Bus specification in addition to
permitting video playback when the vehicle is not in motion. The analysis based
on Dietz regarding claims 1, 2, 7, 10, and 11 is thus incorporated herein.

Claim 13

268. Claim 13 recites: “The vehicle as in claim 10, wherein the factory-installed
first apparatus is electrically disconnected from the vehicle data bus.”

2609. For similar reasons as discussed above regarding element [b] of claim 1,
Dietz discloses or renders obvious the limitations of claim 13, including
electrically disconnecting the vehicle data bus from the vehicle motion node in the
Car. Dietz states that the OEM CAN Bus is to be “cut through™ and shows this
by the two slash marks (1/5 and 2/6) thereby directing an installer to electrically
disconnect the OEM CAN Bus between the 2" OEM car apparatus and the 1%

OEM navigation system. See Dietz, 3; Ex. 1016. The analysis based on Dietz
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regarding claim 1 is thus incorporated herein.

GROUND 4: CLAIMS 1-13 ARE OBVIOUS BASED ON DIETZ, IN VIEW
OF ALLEN, BOSCH, CAN Specification (Bosch, Ex. 1010), Negley, AND
SAE

270. My discussion regarding Dietz, how it functions, and what in my opinion a
POSITA would understand frame a review of the Dietz installation manual,
together with knowledge from Bosch, Negley and SAE, as are set forth in
paragraphs 200 to 268, are hereby repeated and incorporated by reference.

271.  With regard to elements 1[d], claim 2, 6[b], 7, 10[b], and claims 11-13,
Allen, titled “Interface To Vehicle Security And Convenience Systems,” discloses
a vehicle retrofit system providing control over vehicle systems where a retrofit
control module 21 emulates vehicle data bus commands used by an OEM
controller. Allen, [0018]-[0022].

272. In particular, Allen discloses a retrofit addition to a vehicle data bus to
extend the capabilities of an OEM system. Allen’s retrofit device includes a
remote, a transceiver and retrofit control module. Allen discloses that his retrofit
control module 21 can be directly connected to the vehicle data bus 14 to create
and transmit 2" bus messages, using emulated bus messages commands and code
functions like those used by an OEM IFCM (functional control module) 12,
directly onto that vehicle data bus directed to one or more of the OEM functional

devices within the vehicle 8, the OEM security system 9, the OEM convenience
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system 11, and the vehicle computer 9. The emulated bus messages from his
retrofit control module 21, the 2"Y messages, are, in my opinion, like those
previously used by and assigned to the OEM Intermediated Function Control
Module (IFCM) 12 so that the OEM functional systems 9-11 can still perform the
required action based on the 2" messages from the retrofit control module 21 as
they did when they received bus messages from the OEM IFCM 12. (See, 0018-
0022).

273. A POSITA would understand that Dietz is intended to operate in a
transparent manner with regard to navigation unit and other modules in the car.
For example, Dietz cuts the vehicle CAN bus and includes an activation switch of
Dietz for its functionality. See Dietz, 3 (input pin 4). A POSITA would
understand that when Dietz is not activated, communications would occur as if the
vehicle CAN bus were not cut.

274, Based on Allen’s disclosure of emulating data bus commands, a POSITA
would understand that Dietz’s 2" message spoofs, mimics, or emulates messages,
including message identifiers, from a vehicle motion module on the OEM control
bus that will be accepted by the OEM navigation system processor to indicate to
the navigation unit that the vehicle is not in motion when the vehicle is in motion.
Similarly, when not activated, Dietz would emulate messages by retransmitting

messages without alteration, in view of the teachings of Allen.
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275. Moreover, the CAN bus protocol required Dietz to route messages using an
IDENTIFIER. Bosch, 8. The IDENTIFIER “describes the meaning of the data,
so that all nodes in the network are able to decide by MESSAGE FILTERING
whether the data is to be acted upon by them or not.” Id. Thus, based on its
filters, a CAN bus message processor in the 15 OEM navigation system will look
for a match for messages it should accept and act on, and as taught by Allen a
message that emulates an OEM message will be seen as a match. Dietz, 3; Allen,
[0018]-[0022]; Negley, 9-12; Johansson, 18-21.

276. A POSITA would recognize from Dietz and Allen that the 2" message from
the 1280 module that emulates OEM bus commands (including its message
identifier and other content) will be indistinguishable from a 15t OEM bus
message, which would allow seamless integration and compatibility with the
OEM Navigation node in Dietz and avoid the need to reconfiguration of the
Navigation node.

277. Adding Allen to the combinations based on Dietz does not change my
reasons for finding other aspects of claims 1-13 satisfied. For these reasons, in the
alternative to Ground 3, claims 1-13 are rendered obvious over Dietz in view of

Allen, Negley, SAE, and Bosch.

GROUND 5: CLAIMS 14-16 ARE OBVIOUS BASED ON DIETZ, IN VIEW
OF BOSCH, CAN Specification (Bosch, Ex. 1010), Negley, SAE and Further
In view of Lobaza US Patent No. 6,812,832, Ex. 1014 (“Lobaza™)
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GROUND 6: CLAIMS 14-16ARE OBVIOUS BASED ON DIETZ, IN VIEW
OF Allen, BOSCH, CAN Specification (Bosch, Ex. 1010), Negley, SAE and
Further In view of Lobaza US Patent No. 6,812,832, Ex. 1014 (“Lobaza™)

Claim 14

278. Claim 14 recites: “The vehicle as in claim 10, wherein the factory-installed
second apparatus is an object sensor capable of detecting objects in a frontal area
of the vehicle.”

Claim 15

279. Claim 15 recites: “The vehicle as in claim 10, wherein the factory-installed

second apparatus is part of an automatic braking system.”
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Claim 16

280. Claim 16 recites: “The vehicle as in claim 10, wherein the factory-installed
second apparatus is part of a parking aid system.”

281. For the reasons set forth above, Dietz, or Dietz and Allen, in view of Negley,
SAE, and Bosch render claim 10 obvious. Lobaza discloses the features of claims
14-16, and therefore Dietz alone or in view of Negley, SAE, and Bosch, further in
view of Lobaza render claims 14-16 obvious.

282. In the 505 patent, the applicant at col. 1, lines 37-38 referenced a known
prior art patent to Lobaza, USP No. 6,612,832 (a copy is included as Ex. 1014).

In a response dated May 25, 201, the applicant made amendments to both the
drawings and specification. The specification additions appear at col. 7, line 28 (a
pre-impact system 304), and at lines 34-58. The applicant admits that the material
added to the specification was copied directly from Lobaza and stated the material
“is a copy of Lobaza’s disclosure in col. 4, lines 42-67.” (See, Ex. 1102, 31 (Nov.
30, 2017 Amendment, page 8). It is my understanding that Lobaza issued as a
patent on November 2, 2004 and is, therefore, prior art to the ‘505 patent. It is
also my understanding that patent claim 16 was application claim 17 that was
rejected for a lack of being supported by the specification. The material copied
from Lobaza discloses the subject matter of claim 16, and in particular, an object

sensor capable of detecting objects in a frontal area of the vehicle. At col. 4, lines
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50-52, Lobaza teaches “the vehicle is configured with a sensor (or sensors)
capable of detecting objects in the frontal area of the vehicle.” Dietz taken
together with Bosch and Negley and Lobaza show the subject matter of claim 14.

283.  As previously discussed, Lobaza teaches the use of an object detection
systems to detect objects in the frontal area of a vehicle, an automatic braking
system, and a parking aid, all of which Lobaza explains are “known to those of
skill in the art.” Lobaza, 4:43-49. The reason for including these features in a
vehicle data bus, as disclosed by Lobaza (2:4-10), is to activate another device
connected to the “CAN vehicle data bus.” See Lobaza, 4:39-43 (sending out a
distress call via a telecommunication apparatus on the CAN vehicle data bus
where an objection detection system, automatic braking system, or parking aid is
triggered).

284, A POSITA would understand that the functionality of Dietz’s factory
navigation system could be enhanced by additionally providing the safety features
of Lobaza. For example, the navigation unit of Dietz could more readily inform
the user of a hazard by overlaying a hazard message during video playback.
Accordingly, a POSITA would have found it obvious to include Lobaza’s safety
features to enhance occupant safety. Inso doing, it would have also been obvious
for a retrofit kit to provide transmission messages related to the safety features

from the sensors of Lobaza to the navigation unit.
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285. For these reasons, it would have been obvious to arrange each of Lobaza’s
object sensor, automatic braking system, and parking aid on Dietz’s vehicle data
bus, in communication with Dietz’s retrofit device, in order to allow Dietz’s
retrofit device send messages to the navigation unit to trigger an alert from these
systems.

286.  The features of claim 14, when added to the *505 patent’s specification
during prosecution, were copied directly from Lobaza. See Ex. 1102 at 31 (stating
that this material “is a copy of Lobaza’s disclosure in col. 4, lines 42-67.”).
Lobaza discloses these features, and Dietz in view of Lobaza, alternatively in view
also of Negley, SAE, and Bosch, renders this claim obvious for the reasons set
forth above.

287. The features of claim 15, when added to the *505 patent’s specification
during prosecution, were copied directly from Lobaza. See Ex. 1102 at 31 (stating
that this material ““is a copy of Lobaza’s disclosure in col. 4, lines 42-67.”).
Lobaza discloses these features, and Dietz in view of Lobaza, alternatively in view
also of Negley, SAE, and Bosch, renders this claim obvious for the reasons set
forth above.

288. The features of claim 16, when added to the *505 patent’s specification
during prosecution, were copied directly from Lobaza. See Ex. 1102 at 31

(admitting that this material “is a copy of Lobaza’s disclosure in col. 4, lines 42-
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67.”). Lobaza discloses these features, and Dietz in view of Lobaza, alternatively
in view also of Negley, SAE, and Bosch, renders this claim obvious for the

reasons set forth above.

GROUND 7: CLAIMS 6-12 ARE RENDERED OBVIOUS BY ALLEN IN
VIEW OF NEGLEY, SAE AND BOSCH

289. Allen, titled “Interface To Vehicle Security And Convenience Systems,”
discloses a retrofit addition to a vehicle data bus to extend the capabilities of an
OEM system. Allen’s retrofit device includes a remote, a transceiver and retrofit
control module. Allen discloses that his retrofit control module 21 can be directly
connected to the vehicle data bus 14 to create and transmit 2" bus messages, using
emulated bus messages commands and code functions like those used by an OEM
IFCM (functional control module) 12, directly onto that vehicle data bus directed
to one or more of the OEM functional devices within the vehicle 8, the OEM
security system 9, the OEM convenience system 11, and the vehicle computer 9.
The emulated bus messages from his retrofit control module 21, the 2" messages,
are, in my opinion, like those previously used by and assigned to the OEM
Intermediated Function Control Module (IFCM) 12 so that the OEM functional
systems 9-11 can still perform the required action based on the 2" messages from
the retrofit control module 21 as they did when they received bus messages , from

the OEM IFCM 12. (See, 0018-0022).
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290. Negley, SAE, and Bosch each relate to CAN Bus systems and their message
protocols and have been previously discussed. See paragraphs 53-85 of this
Declaration.

Independent Claim 6

291. Claim 6 recites: A vehicle comprising:

[a] a factory-installed first apparatus including a first processor which
Is programmed to receive a first message on a vehicle data bus from a
factory-installed second apparatus; and

[b] a retrofit apparatus connected to the vehicle data bus including a
second processor programmed to transmit a second message which
mimics the first message.

292.  The first element [a] of claim 6 recites: “a factory-installed first apparatus
including a first processor which is programmed to receive a first message on a
vehicle data bus from a factory-installed second apparatus.”

293.  Allen shows in Fig. 1 a series of OEM vehicle systems including a number
of OEM functional devices within the vehicle’s security system (10), convenience
system (11), and computer (9) (1% apparatus). [at 0018]. These functional devices
are all connected to a vehicle data bus 14 and, at least in part, are controlled by an
OEM remote control system including an OEM remote control devicel9, an OEM

transceiver 16, and an intermediate functional control module (IFCM) 12 (2nd
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apparatus), that is also connected to a vehicle data bus 14. A POSITA will
understand that being on a bus each of these functional devices will include nodes
or ECUs on a data bus system will include a transceiver and a processor (1°
processor) for them to receive and process data bus messages. Negley confirms
this in his discussion of ECUs. (See, Negley. EX. 1006, Fig. 3, pg.20-21).

294.  The vehicle data bus 14 is not specifically identified as a CAN Bus, but at
paragraph [0021] the specification states that “appropriate functional code” is put
on the vehicle data bus 14, so that the 1% processor of an intended functional
device, either the vehicle computer 9, the OEM security system 10, or the OEM
convenience system 11, is able to see all the bus messages, and using a message
identifier distinguish among them to determine whether a message should be
accepted and acted upon to perform the required action, or discarded. Paragraph
[0022] also references “placing or inputting the appropriate code function onto the
vehicle data bus,” so that once there the appropriate functional device, 9-11, of
vehicle 8 can then execute accordingly. In my opinion a POSITA will recognize
these bus and code references as describing a CAN Bus system.

295. Allen recognized that remote control OEM systems suffered from only
operating over a short distance, operate with low power, exhibited limited
functionality, and required a complex installation process. (See Allen at [0005-

0008]).
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296.  Allen’s retrofit approach added an aftermarket or retrofit interface system 20
providing a greater range remote control device 22, with its own receiver,
transmitter and antenna; a control module transceiver 26 having its own receiver,
transmitter and antenna; and a main retrofit control module 21. Collectively. this
retrofit interface system 20 provided greater communication possibilities, better
reception sensitivity, and enhanced control features, and included the bi-
directional transmitting and receiving of signals or commands including feedback
signals. (See, Allen, Ex. 1018, Abst., 0009, 0019, 0026].

297. One approach by Allen for installing his retrofit interface system was to
connect the retrofit control module 21 to the link between the OEM transceiver 16
and the IFCM 12, as shown by the connection designated “B” in Ex. 1013, a
modified version of Allen’s Fig. 1. The other approach was to by-pass the IFCM
12 and to directly connect the control module 21 to the vehicle data bus 14, and
this is shown by the data bus connection designated “A” in an annotated version

of Allen’s Fig. 1 shown below (Ex. 1019):
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298. Prior to the retrofit, the OEM transceiver 16 would receive signals from the
OEM remote 19 and provide those signals to the IFCM 12. Allen explains: “The
IFCM 12 can then detect and decode this signal to generate the appropriate code
function onto the vehicle data bus 14.” (1% message). A POSITA will understand
that nodes or ECUs on a data bus system will include a transceiver and a
processor for them to receive and process data bus messages. Negley confirms
this in his discussion of ECUs. (See, Negley. EX. 1006, Fig. 3, pg. 20-21).

299. A POSITA will also appreciate that this 1% message will be a CAN Bus
message that includes a message identifier associated with the IFCM 12. A
POSITA knows that nodes or ECUs on a data bus system, for example those

within the vehicle functional devices, the computer 9, the OEM security system
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10, or the OEM convenience system 11, will see all messages transmitted over
that data bus, and that a processor in an intended functional therein will look for a
matching message identifier and when found take action.

300.  Allen also explains that “[O]nce the appropriate code function is put on
vehicle data bus 14 (1% message from the IFCM 12 (OEM 2" apparatus)), the
intended functional device, either the vehicle computer 9, the OEM security
system 10, or the OEM convenience system 11 (OEM 1% apparatus each with a 1°
processor programmed to receive the 1% message from IFCM 12 (OEM 2
apparatus)), is able to perform the required action.” Allen, 0021.

301. Consequently, in my opinion Allen shows the first element of claim 6.

302.  The second element [b] of claim 6 recites: a retrofit apparatus connected to
the vehicle data bus including a second processor programmed to transmit a
second message which mimics the first message.

303.  When the retrofit control module 21 operates through the IFCM it emulates
the command signals that would usually come from the OEM transceiver 16bto
the IFCM 12. Allen, 0021-0022. As Allen explains: “The general configuration
requires that the control module21 emulates the signals usually provided by the
OEM transceiver 16. Those signals correspond to already known vehicle
functions or commands that are to be received and decoded by the IFCM 12. The

control module 21 is hence equally capable of channeling the appropriately
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emulated convenience and security command signals to the IFCM 12 as if it came
from the OEM transceiver 16, and of placing the or imputing the appropriate code
functions onto the vehicle data bus 14. Once this is performed, the appropriate
functional device of the vehicle 8, OEM security system 10, OEM convenience
system 11 and vehicle computer 9 for example can then execute accordingly.
Allen, 0022.

304. Allen’s retrofit control module 21 can be directly connected to the vehicle
data bus 14 via a data bus communication path A. (Ex. 1018). Consequently, a
POSITA will understand that control module 21 itself must include a node or an
ECU on a data bus system and that according to CAN Bus system protocols it will
include a processor. In addition, Allen describes control module 21 as being able
to receive and interpret signals, and then create and transmit emulated appropriate
code functions onto the vehicle data bus 14, all of which requires processing via a
processor. Allen also discloses a processor for providing control module
transceiver signals which emulate the OEM transceiver signals corresponding to
known vehicle functions or commands. (See, Allen, 0013, 0020-0021; Negley, Ex.
1006, pages 18-21, 24-28; Bosch at Part A, pages 4-12, Part B, pages 34-47, 54.)

305. When Allen’s retrofit control module 21 is directly connected to the vehicle
data bus 14 it by-passes the IFCM 12 using a separate communication path “A”

that is also a data bus. By being directly connected to the vehicle data bus Allen’s
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retrofit control module 21 will create the appropriate functions codes, like the
OEM IFCM 12 previously did, and transmit them onto the vehicle data bus 14 so
that the intended functional device, either the vehicle computer 9, the OEM
security system 10, or the OEM convenience system 11, is able to perform the
required action. Allen, 0021.

306. In my opinion Allen discloses that his retrofit control module 21 is creating
bus messages and is placing and inputting appropriate emulated code functions,
like those originally sent by the IFCM 12 (OEM 2" apparatus), directly onto the
vehicle data bus 14 via data bus link “A”. (2" message from control module 21).
As the specification explains, “Once this task is performed, the appropriate
functional device of the vehicle 8, OEM security system 9, OEM convenience
system 11 and vehicle computer 9, for example, can then execute accordingly.
[0022].

307. A POSITA knows from Allen in view of Bosch and Negley that for CAN
Bus messages to be operative they must confirm to the CAN protocols. Allen
directs that bus messages created and transmitted by his retrofit control module 21
use emulated known and appropriate code functions within transmitted bus
messages. A POSITA will also recognize, as confirmed by Negley that for such
bus messages to be within the CAN protocols, those bus messages will include

message identifiers that the processor in a respective intended device will
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examine, compare with filters and mask registers, and when a match is found
recognize and accept a message prior to taking the required action. As explained
previously, Negley describes this as well and show the process in Fig. 8 where he
explains when a node receives a bus message the identifier field is checked
against filter and mask registers to determine if the identifier bits match one or
more of the filters, then some action will be taken by the node. (See, Negley, Ex.
1006, Fig. 8, pages 18-21, 24-28; Bosch at Part A, pages 4-12, Part B, pages 34-
47, 54).

308. The user of Allen’s retrofit interface device 20 sends a command signal from
the retrofit remote device 22, for example to “open or close the selected door(s),
start the engine, set an alarm, or any other function supported by the vehicle.”
[0021]. The control transceiver 26 receives that command signal and forwards a
converted electrical signal for interpretation by the control module 21, and based
on that signal control module 21 creates a bus message (2" message), emulating
what the OEM IFCM 12 would have sent previously, and transmits, that bus
message with the “appropriate code function” onto the vehicle data bus 14.

309.  Thus, the control module 21 will be creating and sending its own 2™
message that emulates or mimics the 1% message previously sent by IFCM 12, as
if it came from the IFCM 12. Allen specifically directs a POSITA to have this

retrofit control module 21 “emulate” or “echo,” and thus mimic, the commands or
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appropriate code functions originally created by and sent from the IFCM 12 to the
vehicle data bus 14 that controlled the OEM functional devices within the vehicle
8, OEM security system 9, OEM convenience system 11 and vehicle computer 9.
A POSITA will recognize that such emulated commands or code functions in bus
messages, created by the retrofit control module 21 and transmitted onto the
vehicle data bus 14, be in compliance with bus protocols and included the same
message identifier originally used by the IFCM 12 (OEM 2" apparatus) to cause
the very same door locks to operate. (See, Allen, 0021, 0022, 0026)

310. A POSITA would understand that Allen in view of Bosch and Negley,
would render all of the limitations of claim 6 obvious.

Claim7

311. Claim 7 recites: The vehicle as in claim 6, wherein the first message
comprises a message identifier that has been assigned to the factory-installed
second apparatus and wherein the second processor is programmed to transmit the
second message with the same message identifier.

312.  As explained above for claim 6, Allen instructs that his retrofit interface
system, and his control module 21, can be directly connected to the vehicle data
bus 14 by the data bus connection “A” in Ex. 1013. Allen, 0020.

313. Prior to the retrofit, Allen discloses that the OEM transceiver 16 would

receive signals from the OEM remote 19 and provide signals to the IFCM 12 (2"
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OEM apparatus) which detects them and decodes them to create a bus message
(1st message) that includes the appropriate code functions, and in my opinion a
message identifier assigned to it (OEM 1% message identifier), onto the vehicle
data bus 14 to cause the functional devices (9-11) (1% apparatus) to act.

314. A POSITA will understand that for such bus messages to be within the CAN
protocols, those bus messages will include a message identifier, for example
related to the IFCM 12 (OEM 2" apparatus), that a respective intended device
will recognize and accept when a match is found prior to taking the required
action.

315. Allen uses the retrofit control module 21 to by-pass the IFCM 12 and in so
doing has programmed the retrofit control module 21 to send emulated bus
messages (2" message) directly to the vehicle data bus 14 and to the functional
devices (9-11) which will see those 2" messages as if they came from the IFCM
12 (OEM 2" apparatus). Allen, 0021, 0022, 0026.

316.  As previously noted, a POSITA knows that for CAN Bus messages to be
operative they must conform to the CAN protocols. The emulated known
appropriate code functions, and known vehicle functions being created and sent by
the retrofit control module 21 (by the 2" processor), to be within the CAN
protocols, will include a message identifier for the 2" message as if it came from

the IFCM 12 (OEM 2" apparatus) and for the respective intended functional
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device, whose action is required, to see and recognize that message as a match and
act on it. Thus, in my opinion, the 2" processor in the retrofit control module 21
will be creating and sending a 2" message that emulates the 1st message
previously sent by IFCM 12 to the vehicle data bus 14 for controlling the very
same functional devices of the vehicle (9-11), and that emulated 2" message uses
the same message identifier as was used in the 1% message so that a respective
intended device would recognize and accept the bus message when a match is
found prior to taking the required action.

317. From Allen’s teachings a POSITA would have found it obvious to use a
message identifier in the 2" bus message from the retrofit control module 21 that
an intended actuator in the 1st apparatus 11 would recognize, and that would be
seen as a match to thereby cause the door locking mechanism to operate. These
collective teaching thereby render obvious all of the limitations of claim 7.

Claim 8

318. Claim 8 recites: The vehicle as in claim 7, wherein the message identifier is
an 11 bit or 29 bit CAN ID.

319.  The Bosch CAN Specification version 2.0 established both standard
message identifiers and extended message identifiers of 11 and 29 bits,
respectively. (Bosch at Part A, pages 4-12, Part B, pages 34-47, 54; Negley, Ex.

1006, pages 24-28; paragraphs 56 and 64-65 of this declaration). Consequently, a
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POSITA would understand that by the mid 2000’s, under CAN Bus protocols,
CAN Bus message identifier using 11 bit or 29 bit CAN IDs was an industry
standard. As noted in paragraph 175 in this Declaration, CAN Bus messages sent
on a CAN Bus system must conform to one of two a CAN Bus message protocol
frame formats; the only difference between them is the length of the identifier. As
noted above, a standard CAN Bus message frame, known as CAN 2.0A, supports
a length of 11 bits for the identifier, whereas an extended message frame, known
as CAN 2.0B, supports a length of 29 bits for the identifier. Therefore, a POSITA
would have known as of the filing date of the ‘505 patent application the details of
the standard and expanded CAN message frames as employing 11 bit or 29 bit
CAN IDs for the identifier portion thereof, thereby rendering claim 8 obvious.

Claim 9

320. Claim 9 recites: The vehicle as in claim 6, wherein the vehicle data bus is a
CAN network.

321.  Allen’s vehicle data bus 14 that is not specifically identified as a CAN Bus.
However, Allen’s specification refers to the fact that “appropriate codes” that are
being put on the vehicle data bus 14 so that the intended functional device, either
the vehicle computer 9, the OEM security system 10, or the OEM convenience
system 11, is able to perform a required action. In my opinion, a POSITA will

recognize those descriptions as describing and referring to a CAN data bus and the
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types of messaging one would expect to create and use on a CAN Bus, thereby
rendering the elements of this claim 9 obvious. See, Ex 1007; Bosch at Part A,
pages 4-12, Part B, pages 34-47, 54; Negley, Ex. 1006, pages 24-28; see also,
paragraphs 126-148 of this Declaration; Allen, 0021, 0022.

Independent Claim 10

322. Claim 10 recites: A vehicle, comprising:

[a] a factory-installed first apparatus including a first processor, programmed to
receive a first message via a vehicle data bus from a factory-installed second
apparatus, the first message having a message identifier; and

[b] a retrofit apparatus, operatively connected to the vehicle data bus, including a
second processor programmed to send a second message having the same message
identifier.

323.  The first element [a] of claim 10 recites: “a factory-installed first apparatus
including a first processor which is programmed to receive a first message on a
vehicle data bus from a factory-installed second apparatus, the first message
having a message identifier.”

324. Allen shows in Fig. 1 a series of OEM vehicle systems including a number
of OEM functional devices in the vehicle’s security system (10), convenience
system (11), and computer (9) (collectively the 1st apparatus). Allen, 0018.

These functional devices are all connected to a vehicle data bus 14 and, at least in
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part, are controlled by an OEM remote control system including an OEM remote
control devicel9, an OEM transceiver 16, and an intermediate functional control
module (IFCM) 12 (2" apparatus), that is also connected to a vehicle data bus 14.

325. A POSITA will understand that being on a bus each of these functional
devices will include nodes or ECUs on a data bus system will include a
transceiver and a processor (1% processor) for them to receive and process data
bus messages. Negley confirms this in his discussion of ECUs. (See, Negley. EX.
1006, Fig. 3, pg. 20-21).

326. Prior to the retrofit, the OEM transceiver 16 received signals from the OEM
remote 19 and provided those signals to the IFCM 12where they were detected
and decoded to generate a bus message having the appropriate code functions onto
the vehicle data bus 14 (1% message). Those 1% message were directed to
functional devices within the vehicle 8, OEM security system 10, OEM
convenience system 11, or vehicle computer 9 (1% apparatus) so that a processor
in an intended functional device could examine such messages and after finding a
match, by examining the message identifier and comparing it with their filter and
mask registers, accept a message and act on it to perform the required action.
Allen, 0018-0021.

3217. In my opinion this bus message creation only involved the use of known bus

techniques and bus protocols, and a POSITA would have found it obvious to
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create such 1% messages by this 2" apparatus, the IFCM 12, that would be
transmitted onto the vehicle data bus 14 for an intended functional device within
the vehicle 8, OEM security system 10, OEM convenience system 11, or vehicle
computer 9 (1% apparatus).

328. As discussed previously, in my opinion, Allen’s vehicle data bus 14, based
on Allen’s bus and functional code descriptions, is a CAN Bus system.

329. A POSITA knows that for CAN Bus messages, to be operative, will confirm
to the CAN protocols. Allen is directing that bus messages created and
transmitted by his retrofit control module 21 use emulated known and appropriate
code functions within transmitted bus messages. A POSITA will also recognize
that for such bus messages to be within the CAN protocols, those bus messages
will include message identifiers that a respective intended device will recognize
and accept when a match is found prior to taking the required action. As
explained previously, Negley describes this as well and show the process in Fig. 8
where he explains when a node receives a bus message the identifier field is
checked against filter and mask registers to determine if the identifier bits match
one or more of the filters, then some action will be taken by the node. (See,
Negley, Ex. 1006, Fig. 8, 26-28).

330. A POSITA would also recognize that 1% message sent prior to the retrofit

will be a bus message that includes a message identifier. All such bus messages
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put onto the vehicle data bus will be seen by all of the functional devices
connected to the bus system, and the processor in an intended functional device
can look for a matching message identifier and when found take action. [0021].
Consequently, this element of claim 10 would have been obvious.

331.  The second element [b] of claim 10 recites: a retrofit apparatus, operatively
connected to the vehicle data bus, including a second processor programmed to
send a second message having the same message identifier.

332. Allen describes control module 21 as being able to receive and interpret
signals and then creating and sending emulated command signals, 2" bus
messages, directly to the vehicle data bus 14, all of which, in my opinion, requires
processing via a processor (2" processor).

333. In my opinion a POSITA would know that since Allen’s retrofit control
module 21 would function as a node or an ECU on that data bus system will
include a processor (2" processor). Allen discloses use of a processor as well in
0013. In support of that opinion, Negley confirms that typical smart generic
nodes include a transceiver and a processor. (See, Negley, Fig. 3, 20-21; Allen,
0013).

334.  Allen explains that the retrofit control module 21 is placing and inputting
appropriate emulated code functions, like those sent by the IFCM 12, directly onto

the vehicle data bus 14 via data bus link “A”. (2"Y message). As the specification
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also explains, “Once this task is performed, the appropriate functional device of
the vehicle 8, OEM security system 9, OEM convenience system 11 and vehicle
computer 9, for example, can then execute accordingly. Allen, [0022].

335. A POSITA knows that for CAN Bus messages to be operative they will
conform to the CAN protocols, and Allen’s objective for the retrofit control
module 21 is to emulate what the IFCM 12 was doing.

336. A POSITA would also appreciate that CAN Bus message identifiers in
created messages are included so that a node or ECU seeing the message will use
that message identifier to determine if it is a recognized message by checking the
message ID in the identifier field against the filters and masks, and if there is a
match the message should be acted upon. A POSITA would know from this that
the 2" bus message created by the retrofit control module 21, which Allen directs
will emulate message like those from IFCM 12, will include a message identifier
for the 2" message that will also emulate and thus mimic the message identifier of
the 1% message, so that the desired functional device within vehicle (9-11) can
examine messages, find a matching message identifier, accept the message, and
then execute accordingly.

Claim 11

337. Claim 11 recites: The vehicle as in claim 10, wherein the second message

originating from the retrofit apparatus is indistinguishable to the first apparatus
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from the first message received from the second apparatus.

338.  Asjust discussed for the second element of claim 10, a POSITA would
recognize that a door lock or door unlock bus message, for example, a 2" message
coming from the retrofit control module 21, will emulate the same message
identifier as a door lock or door unlock bus message originally formed or created
by the IFCM 12 (OEM 2" apparatus) to cause the intended actuators to operate
and perform the required action, lock or unlock the doors. Allen directs that the
message identifier created by and sent from the retrofit control module 21 (2"
message) emulates the decoded and created message previously being sent by the
OEM IFCM 12 (1% message) and that 2" bus message will be indistinguishable to
the processors in the functional devices (9-11) as if it were the 1% message. (See
also, paragraphs 53-85 and 107-108 of this Declaration.).

Claim 12

339. Claim 12 recites: “The vehicle as in claim 10, wherein the factory-installed
first apparatus responds to the second message originating from the retrofit
apparatus as if it were the first message which the first processor is programmed
to receive from the factory-installed second apparatus.”

340.  Allen shows an OEM 1% apparatus, one of the functional devices 9-11, and a
retrofit interface device 20 including a control module 21 that is creating and

transmitting 2"! messages for those very same functional devices.
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341. A POSITA will recognize an emulated 2" message from the retrofit control
module 21 will be an appropriately coded functional message. A POSITA will
also understand that if such a 2" message is to work on the vehicle data bus, that
emulated 2" message will use the same message identifier as that originally
formed or created by the IFCM 12 (OEM 2" apparatus) to cause the node or ECU
in those same functional devices (1% apparatus) to determine if there was a match
with the message identifier so that the intended actuators will accept the message
and thereby be in a condition to act on the 2"Y message and perform the required
action. Since the 2" bus messages put onto the vehicle data bus by the retrofit
control module 21 emulate what the IFCM 12 (OEM 2" apparatus) was doing
prior to the retrofit, the 1% apparatus ( the functional devices 9-11) will “respond”
or act on 2"Y messages as if the 2"4 message were the 1%t message which a
processor in one of the functional devices (1% apparatus) is programmed to receive
from the IFCM 12 (OEM 2" apparatus) and perform the required action. (See,
Allen, 0021; see, Negley, Ex. 1006, pages 24-28, see also, paragraphs 53-85 and

107-108 of this Declaration.)
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GROUND 8: CLAIMS 10 AND 14-16 ARE OBVIOUS OVER LOBAZA IN
VIEW OF ALLEN, NEGLEY, SAE, AND BOSCH

342. In my opinion, Lobaza in view of Allen, Negley, SAE, and Bosch render
claims 10 and 14-16 obvious.

343. Lobaza provides an improvement over vehicles having only pre-existing,
OEM OnStar Systems.

344, In vehicles with pre-existing, OEM OnStar systems, an impact detection
controller 106 (2nd apparatus) would send, upon impact, an impact signal over a
CAN bus (1st data bus) to a telecommunications apparatus 102 (1st apparatus) for
communicating with a telecommunication device “installed in the vehicle or
carried into the vehicle by the subscriber.” Lobaza, 3:4-8.

345. | have modified Figure 3 of Lobaza to show how those elements would be
arranged in a pre-existing vehicle with an OEM OnStar system (Lobaza, 1:38-46)

in the absence of Lobaza’s improvement:
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346. Lobaza’s improvement adds a “pre-impact” system that can alert the
telecommunications apparatus of a potential impact, allowing a service provider to
proactively monitor vehicle status. Lobaza, 2:52-3:3, 5:21-25. The new “pre-
impact” system uses object detection systems to detect objects in the frontal area
of a vehicle, an automatic braking system, and a parking aid, all of which Lobaza
explains are “known to those of skill in the art.” Lobaza, 4:43-49.

347. Allen, as described above, also specifically teaches that its remote control
system can add “shock sensors” functionality to the vehicle. Allen, [0024].

348. A POSITA would understand a “shock sensor” in Allen to refer to a sensor
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that detects an impact to a vehicle, such as to trigger a car alarm if someone
smashes a car window or otherwise impacts a car. In my opinion, the word
“shock” referred to by Allen’s “shock sensor” does not relate to “shock absorber”
functionality.

349.  Thus, a POSITA would have recognized that Lobaza’s new “pre-impact”
capability would be a type of “shock sensor.” Accordingly, a POSITA would
have recognized that Lobaza’s new “pre-impact” system could be added to OEM
OnStar systems as a retrofit based on the teachings of Allen.

350. A POSITA would have been motivated to retrofit Lobaza’s “pre-impact”
capability into vehicles having OEM OnStar capability to allow pre-impact events
to be responded to by a service provider because Allen teaches the desirability of
adding communications relating to shock sensors through a retrofit to provide
additional capabilities to OEM systems. A “pre-impact” retrofit based on Allen
would be provided at the location highlighted in yellow in my annotation of

Lobaza’s Fig. 3 below:
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Independent Claim 10

351. Claim 10 recites: A vehicle, comprising:

[a] a factory-installed first apparatus including a first processor,
programmed to receive a first message via a vehicle data bus from a
factory-installed second apparatus, the first message having a message
identifier; and

[b] a retrofit apparatus, operatively connected to the vehicle data bus,
including a second processor programmed to send a second message

having the same message identifier.

352. Lobaza discloses a vehicle, Lobaza, Fig. 1 at 10, and Allen discloses a

vehicle (“automobile or truck™) in which the retrofit control module 21 is

Petitioner's Exl%f%?t 1103
Page 139 of 144





installed. Allen, Fig. 1; Title, Abst.
Element [a].

353. A preexisting OnStar vehicle, consistent with Lobaza, discloses an OEM
telecommunications apparatus (1st apparatus) including a 1st processor,
programmed to receive a 1st message via a vehicle data bus from an OEM impact
detection controller (2nd apparatus), the 1st message having a message identifier.
As a node on CAN bus 108, a POSITA would recognize that the
telecommunications apparatus’ processor receives messages from the CAN bus
from the impact detection controller. See above at {{343-44.

354, Regarding the first message identifier portion, as discussed above regarding
Claim 7 in the Allen Grounds, a pre-existing message from the OEM impact
detection controller in an OnStar vehicle would use such an identifier. In
accordance with Negley, Bosch, and SAE, a POSITA would have known that
CAN message protocols use message identifier bits and a bus message transmitted
by the 2nd apparatus to the 1st apparatus would have constituted a “first message
having a message identifier” of claim 10. See also Negley, 9-12, Figure 6; Bosch,
3, 13, 45-46.

355. To the extent this “first message having a message identifier” is not clearly
disclosed by Lobaza or Allen, when viewed in light of the knowledge possessed

by a POSITA, in my opinion it would have been obvious to complement Lobaza’s
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or Allen’s teachings with the standard CAN bus teachings of Negley, SAE, and
Bosch for the same reasons set forth above regarding the challenges based on
Allen.

Element[b]

356. Allen shows in Fig. 1 a retrofit control module 21 directly connected to his
vehicle data bus by data bus communication link “A” in Ex. 1019 that emulates
bus messages from the OEM systems. In the combination of Lobaza and Allen
(providing Lobaza’s “pre-impact” capabilities as a retrofit to an existing OnStar
vehicle), it would have been obvious from Allen to program the retrofit “pre-
impact” system in the combination so that it would emulate the
telecommunications triggering message from the OEM impact detection
controller, and thus use the same message identifier as the message from the OEM
impact detection controller, so that the telecommunications apparatus does not
need to be modified when performing the retrofit.

357. The retrofit pre-impact system, as an ECU on the data bus, would be
understood as including a “processor,” for the reasons | have stated previously. In
the combination, based on Allen’s teaching of emulating bus messages by a
retrofit, the retrofit “pre-impact” system processor would be programmed to send
a 2nd message having the same message identifier as a 1st message from the

OEM impact detection controller in order to emulate the triggering signal from the
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OEM impact detection controller, thereby causing the telecommunications
apparatus to preemptively notify a service provider of a potential problem with the
vehicle.

358.  Accordingly, it is my opinion that Lobaza, in view of Allen, Negley, SAE,
and Bosch, renders claim 10 obvious for the reasons set forth above.

Claims 14-16

359.  The features of claims 14-16, when added to the *505 patent’s specification,
were copied directly from Lobaza. Ex. 1102, 31. Lobaza’s pre-impact system
discloses these features (Lobaza, 4:39-49), and it is my opinion that Lobaza, in
view of Allen, Negley, SAE, and Bosch, renders claims 14-16 obvious for the

reasons set forth above.
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Xl.  SIGNATURE

360. | declare that all statements made herein are of my own knowledge are true,
and that all statements made on information and belief are believed to be true, and
further that these statements were made with the knowledge that willful false
statements and the like so made are punishable by fine or imprisonment, or both,

under Section 1001 of Title 18 of the United States Code.

= <

Robert Leale

November 14, 2019

1025 Valleyview Drive, Clarkston,
Michigan, 48348
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APPENDIX A - MATERIALS CONSIDERED

US Patent No. 7,737,831, Munoz

US Patent Pub. No. 2007/0016342, Allen

US Patent No. 6,812,832, Lobaza

Dietz, 1280 Module Installation Manual

Negley, Getting Control Through CAN

SAE Technical Paper Series 930005

Robert Bosch GmbH, CAN Specification

Johansson, Vehicle Applications Of Controller Area Networks
Taube, Comparison Of CAN Gateway Module For Automotive And Industrial
Control Apparatus

US Patent No. 10,027,505

Prosecution History of US Patent No. 10,027,505
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