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In response to a Petition (Paper 1, “Pet.”) filed by Google LLC 

(“Petitioner”), we instituted an inter partes review of claims 1–4, 6, 9, and 

12–14 of U.S. Patent No. 8,949,954 B2 (Ex. 1001, “the ’954 patent”).  

Paper 13 (“Dec.”).  During the trial, Uniloc 2017 LLC (“Patent Owner”) 

filed a (corrected) Response (Paper 17, “PO Resp.”), Petitioner filed a Reply 

(Paper 19, “Reply”), and Patent Owner filed a Sur-reply (Paper 21, “Sur-

reply”).  An oral hearing was held with the parties, and a copy of the 

transcript was entered into the record.  Paper 29 (“Tr.”). 

We have jurisdiction under 35 U.S.C. § 6.  This Decision is a Final 

Written Decision under 35 U.S.C. § 318(a) as to the patentability of the 

claims on which we instituted trial.  Based on the record before us, Petitioner 

has shown, by a preponderance of the evidence, that claims 1–4, 6, 9, and 

12–14 are unpatentable. 

 

I.  BACKGROUND 

A.  The ’389 Patent 

1.  Overview 

The ’954 patent “relates to a method and system for providing 

customer notification and authorization of remote requests for access to 

customer account information.”  Ex. 1001, 1:17–20.  Figure 7 of the ’954 

patent is reproduced below. 
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Figure 7 is a “transaction flow diagram” that illustrates how a remote 

computing device requests remote access to customer account information 

through a server.  Id. at 9:42–46.  For purposes of illustration, the 

’954 patent describes transaction flow diagram 700 “in the context . . . of a 

customer or a hacker requesting remote access to . . . bank account 

information.”  Id. at 9:46–50. 
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At step 702, remote computing device 104 transmits a request for 

remote access to customer account information.  Id. at 9:55–56.  The request 

can include a “device fingerprint” and a “requesting location” of remote 

computing device 104.  Id. at 9:57–59.  “For example, a person can request 

remote access to the bank account information from a laptop in a different 

state.  Such a laptop can be an authorized laptop or an unknown laptop.”  Id. 

at 9:59–62.  An “unknown laptop” differs from an “authorized laptop” 

because “[t]he authorized laptop can be a system in which the customer with 

authority to access the bank account information has approved for use in 

obtaining access to the bank account information” and because “[t]he 

authorized laptop’s device fingerprint may be stored as an authorized device 

fingerprint.”  Id. at 9:63–67.  The “unknown laptop,” by contrast, “can be a 

system that the customer with authority to access the bank account 

information has not approved for use in obtaining access to the bank account 

information.”  Id. at 9:67–10:3.  Accordingly, the unknown laptop’s device 

fingerprint is not indicated as an authorized device fingerprint.  Id. at 10:3–6. 

At step 704, server 102 identifies remote computing device 104, such 

as by using the device fingerprint and requesting location of remote 

computing device 104.  Id. at 10:7–11.  At step 706, server 102 determines 

whether the device fingerprint of remote computing device 104 matches an 

authorized device fingerprint, such as by performing a comparison with a 

stored list of authorized device fingerprints.  Id. at 10:21–27.  If a match is 

found, server 102 may approve the remote access request.  Id. at 10:52–56.  

But if no match is found, server 102 proceeds to step 708.  Id. at 10:31–33.  

“For example, in the case where the person is using the unknown laptop to 

request remote access to the bank account information, the device fingerprint 
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of the unknown laptop utilized will not match an authorized device 

fingerprint.”  Id. at 10:33–36. 

At step 708, server 102 transmits a notification of the request to 

customer-specified system 106, indicating “the request, identity of the 

remote computing device 104, and the requesting location.”  Id. at 10:37–41.  

“This allows the customer to determine whether to grant or deny access to 

the bank account information by the unknown laptop.”  Id. at 10:46–48. 

Figure 8 of the ’954 patent is reproduced below. 

 

Figure 8 is a “transaction flow diagram [that] illustrates additional steps to 

the transactional flow diagram 700 (FIG. 7).”  Id. at 10:60–65.  At step 802, 
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