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Remote Access And Networked Appliance Control Using 
Biometrics Features 

Mahfuzur Rahman, Member, IEEE and Prabir Bhattacharya, Fellow, IEEE 

Abstract - Wiih the advent of home networks and the 
prolijeration of broadband connectivi@ to homes, there is an 
increasing demand .for a secure end-to-end mechanism to 
remotely access home network and control home appliance 
from remote sites on the other side of the Internet. In this 
paper we propose an architecture for secure access to home 
or an organizaiion’s networks and control of networked 
appliances inside a home or within an organization from a 
remote location. We use biometrics features and a one-time 
password mechanism on top of secure socket layer (SSL) for 
authentication. We also provide three layers of security levels 
for network communication, and also a mechanism for secure 
file accesses based on the securify privileges assigned to 
various users is proposed. The files to be accessed from the 
server are categorized depending on their access privileges 
and enciypted using a key assigned to each category. 

Index Terms - Biometric, Firewall, One-Time Password, 
Residential Gateway, SIP (Session Initiation Protocol). 

I. INTRODUCTION 

ver the last couple of years we have witnessed the advent 0 of home network technologies and the proliferation of 
network-attached devices within home. As more home 
networks get attached to the Intemet with broadband 
connections such as xDSL, ISDN etc., there is an ever- 
increasing demand for a secure remote access and control of 
home appliances from the Intemet. The computing resources 
inside a home or within an organization usually are protected 
by a firewall to prevent unauthorized access, which does not 
allow any remote access of home computers unless one uses 
remote dialing method or Virtual Private network technology. 
In this paper we are proposing a method that would allow an 
authorized user to access securely a home network or an 
organization’s computing resources through the firewall. 

In particular our design will provide the following four 
features that are very essential for secure communication 
between a remote user and the home network or an 
organization’s network and computing resources: 
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. Secure remote login based on one-time password 
scheme . Secure file access based on a hierarchical privilege 
levels and encryption mechanism . Secure transmission- contents are transmitted in 
encrypted form. . Secure appliance control within a home 

Our proposed scheme is based on applying the user’s 
biometrics features together with an encryption scheme to 
establish a secure communication from a remote machine to a 
machine within a firewall. Because we are using a combination 
of both biometrics features and encryption schemes, our 
proposed design is going to provide more secure way ofusing 
remotely a home or an organization’s computers. 

There has been recently considerable interest to use biometrics 
features for authentication in a networked society (see e.g., [7], [SI, 
[9] for reviews). The biometrics features of an individual are unique 
and provide a very convenient method for personal identification. 
According to [ 5 ] ,  p. 4, any human characteristic could be a 
biometrics provided it has the following desirable properties: 

. universality - every person. should have the 
Characteristic . uniqueness - no two persons should possess the 
same characteristic 
permanence - the characteristic should not change 
with time 
measurability ~ it should be possible to measure 
the characteristic in a quantitative manner. 

There are many practical issues involved in developing an 
authentication scheme using biometrics. Some good pattem 
recognition algorithms should he developed and used to 
recognize the biometrics to a very good degree of accuracy 
(even under “noisy” conditions) and to within a reasonable 
computer processing time. Also, the biometrics should not be 
prone to easy tampering by hackers. There are also privacy 
and network security issues that are involved for developing an 
on-line biometrics-based authentication system. 

The features that have been commonly used in developing 
automatic authentication systems are fingerprints, voice, iris, 
retina pattems, and face. Also, there are some other more 
unconventional biometrics such as body odors, gait, ear shape, 
etc. that have been used for developing methods for personal 
identification. There are several currently available systems for 
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on-line fingerprint verification (e.g., [5], [7]) and on-line 
signature verification (e.g., [SI). A~ secure method for 
accessing files using fingerprints has been developed by one of 
us recently ([I]). The use of the fingerprints is the oldest 
biometrics-based method for identification purposes that 
predates the advent of computer technology. 

Figure 1: One-time password scheme 

The organization of the rest of the paper is as follows. In 
Section 2, we describe about background technology and 
section 2 describes remote access scheme. In Section 4, we 
describe a secure transmission scheme. In Section 5, we 
describe a secure file access scheme. Section 6 gives our 
conclusions. 

11. BACKGROUND TECHNOLOGY 

A .  One-Time Password 
The idea of one time password mechanism was invented by 

Lamport [IO]. It is designed to counter the attack of 
eavesdropping of network connections to get login id and 
password. In order to use one time password mechanism the 
user first chooses a password and stores it in the authentication 
server. The server chooses a number n (something reasonably 
large) and computes hush"(password) and stores it in its 
database along with the user id and the number n. The number 
n represents the number of one time password the user can use 
i.e., the number of log in sessions the user can have with this 
password mechanism schemes. If the user exceeds the log in 
sessions then, he or she needs to initialize again the one time 
password mechanism with the server. 

Internet 
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Firewall 

U Remote Machine, 1: First dedicated Machine 
11: Second Dedicated Machine, S: Sever 
LAN: Local Area Network 

Figure 2 Schematic diagram for Remote Login 

B. Firewall 
As computer hacking is quite common nowadays, it is very 

important to control access to a private network of computers 
(for example, a company network) - to order to protect the 
loss of sensitive data to external hackers. A firewaN is a 
component or components designed to restrict access to a 
private network from the Internet (see [ 3 ] ,  [ I31 for surveys). It 
examines all traffic routed to and from the organization's 
Local area network to the Internet. It filters out all incoming 
and outgoing packets depending on the rules that are set by the 
organization's administration. For example, some organization 
does not allow any telnet connection coming in from outside 
and also sometimes they do not allow any out going telnet 
connection going out of the organization. 

These rules can be set based on different network protocols, 
network address of the destination or source, port number or 
packet headers etc. Broadly there are four categories of 
firewalls: packet filtering firewall, circuit lever gateways, 
application level gateways and multi-layer inspection firewall. 
The most commonly used method is the packet filtering 
firewall. Packet filtering firewall (also called as screening 
router) makes its decision based on the &pes of incoming and 
outgoing packets. The main information that a packet filtering 
firewalls looks at is the following: IP source address, IP 
destination address, protocol (TCP, UDP, or ICMP packet), 
TCP or UDP source port, TCP or UDP destination port, ICMP 
message type Packet size. 

111. REMOTE ACCESS SCHEME 

The proposed scheme for the remote access will have two 
dedicated machines outside the firewall to provide secure 
login. A remote user will communicate with the first dedicated 
machine outside the firewall before establishing any 
communication with any machine inside the firewall. The 
second machine outside the firewall would have a secure 
connection with the machinelserver inside the firewall and 
would act as a proxy for the-first machine outside the firewall 
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(see Figure 2). Our architecture establishes an SSL connection 
before m y  communication between an external machine and a 
machine wiihin the firewall begins. The proposed architecture 
is further described as.follows.. 
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IV. SECURE TRANSMISSION SCHEME 

We use up to three stages of security levels depending on 
the sensitivity of the protection needed. At the top level, we 
establish an SSL connection between the remote machine and 
a machine inside the firewall that might act as a proxy for the 
server. 

In the second level, we use an OTP that changes 
periodically to authenticate the user’s continued presence. For 
example, atter every predetermined interval of time, the 
dedicated machine inside the Firewall will request an OTP 
password to check the user’s continued presence? and would 
disrupt the communication if the authentication process fails. 

In the third level if desired, we further encrypt the message 
using a conventional encryption scheme (such as DES, ECC) 
between the remote machine and the machine to he accessed 
inside the organization. The key for the encryption is derived 
using the OTP and biometrics features (such as fingerprints). 
As the OTP changes periodically, it provides an extra level of 
security. 

TS: Top Secret, s: sccrel, C Canfidenlial; AA: All 
ACCCP, 

11: Category 2 [can access S, C, AAonly) 
111: Category 3 (can ~ C C ~ S S  C, AA only)’ 
IV: Category 4 (can access AA only) 

I :  category ](can access all filCJ), 

Figurr I Hierarchical File Access Schcme 

Initially, the remote machine and the first dedicated machine 
will establish a Secure Socket Layer (SSL) connection. The 
dedicated machine will then send a request to the remote 

-machine for the user’s strong password (by a “strong 
password we mean the user’s password derived from a one- 
time-password (OTP) and biometrics features). A possible 
way of implementing this is by setting up a web page that 
would request for the user’s strong password. The OTP 
scheme will allow the system to use different password each 
time providing unpredictability and consequent security 
against any compromise by a hacker. In order to use this 
system, the user has to initialize the number of OTP’s and also 
a secure pass-phrase into a Server inside the tirewall. The 
second dedicated machine is going to act as a proxy for the 
first dedicated machine and it does not allow any other 
connection from any other machines. The second dedicated 
machine is connected to the server inside the firewall using an 
SSL connection. 

Afler verifying the strong password, the second dedicated 
machine establishes a direct SSL connection with the remote 
machine and acts as a proxy for the remote machine for the 
server inside the firewall. (A less secure way would he to 
establish a direct SSL connectiou’between the remote machine 
and the server - this option could be used at the discretion of 
the organization.) This scheme differs from the AT&T scheme 
called ABSENT in the following way: we have two 
dedicated machines outside the firewall, and the remote 
machine communicates only with the first machine which does 
not have any direct connections with any machines inside the 
firewall. This arrangement provides less vulnerability a more 
secure communication link as compared to the ABSENT 
system. 

... 
,‘- 

V. SECURE FILE ACCESS SCHEME 

In this section we provide a scheme that would allow an 
organization to store files in a central directory hut the access 
of those files would he restricted according to hierarchical 
privilege levels. This hierarchical access scheme could be 
implemented using the following cryptographic techniques. 

We use different secret keys for each file corresponding to 
each category of access. Two software~modules would he used 
- one running on the server (the machine that stores all the 
files) and the other running on the user’s machine. The server 
side software module is used to process request submitted by a 
user to access a particular file and it would verify whether or 
not that user has the privilege to access that file; then it would 
send the following message to the user: 

where F is the file, k is the secret key used to encrypt the file, s 
is a key that we refer as the strong ke,v - it is derived from the 
user’s OTP password, and biometrics features of the 
corresponding user, and + denotes the usual concatenation. 
The client software module receives the message from the 
server module, and then it decrypts E,(k) with user’s strong 
password to get the key k, that will he used to decrypt the file. 
It is also possible to design the client module in such a way so 
that the files are only readable by the users. 

VI. SECURE APPLIANCE CONTROL 

Figure 4 shows a scenario where a user controls home 
appliances from a remote location in the Intemet. The figure 
also shows the main components of a home network system: 
namely a User Agent (UA), residential gateway and a Proxy to 
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the appliances at home. A User Agent (UA) is an end system 
that acts on behalf of someone who wants to participate in a 
communication session with the home gateway or with home 
appliances. In this scenario, a user might be able-to control 
and monitor the home appliances from a remote site. For 
example, a user while at work realizes sihe forgot to program 
her/his VCR to record a special show .at home. The user 
formulates and sends a device control message to the VCR to 
record the program from work. The format of the control 
command is out of the scope of this paper. For details on 
control message format see [18]. The proxy at the home 
gateway receives the message, and forwards it to the 
appropriate appliance assuming that the appliance is IP- 
capable, e.g., a PC, and has a User Agent to handle the control 
requests. If the appliance is not IP-capable and.does not have a 
User Agent, e.g., an X.10 lamp, an appliance controller with a 
UA must handle the control commands for the appliance. 
Upon receiving the control commands, the UA executes the 
control commands carried in the message and forms a response 
message, which is relayed back to the user. We note that the 
above scenario is also applicable for the secure access of 
various devices in an office environment including computers, 
printers, networked fax machines and coffee makers, etc. 

User Agent 

Figure 4: Scenario of Appliance Control 

One of the most important issues in relations .to appliance 
control is .the authentication mechanism between the agent 
trying to control the home device and the device being 
controlled. Authentication is the process of verifymg the 
identity of an entity in a communication session. In a remote 
appliance control scenario such as the one described above, 
not only must the appliances authenticate the user but also the 
user must authenticate the appliances with which s h e  is 
communicating. This is called mutual authentication. 

It is easy to see why mutual authentication is required in 
appliance control applications: ~Firstly, appliances must make 
sure that only the authorized users are able to modify their 
behavior, whereas a hacker must be denied access. Secondly, 

a valid user must make sure that the .response that 'it receives 
from the appliance notifying himher-of the .final status of the 
control request is .actually coming from the appliance. If this 
step is omitted in the.authentication algorithm, then a hacker 
can receive the request and send a fake response making the 
user think that the control request has actually finished 
executing, while in fact the request may,have never made it to 
the appliance at the first place. So mutual .authentication is.a 
requirement. 

Now that we have shown the necessity for mutual 
authentication, the next ,question is how .to perform ,the 
authentication: We assume that the authentication is based on a 
shared secret, i.e., a password (one-time). This brings the 
following question: Should the users .authenticate themselves 
with each applianceat the home network, or should they only 
authenticate themselves with the proxy running at the home 
gateway? 

Although user authentication with each.home appliance has 
the advantage of providing end-to-end security, it has .the 
following problems: 

. An explosion of the number of secret .keys occurs: 
in other words, .each (user, appliance) pair must 
have a shared key to authenticate each other. This 
results in O(NxM)-secret keys and is not scalable 
(N: number of users, M: number of devices). 
Since some of the home appliances, like light bulb 

to coffee maker, may be very simple and may.not 
have sophisticated input .terminals, e.g., a 
keyboard, it may not be .possible to even set up a 
shared secret between the appliance and each user 
that wants to use the appliance. So end-to-end 
authentication,may not even.be possible. 

- 

The second alternative .is.to assume a-secure'home network 
and have users authenticate themselves with thefroxy running 
at the home gateway. Although .this does not provide end-to- 
end security and weakens the security model, only omsecret  
key per user must be kept at the proxy,.i.e.,:.O(N) secret keys. 
This secret key could'be based.on .the,biometric features and 
one-time password.ofthe user. This way we-could pr0vide.a 
better security model ,to control appliances from ,a remote 
location. We propose to use the second authentication model 
for appliance control. That .is, the Proxy.shares a secret key 
with each user who is allowed to access and control home 
appliances, and that the mutual authentication occurs between 
the user and the proxy. Securing .the home network can be 
achieved by employing special .packet forwarding policies at  
the home gateway similar.to a firewall and-is out of,the scope 
of this paper. We further;assume that:once users authenticate 
themselves with the proxy, the Proxy performs-access control, 
i.e., the proxy has .an access control 'database that describes 
which devices a user is allowed to-access and control within 
the home network. 

. 
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A. Protocod for Appliance Control 
There are several candidate protocols for appliance control 

such as SIP (Session Initiation Protocol) [20], HTTP etc. Also 
there is always a possibility to use proprietary protocol to carry 
control commands to the residential gateway from a remote 
location. 

SIP [20] is an IETF standard signaling protocol used for 
setting up, controlling and tearing down “interactive 
communication sessions” with two or more participants. SIP 
sessions include but are not limited to multimedia sessions and 
telephone calls. SIP is an application-layer text-based client- 
server protocol modeled after HTTPiSMTP protocols, and is 
an attractive protocol for appliance control for its simplicity. 

HTTP is another candidate protocol for appliance control. 
Like SIP, HTTP is an industry standard, simple, and text- 
based protocol. However, SIP is more suitable for appliance 
control than HTTP for the following reasons: 

8 A SIP agent has a name-address scheme that is 
similar to an email addresses. Name address 
resolution takes place at the last stage, before the 
device, by a SIP name resolution server that is 
similar to DNS. On the other hand, HTTP uses 
physical IP addresses. This makes SIP more 
suitable in mobile environments. . SIP is more suitable for event notification 
scenarios because of the SUBSCRIBE and 
NOTIFY commands. Event notification is very 
common in home applications. For example, one 
may want to receive a notification on his mobile 
phone if his front door gets opened. 

- 
We propose to use SIP as the transport protocol to carry 

control commands for appliance control. SIP is originally 
designed for establishing phone calls, its original command set 
has limited capabilities and is not suitable for device control. 
Intemet draft [23] introduced a new SIP method called “ D O .  
The purpose of the DO method was to enable messages or 
requests to be sent to networked appliances without setting up 
a new session [23]. In the case of an existing session the idea 
was to use the DO method within the context of an existing 
session, and share the same Call ID as the existing session. 
However, this proposal has not been adopted by IETF. The 
current SIP RFC 3261 [20] did not include this extension and 
also this lntemet draft [23] has been expired. In the absence of 
a separate SIP method for appliance control we propose using 
the MESSAGE [24] method for appliance control. .SIP 
MESSAGE [24] method is currently being standardized by the 
“SIP for Instant Messaging and Presence Leveraging” 
(SIMPLE) working group of IETF. The purpose of the 
MESSAGE request is to carry instant messages in the body of 
the request. For further details on how SIP can cany control 
commands see [22]. 
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VII. CONCLUSION 
In this paper we have proposed an architecture for secure 

remote access using one-time password and biometrics 
features for authentication. We also discussed issues related to 
secure remote appliance control using our proposed scheme. 
Also, a hierarchical file-access scheme has been proposed 
based on user’s privilege levels. This scheme uses biometrics 
features and one-time password mechanism to create 
encryption keys. For secure transmission of data, we use a 
three-layer scheme based on SSL connection. The heavy cost 
of running a VPN (virtual private network) (see e.g., [ I l l )  
would justify the advantage of our architecture. 
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