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Abstract 

The development of Internet/Intranet security is of paramount importance to organisations that plan to gain the economic benefits from 
interconnection with the Internet. This paper commences by examining firewall policy, focusing on both network service access policy and 
firewall design policy. Various firewall architectures, ranging from simple packet filters through to screened subnets and proxy gateways, are 
then discussed. Finally, the various mechanisms by which transactions can be secured over the Internet/Intranet are covered. These include 
encrypted tunnelling, 1Pv6, point-to-point tunnelling protocol, secure sockets layer, secure electronic transactions and secure multipart 
Internet mail encoding.© 1998 Elsevier Science B.V. 
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1. Firewall policy 

A firewall is a method of achieving security between 
trusted and untrusted networks and the choice, configuration 
and operation of a firewall is defined by the policy. The 
policy defines the services and type of access permitted 
between trusted and untrusted domains. Therefore, a fire
wall can be viewed as both a policy and the implementation 
of that policy in terms of network configuration, host 
systems, routers, encryption tunnels, authentication proce
dures and applications systems. 

The definition of a firewall policy requires a clear expli
cation of the security perimeter, since different firewall 
architectures provide different levels of guarantee against 
attack. Another important term is "zone of risk" that gen
erally applies to TCP/IP capable networks, although net
works using other protocols such as Netware/lPX, DECnet 
and SNA can also be vulnerable. 

In principle, the zone of risk covers all networks and 
servers connected to the Internet, including the Internet 
backbone and related network infrastructures. The objective 
of the firewall policy is to minimise the organisation's 
zone of risk by removing the possibility of attack from an 
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external network. In other words the firewall becomes the 
zone of risk for the trusted network. 

It is widely accepted that there is a real risk from insider 
threats, and it is often stated that there are more insider 
attacks (for which a firewall is of little value) than external 
attacks [ 1 ]. Insiders usually have more direct access to the 
systems and the opportunity to abuse privileges. For exam
ple, many workstations can be easily reconfigured to grant 
privileged access and it is then a simple task to run a pro
tocol analyser or decode software. Also, most standard TCP/ 
IP applications, such as Telnet, FTP, rlogin, etc., have weak 
authentication control and passwords are transmitted in 
cleartext. 

There are two levels of policy that influence the design, 
installation and use of a firewall: 

• network service access policy (NSAP) 
• firewall design policy (FDP). 

1.1. NSAP 

The NSAP defines which services are to be explicitly 
allowed or denied between trusted and untrusted 
networks, together with the way in which these services 
are to be used as well as any conditions for exception to 
this policy. 
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The NSAP should be an extension to existing business 
policy that will have already addressed the following issues: 

• information value-what value does management 
places on information? 

• responsibility-who is responsible for ensuring the pro
tection of the organisation's information from untrusted 
networks? 

• commitment-what is the organisation's commitment 
to protecting its information resources? 

• domains-what domains should or should not be 
protected? 

Further, business policy should already have 
implemented controls on such systems as 

• virus scanning 1 

• physical security access 
• floppy disk controls 
• RAID back-up systems. 

At the highest level the organisational policy might state: 

• information is the strategic resource for the organisation; 
• the availability, integrity, authenticity and confidential

ity of the information will be protected by every cost
effective measure possible; 

• ensuring the availability, integrity, authenticity and con
fidentiality of the information is a priority for all users at 
all levels of the company. 

Below thi~ level, specific policies are implemented which 
cover issues such as 

• access to services (dial-in, dial-out) 
• version controls 
• user authentication 
• trusted/untrusted network access. 

It is at this level that the firewall's NSAP is formulated. 
The NSAP must be drafted before the firewall is imple

mented. It must provide a balance between protecting the 
trusted network from known risks while providing users 
with convenient access to the untrusted network. Further, if 
a firewall denies access to certain services on an untrusted 
network, it is essential that the NSAP ensures that these con
trols are not circumvented or disabled. A typical NSAP might 

• allow no access to applications or services on the trusted 
network from the Internet; 

• as above, but allow access to a subset of applications or 
services by way of a secure server (e.g. bastion host); 

• allow access from the Internet to selected applications 
on the trusted network (e.g. e-mail) in conjunction with 
strict authentication procedures ( e.g. challenge/response 
and one-time password controls). 

1 Contrary to popular belief, firewalls can scan for viruses. This may 
require scanning at the application layer (mail or file headers). Most com
mon antivirus products such as McAfee, F-Prot, Dr Solomon, Symantecs 
and Norton's AntiVirus can be configured to achieve firewall virus control. 

1.2. FDP 

FDP defines how the firewall implements restricted 
access and service filtering specified by the NSAP and 
addresses issues such as 

• IP address filtering 
• encryption tunnelling 
• secure socket control to facilitate application access 
• audit and accounting control. 

This policy is specific to the firewall and defines the rules 
and procedures necessary to implement the NSAP, but it 
must take account of the capabilities and limitations of the 
particular firewall platform as well as the threats and 
vulnerabilities associated with TCP/IP. For example, if the 
NSAP forbids access to all applications on the trusted 
network, then implementing a firewall by way of a packet 
filtering router is extremely risky. 

In principle a firewall can 

• permit any service unless it is specifically disallowed 
• deny any service unless it is specifically permitted. 

However, in practice, only the latter option is used. The first 
option might unintentionally allow denied services to run on 
non-standard TCP/UDP ports. Further, some services such 
as FTP, RPC and X-Windows are difficult to filter {2]. 

Depending upon the various security and flexibility 
requirements, some firewalls are more appropriate than 
others, which means that the NSAP must be carefully 
designed before the firewall is implemented. For example, 
dual-homed gateways (Section 2.2.1) and screened subnets 
(Section 2.2.3) can both be used to implement a "deny all" 
firewall. However, the dual-homed gateway is cheaper but 
also less flexible than the screened subnet. 

In order to arrive at a successful design policy, together 
with a platform that implements this policy, it is usual to 
start by restricting all access from the untrusted to the 
trusted network, and then to specify the following [3]. 

• What Internet services will the organisation use (e.g. e
mail, Telnet, FTP, World Wide Web (WWW))? 

• Where will these services be used from (intra-company, 
between branches, on a mobile or dial-in basis, by sub
sidiary organisations, etc.)? 

• What additional security features will be needed (e.g. 
one-time password control, authentication procedures, 
encryption tunnels, secure sockets, point-to-point 
encryption, dial-in/dial-back procedures. etc.)? 

• What risks result from the provision of these services? 
E.g. is a 40-bit RSA [ 4] encryption key adequate for 
certain government or banking applications? Is dial-in 
access without formal authentication procedures an 
acceptable risk? 

• What is the cost (e.g. financial, inconvenience) of pro
viding these services? For example, how is key distribu
tion handled? What is the cost of managing a dedicated 
authentication server? 
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• What is the balance between usability and security 
(e.g. if a particular service is too expensive or risky to 
use should its use be forbidden, thus creating great 
inconvenience)? 

Some services that are inherently insecure may, with 
the addition of certain technologies, be secured to pose 
little or no risk. For example, a remote Telnet session can 
be very vulnerable to packet sniffing for passwords, and 
would pose a high risk when connecting a machine to a 
trusted network over an untrusted network such as the Inter
net. However, with the addition of encryption or strong 
authentication techniques this risk can be dramatically 
reduced. 

Implementation of the firewall based upon these consid
erations requires careful use of risk analysis so that the 
calculated level of risk can be compared with that deemed 
to be acceptable according to overall company policy [5). 
This may result in a change to the initial policy. For 
example, if the original NSAP denied all dial-in access, 
certain exceptions to this rule may need to be considered 
so as to achieve some overall organisational objective. 

1.3. Sample policies 

1.3.1. Remote access policy 
As a specific example a ''remote user advanced authen

tication policy'' might address dial-in user access from the 
Internet as well as authorised users on travel or working 
from home. All such connections should use the advanced 
authentication service of the firewall to access systems at the 
site. Policy should reflect that remote users might not access 
systems through unauthorised modems placed behind the 
firewall, as it takes only one captured password or one 
uncontrolled modem line to enable a backdoor around the 
firewall. 

Authorised users may also wish to have a dial-out 
capability to access those systems that cannot be reached 
through the Internet. These users need to recognise the 
vulnerabilities they may be creating if they are careless 
with modem access. A dial-out capability may easily 
become a dial-in capability if proper precautions are not 
taken. 

Therefore, both dial-in and dial-out capabilities should be 
incorporated into the design of the firewall. Forcing outside 
users to go through the advanced authentication of the fire
wall should be strongly reflected in policy. Policy might also 
prohibit the use of unauthorised modems attached to host 
systems if the modem capability is offered through the fire
wall. 

Since users could run point-to-point protocol (PPP) to 
create new network connections into a site protected by a 
firewall, it needs to be considered as part of the overall 
access policy. Such connections are potentially a backdoor 
around the firewall, and may be an even greater danger than 
a simple dial-in connection. 

1.3.2. Information server policy 
A site providing public access to an information server 

may wish to incorporate appropriate access controls into the 
firewall design and policy should reflect the idea that the 
security of the site will not be compromised in the 
provisioning of an information service. For example, a 
Web server that is intended to provide access for Internet 
users may not need to be behind the firewall at all, as the 
information provided by this server resides on that machine 
rather than being drawn from systems on the internal 
network. As long as the machine is regularly backed up it 
can operate unencumbered by a firewall and simply be 
restored if attacked. 

It is useful to make a distinction between two fundamen
tally different types of traffic: 

• information-server traffic (traffic concerned with retrieving 
information from an organisation's information server); 

• business traffic, such as e-mail, file transfer, transaction 
services, etc. 

The two types of traffic have their own risks and do not 
necessarily need to be mixed with each other. Screened 
subnet firewalls (Section 2.2.3) allow information servers 
to be located on a subnet and, therefore, to be isolated 
from other site systems. This reduces the chance that an 
information server could be compromised and then used 
to attack site systems. 

1.4. Policy evolution 

Two considerations drive the formation of an FDP with 
respect to Internet connections: 

• the risk to the organisation's internal information and 
systems from external threats, e.g. denial of service 
attacks, IP spoofing, etc.; 

• the risk of sensitive organisational information being 
disclosed as it is transmitted across the Internet, e.g. 
password file capture, information leakage attacks (e.g. 
finger), etc. 

Once the FDP has been drafted, maintenance and review 
are important ongoing activities. 

1.4.1. Maintenance of the FDP 
Unlike many organisational policies, the FDP is not static 

and may need to change on a day-by-day basis depending 
upon new vulnerabilities which arise. For example JAVA 
was considered to be a great invention and the industry was 
assured by SUN that it was not a security risk. Therefore, as 
browsers evolved to become JAVA aware, JAVA code 
(applets) passed through firewalls. It is likely that JAVA 
never appeared in any company's firewall policy as it was 
probably considered to be part of the WWW. One large 
multinational decreed from the highest level that JAVA be 
disabled on all browsers, thus demonstrating the dynamic 
nature of an FDP. Other examples of policy maintenance 
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include changes to a network's filtering rules as well as rule 
changes resulting from the introduction of new services. 

1.4.2. Review of the FDP 
It is most important that the FDP remains under constant 

review to ensure that the policy reflects the current state of 
play. As a result of FDP maintenance, the original policy 
can become unrepresentative of reality and this can intro
duce security holes. Examples include: change of the 
systems expert; wrong versions of software being loaded 
following a system crash. In many of these cases problems 
may not be detected until after a security breach has 
occurred. 

1.5. Installing and operating a firewall 

Once the decision is made to use firewall technology to 
implement an organisation's security policy, it is then 
necessary to install a cost-effective firewall that provides 
an appropriate level of protection. In general, a firewall 
should provide the following levels of protection: 

• support and not impose a security policy; 
• support a "deny all services except those specifically 

permitted" design policy (even if this policy is not initi
ally implemented); 

• accommodate new facilities and services should an 
organisation's security policy change; 

• contain advanced authentication measures, such as 
encryption, challenge/response systems, and should con
tain the hooks for installing these facilities; 

• employ filtering techniques to permit or deny services to 
specified hosts as needed; 

• use flexible and user-friendly IP filtering and be able to 
filter on as many attributes as possible, including 
source and destination IP address, source and destination 
TCP/UDP port, protocol type, and inbound/outbound 
interfaces; 

• use proxy services for applications such as FTP and 
Telnet, so that advanced authentication measures can 
be utilised at the firewall. 

It will also assist if the firewall supports proxies for ser
vices such as NTP, NNTP, X-Windows, Finger, HTTP, and 
certain web browser software (Section 2.2.4). The firewall 
should also have the ability to centralise simple mail transfer 
protocol (SMTP) access, thus reducing direct SMTP con
nections between site and remote systems. This results in 
centralised handling of site e-mail. 

The firewall should have the ability to concentrate and 
filter dial-in access as well as logging suspicious activity. If 
the firewall requires an operating system such as UNIX or 
Windows NT, then a secured version of the operating sys
tem should be part of the firewall, with other security tools 
as necessary to ensure firewall host integrity. The operating 
system should have all patches installed and be developed in 
a manner that its strength and correctness is verifiable. It 

should be simple in design so that it can be understood and 
maintained. 

Some organisations have the capability to put together 
their own firewalls, using available software components 
and equipment or by writing a firewall from scratch. Trusted 
Information Systems (TIS) Internet Firewall Toolkit [6] is a 
good example of a company that offers ''firewall construc
tion kits". At the same time, there are many vendors 2 [7] 
offering a wide range of services in firewall technology 
which include 

• provision of the necessary hardware and software 
• development of security policy and carrying out risk 

assessments 
• security reviews and security training. 

Consideration of the following questions may help an 
organisation decide whether or not it has the resources to 
install and operate a successful firewall. 

• How will the firewall be tested? 
• Who will verify that the firewall performs as expected? 
• Who will perform general maintenance of the firewall, 

such as backups and repairs? 
• Who will install updates to the firewall, such as for new 

proxy servers, new patches, and other enhancements? 
• Can security-related patches and problems be corrected 

in a timely manner? 
• Who will perform user support and training? 

As a general rule it is desirable that sites: 

• standardise operating system versions and software to 
make installation of patches and security fixes more 
manageable; 

• institute a program for efficient, site-wide installation of 
patches and new software; 

• use services to assist in centralising system administra
tion, if this will result in better administration and better 
security; 

• perform periodic scans and checks of host systems to 
detect common vulnerabilities and errors m 
configuration. 

2. Firewall architecture 

There are many different interpretations of the term 
firewall and this can be a source of confusion. One 
basis for defining a firewall is the OSI 7-layer model 
(Fig. 1) which provides a clearer picture than does the 
TCP/IP model. 

2 Examples include Digital's Alta Vista Firewall, Secure Computing's 
Firewall for NT, Eagle NMS (Raptor Systems), ANS Interlock Service 
3.06 (ANS CO + RE Systems), Borderware Firewall Server, Firewall-I 
v2.0 (Checkpoint Software), Black Hole 3.0 (Milkyway Networks Corp.), 
Sidewinder, Gauntlet (Data General), GFX Internet Firewall (Global Tech
nology Associates). 
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Packet 
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Fig. I. Firewall architecture in relation to the OSI model. 

It can be seen that firewall architecture consists of two 
levels: 

• Packet-level firewalls that operate at the network (IP) 
and transport (TCP) layers. These are commonly 
referred to as screening routers or packet filters and 
block transmission of certain classes of traffic; 

• application-level firewalls which operate at the session, 
presentation and application layers. They are usually 
implemented using dedicated hosts running specialised 
software and can also be referred to as bastion hosts or 
proxy servers, usually running under UNIX or Windows 
NT. They can also provide relay services to compensate 
for the effects of the filter(s). 

Another important term often used in conjunction with a 
firewall is ''gateway'', and Internet firewalls are often 

referred to as secure Internet gateways. However, there is 
a more specific use of this term, as can be seen in Fig. 2. The 
network occupied by the gateway is often referred to as the 
demilitarised zone (DMZ) [8]. 

The gateway in the DMZ may consist of both an internal 
and external machine, as shown in Fig. 3. Normally these 
two gateways will have more open communication through 
the inside packet filter than the outside gateway has to other 
internal hosts. The outside packet filter can be used to pro
tect the gateway from attack, while the inside gateway can 
be used to guard against the consequences of a compro
mised gateway. 

2.1. Packet filters/screening routers 

As packets pass through the router their filtering is based 
upon a set of rules established by the NSAP. Filtering based 
upon one of more of the following criteria are commonly 
applied: 

• source IP address 
• destination IP address 
• TCP/UDP source port 
• TCP/UDP destination port. 

Not all packet filters can filter on TCP/IP port numbers. 
Some can examine which of the network interfaces a packet 
arrived at and then use this as further filtering criterion. 

Demilitarized Zone (DMZ) 

Gateway(s) 

Packet FIiters/Screening Routers 

Fig. 2. Firewall design (filter/router and gateway). 

Packet Filtars/ScrNning Routara 

Fig. 3. Firewall design (filter/router with internal and external gateways). 

Untrusted Network 

Trusted Network 

Fig. 4. Firewall using a packet filter/screening router. 
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