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Exet:,utive Summary

Setting up & “firewall" system that contrals access from the Internet to a.private network, stopping
break-in attempts, is the single most important security measure to be taken when connecting to the
‘Internet.  This document describes the architecture and unique characteristics of CheckPoint's
FireWall-1 Internet gateway security system. It outlines the major technology characteristics that
enable CheckPoint FireWall-1 to establish full, ransparent and true Internet Connectivity using the
catire range of Internet protocols while ensuring network security.

Two mainstream mcthods are currently used to cstablish Internet firewalls:
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internet Firewalls Technology

When connecting a network to the Internet or to other networks, the most impostant security

;%easurevm_ t0¢ control access from the othcr nctworks to the private one, Secunng the Intemet link

o may foIlow and complement but stoppiﬁg thc «»ﬁm

, Wf&dmginmmc private network is the first thing to do.  #
Two major techniques apply when building an Internet firewall:
= Application level and circuit gateways

e  Packet filtering gateways

The major difference between the two techniques (which are common]y used in oonJuncnon) lies in
the communication flow. A packet filter gateway acts as.a,rot

Paclcets flow from their source to destination, and - th:. ‘gateway either forwards

blocks tho;f‘

%%5 When using application and circuit gateways, all packets are addressed to & user level
application on the gateway that links between the twa communlcanon points by relaying the

Appllcatlon Level and Circult Gateways

For each application relayed, application level gateways use a specific, special purpose code.

Application gateways can provide a high level of security, though they suffer from a number of

deficits: only a limited oumber (usnally only a small basic subset) of the applications and services

- are supported. In order to use the application gateways, user have to log into the gateway machine

or to install & specific client application that uses thc apphcauon gatcway for cach application ﬂmy
" :
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_ apphcat:ons on each may be a ‘Gmribersome task since ﬂx-, iniférnial Hiefwork
§ _typicany hcmmgeneom with respect to platforms, operaﬂng systems, versions.

- Network performance is also affected by both application gateways and cm:xﬂt gawways each
packet must be processed twice by all communication layers, requires user-level processing and
context switching, It should also be noted that the application gateway computer itself (“bastion-
host" or "dual-homed gateway") remains exposed to the network, and additional means should be

implemented to protect it (packet ﬁltenng) This typically results in limiting the available service
and also additional hardware.
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Packet Filtering Gateways -
{Packet filteri
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CheckPoint FireWall-1

CheckPoint FireWall-1 combines the efficiency of implementing a general purpose solution for &ll
network protocols, with application level savvy. As part of the interface- a comprehensive
installation procedure and logging and alerting mechanisms dre included. On top of this unique
protocol independent technology, & simple, intuitive, object-oriented user interface enables easy,

flexible and uniform way of implementing the organization's global security policy. Following
sections detail the functions.of F‘LreWall-
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FireWall-1 Overview

The CheckPoint FireWall-1 Internet Gateway acts as a router between the organization's internal *
networks and the Internet. All the network wraffic between the organization's internal network,
Internet sites, and the application gateways between them is routed through the gateway. This
ensures full security coverage of the entire spectrum of Internet protocols and services and that
each and every packet is screened and verified to comply with the organization's security pohcy
ensuring full security coverage of the entire spectrum of Internet protocals and services.

CheckPoint FireWall-1 is composed of two majer components:
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iter Module operates autopomously of the Control Module, providing an ou-going, simple,
powerful, and refiable packet filtering. Packet Filter Modules can operate on additional Internet
gateways, as well as inter-departmental gateways and on critical servers, thus providing penpheral
defense as well as in-depth security and compamnenmhzanom

The control workstation and packet ﬁltcr module can reside either on the same gateway machmc
on two different hosts. In the latter, communication between the two is authenticated, using 2
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CheckPoint’s Packet Filter Module Architecture

CheckPoim. FireWall-1 packet filter module resides on the gateway host, acting as a security router -

between the protected netwarks. The packet filter module is plugged between the Data Link and

~ the Network layers (tayers 2 and 3). The Data Link being the actual network interface card (NIC)

.and thc Network Link is the’ first laycr of the protocol stack (e.g. IP).. Inbound and outbound
1hiected to. the
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