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UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

APPLE INC.,
Petitioner,

V.

SEVEN NETWORKS, LLC,
Patent Owner.

IPR2020-00707
Patent 9,712,476 B2

Before THU A. DANG, KARL D. EASTHOM, and JONI Y. CHANG,
Administrative Patent Judges.

DANG, Administrative Patent Judge.
DECISION

Institution of Inter Partes Review
35US8.C. § 314
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L. INTRODUCTION

A.  Background

Apple Inc. (“Petitioner”) filed a Petition requesting an inter partes
review of claims 13—18, and 23-28 (the “challenged claims”) of U.S. Patent
No. 9,712,476 B2 (Ex. 1001, “the *476 patent). Paper 2 (“Pet.”’). SEVEN
Networks, LLC (“Patent Owner”) filed a Preliminary Response. Paper 7
(“Prelim. Resp.”).

Under 37 C.F.R. § 42.4(a), the Board has authority to determine
whether to institute an inter partes review. Applying the standard set forth
in 35 U.S.C. § 314(a), which requires demonstration of a reasonable
likelihood that Petitioner would prevail with respect to at least one
challenged claim, we grant Petitioner’s request and institute an inter partes

review of all challenged claims.

B.  Related Proceedings
Petitioner identifies the *476 patent as the subject of SEVEN
Networks, LLC v. Apple Inc., 2:19-cv-00115 (E.D. Tex.). Pet. 72.

C. The '476 Patent

The *476 patent, titled “Secure End-to-End Transport Through
Intermediary Nodes,” issued on July 18, 2017, from Application No.
15/140,284 filed on April 27, 2016, which is a continuation of Application
No. 14/043,772 (“the >772 application”) filed on October 1, 2013, now U.S.
Patent No. 9,344,393 (“the *393 patent”), which in turn is a continuation of
Application No. 13/396,464 (“the *464 application”) filed on February 14,
2012, now U.S. Patent No. 8,549,587 (“the *587 patent”), which in turn is a
continuation of Application No. 12/889,252 (“the *252 application”) filed on
September 23, 2010, now U.S. Patent No. 8,127,342 (“the 342 patent”),
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which in turn is a continuation of Application No. 11/875,785 (“the *785
application”) filed on October 19, 2007, now U.S. Patent No. 7,827,597
(“the ’597 patent”), which then in turn is a continuation of Application No.
10/339,369 (“the *369 application”) filed on January 8, 2003, now U.S.
Patent No. 7,305,700 (“the 700 patent”). Ex. 1001, codes (54), (45), (22),
(63). The ’476 patent acknowledges security concerns when information is
transferred over the Internet, as an eavesdropper may be able to access the
data after decryption at intermediary network processing nodes. See id. at
1:33-47. Accordingly, the 476 patent addresses this problem. /d.

An illustration of one embodiment of the *476 patent’s

communication network is depicted in Figure 1, reproduced below:
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Figure 1 shows communication network 12 that includes mobile network 14,
enterprise network 18, and communication management system 16 that
manages communications between mobile network 14 and enterprise
network 18. Id. at 2:23-27. Mobile network 14 includes mobile devices 21
that communicate with an internet protocol (IP) infrastructure through a
wireless or landline service provider, while enterprise network 18 includes
email server 34 containing user mailbox 44 accessible using personal
computer (PC) 38. Id. at 2:27-43. Communication management system 16
includes management server 28 that includes processor 33 operating transfer
agent 31, which in turn manages the transactions between mobile devices 21
and enterprise network 18. User database 42 includes configuration
information for different users of a mobile communication server. Id. at
2:52-59.

As shown in Figure 1, personal client 40 makes outbound connection
25 to management server 28, registers the presence of a particular user to
management server 28, and negotiates a security association specifying a
cryptographic ciphersuite and unique, secret point-to-point encryption key
29 over connection 25. Id. at 2:64-3:3. Further, mobile device 21
negotiates a point-to-point security association, specifying a cryptographic
ciphersuite and a unique encryption key 27, with management server 28. Id.
at 3:10-12.

D.  The 785 Application (also “the "597 Patent” or “the Great
Great Grandparent Application”) (Ex. 2010)

Like the 476 patent, the great great grandparent application addresses
security concerns with eavesdroppers being able to access data after

decryption at intermediary network processing nodes. See Ex. 2010, 1:7-17.
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An illustration of an encryption schema of the great great grandparent

application is depicted in Figure 5, reproduced below:
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Figure 5 shows an encryption schema used by mobile device 21,
management server 28, and personal client 40 when processing transactions
between a source and a target device. Id. at 8:20-22. As shown in Figure 5,
mobile device 21 operates as a source for sending transaction 90 requesting
personal client 40 to send document 92 located in local memory 39, personal
client 40 operates as a target for transaction 90, and management server 28
operates as the transfer agent for transferring transaction 90 from mobile
device 21 to personal client 40. Id. at 8:22-9:2. Any device can operate as a
source or target for the transaction, wherein personal client 40 can operate as
a source, and mobile device 21 can operate as a target when transaction 91 is
sent as a reply to request 90. Id. at 9:6-8.

Mobile device 21 attaches an “auth_token” to a transaction sent to
management server 28, wherein mobile device 21 may be required to
authenticate to management server 28 by transmitting a username and
password, and server 28 issues mobile device 21 an “auth_token” after
successfully validating the username and password against information in

user database 42. Id. at 9:23-10:4. Mobile device 21 then attaches the
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