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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
12/985,351 01/06/2011 William Grecia 4165
70984 7590 08/08/2012 | |
EXAMINER
The STR3EM Team
2885 Sanford Ave SW #13208 TURCHEN, JAMES R
Grandville, MI 49418
| ART UNIT | PAPER NUMBER |
2439
| NOTIFICATION DATE | DELIVERY MODE |
08/08/2012 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

cs2cd@yahoo.com
sa.cs2cd@gmail.com
bally5 @aol.com

PTOL-90A (Rev. 04/07) EWS-001823



Application No. Applicant(s)
. 12/985,351 GRECIA, WILLIAM
Notice of Abandonment Examiner ArLUnit
JAMES TURCHEN 2439

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
This application is abandoned in view of:

1. [0 Applicant’s failure to timely file a proper reply to the Office letter mailed on

(a) [ A reply was received on (with a Certificate of Mailing or Transmission dated ), which is after the expiration of the
period for reply (including a total extension of time of month(s)) which expired on

(b) [J A proposed reply was received on , but it does not constitute a proper reply under 37 CFR 1.113 (a) to the final rejection.
(A proper reply under 37 CFR 1.113 to a final rejection consists only of: (1) a timely filed amendment which places the
application in condition for allowance; (2) a timely filed Notice of Appeal (with appeal fee); or (3) a timely filed Request for
Continued Examination (RCE) in compliance with 37 CFR 1.114).

(c) [J A reply was received on but it does not constitute a proper reply, or a bona fide attempt at a proper reply, to the non-
final rejection. See 37 CFR 1.85(a) and 1.111. (See explanation in box 7 below).

(d) [T No reply has been received.

2. [ Applicant’s failure to timely pay the required issue fee and publication fee, if applicable, within the statutory period of three months
from the mailing date of the Notice of Allowance (PTOL-85).

(@) [J The issue fee and publication fee, if applicable, was received on (with a Certificate of Mailing or Transmission dated
), which is after the expiration of the statutory period for payment of the issue fee (and publication fee) set in the Notice of
Allowance (PTOL-85).

(b) [J The submitted fee of $ is insufficient. A balance of § is due.
The issue fee required by 37 CFR 1.18is $ . The publication fee, if required by 37 CFR 1.18(d), is $ .
(c) [ The issue fee and publication fee, if applicable, has not been received.

3. Applicant’s failure to timely file corrected drawings as required by, and within the three-month period set in, the Notice of
Allowability (PTO-37).

(a) [ Proposed corrected drawings were received on (with a Certificate of Mailing or Transmission dated ), which is
after the expiration of the period for reply.

(b) [J No corrected drawings have been received.

4. [] The letter of express abandonment which is signed by the attorney or agent of record, the assignee of the entire interest, or all of
the applicants.

5. X] The letter of express abandonment which is signed by an attorney or agent (acting in a representative capacity under 37 CFR
1.34(a)) upon the filing of a continuing application.

6. [] The decision by the Board of Patent Appeals and Interference rendered on and because the period for seeking court review
of the decision has expired and there are no allowed claims.

7. [ The reason(s) below:

/Edan Orgad/
Supervisory Patent Examiner, Art Unit 2439

Petitions to revive under 37 CFR 1.137(a) or (b), or requests to withdraw the holding of abandonment under 37 CFR 1.181, should be promptly filed to
minimize any negative effects on patent term.

U.S. Patent and Trademark Office
PTOL-1432 (Rev. 04-01) Notice of Abandonment Part of Paper No. 20120731

EWS-001824



Doc Code: EABN

Document Description: Letter Express Abandonment of the application

PTO/SB/24 (07-09)

Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Or Mail the petition to:
Mail Stop Express Abandonment
Commissioner for Patents

[ EXPRESS ABANDONMENT UNDER

37 CFR1.138

File the petition electronically using EFS-Web

Application Number 12985351
Filing Date 01-06-2011
First Named Inventor William Grecia
Art Unit 2432

Examiner Name

Barron Jr, Gilberto

\QO. Box 1450, Alexandria, VA 22313-1450 Attorney Docket Number

Please check only one of boxes 1 or 2 below:
(If no box is checked, this paper will be treated as a request for express abandonment as if box 1 is checked.)

1. [] Express Abandonment
| request that the above-identified application be expressly abandoned as of the filing date of this paper.

2. Express Abandonment in Favor of a Continuing Application
| request that the above-identified application be expressly abandoned as of the filing date accorded
the continuing application filed previously or herewith.

NOTE: A paper requesting express abandonment of an application is not effective unless and until an appropriate  USPTO
official recognizes and acts on the paper. See the Manual of Patent Examining Procedure (MPEP), section 711.01.

TO AVOID PUBLICATION, USE FORM PTO/SB/24A INSTEAD OF THIS FORM.

TO REQUEST A REFUND OF SEARCH FEE AND EXCESS CLAIMS FEE (IF ELIGIBLE), USE FORM
PTO/SB/24B INSTEAD OF THIS FORM.

| am the: applicant.

|:| assignee of record of the entire interest. See 37 CFR 3.71.
Statement under 37 CFR 3.73(b) is enclosed. (Form PTO/SB/96)

|:| attorney or agent of record. Attorney or agent registration number is

|:| attorney or agent acting under 37 CFR 1.34, who is authorized under 37 CFR 1.138(b) because
the application is expressly abandoned in favor of
a continuing application (box 2 above must be checked). Attorney or agent registration number

is
/william grecia/ 04-19-2012
Signature Date
William Grecia (212) 372-0293
Typed or printed name Telephone Number

Note: Signature of all the inventors or assignees of record of the entire interest or their representative(s) are required. Submit multiple forms if
more than one signature is required, see below.

|:| Total of forms are submitted.

This collection of information is required by 37 CFR 1.138. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process an application). Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Mail Stop Express Abandonment, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.

EWS-001825



Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark

Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Electronic Acknowledgement Receipt

EFSID: 12576562
Application Number: 12985351
International Application Number:
Confirmation Number: 4165

Title of Invention:

PERSONALIZED DIGITAL MEDIA ACCESS SYSTEM (PDMAS)

First Named Inventor/Applicant Name:

William Grecia

Customer Number:

70984

Filer:

William Grecia

Filer Authorized By:

Attorney Docket Number:

Receipt Date: 19-APR-2012
Filing Date: 06-JAN-2011
Time Stamp: 07:09:46

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
216836
1 Letter Express Abandonment of the $b0024_ea.pdf no 5

application

912df02fef681027cd92e2d38d594771f34¢
d141

Warnings:

Information:
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Total Files Size (in bytes):| 216836

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Doc code: IDS

Doc description: Information Disclosure Statement (ID3) Filed

PTO/SB/08a

(01-10)

Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

12985351

Filing Date

2011-01-06

First Named Inventor

William Grecia

Art Unit

2432

Examiner Name

Attorney Dacket Number

U.S.PATENTS

Remove

Pages,Columns,Lines where

E)l(gm*lner Cite Patent Number Kind Issue Date Nar.ne of Patentee or Applicant Relevant Passages or Relevant
Initial No Ccde! of cited Document )
Figures Appear
1 7266839 82 2007-09-04 Bowers et al.
2 7567987 82 2009-07-28 Shappell et al.
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Fublication Kind | Publication Name of Patentee or Applicant Pages,Columns Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document )
Figures Appear
1 20070266095 A1 2007-11-15 Billsus et al.
2 20090100060 A1 2009-04-16 Livnat et al.

If you wish to add additional U.S. Published Application citation information please click the Add button.

Add

FOREIGN PATENT DOCUMENTS

Remove

Cite
No

Examiner
Initial*

Foreign Document
Number3

Country
Code2? j

Kind
Code4

Publication
Date

Name of Patentee or
Applicant of cited
Document

Pages,Columns,Lines
where Relevant
Passages or Relevant
Figures Appear

Ts

EFS Web 2.1.17
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Application Number 12985351
Filing Date 2011-01-06

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | William Grecia
Art Unit 2432

Examiner Name

Attorney Dacket Number

If you wish to add additional Foreign Patent Document citaticn information please click the Add button ~ Add

NON-PATENT LITERATURE DOCUMENTS Remove

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s)}, TS
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

Simon L. Garfinkel, "Email-Based ldentification and Authentication: An Alternative to PKI?", IEEE Security & Privacy, |:|
http://computer.org/security/, published November 2003, pages 20-26.

If you wish to add additional non-patent literature document citation information please click the Add button  Add

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 602. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ° Applicant is to place a check mark here if
English language translation is attached.
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Application Number 12985351

Filing Date 2011-01-06

INFORMATION DISCLOSURE

First Named Inventor | William Grecia

STATEMENT BY APPLICANT

L. Art Unit 2432
( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Dacket Number

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of informaticn contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[ ] See attached certification statement.
[] The fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature fwilliam grecia/ Date (YYYY-MM-DD) 2012-03-12

Name/Print William Grecia Registration Number

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The infarmation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552} and the Privacy Act (5 U.S5.C. 552a). Records from this system of records may be disclesed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
hegotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of informatioh shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(¢c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce)} directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
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and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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First Named Inventor | William Grecia

STATEMENT BY APPLICANT

L. Art Unit 2432
( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Dacket Number

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of informaticn contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[ ] See attached certification statement.
[] The fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature fwilliam grecia/ Date (YYYY-MM-DD) 2012-03-09

Name/Print William Grecia Registration Number

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The infarmation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552} and the Privacy Act (5 U.S5.C. 552a). Records from this system of records may be disclesed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
hegotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of informatioh shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(¢c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce)} directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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First Named Inventor | William Grecia

STATEMENT BY APPLICANT

L. Art Unit 2431
( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Dacket Number

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of informaticn contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[ ] See attached certification statement.
[] The fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature fwilliam grecia/ Date (YYYY-MM-DD) 2012-03-06

Name/Print William Grecia Registration Number

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The infarmation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552} and the Privacy Act (5 U.S5.C. 552a). Records from this system of records may be disclesed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
hegotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of informatioh shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(¢c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce)} directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
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purpose, and any other relevant (i.e., GSA or Commerce)} directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
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(57)Abstract:

PROBLEM TO BE SOLVED: To provide a management method and
a device for a home network domain allowing sharing of a content
by connecting apparatuses with a central focus on consumers.
SOLUTION: This domain management method managing at least
one domain by a domain manager positioned inside a home
includes: a step for determining whether to register a first
apparatus positioned inside the home into the domain or not; and a
step for providing data for sharing the content to between an
already registered second apparatus and the first apparatus on the
basis of a determination result. Thereby, the apparatuses are
connected with the central focus on consumers, and the content
can be shared to reduce a management burden on a content
provider.
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(54) METHOD FOR LICENSING DRM SUPPORTING MULTIPLE DEVICES TO PROCESS DIGITAL
INFORMATION

(57) Abstract:

PURPOSE: A method for licensing the DRM(Digital Right Management) supporting multiple devices to
process digital information is provided to enable a contents user to conveniently use contents in diverse DRM
environments by making the contents executed on multiple devices with.use of a license structure for playing
DRM contents.

CONSTITUTION: As the contents including license information is transmitted to the devices(530-550), the
license information includes unigue 1Ds for more than two devices to play the contents. The contents are
received from a DRM server(520) and the IDs are extracted from the license information. In case that the
same ID as the ID of device is present among the extracted IDs, the contents are played.

EWS-001873



copyright KIPO 2005

Legal Status

Date of request for an examination (20030918}
Notification date of refusal decision (00000000)

Final disposal of an application (registration)

Date of final disposal of an application (20050504)
Patent registration number (1004939040000)

Date of registration (20050527)

Number of opposition against the grant of a patent ()
Date of opposition against the grant of a patent (00000000)
Number of trial against decision to refuse ()

Date of requesting trial against decision to refuse ()

Date of extinction of right ()

-2 -
C:\Prograrh Files\Microsoft Office\Templates\PCHS\Blank.dot

'EWS-001874



2005306¥10¢

10-0493904
20059054274

T558 10-0493904
10-2005-0028244

2005303822

(45) FgA

(1) 55z

(24) T54A
%

(65) FNHE
(43) FMd =

oh2-A 914w W 3065104

10-2003-0064861
2003'309¢ 182

e

THA 5T vDE 416

AR

E

GO6F 17/00

(72) 2z}

(51) , Int. CL7

(73)

<) iR
N
o i
W
otﬂoﬁaw_m
FypL,
RN =
].ME ~x
A= Lo
@mﬂA il
‘.ol\..A_.oﬂ‘z_
Ao
M%Hﬂ
N TN
o5 <@
wf_ﬁo_.
%_L RoT
el |
TR o
~hup 2N -
Ko S >
I ﬂw_]} o4
E NN :
__% M_mﬂnmo ZE Ca
S L W
® S X O
ul ) ‘;lo w5 a b
E: =
& FER H.._.A_lma PR
= T o Lok
~ | o E_em_n s =
i 4 BN el
z = %Wmhma W om
. z | el g
o W S g
T ” ol < -
o b= g
M] e T O X Mw Mw
. 2T R = =
L - A | ME%% 2 ®
o ur 0 % _qw.nlum__m Gl
mo o_.E EO P~ ﬂuio R K ‘Ul M M
x0% ™ o = z 2
R 4 ag_\__m@i a o
v_A | ﬂzw“_ﬁg M_W M_m
MW o H o
~ ﬂuﬁa_a_zg_ﬁ o M‘L_ muw_
=0 Dﬁr%@wx M ¥ I 2
5z o8 i = TN
ﬂDI .e q \mo _UT_ ;o\_‘l..;o 1_val \VIL
T o] . maa_ao_uwﬂﬂn H T B o ow o Lk
R S ar 3 L HEH w o Z = = o
= o8 o Tl = M o B o M

o)Al = o]},
EWS-001875

L

(-

e AL ey

o] 4 Aol u}#} DRM &} o] 4
] Aol utel DRM A1

8
3

1

=

T
=4

=)
H

B
2
£

-
i
L
-

4
5

=
=



o]rl

2 E3| 10-0493904

E6E & di e Ao mE AM2E AAsk= 717]12 A5-E AFE) A DRM goldlz F2& vedls A=

ks Falrle

of B3 ROZA, Bk FASAL 9D ARE AelW F s Tae) 7718 Adas

} } TUg HedZ(content) ¢} A7 A Z(contenE 9|8 hol A2 9] UlGof

A #8271 A"l X(cont
= golAdlAE FQalA 5?]_‘4
7} vkeld (device binding) 92

Hel= FFAHcontent provider) &
2ot 2= shife) 717]0] e

enh)&
o] uj, il
7 A4 A uk91 (user binding) HH410] QT

S|
2
N
M
=
L
Pel
3 of
=1
=4
o}
=
fa
=2
%
_.Oﬂr
N o)
Ir
_Y]';L_x.,
e

717] Bkl (device binding) wpal e 2= 9 2b7} 1) at ghol Al Azt 7] 7)(device)o| E&5 0] e ;}E 717) (device) el A
gH AR =) 2P| 7} o}E% 3l W *4 ot} 1g|il, AbAF vkel Y (user bmdmg) nhAlo. ?%i glo) A7} AFR A}
gse]:rgﬁlniﬂ FTEEE BEA, ALY ‘SIM (Subscriber Identification Module) 7+E W= AulE Jl= 58 o] &aHe H)
l:lo AA

&= 12 Fo] U¥raQl DRM gtoldl 28 Fx2E Yehll= oAl 24], XML(eXtentsible Markup Language)& o]&

:L}OJ WA 5eplol A = E}DRM grol Ml o] Al2HE WM XMLO| 314 fe R E UehllE XML U@ £9 0] 20

92kl WA 2;}&% AP= R DRM ZolMlze) FAHI ul§e Eatain, 77t <asse>ATAE
'8‘ o]

<permission> @ HEZ &3 o},

)

2}Qlo A DRM o] 27t 751%54% el x o] A9 A (identifier) S 7] &8t1L, 148}
=5 858 4 e 7dad= &% 7](Content Encryption Key, CEK) A B.& 7| &5}

<permission> R E= 182k A 202U ellA Arl= AAYo] 7He e 71&sta glo

il

[o]
M

<accumulated
W] A4 AZko

-|-' v
._,m%
)
)
I
rir
[}
=
e
o
S
o
[o3
"_':
=
fu
-{ 0
)
i
4
32
rie
>
i
o
o
A
ot
v
-3
it
il
2
3
s
&
o
$
i)
L
2
N

<start> 9 <end>AL WM EE= A 7]EEH =), <start> D HENA A A= T <end>olA A A= GA7A
At sen —T‘Eﬁl%% 7]%:%}1 %‘E |, <start>dg | A 21 ste EHFE <endd>olA AAsE ERA7A

£

EWS-001876



T2 EX
5 =538 10-0493904

nyoE T o
ur.mw B R RMY
- ot = ROIH W 0RO
SN M ‘AronmoﬁL R R
(rrib= = JJzom Mﬁl FE AN = REBHER AT
RO o gl \Mlmou__mA,V W.:_,__z_ne_a%__ N RS e, RAFRDIN iy —
T TURE T e L L x| 2P o] 7 e ® Gl o
AR L LA L@mﬂw N wEINEe BT T Lw@mz DYRRE- S NXg o PER mrmw kol
o_L]o_eE R TN J]nm.nllet o_‘_ufﬁmoﬂ._w Wy H WA = o AF o .mzqqc_ﬂ ﬂu‘l‘_ﬂ'e_a az ¢ ER
Fng W Tems ey e BN BRI TR NIRTE W @Mwm i LM%MW% =T
ERILG I K el RSy o e A
< B =R g ﬁ_%% 4 dﬂ@ﬁm 2 RN mﬁm‘%ﬂﬂa_a@ mﬁ QUi T __LV:. WP o
SR i SN i ety < S T U RRAE T E SR BN =0
ZarN TTm ogtln Y G by Y VERES X e TEy
e =Ny L e T T a e N do il =)y
o W =R =i =KW Seedm WS D o = W =T W R 5%
— DlAAoaﬂ R:_EJ. =% =N X ] = = T .‘Dn_l*_ol‘l.\au =4 o =X o
Z o A 2552 X oy ﬂ.z%ﬁ_]ﬂwﬂg_ﬁ ° B ﬂ]_ruﬂﬁ SN
A IR %@#MM O] mﬁﬁmm%q m@g%4ﬂ% o Sedomdony BReEZ s LX)
L 2ok ST ﬁw_mm“wom %?EM% L_Llwﬂb_%ﬁﬁ Dﬁmlf_mruw__% = ey S s o_ewr.%
N Fola  oewEY mﬂ_ﬂaﬂogww LR TR N Feg 2 e N T 5
AR N A Hmammﬂw e %mﬂ_nﬁﬁ_a% %W%ﬁﬂﬂo - wEad 24 G PE
=% ~=UPN] AR T T= B X! \_N;‘__L‘Nﬁ] o IR eV~ ! RO e 70T 50 o B
wree Nz L TREH O IRap ®HE 2N T IR S I
it I o N Ry T E K Dby s< T N AN i W g
—iN| \o.ﬂ\mﬂ‘_mﬂ.._;o \EJ_E — ﬂ_z_.mW VE_E ~ ,A017A_|H L_ —_ E_E N~ L_l.wroL. 11_|_11 N ‘al]] 1_../] N0 —
™~ ) o ﬂ],z_ - — ey l.ﬂ._dll_.% =0 S L7ou 0
- T AT]ﬂA._ﬁ Mﬂﬂu_:oﬁ ° o NG T NRRRE N q_odzaw % u|ﬂaoyﬁ,mE =gy _,TA Lwl %@o
M_mﬂ Aowa LY M_nﬂe_ =W A_.ﬁuoﬂi:m“_ FEBERGHT ~ ww,moaro NI N = w E_Mﬂﬂ.q erDnlJ»o__,_ - KN ﬁz__
5 3 o~ [N . S T— = N N —T— O}EcEN ) '

& < ~ Rz L _- FE B = o NTOE gl TS
Ay PuF= TS A il e Rl ] R R & T
<R R mLEaf xRy A Pegrm< Tl R W A o N|ok  —mo ~ Rty
2 TRER e W%M;T%a m_umno@mwmo CRmaETy Y Jlemres L i )

= = TroRLe T o TR el gl RN BN N ool 25
T Toma e T o NI L@ e mqamaﬂlm ) e =ik HIR B
TRmy TR S P CpRET TRl O - o LY TEETve skl
W =X o o TN — A e X ar Awm%.‘rﬂ ]o_aA_,IL\hJ.o — o IR HER, —— ﬂoﬂ7

Rl P ToAERY T 2T STASTAR < PITETw = B % B M o
i il o wl e R QTR R e Vam
BT s R Errat mowmz_mfmq% wmw&wﬁﬁ G i WLERIE Mww;&

—rto— Ta{| ut}oﬁ — ﬂMo;.o7 i ) oo I E..__/lﬂl e Jﬂaemo ﬂoﬂ T ol o o\,gam»‘mu _n._g_o
T T FER e IS NNl ey LR AT o o L RN X R

g wIPr P R W ot < Al D I T qBlE
gofe Pt Tlanit Bt “iee Lier f fes T et
G I TN TR S T L5y Tolmay Ths e - SpHATE X APz or
Mﬂxﬂ.m.l]_l N oK ].ﬁoﬂ]lﬂ ° ‘_ﬂml‘lﬂoﬁA o ™ O_E _I‘M ‘Lli ]q ,mW a gty [ X L_L = N E.._Zl

o ="~ B RF - ™ N0 yc i I~ N e il Todrs. O E o o B e AL
~em T i) RIFIT- = 5 N Lt T Uy N o S e TR e Zr o i
A% o S Toppe Bt FRE NN 2 peela E Sreo X T = TN TR = o 7508
o R Y Ewr___% T il T ﬂwﬂlﬁ.&ﬂ% S il T = o R s O, K] Epn
nE e e L SN A, e Cl B X Ssirz oA

N - —_ =l K <] ]_L —0 Mﬂ]um <0 o M e o

= K "y o & [ [l BN ) Wgr=o ™ HWAT WL R 4 = M~ wlo#alwu
O_EEL - Hr B LEE ﬂm_l:L].AT“noE e do fir /R n .ua,lﬂ\_. o = N ‘__L].;Ioﬂ T = o o o T
= B e = R <O RO _ RO AT = 0 T T S —
Rl il Ao B TR A R CEL 9 5T o Taqs X TS ™ TR
B X % N N e JUTREEK R 00| P T T v 2% o™ A s < D EUNE
<° TR o) <o —X _UE.AT e uiit ~ oo S R O PR o TRoM= <] 15w X Nx
B Ol S NCICTIANN o oaEwRy W T RS B T NG
TeT ey B Enwm%m < ,Fﬂnnmm“ D T G I g N W%m_mm wm_:mt__ﬂwrnum FUE
R N B R SmE DR Thaa SENTE  ER g ois
=D~ i@mﬁw i s ain L i e Tt LWA LE 0T X BT T anit ZpE ST W T B SdD %M.M
T RN E W o IR TS i AR B R '~ BN R TG e 2 A
THE 75 %0 W e R <o ﬁfamﬁﬂ.iﬂ RO L:,L A e em.h._. H._ B =
LoHEENIE PEERTRL 5 gaeE P Byt o ikl
. =o— —T = ) - S N < .Cl e
Zo ko ° = | Moo RN M=
N ojn UW_ il EZ,EXLa],_ SN
T E_Eﬁﬁmom,% ¥ Eaﬂm
o _Zm Z,.ﬁ )

EWS-001877

|4 el et

A
L

9] ol 4
112 A7} AE e o 3
5t 4 Q) a1, ALE-2} o] W o]

o] A
ol wtel DRM A1 & 4 22 DRM &9

g

a
=

X
o

5

-
_



=2ES
X35 10-0493904

AR
%_,T dw@ Mmuﬂouu .
o X =01 ~TEN
il 9 Nk = ==
ﬂmwa. _Emﬂﬂm,_q G Mnxn TR0 W
%MATM e owIaT ST T "
o = o] 1) TED K] 5 e oo
< Uy .,_mu.,imu/q dm!._ﬁ\_nﬁ P :.fT_E zoalJ m._
ATPM_# % ¢_.42@ %o Wﬂdnm = =R 3 =
. =< Lol LD o _ RPN -
T ToEe I e k) i A
ki FRoT 7= TIND N o oy i
i ﬁ_ 1.*m =) < E_E .qwl]ﬂ/u.A Eﬁe.v..ﬂroﬂ( ~ K T ™~ ol
A =z e R e T < a f
R BexT B! T :HTrm X —_ = %o uj
T gln® 2 TR o e N 53 o < s
Ene] g < ] ()= = = iy = =
Aoy eial 4% SRBAR e T &
Q% ¢ X edtL ]&d x L T2 1 ~° ot
2" 5 R 2 2 K = e oy i
L_._]ﬂ_ul \lll._.ﬁmol_/l . o5 = ™ M H qﬂﬂ ~ R 4 =
SATE =T N B2 iy o) o
9% Y3 B e Do = 9 el A
O,M_au . = }o#aﬂﬂﬂ._ peliggent M.ln_/nEM» R - A =
ST CYY go%ﬁo D ER ore T 5K ml el =
B SR SR SRR Xz R = =
Bl .Aoﬂl_..x_.mﬂ o] B = R oS =2 7.A = IS
—0 w riduic = o nT Fn Sl e KA , - W
~ W i) N s = - ™~ 0 N < =l BK o]
D BSmy wE N0 o < ® wo o= N
~ e ?%ﬂ?ﬂ wex B WS s, Fdo NGO E
Mo T TR0 S < N T X QB T4 ) = O
o o ol Ny wIee <Y zony ¥ o= T
wT ..%o:ﬁa\wUI.A i SRy <TE o R — SN
Bl bEed wd i TR o Tk T op
Semio 20 RITZ T oy A_.llulmﬂ %op T O
AT@ﬂﬁm_. Mo~ Lo 3 TR ~ o do™ 1 o o
=— oy O mr o= NN Rulo_ﬂ_ (%) e M
ol ) MJWMO lnmo.A G Ao T o o R g i i
g R SaTSW Dy T EN e R B
2O e 1__@21#0\ s N G L~ yp oM
R o NOSHE ﬂNP_EOM ~, < s oo NP3 = ® W
gl SEATZ Nt P Ca iy e IT @
N B i Tz B T TR TR 4% =2 T
N ST (i Zo 10 _ N =T R K
PN SsrEH T =og ERNE) % K e = =
ﬁ%ﬂmﬂm. M,oDuﬂDq.m o ﬂuﬂSAol e T ~ 2o il
nowe s 8 A Y e §m T TS
Dz o™ I X ] e o s % E S
STE Ea‘ulﬂll]E o = Sup ]_ﬂh lrﬂoxo e ~ iy i+ o
s~ =T ] AN B D4 DT > e i Mo E
SErTE R Al g G, B o o o
Vumﬁ.o 5 W N B o Sl R 0 X T
TR S L St M TN = ] B
= 3 Bl QW LA ey AN R % ZE 4 T
o w_m].L_X_ I e mw_%%_% T L T o8 T 0
15T o QTR = = Bz S @ﬁ_iﬂ oI T 50 wl = A
ﬂ.muﬂultzv (ﬂ_m..:nﬁl_mga Jlm_)Lmaﬂ < ,,ADH — oEd B ° E,Ur K] ol _ =0
R FETTN  =Be <Rl PX ) Sk w2l
= ioﬂau Hﬂl_m_z_mw M%ﬂ\& mﬂﬂmw T e N =
mae_aﬂﬁb__ = o & Swid moauﬂw.mlnﬁ. i Stdo gl = X
ESeE N g P WNMW% 3 2o ) NG
T~ B S 0 ey
33 A S WA S BB W gkl 3 7 Fw B ~Z
28—k ° BN Bl O P ) = =FF = My % >A
ﬂﬂ _I]\_ " .W;.L ﬁos fZ:IA_IU—HIIr AL X }W ies) l_.ﬂL MM _.EE .A X
ool T e O él%ﬂ 7= — =" G - o Lol
~ U HRw AT %o 0 goxE I v T OO N
° n.mo.f‘_l_l =y el ‘WEE.# "o [a\] RO putll __ﬁ o _.E
1o _.E 0 . Umw_ B ._._._md ,_@_.N_ .A_ ™ Al o)
TH uto_ - ° ‘..I.LE ™ _z_éo_
WS = T+ = = TR .
B R £ © B = - ™ .
Toe ow RXF G
A RO .ﬁm,ﬂ i+
) .A_I %

is \1]'0]

ko]
pod

94’ ’8‘7] ﬁ";ﬂ_ﬁ_oﬂ EH

=

=
Lo

ol

o] &8s
5l =918 Hals
e [=]

=
=

zeld=l 7171

? o]] 101/‘_]

DRM



F5E3 10-0493904

871 717150] 7] AR=E 84 sHA 471 MW7t 7] AldA A A8 gtol Ml R E Sste A2TAl

373 6.
A5l gofA,

1\]-7] ZolAdlA ARE Ay A9
.

p
[
i
2
ox
P,{_',
rir
e
5
il
£
Ruj
=
Ir
)
oZ
o
).
o
.
re
Y,
3
it

Ao 2 3= DRM 2o}l

AT,
A5l goiA,

7] Bolle AR ANRE AN F U= 1718 AEE YehlE 7] A4 Fuel A% EFo2 s DR
ahol Al .

o

373 8.
A 55kl Qo] A,

A7) gtojdla AW s AdAE QAT § A5 F A7HE YeldlE Adx A4 Az AHe AS 54037 5= DRM
glo] Al g,
AT 9.

DRM &7 ol 9lojA],

AA=E AT 5 v 201432 717150 & =rd S Beste A7 Ad =9 A7) Adzo] g3l eloj Al A &
BE FASE A1dA,

7] A1EAANA 415 glojdlx ARE A7) To¢le)] &3t 7]71E 2 SFelE A20A;

2}
7] A2dA A R epold2 AR AldA A

LI

37) AIDAZRE A
DRM @ho] Al 2 13,

e

8 goldlx Aro) e AAN2E AAes VAR FPohs 2L B0 e

A7 10
A9F el ho1A,

o)

i)
P

& WAt A5E edE A4 35 Fu 3

tjo

m’b”l ghol Al & =877 £ 0.2 3= DRM o]l i
H.

A3 11,

A97kel] 3lofA,

EWS-001879



offl

553 10-0493904

a}’b‘{]ﬂﬁ"}lﬁlﬂi AEE AREE AT + d5 F AS Jehles ddx QA48 A7 AR A8 E4 02 5= DRM
ol Al & Ry Ey
e

REAS S
12HQI <o-exirights .
2erel: xmlnsro-ex="hétp:fodrinet/] VODRL-EXY
324el: xmins:o-dd="httpHodriaet/ LI/ODRL-DDY
4atel: xmins:dy="hitp:/iwww.wlorg/2000/09/xmidsig/t
ool =
Gotel:  <o-exicontext>
TEhel: <p=ddrversion>1,0</o-ddsversion>

8Thel:  </osexrcomtext>
GZHOl!  <g-ex:agreement>

1048l CO-EX IAYSOE>

i1eel: <g-gxicontext> )

12eel: =o-ddsuid>cid: 4567829547 @foo. comn</o-ddnid>
132tes: <fa-ex:context>

148}l <ds:Keylnfo>

158tek: <ds: KeyValue>vUEwRSLzES 0ciCHIg T Tmgg== </ds:KeyValne>
16l <fds:Keylnfo>

1724ek: </o-ex:asyet>

18E}el: <g-ex:permission>

198+t <p-dd:play/>

20849t </o-ex:permission>

2182l </o-exingreement>

222kt i<fo-ex: rights>

1248 <g-exsrights

22kel: xmins; o-ex="http:/fodrluct/1.1/ODRL-EX"

3chel: xmins:o-dd=""hetp:/fodrl.net/1, /ODRL-1DD"

gg{ g{ : xminsds=" http/Awvwwowd.org/2000/09/snvldsigh*'
Rl >

BEFRl  <o-ex:context>

7erel: <o-ddversion>1.0</o-thtrversion>

2l
8cholt  </o-ex:icontext>
getel:  <g-exingreement>
10ekek: <H-ENIASSOE>

11Etek: <0-ex;eoniext>

12etol: <p-ddruid>cid: 4567829547 @ oo.com<fo~ddsuid>
13atek: <fo-exicontext>

14€}eh: dssKeyinfo>

1524H81; KeyValue>vUEwRSLzEJoeiCHg T Tmgp== </ds: KeyValue>
1gelek hifo>

17818k

1824l <g-exzpermission>

19849l <o-ddrdisplay>

208401, <g-gx:constraint>

218kl <@ddicount>1</g-dd/eount

228401 <fo-exseonstraint>

2320l <p-did:display>

<fo«exspermission>
212481 <)o-ex:iagreement>
2284 Pli</o-ex; rights>

Riphts{
Deviee 1D1; Device 1D2; Deviee_ID3; ...

}

EWS-001880



510
ol

Rigtits Issuer
(DRM MblA MET)

560

offt

Rights]

Donmaain-1I);

5l 01(500)

[3151(630)]

121(550)

=53] 10-0493904

EWS-001881



(19) KOREAN INTELLECTUAL PROPERTY OFFICE

KOREAN PATENT ABSTRACTS

(11) Publication number: 1020040107602 A

(43) Publication date: 23.12.2004

(21) Application number: 1020030036348 (71) Applicant: o SAMSUNG
(22) Application date: ~ 05.06.2003 ELECTRONICS
CO., LTD.
(72) Inventor; e LEE, SEON NAM
(51) Int. CI: HO4L 9/32

(54) LICENSE MANAGEMENT SYSTEM FOR EXECUTING CONTENTS ON HOME NETWORK TO
REMOVE REPACKAGING PROCESS AND REDISTRIBUTION PROCESS

(57) Abstract:

PURPOSE: A license management system for executing contents on a home network system and a method
for the same are provided to reproduce easily same media files and same media streams by sharing one

license within the home network system.

CONSTITUTION: A license storage module(344) is used for storing a full license received from a license
server. A temporary license issue module(345) is used for issuing a temporary license by using the full license
of the license storage module. A license search module(343) is used for searching a storing state of the full
license and transmitting a searched result to a license request module and the temporary license issue
module. The license request module(342) is used for requesting the license to the license server when there

is not the full license in the license storage module.
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W3

A7t WA E 4 gECH—2300

Tl MHALE FEFCH 320

£ 340

E=Ysh

[REQUEST]

JOIN path domain URL HTTP/1.1

HOST: hostname:portNumber

USER-AGENT: 0S/version UPnP/l.1 product/version
DOMATIN-ID: domain identifier

[RESPONSE]
HTTP/1.1 200 OK

CP-ID: control point identifier
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[REQUEST]

POST path control URL HTTP/1.0

HOST: hostname:portNumber

CONTENT-LENGTH: bytes in body

CONTENT-TYPE: text/xzml; charset=“utf-8”"
USER-AGNET: OS/version UPnP/l.l product/version
CP-ID: control point identifier

SOAPACTION: “urn:schemas-upnp-org:service:serviceType: v#actionName”

POST path control URL HTTP/1.1

HOST: hostname:portNumber

Transfer-Encoding: “chunked”

CONTENT-TYPE: text/xml; charset=“utf-8"
USER-AGNET: OS/version UPnP/l.l product/version
CP-ID: control point identifier

SOAPACTION: “urn:schemas-upnp-org:service:serviceType: v#actionName”

— 15 -
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CALLBACK:

CP-ID:

— 500

— 520

— 540

— 550

<delivery URL>

upnp:event

- 16

SUBSCRIBE publisher path HTTP/1.1

HOST: publisher host:publisher port

TIMEOUT: Send-requested subscription duration

control point identifier

of

USER-AGENT: 0OS/version UPnP/1.1 product/version

EE53 10-0708203
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[REQUEST]

LEAVE path domain URL HTTP/1.1

HOST: hostname:portNumber

USER-AGENT: 0S/version UPnP/1.1 product/version

CP-ID: control point identifier

[RESPONSE]
HTTP/1.1 200 OK
DOMATN-ID: domain identifier
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(19) KOREAN INTELLECTUAL PROPERTY OFFICE

KOREAN PATENT ABSTRACTS

(11) Publication number: 1020050060685 A
(43) Publication date: 22.06.2005

(21) Application number: 1020030092385 (71) Applicant: e SKTELECOM CO.,

(22) Application date: 17.12.2003 LTD.
(72) Inventor: ¢  YANG, JIN WOOK

* YOON, SONG YEE

(51) Int. CI; HO4Q 7/24

{54) METHOD FOR CHECKING TYPE INFORMATION OF A USER TERMINAL, AND ITS SYSTEM,
CAPABLE OF CONSTRUCTING AND OFFERING SERVICES APPROPRIATED FOR A DEVICE, A
LOCATION, AN AGE OR AN INCLINATION ON A BASIS OF USER INFORMATION COLLECTIVELY
MANAGED BY A SERVER WHEN A USER USES A DEVICE WHERE A CORRESPONDING TERMINAL
SUCH AS A HANDSET, A ROBOT, A VEHICLE OR A PERSONAL COMPUTER IS MOUNTED BY
UTILIZING A TERMINAL CONNECTED TO THE SERVER VIA A NETWORK

(57) Abstract:

PURPOSE: A method for checking type information of a user terminal, and its system are provided to analyze
a life pattern according to a user life style, and to offer personally optimized life solutions to various kinds of
" terminals via user friendly character interfaces when the user uses a device where a terminal like a handset, a

robot, a vehicle or a personal computer, connected to a server via a network is mounted.
CONSTITUTION: A system for checking type information of a user terminal comprises a network(50), a

device, a personal information management database server(60) and a service content management

database server(70). The device, connected to the network(50), can be a handset(10), a robot(20), a
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vehicle(30), or a personal computer(40) which has a corresponding agent(10a,20a,30a,40a). The personal
information management database server(60), linked with the device, stores personal information on a
location, an age or an inclination collected by each agent and offers the personal information. The service
content management database server(70), linked with the personal information management database
server(60), offers service content, appropriate for each user on a basis of the personal information, to the user

via the agent.
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(65) FAHE 10-2005-0060685 AEEHNNAHET AT FAIFELS1035
(43) FALA 2005306422 @l )
(56) W7l 2A e NEEUAN ETRTAE YA 045

KR1020030006717 Ax o9&

KR1020030069308 Ax AL, SHUAS

et Akl ool dgR Y
AN ATE F 5 13 B e BAHE
(54) AH&Ae] o JeAR wobdhd E o X 2¥
(57) 8 9
2 0 AREate] i FEAR stehhy gl O Alagle] #g AozA, uAY o)z xEle] ule 4B
AL BEMste] AdelA HH3E gtol X £FMA(Life solution)d nAA A% sy e H|2(1/F)S
Foto Z4F 9IE NH|AE AFshs 71Ee BF Aolv},
B o] o3k, yEQA A7) dENIe ddH9, A9 dlo]AE(agent)7t FaE AH9 tlule]x
(Device): A7) Tulolzot QEHM, #F oo|dEE Fa 208 A Ruol gk dlolEulo| 22 F3al0]
Agshs AAZR DBAE; R A7) HAAR DBAW e} AF ol U ARE nigog 7 s A Az
E AEE QEE dF dodEE T AT Aulaulg BANE EFeE AL 5B sk AMEAR
o¥ FeAR sob 2dg AN

meta], 7|£9 Eutyd eyl Bebed e MulA FdE £33 23w 7z (e Adz
of £ kY Fzz PAFgozM Aol Axsta Juz AnaE AFT ¢ Ao
0 EE-5 '

Ei] 10 _

el s H/S Agent | .

DB A'IH‘I 60 10 - 1 Oa
= o

1 AHl2g B3}

i

Robot Robot Agent o
™-20a| °l

Vehicle Agent &
~—30 30 I™-30a
pc ¥ o Agent
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B Aol Wl
37E1
U E a9

471 MEH A9 dddn, a3 ool HE(agent )7} A3td tulo] ~(Device) 24 A=A (H/S), X (Robot) @
2t (Vehicle) & Aolx 27 o]4& T dsls B9 AR T}E vnlo|AE

27 tutol2et AFEHY, 47| 7 oo)HEE Fa £AA /M AR Wi dolHuo) A FHslo AF
sHE /MU A HDBA ;B

47] AAR B DBAWY} AFHo] M AnE ugoz 7} e e AdaE Az Uge 47 HF o
m £ B3 ATt Av2UE DBAHE Egeta,

A7) #F oolAEE Fd FRsE MAMRE i o]&(call history), TEFAIA(SMS) 2 CI o}ZglAlo]A
of B3 FH AL EFOR st AR 9% AR ulel sl

A1 2

Agk 1o AoiA, A7) tutol 224 AFEHPCO)E o st AL EAQ0F stE AlEle] BT HejA R
uje} Aj~wl,

A7% 3

A7 20] qlolA, A7) HulelAE & A=A(H/S), E&(Robot), A2 (Vehicle)o)| ABHE oo]dEE 2
LAN == CDMAE o] &3ld F&sle AL EAo= d Algale g2 ey sje} Aj2el,

7Y 4
A7 190 PolA, 471 AR DBAMelE AN A, A, AR @ AuclolEH PHHE AL 5
Aozt AgAe wE FuRR sof Nad,

A7 5

A5d FARBASDOE o142 Al B8 JuP stet A=ol glolAl,

A5Y FACD Au2g FA57) A% 27 A ADL FPHE Nobile TREH;

22 A% SRS $YTH cldol drnsE AN DA S AP ANSE FRY S e e
el A(UD) 2 AT ARE AFHE CI o) E A4

471 dobile EAFA I clFAAG= N £AY HAE Fe2 O AslA Agolns adsl 4g
42 A% A9 (Sensing), W7IRES] MG B Aay, of B 9 @A A5 e Cl A

A7) CI mWARRE AfsE 2] 4F vlolgg EAste] nAoA F/FA(Pull/Push) BO2 AMu|ag
Agshz CI Server TAFE EFohs A 502 dhe AHgAe o2 Feign sto} A=y,

He

ATT 6

A7 5ol oA, A7 O oEAllACdNE A8 oZeAodL EFdr sZae 9 Fo
olZAolA, #olBeel(Library) HEle BEZ 3&5E WS ol43ld Algzl QoAU 2 A2
ARE ATt AE BALR sl AHEAY au Fegr et Alaw

AT 7

e 5o glelA, A7) Cl Au|2elXe] A (Sensing) tAtelE Call W/2kal, SMS w/2A1 MMS a2t/ &4,
@2 Power ON/OFF, Morning Call Alarm, ¥ 7|A5 AR7} IFEE AL EA0R st AlLzk9] v 3
Hogfol AJxel
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A+% 8

A7 5 e AT7F 7ol UolA, ] CI AMuliolMel A4 (Sensing) HTHHAL AA date] 3~EF
(History) & @2l 21(Log)E B7) 3|2EQ] 27 (History Logging) H217, dde B2 Z1(Log)E A
HZ Agsts 23 A4 (Log Transfer) WAL o] 43l AL EAOZ st AMRAY 9T FeAR ok A

28,

37% 9

A7 8o A, 4] aER] 27 (History Logging) F4lds 1] 90
[}

el
o2 A AHE d7lE A7 (Time Period) WA, EASH Alde] & wnlg) < =
224 ARITFF (Bvent Driven) ¥4l o XgHE AL ERog sl Algale] 9w Py o} Az

AT% 10
A4 8ol AolA, 47l 21 A (Log Transfer) HHalol=

AH7E SMS PushE ALEatd SAEe(History)E S48 w nig Aeals Auad Adng Adss

ulel AR Az 213 vkt A5 BY 23l E A2 Aals RNV ddeks B4 o

54 AA(AA9 W8, Call History T4, SMS History 24) LAA v} A2 #A%stE o) o %8
e A 5Jo2 e AHEAY oE AR stob Alad,

A7 bl oA, A7l CI Mulxoa] 97 7 ](Locatlon Sensing)E& #13 A (Location) ARE A=A
(Handset)o] 8 e at7] 9% Al HA Ang &Estd, 7|45 1D 2 GPS &2Y A4 GPS 1D7} 9]
AR7 He AL 502 s ALgabe] o 335117}?1 v}ot "]"‘E"

AT 12

F5ak 1100 AelA, A7 AR 7R EH"& 27 (Logging) 2 22 A% (Log Transfer)& & A do g3
71y A(Cell)o] W74 & uinjr} HEste AL SA0R sl AlRAY & AR got Ajxe,

AT 13

259

of

ATAARI(CITS) 2 o] 83 Abgat g e r ste o] gloja,

A= AM(H/S), ZH(Robot) 2 23 (Vehicle) F
2

= 2/} o]44 xaal Nz e o] As e
Bl & ol (call history), WEu|A]A](SMS) 2 CI o] = qo| Bé

= B
@3 ARE FHse Al 1949,

f

A7) FHE ARERTE AL AT dHg BAEe] AMEAE A Y dolHuolag 7EHaE A 2
A<,

A7) AHEAtE A " Ane] AN A3 MHulAS A lupo) e wWigEs A 39A g,
247] tvto] = A] 715} "1HI*E TE3ke Al 494AE Xds}a,

47) AR Aulze FHE A7) Besle) Hutels F ol duol2d AR Jbsd AL SO A @
T e n set

AT8 14
2+ )
A7 15

A

B oA A
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yhgo] &gl sl W 7 Fopy] Eaole

[0006] oy Argate] 9 FgejAr slel 2 o Alade] #g ot BT} ’6“1]5}71]7‘3 Aol go]Z AE)
dof w2 AF HHE BME NAA AHE ol £FH(Life solution)d nAA ATF s
Ao} A (I/F)E T3l 245 o Mu|AE AFee 7)ol B Rolrt.

[0007] #HZ Rutd JAHUE Fato AMgAY &35 FEAZ S dE o Bz, & gEode] gdux
(Multimedia contents), YA H]~ FAwlX(Location service contents), ArgAH]2 ZAwl=(Commerce service
contents) Fol WRZ AFA(CP)o] 28] Azt=o] QAejul ALEAEolA ATH gt}

[0008] g, olHE Mulz AFTWHL nAe Hegd wWE A FEPdE A2 gE2 AMEA AdEH AU 2
Az Hgalo] a7HUY. &, Tl Mua 2A)TFAE nAo] Aol g AW EE Az Aujs
& =ity Al oA ddo] Eﬂuﬂ‘ﬁ/‘i ghotol st WMAZFo] ANUT)

[0009] wehy, 7)Ee 2ot ey Bl Ae Aua HEEs 47 Rag Z+E Adx 9 o] ZgAo)HE F
B ek FxE A5t a6 A HAsd Hulx Pz x-]]—;,—?;_l- %]_8_"3"] A 7] =Tt

o] o] Bzl &hiw leA a4

[010) @ wHe Al BANL Adsh] AT AoRA B wwe VEAIE olfelo] Ao AdH BLe BE
stel AFBAZE AEAW/S), 2R (Robot), A%, PO AT Tako] AaE HAE o4 Ul AN 4T @
A5l AHgAe] d@ AnE vigoz tulelx, AX, A%, Agel APd ANAB AR ATT 5 2

5% stew 1 540 ok

[0011)  47l% & 9o 242 g4sy] A /)H oA B dre

0012] A5 BAGBAZHCIIE o148 A8A49) B2 FoAU st Nzde] Yol

00131 ASH BACD AM2E @S] A% 24 M AVL FUHE Hobile BAF

0014] 3 AMS RS FHYE HEo] UYIRES Felal TN vl AW Ausg 42® ¢ At e
A A o] =UI) B HAS FRE AT CI o Z Aol 4,

[0015] A7) Mobile EAET CI JFaAA| Mo Y $HE HJUEB WPOR CI A2} Asass uae 43
BAS 98 A4 (Sensing), 71m=0) B 2 A4, olFelAlold 7o) A 7w s Cl WyA; 2

[0016] 47 CI dlUyAN 22 Afsde

H Ao A dolElE M3l nANA Z/FA(Pull/Push) Bo2 An|2=E
A&s= Cl Server ZHES ¥

e AL SA0 o ALdel DU QUL sl AAHE AT,

ﬂ‘m

tr]—rr? o] "“"x} rﬂ x}él

[0017] ojaf, ¥ Wl AA| ol izt T4 ¥ 2 4L HEF £HE F2EA AAE MddErz gl

[0018] E 12 E dgd @2 Algate] gl FeAn Mua 43S 98 AdEeld, & 2k 2 dve dAed A%
B FATLAAF(CITS) S o] 83 ALGAL v e Al2ele Aot}

[0019] £ wygo] Mo %A, CITS(Communication intelligence Terminal System)@ :74¢] 3% )&l (Pattern) A
RE AUz Ads] Fo, nAdA Had AUdstE HuaE 1A 13y wAoz AETiE AuiAE
Zgie},

[0020] E 10 Al viel o], B ko] AHgd Mula sfdg dA¥EY §74 Edgos TEHE YEYAG

0)eh: 7l MENZ(G0) dAHE, sl olo]H E(agent)(10a,20a,30a,40a) 7} F2H A= A(H/S)(10), =
% (Rohot }(20), A& (Vehicle)(30), ZHFE (PC)(40)E FH|dke tlnlo] A (Device); AH7] vlulo) A9} dEHy,
A dolHES B4 TRE AA, 9%, HF 5o W AN AR dolEHolAs &G AFsl= AUA
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B DBAH(60): B A7 AUHR BMH(60)} dFH A ARS uvigrez zb 7o) Age A=y A
H 2 88 &3 do|dEg Fa AFste Avlaulg DBMW (70)2 T4 At

[0021] |, 7] Qule]2dA HFE(PC)E AT A=A (H/S), ER(Robot), X=F(Vehicle)d] S|P HE oo|AE
= T4 AN B (DMAS o] &3l H%sA Ao,

[0022] 718t o] FTAEE £ I Mujae /AAAR DB (60)2} Au]2 -4 DBAH(60)2 F835e sl AR
of #3 B @B AuAE AFstn, o) ANFHE 7 AoAES B 7 Aol AFge Pulxy Mu) A2
A FstA At

[0023] wa, B i A4d AT FASTAABR(CITS)S X 20 AP ule} Zo] muld ZHWE(Mobile
Platform)(110)3%, CI wiYA(CI Manager)(120), CI o]Zg#Al¢]H(Cl Application)(130), ¥ CI AW ZRZ
(C1 Server Platform)©e g TA =T},

[0024] Z T 8AE F o A8 dwud, A7) Mobile TRE(110)2 Cl(Communication intelligence) AH]27}
T84 o ZHE(Platform) L =oJ(H/W)E Vebd),

[0025] A7) CI wU A (CIM) (120)= CI Au|a7} 7153les B8R Fol(core) 715EL 7D JE 2HlY o
g 7lo) A (Mobile Application) o2 174o] HFRM-S 9% A4 (Sensing) 715-& &}

[0026] g, drjme ofEeAlel A (Application) ] D/L 2 A&, CI o|SAlo| Az, 7]E o] Ze]A o)z, ORM 7%
ko) A4 715 S #eth ‘

[0027] 2371 C1 o] & Ao] 4A(130)2 EH7]EE°ﬂ A5 ¢ de oZEAoldes nAI AAQA QEHA(I/F)E
FPse 715S Frot

[0028] o] wj, A7) CI 01—317110114(130)° AR olEY Aol da ATy ol HolHor FRY £ 9ov, 4
F8 oA WRE Fo & £ 3l 7)o Qn, HAFH oIl de I o) ZAle)d &
o] Y715 = %MOI E7}s st )

[0029] %47] CI Server ZAE(CISP)(140) CITS7 RallFE Ao Age BAszte] mdo)Al Z/3EA(Pull/Push)
Poz Mul2g AFsE Ny ¢ 9L 3o,

[0030] 532 2 due) A48 XY BAULAAR(CITS)E o] &3 AH4a 9 FeAgn AR L Vel 52
Lol .

[0031] ® 8% AvEd, 1A A H\E $35ke Al 19A(S10%; A7) 0 A e X*%ﬁ}‘ Al 224
(5120); /ANsEd An|2=E widsle Al 3GA(S130); MeE AMuAE TEEE= A 4EP71](8140) o ezt A
H2g 04 AgE Yoz AT A 59A(SI50) R o) Foj ATt

[0032] of W, A7) A 197 TAALE SE 7 A= F 3 A2 (Call history), WEu|AIA(SMS), CI &
E]Alel Mol ulg At LIHS, A7) A 32AelME 2 (Sensing), B (Decision), 39 (Behavior)=
e 2 gilad Mul&E widdio,

[0033] 3719 Zeol A9 CITS #4839 Aul2 33& F o FAZez Auud oda gt}

[0034] WA, CISP(140)= vl A2 e (Pattern) g #2187 98 AML/9R 3 ~E=](Usage/Location History)
£ old Fr|2 A% 2 A4 A CITS(140)] BA 3z},

[0035] a2, AREAH(User) 7t CITSE AME-s1A] "ok, o] wl, o) wE vt d]2~E](History) 7} & (Phone)d] W7
"o}

[0036) A7l AAE F7PEE CIM(120)2 Mu|E Usage/Location HistoryE CISP(140)2 A48},

[0037] o] W, A7 CISP(140)& #X|/H@(Sensing/Decision) HAL AA AME-zHUser)olA oj® ARE wgd x|
@Zéfz\:}

[0038] &, CITSE B3 &/FA(Pull/Push) Waloz aAe)A 7|Asld MulA7t AFo] A}, ola)a AuA A
FL Cl A& Al A, 7€ ojET]) Aol A, 0BM o] Zz]Alo]| Mo Heslo AT,

[0039] E 45 = 29 TAIE CI o] ZeAlol e AM TFA Rol),
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[0040] £ 2wel HEd CITSellA CI ojEeAelde nAzte A3 guste], BE dd 71508 ooxt 4%

Mobile A{H]A 7']]°]E°l]°]((}ateway)i1~1 9 x| g},

[0041] olg A9sly] dol| & 48 %}—7-:'3}01 A Cl Anjxel 458 ofZz]Ao)A(Application)?] EFE Agnry|=
gt

[0042] HA, CI Main o EFA0)HE CI AH|AE AFsts vl o= Aol A(Main Application) 22 Y7|R=S 2
orslo] mA Al Zuld(Mobile) A& G/WEA &L ATt}

[0043] Cl 57} o] ZAlo]lAL C1 Aulae d@doz Addt vy AHAE ATsls o ZeAojdoR i7|ws ot
o] B71%5 itk AW, Cl-Game, Cl-Music.. 5] sigAct.

[0044] 71et ojEgAlelde sutd ZAEZ(Mobile Platform)AollA 7% HE CIS A2s BE oZgAlo)M
(Application)® e}t oA W), LBS, MMS.. 5o} #jd=rt.

[0045] OEM ol =)Aol AL OEMAA 712H 02 #Fshe o EelAlol4d(Application) viebdith, «jAdl, Call, SMS
ool sigAct,

{0046] 47184 Zo], CI Main o] Z 7oA Y7)|REE Aars|A mBA wde] AW AuAz Aod 5 ge Ul

2 12 A28 AFdoh

[0047] ags, 43 Al CI Main ]S Alo]d L AA3 AH(Input) e F1, A8 T HAa AE Aujas A4
9 (Output) #& AFact, o] u], A5t whald & 7o) 27127} &gt

[0048] AA, NH olZeAe]A(Application)S EAE &= & 2=

[0049] Ule 448 fAs87] R5n, ABAHA €I Main o] EZA0IA-E BF(Pending) Hol &2 UIZ Aotalz]
z23d, 28 ¥ ‘Qﬂﬂ 7} a): VS CI Main ol &@)Alojd oz dddicl, Ule SUY4E YallMe Ex= 55
Ho olZe| AL Ulel tidh P& CI UT Guideoll A JdsfioF et

[0050] E4], API, Library@Hle] ZEZ 5&3lc Fe2 =1},

[0051] CI Main o}ZgA ool /8 ojFHAlolA 2 7159 U 2EL ol (Library)2 &3l Algsi:

e 7]EHoz Ule FYEA AL 7 (Key) D At (Event)H 2 &= CI Main o] S Alo]Ao} a3},
o2 93 7% XYL Mobile SRE/CIMo] A|&3tc},

[0052] 710l M 9t o], B dwe ofg (I Mulze 1, 71909 A% 2 Ag Ale]E Bl (Life cycle Pattern) ¥4
< A% A9 s~EHistory)E HAEsE AW (Sensing) 715 2. 1A ﬁHEi(Pattern) A wa FA)/
E(Push/Pull) #eEle] MHAE AFsts MB)A F4(Pushing) 7)1%: 3. CIMH|~E 7|25 #oke Egi

S 7)59 G/N2A B oF E]ﬂ]"]”(Appllcatlon)" Ag/ZEm A AAG %‘/%—.g el 9 FHUdA
(Horizontal Integration) 7]%%%& ZA ®Ht}.

[0053] olojA], B Ao H&H CI MY~ 7+R)(Sensing)(Usage/Location History Gathering) 715 ti3le] 2w
B2 3o,

[0054] a9 A8 (Usage) 2 X (Location)d] Hele §& F 714 Aoz 2B (History)E W71 £ 71K
Walog auje] A4ttt olejgt TE walo] AL MM CIE 3 MSE EillA AL gt}

[0055] o] W], Al/d(Sensing)& GLolA fAH oz EHa = o}, olo] gt AR/ E @ ER WHES E3)
A} Aol AA g,

[0056] 1) A/ (Sensing) W4

[0057] Ai\"‘(Sensing) BAE 2o ARE dEsle] nA A I (Pattern)S FHogdtd. A4 (Sensing) AL
ofele] ¥ 1(Al4d9) IFE:)E ot o AR $ o,
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[0058]
[0059]

[0060]

[0061]

[0062]

[0063]

[0064]

[0065]

SE546] 10-1006673

¥ 1
HI% Description =HOfq R AE!
Call 272121 Y/EIN BIE, W/RN A2
S5 AlRE
WS W/EIM SER Y, WRRM AL
MMS 2/EEM W/ELA M, WREM )2t
S Power ONVOff | 92 Power OO AIRF AW
(EH =
Moming Call Alam | Moming Cadll Hann HW Ay | OEM &0 HFEY
2IX=2 A 2172 HIZI 21K=2 1D #Hd
265

2) 3|2=E7] 27 (History Logging) W2

A]—7] f;]AEg] 27
F7](Time Period) ¥W4)3} ALA %5 (Event Driven) 4

WA, Time Period W42 AAAIZHS

32 History(Sensingt]) & @%e] 2a(lLog)E B7=
}20] AeH)

Al g Aelgel, erlels Az

HA(AAW, 5% HA)o2 AR FHE e WaezA ady 94X

of g =270] ool aFHArt.

J2]1, Event Driven W21 EAF Alde] Q& wjvic} 2 A|YS 7|28t Aoz oAd], Call Event,
MMS Event, S-°] olel ag-=c},

o] W], FAE# EZ(History Logging) =4l& -‘—i.xo Al&-(Usage) Felrlt} & & ¢u. &, 3 3|2Eq
(Call History)® AFT%5(Event Driven)gH tlol] @18 AHolm, 9% s|AEg (Location History): Al
71(Time Period), A}AT%(Event Driven) & t} 7}*501—\:}.

a2 B & CIM-CIS ZR2EF(Protocol) A7l L API 4N, & 9 7153 s|2E8 (History)d A4S F 7}xl v}

A& B5F A9 F lESH 44 ZZLEZ(Protocol) S AFdol @, olfie ¥ 2% d|aEY 37 Yo
ao)EE YERA ZHojtt
= Time Period Lngging Event Driven HlD
ks Logging 25

Call Zj2H X o

MMS ELAEA X o)

SMS El/ErM X 0

on/off History X 0

Maring Call £ 0 0 Time  Period220]
kst ¥ 2ot
s

Application A#Ey % 0

Location 0 0

F|EF HEiFE s 0 0 Time  Period2!0]
Zksshd ¥ Clniot
2

— 7 —

EWS-001922



SS50] 10-1008673

[0066] o] wj, 47] A7t F7](Time Period) W4le&2 Z(Logging)e} 71&d s|2E 2 (History)ol dlsirs A7)
Ao} 7153tEE ZEZEF(Protocol) TAJo] Wasir},

[0067] 3) 23 A% (Log Transfer) W4

[0068) F71 2o AFEA S dge F 2a(Leg)E AW E AFste W 37 5771 A

[0069] A, AMad AA et "Eshs FAe AWz SMS PushE AME3t slAEel(History)E a3 ) v

ry
[s]
Aeate Waloln, =4 dAANvI Adsts 4L v d4dd A7k 747 vl 249 9d 2(Leg)E
AWME Agete aoln, AlA oWlE(Event) A with dAfsts a2 EF AR AW A9 W3l
Call History 24, SUS History 24 5 Event ZAA] vltl M|z A4dts wh]ojr},

{0070} o}#13t 37kAlo] ofdt HA-E A= SMS Push® ©hidell MAFCE ol s|AEZ (History)d=2 AR & 4 9lof
of gtt}, olAY A (Location)e AlA(Event)vit} LalF 1, 3 3| AE(Call History)e 320 s 2%
th= Aoz MAsc}

[0071] 4719} Zol, M aHuic}t AL (Transfer)de 2
9 S| 2Ef(History) & FAlo| A4 7153},

rlo

mz Agss Aol opnl, BE &AEe (History)ol )

[0072] 4) 92 7A (Location Sensing)

[0073] ’2,1-7]-4 A ZA e A Eul(Location Format) 23, 27 (Logging) 2 221 #A4(Log Transfer) %W
Alog vy,

[0074] A xEdolMeol A (Location) AEE FA=A(Handset)o] FHEANLE 371 98 AN 9x AnE
gttt AR 71AF 1D 2 GPS 92 A$ GPS 107F @ 5 vk, o] B%E AA(Location) IDElm
L=

[0075] 27 (Logging) 2 21 A% (Log Transfer) 4 & olafjo] Atgle A|F g},

[0076] RAA, 54 AGd =29 4¢ 27 Transfer A& AR o] g A& (Setting)S CIS/T @tz 1]

=}

[e]
o
2] 54 Location IDE HAH F1, @&
(Transfer)& AF3},

& o] Ao mddS o il fAd g 27 (Logging) R A

[0077) =4, ACell)o] WA B uvlc} Logging ¥ Transfer A1F WAL 27(Logging)2 A(Cell) WA AHA
(Event)vlt}(Handoff Alwic}h) Erli, FA] dels ACR2 AldF%E 27 2 AH<£(Event Driven Logging &
Transferring)S 9"k}, '

[0078] virlmto g, 2 W 8- MulL FA(Push) R dF(Alarm) dao gt = 58 Fxate] Aumsz
g},
[0079] & 5] A Hpe} Zo], Auj2x FAI(PUSH) & SMSE B8 AujolA] vt oW AaS a3sls AoRA,

o] CIMo] o] gt SMS PushE sl #lgd o] &Aool Al (Event) S AL el

[0080] I AL AsEd, CIS(Communication Intelligence Server)i CITS(Communication Intelligence Terminal
System)oll A TID xxxxx 2.2 SMSE £ &3},

[0081] Mobite Z:EFL TID xxxxx©] CIME MessagedS ¢ olo] td EventE CIM(Communication Intelligence
Manager)el] &g},

[0082) CIME AID 4324324324(7}21IDY)¢) o] Zg]Ao] M (Application)o] A Parameter= “PAM ” A @sic},

{0083] o ), CIS7} CIMell AYsl= Aula Pushe A 5 7FA £%71 vk, 1)ZA] Pushe 934 Push

Message(Event)E HA olEZ Aol FA] Adslw, 2) ofoF Pushte A& A 7ho]E Push Message(Event)ZS
574 olEgAlo] ol AL,

[0034] e, F7124 7}b, F71d A A (EFEE A ' 2 K‘:H]i 4?“) CIMo] o] Zg|#Alo]Hel #E3h= Push
Event (FA)/dloF 25 £3hd)w ©dr]o] Auida ohg3} go] X 3(FA oHE Add] ofe duguy o

Aol =AE BH(Action) S FH o),
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SSS0o! 10-1006673

¥ 3
p E g3 | Action
IDLE CIMZ oilEY Application(Push Message 2] AIDE 2HAI=)=2 &8 4]

2|1 EventE HYSEI

1= ﬁpplicaiun CIM2 ﬁllEr Applicationlf] Event?t S (0l0] £4& =002 Had

£l Application® | OEM Application2¥ E{exMst ) €= €} Applicationd] &8 =Y
= OEM &3 £ | T CIME aAnuciaor 2H0]| Ci Push Eventyt S2HIS2 o=l g
&0l E= TN CIMZ 1Y Applicationtll Event HE
[0085]
gy o] &)

[0086] ojgal Mot o] ¥ e o3 Algzlel it Fe|AE sopRyl 2 o A" wed gL ge aasl
=

[0087] AA, d713lE 4ol e AEHo]x(Character 1/F)E E3lo] 23t u)st4 (Interactive) AU AE A
2 T Ao

[0088] =4, 2ot AEYl A-Z=(Mobile Internet Content)E mZMe Ag 9 wel(Pattern)dl] BA wiZdle =
T AT

[0089] A, 71Ee] Zutd AdHyl Hak$-x(Mobile Internet Browser)e] Auj2 duldz 424 Bas 7} cpo A
H=E CI AH2E B3l 49 FgH(Horizontal Integration)ste] Qo)A FHAslgE ez AujAs AF
EI =

[0090] A, uAe] A R AF A4, 94X, AHE Hotsle] AMF o|ME 2 A ATY F A
Euol zleig Hy

[0001] E 12 & Ol mE Abgate] o FeAn Auls Al3E A% dEoln

[0002] E 2 B g A8d A5y BADTALH(CITS)E o] 48 Alea 9 FAR A)4do] FAzo)n),

[0003] T 32 B U A8d A5y FAGTAILE(CITS)E o] 43 AHEA 92 FeEAR ATAAL Yehdl 5.8
o).

[0004] T 45 £ 20 EAE CI o} ZejAlo] e A4 P Eo|t),

[0005] % 55 & 20 ZAIE CITSE AH|A FEA (Push)el] Wigt Aot}
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zH3

S50 10-1006673

1" Agent
H/S gen
™.
10 10a
20
Robot Robot Agent N
20 %l s
. Xt
Vehicle Agent
50 -
PG e Agent

CITS

| Cl Application ]’\/130

I Cl Manager b——-| Cl Server Platform |’\z140
120

| Mobile Platform I’\1110

| 721 s e 48 |osi10
B Arg‘nua gy [~-8120
EEE Lum W 5130
| 7HEIiM1:HI¢ 75 8140

Q& MH|AR T
gi}’—‘; ';r'alsg ﬁ-zzi ™-8150
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ey
Yoy g
ol gt ®gt
7|Et
/ Apllication
BEE g2 - OEM

WA HE Application Application

Cl 7}

\Application

5
A 9
=Hu Y
SYUHE Ul % Look & Feel A&
Co working=2 {8t ¥ g
Mobile Platform/ CIM
Eus5
CIS SMS push CITS
TID=XxXxXx
AlD=4324324324 Mobile .| TID=xxxxx AID=4324324324
PLATFORM CIM

P‘arameter=PAM

_‘]‘I_.

Application
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purpose, and any other relevant (i.e., GSA or Commerce)} directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
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and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

EWS-001934




Doc code: IDS PTO/SB/08a (01-10)

Lo . . . Approved for use through 07/31/2012. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERGE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 12985351
Filing Date 2011-01-06

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Grecia, William

Art Unit 2432

Examiner Name

Attorney Dacket Number

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Ccde! of cited Document )
Figures Appear
1 7610630 2009-10-27 Ming Ji
2 7689823 2010-03-30 Sheng Mei Shen
3 7702592 2010-04-20 James H. Taylor
4 7515710 2009-04-07 Eric W. Grab
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Fublication Kind | Publication Name of Patentee or Applicant Pages,Columns Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document

Figures Appear

If you wish to add additional U.S. Published Application citation information please click the Add button. Add

FOREIGN PATENT DOCUMENTS Remove

Name of Patentee or Pages,Columns Lines
Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code2? j Code4| Date PP Passages or Relevant
Document .
Figures Appear

EFS Web 2.1.17 EWS-001935



Application Number 12985351

Filing Date 2011-01-06

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Grecia, William

Art Unit 2432

Examiner Name

Attorney Dacket Number

1 []
If you wish to add additional Foreign Patent Document citaticn information please click the Add button ~ Add
NON-PATENT LITERATURE DOCUMENTS Remove
. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite S : . ' 5
Initials* | No (book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s)}, T

publisher, city and/or country where published.

If you wish to add additional non-patent literature document citation information please click the Add button  Add
EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 602. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ° Applicant is to place a check mark here if
English language translation is attached.

EFS Web 2.1.17 EWS-001936



Application Number 12985351

Filing Date 2011-01-06

INFORMATION DISCLOSURE

First Named Inventor | Grecia, William

STATEMENT BY APPLICANT

L. Art Unit 2432
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Examiner Name

Attorney Dacket Number

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of informaticn contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[ ] See attached certification statement.
[] The fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
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form of the signature.

Signature fwilliam grecia/ Date (YYYY-MM-DD) 2011-11-22

Name/Print William Grecia Registration Number 70984

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The infarmation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552} and the Privacy Act (5 U.S5.C. 552a). Records from this system of records may be disclesed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
hegotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of informatioh shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(¢c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce)} directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSJIND CLAIMS
12/985,351 01/06/2011 2431 1009 20 3
CONFIRMATION NO. 4165
70984 UPDATED FILING RECEIPT
The STR3EM Team
2885 Sanford Ave SW #13208 RO I

Grandville, Ml 49418
Date Mailed: 10/11/2011

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
William Grecia, Brooklyn, NY;
Power of Attorney: None

Domestic Priority data as claimed by applicant
This application is a CON of 12/728,218 03/21/2010 ABN

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the
USPTO. Please see http://www.uspto.gov for more information.)

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices
(PTO/SB/39 or its equivalent) has been received by the USPTO.

If Required, Foreign Filing License Granted: 01/14/2011

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 12/985,351

Projected Publication Date: Not Applicable
Non-Publication Request: No

Early Publication Request: Yes
** SMALL ENTITY **
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Title

PERSONALIZED DIGITAL MEDIA ACCESS SYSTEM (PDMAS)
Preliminary Class

713

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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2 Source: digitalriver.com [URL: http://www digitalriver.com/corporate/press_releases/pr_328.shtml] - (INTERNET |:|
PUBLICATION DATE: 07-14-2003)

Author - Digital River Corporation - Digital River SoftwarePassport Copyright software - Publication Source: |:|
siliconrealms.com [URL: http://iwww.siliconrealms.com/] - (INTERNET PUBLICATION)

If you wish to add additional non-patent literature document citation information please click the Add button  Add
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Application Number 12985351

Filing Date 2011-01-06

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | William Grecia

Art Unit 2431

Examiner Name

Attorney Dacket Number

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 60%. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. 5 Applicant is to place a check mark here i
English language translation is attached.
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Application Number 12985351

Filing Date 2011-01-06

INFORMATION DISCLOSURE

First Named Inventor | William Grecia

STATEMENT BY APPLICANT

L. Art Unit 2431
( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Dacket Number

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of informaticn contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[ ] See attached certification statement.
[] The fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

[] A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature fwilliam grecia/ Date (YYYY-MM-DD) 2011-06-29

Name/Print William Grecia Registration Number

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The infarmation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552} and the Privacy Act (5 U.S5.C. 552a). Records from this system of records may be disclesed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
hegotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of informatioh shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(¢c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce)} directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFSID: 10410373
Application Number: 12985351
International Application Number:
Confirmation Number: 4165

Title of Invention:

PERSONALIZED DIGITAL MEDIA ACCESS SYSTEM (PDMAS)

First Named Inventor/Applicant Name:

William Grecia

Customer Number:

70984

Filer:

William Grecia

Filer Authorized By:

Attorney Docket Number:

Receipt Date: 29-JUN-2011
Filing Date: 06-JAN-2011
Time Stamp: 08:40:47

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document . L. . File Size(Bytes)/ Multi Pages
D tD t File N . . .
Number ocument Lescription rie Mame Message Digest | Part/.zip| (ifappl.)
Inf tion Discl Stat t (IDS) 612391
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2 Non Patent Literature sp.pdf no 2
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3 Non Patent Literature DigitalRiver.pdf no 2
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4 Non Patent Literature InformationWeek.pdf no 4
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Warnings:
Information:
Total Files Size (in bytes); 1555970

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/985,351 01/06/2011 William Grecia
CONFIRMATION NO. 4165
70984 PUBLICATION NOTICE
The STR3EM Team
2655 Santord Ave SW #13208 B

Grandville, Ml 49418

Title:PERSONALIZED DIGITAL MEDIA ACCESS SYSTEM (PDMAS)

Publication No.US-2011-0099382-A1
Publication Date:04/28/201 1

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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Doc code: IDS
Doc description: Information Disclosure Statement (IDS) Filed

PTO/SB/08a (01-10)

Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

12985351

Filing Date

01-06-2011

First Named Inventor | William Grecia

Art Unit

| 2431

Examiner Name |

Attorney Docket Number |

U.S.PATENTS

Examiner|
Initial*

Cite
No

Patent Number

Kind
Code!

Issue Date

Name of Patentee or Applicant
of cited Document

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

If you wish to add additional U.S. Patent citation information pl

ease click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages, Columns, Lines where
I Cite No . Relevant Passages or Relevant
Initial Number Code'| Date of cited Document )
Figures Appear
Richard Berger, Mitch Singer
20100299264 11/25/2010

If you wish to add additional U.S. Published Application citation information please click the Add button,

FOREIGN PATENT DOCUMENTS

Name of Patentee or

Pages,Columns,Lines

Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant T5
Initial* No | Number3 Code?j Code4| Date pp Passages or Relevant
Document .
Figures Appear
[
If you wish to add additional Foreign Patent Document citation information please click the Add button
NON-PATENT LITERATURE DOCUMENTS
. .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite o . . '
Initials* | No (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS

publisher, city and/or country where published.
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Application Number

Filing Date

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor |
Art Unit |

Examiner Name |

Attorney Docket Number |

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here iff
English language translation is attached.
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Application Number

Filing Date

INFORMATION DISCLOSURE

First Named Inventor |

STATEMENT BY APPLICANT

o~ Art Unit |
( Not for submission under 37 CFR 1.99)

Examiner Name |

Attorney Docket Number |

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[] See attached certification statement.
[] The fee setforth in 37 CFR 1.17 (p) has been submitted herewith.

[] A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Date (YYYY-MM-DD)

Name/Print Registration Number

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFSID: 9586059
Application Number: 12985351
International Application Number:
Confirmation Number: 4165

Title of Invention:

PERSONALIZED DIGITAL MEDIA ACCESS SYSTEM (PDMAS)

First Named Inventor/Applicant Name:

William Grecia

Customer Number:

70984

Filer:

William Grecia

Filer Authorized By:

Attorney Docket Number:

Receipt Date:

04-MAR-2011

Filing Date:

06-JAN-2011

Time Stamp:

11:41:11
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This is notan USPTO supplied IDS fillable form

Total Files Size (in bytes); 188682

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/08b(05-03)

Approved for use through 04/30/2003. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

[ Substitute for form 1449B/PTO Complete if Known

~

Application Number 12/985,351

INFORMATION DISCLOSURE | Filing Date 01-06-2011

STATEMENT BY APPLICANT | FirstNamedinventor [ ;i1 )i.0 Grecis

Art Unit 2431
(Use as many sheets as necessary) Examiner Name
Sheet | | of | Attorney Docket Number

NON PATENT LITERATURE DOCUMENTS

Examiner Cite
Initials™® No.'

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item (book,
magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city
and/or country where published.

T2

Internet publication: Nook Color LendMe www.barnesandnoble.com/

Internet publication: Coral consortium "Scenario" www.coral-interop.org

Examiner
| Signature

Date
Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant.

1 Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.
This collection of information is required by 37 CFR 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 120 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the

amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and

Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Electronic Acknowledgement Receipt

EFSID: 9413834
Application Number: 12985351
International Application Number:
Confirmation Number: 4165

Title of Invention:

PERSONALIZED DIGITAL MEDIA ACCESS SYSTEM (PDMAS)

First Named Inventor/Applicant Name:

William Grecia

Customer Number:

70984

Filer:

William Grecia

Filer Authorized By:

Attorney Docket Number:

Receipt Date: 10-FEB-2011
Filing Date: 06-JAN-2011
Time Stamp: 00:07:30

Application Type:
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File Listing:
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/985,351 01/06/2011 William Grecia
CONFIRMATION NO. 4165
70984 FORMALITIES LETTER
The STR3EM Team
2655 Santord Ave SW #13208 B

Grandville, Ml 49418
Date Mailed: 01/21/2011

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR 1.53(b)
Filing Date Granted

ltems Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing.

Applicant is given TWO MONTHS from the date of this Notice within which to file all required items below to avoid
abandonment. Extensions of time may be obtained by filing a petition accompanied by the extension fee under
the provisions of 37 CFR 1.136(a).

« Additional claim fees of $52 as a small entity, including any required multiple dependent claim fee, are
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are
due.

SUMMARY OF FEES DUE:

Total fee(s) required within TWO MONTHS from the date of this Notice is $52 for a small entity
« Total additional claim fee(s) for this application is $52
+ $52 for 2 total claims over 20.

page 1 of 2
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Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
https://sportal.uspto.gov/authenticate/AuthenticateUserlL ocalEPF .html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http.//www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

[etadesse/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 2 of 2
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSJIND CLAIMS
12/985,351 01/06/2011 2431 957 20 3
CONFIRMATION NO. 4165
70984 FILING RECEIPT
The STR3EM Team
2885 Sanford Ave SW #13208 R L T
000000045509063

Grandville, Ml 49418
Date Mailed: 01/21/2011

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
William Grecia, Brooklyn, NY;
Power of Attorney: None

Domestic Priority data as claimed by applicant
This application is a CON of 12/728,218 03/21/2010

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the
USPTO. Please see http://www.uspto.gov for more information.)

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices
(PTO/SB/39 or its equivalent) has been received by the USPTO.

If Required, Foreign Filing License Granted: 01/14/2011

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 12/985,351

Projected Publication Date: 04/28/2011
Non-Publication Request: No

Early Publication Request: Yes
** SMALL ENTITY **

page 1 of 3
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Title

PERSONALIZED DIGITAL MEDIA ACCESS SYSTEM (PDMAS)
Preliminary Class

726

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

page 3 of 3
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 12/985,351
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 CFR 1.16(a), (b), or (c)) N/A N/A N/A 82 N/A
SEARCH FEE
(37 GFR 1.18(K), @), or (m)} N/A N/A N/A 270 N/A
EXAMINATION FEE
(37 GFR 1.16(0), (p), or (@) N/A N/A N/A 110 N/A
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 22 minus 20= 2 26 = 52 OR
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 3 minus 3 = 110 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $270 ($135 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 195
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 709 TOTAL
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
s (37 CF% ?.16(i)) Minus = OR =
% Independent * Minus | *** = _ OR _
i (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus * = =
= (37 CF% ?.16(i)) OR =
% Independent * Minus | *** = = OR =
L (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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MULTIPLE DEPENDENT CLAIM
FEE CALCULATION SHEET

Substitute for Form PTO-1360
(For use with Form PTO/SB/06)

Application Number

12985351

Filing Date

Applicant(s) William Grecia

* May be used for additional claims or amendments

CLAIMS AS FILED AFTER FIRST AFTER SECOND * * *
AMENDMENT AMENDMENT
Indep I Depend Indep I Depend Indep I Depend Indep I Depend Indep I Depend Indep I Depend

1 1 51
2 1 52
3 1 53
4 1 54
5 2 55
6 1 56
7 1 57
8 1 58
9 1 59
10 1 60
11 1 61
12 1 62
13 1 63
14 2 64
15 1 65
16 1 66
17 1 67
18 1 68
19 1 69
20 1 70
21 71
22 72
23 73
24 74
25 75
26 76
27 77
28 78
29 79
30 80
31 81
32 82
33 83
34 84
35 85
36 86
37 87
38 88
39 89
40 90
41 91
42 92
43 93
44 94
45 95
46 96
47 97
48 98
49 99
50 100

Total Indep 3 0 0

— 7 | — | — |

Depend

N N N
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Electronic Patent Application Fee Transmittal

Application Number: 12985351

Filing Date: 06-Jan-2011

Title of Invention: PERSONALIZED DIGITAL MEDIA ACCESS SYSTEM (PDMAS)
First Named Inventor/Applicant Name: William Grecia

Filer: William Grecia

Attorney Docket Number:

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount SU{JJ-STS::; in
Basic Filing:
Pages:
Claims:
Claims in excess of 20 2202 2 26 52

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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o ) Sub-Total in
Description Fee Code Quantity Amount USD($)
Miscellaneous:
Total in USD ($) 52
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Electronic Acknowledgement Receipt

EFSID: 9276314
Application Number: 12985351
International Application Number:
Confirmation Number: 4165

Title of Invention:

PERSONALIZED DIGITAL MEDIA ACCESS SYSTEM (PDMAS)

First Named Inventor/Applicant Name:

William Grecia

Customer Number:

70984

Filer:

William Grecia

Filer Authorized By:

Attorney Docket Number:

Receipt Date: 21-JAN-2011
Filing Date: 06-JAN-2011
Time Stamp: 07:07:12

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type

Credit Card

Payment was successfully received in RAM

$52

RAM confirmation Number

7753

Deposit Account

Authorized User

File Listing:

Document

Number Document Description

File Name

File Size(Bytes)/
Message DigestE]

Multi

W0 02ip

Pages

7 lifappl.)




29811
1 Fee Worksheet (PTO-875) fee-info.pdf no 2
06340134ba27c2c15b99dde4f1a09080d 75|
e5ch9
Warnings:
Information:
Total Files Size (in bytes); 29811

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/08a (05-03)
Approved for use through 04/30/2003. OMB 0651-0031
U.S. Patent and Trademark Offlce U.S. DEPARTMENT OF COMMERCE

Complete if Known

Substitute for form 1449A/PTO

Application Number

INFORMATION DISCLOSURE Filing Date

STATEMENT BY APPLICANT First Named Inventor

Art Unit

Examiner Name
(Use as many sheets as necessary)

Sheet | | of | Attorney Docket Number

U. S. PATENT DOCUMENTS

Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* No. [ MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant

Number-Kind Code” 7" Figures Appear

FOREIGN PATENT DOCUMENTS

Examiner Cite Foreign Patent Document Publication Date Name of Patentee or Pages, Columns, Lines,
Initials* No."! MM-DD-YYYY Applicant of Cited Document | Where Relevant Passages T
Country Code® Number * Kind Code® (if known) or Relevant Figures Appear

Examiner Date
Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. 1 Applicant’s unique citation designation number (optional). 2 See Kinds Codes of
USPTO Patent Documents at www.uspie.aoy or MPEP 901.04. 3 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 4 For
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5 Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if possible. 6 Applicant is to place a check mark here if English language
Translation is attached.

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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PTO/SB/08b(05-03)
Approved for use through 04/30/2003. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMME

RCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 12/985,351
INFORMATION DISCLOSURE | Filing Date 01/06/2011
STATEMENT BY APPLICANT First N\amed Inventor  |william Grecia
Art Unit
(Use as many sheets as necessary) Examiner Name
Sheet | | of | Attorney Docket Number
NON PATENT LITERATURE DOCUMENTS
Examiner f Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item (book, T?
Cite
Initials* 1 magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city
No. and/or country where published.
Author — WIKIPEDIA.ORG — Steam (software) — Publication
Source: wikipedia.org [URL:http://http://en.wikipedia.org/wiki/Steam (software)
Examiner Date
| Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant.

1 Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.

This collection of information is required by 37 CFR 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 120 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Electronic Acknowledgement Receipt

EFSID: 9208253
Application Number: 12985351
International Application Number:
Confirmation Number: 4165

Title of Invention:

PERSONALIZED DIGITAL MEDIA ACCESS SYSTEM (PDMAS)

First Named Inventor/Applicant Name:

William Grecia

Customer Number:

70984

Filer:

William Grecia

Filer Authorized By:

Attorney Docket Number:

Receipt Date: 11-JAN-2011
Filing Date:
Time Stamp: 15:08:05

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
Infi tion Discl Stat t (IDS 272036
1 nformation Disclosure Statement (IDS) $b0008steam.pdf no 5

Filed (SB/08)

d417edcfd99b0bc997666a0494574e85814)

8f6ab

Warnings:

Information:
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This is notan USPTO supplied IDS fillable form

1264897
2 NPL Documents Steam.pdf no 30
a365e8a32459¢21712dc4f4e34f839746¢fcf]|
Warnings:
Information:
Total Files Size (in bytes); 1536933

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Under the Paperwork Reduction Act of 1995, no persons are required to re

PTO/SB/05 (08-08)
Approved for use through 06/30/2010. OMB 0651-0032
U.S. Patent and Trademark Office. U.S. DEPARTMENT OF COMMERCE

pond to a collection of information unless it displays a valid OMB control number.

See MPEP chapter 600 concerning utility patent application contents.

UT| L | TY Attorney Docket No.
PATENT APPLICATION First Inventor William Grecia
TRANSMITTAL Title PERSONALIZED DIGITAL MEDIA ACCESS
\ (Only for new nonprovisional applications under 37 CFR 1.53(b)) Express Mail Label No. J
Commissioner for Patent
APPLICATION ELEMENTS ADDRESS TO:  P.O.Box1450

Alexandria VA 22313-1450

1.

Fee Transmittal Form (e.g., PTO/SB/17)

ACCOMPANYING APPLICATION PARTS

2.[v]
3.[v]

4]

5.

Applicant claims small entity status.
See 37 CFR 1.27.
Specification [Total Pages 32

Both the claims and abstract must start on a new page
(For information on the preferred arrangement, see MPEP 608.01(a))

Drawing(s) (35 U.S.C. 113) [Total Sheets 7

Oath or Declaration [Total Sheets
a. Newly executed (original or copy)
b. [_| A copy from a prior application (37 CFR 1.63(d))
for continuation/divisional with Box 18 completed)
DELETION OF INVENTOR(S)
Signed statement attached deleting inventor(s)
name in the prior application, see 37 CFR
1.63(d)(2) and 1.33(b).

4

6.[_] Application Data Sheet. See 37 CFR 1.76

7. |:| CD-ROM or CD-R in duplicate, large table or
puter Program (Appendix)
Landscape Table on CD

8. Nucleotide and/or Amino Acid Sequence Submission
(if applicable, items a. — c. are required)
a. Computer Readable Form (CRF)

b. Specification Sequence Listing on:

i |:| CD-ROM or CD-R (2 copies); or

ii. |:| Paper

9. I:I Assignment Papers (cover sheet & document(s))

Name of Assighee

Power of
Attorney

10. [] 37 CFR 3.73(b) Statement
(when there is an assignee)

1. |:| English Translation Document (if applicable)

tion Disclosure Statement (PTO/SB/08 or PTO-1449)
Copies of citations attached

12. Info
v

13. l:l Preliminary Amendment

14. |:| Return Receipt Postcard (MPEP 503)
(Should be specifically itemized)

15. [] Certified Copy of Priority Document(s)
(if foreign priority is claimed)

16. |:| Nonpublication Request under 35 U.S.C. 122(b)(2)(B)(i).
Applicant must attach form PTO/SB/35 or equivalent.

17. Other:_Early publication request

C. |:| Statements verifying identity of above copies

Continuation I:I Continuati

Prior application information:

I:I Divisional

Examiner _-

18. If a CONTINUING APPLICATION, check appropriate box, and supply the requisite information below and in the first sentence of the
specification following the title, or in an Application Data Sheet under 37 CFR 1.76:

ion-in-part (CIP)

Art Unit: 2431

19. CORRESPONDENCE ADDRESS

The address associated with Customer Number: 70984 OR |:| Correspondence address below
Name
Address
City | State Zip Code
Country Telephone Email
Signature /william grecia/ Date | 01/04/2011
Name - . Registration No.
\ (Print/Type) William Grecia (Attorney/Agent) y

This collection of information is required by 37 CFR 1.53(b). The information is

required to obtain or retain a benefit by the public which is to file (and by the

USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,

U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box

1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED

FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Doc Code: Oath

Document Description: Oath or declaration filed PTO/SB/01 (04-09)
Approved for use through 06/30/2010. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

4 DECLARATION FOR UTILITY OR A orney Docket N\
PATENP:Eg::ﬁ_TCATION First Named Inventor Willaim Grecia
(37 CFR 1 63) COMPLETE IF KNOWN
Application Number
Declaration Declaration
i Submitted After Initial Filing Dat
\?\zttm:,ts; OR |:| Filing (surcharge ing ate
Filing (37 CFR 1.16(f)) Art Unit
required)

\ Examiner Name /

| hereby declare that: (1) Each inventor's residence, mailing address, and citizenship are as stated below next to their name;
and (2) | believe the inventor(s) named below to be the original and first inventor(s) of the subject matter which is claimed and
for which a patent is sought on the invention titled:

PERSONALIZED DIGITAL MEDIA ACCESS SYSTEM (PDMAS)

(Title of the Invention)

the application of which
is attached hereto
OR

|:| was filed on (MM/DD/YYYY) as United States Application Number or PCT International

Application Number and was amended on (MM/DD/YYYY) (if applicable).

| hereby state that | have reviewed and understand the contents of the above identified application, including the claims, as
amended by any amendment specifically referred to above.

| acknowledge the duty to disclose information which is material to patentability as defined in 37 CFR 1.56, including for
continuation-in-part applications, material information which became available between the filing date of the prior application
and the national or PCT international filing date of the continuation-in-part application.

Authorization To Permit Access To Application by Participating Offices

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the
Japan Patent Office (JPO), the Korean Intellectual Property Office (KIPO), the World Intellectual Property Office (WIPO), and
any other intellectual property offices in which a foreign application claiming priority to the above-identified patent application is
filed access to the above-identified patent application. See 37 CFR 1.14(c) and (h). This box should not be checked if the
applicant does not wish the EPO, JPO, KIPO, WIPO, or other intellectual property office in which a foreign application claiming
priority to the above-identified patent application is filed to have access to the above-identified patent application.

In accordance with 37 CFR 1.14(h)(3), access will be provided to a copy of the above-identified patent application with respect
to: 1) the above-identified patent application-as-filed; 2) any foreign application to which the above-identified patent application
claims priority under 35 U.S.C. 119(a)-(d) if a copy of the foreign application that satisfies the certified copy requirement of

37 CFR 1.55 has been filed in the above-identified patent application; and 3) any U.S. application-as-filed from which benefit is
sought in the above-identified patent application.

In accordance with 37 CFR 1.14(c), access may be provided to information concerning the date of filing the Authorization to
Permit Access to Application by Participating Offices.

[Page 1 of 3]
This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 21 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. EWS-001979



PTO/SB/01 (04-09)

Approved for use through 06/30/2010. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

DECLARATION — Utility or Design Patent Application

Claim of Foreign Priority Benefits

| hereby claim foreign priority benefits under 35 U.S.C. 119(a)-(d) or (f), or 365(b) of any foreign application(s) for patent,
inventor's or plant breeder's rights certificate(s), or 365(a) of any PCT international application which desighated at least one
country other than the United States of America, listed below and have also identified below, by checking the box, any foreign
application for patent, inventor's or plant breeder's rights certificate(s), or any PCT international application having a filing date

before that of the application on which priority is claimed.

Prior Foreign Application

Number(s) Country

Foreign Filing Date
(MM/DD/YYYY)

Priority
Not Claimed

Certified Copy Attached?
YES NO

[

[] []

]

L] L]

[

L] L]

[]

[] []

|:| Additional foreign application number(s) are listed on a supplemental priority data sheet PTO/SB/02B attached hereto.

[Page 2 of 3]
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PTO/SB/01 (04-09)

Approved for use through 06/30/2010. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

DECLARATION — Utility or Design Patent Application

The address

Direct all ; . Correspondence
correspondence to: associated with 70984 OR D addresz below
Customer Number:

Name

Address

City State Zip

Country Telephone Email

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card humbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is hever required by the
USPTO to support a petition or an application. If this type of personal information is included in documents submitted to the
USPTO, petitioners/applicants should consider redacting such personal information from the documents before submitting them
to the USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of
the application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of
a patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.
Petitioner/applicant is advised that documents which form the record of a patent application (such as the PTO/SB/01) are placed
into the Privacy Act system of records DEPARTMENT OF COMMERCE, COMMERCE-PAT-7, System name: Patent Application
Files. Documents not retained in an application file (such as the PTO-2038) are placed into the Privacy Act system of
COMMERCE/PAT-TM-10, System name: Deposit Accounts and Electronic Funds Transfer Profiles.

| hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and
the like so made are punishable by fine or imprisonment, or both, under 18 U.S.C. 1001 and that such willful false statements
may jeopardize the validity of the application or any patent issued thereon.

NAME OF SOLE OR FIRST INVENTOR: |:| A petition has been filed for this unsigned inventor
Given Name (first and middle [if any]) Family Name or Surname
William Grecia
Inventor's Signature Date
fwilliam grecia/ 01/04/2011
Residence: City State Country Citizenship
Brooklyn NY USA American

Mailing Address
2885 Sanford Ave SW #13208

City State Zip Country
Grandville Mi 49418 USA
I:' Additional inventors or a legal representative are being named on the supplemental sheet(s) PTO/SB/02A or 02LR attached hereto
[Page 3 of 3]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records
from this system of records may be disclosed to the Department of Justice to determine
whether disclosure of these records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures

to opposing counsel in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when
the individual has requested assistance from the Member with respect to the subject matter
of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the
Administrator, General Services, or his/her designee, during an inspection of records
conducted by GSA as part of that agency's responsibility to recommend improvements in
records management practices and programs, under authority of 44 U.S.C. 2904 and 2906.
Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce)
directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of
37 CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal,

State, or local law enforcement agency, if the USPTO becomes aware of a violation or
potential violation of law or regulation.

EWS-001982



Doc code: IDS
Doc description: Information Disclosure Statement (ID3) Filed

PTO/SB/08a (01-10)

Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor

William Grecia

Art Unit

2431

Examiner Name

Attorney Docket Number

U.S.PATENTS | Remove |
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
o e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Ccde! of cited Document )
Figures Appear
1 7290699 2007-11-06 Reddy; Karimireddy Hari
2 7340769 2008-03-04 Baugher; Mark John
3 7343014 2008-03-11 Sovio; Sampo
4 7386513 2008-06-10 Lao; Guillermo
5 7571328 2008-08-04 Baumert; David W
6 7624417 2008-11-24 Dua; Robin
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS |Remove|
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns Lines where
o e Cite No . Relevant Passages or Relevant
Initial Number Cocde’| Date of cited Document )
Figures Appear

EFS Web 2.1.17

EWS-001983



INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor | William Grecia

Art Unit

2431

Examiner Name

Attorney Docket Number

1 20020010759 2002-01-24 Hitson; Bruce L

2 20020157002 2002-10-24 Messerges; Thomas S.
3 20030220880 2003-11-27 Lao; Guillermo

4 20040024670 2004-02-05 Valenzuela; Edgar
5 20040062400 2004-04-01 Sovio, Sampo

6 20040162786 2004-08-19 Cross; David B

7 20040220878 2004-11-04 Lao; Guillermo

8 20050066353 2005-03-24 Fransdonk; Robert
9 20050182727 2005-08-18 Robert, Amaud

10 20060173787 2006-08-03 Weber; Daniel

11 20060173789 2006-08-03 Baumert; David W.

EFS Web 2.1.17
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor

William Grecia

Art Unit

2431

Examiner Name

Attorney Docket Number

12 20060259852 2006-11-16 Upendran; Manish
13 20060259982 2006-11-16 Upendran; Manish
14 20070055887 2007-03-08 Cross; David B
15 20070156719 2007-07-05 Upendran; Manish
16 20070179854 2007-08-02 Ziv; Aran

17 20070180485 2007-08-02 Dua; Robin

18 20070250445 2007-10-25 Ache; Marc

19 20080027869 2008-01-31 Kalker; Antonius
20 20080091606 2008-04-17 Grecia; William

21 20080109911 2008-05-08 Tedesco; Megan Lesley
22 20080165956 2008-07-10 Zhu; Bin

EFS Web 2.1.17
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor | William Grecia

Art Unit

2431

Examiner Name

Attorney Docket Number

23 20090012805 2009-01-08 Schnell; Patrik

24 20090049556 2009-02-19 Vrielink; Koen Hendrik Johan
25 20090083541 2009-03-26 Levine; Scott

26 20090183010 2009-07-16 Schnell; Patrik

27 20090217036 2009-08-27 Irwin; James

28 20090254930 2009-10-08 Lo; Charles N

29 20090257591 2009-10-15 MITHAL; ASHISH K
30 20090265278 2009-10-22 WANG; Xin

31 20090299963 2009-12-03 Pippuri; Sami

32 20090307078 2009-12-10 Mithal; Ashish K

33 20090327702 2009-12-31 Schnell; Patrik

EFS Web 2.1.17
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor | William Grecia

Art Unit 2431

Examiner Name

Attorney Docket Number

34

20090328228 2009-12-31 Schnell; Patrik

If you wish to add additional U.S. Published Application citation infermation please click the Add button.l Add |

FOREIGN PATENT DOCUMENTS |Remove|
Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code? | Code4| Date PP Passages or Relevant
Document .
Figures Appear
1 1505530A1 EP Lao, Guillermo ]
2 1564621A1 EP Robert, Amaud ]
If you wish to add additional Foreign Patent Document citaticn information please click the Add button | Add
NON-PATENT LITERATURE DOCUMENTS |Remove|
. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite S . . '
o (book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s), TS
Initials No . . .
publisher, city and/or country where published.
Author - WILLIAM GRECIA - STR3EM Windows Java C++ written code copyright and support documentation -
1 Publication Source: str3em.com [URL: http:/fwww str3em.com] - (SOFTWARE CCPYRIGHT PUBLICATICN DATE |:|
AND INVENTION REDUCED TO PRACTICE: 09-03-2009)
Author - WILLIAM GRECIA - Next Generation Digital Delivery STR3EM Ecosystem Replaces DVD And Blu-Ray -
2 Publication Source: mi2n.com [URL: hitp://mi2n.com/press.php3?press_nb=130517] - INTERNET PUBLICATION |:|
DATE: 05-28-2010)
3 Author - FACEBOOK CORFPORATION - Graph API documentation - Publication Source: facebook.com [URL: http:// D
developers.facebook.com/docs/api] - (INTERNET PUBLICATION UPDATE: 04-21-2010)
4 Author - AMAZON INC - Amazon Web Services APl documentation - Publication Source: [URL: http://aws. amazon. D

com] - (INTERNET PUBLICATION)

EFS Web 2.1.17

EWS-001987




Application Number

Filing Date

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | William Grecia

Art Unit 2431

Examiner Name

Attorney Docket Number

Author - RICK MERRITT - Analysis: Hollywood's next digital media gambit - Publication Source: eetimes.com [URL:
5 http:/f'www eetimes.com/design/audio-design/4005862/Analysis-Hollywood-s-next-digital-media-gambit] - (INTERNET |:|
PUBLICATION DATE: 11-02-2008)

Author - ETHAN SMITH - Disney Touts a Way to Ditch the DVD - Publication Source: Wall Street Journal Online
6 [URL: hitp://online.wsj.com/article/NA_WSJ_PUB:3B10001424052748703816204574485650026945222 html] - ]
(INTERNET PUBLICATION DATE: 09-21-2009)

Author - Neda Ulaby - Introducing UltraViolet: Buy Your Digital Movie Once, Play It Anywhere? - Publication Source:
7 NPR Online [URL: http:/iwww.npr.org/blogs/monkeysee/2010/07/19/128626624/introducing-ultraviolet-buy-your-movie- |:|
once-play-it-anywhere] - INTERNET PUBLICATION DATE: 07-20-2010)

Author - WILLIAM GRECIA - The Retail Zip Company Releases Secure Electronic Media Format STR3EM To Replace
8 DVD And Blu-ray - Publication Source: mi2n.com [URL: http://mi2n.com/press.php3?press_nb=122843] - (INTERNET |:|
PUBLICATION DATE: 09-03-2009 )

If you wish to add additional hon-patent literature document citation information please click the Add buttonl Add |

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 60%. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. 5 Applicant is to place a check mark here i
English language translation is attached.

EFS Web 2.1.17 EWS-001988



PTO/SB/08a (05-03)
Approved for use through 04/30/2003. OMB 0651-0031
U.S. Patent and Trademark Offlce U.S. DEPARTMENT OF COMMERCE

Complete if Known ‘

Substitute for form 1449A/PTO

Application Number

Filing Date

INFORMATION DISCLOSURE

First Named Inventor William Crecia

STATEMENT BY APPLICANT

Art Unit

Examiner Name
(Use as many sheets as necessary)

Attorney Docket Number

Sheet | | of |

U. S. PATENT DOCUMENTS
Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* No. [ MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Code? <mo%? Figures Appear
““““““““ Us-20030051149 |[03-13-2003 |Robert, Arnaud
"""""" Us20050182727 [08-18-2005 Robert"”Afﬁéﬁ&”
__________ 005018293 08-18-2005 |Robert, Arnaud
Us-20050198510 09-08-2005 |Robert, Arnaud
""""""""""""""""" Us-20050216752 [ 09-29-2005 |Robert, Arnaud
““““““ | US-20080114992 [ 05-15-2008 |Robert, Arnaud
"""""" 0530080137869 [ 06-12-2008 [Robert, Arnaud
| |Y20090086975 | 04-02-2009 [Robert, Arnaud
Us-20090089884 04-02-2009 |Robert, Arnaud
‘ 04-23-2009 Robert, Arnaud
Us-20100027796 03-04-2010 |Robert, Arnaud
““““““ Us-20100057527 [ 03-04-2010 |Robert, Arnaud
Us-
aaaaaaaaaaaaaaa s
"""""" Us-
aaaaaaaaaaaaaaa s
""""" US-
""""""""""""""""" us. T

FOREIGN PATENT DOCUMENTS

Examiner Cite Foreign Patent Document Publication Date Name of Patentee or Pages, Columns, Lines,

Initials* No."! MM-DD-YYYY Applicant of Cited Document | Where Relevant Passages T
Country Code> Number * Kind Codes(if known) or Relevant Figures Appear

Examiner Date

Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not

considered. Include copy of this form with next communication to applicant 1 Applicants unique citation designation number (optional). 2 See Kinds Codes of

USPTO Patent Documents at s
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5 Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if possible. 6 Applicant is to place a check mark here if English language
Translation is attached.

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
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Description
BACKGROUND OF THE INVENTION
1. The Field of the Invention

[0001] The present invention generally relates to dig-
ital rights management. More specifically, the present
invention relates to digital rights management within a
domain.

2. Background and Related Art

[0002] Due in part to concerns over the distribution of
copyrighted digital content (such as digital audio, digital
video, digital text, digital data, digital multimedia, etc.) to
users for consumption, digital rights management (DRM)
has become highly desirable. Typical modes of distribu-
tion of such content include tangible devices such as
magnetic (floppy) disk, magnetic tape, optical (compact)
disk, etc., and intangible media such as electronic bulletin
boards, electronic networks, the Internet, etc. Upon being
received by the user, such users consumes the content
by rendering, playing or otherwise interacting with the
digital content with the aid of an appropriate rendering
device such as a media player, personal computer, or
the like.

[0003] Typically, a content provider, or rights-owner,
such as an author, publisher, broadcaster, etc. (herein-
after "content owner"), wishes to distribute such digital
content to a user or a recipient in exchange for a license
fee or some other consideration. Usually, contentowners
wish to restrict what the user can do with such distributed
digital content. For example, the content owner may re-
strict the user from copying and re-distributing such con-
tent to a second user. Traditionally, contentowners have
used DRM to bind content to a specific device.

[0004] Figure 1 illustrates an example of a DRM sys-
tem 100, which allows a content owner to bind content
to a specific device. In general, the licensing process is
initiated by the content owner encrypting content and
packaging and distributing the content to consumers via
the Internet, CD, or other conventional means. Consum-
ers may then receive a license for consuming the content
in accordance with the business rules defined by the con-
tentowner. As noted above, traditionally these rules have
required that the content be bound to a specific device.
For example, the following describes how a license may
be used to bind contentto a specific device in accordance
with a typical DRM model.

[0005] Acontentownerusually encrypts and packages
the content in accordance with any number of well known
processes. Typically, however, the content will be pack-
aged to include the encrypted content and a header por-
tion that includes information to assist a device in con-
suming the content. Further, the packaged content may
use a license acquisition URL to point to a location where
a license may be acquired. Moreover, there is a number
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of other optional and important data which may be in-
cluded within the packaged file, e.g., private sighing key
used to sign the content header, license key seed used
to generate the key that is shared between contentowner
and license issuer, etc.

[0006] The content 105 may be sent to a content dis-
tributor 140 and placed on a web or file server or stream-
ing server for distribution. Devices 130 receiving the con-
tent may then be directed to the license acquisition URL
that is embedded within the header (or other areas) of
the file to acquire the appropriate license 125 for con-
suming content 105. Before license 125 can be request-
ed anddistributed by license issuer 115, the contentown-
ersends tothe license issuer 115 the business rules and
sharing of secrets 110, which typically include the seed,
public key and the business rules by which a license 125
willbe granted. The rules 110 define how and under what
conditions licenses may be distributed to users. For ex-
ample, the rules may allow for the distribution of digital
content to be played only a limited number of times, only
for a certain total time, only on a certain type of machine,
only on a certain type of media player, only by a certain
type of user, etc. In any event, the license issuer 115
should be trusted in order to ensure that licenses 125 are
issued in accordance with the appropriate business rules
or requirements 110 as specified by the content owner.
[0007] Device 130 may obtain the content 105 from
the content distributor 140 after paying such considera-
tion 135 as defined by the content owner when the con-
tent 105 is sent to the content distributor 140. As previ-
ously mentioned, in order to play the encrypted content
105 the device 130 must first obtain a license 125 from
the license issuer 115. Device 130 may use the license
acquisition URL within the header of the encrypted con-
tent 105 to determine who the license issuer 115 is in
order to make a request 120 for a license 125. A request
process may then be initiated which includes exchanging
the content identification, information about the client
computer 130 and other optional information. Based on
the information received, the license issuer 115 responds
with an appropriate license 125 allowing the device 130
to consume the encrypted content 105.

[0008] This license will typically include the encrypted
key to decrypt the content, the specified usage rights,
information about the device 130, and other information.
As previously mentioned, in order to tightly control the
consumption of the content 105 the license is bound to
particular device or client computer 130 (e.g., the license
is valid only for device 130 and content 105), and there-
fore the content usually can be consumed only by the
specific device 130.

[0009] With competing interests of consumers, which
desire the ability to consume the content on any number
of devices (e.g., a desktop computer, a laptop computer,
a handheld device, devices within a car or home audio/
visual system/network), various mechanisms have been
created to extend licenses for consuming content to a
set of devices that share both content and license. Shar-
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ing the same content and license on any of several de-
vices more closely approximates the user experience for
tangible media, such as a CD, which may be played on
any of several devices oreven loaned to another. Current
solutions for extending a license to a set of devices, how-
ever, rely on individual peerdevices to enforce the criteria
for sharing licenses and content.

[0010] Figure 2 illustrates an example implementation
of distributing content and a license within a network 200
that includes multiple devices. Initially, device 205 re-
quests and obtains content 210 and license 220 in ac-
cordance with a procedure similar to the one described
above with regard to Figure 1. Content 210 is encrypted,
and license 220 binds license 220 to content 210 through
akey identifier (K_ID) that is specific to content 210. Rath-
er than binding the license to a particular device, howev-
er, license 220 includes a device ecosystem or network
identification (N_ID) which may be now distributed to oth-
er devices via device 205 (or other devices within the
network 200) thereby allowing content 210 to be bound
to those devices within the network 200. For example,
network device 225 may request from device 205 the
content 210 and the license 220 for consumption. Pro-
vided that device 225 has a N_ID that matches the N
ID within license 220, device 225 is able to use license
220 to consume content 210. Similarly, device 230 may
obtain the license 220 and content 210 from device 205,
and subsequently distributed the license 220 and content
210 to device 235. If device 235 has obtained the appro-
priate N_ID the content 210 may be consumed in accord-
ance with license 220 and in accordance with the busi-
ness rules defined therein.

[0011] One of the problems associated with the afore-
mentioned distribution of content within a network is that
there is ho central network service to ensure that network
membership criteria are not abused. For example, a net-
work may be limited to a specific humber of devices, say
four. This limitation is intended to provide a reasonable
restriction on the size of the domain, given a particular
license agreement. One way that the limitation on the
number of device could be circumvented is to share the
four licenses among a much larger group of devices. To
illustrate how this might occur, consider content that is
twelve minutes in length, which therefore could be played
five times an hour, 120 times a day, 840 times a week,
and so forth. The four device limit introduces a factor of
four, meaning that the contenttheoretically can be played
20 times an hour, 480 times a day, 3,360 times a week,
and so forth.

[0012] Of course, no matter how much four consumers
like the content, as a practical matter, they will not play
the content 3,360 times a week. However, it is possible
for other devices to make use of the 3,360 potential plays
of the content each week. In order to play the content, a
device must be part of (i.e., a member of) a licensed
network, but after the content is played (or at time when
the content is not being played) there may not be a sig-
nificant reason for a device to remain as a hetwork mem-
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ber. As a result, a device may join a network for the sole
purpose of playing the content and then unjoin after the
content has been consumed. This process of joining and
unjoining effective allows a four device domain to share
licensed content among a much larger group of devices.
In this example, the number of device could theoretically
be as large as 3,360 over the course of a single week,
which is probably a much larger group of devices than
was contemplated when the four-device domain license
was issued for the content. At first, sharing domain mem-
bership in this way may appear analogous to sharing a
physical CD, which seems reasonable and in some as-
pects is desirable. However, there are practical limits on
how many times a physical medium, such as a CD, can
be shared over time, which simply do not manifest them-
selves in the context of an electronic or digital medium,
such as a computer network.

[0013] Current network technology, such as network
200 in Figure 2, have not accounted for how frequently
devices enter and leave the network. At least in part, this
may be attributed to the lack of a centralized network
service that for enforcing network membership criteria.
A set of devices like hetwork 200 also have failed to man-
age, and in some cases purposefully so, for the proximity
of devices that make up a network. Again, analogizing
to a physical media paradigm, sharing a CD typically in-
volves at least intermittent proximity.

[0014] WO 03/098931 relates to a system and method
of controlling access to a contentitemin adomain. Initially
(in the factory), for a device, a domain_ID will be set to
the device_ID, so that any individual device then could
be considered as an authorized domain (AD) with a size
of one device, and the device is automatically the domain
originator for that AD. After a network connection to a
new device has been established, authentication of the
new device by the device to which it is connected is in-
volved. Ifthis authentication is successful, the new device
becomes part of the authorized domain. An authorized
domain is identified by means of a unique domain_ID.
This identifieris then storedin every device thatis a mem-
ber of the domain. Further, digital rights associated with
content inside an authorized domain are typically re-
ceived together with the content as it enters the author-
ized domain

BRIEF SUMMARY OF THE INVENTION

[0015] It is the object of the invention to provide an
improved digital rights management within a domain.
[0016] This object is solved by the present invention
as claimed in the independent claims.

[0017] Preferred embodiments are defined by the de-
pendent claims.
[0018] In accordance with exemplary embodiments of

the present invention, the above-identified deficiencies
and drawbacks of current digital rights management sys-
tems (DRMs) are overcome. For example, the present
invention provides a rights management system that pro-
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tects content from being consumed by unauthorized de-
vices. In particular, the present invention provides for
methods, systems and computer program products for
enforcing digital rights within the confines of the content
license used when consuming content within a domain
through the validation of domain membership criteria.
[0019] Example embodiments provide for a receiving
a request to create a domain, whereupon a domain iden-
tification is created that allows a content provider to
uniquely bind content licenses to a domain. The content
licenses include usage rights that define how content as-
sociated with the licenses may be consumed by one or
more members of the domain. Thereafter, or simultane-
ously, the centralized domain service may receive a re-
quest from a requestor to become a member of the do-
main. The centralized domain service can enforce digital
rights by validating membership criteria including at least
one of a domain proximity check for validating that a re-
questor is in close proximity to the domain, a total number
of requestors, or the frequency that the requests have
been made by various requestors to join the domain and
unjoin from the domain. Upon validation of the member-
ship criteria, adomain certificate thatincludes the created
domain identification is sent to the requestor.

[0020] Other example embodiments of the present in-
vention provide for a domain identification that is sent to
the requestor expires within a time period set by the cen-
tralized domain service. Thereafter, a renewal request
may be received by the centralized domain service to
extend the domain identification expiration time period.
[0021] In further example embodiments provide that
the requestor receives a token from a domain manager,
which created the domain, to send to the centralized do-
main service for validating that the requestor is in close
proximity to the domain manager. For example, the token
may include information about the time it took the reques-
tortoreceive thetoken, the number of intermediary nodes
that the token traveled across before the requestor re-
ceived the token, etc.

[0022] Additional features and advantages of the in-
vention will be set forth in the description which follows,
and in part will be obvious from the description, or may
be learned by the practice of the invention, The features
and advantages of the invention may be realized and
obtained by means of the instruments and combinations
particularly pointed out in the appended claims. These
and other features of the present invention will become
more fully apparent from the following description and
appended claims, or may be learned by the practice of
the invention as set forth hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] In order to describe the manner in which the
above-recited and other advantages and features of the
invention can be obtained, a more particular description
of the invention briefly described above will be rendered
by reference to specific embodiments thereof which are
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illustrated in the appended drawings. Understanding that
these drawings depict only typical embodiments of the
invention and are not therefore to be considered to be
limiting of its scope, the invention will be described and
explained with additional specificity and detail through
the use of the accompanying drawings in which:

[0024] Figure 1 illustrates an example of a typical dig-
ital rights management system that binds content to a
particular device through the distribution of a license that
is device specific;

[0025] Figure 2 illustrates an example of a typical dis-
tribution of content within a domain;

[0026] Figure 3 illustrates how protected content and
licenses are distributed within a domain using a central-
ized domain service in accordance with example embod-
iments of the present invention;

[0027] Figure4illustrates acentralized domain service
andthe location of a domain manager within such service
in accordance with example embodiments of the present
invention;

[0028] Figure 5 shows example acts and steps for
methods of enforcing digital rights within a domain by
validating membership criteria; and

[0029] Figure 6 illustrates an example system that pro-
vides a suitable operating environment for the present
invention.

DETAILED DESCRIPTION OF THE PREFERRED EM-
BODIMENTS

[0030] The presentinvention extends to methods, sys-
tems, and computer program products for enforcing dig-
ital rights within a domain. The embodiments of the
present invention may comprise a special purpose or
general-purpose computer including various computer
hardware, as discussed in greater detail below.

[0031] The present invention provides for a domain
that allows more flexible content usage across a variety
of devices while preventing mass re-distribution of con-
tentto, e.g., the Internet. Example embodiments provide
for a central domain service that is an authority capable
of granting and creating the existence of a domain in
accordance with certain rules, set forth or agreed to by
the content provider and frequency based on business
rules defined by the content owner. Content providers
will require certain attributes or restrictions called mem-
ber criteria for domains. For example, the membership
criteria may specify the number of devices that can join
a domain, the expiration of a domain (e.g., a predeter-
mined fixed time period) or individual licenses within a
domain, the proximity or how close a device must be to
otherdevices within the domain, the rate atwhich devices
are allowed to join and unjoin, etc.

[0032] Although the consumer may choose a content
provider as a function of the attributes offered, content
providers and owners generally dictate at least some of
the domain membership criteria consumers should meet
in order to access content controlled by the providers.
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Some content providers may elect to have membership
criteria validated on several different centralized domain
services for various purposes. For example, the content
provider and/or consumers may choose a central domain
service based on such things as proximity, speed, band-
width, reliability, cost, etc. In addition, the content provid-
er may offer varying criteria through different domain
services as a function of the consideration given by the
consumer. For example, a content provider may offer a
consumer more devices within a domain for additional
money paid by the consumer, and can therefore direct
the consumer to the appropriate domain service based
on the desired attributes. In any event, because of the
varying domain services available, domain services are
uniquely identifiable, and domains are uniquely identifi-
able within the scope of their domain service.

[0033] Figure 3 illustrates the distribution of content
and licenses throughout a domain 300 that is controlled
by a central domain service 305. Example embodiments
provide for a domain manager 385 that initiates a request
320 for creating a domain 300 capable of binding content
to the domain through the use of a domain identification
(D_JD). Accordingly, domain manager 385 establishes
a connection to the centralized domain service 305
through, e.g., the Internet 315 and requests 320 a D_ID.
Itis notedthatalthough Figure 3illustrates the centralized
domain service 305 as a cloud server, the centralized
domain server could be a device or limited group of de-
vices, as described in greater detail below. Accordingly,
the illustration of the centralized domain service 305 as
a cloud server is for illustrative purposes only and is not
meant to limit or otherwise narrow the scope of the in-
vention.

[0034] In any event, upon receipt of the request 320
for a D_ID, the central domain service 305 may grant a
domain certificate 330 to the domain manager 385 of the
newly created domain 300. The domain certificate 330
includes (among other information) the D_ID, which as
described in greater detail below uniquely identifies (at
least within the central domain service 305) the domain
300 and binds the licenses associated therewith to that
particular domain 300.

[0035] Thereafter, devices associated with the domain
300 can become members by requesting 340 D_ID from
the central domain service 305. For example, member-
ship requestor 365 that now wishes to join the domain
300 will need to obtain a similar certificate 340 as re-
ceived by the domain manager 385 that includes, among
other things, the D_ID. Accordingly, membership reques-
tor 365 will need to make a request 340 for the D_ID to
the central domain service 305. The request 340 for the
D_ID should contain, among other things, device specific
information in order to bind the D_|D to the device making
the request, which ensures that D_ID cannot be trans-
ferred to and used by other devices. Upon receipt of the
request 340 for the D_ID, the central domain service 305
will validate that member criteria 310 defined by content
provider 370 are satisfied before a certificate 345 can be
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issued.

[0036] In accordance with example embodiments, one
ofthe membercriteria 310 that the central domain service
305 may need to verify or validate in order to allow a
device to become a member of the domain 300 is known
as a "proximity" check. This criterion establishes that the
device 365 making the request 340 for the D_ID is not
too far removed from the domain 300. In order to satisfy
this criterion, membership requestor 365 should first re-
quest to become a member 335 of the domain and make
such request to domain manager 385. Domain manager
385 can then send, e.g., a token 370 to the membership
requestor 365.

[0037] When membership requestor 365 now makes
the request 340 for the D_ID from the central domain
service 305 via, e.g., the Internet 315, it 365 may include
the token 370 in the request 340. The central domain
service 305 will use the token 370 to ensure that mem-
bership requestor 365 is "proximally" close to domain
manager 385 in accordance with the business rules de-
fined for creating such domain 300. Such validation or
verification may be in the form of determining the time
that it took the token to travel from the domain manager
385 to membership requestor 365, the roundtrip time
(e.g., where the domain manager 385 is part of the cen-
tralized domain service 305), the number of hops or in-
termediary nodes that the token traveled between do-
main manager 385 and membership requestor 365, etc.
Of course, other well-known means of determining prox-
imity may also be used in the validation process.
[0038] Other example embodiments provide that other
membership criteria 310 may include a restriction on the
number of memberships that are available. For example,
the content owner may restrict the number of devices
that can be in a domain at any one particular time. Alter-
natively, or in conjunction, the membership criteria 310
may restrict the types of devices based on the function-
ality of such device. For example, a first count limit may
apply to devises capable of storing the content or to de-
vices capable of distributing the content outside the do-
main. A second count limit may apply to devises capable
of rendering the content or those devices cable of acqui-
sitioning the content, i.e., capable of brining content into
the domain. Of course any number of device attributes
or other considerations might be used to limit the device
count, and therefore the above features for limiting the
number of devices are used for illustrative purposes only
and are not meant to limit or otherwise narrow the scope
of the invention.

[0039] In further example embodiments, the central-
ized domain service may enforce digital rights by validat-
ing the velocity that membership requestors 365 join and
unjoin the domain. In particular, centralized domain serv-
ice 305 will check to see the frequency that one or more
requests 340 have been made by various requestors 365
to join the domain and unjoin from the domain. This helps
prevent large numbers of users from sharing a small
number of licenses. For example, embodiments allow for
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devices to join and unjoin from the domain, but may only
allow for a specified humber of devices to be members
at any one particular time. Accordingly, without the ve-
locity control, users could continually join and unjoin from
the domain as needed to allow an overly broad number
of users to become members of the domain, which would
potentially circumvent the intended number of device re-
striction set by the content owner.

[0040] It should be noted that any number of member
criteria 310 can be validated in accordance with business
rules and models set forth by content owners. Accord-
ingly, the above-identified examples of member criteria
310 are used for illustrative purposes only and are oth-
erwise not intended to limit the present invention to just
those criteria 310.

[0041] In any event, once centralized domain server
305 has validated member criteria 310 a certificate 345
can be issued to member requestor 365, which includes
the D_ID that binds license 355 to the domain 300. As
previously mentioned, the certificate (and thus the D_ID
within the certificate) should be devices specific in order
to ensure that the D_ID cannot be freely transferred be-
tween devices.

[0042] Once the membership requestor 365 has ob-
tained the appropriate D_ID, the device 365 will be able
to request 380 content and licenses from a content/li-
cense provider 370 in accordance with a similar process
as that previously described regarding typical domain
rights management (DRM) services. It should be noted
that any device within the domain, including the domain
manager 385, can obtain the content 350 and the license
355 from the content/license provider 370. In any event,
the device making the request (365 in this case) should
provide the D_ID within the request 380 to the content/
license provider 370. The content/license provider 370
may then verify 375 the D_ID with the central domain
service 305. Upon verification, the content/license pro-
vider 370 may send content 350 and license 355 to the
device 365. The content is encoded and includes a key
identification (K_ID), which is also included in the license
355 in order to bind the encrypted content 350 to the
license 355. Further, license 355 includes the D_ID,
which now binds the license 355 to the domain 300 as
well as the content 350.

[0043] As discussed above, because the content is
bound to the license 355, which is also bound to the D__
ID, and because D_|Ds are machine specific, and there-
fore non-transferable, the content 350 and the license
355 associated with the domain may now be freely trans-
ferred among the devices of the domain without concern
of wide distribution. In other words, other devices, e.g.,
360, without the appropriate D_ID are unable to consume
the content even if they receive content 350 and license
355 from a subsequent device, e.g., 365. In order for
such a device 360 to be able to consume content 350 it
must go through a similar process for requestinga D_ID
as previously described.

[0044] Inanother example embodiment, a time period
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expiration and renewal feature may be placedon the D__
ID, certificate 345 associated with the D_ID, or both. Ac-
cordingly, in this embodiment, when the centralized do-
main service 305 issues the certificate 345, the time pe-
riod expiration feature disables the use of the license
355, and thus consumption of content 350 when the pre-
determined time period has ended. Although the term
"time period" is used, it is not necessarily limited to a time
dependency. For example, time period is used to also
include the number of times that content may be con-
sumed, a time period to consume only small sample of
the full content, an hour, day, week or any other such
time restriction, etc. Accordingly, time period is used as
a general term and reference only.

[0045] In any event, as mentioned above, the present
invention also includes a renewal feature. Accordingly,
upon expiration of the time period, i.e., when the content
has been consumed a particular number of times, for a
duration of time, etc., the device can make a request for
renewal of D_ID or certificate. The request should be
made to the central domain service 305, which can again
validate membership criteria 310 and either issue anoth-
er temporary or permanent certificate/D_|D.

[0046] Also related to the expiration feature, the
present invention provides for a revocation of a domain
ID or a specific certificate. Accordingly, the central do-
main service may revoke the entire domain by revoking
the D_ID, or can revoke a single users (or multiple users)
right to continue to be a part of the domain membership.
[0047] It is important to note that a domain manager
may reside on a particular device, be spread amongst
multiple devices of the domain or exist on the domain
service itself depending upon the device capabilities and
the trust chain between the domain service and the de-
vices. Figure 4 illustrates various examples of where a
domain manager may reside within the domain service
400 in accordance with example embodiments. As
shown, domain manager 420 may reside within domain
1 (440) and service both device 1 (430) and device 2
(435). Alternatively, the domain manager 420 may be
spread to multiple devices as illustrated in domain 2
(470), wherein domain manager 1 (420a) resides on de-
vice 1 (450) and domain manager 2 (420b) exits in device
2 (460). Still yet other embodiments provide that the do-
main manager 420 may sit on central domain service 405
as illustrated in domain 3 (490). The domain manager
420 may then service device 1 (480) and device 2 (475)
within domain 3 (490).

[0048] Regardless of where the domain manager re-
sides within a domain, devices are uniquely identifiable
to the domain manager, and domains are uniquely iden-
tifiable to the domain service. Further, the present inven-
tion provides that any device can act as the domain serv-
ice and/or the domain manager and the domain manager
can validate membership criteria. For example, in the
case where the domain manager is included in the cen-
tralized domain service, the creation or initialization of
the domain (e.g., the receipt of the private/public key pair,
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domain identifier, etc.) may be obtained from another
centralized domain service. All other membership crite-
ria, however, such as proximity check, limitations on total
number of devices, limitations of types of devices, veloc-
ity for joining and unjoining, etc. can be performed by the
domain manager.

[0049] Further example embodiments provide that the
validation of membership criteria can be spread across
a limited number of devices. For example, one device
could be the central domain service with limited manage-
ment capabilities, eg., just the domain creation. In such
a case, other devices within the domain may be self-
managing. In such a case, the content licenses could
contain restrictions with respect to playback that could
include, e.g., a number of devices or a list of devices that
can join the domain. Accordingly, one device could only
send domain certificate, license, content, or any combi-
nation thereof, to another device if the latter is on the list
or according to some other criteria.

[0050] Other example embodiments provide that the
domain service can revoke a domain and a domain man-
ager can revoke a member device. Further, a domain
manager is capable of managing more than one domain
at a time. Moreover, the domain may be self-managed,
in that it does not require a permanent administrator to
maintain it.

[0051] Sitill yet other embodiments of the present in-
vention provide that the device may become a member
of more than one domain. Typically, however, if a device
acquires a second domain identification, the first domain
identification or previous domain identifications are tem-
porarily disabled. Accordingly, even though a device may
contain more than one domain identification, the device
is bound to only one particular domain at any given time.
[0052] The present invention may also be described
in terms of methods comprising functional steps and/or
non-functional acts. The following is a description of acts
and steps that may be performedin practicing the present
invention. Usually, functional steps describe the inven-
tion in terms of results that are accomplished, whereas
non-functional acts describe more specific actions for
achieving particular results. Although the functional steps
and non-functional acts may be described or claimed in
a particular order, the presentinvention is not necessarily
limited to any particular ordering or combination of acts
and/or steps.

[0053] Figure 5 illustrates example steps and acts
used in a rights management system that protects con-
tent from being consumed by unauthorized devices.
Methods and computer program products for implement-
ing such methods enforce digital rights within the con-
fines of a content license used when consuming content
within a domain by validating domain membership crite-
ria. For example, a step for binding 530 content licenses
toadomain may include the act of receiving 510 arequest
to create a domain. Further, the step for binding 530 may
include the act of creating 520 a domain identification
that allows a content provider to uniquely bind content

10

15

20

25

30

35

40

45

50

55

licenses to a domain. The content licenses will comprise
the usage rights that define how content associated with
the license may be consumed by members of the domain.
[0054] A step for validating 560 domain membership
criteria may include the act of receiving 540 a request,
by a requestor, to become a member of the domain. The
request may be received at the centralized domain serv-
ice and may include a way of validating the proximity of
the requestor within the domain. For example, the re-
questor could request a token from a domain manager,
which requested the creation of the domain, and subse-
quently send the token to the centralized domain service
for validating that the requestor is in close proximity to
the domain. The token may include information aboutthe
time it took the requestor to receive the token, round trip
time (e.g., in the case where the domain manager is in-
cluded in the centralized domain service), or the number
of intermediary nodes that the token traveled across be-
fore the requestor received the token, or both.

[0055] The step forvalidating 560 domain membership
criteria may also include the enforcement 550 of digital
rights at the centralized domain service by validating the
at least one of a total number of requestors or the fre-
quency that one or more requests have been made by
various requestors to join the domain or unjoin from the
domain, or both. Upon validation of the domain member-
ship criteria, the centralized domain service may send a
domain certificate that includes the created domain iden-
tification to the requestor.

[0056] The domain identification may include an expi-
ration time period sent by the centralized domain service
in accordance with rules established by the content own-
er. Subsequently, the centralized domain service may
receive a renewal request to extend the domain identifi-
cation expiration time period. Other embodiments also
provide that the centralized domain service may revoke
the domain identification or domain membership for one
or more members of a particular domain.

[0057] Embodiments within the scope of the present
invention also include computer-readable media for car-
rying or having computer-executable instructions or data
structures stored thereon. Such computer-readable me-
dia can be any available media that can be accessed by
a general purpose or special purpose computer. By way
of example, and not limitation, such computer-readable
media can comprise RAM, ROM, EEPROM, CD-ROM
or other optical disk storage, magnetic disk storage or
other magnetic storage devices, or any other medium
which can be usedto carry or store desired program code
means in the form of computer-executable instructions
or data structures and which can be accessed by a gen-
eral purpose or special purpose computer. When infor-
mation is transferred or provided over a network or an-
other communications connection (either hardwired,
wireless, or a combination of hardwired or wireless) to a
computer, the computer properly views the connection
as a computer-readable medium. Thus, any such con-
nection is properly termed a computer-readable medium.
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Combinations of the above should also be included within
the scope of computer-readable media. Computer-exe-
cutable instructions comprise, for example, instructions
and data which cause a general purpose computer, spe-
cial purpose computer, or special purpose processing
device to perform a certain function or group of functions.
[0058] Figure 6 and the following discussion are in-
tendedto provide a brief, general description of a suitable
computing environment in which the invention may be
implemented. Although not required, the invention will be
described in the general context of computer-executable
instructions, such as program modules, being executed
by computers in network environments. Generally, pro-
gram modules include routines, programs, objects, com-
ponents, data structures, etc. that perform particular
tasks or implement particular abstract data types. Com-
puter-executable instructions, associated data struc-
tures, and program modules represent examples of the
program code means for executing steps of the methods
disclosed herein. The particular sequence of such exe-
cutable instructions or associated data structures repre-
sents examples of corresponding acts for implementing
the functions described in such steps.

[0059] Those skilled in the art will appreciate that the
invention may be practiced in network computing envi-
ronments with many types of computer system configu-
rations, including personal computers, hand-held devic-
es, multi-processor systems, microprocessor-based or
programmable consumer electronics, network PCs, min-
icomputers, mainframe computers, and the like. The in-
vention may also be practiced in distributed computing
environments where tasks are performed by local and
remote processing devices that are linked (either by hard-
wired links, wireless links, or by a combination of hard-
wired or wireless links) through a communications net-
work. In a distributed computing environment, program
modules may be located in both local and remote memory
storage devices.

[0060] With reference to Figure 6, an example system
for implementing the invention includes a general pur-
pose computing device in the form of a conventional com-
puter 620, including a processing unit 621, a system
memory 622, and a system bus 623 that couples various
system components including the system memory 622
to the processing unit 621. The system bus 623 may be
any of severaltypes of bus structures including a memory
bus or memory controller, a peripheral bus, and a local
bus using any of a variety of bus architectures. The sys-
tem memory includes read only memory (ROM) 624 and
random access memory (RAM) 625. A basic input/output
system (BIOS) 626, containing the basic routines that
help transfer information between elements within the
computer 620, such as during start-up, may be stored in
ROM 624.

[0061] The computer 620 may also include a magnetic
hard disk drive 627 for reading from and writing to a mag-
netic hard disk 639, a magnetic disk drive 628 for reading
from or writing to a removable magnetic disk 629, and
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an optical disc drive 630 for reading from or writing to
removable optical disc 631 such as a CD-ROM or other
optical media. The magnetic hard disk drive 627, mag-
netic disk drive 628, and optical disc drive 630 are con-
nected to the system bus 623 by a hard disk drive inter-
face 632, a magnetic disk drive-interface 633, and an
optical drive interface 634, respectively. The drives and
their associated computer-readable media provide non-
volatile storage of computer-executable instructions, da-
ta structures, program modules and other data for the
computer 620. Although the exemplary environment de-
scribed herein employs a magnetic hard disk 639, a re-
movable magnetic disk 629 and a removable optical disc
631, other types of computer readable media for storing
data can be used, including magnetic cassettes, flash
memory cards, digital versatile discs, Bernoulli cartridg-
es, RAMs, ROMs, and the like.

[0062] Program code means comprising one or more
program modules may be stored on the hard disk 639,
magnetic disk 629, optical disc 631, ROM 624 or RAM
625, including an operating system 635, one or more
application programs 636, other program modules 637,
and program data 638. A user may enter commands and
information into the computer 620 through keyboard 640,
pointing device 642, or other input devices (not shown),
such as a microphone, joy stick, game pad, satellite dish,
scanner, or the like. These and other input devices are
often connected to the processing unit 621 through a
serial port interface 646 coupled to system bus 623. Al-
ternatively, the input devices may be connected by other
interfaces, such as a parallel port, a game port or a uni-
versal serial bus (USB). A monitor 847 or another display
device is also connected to system bus 623 via an inter-
face, such as video adapter 648. In addition to the mon-
itor, personal computers typically include other peripher-
al output devices (not shown), such as speakers and
printers.

[0063] The computer 620 may operate in a networked
environment using logical connections to one or more
remote computers, such as remote computers 649a and
649b. Remote computers 649a and 649b may each be
another personal computer, a server, a router, a network
PC, a peer device or other common network node, and
typically include many or all of the elements described
above relative to the computer 620, although only mem-
ory storage devices 650a and 650b and their associated
application programs 636a and 636b have been illustrat-
edin Figure 6. The logical connections depicted in Figure
6 include a local area network (LAN) 651 and awide area
network (WAN) 652 that are presented here by way of
example and not limitation. Such networking environ-
ments are commonplace in office-wide or enterprise-
wide computer networks, intranets and the Internet.
[0064] When used in a LAN networking environment,
the computer 620 is connected to the local network 651
through a network interface or adapter 653. When used
in a WAN networking environment, the computer 620
may include a modem 654, awirelesslink, orother means
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for establishing communications over the wide area net-
work 652, such as the Internet. The modem 654, which
may be internal or external, is connected to the system
bus 623 via the serial port interface 646. In a networked
environment, program modules depicted relative to the
computer 620, or portions thereof, may be stored in the
remote memory storage device. It willbe appreciated that
the network connections shown are exemplary and other
means of establishing communications over wide area
network 652 may be used.

[0065] The presentinvention may be embodied in oth-
er specific forms without departing fromits essential char-
acteristics. The described embodiments are to be con-
sidered in all respects only as illustrative and not restric-
tive. The scope of the invention is, therefore, indicated
by the appended claims rather than by the foregoing de-
scription.

Claims

1. A method in a rights management system that pro-
tects content (350) from being consumed by unau-
thorized devices (360), the method of enforcing dig-
ital rights within the confines of a content license
used when consuming content within a domain by
validating domain membership criteria, the method
comprising acts of:

receiving (510), at a centralized domain service
(305, 405), a request (320) to create a domain
(440, 470, 490);

creating (520) adomain identification that allows
a content provider (370) to include the domain
identification in a content license (355) to
uniquely bind content licenses to a domain, the
content licenses comprising one or more usage
rights that define how content associated with
the licenses may be consumed by one or more
members (365, 430, 435, 450, 460, 475, 480)
of the domain;

requesting, by the requestor, a token (370) from
a domain manager (385, 420), which requested
the creation of the domain, to send to the cen-
tralized domain service for validating that the re-
questor is in close proximity to the domain man-
ager, the token including information about the
time it took the requestor to receive the token,
or the number of intermediary nodes that the
token traveled across before the requestor re-
ceived the token, or both;

receiving (540), at the centralized domain serv-
ice, a request (340) including the token, to be-
come a member of the domain by a requestor;
enforcing (550) digital rights by validating, at the
centralized domain service, domain member-
ship criteria (310) including a domain proximity
check for validating that the requestor is in close
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10.

11.

proximity to the domain; and

upon validation of the domain membership cri-
teria, sending a domain certificate (345) that in-
cludes the created domain identification to the
requestor.

The method of claim 1, wherein the domain identifi-
cation expires within a time period set by the cen-
tralized domain service.

The method of claim 2, further comprising the acts of:

receiving, at the centralized domain service, a
renewal request to extend the domain identifi-
cation expiration time period.

The method of claim 1, wherein the domain mem-
bership criteria further includes at least one of a total
number of requestors or the frequency of requests
made by one or more requestors to join the domain
and unjoin from the domain.

The method of claim 1, wherein the centralized do-
main service includes the domain manager, and
wherein the domain manager requested the creation
of the domain from a centralized domain server,
which created the domain identification.

The method of claim 1, wherein the requestor be-
comes adomain manager, and wherein a device re-
quests a token from the requestor.

The method of claim 1, wherein the requestor be-
comes a member of a second domain.

The method of claim 1, wherein the domain manager
receives one or more requests for tokens for a sec-
ond domain.

The method of claim 1, wherein the centralized do-
main service revokes the domain identification.

The method of claim 1, wherein validating comprises
validating the domain membership criteria when re-
ceiving the request by the requestor and before al-
lowing the domain certificate to be sent to the re-
questor, wherein the domain identification further in-
cludes a time stamp that expires the domain identi-
fication within a time period set by the centralized
domain service.

The method of claim 10, further comprising the acts
of:

receiving, at the centralized domain service, a

renewal request to extend the domain identifi-
cation expiration time period.
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The method of claim 10, wherein the domain mem-
bership criteria further includes at least one of a total
number of requestors or the frequency of requests
made by one or more requestors to join the domain
and unjoin from the domain.

The method of claim 12, wherein the centralized do-
main service includes the domain manager.

The method of claim 12, wherein the requestor be-
comes a domain manager, and wherein a device re-
quests a token from the requestor.

The method of claim 12, wherein the requestor be-
comes a member of a second domain.

The method of claim 12, wherein the domain man-
ager receives a request for one or more tokens for
a second domain.

The method of claim 10, wherein the centralized do-
main service revokes the domain identification.

A computer program product in arights management
system that protects content (350) from being con-
sumed by unauthorized devices (360), the computer
program product comprising one or more computer
readable media carrying computer executable in-
structions that implement a method of enforcing dig-
ital rights within the confines of a content license
used when consuming content within a domain by
validating domain membership criteria, the method
comprising acts of:

receiving (510), at a centralized domain service
(305, 405), a request (320) to create a domain
(440, 470, 490);

creating (520) adomain identification that allows
a content provider (370) to include the domain
identification in a content license (355) to
uniquely bind content licenses to a domain, the
content licenses comprising one or more usage
rights that define how content associated with
the licenses may be consumed by one or more
members (365, 430, 435, 450, 460, 475, 480)
of the domain;

requesting, by the requestor, a token (370) from
a domain manager (385, 420), which requested
the creation of the domain, to send to the cen-
tralized domain service for validating that the re-
questor is in close proximity to the domain man-
ager, the token including information about the
time it took the requestor to receive the token,
or the number of intermediary nodes that the
token traveled across before the requestor re-
ceived the token, or both;

receiving (540), at the centralized domain serv-
ice, a request (340) including the token, to be-
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come a member of the domain by a requestor;
enforcing (550) digital rights by validating, atthe
centralized domain service, domain member-
ship criteria (310) including a domain proximity
check for validating that a requestor is in close
proximity to the domain; and

upon validation of the domain membership cri-
teria, sending a domain certificate (345) that in-
cludes the created domain identification to the
requestor.

The computer program product of claim 18, wherein
the domain identification includes a time stamp that
expires the domain identification within a time period
set by the centralized domain service.

The computer program product of claim 19, further
comprising the acts of:

receiving, at the centralized domain service, a
renewal request to extend the domain identifi-
cation expiration time period.

The computer program product of claim 18, wherein
the domain membership criteria further includes at
least one of a total number of requestors or the fre-
quency of requests made by one or more requestors
to join the domain and unjoin from the domain.

The computer program product of claim 18, wherein
the centralized domain service includes the domain
manager.

The computer program product of claim 18, wherein
the requestor becomes a domain manager, and
wherein a device requests a token from the reques-
tor.

The computer program product of claim 18, wherein
the requestor becomes a member of a second do-
main.

The computer program product of claim 18, wherein
the domain manager receives one or more requests
for tokens for a second domain.

The computer program product of claim 18, wherein
the centralized domain service revokes the domain
identification.

The computer program product of claim 21, wherein
validating comprises validating the domain member-
ship criteria when receiving the request by the re-
questor and before allowing the domain certificate
to be sent to the requester.

The computer program product of claim 27, wherein
the domain identification expires within a time period
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set by the centralized domain setrvice.

The computer program product of claim 28, further
comprising the acts of:

receiving, at the centralized domain service, a
renewal request to extend the domain identifi-
cation expiration time period.

The computer program product of claim 27, wherein
the centralized domain service includes the domain
manager, and wherein the domain managerrequest-
ed the creation of the domain from a centralized do-
main server, which created the domain identification.

The computer program product of claim 27, wherein
the requestor becomes a domain manager, and
wherein a device requests a token from the reques-
tor.

The computer program product of claim 27, wherein
the requestor becomes a member of a second do-
main.

The computer program product of claim 27, wherein
the domain manager receives one or more requests
for tokens for a second domain.

The computer program product of claim 27, wherein
the centralized domain service revokes the domain
identification.

Patentanspriiche

1.

Verfahren in einem Rechteverwaltungssystem, das
einen Inhalt (350) vor einer Verwendung durch nicht
autorisierte Vorrichtungen (360) schutzt, wobei das
Verfahren dazu dient, digitale Rechte innerhalb der
Grenzen einer Inhaltslizenz geltend zu machen, die
eingesetzt wird, wenn ein Inhalt innerhalb einer Do-
mane verwendet wird, indem Domanen-Mitglied-
schaftskriterien bestétigt werden, und das Verfahren
die folgenden Vorgange umfasst:

Empfangen (510) einer Anforderung (320), eine
Domane (440, 470, 490) zu schaffen, bei einem
zentralen Doméanen-Dienst (305, 405);

Schaffen (620) einer Domanen-Identifikation,
die es einem Inhaltsanbieter (content provider)
(870) erlaubt, die Doméanen-Kennung in eine In-
haltslizenz (355) zu integrieren, um so Inhalts-
lizenzen eindeutig an eine Doméane zu binden,
wobei die Inhaltslizenzen ein oder mehrere Nut-
zungsrecht/e umfassen, das/die definiert/defi-
nieren, wie ein mitden Lizenzen zusammenhan-
gender Inhalt von einem oder mehreren Mitglie-
dern (365, 430, 435, 450, 460, 475, 480) der
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Domaéne verwendet werden kann;

Anfordern eines Token (370) von einem Doma-
nen-Manager (385, 420) durch den Anfordern-
den, der die Schaffung der Doméane angefordert
hat, zum Senden zu dem zentralen Doméanen-
Dienst, um zu bestatigen, dass sich der Anfor-
dernde in enger Nahe zu dem Domanen-Mana-
ger befindet, wobei das Token Informationen
Uberdie Zeit, die bis zum Empfangen des Token
durch den Anfordernden bendtigt wurde, oder
die Anzahl von Zwischenknoten, die das Token
durchlief, bevor der Anfordernde das Token
empfing, oder beide enthalt;

Empfangen (540) einer das Token einschlie-
Benden Anforderung (340) des Anfordernden,
ein Mitglied der Doméane zu werden, an dem
zentralen Domé&nen-Dienst;

Geltendmachen (550) digitaler Rechte durch
Bestédtigen von Domanen-Mitgliedschaftskrite-
rien (310) an dem zentralen Doméanen-Dienst,
die eine Prlfung der Nahe zur Domane ein-
schlieBen, um zu bestatigen, dass sich der An-
fordernde in enger Nahe zu der Domane befin-
det; und

nach Bestatigung der Domanen-Mitglied-
schaftskriterien Senden eines Domanen-Zertifi-
kats (345), das die erzeugte Domanen-Kennung
enthalt, zu dem Anfordernden.

Verfahren nach Anspruch 1, wobei die Domanen-
Kennung innerhalb eines Zeitraums ablauft, der
durch den zentralen Domanen-Dienst festgelegt
wird.

Verfahren nach Anspruch 2, das des Weiteren die
folgenden Vorgéange umfasst:

Empfangen einer Erneuerungsanforderung
zum Verlangern des Ablaufzeitraums flr die Do-
manen-Kennung bei dem zentralen Domanen-
Dienst.

Verfahren nach Anspruch 1, wobei die Domanen-
Mitgliedschaftskriterien des Weiteren wenigstens ei-
ne Gesamtzahl von Anfordernden oder die Haufig-
keit einschlieBen, mit der Anforderungen zum Bei-
treten zu der Doméne und Verlassen der Doméane
durch einen oder mehrere Anfordernde/n gestellt
werden.

Verfahren nach Anspruch 1, wobei der zentrale Do-
manen-Dienst den Domanen-Manager einschlieft,
und der Domé&nen-Manager die Schaffung der Do-
mane von einem zentralen Domanen-Server ange-
fordert hat, der die Domanen-Kennung erzeugt hat.

Verfahren nach Anspruch 1, wobei der Anfordernde
zu einem Domanen-Manager wird und eine Vorrich-
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tung ein Token von dem Anfordernden anfordert.

Verfahren nach Anspruch 1, wobei der Anfordernde
ein Mitglied einer zweiten Domane wird.

Verfahren nach Anspruch 1, wobei der Domanen-
Manager eine oder mehrere Anforderung/en von To-
ken flr eine zweite Domane empfangt.

Verfahren nach Anspruch 1, wobei der zentrale Do-
manen-Dienst die Domanen-Kennung zurlckzieht.

Verfahren nach Anspruch 1, wobei Bestatigen um-
fasst, dass die Doméanen-Mitgliedschaft bestatigt
wird, wenn die Anforderung des Anfordernden emp-
fangen wird und bevor zugelassen wird, dass das
Domanen-Zertifikat zu dem Anfordernden gesendet
wird, und die Domanen-Kennung des Weiteren ei-
nen Zeitstempel enthalt, durch den die Doméanen-
Kennung innerhalb eines Zeitraums ablauft, der
durch den zentralen Domanen-Dienst festgelegt
wird.

Verfahren nach Anspruch 10, das des Weiteren die
folgenden Vorgange umfasst:

Empfangen einer Erneuerungsanforderung
zum Verlangern des Ablaufzeitraums fur die Do-
manen-Kennung bei dem zentralen Domanen-
Dienst.

Verfahren nach Anspruch 10, wobei die Domanen-
Mitgliedschaftskriterien des Weiteren wenigstens ei-
ne Gesamtzahl von Anfordernden oder die Haufig-
keit einschlieBen, mit der Anforderungen zum Bei-
treten zu der Doméane und Verlassen der Doméane
durch einen oder mehrere Anfordernde/n gestellt
werden.

Verfahren nach Anspruch 12, wobei der zentrale Do-
manen-Dienst den Doméanen-Manager einschlieft.

Verfahren nach Anspruch 12, wobei der Anfordern-
de zu einem Doméanen-Manager wird und eine Vor-
richtung ein Token von dem Anfordernden anfordert.

Verfahren nach Anspruch 12, wobei der Anfordern-
de ein Mitglied einer zweiten Doméane wird.

Verfahren nach Anspruch 12, wobei der Domanen-
Manager eine Anforderung eines oder mehrerer To-
ken flr eine zweite Doméane empfangt.

Verfahren nach Anspruch 10, wobei der zentrale Do-
manen-Dienst die Domanen-Kennung zurtckzieht.

Computerprogrammerzeugnis in einem Rechtever-
waltungssystem, das einen Inhalt (350) vor einer
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Verwendung durch nicht autorisierte Vorrichtungen
(860) schutzt, wobei das Computerprogrammer-
zeugnis ein oder mehrere computerlesbare Medien
umfasst, die durch Computer ausflihrbare Befehle
aufweisen, die ein Verfahren implementieren, mit
dem digitale Rechte innerhalb der Grenzen einer In-
haltslizenz geltend gemacht werden, die eingesetzt
wird, wenn ein Inhalt innerhalb einer Doméne ver-
wendet wird, indem Doméanen-Mitgliedschaftskrite-
rien bestatigt werden, wobei das Verfahren die fol-
genden Vorgange umfasst:

Empfangen (5610) einer Anforderung (320), eine
Doméane (440, 470, 490) zu schaffen, bei einem
zentralen Domanen-Dienst (305, 405);
Schaffen (520) einer Doméanen-Identifikation,
die es einem Inhaltsanbieter (content provider)
(370) erlaubt, die Domanen-Kennung in eine In-
haltslizenz (355) zu integrieren, um so Inhalts-
lizenzen eindeutig an eine Domane zu binden,
wobeidie Inhaltslizenzen ein oder mehrere Nut-
zungsrecht/e umfassen, das/die definiert/defi-
nieren, wie mit den Lizenzen zusammenhén-
gender Inhalt in einem oder mehreren Mitglie-
dern (365, 430, 435, 450, 460, 475, 480) der
Domaéane verwendet werden kann;

Anfordern eines Token (370) von einem Doma-
nen-Manager (385, 420) durch den Anfordern-
den, der die Schaffung der Doméane angefordert
hat, zum Senden zu dem zentralen Domé&nen-
Dienst, um zu bestatigen, dass sich der Anfor-
dernde in enger Nahe zu dem Domanen-Mana-
ger befindet, wobei das Token Informationen
Uberdie Zeit, die bis zum Empfangen des Token
durch den Anfordernden bendtigt wurde, oder
die Anzahl von Zwischenknoten, die das Token
durchlief, bevor der Anfordernde das Token
empfing, oder beide enthalt;

Empfangen (540) einer das Token einschlie-
Benden Anforderung (340) des Anfordernden,
ein Mitglied der Doméane zu werden, an dem
zentralen Doméanen-Dienst;

Geltendmachen (550) digitaler Rechte durch
Bestétigen von Domanen-Mitgliedschaftskrite-
rien (310) an dem zentralen Doméanen-Dienst,
die eine Prifung der Nahe zur Domaéane ein-
schlieBen, um zu bestéatigen, dass sich der An-
fordernde in enger Nahe zu der Doméane befin-
det; und

nach Bestatigung der Domanen-Mitglied-
schaftskriterien Senden eines Doméanen-Zertifi-
kats (345), das die erzeugte Domanen-Kennung
enthalt, zu dem Anfordernden.

19. Computerprogrammerzeugnis nach Anspruch 18,

wobei die Domanen-Kennung einen Zeitstempel
enthalt, durch den die Domanen-Kennung innerhalb
eines Zeitraums ablauft, der durchden zentralen Do-
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manen-Dienst festgelegt wird.

Computerprogrammerzeugnis nach Anspruch 19,
das des Weiteren die folgenden Vorgange umfasst:

Empfangen einer Erneuerungsanforderung
zum Verlangern des Ablaufzeitraums der Do-
manen-Kennung bei dem zentralen Domanen-
Dienst.

Computerprogrammerzeugnis nach Anspruch 18,
wobei die Doméanen-Mitgliedschaftskriterien des
Weiteren wenigstens eine Gesamtzahl von Anfor-
dernden oder die Haufigkeit einschlieBen, mit der
Anforderungen zum Beitreten der Domane und Ver-
lassen der Doméane durch einen oder mehrere An-
fordernde/n gestellt werden.

Computerprogrammerzeugnis nach Anspruch 18,
wobei der zentrale Doméanen-Dienst den Domanen-
Manager einschlieBt.

Computerprogrammerzeugnis nach Anspruch 18,
wobei der Anfordernde zu einem Doméanen-Mana-
ger wird und eine Vorrichtung ein Token von dem
Anfordernden anfordert.

Computerprogrammerzeugnis nach Anspruch 18,
wobeider Anfordernde ein Mitglied einer zweiten Do-
mane wird.

Computerprogrammerzeugnis nach Anspruch 18,
wobei der Domanen-Manager eine oder mehrere
Anforderung/en von Token flr eine zweite Doméane
empfangt.

Computerprogrammerzeugnis hach Anspruch 18,
wobei der zentrale Domanen-Dienst die Domanen-
Kennung zurlckzieht.

Computerprogrammerzeugnis nach Anspruch 21,
wobei Bestatigen umfasst, dass die Domanen-Mit-
gliedschaftskriterien bestatigt werden, wenn die An-
forderung des Anfordernden empfangen wird und
bevor zugelassen wird, dass das Doménen-Zertifi-
kat zu dem Anfordernden gesendet wird.

Computerprogrammerzeugnis nach Anspruch 27,
wobei die Domé&nen-Kennung innerhalb eines Zeit-
raums ablauft, der durch den zentralen Domanen-
Dienst festgelegt wird.

Computerprogrammerzeugnis nach Anspruch 28,
das des Weiteren die folgenden Vorgange umfasst.

Empfangen einer Erneuerungsanforderung
zum Verlangern des Ablaufzeitraums der Do-
manen-Kennung bei dem zentralen Doméanen-
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Dienst.

Computerprogrammerzeugnis nach Anspruch 27,
wobei der zentrale Doméanen-Dienstden Doménen-
Manager einschlieBtund der Domanen-Managerdie
Schaffung der Doméane von einem zentralen Doma-
nen-Server angefordert hat, der die Domanen-Ken-
nung erzeugt hat.

Computerprogrammerzeugnis nach Anspruch 27,
wobei der Anfordernde zu einem Doméanen-Mana-
ger wird und eine Vorrichtung ein Token von dem
Anfordernden anfordert.

Computerprogrammerzeugnis nach Anspruch 27,
wobei der Anfordernde ein Mitglied einer zweiten Do-
méane wird.

Computerprogrammerzeugnis nach Anspruch 27,
wobei der Domanen-Manager eine oder mehrere
Anforderungen von Token fiir eine zweite Domane
empfangt.

Computerprogrammerzeugnis nach Anspruch 27,
wobei der zentrale Domanen-Dienst die Domanen-
Kennung zurtckzieht.

Revendications

Procédé intégré dans un systéeme de gestion de
droits, destiné a protéger un contenu (350) vis-a-vis
d’'une exploitation par des dispositifs non autorisés
(360), le procédé étant destiné a appliquer des droits
numérigues dans les limites d'une licence de conte-
nu utilisée lors de I'exploitation d'un contenu appar-
tenant & un domaine, en validant des critéres d'ap-
partenance a un domaine, le procédé comportant :

de réception (510), au niveau d'un service de
domaines centralisé (305, 405), d’'une demande
(320) de créationd’'undomaine (440,470, 490) ;
de création (520) d'une identification de domai-
ne qui permet a un fournisseur de contenus
(870) d'inclure l'identification de domaine dans
une licence de contenu (355) pour lier de ma-
niére unique les licences de contenu a un do-
maine, les licences de contenu comportant un
ou plusieurs droits d'utilisation qui définissent
les modalités d’exploitation des contenus asso-
ciés aux licences par un ou plusieurs membres
(365,430,435,450,460,475, 480)dudomaine ;
de demande, par l'intermédiaire du demandeur,
d'un jeton (370) aupres d’'un gestionnaire de do-
maine (385, 420), qui a demandé la création du
domaine, d'envoyer au service de domaines
centralisé pour valider que le demandeur se
trouve a proximité du gestionnaire de domaine,
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le jeton contenant des informations concernant
le temps nécessaire au demandeur pour rece-
Voir le jeton, ou le nombre de noeuds intermé-
diaires parcourus par |le jeton avant sa réception
par le demandeur, ou les deux ;

de réception (540), au niveau du service de do-
maines centralisé, d'une demande (340) conte-
nant le jeton, effectuée par le demandeur pour
devenir un membre du domaine ;

d’application (550) des droits numériques en va-
lidant, au niveau du service de domaines cen-
tralisé, des criteres d’appartenance au domaine
(810) comportant une vérification de proximité
vis-a-vis du domaine pour valider que le deman-
deur se trouve a proximité du domaine ; et
aprés validation des critéres d'appartenance au
domaine, d'adressage au demandeur d’un cer-
tificat de domaine (345) qui inclut l'identification
du domaine créeé.

Procédé selon la revendication 1, dans lequel I'iden-
tification de domaine expire au-dela d'un délai fixé
par le service de domaines centralisé.

Procédé selon la revendication 2, comportant en
outre:

la réception, au niveau du service de domaines
centralisé, d’'une demande de renouvellement
pour étendre le délai d'expiration d'identification
de domaine.

Procédé selon la revendication 1, dans lequel le cri-
tére d'appartenance au domaine comporte en outre
au moins I'un d’'un nombre total de demandeurs ou
lafréquence des demandes pour rejoindre le domai-
ne ou quitter le domaine, effectuées par un ou plu-
sieurs demandeurs.

Procédé selon la revendication 1, dans lequel le ser-
vice de domaines centralisé inclut le gestionnaire de
domaine, dans lequel le gestionnaire de domaine a
demandé la création du domaine a partir d’'un ser-
veurde domaines centralisé qui a créé I'identification
de domaine.

Procédé selon la revendication 1, dans lequel le de-
mandeur devient un gestionnaire de domaine et
dans lequel un dispositif demande un jeton auprés
du demandeur.

Procédé selon la revendication 1, dans lequel le de-
mandeur devient un membre d’'un second domaine.

Procédé selon larevendication 1, dans lequel le ges-
tionnaire de domaine regoit une ou plusieurs deman-
des de jeton pour un second domaine.
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Procédé selon la revendication 1, dans lequel le ser-
vice de domaines centralisé révoque l'identification
de domaine.

Procédé selon la revendication 1, dans lequel la va-
lidation comporte la validation des critéres d'appar-
tenance a un domaine a réception de la demande
par le demandeur et avant d'autoriser I'envoi du cer-
tificat de domaine au demandeur, dans lequel I'iden-
tification de domaine comporte en outre un horoda-
tage d’'expiration de l'identification de domaine dans
un délai fixé par le service de domaines centralisé.

Procédé selon la revendication 10, comportant en
outre:

la réception, au niveau du service de domaines
centralisé, d'une demande de renouvellement
pour étendre |le délai d’expiration d'identification
de domaine.

Procédé selon la revendication 10, dans lequel les
critéres d'appartenance au domaine comportent en
outre au moins I'un d'un nombre total de deman-
deurs ou la fréquence de demandes effectuées par
un ou plusieurs demandeurs pour rejoindre le do-
maine ou quitter le domaine.

Procédé selon la revendication 12, dans lequel le
service de domaines centralisé inclut le gestionnaire
de domaine.

Procédé selon la revendication 12, dans lequel le
demandeur devient un gestionnaire de domaine et
dans lequel un dispositif demande un jeton auprés
du demandeur.

Procédé selon la revendication 12, dans lequel le
demandeur devient un membre d’'un second domai-
ne.

Procédé selon la revendication 12, dans lequel le
gestionnaire de domaine recoit une demande pour
unou plusieurs jetons concernant un second domai-
ne.

Procédé selon la revendication 10, dans lequel le
service de domaines centralisé révoque l'identifica-
tion de domaine.

Produit de programme informatique intégré dans un
systéme de gestion de droits, destiné a protéger un
contenu (350) vis-a-vis d'une exploitation par des
dispositifs non autorisés (360), le produit de pro-
gramme informatique comportant un ou plusieurs
supports lisibles par ordinateur, contenant des ins-
tructions exécutables par ordinateur, permettant de
mettre en ceuvre un procédé destiné a appliquerdes
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droits humériques dans les limites d'une licence de
contenu utilisée lors de I'exploitation d’'un contenu
appartenant & un domaine en validant des critéres
d’'appartenance a un domaine, le procédé compor-
tant:

la réception (510), au niveau d'un service de do-
maines centralisé (305, 405), d'une demande
(320) de créationd’'undomaine (440,470, 490) ;
la création (520) d'une identification de domaine
qui permet a un fournisseur de contenus (370)
d’inclure l'identification de domaine dans une Ii-
cence de contenu (355) pour lierde maniére uni-
que les licences de contenu & un domaine, les
licences de contenu comportantun ou plusieurs
droits d'utilisation qui définissent les modalités
d’exploitation de contenus associés aux licen-
ces par un ou plusieurs membres (365, 430,
435, 450, 460, 475, 480) du domaine ;

la demande, par l'intermédiaire du demandeur,
d’'un jeton (370) aupres d’'un gestionnaire de do-
maine (385, 420), qui a demandé la création du
domaine, d’'envoyer au service de domaines
centralisé pour valider que le demandeur se
trouve a proximité du gestionnaire de domaine,
le jeton contenant des informations concernant
le temps nécessaire au demandeur pour rece-
Voir le jeton, ou le nombre de noeuds intermé-
diaires parcourus par |le jeton avant sa réception
par le demandeur, ou les deux ;

la réception (540), au niveau du service de do-
maines centralisé, d'une demande (340) conte-
nant le jeton, effectuée par le demandeur pour
devenir un membre du domaine ;

I'application (550) des droits numériques en va-
lidant, au niveau du service de domaines cen-
tralisé, des critéres d'appartenance au domaine
(810) comportant une vérification de proximité
vis-a-vis du domaine pour valider que le deman-
deur se trouve a proximité du domaine ; et
aprés validation des critéres d’appartenance au
domaine, I'émission d’'un certificat de domaine
(345) qui inclut l'identification du domaine créé
vis-a-vis du demandeur.

Produit de programme informatique selon la reven-
dication 18, dans lequel l'identification de domaine
inclut un horodatage d'expiration de l'identification
de domaine dans un délai fixé par le service de do-
maines centralisé.

Produit de programme informatique selon la reven-
dication 19, comportant en outre :

la réception, au niveau du service de domaines
centralisé, d'une demande de renouvellement
pour étendre le délai d’expiration d'identification
de domaine.

10

15

20

25

30

35

40

45

50

55

15

EP 1 564 621 B1

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

28

Produit de programme informatique selon la reven-
dication 18, dans lequel les critéres d'appartenance
au domaine comportent en outre au moins I'un d’'un
nombre total de demandeurs ou la fréquence des
demandes pour rejoindre le domaine ou quitter le
domaine effectuées par un ou plusieurs deman-
deurs.

Produit de programme informatique selon la reven-
dication 18, dans lequel le service de domaines cen-
tralisé inclut le gestionnaire de domaine.

Produit de programme informatique selon la reven-
dication 18, dans lequel le demandeur devient un
gestionnaire de domaine et dans lequel un dispositif
demande un jeton auprés du demandeur.

Produit de programme informatique selon la reven-
dication 18, dans lequel le demandeur devient un
membre d’'un second domaine.

Produit de programme informatique selon la reven-
dication 18, dans lequel le gestionnaire de domaine
recoit une ou plusieurs demandes de jeton pour un
second domaine.

Produit de programme informatique selon la reven-
dication 18, dans lequel le service de domaines cen-
tralisé révoque l'identification de domaine.

Produit de programme informatique selon la reven-
dication 21, dans lequel la validation comporte la va-
lidation des critéres d'appartenance au domaine a
réception de la demande par le demandeur et avant
d’autoriser I'envoi du certificat de domaine au de-
mandeur.

Produit de programme informatique selon la reven-
dication 27, dans lequel l'identification de domaine
expire dans un délai fixé par le service de domaines
centralisé.

Produit de programme informatique selon la reven-
dication 28, comportant en outre :

la réception, au niveau du service de domaines
centralisé, d'une demande de renouvellement
pour étendre le délai d’expiration d'identification
de domaine.

Produit de programme informatique selon la reven-
dication 27, dans lequel le service de domaines cen-
tralisé inclut le gestionnaire de domaine, et dans le-
quel le gestionnaire de domaine a demandé la créa-
tion du domaine a partir d'un serveur de domaines
centralisé, qui a créé l'identification de domaine.

Produit de programme informatique selon la reven-
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dication 27, dans lequel le demandeur devient un
gestionnaire de domaine et dans lequel un dispositif
demande un jeton auprés du demandeur.

Produit de programme informatique selon la reven-
dication 27, dans lequel le demandeur devient un
membre d’'un second domaine.

Produit de programme informatique selon la reven-
dication 27, dans lequel le gestionnaire de domaine
regoit une ou plusieurs demandes de jeton pour un
second domaine.

Produit de programme informatique selon la reven-
dication 27, dans lequel le service de domaines cen-
tralisé révoque l'identification de domaine.
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Description
CROSS REFERENCE TO RELATED DOCUMENTS
BACKGROUND OF THE INVENTION
Field of the Invention

[0001] This invention generally relates to networked communications systems, and more particularly to a system
and method for licensing of networked services, such as Web services, and the like.

Description of Related Art

[0002] Recently, networked services technologies, such as Web services technologies, are introducing at a rapid
pace the capability to access various services over the Internet in an interoperable and automated manner. As enter-
prises make their content (such as software) and services available as networked services, there exists a need to
control their indiscriminate access and use. The typical method of access control has been one where an identity or
credentials about an identity are matched against a set of policies that are managed locally by the provider of the
service. One example is when a user enters a user name and password to access some resource in a Web service.
This method of access control is widely used in computer systems and is primarily about protecting "my" services
against unauthorized use. In other words, access to a service typically is solely based on an identity of a user requesting
access to the service.

[0003] With a desire to manage or restrict access, proliferate and commercialize services, there exist scenarios
where computational environments are merely intermediaries and typically cannot decide on their own security policies.
An example of such intermediaries includes hosting and replicating devices used in outsourcing and bandwidth man-
agement scenarios. However, in such environments, it is difficult to propagate and manage central security policies.
Accordingly, there is still a need for systems and methods for licensing of networked services, such as Web services.

SUMMARY OF THE INVENTION

[0004] The above and other needs are addressed by exemplary embodiments of the present invention, which provide
an improved system and method for licensing of networked services, such as Web services, and the like.

[0005] Accordingly, in an exemplary embodiment, there is provided an improved method for controlling consumption
of a distributed network service in accordance with rights expression information associated with the distributed network
service and specifying a manner of use of the distributed network service. The method includes determining the rights
expression information associated with the distributed network service, the rights expression information indicating a
manner of use of the distributed network service; and controlling consumption of the distributed network service based
on the rights expression information.

[0006] According to another exemplary embodiment, there is provided an improved computer system for controlling
consumption of a distributed network service in accordance with rights expression information associated with the
distributed network service and specifying a manner of use of the distributed network service. The computer system
includes a distributed network services provider configured to provide the distributed network service; a client of the
provider configured to consume the distributed network service; a license issuing server configured to determine the
rights expression information associated with the distributed network service, the rights expression information indi-
cating a manner of use of the distributed network service; and a license issuing server configured to control consumption
of the distributed network service based on the rights expression information.

[0007] According to a further exemplary embodiment, there is provided an improved computer-readable medium
carrying one or more sequences of one or more instructions for controlling consumption of a distributed network service
in accordance with rights expression information associated with the distributed network service and specifying a man-
ner of use of the distributed network service. The one or more sequences of one or more instructions including instruc-
tions which, when executed by one or more processors, cause the one or more processors to perform the steps of
determining the rights expression information associated with the distributed network service, the rights expression
information indicating a manner of use of the distributed network service; and controlling consumption of the distributed
network service based on the rights expression information.

[0008] According to a still further exemplary embodiment, there is provided an improved system for controlling con-
sumption of a distributed network service in accordance with rights expression information associated with the distrib-
uted network service and specifying a manner of use of the distributed network service, including means for determining
the rights expression information associated with the distributed network service, the rights expression information
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indicating a manner of use of the distributed network service; and means for controlling consumption of the distributed
network service based on the rights expression information.

[0009] Still other aspects, features, and advantages of the present invention are readily apparent from the following
detailed description, simply by illustrating a number of exemplary embodiments and implementations, including the
best mode contemplated for carrying out the present invention. The present invention is also capable of other and
different embodiments, and its several details can be modified in various respects, all without departing from the spirit
and scope of the present invention. Accordingly, the drawings and descriptions are to be regarded as illustrative in
nature, and not as restrictive.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The present invention is illustrated by way of example, and not by way of limitation, in the figures of the
accompanying drawings and in which like reference numerals refer to similar elements and in which:

[0011] FIG. 1. is a schematic illustration of an exemplary Networked Services Licensing System, according to an
exemplary embodiment;

[0012] FIG. 2 is a schematic illustration of exemplary interactions between a Web Services Provider, and a Web
Services Client of the Networked Services Licensing System of FIG. 1, according to an exemplary embodiment;
[0013] FIG. 3 is a schematic illustration of exemplary interactions between one or more Business Networks, and a
License Issuing and/or Generation Service of the Networked Services Licensing System of FIG. 1, according to an
exemplary embodiment;

[0014] FIG. 4 is a schematic illustration of exemplary interactions between a Web Service Provider, and a License
Interpretation Service of the Networked Services Licensing System, according to an exemplary embodiment;

[0015] FIG. 5is a schematic illustration of exemplary interactions between a Web Service Provider, a License Inter-
pretation Service, and a State Tracking Service of the Networked Services Licensing System, according to an exem-
plary embodiment;

[0016] FIG. 6 illustrates an exemplary workflow for when a Web Services Client knows, in advance, that a license
is to be included in a message for service initiation in the Networked Services Licensing System of FIG. 1, according
to an exemplary embodiment;

[0017] FIG. 7 illustrates an exemplary workflow for when a Web Services Client knows, via a service description
language file, that a license is to be included in a message for a service initiation in the Networked Services Licensing
System of FIG. 1, according to an exemplary embodiment;

[0018] FIG. 8 illustrates an exemplary workflow for when a Web Services Client knows, via a service description
language file, that a license is to be is to be obtained from a License Generation Service of the Networked Services
Licensing System of FIG. 1, according to an exemplary embodiment;

[0019] FIG. 9 illustrates an exemplary workflow for when a Web Services Client does not know that a license is to
be employed for gaining access to a service in the Networked Services Licensing System of FIG. 1, according to an
exemplary embodiment;

[0020] FIG. 10 illustrates an exemplary workflow for when a Web Services Client attempts to gain access to a service
without a license, is informed that the license is to be employed, and obtains the license for gaining access to a service
in the Networked Services Licensing System of FIG. 1, according to an exemplary embodiment;

[0021] FIG. 11 illustrates an exemplary workflow for when an Enterprise out-sources license generation for gaining
access to a service in the Networked Services Licensing System of FIG. 1, according to an exemplary embodiment;
[0022] FIG. 12 illustrates an exemplary workflow for when a plurality of Enterprises out-source license generation
for gaining access to a service in the Networked Services Licensing System of FIG. 1, according to an exemplary
embodiment;

[0023] FIG. 13illustrates an exemplary method for license generation, based on license templates, that can be used
in the Networked Services Licensing System of FIG. 1, according to an exemplary embodiment;

[0024] FIG. 14 illustrates an exemplary method for license generation, based on an authorizing license, that can be
used in the Networked Services Licensing System of FIG. 1, according to an exemplary embodiment;

[0025] FIG. 15 illustrates an exemplary method for license generation, based on an exemplary a license prototype,
that can be used in the Networked Services Licensing System of FIG. 1, according to an exemplary embodiment;
[0026] FIG. 16 illustrates an exemplary method for license generation, from scratch, that can be used in the Net-
worked Services Licensing System of FIG. 1, according to an exemplary embodiment;

[0027] FIG. 17 illustrates an exemplary workflow for license validation that can be used in the Networked Services
Licensing System of FIG. 1, according to an exemplary embodiment;

[0028] FIG. 18 illustrates exemplary workflows for license interpretation and state tracking that can be used in the
Networked Services Licensing System of FIG. 1, according to an exemplary embodiments;

[0029] FIG. 19. illustrates an exemplary workflow for specifying a license that can be used in the Networked Services
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Licensing System of FIG. 1, according to an exemplary embodiment;

[0030] FIG. 20 illustrates an exemplary workflow for interpreting a license that can be used in the Networked Services
Licensing System of FIG. 1, according to an exemplary embodiment;

[0031] FIG. 21 illustrates an exemplary workflow for controlling consumption of a service that can be used in the
Networked Services Licensing System of FIG. 1, according to an exemplary embodiment;

[0032] FIG. 22 illustrates an exemplary workflow for issuing licenses by a third, party that can be used in the Net-
worked Services Licensing System of FIG. 1, according to an exemplary embodiment; and

[0033] FIG. 23 illustrates an exemplary workflow for syndication of a service that can be used in the Networked
Services Licensing System of FIG. 1, according to an exemplary embodiment.

DETAILED DESCRIPTION OF THE INVENTION

[0034] A system and method for licensing of networked services, such as Web services, and the like, are described.
In the following description, for purposes of explanation, numerous specific details are set forth in order to provide a
thorough understanding of the present invention. It is apparent to one skilled in the art, however, that the present
invention can be practiced without these specific details or with equivalent arrangements. In some instances, well-
known structures and devices are shown in block diagram form in order to avoid unnecessarily obscuring the present
invention.

[0035] Generally, a more flexible method for access control can be developed through technologies, referred to as
Digital Rights Management (DRM) herein, wherein access to a resource is controlled by a license, wherein the license
can be encoded in a rights language. The exemplary embodiments described herein, advantageously, leverage DRM
system components to address issues related to the licensing of networked services, such as Web services. Accord-
ingly, the exemplary embodiments can employ authentication, authorization, accounting, payment and financial clear-
ing, rights specification, rights verification, rights enforcement, document protection components, and the like, of a
Digital Rights Management system, for example, as further described in commonly assigned U.S. Patents No.
5,530,235, No. 5,629,980, No. 5,634,012, No. 5,638,443, No. 5,715,403, No. 6,233,684, and No. 6,236,971, the entire
disclosures of all of which are hereby incorporated by reference herein.

[0036] The use of a rights expression, for example, in the form of a license used to define usage rights for specifying
a permitted manner of use, such as consumption, and the like, of a service, advantageously, switches the control, the
responsibility for control, and the like, from the computing environment to the rightful owner of the service. Such usage
rights can be associated with one or more conditions, such as payment, and the like, that can be a prerequisite for
exercising the specified manner of use of the service. A rights expression language, such as extensible Rights Markup
Language (XrML), and the like, for example, including predefined syntax and semantics, can be employed to express
the usage rights. Consume, consuming, consumption, and the like, of the service, for example, can include access to
or use of the service, access to or use of parts or devices of the service, access to or use of results of the service,
receiving or rendering content of the service, executing software of the service, and the like.

[0037] In the above model, according to the exemplary embodiments, access control typically is about deploying
"my" services "out-there," while at the same time issuing rights to users of such services to control access to the
services. By contrast, other methods and systems for access control primarily are focused on protecting "my" services
against use by others.

[0038] According to the exemplary embodiments, DRM is employed in a networked services environment, such as
a Web services environment, for example, by leveraging components of the DRM system, such as license generation,
license interpretation, and the like. In addition, the exemplary embodiments provide a system and method for author-
ization for networked services, for example, through a license expressed in a rights language. Further, the exemplary
embodiments are directed how a license can be generated, used, processed, and the like, by the various entities of
the networked services ecosystem to reach an authorization decision that allows access by a client, devices, services,
and the like, to the networked services. In general, a requester of for a service presents a license in order to get access
to the service.

[0039] Accordingly, the exemplary embodiments, advantageously, enable more flexible business models. For exam-
ple, a service can be deployed "anywhere," and the control to access the service can be centralized and determined
by the owner of the service. The points of deployment typically do not have to worry about establishing local security
policies, as this becomes unnecessary. In addition, the model of "distributed access management" of the exemplary
embodiments, advantageously, can be applied in the syndication of networked services, such as Web services, for
example, including multiple layers of participants.

[0040] Referring now to the drawings, wherein like reference numerals designate identical or corresponding parts
throughout the several views, and more particularly to FIG. 1 thereof, there is illustrated an exemplary Networked
Services Licensing System 100 that can be used in connection with the described exemplary embodiments for licensing
of networked services, such as Web services, and the like. In FIG. 1, the Networked Services Licensing System 100,
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for example, includes a Web Services Provider 101, a Web Services Client 103, a License Generation and Issuing
Service 105 and that can interface with one or more Business Networks 107, a License Generation, Validation and/or
Interpretation Service 109 for relaying a license 127, a State Tracking Service 111 for relaying state information 115,
and a Trust Authority Service 113 for relaying keys and/or certificates 117. The services 105-111, advantageously, can
be configured as a middle-tier or layer that can be plugged-in between the Trust Authority Service 113, and the Web
Services Provider 101 and the Web Services Client 103. Advantageously, existing Web services systems can be mod-
ified to practice the exemplary embodiments based on such middle layer configuration.

[0041] A rights language, such as extensible Rights Markup Language (XrML), extensible Access Control Markup
Language (XACML), Open Digital Rights Language (ODRL), and the like, can be used to specify a rights expression,
rights expression information, and the like, for example, in the form of the license 127. However, the license 127 can
be specified in any suitable manner. In addition, the license 127 can be based on a pre-defined specification, template,
prototype, and the like, that can be associated with the Web service, according to further exemplary embodiments.
Accordingly, the process of specifying the license 127 can include any suitable process for associating rights, condi-
tions, and the like, with access to services, such as Web services.

[0042] An exemplary workflow for the Networked Services Licensing System 100 can include a user operating within
the Web Services Client 103 environment being issued the license 127 by the License Issuing Service 105 for accessing
a service of the Web Services Provider 101. When the user wishes to use a service 119 provided by the Web Services
Provider 101, the user can make a request 121 for the service 119 from the Web Services Provider 101 along with the
issued license 127. When associated conditions (for example, obligations 123), such as the collection of a fee, the
authentication of the user, and the like, are satisfied based on a license interpretation request 125, as verified, for
example, by the License Interpretation Service 109, and the State Tracking Service 111, the user can be allowed access
to the service 119 of the Web Services Provider 101 in accordance with a manner of use specified in the license 127.
[0043] Advantageously, the license 127 can specify any suitable usage rights associated with the service 119. The
interpretation and enforcement of the usage rights are further described in commonly assigned U.S. Patents No.
5,530,235, No. 5,629,980, No. 5,634,012, No. 5,638,443, No. 5,715,403, No. 6,233,684, and No. 6,236,971, for ex-
ample. The steps above can take place sequentially or approximately simultaneously or in various orders.

[0044] FIG. 1 illustrates exemplary participants in a generalized Web service model, where the access to services
and/or content is specified by a license expressed in a rights language, such as XrML, and the like. Advantageously,
the use of a rights language to define access fits the Web services paradigm of distributed policies and access points
because a rights language can capture both the rights and the context on which those rights can be exercised. The
context can include information, an identification, and the like, of the client that is authorized to exercise the rights, the
associated resources and conditions that have to be met in order to exercise the rights.

[0045] The top and bottom layers of FIG. 1 can be used to contrast a typical model for providing Web services,
wherein the Web Services Provider 101 controls access through simple processes, such as user-name and password,
and local policy evaluation. By contrast, according to the exemplary embodiments, the middle layer is involved in
defining processes and/or determining authorization for access the service 119 provided by the Web Services Provider
101. This middle layer can be referred to as a "rights layer."

[0046] Advantageously, tasks related to determining authorization to the service 119, authentication, accounting,
and the like, can be managed, outsourced, handled, and the like, by the specialized services provided by the middle
layer. In this way, the Web Services Provider 101 can enjoy the luxury of focusing solely on the business logic of the
service 119, while outsourcing other activities, such as the processing of payments, the maintaining of customer da-
tabases, and the like, that typically would be employed in a more monolithic e-commerce model. Accordingly, the Web
Services Provider 101 processes the rights expression in the form of the license 127 that is presented by the Web
Services Client 103 in order to determine what services to provide and how to provide such services. According to an
exemplary embodiment, the license interpretation, the state information tracking, for example, such as how many times
the service 119 has been rendered, which can be the accounting part, and the like, can be outsourced to third party
providers.

[0047] The exemplary embodiments, thus, provide the authorizing of the access to the service 119, for example, via
the generation of the license 127. By contrast, other Web services systems and methods typically control access by
remembering a client's identity and by requesting a credential, such as user-name and password. In the exemplary
embodiments, however, such credentials are augmented in the form of the license 127. The issuing of the license 127
can be accomplished by the rights layer, but can include processes performed by the Web Services Provider 101. The
rights layer can include the Business Network(s) 107, such as a partner that bought the service 119 and is now allowing
its customer base access tothe service 119. Thus, anyone with a business arrangement with the Web Services Provider
101 can be capable of issuing the license 127, according to further exemplary embodiments.

[0048] The interaction of the Web Service Client 103 with the Web Services Provider 101 can involve various mech-
anisms and transactions, such as a request for service, a financial transaction, a rendering of the service 119, and the
like. For example, of the Web Service Client 103 can contact the Web Services Provider 101 and request some type
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of service 119. The access to the service 119 also can include various transactions, such as access, rendering, exe-
cution of code, send-back of data, collecting payment, and the like. Accordingly, the access to the service 119 can
include any suitable interactions and/or results between the Web Service Client 103 and the Web Services Provider 101.
[0049] The Networked Services Licensing System 100 is of an exemplary nature and can be implemented in numer-
ous other arrangements. For example, a clearinghouse (not shown) can be used to process payment transactions and
verify payment prior to the Issuing Service 105 issuing the license 127. Moreover, the various processes and transac-
tions can be performed, for example, via online and/or offline environments and/or combinations thereof, according to
further exemplary embodiments. Accordingly, the various devices and/or components of the Networked Services Li-
censing System 100 can, but need not, communicate directly with one another and information can be exchanged in
any suitable manner, such as by physically moving media between the devices the various devices and/or components
of the Networked Services Licensing System 100.
[0050] The devices and subsystems of the Networked Services Licensing System 100 of FIG. 1 can communicate,
for example, over one or more communications networks (not shown), and can include, for example, any suitable
servers, workstations, personal computers (PCs), laptop computers, PDAs, Internet appliances, set top boxes, mo-
dems, handheld devices, telephones, cellular telephones, wireless devices, other devices, and the like, capable of
performing the processes of the exemplary embodiments. The devices and subsystems can communicate with each
other using any suitable protocol and can be implemented using a general-purpose computer system, for example.
One or more interface mechanisms can be used in the Networked Services Licensing System 100, for example, in-
cluding Internet access, telecommunications in any suitable form, such as voice, modem, and the like, wireless com-
munications media, and the like. Accordingly, such communications network(s) can include, for example, wireless
communications networks, cellular communications networks, satellite communications networks, Public Switched Tel-
ephone Networks (PSTNs), Packet Data Networks (PDNs), the Intemet, intranets, and the like. In addition, such com-
munications network(s) can be the same or different networks.
[0051] As noted above, it is to be understood that the Networked Services Licensing System 100 of FIG. 1 is for
exemplary purposes, as many variations of the specific hardware used to implement the exemplary embodiments are
possible. For example, the functionality of the devices and the subsystems of the Networked Services Licensing System
100 can be implemented via one or more programmed computer systems or devices. To implement such variations
as well as other variations, a single computer system can be programmed to perform the special purpose functions of
one or more of the devices and subsystems of the Networked Services Licensing System 100. On the other hand, two
or more programmed computer systems or devices can be substituted for any one of the devices and subsystems of
the Networked Services Licensing System 100. Accordingly, principles and advantages of distributed processing, such
as redundancy, replication, and the like, also can be implemented, as desired, to increase the robustness and per-
formance of the Networked Services Licensing System 100, for example.
[0052] The components of the Networked Services Licensing System 100, for example, including the license 127,
the Web Services Provider 101, the Web Services Client 103, the License Generation and/or Issuing Service 105, the
License Validation and/or Interpretation Service 109, the State Tracking Service 111, and the Trust Authority Service
113, according to various embodiments, will now be further described.
[0053] The license 127, for example, can be based on rights language-based functions, such as XrML functions,
and the like, in the exemplary embodiments. The Web Services Client 103 can present the license 127 to the Web
Services Provider 101, when the Web Services Client 103 requests the service 119. The license 127, for example, can
convey the rights and conditions governing the rendering of services, such the service 119, the manner of use of the
services, and the like. In addition, the license 127, for example, can convey the context in which transactions between
the Services Client 103 and the Web Services Provider 101 can take place, and the like.
[0054] Accordingly, the license 127 can convey information, for example, including the service 119, parts of the
service 119, a principal to whom the license 127 has been granted, the rights that are granted, the conditions under
which the service 119 can be accessed, obligations that the Web Services Provider 101 and/or the Web Services Client
103 may have to perform while allowing access to a protected resource of the service 119, trust domains, for example,
including the issuer of the license 127 and/or the authority under which the license 127 has been issued, information
to leverage or utilize security mechanisms, such as signatures and/or encryption mechanisms, any other suitable in-
formation, which can be mandatory and/or optionally employed by the Networked Services Licensing System 100, and
the like.
[0055] An exemplary license 127, for example, written in XrML, is shown below that conveys, for example, a right to
access the service 119 offered by the Web Services Provider 101, "www.foo.com/quoteService," and that has been
granted to a holder of a specific cryptographic key, such as the principal, and the like, by the issuer, represented by
another key value.
<license>
<grant>
<keyholder>
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</keyhoder>
<ws:execute />
<serviceReference>
<foo: location uri= www.foo.com/quoteServicc/>

</serviceReference>

</grant>

<issuer>
<dsig:keyValue>

</dsig:keyValue>

</license>
[0056] The identification of the service 119 can be encoded in the license 127. Such encoding can be used to indicate
that the license 127 refers to the service 119 in question. Additionally, any suitable granular identification of the service
119 in question can be specified. For example, the license 127 can describe that the license 127 pertains to a portion
of the service 119, a certain Application Programming Interfaces (APIls) exposed by the service 119, and the like.
Alternatively, the license 127 also can identify the service 119 including a set of services. For example, the service 119
can be described as "any service that originates from www.foo.com." Further, the service 119 identified can include
any suitable combination of the models described above.
[0057] The principal specified in the license 127 can be used to verify the identity of the requester of the service 119,
for example, a user of the service 119, such as the Web Services Client 103. The principal, thus, can be used to
authenticate the requester of the service 119. Typically, the requester may have to present some form of credential at
the time of the request 121, and such credential can verified against the identity of, for example, the principal specified
in the license 127. The credential presented can employ various mechanisms, such as digital certificates, including a
key, a security token, and the like.
[0058] The principal also can be specified, identified, and the like, in various ways. For example, the principal can
be a specific principal, such as the holder of a cryptographic key, and the like. The principal also can specified as
"anyone," such as "anyone in the universe," and the like. The principal also can be specified as a member of a set of
principals, such as "any client that is a member of company ABC," and the like. Thus, depending on how the principal
is specified, one or more credentials may be employed to fully resolve, match, and the like, the identity of the principal.
The process to match credentials can include, for example, any suitable technology, traditional, proprietary or new,
that can be used to authenticate a principal specified in a license.
[0059] The rights specified in the license 127 can be the granted or allowed "operations," that is, the manner of use,
that the recipient of the grant, such as a principal, and the like, can exercise on the service 119, such as a Web service,
and the like. Such operations can take various forms, such as "accessing the information on a Web service," "executing
the software residing in a Web service," "retrieving some data that has been generated by a Web service," and the like.
[0060] The license 127 can include one or more conditions associated with a right to access the service 119. The
conditions that can be specified in the license 127 and that may have to be satisfied in order to exercise the manner
of use. For example, the conditions can include temporal conditions, such as a validity period, quantity conditions,
such as the number of times the service can be accessed, payment conditions, accounting conditions, such as having
the transaction tracked and recorded, and the like. Thus, conditions can include any suitable restrictions, parameters,
obligations, states, and the like, that may have to be to be met before, during, after, in order to exercise the right.
[0061] The trust domain that can be specified in the license 127 can relate to the identity of the issuer of the license
127. For example, when the Web Services Provider 101 accepts the license 127 from the Web Services Client 103,
the Web Services Provider 101 may have to determine if the Web Services Provider 101 can trust the information
included in the license 127. In an exemplary embodiment, the entity that issued the license 127 can be identified by
the issuer of the license 127.
[0062] The license 127 can employ, for example, security technologies in order to safeguard the information included
in the license 127. For example, the Web Services Provider 101 can employ mechanisms to determine if the issuer of
the license can be trusted, to determine if the license has not been tampered with, and the like. Thus, digital signatures
technologies, and the like, can be employed to ensure the integrity of the license 127, and encryption technologies,
and the like, can be used to keep certain information in the license 127 confidential.
[0063] FIG. 2 is a schematic illustration of exemplary interactions between the Web Services Provider 101 and the
Web Services Client 103 of the Networked Services Licensing System 100, according to an exemplary embodiment.
As shown in FIG. 2, the license 127 can be conveyed, transmitted, and the like, by the Web Services Client 103 to the
Web Services Provider 101 when making the request 121 for the service 119. The Web Services Provider 101 then
can render the service 119 based on rights, conditions, and the like, specified in the license 127. For example, the
Web Services Client 103 and the Web Services Provider 101 can arrange before-hand that the license 127 is to be
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transmitted in a data stream including the service request 121, based on a license protocol that includes the process
of negotiating and/or submitting the license 127, and the like.

[0064] According to the exemplary embodiments, the Web Services Provider 101 typically focuses on providing the
service 119. In addition, since authorization and/or commerce-related tasks can be managed elsewhere, as proposed
in the exemplary embodiments, then tasks, such as the managing payments, the maintaining customers databases,
and the like, can be eliminated. Advantageously, this allows the Web Services Provider 101 to more efficiently focus
on providing the service 119.

[0065] The Web Services Provider 101 also can handle the service requests 121. Mechanisms to handle the service
requests 121 can include, for example, proprietary mechanisms, standard mechanisms, such as Simple Object Access
Protocol (SOAP), Web Service Description Language (WSDL), other messaging protocols, and the like. However, any
suitable mechanisms that can handle and/or process a service request can be employed.

[0066] In addition, the Web Services Provider 101 can employ a license protocol. Such protocol can include, for
example, any suitable open or proprietary licensing mechanisms, a prior agreement to embed the license 127 in the
request 121, a protocol that determines the need for the license 127, sending the requester to a site to obtain the
license 127, and the like.

[0067] The Web Services Provider 101, thus, consumes and/or accepts the license 127 that has been conveyed by
the Web Services Client 103 for gaining access to the service 119. After determining that the license 127 can be trusted,
the Web Services Provider 101 can render the service 119, for example, based on rights and/or conditions specified
in the license 127. If the license 127 is deemed invalid or untrustworthy, the Web Services Provider 101, for example,
may not provide and/or render the service 119, and can generate an error message, for example, indicating that access
to the service 119 is denied. Further, the Web Services Provider 101 may have to satisfy, as a condition of the license
127, obligations that result from the rendering the service 119, such as tracking of a state, and the like, and that can
be specified in the license 127.

[0068] According to the exemplary embodiments, the Web Services Client 103 typically is the consumer device of
the service 119, that is, the user device. The Web Services Client 103 can determine how to access the service 119,
for example, via manual processes, through various technologies, such as Universal Description Discovery and Inte-
gration Standard (UDDI) registries, WSDL definitions, and the like. The Web Services Client 103 can present, convey,
transmit, and the like, the license 127 to the Web Services Provider 101, for example, at the time of service request
121 or at a different time, in order to access the service 119.

[0069] In addition, the Web Services Client 103 can be aware that the license 127 can be employed in order to access
the service 119. In other words, the Web Services Client 103 understands that access to the service 119 can entail the
possession of the license 127, knows where to obtain the license 127, and the like. Such processes can be accom-
plished by a license protocol, wherein the request 121 for service 119 is followed by a response indicating that certain
credentials, for example, such as the license 127, are employed for gaining access to the service 119. Such processing
can be accomplished, for example, by manual processes, such as via agreements, for example, wherein the Web
Services Provider 101 informs the Web Services Client 103 that a license is employed for accessing the service 119,
and the like. Thus, Web Services Client 103 consumes the service 119, for example, executes code, renders content,
and the like, after the Web Services Provider 101 has accepted the license 127.

[0070] In an exemplary embodiment, the Web Services Provider 101 also can be a Web Services Client, such as
when the Web Services Provider 101 is a client of another Web service, and the like. Thus, the modes of operation of
the exemplary embodiments are not so limited, but rather include other possible permutations of the exemplary. In a
further exemplary embodiment, for example, the Web Services Client 103 might use a third party to present the license
127 and the presenter of the license 127 need not be the consumer of the service 119. In this exemplary embodiment,
the Web Services Client 103 can provide, for example, additional information indicating that the license 127 can be
presented by a third party.

[0071] The exemplary embodiments can include a lifecycle for rights, referred to as the "rights lifecycle." For example,
the rights lifecycle can begin with the creation of the license 127, which can be used to associate some rights and/or
conditions with some resource, such as the service 119. The license 127 then can be issued to the Web Services Client
103 who would then use the license 127 to obtain the service 119. Eventually, the license 127 is consumed by the Web
Services Provider 101, for example, during the rendering of the service 119, completing the rights lifecycle.

[0072] In atypical DRM system, the issuing of a licenses typically is controlled by a single and/or centralized entity.
Such entity typically is responsible for the computational tasks of issuing the license, which can include creating the
license, validating the license, signing the license, and license recovery. Similarly, in a typical access control system,
the authorization assertions are generated by a centralized entity, where security policies are defined and managed.
By contrast, in an exemplary embodiment, the generation of the license 127 can be logically separated from the issuing
of the license 127. Typically, the license 127 generation includes the computational functions to create the license 127,
such as creating an XrML file, and the like, constructing the elements, storing the license in a database, and the like.
The license issuing can be the actual authorization of the rights that are granted in the license 127, for example,
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including digitally signing the license 127 and/or attesting that the rights conveyed in the license 127 are authorized
by the issuer, and the like.

[0073] According to the exemplary embodiments, the License Generation Service 105, a task, and the like, can
provide additional services, such as data backup, license version control, upgrades, license revocation, and the like.
Advantageously, such services can add further value, to the valued added by the process of generating the license 127.
[0074] The tasks of generating and issuing the license 127 can be performed by a single application, and/or system.
However, the separation of authority between license 127 generation and the license 127 issuing, advantageously,
supports various exemplary business embodiments. For example, this approach allows a business entity the option
to outsource the data intensive part of generating the license 127, and to focus on the authority part of signing and
issuing the license 127. This approach, advantageously, enables a single service that can generate and issue licenses
127 on behalf of different business entities, as will now be discussed.

[0075] FIG. 3 is a schematic illustration of exemplary interactions between one or more of the Business Networks
107 and the License Issuing and/or Generation Service 105 of the Networked Services Licensing System 100, accord-
ing to an exemplary embodiment. In FIG. 3, the authority to issue licenses 127 can be conveyed in the form of the
license 305 to issue licenses 127, referred to as a "distribution" license, and as shown in FIG. 3. Accordingly, the
distribution license 305 grants the right to issue one or more of the licenses 127. The distribution license 305 also can
specify a manner of use that can be granted and conditions, such as the maximum number of licenses 127 that the
License Generation Service 105 can issue, and the like. The distribution license 305 also can be used to attest that
the issuer of the license 127 has the authority to issue the licenses 127, and can be referenced when the issuer's
signature is not recognized, but the signature of the issuer of the distribution license 305 is recognized.

[0076] In other words, the presence of distribution licenses 305 establishes a trust model, wherein signatures in the
licenses 127 can be checked, for example, during license 127 interpretation, up the chain of distribution until a signature,
signatures, and the like, are recognized, trusted, and the like. Such a model fits well in the exemplary embodiments,
where an owner of a service can grant the right, in the form of a license, to issue licenses to business partners, for
example, after some contract or business arrangements.

[0077] For example, an exemplary workflow for license generation and issuing, can include business partner 301
(Business Entity A), and business partner 303 (Business entity B). In this example, the Business Entity A owns and
operates a Web service, and Business Entity B wishes to bundle the Web service as part of a product line of Business
Entity B. Accordingly, the Business Entity A issues the distribution license 305 to the Business Entity B granting the
Business Entity B the right to issue the licenses 127 to the customers, for example, the Web Services Client 103, of
the Business Entity B, for example, to access the Web service provided by the Business Entity A. The Business Entity
B issues the licenses 127 to the customers, for example, by utilizing the License Issuing Service 105 to generate the
license 127. When the Web Services Client 103 accesses the Web service provided by the Business Entity A, the
license 127 is presented and the Web service can check the authority of the license 127 by recognizing that the Business
Entity B was granted the right to issue such licenses 127.

[0078] Accordingly, the License Generation Service 105, for example, can perform the computational process of
generating an unsigned license 309, the distribution license 305, and/or the license 127 based on a request 307, and
including schema validation, and the like. In addition, the License Generation Service 105 can provide a generalized
interface to handle the service requests 307, for example, requests for licenses 127, 305 and/or 309. The License
Generation Service 105 typically does not sign the license 127, but, according to a further exemplary embodiment, the
License Generation Service 105 can sign the licenses 127 on behalf of a license 127 issuer, such as the Business
Entity B. Further, the License Generation Service 105 can provide, for example, data management functions; such as
the back-up issued licenses, the re-issue of licenses, reporting functions, and the like.

[0079] FIG. 4 is a schematic illustration of exemplary interactions between the Web Service Provider 101 and the
License Interpretation Service 109 of the Networked Services Licensing System 100, according to an exemplary em-
bodiment. For example, in order to consume the service 119, such as allowing execution of code of the Web Services
Provider 101, rendering encrypted and/or protected content of the Web Services Provider 101, and the like, the license
127 can be validated, and then interpreted based on the interpretation request 125 to determine if rights, conditions,
such as obligations 123, specified therein allow such operation. The capabilities for validating and/or interpreting the
license 127 can be built into the Web Services Provider 101 and/or a rendering application. However, according to
further exemplary embodiments, such capabilities can be separated from the Web Services Provider 101 and/or the
rendering application, and can be provided by a service, such as the License Interpretation Service 109.

[0080] Thus, according to an exemplary embodiment, the license 127 is validated and then interpreted by the License
Interpretation Service 109. However, according to a further exemplary embodiment, this process can be performed in
reverse order, and in which case the interpretation can be performed subject to a later validation step.

[0081] The License Interpretation Service 109 can be employed for the task of interpreting licenses 127, which is a
counterpart of the license generation model of the License Interpretation Service 105, whereby the Web Services
Provider 101 can offload computational tasks not directly associated with providing the service 119. The Web Services
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Provider 101 operating as such can offload the task of interpreting the license 127 to the License Interpretation Service
105, and, advantageously, focus in building the service 119. During license 127 interpretation, potentially other services
401 can be employed, as shown in FIG. 4. For example, the service 401 can be contacted to authenticate the principal,
to retrieve information stored in a remote service, such as a trusted time clock, and the like.

[0082] FIG. 5is aschematic illustration of exemplary interactions between the Web Service Provider 101, the License
Interpretation Service 109, and the State Tracking Service 111 of the Networked Services Licensing System 100,
according to an exemplary embodiment. In FIG. 5, the use of the State Tracking Service 111, during the license 127
interpretation stage 501, and during the exercise of rights stage 503, is shown.

[0083] The interpretation of the license 127 and/or the exercise of a right, can involve information that is stored
outside of the license 127. For example, a condition of the license 127 can be that there is a limit to the number of
times a resource provided by the Web Services Provider 101 can be accessed. Accordingly, during the interpretation
of the license 127, including of such condition; the information regarding the number of times the resource has already
been accessed may have to be retrieved in order to accurately and truthfully interpret whether a further access right
can be granted.

[0084] Such information can be referred to as the state information 115, and the tracking of the state information 115
can be referred to as "state tracking." The state information 115 can include various types of information, such as
information regarding the status of the license 127, the amount of time a resource has been used, information regarding
payment for the service 119, information regarding the time of the day the service 119, the license 127, and/or the
conditions, were issued, accessed, consumed, presented, and the like. Accordingly, the state information 115 can
include any suitable information regarding the Networked Services Licensing System 100, and the like.

[0085] The state information 115 can reside and/or be recorded in persistent storage, such as a database, a memory,
a service, and the like, of the Networked Services Licensing System 100. For example, the state information 115, such
as the number of times the service 119 has been accessed by the Web Services Client 103, and the like, can be
recorded in some persistent storage of the Networked Services Licensing System 100. Additionally, as previously
described, the interpretation of the license 127 can result in the obligations 123 that may have to be fulfilled while
allowing the exercise of the rights.

[0086] Although the tracking of the state information 115 can be implemented locally, for example, by the Web Serv-
ices Provider 101, this can create an additional burden for the Web Services Provider 101. In addition, local tracking
by the Web Services Provider 101 may be difficult to implement, because the Web Services Provider 101 may not be
able to accommodate the local storage of the state information 115. Advantageously, the State Tracking Service 111
addresses the noted and other problems associated with the tracking of state information by the Web Services Provider
101. A rights language, as previously described, can be used to specify, for example, where the Tracking Service 11
is referenced, where the state information 115 related to the conditions of the rights can be managed, and the like.
Thus, the State Tracking Service 111 can be used for tracking, providing, and the like, the state information 115 that
can be specified in the license 127.

[0087] The Trust Authority Service 113 can include elements and/or services that, for example, establish, manage,
and the like, trust relations for the various entities of the exemplary embodiments. For example, the Trust Authority
Service 113 can include a Certificate Authority (CA) function for issuing the digital certificates, digital credentials and/
or encryption keys 117 that can be employed to sign the licenses 127. Accordingly, the Trust Authority Service 113, for
example, can include a corporation's Public Key Infrastructure (PKI), a service provided by a PKI and/or security pro-
vider, a separate service employed to establish a trust relation between business partners, and the like.

[0088] Therefore, according to an exemplary embodiment, the Trust Authority Service 113 can include the function
issuing of digital credentials 117, for example, used to identify the principals. Exemplary digital credentials 117 can
include, for example, an X509 digital certificate, a Microsoft Passport, a Kerberos authentication token, and the like.
The credentials 117 of the type described above can be used to specify and/or certify the identity of the holder, but
typically convey little additional information about the holder, as most of such additional information typically is provided
in a fixed format and/or is implied. For example, a passport holder typically is simply someone that has been authen-
ticated with the Microsoft passport service.

[0089] Accordingly, a need exists to attach additional information about identities, for example, of the principals, in
a more expressive and/or robust manner, for example, to express the role of the principal, a membership association
for the principal, and the like. A rights language, as previously described, and according to a further exemplary em-
bodiment, advantageously, can be used define a certificate 117 that can be used to convey credentials in a more
expressive manner, for example, to express the role of the principal, a membership association for a principal, and the
like. The credentials 117 then can be used to associate the holder with additional properties, such as a membership
in a business circle, a relationship in a business environment, and the like.

[0090] Typically, a Certificate Authority can attest to the authenticity of the information included in a digital certificate.
If the information in the digital certificate can be limited in scope, for example, such as a company name, the functions
of the Certificate Authority can be well defined. For example, a Certificate Authority may have an established process
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to check a company's name before issuing a digital certificate. However, when the credentials become more expressive,
as described above, it becomes more difficult for a Certificate Authority to attest to the authenticity of the credential
information. For example, if a credential includes some membership information, the Certificate Authority would have
to establish some additional process to validate such membership.

[0091] Accordingly, a generic Certificate Authority typically cannot verify such additional information. Typically, the
Certificate Authority, a signer, and the like, of the credential can become the system where the credential is to be used.
In this exemplary embodiment, the trust model becomes less open and more monolithic, for example, since the system
typically can trust the system. To use credentials with more expressive information in a more open system, for example,
within a business network of affiliated services, the Trust Authority Service 113. advantageously, can be employed to
attest to additional information that can be included in the certificates 117. According to an exemplary embodiment, a
Certificate Authority can be configured to fulfill the above-note needs. However, a "trust broker," such as the Trust
Authority Service 113 of the exemplary embodiments, advantageously, can be employed to address the noted and
other problems with a Certificate Authority being employed to verify the above-noted additional information.

[0092] Just like the certificates 117, the licenses can be signed and/or verified, for example, through cryptographic
techniques. The verification of the license 127 signature can be used, for example, to attest to the integrity of the license
127, the authenticity of the signer, such as the license 127 issuer, and the like. Typically, however, such verification
does not establish a "rights trust," for example, to trust that the license 127 was issued with proper authorization, unless
the verifier authorized the issuing of the license 127. This is a difference between the license 127 validation, and the
license 127 interpretation, as previously discussed.

[0093] For example, Company B issues a license B' to Company A granting Company A the right to issue licenses
A' on behalf of Company B. Then, Company A issues a license A' to user X, and user X presents the license A' to
Company B to access a protected resource of Company B. In this exemplary embodiment, since company B issued
the license B', the trust of license A' can be traced back to license B', which is trusted by default by company B.
[0094] Now, consider the case where Company C also accepts licenses A' for access to a protected resource of
Company C. In order to trust the license A', Company C may have to either decide to trust licenses from Company A
orissue alicense C'to Company A with the right to issue licenses A' on behalf of Company C. As the network becomes
large, every license A' would have to be accompanied with each of the authorizing licenses B', C', and so on.

[0095] In the above case, processing of such licenses A’ quickly can become cumbersome and/or impractical. Ac-
cording to an exemplary embodiment, however, a "trust broker," such as the Trust Authority Service 113 of the exemplary
embodiments, advantageously, can as the "trust broker," for example, to broker deals between companies, issues
licenses under its own sighature, and the like. In this exemplary embodiment, during the license 127 interpretation
process, the signature of the Trust Authority Service 113 can be trusted.

[0096] When the Web Services Client 103 initiates, requests, and the like, the service 119, the Web Services Client
103 can transmit the license 127, for example, as part of a messaging protocol. Advantageously, according to an
exemplary embodiment, the information for transmitting the license 127 at the time of the service 119 initiation can be
provided in advance, for example, by reading some documentation on a Web site, and the like.

[0097] When the Web Services Client 103 initiates, requests, and the like, the service 119, the Web Services Client
103 can transmit the license 127, for example, as part of a messaging protocol. Although, according to an exemplary
embodiment, the information for transmitting the license 127 at the time of the service 119 initiation can be provided
in advance, by reading some documentation on a Web site, and the like, there is a need for a protocol, where the need
for the license 127 can be communicated through a messaging mechanism. Advantageously, according to a further
exemplary embodiment, such a protocol is provided, as will be further described. Exemplary embodiments for the
service 119 initiation, for example, involving the license 127, will now be described.

[0098] FIG. 6 illustrates an exemplary workflow for when the Web Services Client 103 knows, for example, in advance,
that the license 127 is to be included in the message 121 for the service 119 initiation in the Networked Services
Licensing System 100 of FIG. 1. As shown in FIG. 6, at step 601, for example, such information can be obtained through
various mechanisms, such as by obtaining information from a Web site, e-mail, facsimile, phone call, and the like. At
step 603, for example, the license 127 can be encoded as part of the service 119 request message 121, which, at step
605, is transmitted to the Web Services Provider 101. According to an exemplary embodiment, the license 127 can be
encoded in the message 121, manually, automatically, and the like, and employ a messaging protocol, for example,
including a SOAP header, the messaging protocols of the further described exemplary embodiments, and the like.
[0099] FIG. 7 illustrates an exemplary workflow for when the Web Services Client 103 knows, for example, via a
service description language file 709, such as a WSDL file stored in a UDDI-based service discovery server 707, and
the like, that the license 127 is to be included in the message 121 for the service 119 initiation in the Networked Services
Licensing System 100 of FIG. 1. As shown in FIG. 7, at step 701, for example, the WSDL file 709 is retrieved from the
UDDI server 707, manually, automatically, and the like. At step 703, for example, the license can be encoded 127 as
part of the service 119 request message 121, which, at step 705, is transmitted to the Web Services Provider 101.
According to an exemplary embodiment, the license 127 can be encoded in the message 121, manually, automatically,
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and the like, and employ a messaging protocol, for example, including a SOAP header, the messaging protocols of
the further described exemplary embodiments, and the like.

[0100] FIG. 8 illustrates an exemplary workflow for when the Web Services Client 103 knows, for example, via a
service description language file 709, such as a WSDL file stored in the UDDI-based service discovery server 707,
and the like, that the license 127 can be obtained from the License Generation Service 105 of the Networked Services
Licensing System 100 of FIG. 1. As shown in FIG. 8, at step 801, for example, a user at the Web Services Client 103
retrieves, manually, automatically, and the like, the WSDL file 709 from the UDDI server 707, wherein the service
description in the WDSL file 709 includes a reference to a service, such as the License Generation Service 105, and
the like, that can be used to issue the license 127 for the service 119. At step 803, the user at the Web Services Client
103, for example, initiates the License Generation Service 105.

[0101] At step 805, for example, after satisfying conditions, such as payment of a fee for the license 127, and the
like, the Web Services Client 103 obtain the license 127, manually, automatically, and the like, from the License Gen-
eration Service 105. At step 807, the user at the Web Services Client 103, for example, encodes the license 127 as
part of the service 119 request message 121, which then is transmitted to the Web Services Provider 101. According
to an exemplary embodiment, the license 127 can be encoded in the message 121, manually, automatically, and the
like, and employ a messaging protocol, for example, including a SOAP header, the messaging protocols of the further
described exemplary embodiments, and the like.

[0102] FIG. 9 illustrates an exemplary workflow for when the Web Services Client 103 does not know that the license
127 is to be employed for gaining access to the service 119 in the Networked Services Licensing System 100 of FIG.
1. As shown in FIG. 9, at step 901, for example, the Web Services Client 103 attempts to invoke and/or request the
service 119 from the Web Services Provider 101, via the service 119 request message 121, which does not include
the license 127. At step 903, the Web Services Provider 101 processes the service 119 request message 121, and
determines that service 119 request message 121 does not include the license 127. At step 905, the Web Services
Provider 101 transmits, for example, an error message 907, and the like, indicating that the license 127 is to be em-
ployed for gaining access to the service 119 of the Web Services Provider 101. At this point, the Web Services Client
103 can attempt to obtain the license 127, for example, employing the previously described methods of FIGs. 6-8, and
as will be further described. According to an exemplary embodiment, the messages 907 and 121 can employ a mes-
saging protocol, for example, including a SOAP header, the messaging protocols of the further described exemplary
embodiments, and the like.

[0103] FIG. 10 illustrates an exemplary workflow for when the Web Services Client 103 attempts to gain access to
the service 119 without the license 127, is informed that the license 127 is to be employed, as shown in FIG. 9, and
obtains the license 127 for gaining access to the service 119, using the method described in FIG. 8, in the Networked
Services Licensing System 100 of FIG. 1. However, any suitable method for obtaining a license, such as the methods
of FIGs. 6-8, and the like, can be employed to obtain the license 127.

[0104] Accordingly, as shown in FIG. 10, at step 1001, for example, the Web Services Client 103 attempts to invoke
and/or request the service 119 from the Web Services Provider 101, via the service 119 request message 121, which
does not include the license 127. At step 1003, the Web Services Provider 101 processes the service 119 request
message 121, and determines that service 119 request message 121 does not include the license 127. At step 1005,
the Web Services Provider 101 transmits, for example, the error message 907, and the like, indicating that the license
127 is to be employed for gaining access to the service 119 of the Web Services Provider 101.

[0105] The Web Services Client 103, then, determines that the License Generation Service 105, and the like, that
can be used to issue the license 127 for the service 119. At step 1007, a user at the Web Services Client 103, for
example, initiates the License Generation Service 105. At step 1009, for example, after satisfying conditions, such as
payment of a fee for the license 127, and the like, the Web Services Client 103 obtain the license 127, manually,
automatically, and the like, from the License Generation Service 105. At step 1011, the user at the Web Services Client
103, for example, encodes the license 127 as part of the service 119 request message 121, which then is transmitted
to the Web Services Provider 101. According to an exemplary embodiment, the license 127 can be encoded in the
message 121, manually, automatically, and the like, and employ a messaging protocol, for example, including a SOAP
header, the messaging protocols of the further described exemplary embodiments, and the like.

[0106] According to the exemplary embodiments, a separation of authority between the generation of the license
127 and the issuing of the license 127 can be provided. For example, the issuing of the license 127 can signify that
the issuer of the license 127 authorizes the rights in the license 127. Advantageously, such separation of authority
provides for various exemplary embodiments, for example, as illustrated by the following exemplary workflows.
[0107] FIG. 11 illustrates an exemplary workflow for when an Enterprise 1111 out-sources the license 127 generation
for gaining access to a service in the Networked Services Licensing System 100 of FIG. 1. The exemplary workflow
of FIG. 11 can be used, for example, in combination with the exemplary embodiments described herein. In FIG. 11,
the Enterprise 1111, such as the Business Entity B 303, and the like, can out-source the license 127 generation to a
service, such as the License Generation Service 105, and the like, according to an exemplary embodiment. Advanta-
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geously, in this manner, resources related to the task of the license 127 generation can be freed up for the Enterprise
1111,

[0108] Services of the Enterprise 1111 for which authorization to allow access is desired, and for which the licenses
127 can be generated, can include, for example, services owned by the Enterprise 1111, services owned by business
partners of the Enterprise 1111, the service 119 provided by the Web Services Provider 101, and the like. The task of
authorizing grants in the license 127, for example, the license 127 issuing, can include digitally signing the license 127,
via license sighing mechanism 1115, and the like, and can remain with the Enterprise 1111. In this exemplary embod-
iment, the Enterprise 1111 would have authorization to issue the licenses 127, for example, implicitly, as when the
Enterprise 1111 owns the service in question, explicitly, as through the distribution license 305 granting the Enterprise
the right to issue the licenses 127 on behalf of another business entity, and the like.

[0109] Accordingly, at step 1101, for example, one or more clients and/or end users 1113, such the Web Services
Client 103, and the like, can request the licenses 127 from the Enterprise 1111. If the Enterprise 1111 decides to issue
the requested licenses 127 to the clients and/or end users 1113, at step 1103, for example, the Enterprise 1111 requests
unsigned licenses from the License Generation Service 105. In a further exemplary embodiment, the Enterprise 1111
can make such request for the unsigned licenses, for example, because the Enterprise 1111 may wish to "push" the
licenses 127 onto the clients, such as for advertising purposes, promotional purposes, and the like. The Enterprise
1111 can communicate with the License Generation Service 105, and make the request for the unsigned licenses,
using any suitable messaging protocol, such as the license protocol of the exemplary embodiments described herein.
[0110] At step 1105, for example, the License Generation Service 105 processes the request for the unsigned li-
censes, creates the unsigned licenses using any suitable license generation technique, such as the license generation
techniques of the exemplary embodiments described herein, and delivers the unsigned licenses to the Enterprise 1111.
Atstep 1107, for example, the Enterprise 1111 signs the license, and, at step 1109, delivers, transmits, conveys, issues,
and the like, the signed licenses 127 to the clients and/or end users 1113.

[0111] The exemplary workflow, wherein the Enterprise 1111 out-sources the license generation and signing, is sim-
ilar to that of FIG. 11, except that the License Generation Service 105 also can perform the signing of the unsigned
licenses to generate the licenses 127. In this exemplary embodiment, the License Generation Service 105 can be
configured; for example, as a "proxy" signer, and the like, for the Enterprise 1111. The License Generation Service
105, for example, can safeguard a signing key used to sign the unsigned licenses on behalf of the Enterprise 1111.
Accordingly, although the issuing party is the Enterprise 1111, the License Generation Service 105 can act as a proxy
for the Enterprise 111. Since the License Generation Service 105 maintains, safeguards, and the like, the signing keys,
a requester of the license 127, advantageously, can be authenticated to prevent spoofing of the service, and the like.
[0112] FIG. 12 illustrates an exemplary workflow for when a plurality of Enterprises 1111 out-source the license 127
generation for gaining access to a service in the Networked Services Licensing System 100 of FIG. 1. The exemplary
workflow of FIG. 12 can be used, for example, in combination with the exemplary embodiments described herein. As
shown in FIG. 12, fromthe perspective of the License Generation Service 105, advantageously, the License Generation
Service 105 can provide the license request, at step 1103, license delivery, at step 1105, and the like, services to the
plurality of Enterprises 1111. In this exemplary embodiment, each of the Enterprises 1111, for example, can be asso-
ciated with a corresponding account, and the License Generation Service 105 can be configured to manage the licenses
127 issued on behalf of the plurality of Enterprises 1111, for example, on a per-account basis, and the like.

[0113] The License Generation Service 105 can utilize any suitable method for generating the licenses of the exem-
plary embodiments, for example, including the following exemplary methods, as will be described. The exemplary
methods, advantageously, can be used to generate various types of licenses, such as the licenses 127, the distribution
license 305, and the like.

[0114] FIG. 13 illustrates an exemplary method for license generation, based on license templates 1301, that can
be used in the Networked Services Licensing System 100 of FIG. 1. As shown in FIG. 13, in this exemplary method,
the License Generation Service 105, for example, manages local license templates 1301, and license generation pol-
icies 1303, under which the templates 1301 are used to generate a license, and the like. The templates 1301 and the
policies 1303 can be created under the agreement of the authorizing entity, for example, an entity that can utilize the
License Generation Service 105 in an out-source type of arrangement, and the like.

[0115] The license templates 1301, for example, can include predefined licenses, wherein one or more fields thereof
are replaced, filled-in, and the like, when the license is generated. For example, the license templates 1301 can include
a license template where the principal is not defined, and can replaced by a specific principal, where a resource, such
as the service 119, is undefined, and replaced by a specific resource, and the like, at the time of license generation.

[0116] The license generation policies 1303, for example, can include rules for determining which templates to use,
based on the request, and the like. For example, a policy can include a rule, such as "every request for a license
involving a specific resource shall use template 123," "every request from company ABC will use the template ID 456
and resolve/replace the principal with the principal transmitted in the request," and the like.

[0117] Accordingly, a license request message 1305 transmitted to the License Generation Service 105 can include
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parameters 1307, such as a principal identification/key, resource ID, template ID, and the like, to allow for the generation
of a corresponding license based thereon. The specification for the parameters 1307, for example, can be arranged
manually, automatically, before-hand, codified in a WSDL description of the service, predetermined, and the like.
[0118] FIG. 14 illustrates an exemplary method for license generation, based on an authorizing license 1401, that
can be used in the Networked Services Licensing System 100 of FIG. 1. In this exemplary method, the License Gen-
eration Service 105 receives along with the request 1305, the authorizing license 1401 that authorizes the issuing of
a license, and which includes the grant or grants that are to be issued. Accordingly, the authorizing license 1401 can
include, for example, a license prototype, recipe, and the like. In this manner, local templates typically do have to be
employed, as the templates can be defined in the authorizing license 1401. This method can be employed, for example,
using a rights language, such as XrML, and the like, that is capable of encoding the recipe to generate the grants within
the authorizing license 1401.

[0119] Accordingly, the license request message 1305 transmitted to the License Generation Service 105 can include
the parameters 1307, such as a principal identification/key, resource ID, and the like, to allow for the generation of a
corresponding license based thereon. The specification for the parameters 1307, for example, can be arranged man-
ually, automatically, before-hand, codified in a WSDL description of the service, predetermined, and the like.

[0120] The method of the exemplary embodiment can provides more flexibility than the exemplary method of FIG.
13. For example, by transmitting the instructions, recipe, license prototype, and the like, for creating a license, advan-
tageously, the License Generation Service 105 can produce various types of licenses, not just licenses defined by the
license templates 1301. In addition, the License Generation Service 105 can determine by, for example, evaluating
and/or interpreting the authorizing license 1401 transmitted along with the request 1305, if issuance of a license has
been authorized.

[0121] The license prototypes can include, for example, grants that are part of the authorizing licenses 1401 within
the grant to issue licenses. Thus, the license prototypes can include, for example, grants from which final grants can
be created. Such grants are related to the right to issue licenses included in the authorizing license 1401.

[0122] FIG. 15 illustrates an exemplary method for the license 127 generation, based on a license prototypes 1503,
for example, within a context of rights language, such as the XrML language, and the like, and that can be in the
Networked Services Licensing System 100 of FIG. 1. As shown in FIG. 15, an incoming request 1305 includes the
authorizing license 1401, including the license prototype 1503 having zero or more variables "X." Then, at step 1501,
for example, the License Generation Service 105 processes the request 1305 to generate the resultant license 127,
by employing the license prototype 1503, and resolving the variables from license prototype 1503 with information
1507 from an issued license 1501.

[0123] FIG. 16 illustrates an exemplary method for license generation, from scratch, that can be used in the Net-
worked Services Licensing System 100 of FIG. 1. In FIG. 16, another exemplary method of generating licenses, for
example, includes generating licenses from "scratch." In this exemplary method, the License Generation Service 105
typically does not rely on the license templates 1301, and/or the authorizing licenses 1401. Instead, the License Gen-
eration Service 105 takes instructions received in the form of detailed parameters 1601 received along with the request
1305 to generate a license, and then generates custom license therefrom. With this exemplary method, the License
Generation Service 105 can generate various types of licenses, rights expressions, and the like, based on appropriate
detailed parameters 1601. However, the richness of the type of license than can be produced by this exemplary method,
for example, can depend on the API employed for programming, and/or messaging, the capabilities of the underlying
software, and the like. Accordingly, in this exemplary method, the employed programming and/or messaging interface
can be configured so as to be sufficiently detailed to be able to transmit the information included in the detailed pa-
rameters 1601 needed to construct a full custom license. For example, such information can include information about
the principal, information about the resource, information about the rights, information about conditions, and the like,
that can be employed to construct a license.

[0124] Interpretation of a license, such as the license 127, the distribution license 305, and the like, for example, can
include determining what right has been granted in the license, what conditions, if any, are associated with such grant,
and the like. In an exemplary embodiment, the related process of validating the license can be bundled, associated,
related, and the like, with the task of interpreting the license. However, according to a further exemplary embodiment,
the license validation process can be separate from the process of license interpretation.

[0125] FIG. 17 illustrates an exemplary workflow for license validation that can be used in the Networked Services
Licensing System 100 of FIG. 1. Validating a license, such as the license 127, the distribution license 305, and the like,
as the name implies, for example, can include determining if a license is "valid," which typically involves employing a
cryptographic technique, and the like. In an exemplary embodiment, the License Validation and Interpretation Service
109, and the like, can perform the license validation process.

[0126] Accordingly, in FIG. 17, at step 1701, for example, a license is received for validation. In an exemplary em-
bodiment, the received license can be encrypted, for example, in order to keep the content thereof confidential, and
the like. Accordingly, at step 1703, License Decryption, for example, the license can be decrypted. If, however, the
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license is not encrypted, as determined by step 1717, for example, the processes of step 1703 can be bypassed. In
addition, if the decryption process on the received license fails, as determined by step 1713, at step 1715, for example,
the license can be deemed invalid. In an exemplary embodiment, the encryption and/or decryption processes employed
can be performed based on asymmetric cryptographic techniques, symmetrical cryptographic techniques, public key
cryptographic techniques, private key cryptographic techniques, and the like.

[0127] At step 1705, Signature Verification and/or Integrity Check, for example, the integrity of the license can be
checked, including determining the integrity of the license to insure that the license has not been changed from the
when the license was created, digitally signed, and the like, by an authorized issuer, and the like. If, however, the
license is not signed, as determined by step 1719, for example, the processes of step 1705 can be bypassed. In
addition, if the verification process on the license fails, as determined by step 1713, at step 1715, for example, the
license can be deemed invalid.

[0128] Although a license that fails the integrity check may not be trusted, a license that passes the integrity check
may still entail the trusting of the key that was used to sign the license. Typically, the signer of the license is the issuer
of the license. In an exemplary embodiment, the trusting of the issuer can be part of the license interpretation processes,
and the verification process of step 1705 also can be performed based on asymmetric cryptographic techniques, sym-
metrical cryptographic techniques, public key cryptographic techniques, private key cryptographic techniques, and the
like.

[0129] At step 1707, License Revocation Check, for example, in a similar as in the revocation of digitally signed
documents, such as digital certificates, and the like, the license also can be revoked for various reasons. If, however,
the license is not revoked, as determined by step 1721, for example, the processes of step 1707 can be bypassed. In
addition, if the license revocation check on the license fails, as determined by step 1713, at step 1715, for example;
the license can be deemed invalid. In an exemplary embodiment, the license revocation step can determine, for ex-
ample, through appropriate methods, channels, and the like, whether or not the license has been revoked. In addition,
in an exemplary embodiment, a revoked license is no longer a valid, and cannot be used to authorize the granting of
rights.

[0130] At step 1709, Other Validation, for example, other validity checks, and the like, can be performed on the
license. If the license passes the other validity checks employed, at step 1711, for example, the license can be deemed
valid. Similarly, if no other validity checks are employed, as determined by step 1723, for example, the processes of
step 1709 can be bypassed, and, at step 1711, for example, the license also can be deemed valid. In addition, if the
other validity checks on the license fail, as determined by step 1713, at step 1715, for example, the license can be
deemed invalid. In an exemplary embodiment, the license can include additional information to attest the validity of
the license, such as a validity interval, a specific issuer for the license, and the like, and expired licenses can be
considered no longer valid.

[0131] The processes of steps 1707 and 1709 can include determining information within the license, which can
entail looking inside the license, and the like, as part of the validation process, according to an exemplary embodiment,
because such steps can be more closely related to the validation of a license. However, from a computational point of
view, such steps can be considered as part of a license interpretation process, according to a further exemplary em-
bodiment.

[0132] FIG. 18 illustrates exemplary workflows for license interpretation and state tracking that can be used in the
Networked Services Licensing System 100 of FIG. 1. Interpreting a license, such as the license 127, the distribution
license 305, and the like, for example, can include determining what the license has actually has authorized, conditions
of such authorization, and the like. In an exemplary embodiment, as described below, license interpretation can be
implemented as a service, wherein the License Validation and Interpretation Service 109, and the like, can perform
the license interpretation processes. However, according further exemplary embodiments, a license interpreter can
include, for example, any suitable component, device, system, sub-system, mechanism, software, and the like, capable
of interpreting a license.

[0133] According to an exemplary embodiment, the Web Services Provider 101, upon receiving the request 121 for
the service 119 along with the license 127 from the Web Services Client 103, can validate the license 127, for example,
to ensure the integrity, authenticity, and the like, of the license 127. However, according a further exemplary embodiment
as described below, the Web Services Provider 101, for example, can off-load the license 127 validation task to the
License Interpretation Service 109. Advantageously, the License Interpretation Service 109 can maintain and/or check
with external revocation mechanisms, and the like, for example; to determine if a signature associated with the license
127 is valid at the time the license 127 is used, and the like, thus, freeing up such resources and tasks for the Web
Services Provider 101.

[0134] Accordingly, in FIG. 18, at step 1801, for example, the Web Services Provider 101 can make the license
interpretation request 125, and transmit the license 127 to the License Interpretation Service 109. The Web Services
Provider 101 can pass the request 127, for example, via any suitable communications protocol that can allow for the
exchange of such queries, and the like. The interpretation of the license 127, for example, can include determining if
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the request 121 for the service 119 is authorized, under what conditions, if any, such authorization can be granted, and
the like. Thus, such query can be, for example, in the form of "is requester X authorized to access resource Y?" and
the like.

[0135] The interpretation of the license 127 also can involve determining, for example, if an issuer trusted by the
Web Services Provider 101 has authorized the license 127. If, however, the Web Services Provider 101 does not
recognize, cannot trust, and the like, the issuer of the license 127, then a license authorizing the issuer to issue the
license 127, such as the distribution license 305, and the like, also can be checked.

[0136] At step, 1807, for example, the result of the license interpretation process can include a response, and the
like, from the License Interpretation Service 109 to the Web Services Provider 101, indicating whether or not requested
operations, access to services, and the like, granted in a license, such as the license 127, the distribution license 305,
and the like, are authorized. Assuming a positive response from the License Interpretation Service 109, and assuming
that no further conditions, such obligations 123, are employed, at step 1809, for example, the Web Services Provider
can provide a service, such as the service 119, to a client, such as the Web Services Client 103.

[0137] Inaddition, zero or more obligations 123 that the Web Services Provider 101 may have to perform, for example,
as conditions for supplying the service 119, and the like, can result from License Interpretation Service 109 evaluating
such conditions specified in the license 127. For example, the obligation 123 can include the Web Services Provider
101 recording the access to the service 119, imposing a time limit for which the services 119 are rendered, and the
like. At step 1811, in an exemplary embodiment, for example, the License Interpretation Service 109 also can leverage
other services, for example, as specified in the license 127 and/or the distribution license 305, such as retrieving the
state information 115, for example, including a count, a limit value, and the like, from some the other service, such as
the State Tracking service 111, and the like.

[0138] Thus, according to an exemplary embodiment, a license, such as the license 127, the distribution license 305,
and the like, can be used to specify information, such as location information, and the like, for other services, entities,
and the like, such as the services, systems, sub-systems, components, devices, and the like, of the Networked Services
Licensing System 100 of FIG. 1. In addition, the license interpretation workflow of the exemplary embodiments, for
example, can employ any suitable license interpretation protocol, such as the exemplary license interpretation protocol
described herein.

[0139] As described above, the License Interpretation Service 109, in the process of interpreting a license, such as
the license 127, the distribution license 305, and the like, for example, can employ state information, such as the state
information 115, and the like, that can be stored in a state tracking service, such as the State Tracking Service 111,
and the like. The location, protocol, and the like, for obtaining the state information 115 can be encoded in the license,
for example, based on Web services and/or languages, such as UDDI, WSDL, and the like. By virtue of validating the
license, the License Interpretation Service 109 can assure that a link, reference, and the like, specified in the license
is for an authorized service, such as the State Tracking Service 111, and the like. Accordingly, at step 1803, for example,
the License Interpretation Service 109 transmits a request for state tracking to the State Tracking Service 111.
[0140] The State Tracking Service 111, however, may have to ensure that a requesting entity, such as the License
Interpretation Service 109, can be authenticated. In an exemplary embodiment, the License Interpretation Service 109
can be authenticated, for example, by any suitable method, such as by presenting a license, such as the license 127,
the distribution license 305, and the like. Then, at step 1805, for example, the State Tracking Service 111 provides the
requested state 115 information to the License Interpretation Service 109. In an exemplary embodiment, the transfer
of the state information 115 can be made using any suitable protocol, such as the exemplary protocols described
herein, and can be made secure, for example, via secured transmission Internet technologies, such as Secure Sockets
Layer (SSL) technologies, and the like.

[0141] The License Interpretation Service 109 then can use the state information 115 received from the State Tracking
Service 111, at step 1807, for example, to complete the interpretation of the license. In an exemplary embodiment, the
state information 115 can in clued, for example, how many times the service 119 has been accessed, a payment record,
a time span, and the like.

[0142] As noted above, the License Interpretation Service 109 also can send interpretation information to the Web
Services Provider 101, at step 1807, for example, including the obligations 123, and the like. Once the obligations 123
are satisfied, at step 1809, for example, the Web Services Client 103 can exercise a right included in the license 127,
such access to the service 119 of the Web Services Provider 101.

[0143] As noted above, however, the use of the service 119 of the Web Services Provider 101 by Web Services
Client 103, can entail obligations that may have to be fulfilled by the Web Services Provider 101, for example, such as
transfer of updated state information 115, and the like. Accordingly, atstep 1811, for example, the Web Services Provider
101 establishes contact with the State Tracking Service 111 to transfer the updated state information 115, and the like.
The location, protocol, and the like, for transferring the updated state information 115 to the State Tracking Service 111
can be encoded in the license, for example, based on Web services and/or languages, such as UDDI, WSDL, and the
like.

16 EWS-002043



10

15

20

25

30

35

40

45

50

55

EP 1 505 530 A1

[0144] By virtue of the validity of the license, the Web Services Provider 101 can have assurance that a link, reference,
and the like, specified in the license is for an authorized service, such as the State Tracking Service 111, and the like.
The State Tracking Service 111, however, may have to ensure that a requesting entity, such as the Web Services
Provider 101, can be authenticated. In an exemplary embodiment, the Web Services Provider 101 can be authenticated,
for example, by any suitable method, such as by presenting a license, such as the license 127, the distribution license
305, and the like. Once validations, assurances, obligations, and the like, are satisfied, at step 1811, for example, the
Web Services Provider 101 can transfer the updated state information 115 to the State Tracking Service 111.

[0145] In order to support the exemplary workflows of the described embodiments, the messages associated with
the workflows, for example, used to indicate that a license may have to be employed, to request a license, to indicate
that a license is valid, to indicate that a license invalid, and the like, can be encoded, using any suitable messaging
protocol, such as the exemplary license protocol described herein. The exemplary license protocol, for example, can
be encoded with XrML, XML, and the like, and can be included in messages that are sent between, for example, the
Web Service Client and the Web Services Provider 101.

[0146] Forexample, an exemplary embodiment of the license protocol, employing XML and leveraging the messaging
framework of SOAP, is illustrated in Table 1. In an exemplary embodiment, SOAP elements, such as the indication of
a fault through a <fault> element during the processing of a message, and the like, can be used in accordance to the

SOAP specification.

Table 1: Exemplary License Protocol (XML/SOAP Messaging Framework)

Step in Workflow Soap Message. Elements of the license protocol are prefixed
’ with “lic:” : :

The Web Services Provider 101 | <?xml version ="1.0">
response after the service 119 { <Envelop xmins= “http://www.w3c.org/2002/06/soap-envelope”

initiation without the license .127 by xmins:lic= “http://www.xrml.org/2002/license™>
the Web Services Client 103. . <body> :
<fault>

In this example, the protocol to
mdxc-ate that the license 127 was not <details>
provided can be encapsulated in the <lic:faultDetails>
<lie- . . : .

ltc.fauhDetaxlls> elemfnt, sho»xn ;n <message> license missing </message>
bold, and can include a “message” part <errorcode> 0001 </errorcode>
that can be human readable, and an . .

<lic:faultDetails>

“errorcode”  part  for  machine ' <Jdetails>

processing. The message part can be </fault>

used for debugging. </body>
</envelope>

The Web Services Provider 101 | <?xml version ="1.0">

response after the Web Services Client | <Envelop xmins= “http://www.w3c.org/2002/06/s0ap-envelope”
103 service 119 initiation with an error xmins:lic= “http://www.xrml.org/2002/license™>

in the license 127. <body>

<
In this example, the protocol to fault>

indicate that there was a fault P
<details>
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Step in Workflow

Soap Message. Elements of the license protocol are prefixed
with “lic:”

condition with the license 127 can be
encapsulated in the <lic:faultDetails>
element, shown in bold, and can
include: a “message” part that can be
human readable, and an “errorcode”
part for machine processing. The
message part can be

a number or a string and can include a
list of error codes indicating different
types of fault conditions. For
example, 0034 for expired license,
0035 for un-trusted license, and the
like.

used- for |
debugging. The errorcode part can be -

<lic:faultDetails>
<message> Expired License </message>
<errorcode> 0034 </errorcode>

<lic:faultDetails> '

</details>

</fault>

</body>
</envelope>

The crror message can be followed by
this message, including information
for how to obtain the license 127.

In this example, the fault message and
the license inforrnation- message can
be bundled together. In the sample
message, the fault message indicates
that the license 127 was not provided,
and the other message provides
information on where to obtain the
license 127.

The element <lic:Retrievallnfo>,
shown in bold, provides information
on where to get the license 127 and
what kind of license can be employed.

In the sample message, a UDDI |

reference can be given, corresponding
to the License Generation Service 105.
In addition, a license with a grant of

- principal equal to thc identity of the

requester ~and of right
“retrieve AnyDocument™ can  be
employed. Further, a particular issuer
can be employed as the issuer of the
license 127.

The license prototype 1503 or the type
of license 127 employed to access the
service 119 can be encoded with a
rights language (for example, XML,
as in this example).

<?xml version ='1.0">
<Envelop xmlns= “http://www.w3c.org/2002/06/s0ap-envelope”
xmlns:lic= “http://www.xrml.org/2002/license”
xmlns:x= “http://www.xrml.org/2002/xrmlCore” >
<body>
<fault>

<details>
<lic:faultDetails>
<message> License Missing </message>
<errorcode> 0034 </errorcode>
<lic:faultDetails>
</details>
</fault>
<lic:Retrievallnfo>
<x:serviceReference>
<x:uddi>
<x:serviceKey>
<x:uddi>E234s-asdfa-... </x:uddi>
</x:serviceKey>
</x:uddi>
</x:serviceReference>

<x:forAll varName= “requester” />
<x:grant>
<x:principal varRef= “requester” />
<ws:retrieveAnyDocument />
</x:grant>

<x:issuer>

</x:issuer

<flic:retrievallnfo>
</body>
</envelope> -

The Web Services Client 103

<?xml version ='1.0°> : .
<Envelop xmlns= “http://www.w3c.org/2002/06/soap-envelope”
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Step in Workflow

Soap Message. Elements of the license protocol are prefixed
with “lic:”

requesting the license 127.

In this example, a requester, such as
the Web Services Client 103, sends a
message to the License Generation
Service 105 in order to obtain the

_license 127. (For example, it can be

assumed that the requester has been
authorized to get a license and knows
how to locate and interface with the
License Generation Service 105).

The message  encapsulates the
following elements, for example:

A credential element in the
<wsse:security> element in the
<header> section —in the form of an
X509 certificate

A request in the <licirequest> element
in the <body> section, shown in bold.
The <lic:request> element can include
a prototype grant identifying the
service in question. It also can say
that the principal is to be resolved at
the time the license 127 is created.
Also, there can be a type associated
with the <lic:request> element.

The output of such request (for
example, if authorized) can be a
license 127 that can be transmitted
inside a message to the requester.

There are numerous ways to pass the
information in the message. The
example is one of such many ways.
Each of the previously described
methods can employ a separate
“flavor” of the pratocol.

xmins:lic= “http://www.xrml.org/2002/license™
xmins:x= “http://www.xrml. org/2002/xrmlCore“ >
<header>
<wsse:security xmins:wsse= “...”>
<wsse: bmarySecumyTok_en
id= “myToken”
valueType= “wsse:x509v3™
MIIEZzCCA9CgAWIBgIQEMUZCO...
</wsse:binarySecurity Token>
</wsse:security>
</header>

<body>
<lic:request type= “licenseGen™>

<x:forAll varName= “requester” >
< “the wsse:security value” />
</forAll>
<x:grant>
<x:principal varRef= “requester™ />
<ws:access />
<x:serviceReference>
<x:uddi>E234s-asdfa-..
<x:details>

. </x:uddi>

</x:gdetails>
</x:serviceReference>
</x:grant>

</lic:reguest>
</body>
</envelope>

The License Generation Service 105
delivers the license 127 to a requester,
such as Web Services Client 103.

In this example, the license can be
returned as a fully formed license as
part of the body of the message.

With SOAP, typically, there is no need
for an additional protocol, as shown in
the example. However, with other
mechanisms, there may be a need to
include the license within a “wrapper”
in the form of
<lic:Response>...</lic:Response>  to
indicate that the enclosed license is a

<?xml version ='1.0">

<Envc|op xmlins= “http://www.w3c.org/2002/06/s0ap- envelope ”
xmins:lic= “hitp://www.xrml.org/2002/license”

xmins:x= “http://www.xrml. org/ZOOZ/xrmlCore" >

<header>
</header>
<body>
<x:license>
<x:grant>
</x:grant>

</x;]icense>
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Step in Workflow

Soap Message. Elements of the license protocol are prefixed
with “lic:”

response to a request and not a license
that was generated for other purposes.

</body>
</envelope>

The Web Services Client 103
transmits the license 127 (for example,
as token to gain access to the service

<?xml version ="1.0">
<Envelop xmlns= “http://www.w3c. org2002/06/soap envelope”
xmins:lic= “http://www.xrml.org/2002/license”

xmins:x= “http://www.xrml.org/2002/xrmiCore"” >
<header>
<wsse:security xmins:wsse= . ">

119) with service initiation message.

In this example, transmitting the
license 127 as a token for access to the
service 119, leverages the semantics of
the messaging protocol, in SOAP,
which is a security token passed in the
header portion of the message.

With SOAP, typically, there is no need
for an additional protocol, as shown in
the example. However, with other
mechanisms, there may be a need to
include the license within a “wrapper”
in the form of
<lic:security>. .. </lic:security> to </header>
indicate that the enclosed license 127

</wsse:security>

<x:license>
<x:grant>

</x:grant>

</x:license>
</wsse:security>

is a license to gain access to the | - <body>
service 119.
</body>
</envelope>

[0147] The exemplary license interpretation protocol, as illustrated in Table 2, for example, can be part of the license
protocol. The license interpretation protocol is discussed separately, for the sake clarity. The Web Services Provider
101 can use the license interpretation protocol, for example, when invoking the License Interpretation Service 109.
Similar to the license protocol, the license interpretation protocol can be implemented so as to leverage a messaging
exchange protocol, for example, SOAP, and the like, and transmit XrML messages, XML messages, and the like. Table
2 shows the exemplary license interpretation protocol, for example, as XML leveraging the messaging framework of

SOAP, and the rights language XrML.

Table 2: Exemplary Interpretation Protocol (XML/SOAP Messaging Framework)

Soap Message. Elements of the license protocol are prefixed

Step in Workflow
. with “lic:”

<?xml version =’1.0">
<Envelop xmins= “http://www. w3c org/2002/06/soap-envelope” -
xmins:lic= “http://www.xrml.org/2002/license™

The Web Services Provider 101 sends
a request message 125 to the License
Interpretation Service 109 to request
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Step in Workflow

Soap Message. Elements of the license protocol are prefixed
with “lic:

the interpretation of a license, such as
the license 127.

In this example, the message can
include several parts:

In the header, the Web Services

Provider 101 can sends credential,-

including a license that authorizes the
access or use of the service

The body of the message starts with
the request of type “licenselnterpret,”
shown in bold. This is to indicate that

the request is for interpreting a license.

Within this element are the parameters
that the interpreter employs as input.
The example shows that a principal
and a resource are. passed as

parameters signifying that the service
will find the granted rights that match

those parameters.

Following the request is the license or
licenses to be interpreted.

xmins:x= “http://www.xrml.org/2002/xrmlCore” >
<header>

—

<wsse:security xmins:wsse= ... ">
- </wsse:security>

<x:license>
<x:grant>

</x:grant>

</x:license>
</wsse:security>

</header> ;

<body>
<lic:request type= “licenselnterpret”
ID=%“1234-1234-1234-1234">

<lic:parameter principal= “x:keyholder”>
MIEZzCCA9CgAWIBgIQEmtJZCO...

</lic:parameter> ‘

<lic:paramcter resource= “x:uddi”>
E234s-asdfa-...

</lic:parameter>

</lic:request>

<x:license>
<x:grant>

</x:grant>
</x:license>
</body>
</envelope>

The License Interpretation Service
109, afier the license interpretation
request 125, returns the results in a
message. '

In this example, a . response 123
corresponding to the request is

<?xml version ="1.0>>
<Envelop xmins= “http://www.w3c.org/2002/06/soap-envelope”
xmins:lic= “http://www.xrml.org/2002/license”
xmlins:x= “http://www.xrml.org/2002/xrmlCore” >
<header>

</header>

encapsulated within the <lic:response>
h in bold. . i
:l?;?::, lshco ‘::mrl:ed :ammetl:rs t::: <b:?-y > I ‘ .
grant fragments (for example, as li.l.'espor:ie type= ID= “1234-1234-1234-1234>
defined in the rights language) that "j::f; ess/>
match the principal and the resource in </x: ) i> s
the original request. Certain xgran
conditions can also be resolved in the <g -
license interpreter and the result could x‘(%:::xecm of>
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Step in Workflow . Soap Message. Elements of the license protocol are prefixed
© | with “lic:” ' ' :
be “simpler conditions” that are easier <x:trackReport> -
to validate by the requester. <x:serviceReference>
' . ' <x:uddi>E234s- s : i
The result in this example indicates <:'::g'":i 34s-asdfa-... <x:uddi>
that the access right has been granted : _
i e el 1 Stk St
and ; ns ° -(:;:eiz © abi tion t ~ </x:serviceReference>
granted, but wi ¢ obhigation o </x:trackReport>
track the exercise of this right as </x:erant>
specified by the <x:trackReport> 8
element (for example, defined in the
rights language mML) </lic:response>

. </body>
H </envelope>

[0148] In an exemplary embodiment, the state tracking protocol can include any suitable protocol, public, private,
proprietary, standardized, the exemplary protocols as described herein, and the like, that can be used to retrieve,
transfer, and the like, information, such as the state information 115, and the like, to and from a service, such as the
State Tracking Service 111, and the like. Accordingly, the state tracking protocol can be used for retrieving a count of
how many times a service, such as the service 119, and the like, has been exercised, for sending the exercise count,
for storing an exercise count, and the like.

[0149] In addition, the exchange of certain types of information, such as payment information, time information, and
the like, may already be standardized in a protocol by other industries, in which case, according to a further exemplary
embodiment, such a standardized protocol can be included in the state tracking protocol. Further, according to a still
further exemplary embodiment, a protocol may employed that can depend on the specialization, implementation, and
the like, of the State Tracking Service 111. For example, if the State Tracking Service includes a database, then the
retrieval and storage of information can be performed via a database query mechanism, and the like.

[0150] Exemplary use scenarios, business applications, and the like, that can be supported by the exemplary em-
bodiments of the Networked Services Licensing System 100 of FIG. 1, as will now be described.

[0151] FIGs. 19illustrates an exemplary workflow for specifying a license that can be used in the Networked Services
Licensing System 100 of FIG. 1. In this example, a service, such as a Web-based License Generation and Interpretation
Service 1907 based on, for example, the License Generation 105 and Interpretation 109 Services of the exemplary
embodiments, andthe like, can allow for the specification of rights, the interpretation of rights, and the like, for generating
a license, such as the license 127 and/or the distribution license 305, and the like. According to an exemplary embod-
iment, the License Generation and Interpretation Service 1907, for example, can be employed as a building block for
systems, such as a Rights Clearing Service, a Digital Asset Management System, a Digital Rights Management System,
and the like.

[0152] The License Generation and Interpretation Service 1907, in an exemplary embodiment, can include, for ex-
ample, providing a user interface, such as a Graphical User Interface (GUI), and the like, converting user input into a
rights expression, such as a license, based on a rights language, such as XrML, and the like. The License Generation
and Interpretation Service 1907, according to a further exemplary embodiment, for example, can also provide one or
more user interfaces, each specializing in a particular format, industry, and the like. For example, the License Gener-
ation and Interpretation Service 1907 can provide a user interface for video formats, another user interface for music
formats, a still further user interface for electronic books, and the like. Advantageously, providing user interfaces tailored
to the specific details and/or intricacies of a particular audience, for example, can be a value-added feature, and the
like, of the License Generation and Interpretation Service 1907.

[0153] Accordingly to an exemplary embodiment, the License Generation and Interpretation Service 1907, for ex-
ample, can include accepting rights queries, processing the rights queries against corresponding rights expressions,
andthe like. For example, an exemplary rights query can be of the form "Does John M., who is an employee of Company
N, have the right to purchase up to $1000 worth of supplies from Supplier P?," and the like. The output from such a
query, for example, can include an assertion about what rights are available, what conditions are attached to such
rights, and the like. The License Generation and Interpretation Service 1907 can add further value, for example, by
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providing one or more user interfaces that facilitate user input for a particular type of rights query, and the like.
[0154] Advantageously, employing the same entity for providing both rights specification, and rights interpretation
functions, for example, allows for an increase in consistency, accuracy, and the like, in interpreting the rights. In other
words, a system that creates the rights specification typically is better equipped to apply the same rules when inter-
preting such rights. In an exemplary embodiment, the rights expression, the rights expression definitions, the rights
expression interpretations, and the like, can be based on any suitable standard, including industry standards, and the
like.

[0155] Accordingly, in an exemplary embodiment, a user 1919, an author, for example, wishes to specify the rights
associated with some type content in relation to a contract with a publisher. An authoring application 1909 that the user
1919 employs does not provide a way to specify rights metadata for the content, but can call a Web service, such as
the License Generation and Interpretation Service 1907 that provides such a function.

[0156] Accordingly, at step 1901, for example, the authoring application connects to License Generation and Inter-
pretation Service 1907 that provides rights specification, interpretation, and the like. For example, the License Gener-
ation and Interpretation Service 1907 can specialize in certain industries and provide a user interface with terminology,
contract templates, and the like, that can be used and understood in that particular industry, trade, and the like. The
user 1919 interacts with the License Generation and Interpretation Service 1907, and, at step 1903, for example, the
License Generation and Interpretation Service 1907 converts the information the user 1919 provides into a rights
expression, for example, an unsigned license, based on XrML, and the like. The unsigned license is then returned,
conveyed, transmitted, and the like, to the user 1919, and the user 1919 can digitally sign the license.

[0157] At step 1905, for example, the user 1919 can send the signed license, for example, together with the asso-
ciated content, to a Digital Asset Management System 1913 of the publisher, and, for example, including a license
store 1915, such as a database and the like. The content can now be managed by the Digital Asset Management
System 1913, for example, within a domain, and the like, of the publisher.

[0158] FIG. 20 illustrates an exemplary workflow for interpreting a license that can be used in the Networked Services
Licensing System 100 of FIG. 1. For example, in FIG. 20, during a production workflow for a publication, Bob, a rights
specialist, wishes to query the rights of a particular asset of the Digital Asset Management System 1913. In this example,
the rights of the asset are encapsulated, for example, by an XrML license. The Digital Asset Management System
1913, for example, not having a capability to interpret licenses, for example, by design, because a Web service can
provide more specialized capabilities, and the like, accesses the License Generation and Interpretation Service 1907,
which provides, for example, an intuitive user interface, such as a GUI, and the like. Advantageously, the License
Generation and Interpretation Service 1907 can specialize in interpretation of certain types contracts, licenses, and
the like, and allow the operation of the user interface to query the rights that can be employed for a particular publication.
In an exemplary embodiment, the License Generation and Interpretation Service 1907 can include, for example, an
indexed database where licenses are stored, organized, and the like.

[0159] Accordingly, at step 2001, for example, Bob sends a query along with the XrML license, for example, through
the Digital Asset Management System 1913, to the License Generation and Interpretation Service 1907. Then, at step
2003, for example, the License Generation and Interpretation Service 1907 interprets the rights included in the license
based on the query request, and returns the result of the query to Bob.

Exemplary Workflow for Accessing the License Issuing and Interpretation Service 1907

[0160] Although the exemplary rights processing workflow described above can be a function provided by a Web
service, such as the License Generation and Interpretation Service 1907, the workflow does not describe the process
for calling, accessing, and the like, the License Generation and Interpretation Service 1907. For example, in an exem-
plary embodiment, the XrML license is not used for accessing the License Generation and Interpretation Service 1907.
Accordingly, the rights processing functions can be generic functions provided by a Web service, such as the License
Generation and Interpretation Service 1907, and the like, and, for example, can be described with any suitable stand-
ards-based language for describing Web services, such as WSDL, and the like.

[0161] In many business scenarios, however, it can become advantageous to manage access to a service, such as
the License Generation and Interpretation Service 1907, and the like. For example, a user 2005, the owner of the Web-
based License Issuing and Interpretation Service 1907 has been providing the service to anyone that can discover his
offering, can use the service, and the like. However, the License Generation and Interpretation Service 1907 of the
user 2005 has become quite successful, and the user 2005 now wishes to commercialize the License Issuing and
Interpretation Service 1907. According to an exemplary embodiment, the user 2005 can add an e-commerce capability
to the License Issuing and Interpretation Service 1907.

[0162] Accordingly, the user 2005, for example, could add an e-commerce package to the License Issuing and In-
terpretation Service 1907, which can entail the creation of various mechanisms, such as a customer account processing
mechanism, a financial transaction processing mechanism, a login and password processing mechanism, and the like.
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However, such a service can create barriers for the service and its customers. For example, the login process, the
handling forgotten passwords, the processing of payments, the determining of how much to charge, the determining
of what methods to employ, and the like, could become cumbersome.

[0163] Therefore, according to a further exemplary embodiment, the user 2005 can configure the License Issuing
and Interpretation Service 1907, for example, such that access is granted based on a presentation of a license, for
example, manually, automatically, and the like. Conceptually, such a system can include, for example, submitting a
license during the initial communication protocol with the License Issuing and Interpretation Service 1907. In an ex-
emplary embodiment, a client of the License Issuing and Interpretation Service 1907 and the License Issuing and
Interpretation Service 1907 can follow any suitable license protocol, such as the exemplary license protocol described
herein. In this exemplary embodiment, a license, such as an XrML license, and the like, can be presented, for example,
when an application communicates with the License Issuing and Interpretation Service 1907. If the license validates,
the services of the License Issuing and Interpretation Service 1907 can be rendered.

[0164] In the examples of FIGs. 19 and 20, the authoring application can be configured to include the capability to
present a license, for example, when the application requests services from License Issuing and Interpretation Service
1907. FIG. 21 illustrates an exemplary workflow for controlling consumption of a service that can be used in the Net-
worked Services Licensing System 100 of FIG. 1. In FIG. 21, at step 2101, for example, authoring application 1909 of
the user 1919 communicates with the License Issuing and Interpretation Service 1907 and requests service. At step
2103, for example; during the initial protocol, a license is presented in order to access the services of the License
Issuing and Interpretation Service 1907. Then, at step 2105, for example, upon acceptance of the license, the License
Issuing and Interpretation Service 1907 can render its services.

[0165] The user 2005 now ponders the question of who would issue the licenses that are used to access the License
Issuing and Interpretation Service 1907. According to an exemplary embodiment, the user 2005 can configure the
License Issuing and Interpretation Service 1907 to manage the issuing of the licenses. However, this can become quite
taxing to the system and himself.

[0166] In addition, the user 2005 would have develop and maintain an e-commerce site and a database for his
customers. However, the user 2005 figures that managing a customer database is not something that will add value
to the License Issuing and Interpretation Service 1907, and does not see the economic potential of maintaining and/
or data-mining the customer database.

[0167] Accordingly, the user 2005 would rather keep the License Issuing and Interpretation Service 1907 simple,
allowing the user 2005 to focus on the basic capabilities and functionality of the service. Therefore, according to a
further exemplary embodiment, the user 2005 can configure the License Issuing and Interpretation Service 1907 to
employ licenses, for example, that can be issued by a trusted third party, bundled with the authoring application 1909,
and the like.

[0168] FIG. 22illustrates an exemplary workflow for issuing licenses by a third party that can be used in the Networked
Services Licensing System 100 of FIG. 1. For example, in an exemplary embodiment, the user 2005 can issue licenses
to business partners of the user 2005, for example, granting the right to issue licenses for access to License Issuing
and Interpretation Service 1907, such as the distribution license 305, and the like. The business partners of the user
2005 then can issue the distribution licenses to end-users, such as the user 1919.

[0169] For example, the business partners the user 2005 can include companies, for example, such as Company
ABC 2207 that creates and sells the authoring applications 1909, such as word processors, image creation software,
and the like. At step 2201, for example, the user 2005 can make a business deal with the Company ABC 2207, for
example, based on granting the Company ABC 2207 the right to issue licenses for access to the License Issuing and
Interpretation Service 1907, and the like, at step 2203. Then, at step 2205, for example, the licenses for accessing the
License Issuing and Interpretation Service 1907 can be issued on-demand, bundled with the authoring applications
1909, and the like, by the Company ABC 2207. Advantageously, in this exemplary embodiment, the user 2005 can
bundle access to the License Issuing and Interpretation Service 1907 with a third party application, such as the authoring
applications 1909, and the like.

[0170] In an exemplary embodiment, the user 2005 and/or the Company ABC can use a third party service, such
the License Generation and Issuing Service 105, and the like, to generate the licenses of the exemplary embodiments.
In addition, sighature keys can to be obtained to sign the licenses, for example, through security services, such as the
Trust Authority Service 113, and the like.

[0171] According to the exemplary embodiments, the user 2005 can commercialize the Web-based License Issuing
and Interpretation Service 1907, advantageously, without adding the resources employed to run and manage an e-
commerce system. The user 2005 can determine the conditions for access to the License Issuing and Interpretation
Service 1907, for example, by employing the licenses of the exemplary embodiments, such as XrML licenses, and the
like. Advantageously, according to the exemplary embodiments, the user 2005 does not have to deal, for example,
with managing of the customer base, and the like. The improved License Issuing and Interpretation Service 1907, for
example, can entail some improvement to the Web services software, such as the capability to process licenses, but
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the such changes can be negligible in comparison with the deployment of a full-fledge e-commerce setup.

[0172] According to exemplary embodiments, the user 2005 can employ various compensation methods that, ad-
vantageously, can be described in a rights language, such as XrML, and the like. For example, according to an exem-
plary embodiment, a non-tracked, not encoded in a license, out of band, and the like, compensation method can be
employed. In this exemplary compensation method, the user 2005 can arrange a flat-fee, per-use, and the like, deal,
whereby the user 2005 can issue a distribution license, for example, granting the Company ABC 2207 an unlimited
right to issues licenses for accessing the License Issuing and Interpretation Service 1907. The Company ABC 2207
can compensate the user 2005, for example, based on the nhumber of licenses for accessing the License Issuing and
Interpretation Service 1907 the Company ABC 2207 bundles with its software, such as the authoring applications 1909,
based on a one-time payment, and the like. In this embodiment, the user 2005 would have to trust the data that the
Company ABC 2207 collects, for example, with respect to software sales, and the like.

[0173] According to an exemplary embodiment, a tracked, encoded in a license, per distributor use, and the like,
compensation method can be employed. In this exemplary compensation method, the user 2005 can employ, for ex-
ample, compensation rules, and the like, that can be encoded in the distribution license the user 2005 issues to the
Company ABC 2207. For example, the distribution license can be configured to specify that every time the right to
issue a license for accessing the License Issuing and Interpretation Service 1907 is exercised by the Company ABC
2207, conditions may have to be met, such as the making of a payment of a certain amount to an account of the user
2005, that each use of the distribution license is tracked and settled through other means, and the like. Advantageously,
with this exemplary embodiment, accurate, trustworthy, and the like, sales information can be made possible, because
accurate tracking can be enabled.

[0174] According to an exemplary embodiment, a tracked, encoded in a license, per end-user use, and the like,
compensation method can be employed. In this exemplary compensation method, the distribution license that the user
2005 issues to the Company ABC 2207 can also specify, for example, that when an end-user license is issued, for
example, by the Company ABC 2207, certain rights, conditions, and the like, may have to be specified in the end-user
licenses that the Company ABC 2207 issues. For example, the user 2005 can specify in the distribution license that
the end-user usage of the licenses issued by the Company ABC 2207 for accessing the License Issuing and Interpre-
tation Service 1907 be tracked, and the like. Accordingly, when the License Issuing and Interpretation Service 1907
of the user 2005 receives, processes, and the like, alicense from the user 1919, the license can specify the parameters
to track the usage of the license. Advantageously, with this exemplary embodiment, at the end of an accounting period,
such data can be gathered, processed, and the like, for payment.

[0175] In an exemplary embodiment, the Company ABC 2207 may realize that by bundling additional services, the
Company ABC 2207 can increase its competitive advantage in the marketplace. In this exemplary embodiment, for
example, the Company ABC 2207 can reach out to other companies, Web services, and the like, such as document
translator services, multilingual spell checker services, editorial tool services, and the like. Then, the Company ABC
2207 can make business deals with such other companies and include licenses that can be used to access such
additional services. Advantageously, with this exemplary embodiment, the Company ABC can aggregate several serv-
ices to bundle with its products:

[0176] In an exemplary embodiment, each license, such as an XrML license, and the like, can be used to express
individual rights, conditions, and the like, for each the aggregated services. For example, the license for Web service
B can be expressed with a right for an unlimited use, the license for Web service C can be expressed with a condition
for a maximum count of 10 uses, and the like. Advantageously, with this exemplary embodiment, employing licenses
that can determine the rules for access and use of a service can facilitate service aggregation.

[0177] Accordingto an exemplary embodiment, the user 2005 can issue distribution licenses to his business partners,
and, in turn, his business partners can issue licenses to the end-users for accessing the License Issuing and Interpre-
tation Service 1907. This exemplary embodiment illustrates a single tier distribution model, wherein the business part-
ners of the user 2005 can be the distributors for access to the services of the user 2005.

[0178] FIG. 23 illustrates an exemplary workflow for syndication of a service that can be used in the Networked
Services Licensing System 100 of FIG. 1. According to a further exemplary embodiment, however, the user 2005 can
focus on the technical details of the Web-based License Issuing and Interpretation Service 1907, and, for example,
outsource business dealings, and the like, with companies, such as the Company ABC 2207, and the like. In this
exemplary embodiment, in essence a syndication model, the user 2005 can grant a syndication agent, such as a
Syndication Company 2311, a syndication license that grants the Syndication Company 2311 the right to issue distri-
bution licenses that grant the ABC Company 2207 the right to issue licenses for accessing the License Issuing and
Interpretation Service 1907.

[0179] The Networked Services Licensing System 100, for example, as described with respect to FIGs. 1-23, can
store information relating to various processes described herein. This information can be stored in one or more mem-
ories, such as a hard disk, optical disk, magneto-optical disk, RAM, and the like, of the devices and sub-systems of
Networked Services Licensing System 100. One or more databases of the devices and subsystems of the Networked

25 EWS-002052



10

15

20

25

30

35

40

45

50

55

EP 1 505 530 A1

Services Licensing System 100 of FIG. 1 can store the information used to implement the exemplary embodiments.
The databases can be organized using data structures, for example, records, tables, arrays, fields, graphs, trees, lists,
and the like, included in one or more memories, such as the memories listed above, and the like.

[0180] All or a portion of the Networked Services Licensing System 100, for example, as described with respect to
FIGs. 1-23, can be conveniently implemented using one or more general-purpose computer systems, microprocessors,
digital signal processors, micro-controllers, and the like, programmed according to the teachings of the exemplary
embodiments. Appropriate software can be readily prepared by programmers of ordinary skill based on the teachings
of the exemplary embodiments. In addition, the Networked Services Licensing System 100 can be implemented by
the preparation of application-specific integrated circuits or by interconnecting an appropriate network of conventional
component circuits.

[0181] Although the present invention is described in terms of exemplary workflows, other workflows are possible,
as will be appreciated by those skilled in the relevant art(s). For example, during services initiation, typically a license
is presented at the time of service request. However, it is possible that the license be presented at another time, cached,
and the like, so that further service request do not entail the submission of a license. A license could be "pre-presented”
and retained by the Web service, the client, and the like. The license could, after being pre-presented, be "pre-validat-
ed." In such a case, when a request for accessing services is made it would be determined if the request is from an
authorized requestor, and the license would be interpreted.

[0182] Although the exemplary workflows are described as functional steps associated with the exemplary devices
of the Networked Services Licensing System 100, one or more of the functional steps of the exemplary workflows can
be performed by any suitable device or devices, such as one or more general-purpose computer systems, microproc-
essors, digital signal processors, micro-controllers, and the like, programmed according to the teachings of the exem-
plary embodiments, as will be appreciated by those skilled in the relevant art(s).

[0183] Although the present invention is described in terms of Web services, the present invention is applicable to
other services, such as any suitable distributed network service, and the like, as will be appreciated by those skilled
in the relevant art(s).

[0184] Although the present invention is described in terms of a Web services model, the present invention is appli-
cable to other models, such as a syndication model that is replicated for services, and the like, as will be appreciated
by those skilled in the relevant art(s). For example, in an exemplary embodiment, a third party collects services from
service providers and makes them available singly or in combination to users as a third party service.

[0185] In such an example, the Web Services Provider 101 may not or, cannot provide the syndication function, but
they can set some of the conditions, rights, and the like, for the services. This exemplary embodiment, thus, enables
the third party service provider to provide, for example, access and tracking services to a user of the third party service
on behalf of the owners of the services. Advantageously, the services market, especially for component services, can
be greatly enabled, accelerated, and the like, with this exemplary embodiment. By contrast, conditional access typically
cannot handle such examples well and/or may be impractical.

[0186] Although the present invention is described in terms of an "on-line" mode of operation, the present invention
is applicable to other modes of operation, such as "offline" modes, and the like, as will be appreciated by those skilled
in the relevant art(s). For example, a hard drive on a personal computer (PC) can include license generating software,
a license, and license interpretation software. The communications protocol of the exemplary embodiments, in this
example, can be employed for communications within the hard drive.

[0187] Advantageously, the Web Services Client 103 can present a validated license and obtain access to a Web
service without having to be on-line at the time the service is obtained. For example, the service could reside on the
PC hard drive, such as where the service includes the execution of a computer program, or could be obtained from or
through another device, such as a server or CD or other storage medium.

[0188] To the extent an on-line transaction is employed for some reason, such as for making a financial payment,
the on-line session can be conducted at a time other than at the time the request for the use of the service is made.
In the case of a financial transaction, the transaction can be made off-line using a digital storage device, such as a
pre-paid "smart card" and the like. In addition, any suitable information to be exchanged can be exchanged using a
physical storage device instead of an on-line communication. For example, a license can be presented by inserting a
smart card into the PC.

[0189] While the present invention have been described in connection with a number of exemplary embodiments
and implementations, the present invention is not so limited, but rather covers various modifications, equivalent ar-
rangements, and the like, which fall within the purview of the appended claims.

[0190] THE FOLLOWING IS A LIST OF FURTHER PREFERRED EMBODIMENTS OF THE INVENTION:

Embodiment 1. A method for controlling consumption of a distributed network service (119) in accordance with

rights expression information (127) associated with said distributed network service (119) and specifying a manner
of use of said distributed network service (119), said method comprising:

26 EWS-002053



10

15

20

25

30

35

40

45

50

55

EP 1 505 530 A1

determining said rights expression information (127) associated with said distributed network service (119),
said rights expression information (127) indicating a manner of use of said distributed network service (119);
and

controlling consumption of said distributed network service (119) based on said rights expression information
(127).

Embodiment 2. The method as recited in embodiment 1, further comprising:

transmitting said rights expression information (127) from a client (103) to a provider (101) of said distributed
network service (119).

Embodiment 3. The method as recited in any one of embodiments 1 to 2, further comprising:

receiving said rights expression information (127) at said client (103) from a rights expression information
issuing service (105).

Embodiment 4. The method as recited in any one of embodiments 1 to 3, further comprising:

receiving a right to issue (305) said rights expression information (127) at said rights expression information
issuing service (105) from a business network (107) associated with said rights expression information issuing
service (105).

Embodiment 5. The method as recited in any one of embodiments 1 to 4, further comprising:

interpreting said rights expression information (127) transmitted from said client (103) to said provider (101)
at a rights expression information interpretation service (109) to determine if said provider (101) has allowed
access to said distributed network service (119).

Embodiment 6. The method as recited in any one of embodiments 1 to 5, further comprising:

interpreting said rights expression information (127) transmitted from said client (103) to said provider (101)
based on state data (115) associated with said rights expression information (127) and received from a state
tracking service (111).

Embodiment 7. The method as recited in any one of embodiments 1 to 6, further comprising:
receiving at least a portion of said state data (115) at said state tracking service (111) from said provider (101).
Embodiment 8. The method as recited in any one of embodiments 1 to 7, further comprising:

configuring said rights expression information issuing service (105), said rights expression information inter-
pretation service (109), and said state tracking service (111) as a middle layer provided between a trust au-
thority service (113) and said service provider (101) and said client (103), wherein said trust authority service
(113) manages trust relationships between said rights expression information issuing service (105), said rights
expression information interpretation service (109), and said state tracking service (111).

Embodiment 9. The method as recited in any one of embodiments 1 to 7, further comprising:

configuring said rights expression information issuing service (105), said rights expression information inter-
pretation service (109), and said state tracking service (111) as specialized services provided by a specialized
service provider provided between a trust authority service (113) and said service provider (101) and said
client (103), wherein said trust authority service (113) manages trust relationships between said rights expres-
sion information issuing service (105), said rights expression information interpretation service (109), and said
state tracking service (111).

Embodiment 10. The method as recited in embodiment 9, wherein said trust authority service (113) attests to
information included in a trust certificate (117) associated with said rights expression information (127).
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Embodiment 11. The method as recited in embodiment 1, further comprising:
expressing said rights expression information (127) using a rights expression language.

Embodiment 12. The method as recited in embodiment 1, wherein said rights expression language includes a
grammar-based rights expression language.

Embodiment 13. The method as recited in embodiment 12, wherein said grammar-based rights expression lan-
guage includes extensible rights Markup Language (XrML).

Embodiment 14. The method as recited in embodiment 1, wherein said step of controlling access, comprises:
authorizing access to said distributed network service (119) based on said rights expression information (127).

Embodiment 15. The method as recited in embodiment 1, further comprising:

specifying in said rights expression information (127) identification information for said distributed network
service (119).

Embodiment 16. The method as recited in embodiment 1, further comprising:

specifying in said rights expression information (127) identification information for a service that is associated
with said distributed network service (119).

Embodiment 17. A computer system for controlling consumption of a distributed network service (119) in accord-
ance with rights expression information (127) associated with said distributed network service (119) and specifying
a manner of use of said distributed network service (119), said system comprising:

a distributed network services provider (101) configured to provide said distributed network service (119);

a client (103) of said provider (101) configured to consume said distributed network service (119); a license
issuing server (105) configured to determine said rights expression information (127) associated with said
distributed network service (119), said rights expression information (127) indicating a manner of use of said
distributed network service (119); and

a license interpretation server (109) configured to control consumption of said distributed network service (119)
based on said rights expression information (127).

Embodiment 18. A computer-readable medium carrying one or more sequences of one or more instructions for
controlling consumption of a distributed network service (119) in accordance with rights expression information
(127) associated with said distributed network service (119) and specifying a manner of use of said distributed
network service (119), the one or more sequences of one or more instructions including instructions which, when
executed by one or more processors, cause the one or more processors to perform the following steps:

determining said rights expression information (127) associated with said distributed network service (119),
said rights expression information (127) indicating a manner of use of said distributed network service (119);
and

controlling consumption of said distributed network service (119) based on said rights expression information
(127).

Embodiment 19. A system for controlling consumption of a distributed network service (119) in accordance with
rights expression information (127) associated with said distributed network service (119) and specifying a manner
of use of said distributed network service (119), said system comprising:

means (105) for determining said rights expression information (127) associated with said distributed network
service (119), said rights expression information (127) indicating a manner of use of said distributed network
service (119); and

means (109) for controlling consumption of said distributed network service (119) based on said rights expres-
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sion information (127).

Embodiment 20. A method for controlling consumption of a networked service (119) in accordance with rights
expression information (127) associated with said networked service (119) and specifying a manner of use of said
networked service (119), said method comprising:

determining said rights expression information (127) associated with said networked service (119), said rights
expression information (127) indicating a manner of use of said networked service (119);

controlling consumption of said networked service (119) based on said rights expression information (127);
transmitting said rights expression information (127) from a client (103) to a provider (101) of said networked
service (119);

receiving said rights expression information (127) at said client (103) from a rights expression information
issuing server (105); and

interpreting said rights expression information (127) transmitted from said client (103) to said provider (101)
at a rights expression information interpretation server (109) to determine if said provider (101) has allowed
access to said networked service (119), and based on state data (115) associated with said rights expression
information (I 27) and received from a state tracking server (111),

wherein said rights expression information issuing server (105), said rights expression information interpretation
server (109), and said state tracking server (111 ) are configured as a middle layer provided between a trust au-
thority server (113) and said service provider (101) and said client (103), and

said trust authority server (113) manages trust relationships between said rights expression information issuing
server (105), said rights expression information interpretation server (109), and said state tracking server (111 ).

Embodiment 21. A computer system for controlling consumption of a networked service (119) in accordance with
rights expression information (127) associated with said networked service (119) and specifying a manner of use
of said networked service (119), said system comprising:

arights expression information issuing server (105) configured to determine said rights expression information
(127) associated with said networked service (119), said rights expression information (127) indicating a man-
ner of use of said networked service (119); and

arights expression information interpretation server (109) configured to control consumption of said networked
service (119) based on said rights expression information (127),

wherein said rights expression information (127) is transmitted from a client (103) to a provider (101) of said net-
worked service (119),

said rights expression information (127) is received at said client (103) from said rights expression information
issuing server (105), said rights expression information (127) transmitted from said client (103) to said provider
(101) is interpreted at said rights expression information interpretation server (109) to determine if said provider
(101) has allowed access to said networked service (119), and based on state data (115) associated with said
rights expression information (127) and received from a state tracking server (111),

said rights expression information issuing server (105), said rights expression information interpretation server
(109), and said state tracking server (111) are configured as a middle layer provided between a trust authority
server (113) and said service provider (101) and said client (103), and

said trust authority server (113) manages trust relationships between said rights expression information issuing
server (105), said rights expression information interpretation server (109), and said state tracking server (111).

Embodiment 22. A computer-readable medium carrying one or more sequences of one or more instructions for
controlling consumption of a networked service (119) in accordance with rights expression information (127) as-
sociated with said networked service (119) and specifying a manner of use of said networked service (119), the
one or more sequences of one or more instructions including instructions which, when executed by one or more
processors, cause the one or more processors to perform the following steps:,

determining said rights expression information (127) associated with said networked service (119), said rights
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expression information (127) indicating a manner of use of said networked service (119); controlling consump-
tion of said networked service (119) based on said rights expression information (127);

transmitting said rights expression information (127) from a client (103) to a provider (101) of said networked
service (119); receiving said rights expression information (127) at said client (103) from a rights expression
information issuing server (105); and

interpreting said rights expression information (127) transmitted from said client (103) to said provider (101)
at a rights expression information interpretation server (109) to determine if said provider (101) has allowed
access to said networked service (119), and based on state data (115) associated with said rights expression
information (127) and received from a state tracking server (111),

wherein said rights expression information issuing server (105), said rights expression information interpretation
server (109), and said state tracking server (111) are configured as a middle layer provided between a trust authority
server (113) and said service provider (101) and said client (103), and

said trust authority server (113) manages trust relationships between said rights expression information issuing
server (105), said rights expression information interpretation server (109), and said state tracking server (111).

Embodiment 23. A system for controlling consumption of a networked service (119) in accordance with rights
expression information (127) associated with said networked service (119) and specifying a manner of use of said
networked service (119), said system comprising:

means (105) for determining said rights expression information (127) associated with said networked service
(119), said rights expression information (127) indicating a manner of use of said networked service (119);

means (109) for controlling consumption of said networked service (119) based on said rights expression
information (127); and

means (103) for transmitting said rights expression information (127) to a means (101) for providing said
networked service (119), and for receiving said rights expression information (127) from said means (105),

wherein said means (109) interprets said rights expression information (127) transmitted from said means (103)
to said means (101) to determine if said means (101) has allowed access to said networked service (119), based
on state data (115) associated with said rights expression information (127) and received from a means (111) for
state tracking,

said means (105), said means (109), and said means (111) are configured as a middle layer provided between a
means (113) for providing trust authority and said service provider (101) and said client (103), and

said means (113) manages trust relationships between said means (105), said means (109), and said means (111).

Claims

A computer-implemented method for exercising rights based on determining trust in an issuance of a rights ex-
pression, the method comprising:

issuing rights expressions by a chain of servers, forming a chain of rights expressions issued from server to
server and finally from the last server to a client, such that each of the rights expressions except the last
includes a specification of rights for the next server to issue the rights in the next rights expression;
determining whether or not each of the servers has a right to issue the respective rights expression;
exercising by the client the rights expressed in the last rights expression as being trusted, if it is determined
that each of the servers had a right to issue the respective rights expression; and

not exercising by the client the rights expressed in the last rights expression as not being trusted, if it is de-
termined that at least one of the servers did not have the right to issue the respective rights expression.

2. The method of claim 1, wherein some of the rights expressions include specifications of rights to use content.

3. The method of claim 1, wherein the determination on whether or not each of the servers in the chain has a right
to issue the respective rights expression is done through one or more determining servers for at least one of the

30 EWS-002057



10

15

20

25

30

35

40

45

50

55

10.

11.

12.

EP 1 505 530 A1
servers in the chain.
The method of claim 3, wherein some of the determining servers are the servers in the chain.
The method of claim 3, wherein some of the determining servers are not the servers in the chain.
The method of claim 1, wherein the determination on whether or not each of the servers in the chain has a right
to issue the respective rights expression involves verification of signatures up the chain until a signature is recog-

nized.

A system for exercising rights based on determining trust in an issuance of a rights expression, the system com-
prising:

a client;

a chain of servers configured to issue rights expressions, forming a chain of rights expressions issued from
server to server and finally from the last server to the client, such that each of the rights expressions except
the last includes a specification of rights for the next server to issue the rights in the next rights expression; and
means for determining whether or not each of the servers has a right to issue the respective rights expression,

wherein the client is configured to exercise the rights expressed in the last rights expression as being trusted,
if each of the servers had a right to issue the respective rights expression, and not exercise the rights expressed
in the last rights expression as not being trusted, if at least one of the servers did not have the right to issue the
respective rights expression.

The system of claim 7, wherein some of the rights expressions include specifications of rights to use content.

The system of claim 7, wherein the determining means includes one or more determining servers for at least one
of the servers in the chain.

The system of claim 9, wherein some of the determining servers are the servers in the chain.
The system of claim 9, wherein some of the determining servers are not the servers in the chain.

The system of claim 7, wherein the determining means includes means for verifying signatures up the chain until
a signature is recognized.
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TITLE
PERSONALIZED DIGITAL MEDIA ACCESS SYSTEM (PDMAS)

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application is a continuation of, and claims the priority benefit of, US patent

application Serial Number 12/728,218 filed March 21, 2010.
BACKGROUND OF THE INVENTION
[0002] 1. Field of the Invention

[0003] The present invention relates to the field of digital rights management schemes used
by creators of electronic products to protect commercial intellectual property copyrights privy
to illegal copying using computerized devices. More specifically, the present invention
teaches a more personal system of digital rights management which employs electronic ID, as

part of a web service membership, to manage access rights across a plurality of devices.
[0004] 2. Description of the Prior Art

[0005] Digital rights management (DRM) is a generic term for access control technologies
used by hardware manufacturers, publishers, copyright holders and individuals to impose
limitations on the usage of digital content across devices. DRM refers to any technology that
inhibits undesirable or illegal uses of the digital content. The term generally doesn't refer to
forms of copy protection that can be circumvented without modifying the file or device, such
as serial numbers or key files. It can also refer to restrictions associated with specific

instanccs of digital works or devices.

[0006] Traditional DRM schemes are defined as authentication components added to digital
files that have been encrypted from public access. Encryption schemes are not DRM methods

but DRM systems are implemented to use an additional layer of authentication in which
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permission is granted for access to the cipher key required to decrypt files for access. A
computer server is established to host decryption keys and to accept authentication keys from
Internet connected client computers running client software in which handles the encrypted
files. The server can administer different authorization keys back to the client computer that
can grant different sets of rules and a time frame granted before the client is required to
connect with the server to reauthorize access permissions. In some cases content can
terminate access after a set amount of time, or the process can break if the provider of the

DRM server ever ceases to offer services.

[0007] In the present scenario, consumer entertainment industries are in the transition of
delivering products on physical media such as CD and DVD to Internet delivered systems.
The Compact Disc, introduced to the public in 1982, was initially designed as a proprictary
system offering strict media to player compatibility. As the popularity of home computers
and CD-ROM drives rose, so did the availability of CD ripping applications to make local
copies of music to be enjoyed without the use of the disc. After a while, users found ways to
share digital versions of music in the form of MP3 files that could be easily shared with
family and friends over the Internet. The DVD format introduced in 1997 included a new
apparatus for optical discs technology with embedded copy protection schemes also
recognized as an carly form of DRM. With internet delivered music and video files, DRM
schemes has been developed to lock acquired media to specific machines and most times
limiting playback rights to a single machine or among a limited number of multiple machines
regardless of the model number. This was achieved by writing the machine device ID to the
metadata of the media file, then cross referencing with a trusted clearinghouse according to
pre-set rules. DRM systems employed by DVD and CD technologies consisted of scrambling
(also known as encryption) disc sectors in a pattern to which hardware developed to

unscramble (also known as decryption) the disc sectors are required for playback. DRM
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systems built into operating systems such as Microsoft Windows Vista block viewing of
media when an unsigned software application is running to prevent unauthorized copying of a
media asset during playback. DRM used in computer games such as SecuROM and Steam
are used to limit the amount of times a user can install a game on a machine. DRM schemes
for e-books include embedding credit card information and other personal information inside
the metadata area of a delivered file format and restricting the compatibility of the file with a

limited number of reader devices and computer applications.

[0008] In a typical DRM system, a product is encrypted using Symmetric block ciphers such
as DES and AES to provide high levels of security. Ciphers known as asymmetric or public
key/private key systems are used to manage access to encrypted products. In asymmetric
systems the key used to encrypt a product is not the same as that used to decrypt it. If a
product has been encrypted using one key of a pair it cannot be decrypted even by someone
else who has that key. Only the matching key of the pair can be used for decryption. After
receiving an authorization token from a first-use action are usually triggers to decrypt block
ciphers in most DRM systems. User rights and restrictions are established during this first-

use action with the corresponding hosting device of a DRM protected product.

[0009] Examples of such prior DRM art include Hurtado (U.S. Pat. No. 6,611,812) who
described a digital rights management system, where upon request to access digital content,
encryption and decryption keys are exchanged and managed via an authenticity clearing
house. Other examples include Alve (U.S. Pat. No. 7,568,111) who teaches a DRM and
Tuoriniemi (U.S. Pat. No. 20090164776) who described a management scheme to control
access to electronic content by recording use across a plurality of trustworthy devices that has

been granted permission to work within the scheme.
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[00010] Recently, DRM schemes have proven unpopular with consumers and rights
organizations that oppose the complications with compatibility across machines
manufactured by different companies. Reasons given to DRM opposition range from limited
device playback restrictions to the loss of fair-use which defines the freedom to share media

products will family members.

[00011] Prior art DRM methods rely on content providers to maintain computer
servers to receive and send session authorization keys to client computers with an Internet
connection. Usually rights are given from the server for an amount of time or amount of
access actions before a requirement to reconnect with the server is required for
reauthorization. At times, content providers will discontinue servers or even go out of
business some years after DRM encrypted content was sold to consumers causing the ability

to access files to terminate.

[00012] In the light of the forcgoing discussion, the current statcs of DRM mcasurcs
are not satisfactory because unavoidable issues can arise such as hardware failure or property
theft that could lead to a paying customer loosing the right to recover purchased products.
The current metadata writable DRM measures do not offer a way to provide unlimited
interoperability between different machines. Therefore, a solution is needed to give
consumers the unlimited interoperability between devices and "fair use" sharing partners for
an infinite time frame while protecting commercial digital media from unlicensed distribution

to sustain long-term return of investments.
SUMMARY OF THE INVENTION

[00013] An object of the present invention is to provide unlimited interoperability of
digital media between unlimited machines with management of end-user access to the digital

media.
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[00014] In accordance with an embodiment of the present invention, the invention is a
process of an apparatus which in accordance with an embodiment, another apparatus, tangible
computer medium, or associated methods (herein referred to as The App) is used to: handle at
least one branding action which could include post read and write requests of at least one
writable metadata as part of at least one digital media asset to identify and manage requests
from at least one excelsior enabler, and can further identify and manage requests from a
plurality of connected second enablers; with at least one token and at least one electronic
identification reference received from the at least one excelsior enabler utilizing at least one
membership. Here, controlled by the at least one excelsior enabler, The App will proceed to
rcceive the at lcast onc token to verify the authenticity of the branding action and further
requests; then establish at least one connection with at least one programmable
communications console of the at least one membership to request and receive the at least
one clectronic identification reference; and could request and receive other data information
from the at least one membership. The method then involves sending and receiving variable
data information from The App to the at least one membership to verify a preexisting the at
least one branding action of the at least one writable metadata as part of the at least one
digital media asset; or to establish permission or denial to execute the at least one branding
action or the post read and write requests of the at least one writable metadata. To do this,
controlled by the at least one excelsior enabler. The App may establish at least one
connection, which is usually through the Internet, with a programmable communications
console, which is usually a combination of an API protocol and graphic user interface (GUI)
as part of a web service. In addition, the at least one excelsior enabler provides reestablished
crcdentials to the programmablc communications consolc as part of thc at lcast onc

membership, in which The App is facilitating and monitoring, to authenticate the data
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communications session used to send and receive data requests between the at least one

membership and The App.

[00015] In accordance with another embodiment of the present invention, the present
invention teaches a method for monitoring access to an encrypted digital media and
facilitating unlimited interoperability between a plurality of data processing devices. The
method comprises receiving a branding request from at least one communications console of
the plurality of data processing devices, the branding request being a read and write request
of metadata of the encrypted digital media, the request comprising a membership verification
token corresponding to the encrypted digital media. Subsequently, the membership
verification token is authenticated, the authentication being performed in connection with a
token database. Thereafter, connection with the at least one communications console is
established. Afterwards, at least one electronic identification reference is requested from the
at least one communications console. Further, the at least one electronic identification
reference is received from the at least one communications console. Finally, branding
metadata of the encrypted digital media is performed by writing the membership verification

token and the electronic identification reference into the metadata.

[00016] The present invention is particularly useful for giving users the freedom to use
products outside of the device in which the product was acquired and extend unlimited

interoperability with other compatible devices.
BRIEF DESCRIPTION OF THE DRAWINGS

[00017] For a more complete understanding of the present invention, the needs satisfied
thereby, and the objects, features, and advantages thereof, reference now is made to the

following description taken in connection with the accompanying drawings.
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[00018] FIG. 1 shows a system for monitoring access to an encrypted digital media

according to an embodiment of the present invention.

[00019] FIG. 2 shows a system for authoring an encrypted digital media according to an

embodiment of the present invention.

[00020] FIG. 3 shows a flow chart giving an overview of the process of digital media

personalization according to an embodiment of the present invention.

[00021] FIG. 4 shows a flow chart giving an overview of the process of an access request

madc by an cnablcr according to an cmbodiment of the present invention.

[00022] FIG. 5 shows personalized digital rights management component as part of a

compatible machine with writable static memory.

[00023] FIG.6 shows a flowchart for monitoring access to an encrypted digital media

according to an embodiment of the present invention

[00024] FIG.7 shows a flowchart showing authoring an encrypted digital media according to

an embodiment of the present invention.

[00025] Skilled artisans will appreciate that elements in the figures are illustrated for
simplicity and clarity and have not necessarily been drawn to scale. For example, the
dimcnsions of somc of the clements in the figurcs may be cxaggerated rclative to other

elements to help to improve understanding of embodiments of the present invention
DETAILED DESCRIPTION OF THE DRAWINGS

[00026] Bcfore describing in dctail the particular systcm and mcthod for personalised digital
media access system in accordance with an embodiment of the present invention, it should be
observed that the present invention resides primarily in combinations of system components

related to the device of the present invention.
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[00027] Accordingly, the system components have been represented where appropriate by
conventional symbols in the drawings, showing only those specific details that are pertinent
to understanding the present invention so as not to obscure the disclosure with details that
will be readily apparent to those of ordinary skill in the art having the benefit of the

description herein.

[00028] In this document, relational terms such as “first” and “second’, and the like may be
used solely to distinguish one entity or action from another entity or action without
necessarily requiring or implying any actual such relationship or order between such entities
or actions. The terms “comprises’, ‘comprising’, or any other variation thereof, are intended
to cover a non-exclusive inclusion, such that a process, method, article, or apparatus that
comprises a list of elements does not include only those elements but may include other
elements not expressly listed or inherent to such process, method, article, or apparatus. An
element proceeded by ‘comprises . . . a does not, without more constraints, preclude the
existence of additional identical elements in the process, method, article, or apparatus that

comprises the element.

The present invention is directed at providing infinite access rights of legally acquired at least
one encrypted digital media asset to the content acquirer, explained in this document as the
excelsior enabler, and optionally to their recognized friends and family, explained in this
document as a plurality of secondary enablers. To explain further, the excelsior enabler and
secondary enablers defined comprises human beings or computerized mechanisms
programmed to process steps of the invention as would normally be done manually by a
human being. Additionally,, an apparatus used alone or in accordance with an embodiment,
another apparatus, tangible computer medium, or associated methods with a connection are
needed (herein referred to as The App). To deliver the requirements of the

invention, communicative and connected clements comprise: verification, authentication,
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electronic ID metadata branding, additional technical branding, and cross-referencing. The
connection handling the communicative actions of the invention will usually be the Internet
and can also be an internal apparatus cooperative. The App can further be defined as a
Windows OS, Apple OS, Linux OS, and other operating systems hosting software running on
a machine or device with a capable CPU, memory, and data storage. The App can be even
further defined as a system on a chip (SOC), embedded silicon, flash memory, programmable

circuits, cloud computing and runtimes, and other systems of automated processes.

[00029] The digital media assets used in this system are encrypted usually with an AES
cipher and decryption keys are usually stored encoded, no encoded, encrypted, or no
encrypted as part of the apparatus or as part of a connection usually an Internet server. As
explained earlier, the system we will discuss will work as a front-end to encrypted files as an

authorization agent for decrypted access.

[00030] FIG. 1 shows a systcm 100 for monitoring acccss to an cnerypted digital media
according to an embodiment of the present invention. The system 100 includes a first
recipient module 102, an authentication module 104, a connection module 106, a request
module 108, a second receipt module 110 and a branding module 112. The first receipt
module 102 receives a branding request from at least one communications console of the
plurality of data processing devices. The branding request is a read and write request of
metadata of the encrypted digital media and includes a membership verification token
corresponding to the encrypted digital media. Examples of the encrypted digital media
includes, and are not limited to, one or more of a video file, audio file, container format,
document, metadata as part of video game software and other computer based apparatus in

which processed data is facilitated.
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[00031] Subsequently, the authentication module 104 authenticates the membership
verification token. The authentication is performed in connection with a token database.
Further, the connection module 106 establishes communication with the at least one

communication console.

[00032] According to an embodiment of the present invention, the connection is established

through one of internet, intranet, Bluetooth, VPN, Infrared and LAN.

[00033] According to another embodiment of the present invention, the communication
console is a combination of an Application Programmable interface (API) protocol and
graphic user interface (GUI) as a part of web service. The API is a set of routines, data
structures, object classes, and /or protocols provided by libraries and / or operating system

services. The API is either one of language dependent or language independent.

[00034] The request module 108 requests at least one electronic identification reference from
the at least one communication console. The second receipt module 110 receives the at least
one clectronic identification reference from the least one communication console. The
branding module 112 brands metadata of the encrypted digital media by writing the

membership verification token and the electronic identification into the metadata.

[00035] FIG. 2 shows a system 200 for authoring an encrypted digital media according
to an embodiment of the present invention. The figure includes a selection module 202, a
password modulc 204, a customization modulc 206, a databasc modulc 208 and an
encryption module 210. The selection module 202 facilitates selection of one or more media
items to form the encrypted digital media. Examples of the one or media items include, and

are not limited to, one or more of a video, an audio and a game.

[00036] According to an embodiment of the present invention, the one or more media items

are one or more of remote URL links and local media files.
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[00037] The password module 204 prompts the user to enter a master password which
provides access to the encrypted digital media. Subsequently, the customization module 206

allows the user to customize the user access panel of the encrypted digital media.

[00038] According to an embodiment of the present invention, the customization module 206
facilitates adding one or more of a banner, a logo, an image, an advertisement, a tag line, a
header message and textual information to the user access panel of the encrypted digital

media.

[00039] Further, the database module 208 connects the encrypted digital media to a
database of membership verification token required for decrypting the encrypted digital

media.

[00040] According to an embodiment of the present invention, the membership verification
token is a kodekey. The kodekey is a unique serial number assigned to the encrypted digital

media.

[00041] The encryption module 210 encrypts the one or more media items to create the

encrypted digital media.

[00042] According to an embodiment of the present invention, the system 200 further
includes a watermark module. The watermark module watermarks information on the
encrypted digital media, wherein the watermark is displayed during playback of the

encrypted digital media.

[00043] According to another embodiment of the present invention, the system 200 further
includes an access module. The access module allows the user to define access rights.
Examplcs of thc access rights includc, but arc not limited to, purchasing rights, rental rights

and membership access rights.
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[00044] According to yet another embodiment of the present invention, the system 200
further includes a name module. The name module allows the user to name the encrypted

digital media.

[00045] FIG. 3 shows a flow chart giving an overview of the process of digital media
personalization according to an embodiment of the present invention. The process is achieved
by way of an enabler using an apparatus or otherwise known as an application in which
facilitates digital media files. The apparatus interacts with all communicative parts required
to fulfill the actions of the invention. The figure shows a Kodekey Graphical User Interface
(GUI) 301, a product metadata 302, a networking card 303, internet 304, 306 and 308,
database 305 and 309 and an APIwebsite.com GUI 307. A user posts a branding request via
the Kodekey GUI interface 301. The Kodekey GUI interface 301 is the GUI for entering
token. The Kodekey GUI interface 301 prompts the user to enter the token and press the
redeem button present on the Kodekey GUI interface 301. The product metadata 302 is read /
writable metadata associated with the digital media to be acquired. The networking card 303
facilitates querying of optional metadata branding process and referenced. The Kodekey GUI
interface is connected to the database 305 via the internet 304 through the networking card
303. The database 305 is the database used to read/write and store the tokens, also referred to
as token database. The user is redirected to the APIwebsite.com GUI 307 through the internet
306. The APIwebsite.com is the GUI to the membership API in which the electronic 1D is
collected and sent back to the Kodekey GUI interface 301. The APIwebsite.com GUI 307
prompts the user to enter a login id and a password to access the digital media which is
acquired from the database 309 through the internet 308. The database 309 is the database

connected to the web service membership in which the user's electronic ID is queried from.
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[00046] Examples of the encrypted digital files include, and are not limited to, a video file,
an audio file, container formats, documents, metadata as part of video game software and

other computer based apparatus in which processed data is facilitated.

[00047] FIG. 4 shows a flow chart giving an overview of the process of an access request
made by an cnabler according to an embodiment of the present invention. Subsequently, the
communicative parts to cross-reference information stored in the metadata of the digital
media asset are checked which has been previously handled by the process of FIG. 1. The
figure shows an enabler access request 401, a product metadata 402, a networking card 403,
an internct 404, 406 and 408, a database 405 and 409 and an APIwebsite.com GUI 407, The
enabler access request 401 facilitates the user to make a request for the digital media. The
product metadata 402 is read / writable metadata associated with the digital media to be
acquired. The networking card 403 facilitates querying of optional metadata branding process
and referenced. The database 405 is the database used to read/write and store the tokens. The
APIwebsite.com GUI 407 is the GUI in which the electronic ID is collected and sent back to
the Kodekey GUI interface 301. The APIwebsite.com GUI 407 prompts the user to enter a
login id and a password to access the digital media from the database 409 through the internet
408. The database 409 is the database connected to the web service membership in which the

user's electronic ID is queried from.

[00048] FIG. 5 shows personalized digital rights management component as part of a
compatible machine with writable static memory. The figure represents an authorization
sequence action in which a machine is authorized to accept a personalized digital media file.
The figure includes STR3EM Machine GUI 501 including the connect icon 502, a load key
file icon 503, a networking card 504, an internet 505, 508 and 510, a database 506 and 511, a
machine memory 507 and a APIwebsite.com GUI 509. The STR3EM Machine GUI 501

prompts the user to connect or load a key file to authorize the device through the connect icon
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502 and the load key file icon 503. The STR3EM Machine GUI 501 is connected to the
networking card 504. The networking card 504 facilitates querying of optional metadata
branding process and referenced. Further, the STR3EM machine GUI 501 is connected to the
database 506 via the internet 505. The database 506 is the database used to read/write and
store the tokens. Moreover, STR3EM Machine GUI 501 is connected to the machine memory
507. The machine memory 507 represents the internal memory of the machine or device so
authorizations can be saved for access of the digital media. The APIwebsite.com GUI 509 is
connected to the STR3EM machine GUI through the internet 508. Further, APIwebsite.com
GUI 509 is connected to the database 511 through the internet 510. The APIwebsite.com GUI
509 prompts thc uscr to cnter the login id and a password to authorize the acccss to digital
media. The database 511 is the database connected to the web service membership in which

the user's electronic ID is queried from.

[00049] FIG.6 shows a flowchart for monitoring access to an encrypted digital media
according to an embodiment of the present invention. At step 602, a branding request is made
by a user from at least at least one communications console of the plurality of data processing
devices. The branding request is a read and write request of metadata of the encrypted digital

media.

[00050] According to an embodiment of the present invention, the request includes a

membership verification token corresponding to the encrypted digital media.

[00051] Subsequently, the membership verification token is authenticated at step 604. The
authentication is performed in connection with a token database. Further, connection with the
at least communication console is established at step 606. Afterwards, at least one electronic
identification reference is requested from the at least one communications console at the step

608. At step 610, at least one clectronic identification reference in received from the at least
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one communication console. Finally, metadata of the encrypted digital media is branded by
writing the membership verification token and the electronic identification reference into the

metadata at the step 612.

[00052] FIG.7 shows a flowchart showing authoring an encrypted digital media according to
an embodiment of the present invention. At step 702, one or more media items are selected
by the user to form the encrypted digital media. Subsequently, a master password is entered
for providing access to the encrypted digital media for editing at step 704. Afterwards, the
user customizes the user panel of the encrypted digital media at step 706. Further, the
encrypted digital media is connected to a database of membership verification tokens
required for decrypting the encrypted digital media at the step 708. Finally, the one or more

media items are encrypted to create the encrypted digital media at the step 710.

[00053] According to various embodiments of the present invention, the verification is
facilitatcd by at lcast onc token handled by at Icast onc cxccelsior cnabler. Examples of the
token include, and are not limited to, a structured or random password, e-mail address
associated with an e-commerce payment system used to make an authorization payment, or
other redeemable instruments of trade for access rights of digital media. Examples of e-

commerice systems are PayPal, Amazon Payments, and other credit card services.

[00054] According to an embodiment of the present invention, an identifier for the digital
media is stored in a database with another database of a list of associated tokens for cross-

reference identification for verification.

[00055] According to an embodiment of the present invention, the database of a list of
associated tokens includes Instant Payment Notification (IPN) received from successful
financial e-commerce transactions that includes the identifier for the digital media; import of

CSV password lists, and manually created reference phrases.
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[00056] For this discussion, the structured or random password example will be used as
reference. The structured or random passwords can be devised in encoded schemes to flag the
apparatus of permission type such as: 1) Purchases can start a password sequence with "P"
following a random number, so further example would be "PSID42349MFJDF". 2) Rentals
can start or end a password sequence with "R" plus (+) the number of days a rental is
allowed, for example "R7" included in "R7SIDHFG58473" flagging a seven day rental. 3)
Memberships can start or end a password sequence with "M" plus (+) optionally the length of
months valid for example "M11DFJGH34KF" would flag an eleven-month membership

period.

[00057] According to an embodiment of the present invention, the tokens are stored in a
relational database such as MySQL or Oracle. Cloud storage systems such as Amazon's Web
Services Simple Storage Solution, or also known as S3, provides a highly available
worldwide replicated infrastructure. In addition to S3, monetization offerings such as DevPay
offer developers the opportunity to make money from applications developed to use the

services.

[00058] The verification will reference to the S3 and DevPay services for example purposes
only as many options such as FTP, SimpleDB, solid state storage and others can be used to
host the token hosting needed for the verification element of this invention. The token
represents permission from the content provider to grant access rights to the excelsior enabler
and thereafter the plurality of secondary enablers. To set up the verification the content
provider can manually or automatically generate a single or a plurality of structured or
random password in which will represent the token. By using public or private access of S3
as part of an apparatus, the content provider can create empty text files giving each the name
of the passwords generated. Because S3 is associated with a highly available worldwide

infrastructure, to check this password token can be done my simply constructing a HTTP
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request from the apparatus and triggering follow up actions based on either a 200 HTTP
response, which means OK at which point the next action can happen, or a 400 HTTP
response which means ERROR at which point the verification process is voided. An
additional token can be used to provide a flag to the apparatus that the verification element
has been fulfilled for an initial verification token. Creating an alternate version of the first
token by appending a reference to the end, for example, does this:
"M11DFJGH34KF user@str3em.com_ 01 01 11". In this example, it is defined that the
eleven month authorized membership token was verified by a user@str3em.com on January
1, 2011. By providing a second token, the first token becomes locked to ownership by the
cxcelsior cnabler preventing unauthorized uscrs from rcusing the first token without
providing the authentication associated with the alternative referenced second token. In the
interest of providers of the apparatus delivering this invention, this document will teach a
method of a HTTP PUT calculation scheme for automatic royalty billing and administration
for the token element used in the invention. Amazon's DevPay allow developers to attach
monetary charges to data services of S3 offered as an embedded component of the apparatus.
By using the "PUT" requests parameter, tokens generated by the apparatus are monitored,
calculated, and charged to clients of the apparatus provider. For example: the default charge
measure for DevPay is $0.05 for every 1000 PUT request. By changing the amount to $1.00
for every 1000 PUT requests, the apparatus provider is paid a $0.10 royalty for cach token
created. Content providers using a connected apparatus like DevPay to deliver and manage
digital media distribution do not need to have restrictions on the tokens created as with prior
art DRM key providers as DevPay is charged on a pay-as-you-need model on a monthly
basis. As a novclty to thc apparatus provider, if a content provider fails to pay royaltics duc,
the DevPay hosting will automatically deny token access to all related media products in

distribution and restore this verification element when royalties are paid in full.
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[00059] The authentication element of this invention is at least handled first by the at least
one excelsior enabler with a connection to a membership. In the present discussion, the
connection is equal to the Internet and the membership is equal to a web service. Further, the
web service must be available for two way data exchange to complete the authentication
process of this invention. Data exchange with a web service is usually facilitated with a
programmable communications console, at most times, will be an Applications
Programmable Interface (API). An API is a set of routines, data structures, object classes,
and/or protocols provided by libraries and/or operating system services in order to support the
building of applications. An API may be language-dependent: that is, available only in a
particular programming languagc, using thc particular syntax and clements of the
programming language to make the API convenient to use in this particular context.
Alternatively an API may be language-independent: that is, written in a way that means it can
be called from several programming languages (typically an assembly/C-level interface).
This is a desired feature for a service-style API that is not bound to a particular process or
system and is available as a remote procedure call. A more detailed description of API that
can be used for an apparatus can be found in the book, "Professional Web APIs with PHP:
eBay, Google, Paypal, Amazon, FedEx plus Web Feeds", by Paul Reinheimer, Wrox
publishers (2006). A program apparatus, scripts, often calls these APIs or sections of code
residing on user computerized devices. For example, a web browser running on a user
computer, cell phone, or other device can download a section of JavaScript or other code
from a web server, and then use this code to in turn interact with the API of a remote Internet
server system as desired. A Graphic User Interface (GUI) can be installed for human
intcraction or proccsscs can bc preprogrammed in a programmable script such as PHP,
ASP.Net, Java, Ruby on Rails and others. The authentication element of the invention is

usually embedded as a process of the apparatus but could be linked dynamically. In this
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document, the embedded version using a GUI will be used as reference. The web service
equipped with the API is usually a well-known membership themed application in which the
users must use an authentic identification. Some example includes Facebook in which as a
rule, members are required to use their legal name identities. A reference number or name
with the Facebook Platform API represents this information. Other verified web services in
which real member names are required such as the LinkedIn API and the PayPal API and
even others could be used, but for this discussion, Facebook will be used only as an example
of how the authentication clement of the invention is utilized. The Facebook API system, as
well as others, operates based on an access authentication system called from a connected
apparatus (which is usually an Intcrnct powcred desktop or browscr bascd application) with
an API Key, an Application Secret Key and could also include an Application ID. For
example, the Facebook API Application Keys required to establish a data exchange session

with the connected apparatus might look like:
API Key
37a925fc5ee9b4752af981b9a30e9a73gh

Application Secret

f2a2d92¢f395¢cce88eb0261d4bdgsa782

Application ID

51920566446

[00060] The collective API keys are usually embedded in the source code of the apparatus,
or stored on a remote Internet server, and could be included in the encrypted digital media
metadata and inserted on-the-fly into calls made to the API from the connected apparatus.
This allows dynamic API connection of the apparatus using keys issued to individual content

providers so in the event of a reprimand of a single the individual content provider by the API
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provider, the collective the individual content providers and the enablers of the connected

apparatus are not affected.

[00061] Upon an access request of the digital media, the excelsior enabler interacts with the
apparatus, usually software or web application, to enter membership credentials in a GUI
front-end connected to the API. The membership credentials are usually comprised of a login
element comprising a name, phrase, or e-mail address, and a secret password. The credentials
can be generated by the enabler or automatically generated by the web service. Once the
enabler authenticates their identity with the membership, the apparatus facilitating the data
communication can request relevant information to fulfill the process chain of the invention.
For example, Facebook API Platform defines members as ID numbers, so if a member's real
name is John Doe, then Facebook API ID (also programmatically known as the FBID) would
be 39485678. Once the enabler successfully sign in to the GUI element then the apparatus
will query the API for at least one electronic identification reference, in this discussion is the
FBID. The FBID is received to the permanent or temporary memory of the apparatus to
sustain the branding and cross-referencing requirements of the invention. Additional
information can be requested according to membership status or connected "friends" of the
enabler. Additional information can be made required for successful authentication and
includes: a minimum amount of total friends, a minimum amount of female friends, a
minimum amount of male friends, a minimum amount of available pictures, a minimum age
limit and other custom rules can be defined by the apparatus. An example of how this would
work is a content provider can define a minimum of 32 Facebook friends are required to
access an encrypted digital media asset offered for sale or promotion. This is achieved by the
apparatus handling a access request in which the enabler has not yet acquired access rights by

executing and parsing information returned by the Facebook "Friends.get" API command.
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[00062] XML return example of the Facebook "Friends.get" API command where a plurality
of FBID are returned to the apparatus for parsing additional information as may be required

to satisfy successful authentication:

<?xml version="1.0" encoding="UTF-8"?>
<friends_get response xmlns="http://api.facebook.com/1.0/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemal.ocation="http://api.facebook.com/1.0/ http://api.facebook.com/1.0/facebook.xsd"

list="true">

<uid>222333</uid>

<uid>1240079</uid>

</friends get response>

[00063] When authenticating a compatible device or machine which may not have access to
a connection for the authentication element, a key file or part of the metadata thereof could be
made on another connected compatible device or machine and allow the enabler to execute
Friends.get API command to collect and store the complete list of a plurality of FBID to the
key file or the metadata thereof. The compatible device or machine which may not have
access to a connection for the authentication element with an embedded interaction console,
usually a user GUI, can request and load the key file or part of the metadata thereof to save
the complete list of a plurality of electronic identification references, in this discussion is
reference as the FBID, to storage or metadata as part of the compatible device or machine.
This step ensures the cross-referencing element requirement of the invention can take place in
the event the connection for the authentication element is not present in the compatible device

or machine.

[00064] Another example is a content provider can allow shared access to friends of the

excelsior enabler after a time period, like for example, 90 days. After the 90 day period, when
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media access is requested using the authentication element by a plurality of secondary
enablers, which are usually friends and family of the excelsior enabler, the FBID of the
excelsior enabler is cross-referenced with the FBID of the requesting secondary enabler by

way of the apparatus ability to execute the Facbeook "Friends.areFriends" API command.

100065] XML return example of the Facebeook "Friends.areFriends" APl command where

FBID 2223322 and 2222333 are friends and FBID 1240077 and 1240079 are not friends:

<?xml version="1.0" encoding="UTF-8"?>

<friends areFriends response
xmlns=http://api.facebook.com/1.0/
xmlns:xsi=http://www.w3.0rg/2001/XMLSchema-instance

xsi:schemal.ocation="http://api.facebook.com/1.0/ http://api.facebook.com/1.0/facebook.xsd"

list="true">

<friend_info>
<uid1>222332</uid1><uid2>222333</uid2>
<are friends>1</are friends>

</friend_info>

<friend info>
<uid1>1240077</uid1><uid2>1240079</uid2>
<are friends>0</are friends>

</friend_info>

</fricnds_arcFricnds_rcsponsc>

[00066] Such usability can be important to sustain "fair use" rights of consumers of the
digital media to emulate usability found with physical media products such as CD and DVD

that can be loaned to friends and family after an inception grace period.
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[00067] Once the information of the verification and authentication elements is acquired, the
apparatus handles the next process of writing the information to the digital media metadata
and can include additional information gathered from components of The App. Components
of The App can include MAC address from a networking card, CRC checksum of an
embedded file or circuit, SOC identifier, embedded serial number, OS version, web browser
version, and many other identifiable components as part of The App. For this discussion, the
MAC address from a networking card as part of The App will be used as reference of a
secondary electronic identification reference. In computer networking, a Media Access
Control address (MAC address) is a unique identifier assigned to most network adapters or
nctwork intcerface cards (NICs) by the manufacturcr for identification, and uscd in the Mcdia
Access Control protocol sub-layer. If assigned by the manufacturer, a MAC address usually
encodes the manufacturer's registered identification number. It may also be known as an
Ethernct Hardware Address (EHA), hardware address, adapter address, or physical address.
The novelty of embedding the MAC address along with the FBID of the excelsior enabler is
to provide a plurality of electronic identification references in which cross-referencing
actions can allow more rapid access to be granted with less interaction from an enabler. For
example, to retrieve the FBID from Facebook to cross-reference with the FBID stored in the
digital media metadata requires the enabler to possibly physically need to enter their login
and password credentials to the GUI connected to the apparatus. It may be possible that web
browser cookies allow automatic Facebook login by storing an active session key, but the
session key is not guaranteed to be active at the time of an access request. While the enabler
may not have an issue executing another authentication command, several remote operations
could cxist to control authcntication and access rcquests scparatcly from cach other. The
apparatus can execute a programmable retrieval command, usually a GET command, to

locate and retrieve the MAC address from an attached or connected networking card. After
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the FBID is acquired, the MAC address is also acquired to write the plurality of electronic
identifications to the metadata of the at least one encrypted digital media asset by; obtaining
the decryption key to decrypt the encrypted digital media asset which is usually stored
encoded, no encoded, encrypted, or no encrypted as part of the apparatus or as part of a
connected source, usually an Internet server with an encrypted HTTPS protocol. A plurality
of MAC addresses can be stored along with the FBID of the excelsior enabler to manage
access rights across a plurality of devices. To understand metadata and the uses, metadata is
defined simply as to "describe other data". It provides information about certain item's
content. For example, an image may include metadata that describes how large the picture is,
the color depth, the image resolution, when the image was crcated, and other data. A text
document's metadata may contain information about how long the document is, who the
author is, when the document was written, and a short summary of the document. Web pages
often include metadata in the form of Meta tags. Description and keywords Meta tags are
commonly used to describe the Web page's content. Most search engines use this data when
adding pages to their search index. In the invention, the FBID and MAC addresses are written
to the digital media asset metadata to prepare for the instant or delayed cross-referencing
element of the invention. The same process of writing the information to the digital media

metadata is true with secondary enablers allowing the same benefits of cross-referencing.

[00068] Cross-referencing, the last element of the invention is used to verify access rights of
an enabler of a pre or post personalized encrypted digital media asset. Once an enabler
executes an action for access request, the apparatus will obtain the decryption key to first
seck the MAC address record. If the MAC address is found, then a cross-reference process is
executed by comparing the MAC address retrieved from the metadata of the digital media file
with the MAC address retrieved from the networking card connected to the apparatus or The

App. If the comparison action proves to be true, then access rights are granted to the enabler.
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If the comparison fails, then the apparatus can either ask the enabler to participate in
communication with the authentication element of the invention, or could deny further
interactivity with the enabler. In this discussion, the apparatus requires the enabler to
participate in communication with the authentication clement to provide credentials to
establish a cross-reference comparison with the FBID retrieved from the metadata and the
FBID retrieved from the Facebook API. If the comparison action proves to be true, then
access rights is granted to the excelsior enabler and the current MAC address of the
networking card as part of The App is appended to the metadata of the encrypted digital
media asset and access rights is granted to the excelsior enabler. If the FBID cross-reference
fails, then the apparatus can cither ask the potential sccondary cnabler to participatc in
communication with the authentication clement of the invention, or could deny further
interactivity with the potential secondary enabler. In this discussion, the apparatus requires
the potential secondary enabler to participate in communication with the authentication
element to provide credentials to establish a cross-reference comparison with the FBID
retrieved from the metadata and the FBID retrieved from the Facebook "Friends.areFriends"
API command to determine if the potential secondary enabler identity is true or false. The
determination is in accordance to any possible access grace periods set by the content
provider of the encrypted digital media asset. If the comparison action proves to be true, then
access rights is granted to the secondary enabler and the current MAC address of the
networking card as part of The App and the FBID retrieved are appended to the established
metadata information of the encrypted digital media asset and access rights can be granted to
a plurality of secondary enablers; unlimited interoperability between devices and "fair use"
sharing partncrs for an infinitc time framc whilc protecting commercial digital media from

unlicensed distribution to sustain long-term return of investments is achieved.
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[00069] While the present invention has been described in connection with preferred
embodiments, it will be understood by those skilled in the art that variations and
modifications of the preferred embodiments described above may be made without departing
from the scope of the invention. Other embodiments will be apparent to those skilled in the
art from a consideration of the specification or from a practice of the invention disclosed
herein. It is intended that the specification and the described examples are considered

exemplary only, with the true scope of the invention indicated by the following claims.

EWS-002114



[00070] CLAIMS

What is claimed is:

1. A method for monitoring access to an encrypted digital media, the method facilitating

unlimited interoperability between a plurality of data processing devices, the method

comprising:

a.

receiving a branding request from at least one communications console of the
plurality of data processing devices, the branding request being a read and
write request of metadata of the encrypted digital media, the request
comprising a membership verification token corresponding to the encrypted

digital media;

authenticating the membership verification token, the authentication being

performed in connection with a token database;
establishing connection with the at least one communications console;

requesting at least one electronic identification reference from the at least one

communications console;

receiving the at least one clectronic identification reference from the at least

onc communications consolc; and

branding metadata of the encrypted digital media by writing the membership

verification token and the electronic identification reference into the metadata.

2. The method according to claim I, wherein the membership verification token is one

or more of a structured password, a random password, ¢-mail address and one or more

redeemable instruments of trade for access rights of the encrypted digital media.
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The method according to claim 1, wherein the branding request being a request from
an excelsior enabler through a data processing device of the plurality of data
processing devices, the excelsior enabler being the user acquiring access rights to the

encrypted digital media.

The method according to claim 3, wherein the branding request being a request from
one or more secondary enablers connected to the excelsior enabler, the plurality of
second enablers comprising one or more of human beings and programmed

computerized mechanisms in network of the excelsior enabler.

The method according to claim 1 or 3, wherein the membership verification token
represents verification from content provider to grant access rights to the excelsior

enabler and the one or more secondary enablers.

The method according to claim 1, wherein the encrypted digital media is shared with

one or more users after a predefined period.

The method according to claim 1, wherein the encrypted digital media is one of a
video file, audio file, container format, document, metadata as part of video game

softwarc and othcr computer bascd apparatus in which processcd data is facilitated.

The method according to claim 1, wherein the clectronic identification reference is a
web service account, the web service capable of facilitating service two way data

exchange to complete the verification process.

The method according to claim 1, wherein the electronic identification reference is a
key certificate, the key certificate being uploaded by the at least one communications

consolc for branding the cncrypted digital media.
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10. A computer program product for use with a computer, the computer program product
comprising a computer usable medium having a computer readable program code
stored therein for monitoring access to an encrypted digital media, the method
facilitating unlimited interoperability between a plurality of data processing devices,

the computer program product performing the steps of:

a. receiving a branding request from at least one communications console of the
plurality of data processing devices, the branding request being a read and
write request of metadata of the encrypted digital media, the request
comprising a membership verification token corresponding to the encrypted

digital media;
b. authenticating the membership verification token, the authentication being
performed in connection with a token database;

c. establishing connection with the at least one communications console;

d. requesting at least one electronic identification reference from the at least one

communications console;

e. receiving the at least one electronic identification reference from the at least

one communications console; and

f. branding metadata of the encrypted digital media by writing the membership

verification token and the electronic identification reference into the metadata.

11. The computer program product according to claim 10, wherein the membership
verification token is one or more of a structured password, a random password, e-mail
address and one or more redeemable instruments of trade for access rights of the

encrypted digital media.
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12.

13.

14.

15.

The computer program product according to claim 10, wherein the branding request
being a request from an excelsior enabler through a data processing device of the
plurality of data processing devices, the excelsior enabler being the user acquiring

access rights to the encrypted digital media.

The computer program product according to claim 12, wherein the branding request
being a request from one or more secondary enablers connected to the excelsior
enabler, the plurality of second enablers comprising one or more of human beings and

programmed computerized mechanisms in network of the excelsior enabler.

The computer program product according to claim 10 or 13, wherein the membership
verification token represents verification from content provider to grant access rights

to the excelsior enabler and the one or more secondary enablers.

A computer program product for use with a computer, the computer program product
comprising a computer usable medium having a computer readable program code
stored therein for authoring an encrypted digital media capable of unlimited
interoperability between a plurality of data processing devices, the computer program

product performing the steps of:
a. sclecting one or more media items to form the encrypted digital media;

b. entering a master password which provides access to the encrypted digital

media for editing;
c. customizing user access panel of the encrypted digital media;

d. connecting the encrypted digital media to a database of membership

verification tokens required for decrypting the encrypted digital media; and

e. encrypting the one or more media items to create the encrypted digital media.
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16.

17.

18.

19.

20.

The computer program product according to claim 15, wherein the one or more media

items is one or more of a video, an audio and a game.

The computer program product according to claim 15 further comprising
watermarking information on the encrypted digital media, the watermark being

displayed during playback of the encrypted digital media.

The computer program product according to claim 15, wherein the membership
verification token is a kodekey, the kodekey being a unique serial number assigned to

the encrypted digital media.

The computer program product according to claim 15 further comprising defining
access rights to the encrypted digital media, wherein the access rights includes one of

a purchasing rights, rental rights and membership access rights.

The computer program product according to claim 15 further comprising defining a
predefined time after which the encrypted digital media is shared with one or more

users, the one or more users being network of friends of the excelsior enabler.
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ABSTRACT

The invention is an apparatus that facilitates access to encrypted digital media to accept
verification and authentication from an excelsior enabler using at least one token and at least
one electronic identification. The at least one electronic identification could be a device serial
number, a networking MAC address, or a membership 1D reference from a web service.
Access to the product is also managed with a plurality of secondary enablers using the at least

one electronic identification reference.

EWS-002120



ey
e
H

[,

R

=

EWS-002121



