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DEVICE, SYSTEM AND METHOD FOR
VERIFYING INTEGRITY OF SOFTWARE
PROGRAMS

BACKGROUND OF THE INVENTION

[0001] Devices that include embedded software, instruc-
tions or code may run such embedded software from for
example read only memory (“ROM™) or other memory
units. Functionality may be added to such devices by the
inclusion in such devices of additional customized or vendor
specific functional code, instructions, programs. databases
or graphics (“firmware”) that may for example be down-
loaded from a network or otherwise loaded into a memory
of a device such as for example random access memory
(“RAM”), flash memory units, memory cards, disk on a key
or other memory units.

[0002] Code that may for example be stored on a ROM
unit may authenticate or verify the completeness or integrity
of the firmware or functional code that may be stored on for
example another memory unit such as for example an
attached memory device, to determine for example that the
firmware was not miscopied, corrupted, compromised or
otherwise unauthorized for use with a particular device.
Such authentication or verification may be performed by
various means such as for example integrity checking algo-
rithms or test functions such as for example checksums,
cyclic redundancy checks (CRC’s) or hash functions stored
for example in the ROM code or elsewhere in a device. The
results of the execution of such algorithms or test functions
may be compared with the expected results that may be
stored for example in ROM or in other data storage units of
a device. The integrity of the functional program, software,
code, data, graphics or other firmware may be confirmed if,
for example, the results of the integrity checking algorithm’s
evaluation of a functional program are equal to a stored
value.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] Embodiments of the invention will be understood
and appreciated more fully from the following detailed
description taken in conjunction with the drawings in which:

[0004] FIG. 1 is a schematic diagram of components of a
device with embedded ROM and stored firmware in accor-
dance with an exemplary embodiment of the invention;

[0005] FIG. 2 is a flow diagram depicting a method of
verifying the integrity of a program in accordance with an
exemplary embodiment of the invention; and

[0006] FIG. 3 is a flow chart of a method in accordance
with an embodiment of the invention.

DETAILED DESCRIPTION OF THE
INVENTION

[0007] In the following description, various aspects of the
present invention will be described. For purposes of expla-
nation, specific configurations and details are set forth in
order to provide a thorough understanding of the present
invention. However, it will also be apparent to one skilled in
the art that the present invention may be practiced without
the specific details presented herein. Furthermore, well-
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throughout this description. These are merely descriptions of
specific embodiments of the invention. The scope of the
invention is not limited to the examples given.

[0008] Unless specifically stated otherwise, as apparent
from the following discussions, it is appreciated that
throughout the specification, discussions utilizing terms
such as “processing,”‘computing,” calculating,”“determin-
ing,” or the like, refer to the action and/or processes of a
processor, computer or computing system, or similar elec-
tronic or hardware computing device, that manipulates and/
or transforms data represented as physical, such as electronic
quantities within the computing system’s registers and/or
memories into other data similarly represented as physical
quantities within the computing system’s memories, regis-
ters or other such information storage, transmission or
display devices.

2%

[0009] The processes and displays presented herein are not
inherently related to any particular computer, communica-
tion device or other apparatus. The desired structure for a
variety of these systems will appear from the description
below. In addition, embodiments of the present invention are
not described with reference to any particular programming
language, machine code, etc. It will be appreciated that a
variety of programming languages, machine codes, etc. may
be used to implement the teachings of the invention as
described herein. Embodiments of the invention may be
included on a medium or article such as a hard disc, disc on
key or other memory unit having stored thereon instruction
that when executed implement an embodiment of the inven-
tion.

[0010] Reference is made to FIG. 1, which is a schematic
diagram of components of a device with memory such as for
example embedded ROM or other type of storage as well as
stored firmware in accordance with an exemplary embodi-
ment of the invention. Device 10 may include a processor 12
that may be connected to, operably linked to or part of a data
storage unit such as for example a ROM 14, electrical
erasable read only memory (EEPROM) 17, random access
memory (RAM) 15 and a memory device 16 such as an
attachable memory device or another suitable storage
device. Other configurations of processor 12 and memory
are possible. In some embodiments the storage functions of
EEPROM 17 may be filled by other non-volatile memory
devices such as ROM, FLASH or battery backed RAM. In
some embodiments, one or more buses 18 may connect
various components and memory units in device 10.
Memory device 16 may include functionality in addition to
memory functionality, such as processing power, commu-
nications, etc. In an alternate embodiment, memory device
16 may be included in a remote device, or may be integral
to device 10, and need not be attachable.

[0011] In some embodiments, ROM 14 may be any suit-
able memory device that is capable of storing a program or
other code that is not intended to be erased or written over
as part of the function of device 10 in which ROM 14 is held.
In some embodiments, ROM 14 may store for example an
operating system, code or programs that may for example
operate or execute certain basic operations of device 10.
Other programs, instructions or data may be stored on ROM
14, and data storage umts other than ROM 14 may be used
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