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[57] ABSTRACT

Authentication of a casino game data set is carried out within
the casino game console using an authentication program
stored in an unalterable ROM physically located within the
casino game console. The casino game data set and a unique
signature are stored in a mass storage device, which may
comprise a read only unit or a read/write unit and which may
be physically located either within the casino game console
or remotely located and linked to the casino game console
over a suitable network. The authentication program stored
in the unalterable ROM performs an authentication check on
the casino game data set at appropriate times, such as prior
to commencement of game play, at periodic intervals or
upon demand. At appropriate occasions, the contents of the
unalterable ROM can be verified by computing the message
digest of the unalterable ROM contents and comparing this

It CL7 oot eeeseeen GO6F 5/00 computed message digest with a securely stored copy of the
US.ClLoeeeeeeeen 463/29; 380/25 message digest computed from the ROM contents prior to
Field of Search ..o, 380/28, 21, 9,23, installation in the casino game console.
380/30, 49, 50, 59; 463/29, 16, 40, 41,
42, 44 49 Claims, 4 Drawing Sheets
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