| Nt 0 R A A T U
US005643086A

United States Patent 9

Alcorn et al.

111 Patent Number: 5,643,086
451 Date of Patent: Jul. 1, 1997

(541

[75]

[73]

[21]
[22]

[51]
[52]

[58]

[56]

ELECTRONIC CASINO GAMING
APPARATUS WITH IMPROVED PLAY
CAPACITY, AUTHENTICATION AND
SECURITY

Inventors: Allan E. Alcorn, Portola Valley;
Michael Barnett, Santa Clara; Louis D.
Giacalone, Jr., Palo Alto; Adam E.
Levinthal, Redwood City, all of Calif.

Assignee: Silicon Gaming, Inc., Palo Alto, Calif.

Appl. No.: 497,662

Filed: Jun. 29, 1995
Int. CL¢ AG3F 9124
U.S. CL oorrrerverssessssssssssssnnas 463129; 463/16; 463/44;
463/40; 380/25

Field of Search .o 380/24, 4, 9, 23,
380/30, 49, 50, 59; 463/29, 16, 40, 41,

42, 44

References Cited
U.S. PATENT DOCUMENTS

4,218,582  8/1980
4,752,068 6/1988
4,759,064 7/1988
4,865,321 9/1989
5,004,232  4/1991
5,326,104  7/1994
5,489,095 2/1996

Primary Examiner—Jessica Harrison

OCKET
L M

Assistant Examiner—Michael O’Neill
Attomney, Agent, or Firm—Clande A. S. Hamrick

[57] ABSTRACT

An electronic casino gaming system includes an unalterable
ROM for storing a casino game authentication program,
including a message digest algorithm program, a decryption
program and a decryption key. A casino game data set
containing casino game rules and image data is stored in a
mass storage device, such as a local disk memory or a
remote network file server, along with the signature of the
casino game data set. The signature is an encrypted version
of the message digest of the casino game data set, prepared
using a hash function. Prior to permitting game play by a
player, the casino game data set is transferred from the mass
storage device to main memory and during this process the
message digest is computed from the image data using a
hash function stored in the ROM. The encrypted version of
the message digest transferred from the mass storage device
is decrypted using the decryption program and decryption
key stored in the unalterable ROM. The two message digests
are then compared for a match: if a match exists, game play
is permitted; if a match does not exist, game play is
prohibited. The authentication procedure is also used to
check all casino game software, both programs and fixed
data sets, stored in any memory devices distributed through-
out the system, such as the system boot ROM, NVRAM and
all sub-system memory devices. The authentication proce-
dure is run whenever a particular program or fixed data set
is scheduled for use by the system, and also at periodic
intervals and on demand.

19 Claims, 2 Drawing Sheefs
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ELECTRONIC CASINO GAMING
APPARATUS WITH IMPROVED PLAY
CAPACITY, AUTHENTICATION AND
SECURITY

BACKGROUND OF THE INVENTION

This invention relates to microprocessor based gaming
systems used in gambling casinos.

Microprocessor based gaming systems are known which
are used in gambling casinos to augment the traditional siot
machine games (e.g. three reel single or multi-line games)
and card games, such as poker and black jack. In a typical
gaming system of this type, a microprocessor based system
includes both hardware and software components to provide
the game playing capabilities. The hardware components
include a video display for displaying the game play,
mechanical switches for enabling player selection of addi-
tional cards or game play choices, coin acceptors and
detectors and the electronic components usually found in a
microprocessor based system, such as random access
memory (RAM), read only memory (ROM), a processor and
one or more busses. The software components include the
initialization software, credit and payout routines, the game
image and rules data set, and a random number generator
algorithm. In order to be acceptable for casino use, an
electronic gaming system must provide both security and
authentication for the software components. For this reason,
gaming commissions have heretofore required that all soft-
ware components of an electronic gaming system be stored
in unalterable memory, which is typically an unalterable
ROM. In addition, a copy of the contents of the ROM or a
message digest of the contents (or both) are normally kept on
file in a secure location designated by the gaming commis-
sion so that the contents of an individual ROM removed
from a gaming machine can be verified against the custodial
version.

In a typical arrangement, a message digest of the ROM
contents is initially generated prior to the installation of the
ROM in the machine by using a known algorithm usually
referred to as a hash function. A hash function is a compu-
tation procedure that produces a fixed-size string of bits
from a variable-size digital input. The fixed-sized string of
bits is termed the hash value. If the hash function is difficult
to invert—termed a one-way hash function—the hash func-
tion is also termed a message digest function, and the result
is termed the message digest. The message digest is unique
to any given variable size input data set, i.e., the game data
set stored in the ROM. When it becomes necessary to later
authenticate the ROM from any given machine, the ROM is
physically removed from the game console and the message
digest of the ROM contents is computed directly from the
ROM using the original hash function. The computed mes-
sage digest is compared with the message digest on file at the
designated custodial location (typically in the casino itself).
This procedure is typically carried out whenever a machine
produces a payoff beyond a given threshold value. If the two
message digests match, then the contents of the ROM are
considered to be authenticated (verified) and the payout is
made to the player.

While such electronic casino gaming systems have been
found to be useful in promoting casino game play, the
restriction requiring that the casino game program be stored
in unalterable ROM memory, leads to a number of disad-
vantageous limitations. First, due to the limited capacity of
the ROM storage media traditionally used to hold the
program, the scope of game play available with such sys-
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tems is severely limited. For sophisticated games using
motion video and audio multi-media elements, much more
memory capacity, on the order of hundreds of megabytes, is
necessary. However, physical verification of such a large
quantity of physical devices is not practical, and has thus far
been an impediment to creating sophisticated games with
more player appeal. Second, the authentication check is only
conducted on a limited basis (usually after a jackpot) or
other significant winning game outcome, and the authenti-
cation procedure requires that game play be halted until the
ROM contents have been found to be authentic.

SUMMARY OF THE INVENTION

The invention comprises an electronic casino gaming
system which greatly expands casino game play capability
and enhances security and authentication capabilities. More
particularly, the invention comprises an electronic casino
gaming system and method having greatly expanded mass
storage capability for storing a multiplicity of high
resolution, high sound quality casino type games, and pro-
vides enhanced authentication of the stored game program
information with a high security factor.

According to a first aspect of the invention, authentication
of a casino game data set is carried out within the casino
game console using an authentication program stored in an
unalterable ROM physically located within the casino game
console. The casino game data set and a unique signature are
stored in a mass storage device, which may comprise a read
only unit or a read/write unit and which may be physically
located either within the casino game console or remotely
located and linked to the casino game console over a suitable
network. The authentication program stored in the unalter-
able ROM performs an authentication check on the casino
game data set at appropriate times, such as prior to com-
mencement of game play, at periodic intervals or upon
demand. At appropriate occasions, the contents of the unal-
terable ROM can be verified by computing the message
digest of the unalterable ROM contents and comparing this
computed message digest with a securely stored copy of the
message digest computed from the ROM contents prior to
installation in the casino game console.

From a process standpoint, this aspect of the invention
comprises a method of authenticating a data set of a casino
style game which consists of two phases: a game data set
preparation phase and a game data set checking phase. In the
game data set preparation phase, the method proceeds by
providing a data set for a casino game, computing a first
abbreviated bit string unique to the casino game data set,
encrypting the first abbreviated bit string to provide an
encrypted signature of the casino game data set, and storing
the casino game data set and the signature in a mass storage
device. The first abbreviated bit string is preferably com-
puted using a hash function to produce a message digest of
the casino game data set. The signature is then encrypted
from the message digest. After storage of the game data set
and unique signature, this information is installed in a casino
game console. The casino game data set checking phase
proceeds by computing a second abbreviated bit string from
the stored casino game data set using the same hash
function, decrypting the stored encrypted signature to
recover the first abbreviated bit string, and comparing the
first and second abbreviated bit strings to determine whether
the two strings match. If a match does occur, the casino
game data set is deemed authentic; if there is no match,
authentication is denied and game play is prohibited.

The encryption/decryption process is preferably per-
formed using a private key/public key technique in which
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the first abbreviated bit string is encrypted by the game
manufacturer using a private encryption key maintained in
the custody of the game manufacturer. The decryption of the
signature is performed using a public key which is contained
in an unalterable read only memory element located in the
game console, along with the casino game data set. The
casino game data set is preferably stored in a mass storage
device, such as a magnetic or CD-ROM disk drive unit or a
network file unit, the selected unit having a relatively large
capacity. The actual size of the mass storage device will
depend upon the casino game storage requirements and can
be tailored to any specific application.

Each time a casino game data set is transferred from the
mass storage device to the main memory of the system, the
authentication routine is run. The authentication routine can
also be run automatically on a periodic basis, or on
demand—either locally by means of an operator switch
mounted in the game console or remotely via a network.
Consequently, the authenticity of the data set can be auto-
matically checked whenever the transfer occurs and at other
appropriate times.

In order to detect attempts to tamper with the contents of
the unalterable read only memory element located in the
game console, a message digest computed for the authenti-
cation program stored therein is stored in a secure manner in
a different location from the game console, such as the
casino operator’s security facilities or the facilities of a
gaming commission (or both). The authenticity of the unal-
terable read only memory element is checked in the same
way as that now performed in prior art devices: viz. com-
puting the message digest directly from the unalterable read
only memory device, and comparing the message digest thus
computed with the custodial version.

From an apparatus standpoint, the first aspect of the
invention comprises an electronic casino gaming system for
providing authentication of a game data set of a casino type
game prior to permitting game play, the system including
first means for storing a casino game data set and a signature
of the casino game data set, the signature comprising an
encrypted version of a unique first abbreviated bit string
computed from the casino game data set; second means for
storing an authentication program capable of computing a
second abbreviated bit string from the casino game data set
stored in the first storing means and capable of decrypting
the encrypted signature stored in the first storing means to
recover the first abbreviated bit string; processing means for
enabling the authentication program to compute an abbre-
viated bit string from the casino game data set stored in the
first storing means and for enabling the authentication
program to decrypt the encrypted signature; and means for
comparing the computed second abbreviated bit string with
the decrypted abbreviated bit string to determine whether a
match is present. The first storing means preferably com-
prises a mass storage device, such as a disk drive unit, a
CD-ROM unit or a network storage unit. The second storing
means preferably comprises an unalterable read only
memory in which the authentication program is stored.

According to a second aspect of the invention, the authen-
tication program stored in the unalterable ROM located
within the casino game console is used to test the authen-
ticity of all other programs and fixed data stored in memory
devices in the electronic casino gaming system, such as a
system boot ROM, memory devices containing the operat-
ing system program, system drivers and executive/loader
programs, and other memory devices incorporated into the
electronic casino game system architecture. The contents of
each such memory device, whether program information or
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fixed data, include signatures encrypted from message
digests computed using a hash function from the original
program information or fixed data set. Upon system
initialization, the authentication program in the unalterable
ROM is used to authenticate the individual memory device
contents in essentially the same fashion as that used to
authenticate the casino game data sets. More specifically, the
message digest for the given program or fixed data set is
computed using the same hash function originally used to
produce the message digest for that program or fixed data
set. The encrypted signature is decrypted using the proper
decryption program and decryption key to recover the
message digest. The two versions of the message digest are
then compared and, if found to be matching, the concerned
program or fixed data set is deemed authentic and is per-
mitted to be used by the system. Once all of the concerned
programs and fixed data sets have been so authenticated, the
casino game data set authentication procedure is run, after
which game play is permitted (provided a match occurs).

From a process standpoint, this second aspect of the
invention comprises a method of authenticating a program
or data set of a casino style game which consists of two
phases: a program or fixed data set preparation phase, and a
program or fixed data set checking phase. In the program or
fixed data set preparation phase, the method proceeds by
providing a program or fixed data set for a casino game,
computing a first abbreviated bit string unique to the pro-
gram or fixed data set, encrypting the first abbreviated bit
string to provide an encrypted signature of the program or
fixed data set, and storing the program or fixed data set and
the signature in a memory device. The first abbreviated bit
string is preferably computed using a hash function to
produce a message digest of the program or fixed data set.
The signature is then encrypted from the message digest.
After storage of the program or fixed data set and unique
signature in the memory device, the memory device is
installed in a casino game console. The casino game pro-
gram or fixed data set checking phase proceeds by comput-
ing a second abbreviated bit string from the stored casino
game program or fixed data set stored in the memory device
using the same hash function, decrypting the encrypted
signature stored in the memory device to recover the first
abbreviated bit string, and comparing the first and second
abbreviated bit strings to determine whether the two strings
match. If a match does occur, the casino game program or
fixed data set is deemed authentic; if there is no match,
authentication is denied and use of that casino game pro-
gram or fixed data set is prohibited.

The authentication routine is run each time a given casino
game program or fixed data set needs to be called or used.
The authentication routine can also be run automatically on
a periodic basis, or on demand—either locally by means of
an operator switch mounted in the casino game console or
remotely via a network. Consequently, the authenticity of
the casino game program or fixed data set can be automati-
cally checked whenever use of that program or fixed data set
is required and at other appropriate times, such as in the
course of a gaming commission audit.

From an apparatus standpoint, this second aspect of the
invention comprises an electronic casino gaming system for
providing authentication of a casino game program or fixed
data set prior to permitting system use of that casino game
program or fixed data set, the system including first means
for storing a casino game program or fixed data set and a
signature of the casino game program or fixed data set, the
signature comprising an encrypted version of a unique first
abbreviated bit string computed from the casino game
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