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INFORMATION PROCESS DEVICE

CROSS-REFERENCE TO THE RELATED APPLICATION(S)

This application is based upon and claimsa priority from the prior Japanese
Patent Application No. 2004-245377 filed on August, 25, 2004, the entire contents of
which are incorporated herein by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an information process device in which a
fault in hardware or software is inspected.

2. Description of Related Art

In a conventional information process device, data and programsrequired in

calculation or control are stored in one memory area of a memory device such as a
hard disk and a program for inspecting whether or not a fault such as damage,
changeorfalsification occurs in the programs or data (hereinafter, abbreviated as
"fault inspection program") is stored in the other memory area in the same memory
device, as disclosed in Unexamined Japanese Publication No. 2003-331236.

Therefore, in a case that the damage occurs in the memory device, there is
fear that the fault inspection program is also damaged. At that time, it cannot be
guaranteed that the fault inspection program properly operates.

SUMMARY OF THE INVENTION 

In order to dissolve the above problems, the present invention has been done

and has an object to provide an information process device in which it can be
guaranteed that a fault inspection program properly operates even if a fault oceurs in
a memory device whichis inspected through the fault inspection program.

In order to accomplish the above object, according to one aspect of the present

invention,it is provided an information process device comprising:
a first memory device for storing a boot program executed when the

information process device is started to operate;
a mother board on whichthefirst memory device is provided;
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a second memory device for storing an application program, the second

memory device being connected to the mother board:

a control device for executing a fault inspection program to inspect whether

or not a fault occurs in the second memory device;

wherein the fault inspection program is stored in the first memory device;

and

wherein the control device executes the fault inspection program when the

information process device is started to operate.

According to the information process device of the present invention, the
fault inspection program is stored in the first memory device on the mother board
which is independent from the second memorydevice, thereby even if the fault occurs
in the second memory device, it can be guaranteed that the fault inspection program

properly operates.

The above and further objects and novel features of the invention will more

fully appear from the following detailed description when the same is read in
connection with the accompanying drawings. It is to be expressly understood,

however, that the drawings are for purposeofillustration only and not intended as a

definition of the limits of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in and constitute a part

 

of this specification illustrate embodiments of the invention and, together with the
description, serve to explain the objects, advantages and principles of the invention.

In the drawings,

Fig. 1 is a block diagram of an information process device according to the
embodiment,

Fig. 2 is a flowchart of a start program executed when the information

process device is started to operate, and

Fig. 3 is a perspective view of the information process device according to the
embodiment.

 
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Patent Owner, Bot M8 LLC - Ex. 2013, p.5



Patent Owner, Bot M8 LLC - Ex. 2013, p. 6

10

15

20

25

30

Hereinafter, the embodiment according to the present invention will be
described with reference to the drawings.

Fig. 1 is a block diagram of the embodiment according to the present
invention. Fig. 3 is a perspective view of an information process device of the
embodiment. As shownin Fig. 3, although the information process device 1 is a

gaming machinefor business use, such gaming machineutilizes an operating system
(OS) which is generally used in a personal computer on sale. And under an
operation circumstances thereof, a game soft program stored in a hard disk
mentionedlater is operated.

And as shownin Fig. 1, in the information process device 1 according to the

embodiment, a CPU 12, a ROM 13, a RAM 14, a bus 15, connectors 16, 17, a port 18,
extended slots 19, 20 are provided on a mother board 11.

The CPU 12 controls the information process device 1 of the embodiment and

executes various programs. Therefore, the CPU 12 correspondsto a control device.
And the ROM 13 is a nonvolatile memory in which various control programs

are stored, such control programs being required when the information process device
1 of the embodiment is started to operate. The ROM 13 corresponds to a first

memory device. Andin the ROM 13, as shownin Fig. 1, a boot program storing area
13a for storing a boot program,a fault inspection program storing area 13b for storing
a fault inspection program and a start program storing area 13c for storing a start

program are formed.

Here, the boot program stored in the boot program storing area 18a, the fault
inspection program stored in the fault inspection program storing area 13b and the
start program stored in the start program storing area 13c will be described
hereinafter.

Further, the RAM 14 is a memory for temporarily storing various data
calculated when the CPU 12 executes programs.

The bus 15 is constructed from a PCI bus in which a bridge circuit for

frequency change is formed, and becomes a common signal bus through which
transmission andreceipt of signals are conducted among the CPU 12, the ROM 13,

the RAM 14, the connectors 16, 17, the port 18 and the extendedslots 19, 20.
The connector 16 is a device to connect an output device 21 required when the
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gamesoft program is operated, to the mother board 11.
Here, the output device 21 connected to the connector 16 is constructed from

a liquid crystal display (see the reference number 2] in Fig. 3) and a sound output
device (not shown) such as a speaker. Instead of the liquid crystal display (see the
reference number 21 in Fig. 3), a CRT display and the like may be used.

The connector 17 is a device to connect an input device required when the

gamesoft program is operated, to the mother board 11. Here, the input device 22 is
constructed from a control panel 22 (see Fig. 3) provided with a plurality of button

switches (not shown). The input device 22 may include the other devices such as a

keyboard, a mouseandthelike, and according to contents of the game soft program, a
joystick and the like may be connected to the connector 17. And in Fig. 1, although
only one connector 17 is shown,if a plurality of input devices 22 are used, plural
connectors 17 are provided respectively correspondingto each of the input devices 22.

And a hard disk 24 (HDD)is connected to the port 18 througha flat cable 23.

And in the hard disk 24 connected to the port 18, there are formed an

operating system (OS) storing area 24a for storing the OS, an extended BIOS (Basic
Input Output System) storing area 24b for storing an extended BIOS and an
application storing area 24c for storing an application program whichis the game soft
program. Therefore, the hard disk 24 corresponds to a second memory device.

And the extended slot 19 is an insertion slot to connect a video board 25 to

the mother board 11.

Here, the video board 25 connected to the mother board 11 through the
extended slot 19 is a board having a graphics-accelerator to display figures and
characters on the liquid crystal display (see the reference number 21 in Fig. 3) which
is one of the output devices 21. The video board 25 can conduct performance with a
resolution level and a graphics describing speed so that the operation of the gamesoft

program in the information process device 1 of the embodiment can be properly
executed.

And the extended slot 20 is an insertion slot to connect a sound board 26 to

the mother board11.

Here, the sound board 26 connected to the mother board 11 through the
extended slot 20 is a board having a chip such as FM sound source and PCM sound
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source to output sounds from the speaker (not shown) which is one of the output
devices 21. The sound board 26 can conduct performanceso that the operation of the
game soft program in the information process device 1 of the embodiment can be
properly executed.

Next, with reference to a flowchart shown in Fig. 2, it will be described an
operation executed when the information process device 1 according to the
embodimentis started to operate. Fig. 2isa flowchart of a start program executed
when the information process device 1 is started to operate.

In the information process device 1 of the embodiment, when the device 1 is
started to operate, the start program stored in the start program storing area 13c of
the ROM 13 is executed by the CPU 12.

That is to say, as shownin Fig. 2, when the start program is executed,at first
in S11, a boot program is executed.

Here, the boot program is a program stored in the boot program storing area
18a of the ROM 13, and based on the boot program, initialization of various devices
including the extended BIOS (Basic Input Output System) in the hard disk 24 and
the OS (Operating System) in the hard disk 24 is executed.

At that time, since the OS (Operating System) in the hard disk 24 is loaded in
the RAM 14 andstarted to operate, the ROM 13 may be called as a boot ROM atthis

point of view.

Next, when procedure of the start program shifts to $12, the fault inspection

program is executed.

Here, the fault inspection program is a program stored in the fault inspection
program storing area 13b and through which a fault inspection in the hard disk 24is
executed. Concretely, according to the fault inspection program,it is inspected
whether or not a damage occurs in the hard disk 24 or whether or not change or
falsification of the program stored in the hard disk 24 is conducted.

Next, when procedure of the start program shifts to $13, it is determined
whether or not a fault occurs in the hard disk 24. This determination is conducted
based on an execution result of the fault inspection program obtained in $12.

At that time, if it is determined that the fault does not occur in the hard disk
24 (S13: NO), procedure shifts to $14, thereafter the application program stored in
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the hard disk 24 is loaded in the RAM 14 and execution of the application program is
started. On the other hand,ifit is determined that the fault occurs in the hard disk
24 ($13: YES), procedure shifts to 515 and error display is conducted on the liquid
crystal display (see the reference number 21 in Fig. 3) which is one of the output
devices 21.

As mentioned, in the information process device 1 according to the
embodiment, as shown in Fig. 1, the fault inspection program is stored in the fault
inspection program storing area 13b of the ROM 13 on the mother board 11
independently from the hard disk 24, thereby evenif a fault occurs in the hard disk
24 which is inspected by the fault inspection program,it can be guaranteed that the
fault inspection program properly operates.

And as shownin Fig.3, the information process device 1 of the embodimentis
used as the gaming machine for business use, and as shown in Fig. 2, the fault
inspection program stored in the ROM 13is executed at the time that the information
process device 1 is started to operate and the fault inspection in the hard disk 24 is
executed before games are started. Therefore, measures to avoid troubles during
gaming can be taken beforehand, without giving displeasureto a player of the gaming
machine for business use.

Here, the present invention is not limited to the embodiment mentioned in
the above and various modifications can be conducted within the scope of the present
invention.

For example, as shownin Fig. 3, although the information process device 1 of
the embodiment is used as the gaming machine for business use, the information
process device 1 may be adopted for a personal computer on sale. In this case, the
keyboard, the mouseor the joystick maybe utilized as the input device, instead of the
control panel 22.

And in the information process device 1 of the embodiment, although the
hard disk 24 is used as the second memory device, a flash memory in which contents
can be changed and stored may be used. In this case, the fault inspection program
inspects whetheror not a fault occurs in the flash memory.

The present invention can be adopted for the fault inspection in the
information process device.
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WHAT IS CLAIMEDIS:

1. An information process device comprising:

a first memory device for storing a boot program executed when the

information process device is started to operate;

a mother board on which the first memory device is provided;

a second memory device for storing an application program, the second

memory device being connected to the mother board;

a control device for executing a fault inspection program to inspect whether

or not a fault occurs in the second memory device;

wherein the fault inspection program is stored in the first memory device;

and | .

wherein the control device executes the fault inspection program when the

information process device is started to operate.

2. The information process device according to claim 1, wherein the first

memory device is a ROM provided on the mother board,

wherein the second memory device is a hard disk which is independent from

the mother board, and ,

wherein the control device executes the fault inspection program stored in

the ROM to inspect whetheror not the fault occurs in the hard disk.

3. The information process device according to claim 1, wherein the information

process device is utilized as a gaming machinefor business use.
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ABSTRACT OF THE DISCLOSURE 

In the information process device 1, the fault inspection program is stored in
the fault inspection program area 13bof the ROM 13 provided on the mother board 11
which is independently arranged from the hard disk 24, thereby evenif a fault occurs
in the hard disk 24 which is inspected by the fault inspection program, it can be
guaranteed that the fault inspection program properly operates.
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As a below named inventor, | hereby dedare that:

My residence, mailing address and citizenship are as
stated next to my name.

I believe | am the original,first and sole inventor (if only one
nameis listed below) or an original, first and joint inventor
(if plural names are listed below) of the subject matter
which is claimed and for which a patent is sought on the
invention entited.

INFORMATION PROCESS DEVICE

the specification of which

0_isattached hereto. -

OO wasfiled on —

as United States Application Number or PCT
Intemational Application Number

and was amended on 

(if applicable) 

1 hereby state that | have reviewed and understand the
contents of the above identified specification, including the
claims, as amended by any amendment referred to above.

1 acknowledge the duty to dieclosa information which is
material to patentability as defined in Tile 37, Code of
Federal Regulations, § 1.56.
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I hereby claim foreign priority under Title 35, United States
Code, § 119 (@){d) or 385(d) Of any foreign application(s)
for patent or inventor's certificate, or § 365(a) of any PCT
International application which designated at least one
country other than the United States, fisted below and have
also identified below, by checking the box, any foreign
application for patent of inventors certificate, or PCT
International application having «a filing date before that of
the application on which priority is claimed,

Priority Claimed
CEES

25 August 2004 x Oo
(Day/Month/Year Filed) Yes No

(HICSSB) es WR

oO oO
(Daey/Month/Year Filed) Yes No

(HERA B) fey

| hereby claim the benefit under Title 35, United States
Code, §119{e) of any United States provisional
application(s)listed below.

ee

(Application No.) (Filing Date)
(HET) (HE A)

| hereby claim the benefit urder Title 35, United States
Code, § 120 of any United States application(s). or § 365(c)
of any PCT International application designating the United
States, listed below end, insofar as the subject matter of
each of the claims of this application is not disclosed in the
prior United States or PCT international application in the
manner provided by the first paragraph of Title 35, United
States Code, § 112, | acknonwiadgethe duty to disclose
information which Is material to patentability ae dafinad in
Title 37, Code of Federal Reguiations, § 1.56 which became
available batween the filing date of the prior ication and
the national or PCT International filing date of this
application. ,

nnn
(Siatus: Patented, Pending, Abandoned)
(ai: OUTS. OP, hes)

(Status: Patented, Pending,
(SUR: COFFS. CAP, BAD

I hereby declare that ell statements made herein of my own
knowledge are true and that all statements made on
information and belief are believed to be Tue; and further
that these statements were made with the knowiedge that
willful false statements and the like so made are punishable
by fine or imprisonment, or both, under Section 1007 of Tite
48 of the United States Code and that such wilful false
statements may feopardize the validity of the application or
any patent Issued thereon.
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APPLICATION DATA SHEET

APPLICATION INFORMATION

Application Type::
Subject Matter::
CD-ROM or CD-R?::
Title:

Attorney Docket Number::
Total Drawing Sheets::
Small Entity?::

INVENTOR INFORMATION

Applicant Authority Type::
Primary Citizenship Country::
Status::

Given Name::

Family Name::
City of Residence::
Country of Residence::
Street of Mailing Address::

City of Mailing Address::
Country of Mailing Address::
Postal or Zip Code of Mailing Address:

CORRESPONDENCE INFORMATION

Correspondence Customer Number::

REPRESENTATIVE INFORMATION

Representative Customer Number::

DOMESTIC PRIORITY INFORMATION

FOREIGN PRIORITY INFORMATION

 
   

Page 1

   

   Application Number: (Country:——sidiFilingDate:: Priority Claimed:
2004-245337 Japan«08/25/04 YES

REGULAR

UTILITY

NONE

INFORMATION PROCESSDEVICE
276900US90

3

NO

INVENTOR

Japan
FULL CAPACITY
Jun

HAISHIMA

Tokyo

Japan
3-1-25, Ariake, Koto-ku

Tokyo
Japan
135-0063

22850

22850

Initial 08/17/05
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ASSIGNMENT INFORMATION

Assignee Name:: Aruze Corp.
Street of Mailing Address:: 3-1-25, Ariake, Koto-ku
City of Mailing Address:: Tokyo
Country of Mailing Address:: Japan
Postal or Zip Code of Mailing Address:: 135-0063

Page 2 Initial 08/17/05
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Docket No. 276900US90

IN THE UNITED STATES PATENT AND TRADEMARKOFFICE

IN RE APPLICATION OF:—Jun HAISHIMA

SERIAL NO: New Application GAU:
FILED: Herewith EXAMINER:
FOR: INFORMATION PROCESS DEVICE

INFORMATION DISCLOSURE STATEMENT UNDER 37 CFR 1.97
COMMISSIONER FOR PATENTS
ALEXANDRIA, VIRGINIA 22313

SIR:

Applicant(s) wish to disclose the following information.

REFERENCES

BB Theapplicant(s) wish to make of record the referenceslisted on the attached form PTO-1449. Copies of the listed
references are attached, where required,as are either statements of relevancy or anyreadily available English
translations of pertinent portions of any non-English languagereferences.

(0 Acheck or credit card payment form is attached in the amount required under 37 CFR §1.17(p).
RELATED CASES

C1 Attachedis a list of applicant’s pending application(s), published application(s) or issued patent(s) which may be
related to the present application.In accordance with the waiver of 37 CFR 1.98 dated September 21, 2004, copies
of the cited pending applications are not provided. Cited published and/or issued patents, if any, are listed on the
attached PTO form 1449.

OO Acheckor credit card payment form is attached in the amount required under 37 CFR §1 .17(p).
CERTIFICATION

O Eachitem of information containedin this information disclosure statementwas first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three monthspriorto the filing of
this statement.

OO Noitem ofinformation contained in this information disclosure statementwascited in a communication from a
foreign patentoffice in a counterpart foreign application or,to the knowledgeofthe undersigned, having made
reasonable inquiry, was knownto any individual designated in 37 CFR §1.56(c) more than three monthsprior to
the filing of this statement.

DEPOSIT ACCOUNT

WB Please charge any additional fees for the papers beingfiled herewith and for which no checkorcredit card
paymentis enclosed herewith,or credit any overpayment to deposit account number15-0030. A duplicate copy of
this sheet is enclosed.

 

Respectfully submitted,

OBLON, SPIVAK, McCLELLAND,
MAIER & NEUSTADT,P.C.

Masayasu Mori

Customer Number Registration No. 47,301C.Irvin McClelland
22850 Registration Number21,124

Tel. (703) 413-3000
Fax. (703) 413-2220
(OSMMN 05/03)
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SHEET 1 OF 1oem

276900US90 New Application |
APPLICANT |
Jun HAISHIMA |

|
FILING DATE GROUP
Herewith

U.S. PATENT DOCUMENTS SUB FILING DATE !
SLs IF APPROPRIATE

 
 

 

  

 
 

 
 

U.S. DEPARTMENT OF COMMERCE
PATENT AND TRADEMARK OFFICE 

 
 

  
 

Form PTO 1449
(Modified)  

 
 

  

 
  

 

 
|

LIST OF REFERENCESCITED BY APPLICANT

 
 

DOCUMENT
NUMBER YES NO

2003-330793 74/21/2003|Japan (with English Abstract)rT|xi

 

 
*Examiner:Initial if reference is considered, whether or not citation is in conformance with MPEP 609; Drawline through cit
conformance andnot considered.Include copyofthis form with next communication to applicant.Leeee

ation if not in  
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Searching PAJ 1/2 A=
La

PATENT ABSTRACTS OF JAPAN

(11)Publication number: 2003-330793
(43)Date of publication of application : 21.1 1.2003

   
(51)Int.Cl.

GOGF 12/08

 
 

GO6F 12/06
GO6F 12/16

eee eee sass oot a or te ~ et

(21)Application number: 2002-139065 (71)Applicant : CANON INC
(22)Date offiling : 14.05.2002 (72)Inventor : KAWANABE TETSUYA

AICHI TAKAO
MASUMOTO KAZUYUKI
SUWA TETSUYA
HAMAMOTO AKIHIKO
HIBI MAKOTO
OSHIMA MASATO
GOTOU FUMIHIRO
ONO MITSUHIRO

  
(54) INFORMATION PROCESSOR AND CONTROL METHOD THEREOF
(57)Abstract:
PROBLEM TO BE SOLVED:To solve the problem in
conventional equipment that a DRAM to be checkedis
used, prior to the check of the DRAM to be checked, to
execute a check program therefor, and this contradicts
the purpose of operation test of the DRAM.
SOLUTION:This information processor has a CPU, an
IRAM 3002a connectedto the local bus of the CPU, and
a ROM and RAM connectedto the external bus of the
CPU. This processor further has a cache controller 3101
for varying the memory capacity to be used as cache
memory according to the operation mode of the device -
of the memory capacity of the IRAM 3002a to make the
IRAM 3002a usable as cache memory. Programs or data
are stored in the memory area other than that used as
the cache memory in the IRAM 3002a, and the check
program stored in the IRAM 3002ais executed to
perform a memory check.

 
 SS

LEGAL STATUS

[Date of request for examination]
[Date of sending the examiner's decision of
rejection]
[Kindof final disposal of application other than
the examiner's decision of rejection or
application converted registration]
[Date offinal disposal for application]

http://www 9.ipdi.ncipi.go.jp/PAI /result/detail/main/wAAAlaaBiDA41 5330793P1... 2005/08/03
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iBA 2003 — 330793

(P2003-—330793A)
(43) ABH 2AR154F11A 21 A (2003. 11. 21)

 
 

 

(51) Int. Cl. * RBIS FI 7-7a-f|(B)
GO6F 12/08 543 GO6F 12/08 543 C 5B005

523 523 C 5B018
551 551 H 5B060
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SHE ROMRURAMAM ZEARUEREECho Sort cn roe coaccesnsoaenananneeceneecrrneesss’
CT. IRAM3S002aM2fVBROAN, REHOME
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1

(tiRODE)
(#RH1) CPUL, 4RCPUDU—ANAAIC
MxAMATY L, AEC PUOAMSAce
ANEROMRUR AMEHALHAMEBRETho
Cy

MRAM A SE VOATVBROA, ARRODIS—
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ff.

(UH) ATFMEL. Ailie x EY
PICAFCES — KOWRSETSLL ERR T
SUPRA LIMO.
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Docket No. 276900US90

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

IN RE APPLICATION OF: Jun HAISHIMA GAU:

SERIAL NO: New Application EXAMINER:

FILED: Herewith

FOR: INFORMATION PROCESS DEVICE

SUBMISSION NOTICE REGARDING PRIORITY DOCUMENT(S)

COMMISSIONER FOR PATENTS
ALEXANDRIA, VIRGINIA 22313

SIR:

Certified copies of the Convention Application(s) correspondingto the above-captioned matter:
@ are submitted herewith

0 were filed in prior application filed
C were submitted to the International Bureau in PCT Application Number

Receipt ofthe certified copies by the International Bureau in a timely manner under PCT Rule
17.1(a) has been acknowledged as evidenced by the attached PCT/IB/304.

Respectfully Submitted,

OBLON, SPIVAK, McCLELLAND,
MAIER & NEUSTADT,P.C.

Masayasu Mori

Customer Number Registration No. 47,301

ae C.Irvin McClelland
Fax. (703) 413-2220 Registration Number 21 ,124
(OSMMN 11/04)

—
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: a a _we Sh, Application Number: FB 2 00 4 245337
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PRIORITY DOCUMENT
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FT EEoe. +) N { ’
‘ Japan Patent Office

7 ~ BEST AVAILABLE COPY
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7BATENT APPLICATION

TRANSMITTAL :Title |INFORMATION
= nl\ocaew nonprovisionalapplications under 37 CFR 1.53(b))La

—i APPLICATION ELEMENTS
Xee MPEPchapter 600 conceming utility patent application contents 

Fee Transmittal Form (e.g. PTO/SB/17)
(Submit an original and a duplicate for fee processing)

First Inventor or Application Identifier

 

 
 

276900US30

PROCESS DEVICE
 
 

 
  

    

 
Commissionerfor Patents
Mail Stop Patent Application
Alexandria, Virginia 22313

ADDRESSTO:

ACCOMPANYING APPLICATION PARTS

7. Bi Assignment Papers (cover sheet & document(s))

 

 
 

2. I Specification Total Sheets 8. Il Application Data Sheet. See 37 CFR 1.76
9. & 37 C-F.R. §3.73(b) Statement oO Powerof

4 (when there is an assignee) Attorney

3. BB Drawing(s) (35 U.S.C. 113) Total Sheets [3|40. O English Translation Document(if applicable)
11. Information Disclosure ie Copies of IDS. Statement (IDS)/PTO-1449 Citations (2)

4. IB Oath or Declaration Total Pages [3|42. O Preliminary Amendment o
a. [Newly executed (Fax copy) 43. I) White Advance Serial No. Postcard Pr =
b a Copy from a prior application (37 C.F.R. §1.63(d))|44. Certified Copy of Priority Document(s) (1) oe

. (for continuation/divisional with box 18 completed) : (if foreign priority is claimed) Slo
i. OF DELETION OF INVENTOR(S) . ¢2: >Signed statement attached deleting inventor(s) named in|45 [] Applicant claims small entity status. o N

the prior application, see 37 C.F.R. §1.63(d)(2) and : See 37 CFR 1.27 et ~~
1.33(b). —T

5. O CD-ROMor CD-Rin duplicate, large table or Computer 16. 1 Nonpublication Request under | = =: Program (Appendix) 35 U.S.C. 122(b)(2)(B)(i). Applicant mustattach form
‘ . . a PTO/SB/35orits equivalent.

6. 0 Nucleotide and/or Amino Acid Sequence Submission . . . .(if applicable, all necessary) 47, Hl Other: Submission Notice Regarding Priority Document(s)
a. (© Computer Readable Form (CRF)

b. Specification or Sequence Listing on:
i. ( CD-ROM or CD-R(2 copies); or

ii. (1 Paper
c. © Statements verifying identity of above copies

  18.

  O Continuation DO Divisional

Prior application information: Examiner:    For CONTINUATION OR DIVISIONAL APPS only: The entire disclo:
considered a part of the accompanying continuation or divisional application andis
when a portion has been inadvertently omitted from the submitted application parts.  
  

 
  

  
 
 

 

   Name: ___C. Irvin McCle

egistration Nun!
    

ifa CONTINUING APPLICATION, check appropriate box, and supply the requisite information below:
(1 Continuation-in-part (CIP)

sure of the prior application, from which an oath or declaration is supplied under Box 4b,is

19. CORRESPONDENCE ADDRESS

Customer Number

22850
(703) 413-3000

FACSIMILE: (703) 413-2220

sina:|NE
land

er 21,124

  

of prior application no.:
Group Art Unit:

hereby incorporated by reference, The incorporation can only be relied upon

 
47,301 =>

|pate:| 8/7 — 28
Registration No.:

 

Patent Owner, Bot M8 LLC - Ex. 2013, p. 60



Patent Owner, Bot M8 LLC - Ex. 2013, p. 61

\ CthoS——
aS
SSS
==DesertNo. 276900US90

= = IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
INVENTOR(S) Jun HAISHIMA

SERIAL NO: NewApplication

FILING DATE: Herewith

FOR: INFORMATION PROCESSDEVICE

FEE TRANSMITTAL

COMMISSIONER FOR PATENTS
ALEXANDRIA, VIRGINIA 22313

UMBER NUMBER ‘|

0

UTILITY APPLICATION|1;  _ 190 =| (eachaddtl.50|x $250 = $0.00
SIZE FEE sheets over 100

(0 MULTIPLE DEPENDENT CLAIMS(Ifapplicable) + $360 =
O LATE FILING OF DECLARATION + $130 = $0.00

FILING FEE [JSEARCHFEE [JEXAMINATION FEE BASIC FEES
($300.00) $500.00) ($200.00

TOTAL OF ABOVE CALCULATIONS $1,000.00

CH) REDUCTION BY 50% FORFILING BY SMALL ENTITY $0.00
FILING IN NON-ENGLISH LANGUAGE $0.00
HI RECORDATION OF ASSIGNMENT + $40 = $40.00

 
 

 a

  
  
 

  
|fiz

o ooS

    $1,000.00

  
  

   
$1,040.00

 

(1 Please charge Deposit Account No. 15-0030 in the amount of $0.00 A duplicate copy ofthis sheet is enclosed.
0 Acheckin the amount of $0.00 to cover the filing fee is enclosed.

MA Credit card payment form is attached to cover the filing fee in the amount of $1,040.00
MM The Director is hereby authorized to charge any additional fees which may be required for the papers being filed

herewith and for which no check or credit card payment is enclosed herewith, or credit any overpaymentto Deposit
Account No. 15-0030. A duplicate copyofthis sheet is enclosed, 

Respectfully Submitted,

OBLON, SPIVAK, McCLELLAND,
MAIER & NEUSTADT,P.C.

Date: ¥-|I 6 o amet
Masayasu Mori

Registration No. 47,301

Customer Number
Irvin McClelland22850 viaeeTel, (703) 413-3000 Registration: Nuiizer 21 ,124

Fax, (703) 413-2220
(OSMMN 12/04)
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Docket No. 276900US8

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

JN RE APPLICATION OF: Jun HAISHIMA

SERIAL NO: 11/205,121 GAU: 2113

FILED: August 17, 2005 EXAMINER:

FOR: INFORMATION PROCESS DEVICE

INFORMATION DISCLOSURE STATEMENT UNDER37 CFR 1.97

COMMISSIONER FOR PATENTS
ALEXANDRIA, VIRGINIA 22313

SIR:

Applicant(s) wish to disclose the following information.

REFERENCES

HW Theapplicant(s) wish to makeof record the reference(s) cited in the attached Extended European Search Report
and listed on the attached form PTO-1449, Copiesofthe listed reference(s) are attached, where required, as are
either statements of relevancy or any readily available English translationsofpertinent portions of any non-English
language reference(s).

( Online credit card payment is being made in the amount required under 37 CFR §1.17(p).
RELATED CASES

O Attachedis a list of applicant’s pending application(s), published application(s) or issued patent(s) which may be
related to the present application. In accordance with the waiver of 37 CFR 1.98 dated September 21, 2004,copies
of the cited pending applicationsare not provided. Cited published and/or issuedpatents,if any, are listed on the
attached PTO form 1449,

(J Online credit card paymentis being madein the amount required under 37 CFR §1.17(p).

CERTIFICATION

© Eachitem ofinformation contained in this information disclosure statement wasfirst cited in any communication
from a foreign patentoffice in a counterpart foreign application not more than three monthspriorto the filing of
this statement.

(Noitem ofinformation contained in this information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application or, to the knowledge ofthe undersigned, having made
reasonable inquiry, was knownto any individual designated in 37 CFR §1.56(c) more than three monthspriorto
the filing of this statement.

DEPOSIT ACCOUNT

Ml Please charge any additional fees for the papers being filed herewith and for which no check orcredit card
paymentis enclosed herewith, or credit any overpaymentto deposit account number 15-0030.

Respectfully submitted,

 
Customer Number Registration No. 40,073

22000 PaulJ. Killos
Tel. (703) 413-3000 ‘ ; *Fax. (703) 413-2220 Registration NU .2.914
(OSMMN05/03)
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SHEET 1 OF 1

Form PTO 1449 U.S. DEPARTMENT OF ComMeRcE|ATTY DOCKET NO. SERIAL NO.Modified PATENT AND TRADEMARK OFFICE
(Moatied) 276900US8 11/205,121

APPLICANT

LIST OF REFERENCESCITED BY APPLICANT—|Jun HAISHIMA

 

 
 

FILING DATE

August 17, 2005
U.S, PATENT DOCUMENTS

GROUP

2113 
 

 
DOCUMENT

NUMBER

US 6,449,735 B1

SUB FILING DATE
Date CLASS|__IF APPROPRIATE

NAME CLASS

9/10/2002 David A. EDWARDS,etal.

2=  >>>|>>
FOREIGN PATENT DOCUMENTS

DOCUMENT TRANSLATION|| NUMBER DATE COUNTRY wes
JP 9-319445 42/12/1997|Japan (with English Abstract)

JP 2000-35888 2/2/2000 Japan (with English Abstract)
EP 0774 716 A1 5/21/1997

EP 0 801 387 A2 40/45/1997

>8

P|>

%UD

=

OTHER REFERENCES(Including Author, Title, Date, Pertinent Pages, etc.)  
 C] Additional References sheet(s) attached

pee]ele
Date Considered

*Examiner: Initial if reference is considered, whether ornotcitation is in conformance with MPEP 609; Draw line throughcitation if notin
conformance and not considered. Include copy of this form with next communication to applicant.
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European Patent Office
80298 MUNICH
GERMANY

Tel. +49 (0)89 2399 - 0
Fax +49 (0)89 2399 - 4465

QO ARA nipepeethis communication:

 
Griinecker, Kinkeldey, Tel.:+31 (0)70 340 45 00
Stockmair & Schwanhausser

  

Anwaltssozietat
Maximilianstrasse 58
80538 Manchen
ALLEMAGNE

GRUNECKER, KINKELDEY, STOCKMAIR
& SCHWANHAUSSERANWALTSSOZIETAT

2 7 Dez. 2007

  
  
 
  

 

EINGANG - RECEIVED

Application No./Patent No.

ate

27.12.07

heference

EP36141DKS900kap 05018280.7 - 2210
Applicant/Propriete

Communication

  
The extended European search report is enclosed.

The extended European search report includes, pursuant to Rule 62 EPC,the European search report
(R. 61 EPC) orthe partial European search report/ declaration of no search (R. 63 EPC) and the European
search opinion.

Copies of documents cited in the European search report are attached.

Ad 1 additional set(s) of copies of such documentsis (are) enclosed as well.

The following have been approved:

oO Abstract | Title

Bd=‘The Abstract was modified and the definitive text is attached to this communication.

The following figure will be published together with the abstract: 1

Refund of the search fee

If applicable under Article 9 Rules relating to fees, a separate communication from the Receiving Section
on the refund of the search fee will be sentlater.

es Paten
aoe fan,e

“~p, *
ng aad”

0#5.

evets.ae&y, oY,neyHere,yeas”
EPO Form1507N=12.07
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O Ewopess Potent EUROPEAN SEARCH REPORT BppmCERKAt Muto
Office EP 05 01 8280

 
 

 
 

  DOCUMENTS CONSIDEREDTOBE RELEVANT
Category Citation of documentwith indication, where appropriate, Relevant CLASSIFICATION OF THE

of relevant passages to claim APPLICATION (IPC)

“| JP 09 319445 °A (NEC SHIZUOKA LTD) 1-3 INV.
A\ 12 December 1997 (1997-12-12) GO6F3/06

* abstract * G11B19/04

 
 
 

 
 
 

 
 
 
 oe ea,

JP 2000 035888 A (YAMAHA CORP)
2 February 2000 (2000-02-02)
* abstract * —

   
 a

EP 0 774 716 A (MATSUSHITA ELECTRIC IND CO1/1-3
LTD [JP]) 21 May 1997 (1997-05-21)
* column 4, line 46 - column 5, line 3 *
* column 7, line 7 - line 20; figures 5,7oe

  

  

   US 6 449 735Bl (EDWARDS DAVID A [US] ET
AL) 10 September 2002 (2002-09-10)

* column 9, Vyne 44 - line 55; figure 2 *
 

  

 EP 0 801 387 A (CANON KK [JP])
15 October 1997 (1997-10-15)
* column 5, line 34 - line 42; figure 1 x

 
    TECHNICAL FIELDS

SEARCHED (IPC)

G11B
GO6F

    

 
 

 Place of search Date of comptation of the search Examiner

Munich 11 December 2007 Chaumeron, Bernard
CATEGORY OF CITED DOCUMENTS T: theory or principle underlying the invention

 

 
   

E: earlier patent document, but published on, or
%; particularly relevantif taken alone after the filing date
Y : particularly relavant if combined with another D: documentcited in the application

document of the same category L: documentcited for other reasons
A: technological background sanansenss senittensta span eadtes puaidenitanassniit nfescinia suet geaed ¥iaiprepnivuaseksinanneadddds val subin.
QO: non-written disclosure & | member of the same patent famity, comesponding  
  P: intermediate document document

 
EPOFORM150303.82(PoacotyMO
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EPOFORMPo4s9

ANNEX TO THE EUROPEAN SEARCH REPORT
ON EUROPEAN PATENT APPLICATION NO. EP 05 01 8280

This annexlists the patent family membersrelating to the patent documentscited in the above-mentioned European search report.
The members are as contained in the European Patent Office EDPfile on
The European PatentOffice is in no wayliable for these particulars which are merely given for the purpose of information.

Patent document
cited In search report

11-12-2007

date member(s) date

JP 9319445 A 12-12-1997 NONE

JP 2000035888 A 02-02-2000 NONE  
 
 

 
 
 
 
 
 
 

 
 

EP 0774716 A 21-05-1997 DE 69626463 Di 10-04-2003
DE 69626463 T2 26-02-2004
US 5860122 A 12-01-1999

US 6449735 Bl 10-09-2002 AU 3580697 A 21-01-1998
DE 69730430 D1 30-09-2004
DE 69730430 T2 15-09-2005
EP 0909416 Al 21-04-1999
HK 1017451 Al 06-05-2005
KR 20000022506 A 25-04-2000
WO 9800781 Al 08-01-1998

EP 0801387 A 15-10-1997 JP 9274541 A 21-10-1997
US 6233108 Bl 15-05-2001   

 
For more details about this annex : see Official Journal of the European Patent Office, No. 12/82
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0

ABSTRACT / ZUSAMMENFASSUNG/ ABREGE

05018280.7

In the information process device (1), the fault inspection program is stored in the

fault inspection program area (13b) of the ROM (13) provided on the mother board

(11) which is independently arranged from the hard disk (24), thereby evenif a

fault occurs in the hard disk (24) which is inspected by the fault inspection

program,it can be guaranteedthatthe fault inspection program properly operates.
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Datum Blatt Anmelde-Nr.:
"dae cf Form 1507 Sheet 1 Application No.: 05 018 280.7

Date Feuille Demande n*
 

The examination is being carried out on the following application documents:

The application documentsasoriginally filed
ehh

1. The following documentsare referredto in this communication; the numbering
will be adheredto in the rest of the procedure:

D1: JP-A-09319445 and the corresponding English abstract;
D2: JP-A-2000035888 and the corresponding English abstract;
D3: EP-A-0774716.

2.) The present application does not meet the requirements of Article 52(1) EPC
because the subject-matter of claim 1 does not involve an inventive step within
the meaning of Article 56 EPC; for the following reasons:

The applicant's attention is drawn to D1 which discloses:

an information process device comprising:
a first memory device (FROM 104) for Storing a boot program executed when the
information process deviceis started to operate;
a second memory device (HDD 111) for Storing an application program ("AP");
a control device (CPU 103) for executing a fault inspection program (diagnosing
routine) to inspect whetheror not a fault occurs in the second memory device
(HDD 111; see abstract of D1 ); wherein the fault inspection program (diagnosing
routine for diagnosing the hardware equipment; see abstractof D1) is stored in the
first memory device (FROM 104: see abstract of D1 ); and
wherein the control device (CPU) executesthe fault inspection program (when
the information process deviceis started to operate (when the powersourceis
turned on; see abstract of D1).

D1 doesnotexplicitely mentions a mother board on which thefirst memory device
(FROM 104)is provided butit is obviousto the skilled person that for the kind of
device mentioned on D1 ( combined FAX and telephone) all the harware
elements should preferably be concentrated onasingle circuit board.It is also
obvious that the HDD must be connectedto this board.

Therefore all the features of D1 can in an obvious mannerbe derived from D1.

 
 EPA Form 2906 12.07CSX
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Datum Blan Anmelde-Nr.;
Dae cf Form 1507 Sheet 2 Application No.: 05 018 280.7Dat

ie Feuille Demande n°:
 

The subjet-matterof claim 1 also lacks an inventive step with respect to D2 for
similar reasons (see D2 , HDD 24 containing an application program, ROM 22
containing fault processing program run by the CPU (20),it is obvious to the
skilled person to have the ROM containing the system boot program and the CPU
and the ROM on a motherboard).

3.) The additional feature of claim 2 is known from either D1 or D2 and adds
nothing inventive.

4.) The additional feature of claim 3 is known from D2 and addsnothinginventive.

5.) If the application is pursued and new claimsarefiled the indicationslisted
below should be followed:

- The applicant should indicate in the letter of reply the difference of the
subject-matter of the new claim vis-a-vis the state of the art and the significance
thereof. Any argument showing the presenceof an inventive step should be
mentionedin the letter of reply.
- The two part form should be usedfor the independentclaims onthe basis of
D1, D2 or D3 (Rule 43(1) EPC).
- Reference signs in parentheses should be inserted in the claimsto increasetheir

intelligibility, Rule 43(7) EPC. This applies to both the preamble and characterising
portion (see the Guidelines, C-IIl, 4.19).

- To meetthe requirements of Rule 42(1)(b) EPC, the documents D1,D2,D3
should be identified in the description and the relevant background art disclosed
therein should be briefly discussed.

- The text of the description should be putinto conformity with the new claims
(Rule 42(1)(c) EPC).

- In orderto facilitate the examination of the conformity of the amended application
with the requirements of Article 123(2) EPC, the applicant is requested to clearly
identify the amendmentscarried out, irrespective of whether they concern
amendments by addition, replacementor deletion, and to indicate the passagesof
the application as filed on which these amendments are based.

If the applicant regards it as appropriate these indications could be submitted in
handwritten form on a copyof the relevant parts of the application asfiled.

 
EPA Form 2906 12.07CSX
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,  _t ©4\4 © BUROPEANPATENT OFFICE

 
— Patent Abstracts of Japan

PUBLICATION NUMBER : 09319445
PUBLICATION DATE > 12-12-97

APPLICATION DATE : 27-05-96
APPLICATION NUMBER : 08132214

APPLICANT : NEC SHIZUOKA LTD;

INVENTOR SUGIURA ETSUSHI;

INT.CL. GO6F 1/00 GO6F 1/26 GO6F 9/06
GO6F 13/00 HO4M 1/65 HO4N 1/32

TITLE INFORMATION PROCESSOR WITH
AUTOMATIC RECORDING FUNCTION

ABSTRACT : PROBLEM TO BE SOLVED: Toprovide an information processor with an automatic
recording function which can receive a telephoneora facsimile comingat random even
without setting an operating state at all times.

SOLUTION:This information processor has an automatic power source controlcircuit 109
provided with a meansfor turning on/off a power source in responseto a prescribed
activation factor and a meansfor outputting the activation factor information of power
source ON,hard disk 107 for storing an OS and an APfor performing automatic TEL
recording and automatic FAX reception, and FROM 104 for storing a BOOT program
containing a routine for starting the OS and the routine of high-speed
diagnosis/initialization processing for diagnosing/initializing a hardware environment
required for executing the AP. Whenthe powersourceis turned on, a CPU 103starts the
BOOTprogram. Whentheactivation factor shown by the activation factor informationis
the arrival of a ringer, the AP is executed after the routine of high-speed
diagnosis/initialization processing, and the commandfor powersource turning-off is sent
to the automatic power source control circuit 109.

COPYRIGHT:(C)1997,JPO

BNSDOCID: <JP. 4093194454AJ >
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PUBLICATION NUMBER : 2000035888
PUBLICATION DATE : 02-02-00

APPLICATION DATE : 17-07-98
APPLICATION NUMBER : 10203881

APPLICANT : YAMAHA CORP;

INVENTOR : SUGIYAMA TADASHI;

INT.CL. : GOGF 9/445 GO6F 13/00 G10K 15/04

TITLE : COMMUNICATION TERMINAL AND
COMMUNICATION SYSTEM

 Qu
[
|| ||| ||| |||| || |

Le

ABSTRACT : PROBLEM TO BE SOLVED: To reduce trouble and cost which are needed for the
updation of a service program that makes a processing means execute a fault diagnosis,
repair, etc., in a communication terminal.

SOLUTION:A karaoke terminal 3 has a ROM 22 and the ROM 22 stores a service
program which makes a CPU 20 execute processingthat checks and repairs thefailure,
etc., of a hard disk drive 24. The drive 24 stores an area where an application program
which makes the CPU 20 carry out karaoke play processing,etc., is stored and the service
program which makes the CPU 20 execute processing that checks and repairs the failure,
etc., of the terminal3. In the case of updating the service program, a new service program
transmitted from a public line network 2 is inputted to the GPU 20 through a
communication interface 28 and the CPU 20 writes the new service program in the drive
24.

COPYRIGHT:(C)2000,JPO

BNSDOCID: <JP____2000035888A_A.J_>

Patent Owner, Bot M8 LLC - Ex. 2013, p. 80



Patent Owner, Bot M8 LLC - Ex. 2013, p. 81

ik. THEAGPRU TL ar FOF FLICLEAIA
TCPUZOKE DRGFSHN SMEMICRA SNT
WAaPEFART SMBHIRFILP 3S. PTY
FHeL gy POFSALLEoPAERTS
HTAzuBS(C. CPU 2 OERHITSS
(EBPOSFAP ALESTHIS.
[0013] Miltcewt, HRM2 612, FURY

E— KBREMBMOR— AA y FEMATE
HN. ASIN SOA y FREMELT. PHT SA
SA > HOMESEeADTSILACRS. betl7e
Lal. HIATTMASIMBMBAAYSRSE./\-F
4 APRBQACHMBSRAITU gayvas
SLBRAM23ILO-KFER, 2IATRUE
MSSM, HIATHPES OPEC2 6 CH
Betpte -BMESADC EICEN DKF 4APRED
AEPISROM2 2POV-EAVOFILERAM2
SIcR—K Sh, hao—-EAPOAFLD
FTRRDLIHeATIS, COL ACRET
lk. BOW FA TUNESTAAL.IS
PVCAVOP DLERFTAGS* ORDERS
COD, WHMISkre, PH eAryIA”
RVR(CIF HESBBL TAC. HMRC
STHH—ERAIO AILPEAENT LES EVER
HUES MRETAS. UB. POEAVOYILERTS
EBAAA y FETEM 2 OIE, COAT
PEMPSE OEICEOY-CAIOAILPRTSH
DEDICLTOEN, CMB’, MAA vy FicA/s—
MAB IPTHS, BHotTHPANSWHEESbees 9S
ZLEBRELYW,

(0014) Se Tit. HoarHSTIces
RZRSF—F (CHIT, SHHZSE HERMITSLOT
HA. RAM23(2N-KEREAIATHT—F OIE
REPEB 2 TICAN SH, CHick) GRRE 7s
BEESSMELL, ARLESeAE72
OIHASS, AU-A 291d, BURR] TicbWT

ARS PPEESS PT PSFUAL7
LTRHL, CHICEVA SASHFZICRIEL
BPYSA,

(0015) RAMB25ISE—PEMZTBY, HIF
ArWeseReIZ CD-ROMS SHAM LTBUREEY

(CHATA,. TIMER, EAPI*CHRSENS}’MMCU.
AOA THFHF (OBISRF— FY CIEhal
PSRABITHHSINS. BR. COADA TMBSIC
BeneLAB, FORRANBSTRARTS.
(0016) AREA 2264 Sa TeeSICHS

nSF—FVld.4 YP-7aA2SESLTRA
M2 33PA—-RF4APRHE24ACHSASHNSL IC

teat had.

[O017) C. AFATRBROBE
ie. KGRLAAMOA SF Ti3OBMHEIOV TE

BNSDOCID: <JP. 2000035888A__|_>

(4) FI2000-35888 (P2000-35888A)

HAT  .

C-1. ¥-EA7O SSLASS

He tr 9 1 POsROMES erCmSTST
KERPOSFPLEN—EF 4 APREZAMOV-EA
MBLVUT 24 cleHsjkvy—e2ToF SLAM
F(tMASS, bokeek Sicty 9 1 PSR
(ERA 2 eSPL CPRHERIFSLBAAHEAT
OPSAFFUGATHA 3 (HSS S. THL
RICE YS 1 PHR(ZENSY-ECAVRFILT-F
Many HIE. EPLTRB7FL. P SPIER

POFFILPAGEDIUAS LOMAS SiAZNT
Vib.

LOO1LS) HY Fl MPORIZSNAV-EATOUSS

LF—Flk, HE -9-7 x—AZSEPMLTCPU
2OICAHSHS!, CPUZOIAHSHAY—-EAT
QFILF-PFONYFP, COW-ECAVAUA IA

eBSRULUTEBEL. NKFAAP REA
WoCARMEUPT 2 4 clcBsiAtr. MAI. was
PRV-EAPOS LAMBBGIVIFLP 3TH

ABStld, HOHE AZMBLU PT 24 c MICHSIA
FTVARBOSIAP 3S ECHLSHRI
REBBMTOFSAPSEELBSTS, TCMEBEL
Tl INK EF 4 APE4SNT-EATO

FG LATERSTIS .

(001 9) AHRICSI FAT LATAT
lk, ACE F 4 ATKRE?] CAAT-EAIUD
ALYOY-EAVOPSLES HAZHEI
4 APR ACHMETSKC LEMS, HEAy
OPFAe BRTSBallb, ty 1 PSsR
QESTLTV-EAVOPSARIRSITUZ EY. fEK
DAGZATBECL VAHCAVOFSSAP ROME
MSNT ROC, FW-EAIOSILEBR4a
(cls, ROM248247 3 EHoA, LORaIAT
BA STIS EOL DAREBPE< . DO

{(KIAKCHHEAPOFFLEBPTSI EMTS
4, bh HRTTHERIOTSAORRR
ECUADORHO. MaTP UTLayt

QAFLARESADEM=73 ASIRS
NADL bH OR. LEL, COABA TMS TH,

PHCATV UAFLOBMEBBYORI A b CHET

RARM. PRPUTHLarVReFILORSCAME
RABMs LORHESAS CES.

[OO20) 48, bMLA LACEY e 1 MOAR

PARISI L THRIBRNSV-CAVOFILAF—-Flke
PRO ¢, CD—-ROMBBUCHHBSENAY-E AINTS
LFFBRAC D-ROMES4 PHICE OGRA

HL. NER 4 AP4EMSNEA
FOPILEBMITS! LIICLTELN,

[OO21) Bk. RRBBHBIC BWTIL, Py FF 4
ABE? Agyt—CALVIS 24cle

Patent Owner, Bot M8 LLC - Ex. 2013, p. 81



Patent Owner, Bot M8 LLC - Ex. 2013, p. 82

ih BLUY-EAZIRASLSE2B2Oe
ATSMRHSFRY . WEREICSSo

CAPOA ALEaTBABFTEXE UL  BECRER
alte FEMCEMESRHFPU eb a IFS

2, Welt-CAVOPYSA, HLTHHRXE

U(SaORES 072 AERRETFRICATSEA

FPDINC LI7BeRATTSPL. EA
BSL CIHZSNAV-EAVOYSLESELRBS
(2, HECREFICBISH 2 ORBIT, BEL

V-EAINSSASBAAUBATAS teAhitac
LeGRELTWIS.

(O006) #7o, MYTH 2 (HMOMSs. Fk
JA 1 (CECHISSRTST. ATEIBFREMK EY

td, BSACII yy 2AEVUTHY. HME

TTL Tike SASHSCFRICAT2A

752Sal rigs. WatBATRls. ATER
TEXTE VUZ, SEE L 72 WERERICPTSE

APOASABESAUCE RIGRELTIS.

([OO0O0O7) S72, PRIS (CHROMEHAs, He
TAL SCS 2ICHMOMSMACE. WETUS

Ya LOIIA, Ma-EAPOPIASI

aCMatCASSZ—- ERA POFSAM LRRA

72MLE OSSelke©WSLSFRRciaST SAN ERS

6 517Ee. BECFRE. 5B 1 CYLRBSEIIIT Ak)

PalADFRSUBTRAAH Srcu7csBS. AE
PRU THY evaMeLPoESE

Le. WYaCaS 1 OLSBA A2LEPWA(S EY

WaltAA+ie6LPBADSiurea. WEE

YrEAVOAIASAESSEFCATAvr

EAPOSACLEeETTSLL BH
MEL TWA.

(O008) £72, FR4 (CHROME:2rAls,
WisetL CiHRZSRAT—PSERETAMREC

Hot, MEDS PU TP a yrPOFSLERBTS
Sl ORMm, BEUTEAPOSASHETA?

OPUS ATSRAFE > . TECRBFRIC

THa—-EAPOSALATESTSAFER EV EL

HvacMacteFRRCEBSUPEOU el ao

QAI. WTCAPOFIA, SriPER

VERE YU (THUMBS P72HEFRCS2

APOPBINLoPMLEBS SITS Z WLEBSEES &

SHSp CHBSRNAG-—EAINA SG AEREL

TeseErlc . HECRECTICB ITA 2 Opiic
{ALU—-CAYOSSAE BSAUBASAL SAT
jibes. Wawa(SeSrCE

POPSLES F—FJ jRERBL SAMI SZ OL

SRE LTS,

£0009)

(FEORHWOWRRE) LIF. Ban &88 LtARRAS

WOAH SOV VT BEBAS S .

BNSDOCID <JP_____ 2000035888A__|_>

(3) 2000-35888 (P2000-35888A)

A. wH{Z> AFL

HP. Bl 1 (AAARACISTAPL

OPMERTAMCHA). CMRICEVld. AK
FADS 1SiifS> ATLAMA IATL ATFAT

HSSACOvC HAAS SD. IBMSVT. FES 1 Sa

(eA VATLAPLOCYIR (F—PPHSRE) BAR

F. YY LIL, DRSREHRHSi 1 SDN

23RRH GH) 22dr Ll CHRO A ATHR

GHfstmR) SHH SIRTHEO. > 97 1122Rye

MLE L CEA FIA TMS CIBET APPUL

ae POF FLCY-—CAVOASASHMTALED

THRAZLIICHOTHIA,

[O010) B. ASATiO

Ril, MIATA SICOVVCHAATA. M2tcamtk
BIZ, HFATMHARKSIA, PHU FHP arvuogrgh

PY-EAPOASARENSATOF A LIZLiaHiO

CHESEHTS CPU (MRS BAER) 2

OFHAZTWS. CPUZOZ, ANAZLEHLTR

OM (A4iFEX EU) 22. RAM23. AN-EF4

APR BREUER) 24. RH !|5 . Bee
(ADFE) 26. FURR 2 7TSBLUIEIET >9-7

ZT AZ SAHBRMSNTIS,

[0011] M3tcmHFk5tz, ROM2 2iclz, 4B

MOATMARSBESSemlerRHIOTSLPH

afeS#iTS, He, ROM2 2iclt, LikLee

TIPILIMIE, PA— KF 4 APRH? 4 SHA
SSHOYSAP1L. BLU N-KF 4 APH

24 eRTSHDDRETOF IAP 24¢ENRES

ThA, “RSOMOMHLTOF IAP IBEUHDD

RETOF SAP 2a, Mlitaesvy Rk4 APE

2 ACH L TAREELEPATAPRTGA—ER

FOFILTHS. RAM23I3, bRLEWOAFFL,

FPP WIDTH TYECETSSree
EUCHRET } .

[0012) M4tcRFEA. NEF 4 APRE2
Ala, THU PHY e YTOFF LERES ATIU

—Paratou? (Bl OMIM) 2P4oak, SRA

PATHSSTOAS ATHEELUP 2 Ab

&L P-EATVOSFARRSY-EALU

(B2AMIM) 24ckeALTA. BM. AIAT

torSORAY SHNSE. BLKROM 2 22

LIBSRHIOT SLDRAWSA, CHILI?

PUSHY a vRLUP 24 allcHBanreryrs

—YarFOFFILPRAM23lenp—KaANnAZERIZ

MoTWS, B72, HABLA IATHESHEESH
Se. CPUZ0#RAM23ICU—KFaANKRITIU

ParPOFFAC LeoTHF McLOL HS

ATHECLUT 24 bMPSTHESRASAT

PUBAMSI, RAM2 3(c0—-FARSZ, +-ER

SLUT 2A cItHHBANTIISY—-EAZIUFIL

Patent Owner, Bot M8 LLC - Ex. 2013, p. 82



Patent Owner, Bot M8 LLC - Ex. 2013, p. 83

CleataickOnce ]

(39081) SSHirTRE SnNar—%7 eRe

TSSATHT.

MEAPTUTHLerIAERTS 1] OT
fe, BEUT-PAVOSFLEDSA 2 OMIM

ASSBAFRE .

WCBARAY-CAPNSLSS
ZAHER EVE.

WiscRECSCHARMSeb a le
DPI. WHTHEAPOFIA. FCITE

EAE UCHR PUHaMEFRICESE
APOSSACLE oOR MBS RATS }UBF

WHEWiL CHBSNAV-EAPOFIASSEL

TAG. AECRECTRICBOH 2 nA. S
(ELLV-CAF OP SLE BSUUVEUAFRE & Bis

FAISALTSE.

(IA 2) WROTE CUS. BEHE
Poy a REVTHY,

HSHPL CRBSISERECTSy

—-EAPOAFLA SELES. WEILEHAFES. BT

aCRFE X EV IS. BB LomaCFIA
BZvV-CAPVOA PLEBSIAVCIL SRC TSK

TA 1 (CECRRSESHR.

[HHS ) WERTHb ayRASS, Ba

PHCATOSS HEPARaFICBIT Sa

—EAPOSFAILLIORTheeHac

PSRs}S ADRES Scan.

AUBAS 1 APLEBPIB Lk O ELANERD
6LEEERAD SHIA MELTTUS a

YIOFIMCLorMBs RTL. WET 1 TIL

BREIL & Fe% BA 2 YEEISEO ELAFRR

WLRRADSia. HEEADOT S

AXIHMCRIECATAY-EZINFIL

(DewoSRTT! CL ERMESSIB 1
BPH 2 (CaciaaR.

(FRIAR) «(BHAA TL CIR(BS ROTHER
TASHETH oT. EDTRUT—Yar vos

FAERMET OR 1 OPA, SBLUT-CAVAUFIL

kITSB LAPISASSRESERS . HECK

RICERCASVEAPOYSASRET2TH
SHER TUL. MIBCateSlowsFT
Yr—LrarIaAzsA, WHT-CATFOUS IA. £

PFOAATECTREX EV (THC S PUHaacFER

(CRIT SP-EAPO ASALEAoPRTS

Z MEF. HERES L CiR(ZSNSV-eEAIN

PIMRTRELKBSC, MawFRICSY oR

QPImIt, BELT-EAPO AF SALHAUSE

JAFPLL EATDISSE &

HGStrIBSeetL CPKEAPO FSLE

(2027—-F7HEREL PAsSL HLToe

BNSDOCCID: <JP_____ 20000abaB8A__|_=

(2) 2000-35888 (P2000-35888A)

Br Are.

[ FAASeaSAA)

{0001}

[RANESSroyFF) ASFRBAS, APSPeIERS

FR IYUaPICRASTSY-EAVOF IATL

(ELSA. BLUCOMMSZTEY 2%

TLALRIS 4.

{0002}

[fsRORHT) GEE. OObIDS A Da TeCITB

HEA HTALORAD habSomes Cik

(SSPSF—FICHOWIT . MRKTH AAS ATRa

WIRE RAT DIMMS IATL ATLOPRLT

B, COLIGWEA ATLAFL. BLITZ

UF—Yar IOAGIL, MLA IATRBMaT

PALPRRATOSSLEeBSAA

SERCHT ARS. cy PPOSesLCF

LWPRU FHL ay OOF SLTAP ETAELTV

A. MARCH ANIA TREMTS, CAPRI e—-L

avINAFIAERELT. IO KF4 AP RESIC

BUST 3S,

[0003]

(FEARRL EGE PSR] oOo. bettered

5AUHHEA GATT AFAIZBVICS, AIATREO

Bebe, BE, (ER. BLU RU FT-Laer vos

FILMI SFA boiseYe IY eaVISE

FISGAY-EAZAIOIAIAL, AIATREAORO

MicacteSiTB0. SSL So EPPARETH

te. fi€éot. BRL ESACRML UPWU GT-L are

OSSAXTBELOA baosKk(s LReBSIC

b, FNPIVTHY arVaFIAlewsl TFHARLY
AMUSE STARS-—EAPISSALES

(ut, AVATREAOROM*, HLIV—Earvo

PSLPWBSNTER OMIAFALEHon, =

AtF-ECAYOSSLOXRRlUs, FRRIAb

PPpo tyre, Ft, ROMFF4 APREL

HESL TDBECHSth, P-CATOAFILPAR

BOSS’TAMAS, PCAs

ARISE ESTAROR,

(O00 4) AHAAlS, LOSSRLCeSsh

BATH) . WIRGDHAPEIRte EeUSECT SB tt

BY—EAIUSILMB(IISFlare 3% b BE

MTSE AWDRECH YO. PokKBRoy—rarn7

SLeAMET So LDPESAR, BLUCOE

MAS(2 DHSS ATL SHEDALES BES
‘.

{0005}

(MELRRTALOOLR) LiteRATSr
a, ARARORAIA 1 (CaCEROI(SRS. SHESSt

LUHHZS8&nNaT—F SRES BATHT. OP

ENTTU FAY ayPUAIALAR 1 OTH

Patent Owner, Bot M8 LLC - Ex. 2013, p. 83



Patent Owner, Bot M8 LLC - Ex. 2013, p. 84

(19) FaSHeHET (JP) (2) 2S By ORF BF BBA) C11)REHEAT5
43A2Z000 —35888

(P2000 —35888A)

(43)2300 ‘Fne124F 2 11 2 13 (2000. 2. 2)  

(1) Int.Ch.? BOHR FI F-I-F (BS)
GO6F 9/445 CO6F 9/06 4203] 5BO076

13/00 351 13/00 3u1H 5BO089
G10K 15/04 302 G10K 15/04 302D 5D108

Sk KEK MRHOM. OL (#7 H)

 
 
 
 

 
 
 

(21)Hs ‘BCE 10—203881 (71) HRA 000004075

VeeLE

FERBEATHIRT10 1

(72)FRA Fe IE

PRUIOB 1B AyVet

axetPy
(74)BLA 100098084

FHt NAGY Bo H1%)
F ¥—d(@*) 58076 BBOG

5BO89 GALT HAO] JAIO JA34 JBOY
KAOA KAI6 LB95

5D108 BF20 BGO6

(22) HRA pk104F 7 A17 B (1998. 7. 17)

 
G4) BRHIOGP) MERKUBLAS

(57) (34)

(sReh) jRfSYORICdVVC . ARBREAPIBEA Eo
HEPCSUAVEAIOSANDERLPDA
FCIAb SERSS.

(RARER) ASATHDESIZ, ROM2Z244LT

BY. ROM2 Bittle, \- KF 1 AP RB24AMRE

See - ERTSUBSE C PU 2 OCRA ALS!

EAP ROA SLPRBSATIA, NKF427 BE

24d, CPU2ZOIAFATMAMMARAS

BPTUFYar VOFSLESZLvUrTre. 2

DADA TSark 3 ORGS S EE - HET AILTES CP

UZ ORFSHAT-—EAIOFIADBSRT

&. V-EAZAYUSILEORTABSI2lt, CRM

#2SPHSSTAMRAEA—EZIOYSASS4

YP—Pxur-AZBEPLTCPUZOICAHSH, C

PU2 OMPFLYATEAPOGARINKF ARF?

HB 2 4(cBRAD,

 
BNSDOCID: <JP. 2000035888A_|_>

Patent Owner, Bot M8 LLC - Ex. 2013, p. 84



Patent Owner, Bot M8 LLC - Ex. 2013, p. 85

BNSDOCID; <JP.

APOFILAABSRTH YO.SHEA

OSS L*e. HIBSMSRCeICAPRAIACE

SHAZ SISSloovvCBMAL eA, FeAU

ZA CIPEAPOSSABMS INT Vel MIRAE

TC. QRH 2 BIT L TRS SHAT—CAPIS

AeBSAREAL TOE, Be. HAEAe

YP 24 ctcHlicatSsney-Carya7sitcom

TC. ZUR2 Ber L CRS SHEYCAVA S

AVEBSARLICLTL EN.

(0022) C-2. AFA TwMREBSHORA

(lo, COADA TBARS SE RHLAE RC. Moa

FeBALisGogMBiceT ES & ATte

HATS. IPMcReESC, Se, HABICL OAs

Ti3GWAAY SHS*, ROM 2 2icktesi

PMTOUS ILBRAWSHS (AFvI7Sal).

COW, HIATTSICRRAEL Aeaicls

(AF7Sa2)  M-EF 4 APBELAOTTY

Pas YEE 24 alliancerwy s—L

a> POPFILPRAM2Z3(CR-—FKFER, HHOAS

ATBAIMEPSHA! (ATyTSas).,

[0023] —-#. CONSA THAR S CRRARL

Ring (Ar’7Sa2l), TORRAI—K FAAP

2 4(CRISSRECHADHPSHMTA (Ary

WSa4d). LOT MKF AAPHRE2 AITSs

RachS cHLea. CPU2Z0ICENROM2

ZicatBSRLHADDMEVRFILP 2HSH

(AFvFSa5) DKF4APHEB2AMRSY

@p-roy7 8A, FLT, BHNAABZANS’

&. HERSRANBAARM 2 SMEAR VITLAMASIUS

(AFyv7ISa6),

[0024) CHR, ARM 25SMNEAVP IFRSHNK

BBA BOUN— KF 4 A7RE AB PROHAIRCO

@. OZITIMES ATIDFSHSBSE

(Sz. CPUZOILOMRHLPOSSAP 1 RTS

R(AFVTSaT) NEF 4 APR? AS

{EPA LOPE IEF 4 AT? 4 OPRALAME

MlTLpRBaN (274~7SaB) . WHL

DUERMOT LHS. NEF 4 APKREZ ADIN»

PT a FFPPSCD-ROMAS, CD—

ROME S47 (Bhate) (CLONY FP PF-—HE

aeeeth LAN EF 4APRB2ANBSAL (APY

7Sa9), CHEBICLT, NFF141 APREZA

ARRSABATTS. HH.EF 4

AZ BE 2 4 OMGLSHeeald. FORA 25

ACA PF IRTPHECH AI CPRRSHS! (AF oT

Sal) . RPVRRANRIBA. MIZE\—

B74 27388 2 4 BRAYRIBL TUDBSAIS. WF

ATMAAS 3SOPEPSthFCEE &RFT ZS

([O025)] CMEBICLT, — KF 4 A27KE24

OZIB IMBDTdodfk. IN BP APB ALS}

2000035BBBA__I_>

(5) 2000-35888 (P2000-35888A)

MRBPRELTOAPEPPYMSRS (AF 07S

all). TOC, ficepase: LT yteyUBC

ih, ACF FA APRA 4APSPHWUs—L ayn

PILGBRAM23I2Q—-FSEH, BROWN SATES
WERTDILA (AF v7Sas),

(0026) —-F. Arr WSadty—KF4 ATE

tf 2ALVORBDA & & HSheeteaiziz, CPU

ZOEY NRF 4 AZ2 4 CHBSTEE

MIRO PY FSLP 3BMHKTANS (AFYvTSal2).

BRCM7OAIlP SPRASHNSL, BIATHK

BAIN KF 4 APES ALYOSAMICOUTBEB

Mia4FaotL. HARM 2 SILER SCRBARPARSI

B(AFYTSal3),

([O027) LT, ANRF 4 APR? 4 HES

TAMER OY ILP APRS, Ary 7Sal 3

CHSHARRRAAOHERMDTDS (AR?

Sal4), LC. G7U7 FAP 4ICEOK CE

MIBICE). ABDERAST SL (AFv7Sal

5) , HROATATMBUBPATSRA (ATT

Sa3) , BRTOF FAP Alc hb AEEHaREA

&. ARM 25MERAPICENEMFARAILA (ATY

7Sal6)., 2OWsA. HBS. PITTHEBD

ESPUSHESRTALDA.

(0028) &H, AFATBARSSHMBLEL Ble

(AT v7Sal) . HELLRBAV\—KF4AAH

2 4L+ORRECH ABE (AFvTSaad) (bz,

CPU2ZOlAbwRLA AF YTS al QLPOMS

{7TA,

[O0029) biwkLeA LAA DA TMS IZ,KF

F4APREB2AH-EAVOFIASBBL TWA

NC FHEAVAP FAT ROMICHHBL CARES

LHIRLTWEEAPOFDASEAZLUPTERK

SQTAZLLEDMNRETHS, OE). AAROV-ER

POS FATHGBSL SIL LATHELLS. LeL.R

OM co HAKL TRSORAET S BREEDSK

F4 APE? ACT-ECAIVN FS LASACH

BIN KF 4 APR 2ANS—PHBARALZE

ARBPEETALELSZONA. LOREBEL
TC. COA PATHS TA, CKF427 RH4

ICTSP-EAVOFSASROM 2 2(cwHBS eT

WS. CHIZED, N-EF 4 APKHZAMFFH

WHRAPIBSIIL. belEalesRF 1 27k

i 2A ARIASITIL EMTAS, NOK FAAP

ee 24 [RIALAlaa,RP 4 AP RB 2 Ale

PMBS NYEAPTOSIAXRATS CLABES

ZN LD BP 4 A272 4 DORMLT UE

(SOMMERTTI LEAS.

(0030) 43. ExLAASA THDRSICSHAS

MHFOMAMS. SER2 6 FEETALE

ich). BMAlRtd 3 Oo—Fee—hliclLiegoTt . AH

Patent Owner, Bot M8 LLC - Ex. 2013, p. 85



Patent Owner, Bot M8 LLC - Ex. 2013, p. 86

{kWo7FAP1, HDDMHVAFTILAP 2. Hie
IOPSLPS. eVOFFILPAGESAHN EH
BATRVALIICLTEL EVIL, ROM2 Zickel e

LAEIAWURs CPU 2 OCHASHSRIAU
PoLePBSeTBS BawWEL eGlcld. ©

OBIOPS Blo Lieto TC Ep LeIDE

BWSEHRSZEAZLTIEN.

10031) #e. ASATHR ICRARELTHO

ZVMBGIZE . (RSDHRIEM 2 6 SEEPS I LICE
). miro7eLP1, HDDREWOFIAP

2. MeOILAP SHLUIEEPOSILP 4

ES CPU 2 OIRATSHSZCOLLABETHS.

[0032) D. Bl

baR LeSABRICBITS ROM 2 2 Oth NCB aR
ZWQRA IG v > nkAEVE AVAL ICLTIL.

LH ASME. Poy aX SVITHMBSII

E74 27382 AICSST-EAZOILeES

fAZSCLAWMRELLS!. CHILO, evo7l Ps

—EF¢2A7HE2 ACTS-CAVUAIL F—

PRAGAMA SIAMESE, PI yi a XEVUlE

aceS RATCAPRIF SAPRM STAAT. T—

EAPVROAFILOBRPPSHRPOI A biSX

ETES,

[0033]

(AAS] DIERBAL7b (D, ARFRABIC Kees,

RMSERTEAINAIALBSM
ZOLECEN. H-ERZVOSFLESRHITAL EM

(E11 }

3
nar

Pes |
3

pateiE |
3

mae” |ae

3

(6) M2000-35888 (P2000-35888A)

Atots  WURBWTCIEELeUUeTSt

BV-CAVOPILOBMCPDSFale 3A b EK

MTACLAWHETH SA. He, RECRICT—E

APOFFLERUBL TANT, KEROV-EAT

DOFILEA! TC EDUWIHETHS.

( Sami>fjBosBHAA

[E41] ARFRHA)—SSIRIASIHATLOT

ReRICH}.

(B42) WEMHIEZAFACBNSZA IA TRO

RERTTO y7CHS.

(E13) Weta SATiOThh S ROM?)

AmiensTMA S .

(244) WADA TIROMMEATH B— ET

4 2PREANDERERIFO 7MCHA!.

(5) WAS a STHRICABPRELA.

IDLHOhtatd 7OF bh CHA.

(FSORH8)

TeteY (F—PRSH) . 2+.RT GEIS

#2). 3--09A7uaR GHA) . 20--CPU

(WURESFES PHASER) | 21 -vNA, 22+-ROM

(AHPA EU) | 23--RAM, 24---2-— EF 4

APRE. 2Aa SPU F—-LY areeourT (1

Om)  24e-%7-EARRLUT (B20

wh). 25--REB. 26--PRERD (CADSR) . 27

FREE. 28--4BIEA4 ~P—7e—Z, 29--RE

—H

(Hi2}

 
BNSDOGID: <JP. 2000035888A__|_>

Patent Owner, Bot M8 LLC - Ex. 2013, p. 86



Patent Owner, Bot M8 LLC - Ex. 2013, p. 87

(7) F2000-35888 (P2000-35888A)

(E15 } (Ela }

24

24a

 PIUS -L3vRBLUP

|neevawerue
U-ERARELUP

+ MEMIIISL PS

+ PRBIOL SL pa

24b 
  24c

    .   

 

. 
BNSDOCID: <JP____—s 2000035886A__|_>

Patent Owner, Bot M8 LLC - Ex. 2013, p. 87



Patent Owner, Bot M8 LLC - Ex. 2013, p. 88

vu

EP0774716At
BNSDOCID: <EP.

EP Ma C

(19) D)
Europdisches Patentamt

EuropeanPatent Office

Office européen des brevets

 

MOAT
(11) EP 0 774 716 Al

(12) EUROPEANPATENT APPLICATION

(43) Date of publication:
21.05.1997 Bulletin 1997/21

(21) Application number: 96118255.7

(22) Dateoffiling: 14.11.1996

 
(84) Designated Contracting States:

DE FR GB

(30) Priority: 14.11.1995 JP 295832/95

(71) Applicant: MATSUSHITA ELECTRIC INDUSTRIAL
Cco., LTD.
Kadoma-shi, Osaka-fu, 571 (JP)

 
 

(54) Back-up unit

(57)—Abackup unit comprises a first storage means
(10) containing at least one program (11) and a setup
file (12) in which the operating environmentof this pro-
gram is written, a second storage means (20) used
when thefirst storage means (10) has a fault; a duplica-
tion means (31) for duplicating the program (11) and the
setupfile (12) contained in thefirst storage means (10)
into the second storage means (20); and an identifier
conversion means (31) for converting identifiers
included in the setup file (12) of the first storage means
(10) and relating to the first storage means (10) into
identifiers relating to the second storage means (20),
whenthe duplication is performed. Therefore, when the
operation of an information processoris stopped due to
a fault in the first storage means (10), the second stor-
age means (20) enables temporary operation of the
information processor. In addition, it is possible to
employ, as the second storage means(20), a recording
mediumthat is lower in price and writing speed than the
first storage means (10).

(72) Inventors:
+ Owada,Kiyoshi

(51) Int ci®: GOGF 11/20, GOGF 11/14

 

Osakatu, Hirakatashi 573 (JP)
+ Kobayashi, Susumu

Osakafu, Osakashi, Asahiku, 535 (JP)

(74) Representative: Kiigele, Bernhard et al
NOVAPATINTERNATIONALSA,
9, Rue du Valais

Fig.2

1202 Geneve (CH)

$11

CSTART)

Duplicate OS of 1st HOD
into 2nd HDD

$12
Duplicate setup file of 1st HDDinto 2nd HDD

Duplicate other data $13
of 1st HDD into 2nd HDD

Convert identifiars relating to
4st HDDinto identifiers relating

to 2nd HDD

 

 
 

S14
 

—
Printed by Rank Xerox (UK) Business Services34

O774716A1_I_>

Patent Owner, Bot M8 LLC- Ex. 2013, p. 88



Patent Owner, Bot M8 LLC - Ex. 2013, p. 89

BNSDOCID: <EP.

1 EP 0774 716 Al 2

Description

FIELD OF THE INVENTION

The present invention relates to a backup unit hav-
ing a Countermeasure against a fault in an external stor-
age unit, such as a hard disk drive (hereinafter referred
to as HDD).

Ki TH

Since an operating system (hereinafter referred to
as OS)for an information processoris contained in an
external storage unit, such as an HDD,if the HDD itself
or the coment of the HDDis destroyed, the information
processor cannot be started.

As a precaution against such an accident, a dupli-
cate of the contents of the external storage unit is usu-
ally retained in a tape unit or the like. Such a duplicate
is called a backup.

A description is given of a procedure for generating
a backup with referenceto figure 10. Initially, a tape unit
for backup is mounted on an information processor
equipped with an HDD (step $81). Then, data in the
HDD is copied to backup tapes (step S82). In this
method, two backup tapes are employed,i.e., a tape to
which the OSof the HDDis copied and a tape to which
user's data is copied. Hereinatter, the former is called
an OSinstallation tape and the latter is called a user's
data tape.

When the HDD has a fault after generation of the
backup, a user executes a procedure shown in figure
11, as a countermeasure against the fault.

Initially, the user checks the extent of the fault (step
$91). When the fault is destruction of data stored in the

HDD,the user immediately sets the OSinstallation tape
in a tape drive unit which is mounted on the information

processor (step S93). Whenthe HDDitself is destroyed
physically, the user replaces the HDDwith another one
(step S92) and sets the OSinstallation tape (step $93).
Thereafter, the user starts an OSinstalling tool from the
OS installation tape (step S94), whereby the OSis
installed in the HDD (step S95).

Further, the user resets the system of the informa-
tion processor according to his work (step S96). There-
after, the user sets the user's data tape (step S97) and
restores the data from this tape into the HDD (step
$98).

Another countermeasure against the fault in the
external storage unit is to duplicate the external storage
unit. More specifically, two external storage units having
equal performances are prepared, and data of the same
contents are written in both the external storage units
simultaneously. In this case, even when one of the

external storage units is out of order, the user can oper-
ate the information processor continuously using the
other storage unit operating normally.

However, the conventional method employing the
backup tapes havethe following drawbacks.
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Firstly, when the external storageunit is destroyed,
since the external storage unit must be replaced with
another one, the operation of the information processor
is stopped until the replacement is completed.

Secondly, whenthe contents of the external storage
unit are destroyed, after reinstallation of the OS, the
user resets the system of the information processor
according to his work, so that resetting of the present
file is necessary. For the resetting, the operation of the
information processor must be stopped for half a day.

On the other hand, the method of duplicating the
external storage unit has the following drawback.

In this method, since data of the same contents are

written simultaneously, two (first and second) external
storage units having equal writing performances must
be used. Hence,it is impossible to use an expensive
and high-speed HDD as thefirst storage unit while
using an inexpensive and low-speed optical disk for the
second storage unit. Therefore, the cost of the external
storageunits is doubled accordingto the amount of data
duplicated.

SUMMARYOFTHEINVENTION

It is an object of the presentinvention to provide a
backup unit equipped with first and second storage
means, that enables temporary operation of an informa-
tion processor using the second storage means when
the first storage meansis out of order, and that reduces
the time during which the operation of the information
processoris stopped.

it is another object of the present invention to pro-
vide a backup unit employing, for the second storage
means, a storage unit having a writing speed lower than
that of the first storage means.

it is a further object of the present invention to pro-
vide a backupunit thatfacilitates restoration of the con-
tents of thefirst storage means from the contents of the
second storage means.

Other objects and advantages of the invention will
become apparent from the detailed description that fol-
lows. The detailed description and specific embodi-
ments described are provided only forillustration since
various additions and modifications within the scope of
the invention will be apparent to those of skill in the art
from the detailed description.

According to a first aspect of the present invention,
€ backup unit comprisesafirst storage means contain-
ing at least one program and a setup file in which the
operating environment of this program is written; a sec-
ond storage means used whenthefirst storage means
has a fault; a duplication means for duplicating the pro-
gram and the setup file contained in the first storage
means, into the second storage means; and an identi-
fier conversion meansfor converting identifiers induded
in the setup file of the first storage means and relating to
thefirst storage means,into identifiers relating to the
second storage means, when the duplication is per-
formed. Therefore, whenthe operation of an information
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processor is stopped dueto a fault in thefirst storage
means, the second storage means enables temporary
operation of the information processor. In addition,it is
possible to employ, as the second storage means, a
recording medium that is lower in price and writing
speed than thefirst storage means.

According to a second aspect of the present inven-
tion, the above-mentioned backup unit further com-
prises a setup file managing meansfor judging whether
at least one setupfile contained in the first storage
means has been updated. When the setupfile manag-
ing meansjudges that the setup file has been updated,
the duplication means duplicates the updated file of the
first storage means, into the second storage means.
Therefore,it is possible to store the latest setup file with-
out troubling the user.

According to a third aspect of the present invention,
the above-mentioned backup unit further comprises a
switch means for selecting one of the first storage
means and the second storage means as a storage
meansfor booting. Therefore, when the operation of an
information processor is stopped due to a fault in the
first storage means, the second storage means enables
temporary operation of the information processor with-
out bothering the user with conversion of identifiers and
other processes, so that the time during which the oper-
ation is stopped is reduced.

According to a fourth aspect of the present inven-
tion, the above-mentioned backup unit further com-
prises a fault detecting means for detecting a fault in the
first storage means. When a fault is detected in the first
storage means bythe fault detecting means, the switch
means selects the second storage means as a storage

meansfor booting. Therefore, when the operation of an
information processor is stopped due to a fault in the
first storage means, the second storage means enables
temporary operation of the information processor with-
out troubling the user.

According to a fifth aspect of the present invention,
in the above-mentioned backup unit, the program
includes at least a program of an operating system, and
the setupfile includes at least a setupfile of the operat-
ing system.

According to a sixth aspect of the present invention,
the above-mentioned backup unit further Comprises

means for designating one of the first storage means
and the second storage means as a source of duplica-
tion while designating the other as a target of duplica-
tion, and the duplication means duplicates the program
and the setup file in the storage means designated as a
source of duplication, into the storage means desig-
nated as a target of duplication. Therefore, data in the
backup storage meanscanbe restored in the otherstor-
age means.In addition, changes givento the data in the
backup storage meansduring the temporary operation
thereof are reflected in the restored data.
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BRIEF DESCRIPTION OF THE DRAWING

Figure 1 is a block diagram illustrating an informa-
tion processor employing a backup unit according to a
first embodiment of the invention.

Figure 2 is a flowchart illustrating a procedure for
generating a backup using the backup unit according to
the first embodiment.

Figure 3 is a flowchart illustrating a procedure of a
countermeasure against a fault in the backup unit
according to thefirst embodiment.

Figures 4(a) and 4(b) are tables illustrating a setup
file before conversion by the backup unit according to
the first embodiment and a setup file atter the conver-
sion, respectively.

Figure 5 is a block diagram illustrating an informa-
tion processor employing a backup unit according to a
second embodiment of the invention.

Figure 6 is a flowchart illustrating a procedure for
generating a backup using the backup unit according to
the second embodiment.

Figure 7 is a flowchart illustrating a procedure for
detecting a fault in the backup unit according to the sec-
ond embodiment when the information processor is
started.

Figure 8 is a flowchart illustrating a procedure of a
countermeasure against a fault in the backup unit
according to the second embodiment.

Figure 9 is a flowchart illustrating a procedure for
updating backup data by the backup unit according to
the second embodiment.

Figure 10 is a flowchart illustrating a procedurefor
generating a backup using a conventional backupunit.

Figure 11 is a flowchart illustrating a procedure of a
countermeasure against a fault in the conventional
backupunit.

DETAILED

EMBODIMENTS

RIPTION OF THE P RRED

[Embodiment 1]

Figure 1 is a block diagram illustrating an informa-
tion processor employing a backup unit according to a
first embodiment of the invention.

The backup unit comprises a first HDD 10 serving
as a storage means when the information processor
operates normally, a second HDD 20 serving as a stor-
age means whenthefirst HDD 10 is out of order, a cen-
tral control unit 30 for instructing duplication of data and
other processes, and an internal memory unit 50.

Thefirst HDD 10 contains an OS 11 anda setup file
12 on the basis of the OS 11. The second HDD 20 con-

tains an OS 21 which is a duplicate of the OS 11,4
setupfile 22 whichis a duplicate of the setupfile 12, and
a setup file 23 which is obtained by converting the setup
file 12.

The central control unit 30 comprises a duplication
and conversion unit 31 for duplication of data, conver-
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sion of data, and other processes, and a system loading
switch unit 32 for selecting one of the HDD 10 and the
HDD 20 as a storage unit for booting (i.e., starting).

The first HDD 10, the second HDD 20,the central
control unit 30, and the internal memory unit 50 are con-
nected with each other through an internal bus 60 and
an external bus 70.

In the information processor equipped with the
backup unit so constructed, when thefirst HDD 10 has
a fault, the user takes a countermeasure against the
fault, which will be described hereinafter using figures 2,
3, and 4(a) and 4(b). Figure 2 is a flowchart showing a
procedure for generating a backup using the backup
unit according to the first embodiment. Figure 3 is a
flowchart showing a procedure of a countermeasure
adopted by the user when the HDD 10 hasa fault. Fig-
ure 4(a) shows an example of a setup file 12 beforeitis
converted by the backup unit, and figure 4(b) shows an
example of a setup file 23 atter conversion.

First of all, a procedure for generating a backup
against a fault in the HDD 10 will be described using fig-
ure 2.

The userinstructs the duplication and conversion
unit 31 to duplicate and convert the contents ofthefirst
HDD 10. Receiving the instruction, the duplication and
conversion unit 31 duplicates the OS 11 to generate the
OS 21 (step S11) and duplicates the setup file 12 to
generate the setuptile 22 (step $12). When the HDD 10
contains user's data, this data is also duplicated and
stored in the HDD 20 (step $13).

Thereafter, as shown in figures 4(a) and 4(b), the
duplication and conversion unit 31 converts a portion of
data in the setupfile 22 in the HDD 20, which portion is
coded in device identifiers of the HDD 10, into data

coded in device identifiers of the HDD 20, thereby gen-
erating the setup file 23 (step S14). After the conver-
sion, the duplication and conversion unit 31 stores the
setupfile 23 in the HDD 20 to complete the backup.

In case where the information processorincludes a
third external storage unit (not shown), the setupfile 12
includes device identifiers of the third storage unit, but
these deviceidentifiers are not converted.

Next. the process of user's countermeasure against
the fault in the HDD 10 will be described usingfigure 3.

When the HDD 10 has a fault, the user changes the
target of OS loading from the first HDD 10 to the second
HDD20 by the system loading switch unit 32 (step S21),
and the user loads the OS 21 and the setup file 23 to
boot the system from the second HDD 20 (step S22).
Then, the user decides whether the HDD 10 should be
recovered or not (step S23). When the decision is not to
recover the HDD 10, the user operates the information
processor temporarily using the second HDD until an
HDDfor replacement is prepared.

On the other hand, when the decision is to recover
the HDD 10, the userjudges the extent of the fault in the
HDD 10 (step S24). When the HDD10is physically
destroyed and another HDD for replacement is not
available soon (step S30), the user operates the infor-
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until an HDD for replacement is prepared. When an
HDDfor replacement is available, the user stops the
operation of the system (step S31) and replaces thefirst
HDD 10 with the new HDD(step S32). Then, the user
returns to step S21.

Whenthefault is destruction of data in the HDD 10,
the user restores the contents of the HDD 10.In this

case,it is necessary to restore the contents of the HDD
20 into the HDD 10. Hereinafter, a procedure of regen-
erating the first HDD 10 using the system booted for the
temporary operation of the second HDD 20 will be
described.

Initially, the user designates the second HDD 20 as
a source of duplication and conversion and the first
HDD10 as a target of duplication and conversion. Then
the user instructs the duplication and conversion unit 31
to duplicate the contents of the second HDD20 into the
jirst HDD 10. Receiving the instruction, the duplication
and conversion unit 31 duplicates the OS 21 to generate
the OS 11 (step S25) and duplicates the setupfile 22 to
generate the setupfile 12 (step S26). When the HDD 20
contains user's data, this data is also duplicated and
stored in the HDD 10 (step $27). Finally, the target of
O$loading is returned to the first HDD 10 by the system
loading switch unit 32 (step S28).

In the above-mentioned backup unit, the HDD 10
(first storage means) contains at least one program and
a setupfile in which an operating environment of this
program is written. The duplication and conversion unit
31 (duplication means) duplicates the program and the
setup file of the first HDD 10 into the second HDD 20
(second storage means). When the setup file is dupli-
cated, if the setup file includes identifiers relating to the
first HDD 10, the duplication and conversion unit 31
(identifier conversion means) converts these identifiers
to identifiers relating to the second HDD20. Further, the
system loading switch unit 32 (switch means) selects
the second HDD 20 as a storage unit for booting and
boots the system from the second HDD 20. Therefore,it
is possible for the user to operate the information proc-
essor temporarily, so that the inoperable time of the
information processor can be reduced.

Furthermore,the duplication and conversion unit 31
(designation means) designates the second HDD 20 as
a source of duplication and thefirst HDD 10 as a target
of duplication, and duplicates the contents of the sec-
ond HDD 20into the first HDD 10. Therefore, the con-
tents of the backupstorage unit can be restored into the
other storage unit. In addition, any changes to the data
in the backup storage unit which has been temporarily
operated will be reflected in the restored data.

[Embodiment 2]

Figure 5 is a block diagramillustrating an informa-
tion processor employing a backup unit according to a
second embodiment of the present invention.

The backup unit comprises an HDD 10 serving as a
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first storage means when the information processor
operates normally, a rewritable optical disk 40 serving
as a second storage means when thefirst HDD 10 is out
of order, a central contro! unit 30 for instructing duplica-
tion of data and other processes, and an internal mem-
ory unit 50.

The HDD 10 contains an OS 11 and a setup file 12
on the basis of the OS 11. The optical disk 40 contains
an OS 41 whichis a duplicate of the OS 11 and a setup
file 42 which is a duplicate of the setup file 12.

The central control unit 30 comprises a duplication
and conversion unit 31 for duplication of data, conver-
sion of data, and other processes, a system loading
switch unit 32 for selecting one of the HDD 10 and the
optical disk 40 as a storage unit for booting, a setup file
correction detector 33, and an HDDfault detector 34.

The HDD 10, the optical disk 40, the central control
unit 30, and the internal memory unit 50 are connected
with each other through an internal bus 60 and an exter-
nal bus 70.

In the information processor equipped with the
backup unit so constructed, when the HDD 10 has a
fault, the user takes a countermeasure against the fault,
which will be described hereinafter using figures 6
through 8. Figure 6 is a flowchart showing a procedure
for generating a backup using the backup unit according
to the second embodiment. Figure 7 is a flowchart
showing the operation of the HDD fault detector 34
whenthe information processoris started. Figure 8 is a
flowchart showing a procedure of a countermeasure
against HDD fault. Figure 9 is a flowchart showing a
procedure for updating a backup.

First of all, a procedure for generating a backup
against HDDfault will be described using figure 6.

The user mounts the rewritable optical disk 40 as a
second storage means (step S41) and instructs the
duplication and conversion unit 31 to duplicate and con-
vert the contents of the HDD 10. Receiving the instruc-
tion, the duplication and conversion unit 31 duplicates
the OS 11 to generate an OS 41 (step S42). Subse-
quently, the unit 31 generates a setupfile 42 by convert-
ing a portion of data in the setup file 12, which portion is
coded in device identifiers of the HDD 10, into data

coded in device identifiers of the optical disk 40, and
stores the setupfile 42 in the optical disk 40 (step S43).
In this second embodiment, in order to save the storage
region of the optical disk 40, duplication of the setupfile
12 is not performed. When the HDD 10 contains user's
data, this data is also duplicated and stored in the opti-
cal disk 40 (step S44).

Next, the operation of the HDD fault detector34 will
be described usingfigure 7.

When the information processor is started, the
HDDfault detector 34 judges whether the HDD 10 has
a fault or not by detecting, for example, “reading or writ-
ing error” of the HDD 10 or “access time out" to the HDD
10 (step S45). When the HDD 10 has no fault, the intor-
mation processoris started by the HDD 10 (step 547).
On the other hand, when the HDD 10 hasa fault, the
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HDD fault detector 34 instructs the system loading
switch unit 32 to change the target of OS loading from
the HDD 10 to the optical disk 40 (step S46). The sys-
tem loading switch unit 32 loads the OS 41 and the
satupfile 42 to boot the system from the optical disk 40
(step S48). Thereafter, the information processor is
operated temporarily by the optical disk 40 until the
HDD 10 is replaced with another HDD.

After the detection of the HDD fault, the user takes.

a countermeasure against the fault, which will be
described hereinafter using figure 8.

When a fault is detected in the HDD 10, the user

changes the target of OS loading from the HDD 10 to
the optical disk 40 by the system loading switch unit 32
(step S61), and the user loads the OS 41 and the setup
file 42 to boot the system from the optical disk 40 (step
$62). Then, the user decides whether the HDD 10
should be recovered or not (step S63). When the deci-
sion is not to recover the HDD 10, the user operates the
information processor temporarily using the optical disk
40 until an HDD for replacementis prepared.

On the other hand, when the decision is to recover

the HDD 10,the userjudges the extent of the fault (step
$64). When the HDD 10 is physically destroyed and an
HDDfor replacement is not available soon (step S69),
the user operates the information processor temporarily
using the optical disk 40 until an HDDfor replacement is
prepared. If an HDD for replacement is available, the
user stops the operation of the system (step S70) and
replaces the HDD 10 with the new HDD(step $71).
Then, the user returns to step S61.

Whenthe fault is destruction of data in the HDD 10,
the user restores the contents of the HDD 10. In this

case,it is necessary to restore the contents of the opti-
cal disk 40 into the HDD 10. Hereinatter, a procedure of

regenerating the first HDD 10 using the system booted
for the temporary operation of the optical disk 40 will be
described.

Initially, the user designates the optical disk 40 as a
source of duplication and conversion and the HDD 10
as a target of duplication and conversion. Then, the
user instructs the duplication and conversion unit 31 to
duplicate and convert the contents of the optical disk 40
into the HDD 10. Receiving the instruction, the duplica-
tion and conversion unit 31 duplicates the OS 41 to gen-
erate the OS 11 (step S65) and duplicates the setup file
42 to generate the setup file 12 (step S66). At this time,
the duplication and conversion unit 31 converts a por-
tion of data in the setup file 12, which portion is coded in
device identifiers of the optical disk 40, into data coded
in deviceidentifiers of the HDD 10 (step S67). When the
optical disk 40 contains user's data, this data is also
duplicated and stored in the HDD 10. To complete the
processing, the system loading switch unit 32 returns
the target of OS loading to the HDD 10 (step S68).

Whendata in the HDD 10 is updated, backup data
corresponding to the updated, i.e., latest, data must be
stored in the optical disk 40. Hereinatter, a procedurefor
updating backup data will be described using figure 9.
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When the user corrects the setuptile 12 in the HDD
10 during operation of the information processor, the
setupfile correction detector 33 detects the correction
of the setup file 12 by, for example, comparing the
changetime of the setupfile 12 with the generation time
of the setup file 42 (step S51). In the case where the
correction of the setup file 12 is done after the backup,
the duplication and conversion unit 31 duplicates the
setup file 12 in the HDD 10 into the setupfile 42 in the
optical disk 40 while converting identifiers relating to the
HDDto identifiers relating to the optical disk (step S52),
whereby the setup file 42 is updated. On the other hand,
in the case where the correction of the setupfile 12 is
done before the backup,the setup file 12 is not updated.

As described above, according to the second
embodiment of the invention, the HDD 10 (first storage
means) contains at least one program and a setup file in
which an operating environment of this program is writ-
ten. The duplication and conversion unit 31 (duplication
means) duplicates the program and the setup file of the
HDD 10 into the optical disk 40 (second storage
means). When the setupfile includes identifiers relating
to the HDD 10, the duplication and conversion unit 31
{identifier conversion means) converts these identifiers
to identifiers relating to the optical disk 40. Therefore,it
is possible to employ, as the second storage means, a
recording medium that is lower in price and writing
speed than thefirst storage means.

Further, when the HDD fault detector 34 (fault

detecting means) detects a fault in the HDD 10, the sys-
tem loading switch unit 32 (switch means) loads the OS
41 and the setup file 42 from the optical disk 40 to boot
the system. Therefore, even when the operation of the
information processor is stopped due to the HDD fault,
the optical disk 40 enables temporary operation of the
information processor without bothering the user with
conversionof identifiers and other processes.

Furthermore, the setup file correction detector 33
(setup file managing means) checks whether or not the
setup file in the HDD 10 is updated and, when it is
updated, the updated file is duplicated in the optical disk
40. Therefore,it is possible to store the setup file 42 cor-
responding to the latest setup file 12, without troubling
the user. In addition, when the user restores the HDD 10

using the system of the optical disk 40, which system is
booted for the temporary operation, since changes
given to the setup file 42 by the user during the tempo-
rary operation are reflected in the setup file 12 as latest
data, the HDD 10 can be regenerated with no necessity
of changing the setup file 12.

The backup unit of the present invention is not
restricted to those described for the first and second

embodiments. Althoughin the first and second embodi-
ments an HDDor an optical disk is used as the second
external storage unit, a floppy disk or a rewritable ROM,
such as an EEPROMora flash ROM, may be used with
the same effects as mentioned above.

In the first and second embodiments of the inven-

tion, the duplication and conversion unit 31, the system
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loading switch unit 32, the setup file correction detector
33, and the HDDfault detector 34 are implemented by
software, i.e., programs loaded to the central control
unit 30. However, these constituents may be imple-
mented by hardware. Further, when these constituents
are implemented by software, their programs may be
stored in the HDD 10.In addition, a program for gener-
ating the system loading switch unit 32 may be stored in
a ROMintheinformation processor.

Claims

1. Abackup unit (Fig.1) comprising:

a first storage means (10) containing at least
one program (11) and a setup file (12) in which
the operating environment of this program (11)
is written;

a second storage means (20) used when the
first storage means (10) has a fault;
a duplication means (31) for duplicating the
program (11) and the setup file (12) contained
in the first storage means (10) into the second
storage means (20); and
an identifier conversion means (31) for convert-
ing identifiers included in the setup file (12) of
thefirst storage means (10) and relating to the
first storage means (10), into identifiers relating
to the second storage means (20), when the
duplication is performed.

2. Abackup unit as defined in claim 1 (Fig.5) campris-
ing:

a setup file managing means (33) for judging
whether atleast one setup file (12) contained in
thefirst storage means (10) has been updated;
wherein, when the setup file managing means
(33) judges that the setup file (12) has been
updated, the duplication means(31) duplicates
the updated file (12) of the first storage means
(10) into the second storage means(40).

3. A backup unit as defined in claim 1 comprising a
switch means (32) for selecting oneof thefirst stor-
age means (10) and the second storage means
(40) as a storage means for booting.

4. Abackup unit as defined in claim 3 comprising:

a fault detecting means (34) for detecting a
fault in the first storage means (10);
wherein, when a fault is detected in the first
storage means (10) by the fault detecting
means(34), the switch means(32) selects the
second storage means (40) as a storage
meansfor booting.

5. A backup unit as defined in any of claims 1 to 4
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wherein the program (11) includes at least a pro-
gram of an operating system, and the setup file (12)
includes at least a setup file of the operating sys-
tem.

A backup unit as defined in claim 1 comprising:

means (31) for designating oneof thefirst stor-
age means(10) and the second storage means
(40) as a source of duplication while designat-
ing the other as a target of duplication;
wherein said duplication means (31) duplicates
the program (11 or 41) and the setup file (12 or
42) in the storage means (10 or 40) designated
as a source of duplication, into the storage
means (10 or 40) designated as a target of
duplication.
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Description

BACKGROUND OF THE INVENTION

This invention relates to a storage device equipped
with a storage medium, a method of controlling the de-
vice, a storage system and a method of controlling the
storage system.

In a magnetic storage device accommodating a
storage medium such as a hard disk, it is usual for the
storage medium to havedefective storage areasthat do
not implement the storage function. To deal with a stor-
age area having such a defect, substitution processing
is executed.In substitution processing, a substitute stor-
age area is prepared andis substituted for the defective
storage area. In addition to substitution processing set
when the product is shipped, substitution processing
can be performedalso with regard to defects that occur
afresh during use of the device

Substitution processing according to the prior art
will be described with referenceto Fig. 7.

Shown in Fig. 7 are a storage device 71 having or-
dinary storage areas 72 and substilute storage areas 73
sel aside in order that substitution processing may be
executed if some of the ordinary storage areas 72 de-
velop defects. Shownat 74 is a substitute-area manage-
ment area (referred to as a “defectlist" or the like) for
storing information indicating which areas have defects
and whichof the substitute storage areas 73 have been
substituted for them.

Defective areas are of two types, namely a defec-
tive area 75 which existed from the outset at shipping of
the storage device 71 from the factory, and a defective
area 76 which developed subsequently during use of the
device. When each of these areas is subjected to sub-
stitulion processing, the defective area is replaced by a
substitute storage area and information relating to the
substitution is stored in the substitute-area manage-
ment area 74.

By way of example, Japanese Patent Application
Laid-Open (KOKAI) No, 4-266117 describes a storage
device in which the storage areas of the storage device
are monitored to determine,at reading or writing of data,
the numberof reading/writing retries and occurrence of
errors per each storage area. By recording the number
of read/write retries associated with each storage area
of the storage device, storage areas deemedto belikely
to fail or storage areas in which defects have occurred
during use can be replaced by substitute storage areas
automatically.

However, with the conventional storage device of
this kind, substitution processing for dealing with defects
that have occurred anew during use of the deviceis ex-
ecuted in responseto aninstruction from the user.

Further, as described in Japanese Patent Applica-
tion Laid-Open No. 4-2665117, the detection and predic-
tion of the occurrence of defects is limited to storage
areas actually accessed, More specifically, the detec-
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tion and prediction of detects in storage areasis not car-
ried out with regard to storage areas currently vacant
and unused but to which data are likely to be written in
the fulure or with regard to storage areas in which data
exist but which willnot be read or written for an extended

period of time.
Another problem is that satisfactory detection and

prediction of the occurrence of defects cannot be carried
out because such detection and prediction is perlormed
only when a read instruction or write instruction is im-
plemented as an actual accessing operation.

SUMMARY OF THE INVENTION

Accordingly, an object of the present inventionis to
provide a storage device, a method of controlling the
same anda storage system in which the detection and
prediction of the occurrence of defectsin all storage ar-
eas of the storage device can be performed accurately
and automatically, and in which a storage area that has
become defective can be replaced by another storage
area automatically.

A further object of the presentinventionis to provide
a storage device, a method of controlling the same and
a storage system in which accessing as by an ordinary
read instruction or write instruction can be executed

while detection and prediction of the occurrence of de-
fects in storage areasis carried out.

According to the present invention, the foregoing
objects are attained by providing a storage device
equipped with a storage medium, comprising checking
meansfor checking for defects in storage areas by per-
forming reading and writing of data overall storages ar-
eas constituting the storage medium, accumulating
meanswhich, when an error that has occurred by check-
ing performed by the checking meansis an error for
which retry is possible, is for accumulating the number
of times this has occurred, and detecting meansfor de-
tecting fault locations in the storage areas based upon
the type of error that has occurred by checking per-
formed by the checking means or the numberof occur-
rences accumulated by the accumulating means.

Ina preferred embodiment, the device further com-

prises substitution means for substituting anotherstor-
age areafor a storage area having a defect detected by
the detecting means. Providing the substitution means
makes it unnecessary for the substitution to be per-
formed by the user.

In a preferred embodiment, the detecting means
detects a storage area under examination as being a
defective location if the number of occurrences accumu-

lated by the accumulating means exceeds a predeter-
mined numberorif the error that has occurred by check-
ing performed by the checking meansis an error for
whichretry is impossible.

In a preierred embodiment, the storage device has
a control instruction for checking for defects in storage
areas by performing control in such a manner thatin-
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structions from elsewhere are not accepted during exe-
cution of checking by the checking means, wherein the
checking meanschecks for defects in the storage areas
using this control instruction. By employing this control
instruction, storage areas other than storage areas be-
ing checked are capable of accepting instructions from
elsewhere.

Ina preferred embodiment, the storage device fur-
ther comprises holding meansfor holding data read out
by the checking means, wherein the checking means
checks for defects of the storage areas by re-reading
data out of a storage areaafter it has been checked by
the checking means and comparing the read data and
the data held by the holding means. Adopting this ar-
rangement makesit possible to improve the accuracy
of the check performed by the checking means.

In a preferred embodiment, the check performed by
the checking means is executed at predetermined

times. According to the present invention, the foregoing
objects are attained by providing a storage system
equippedwith a plurality of storage devices, comprising
checking means for checking for defects in storage ar-
eas by performing reading and writing of data overall
storages areas constituting a storage medium provided
in each storage device of the plurality thereof, accumu-
lating means which, whenanerror that has occurred by
checking performed by the checking meansis an error
for which retry is possible, is for accumulating the
numberof times this has occurred, detecting means for
detecting fault locations in the storage areas based up-
on the type of error that has occurred by checking per-
formed by the checking meansor the numberof occur-
rences accumulated by the accumulating means, mon-
itoring Means for monitoring status of detection of each
storage device of the plurality thereof by the detecting
means, and substitution meansfor substituting one stor-
age device for another in dependence upon status of
detection monitored by the monitoring means.

According to the present invention, the foregoing
objects are attained by providing a method of controlling
a storage device equipped with a storage medium, com-
prising a checking step of checking for defects in storage
areas by perlorming reading and writing of data overall
storages areas constituting the storage medium, an ac-
cumulating step which, when an error that has occurred
by checking performed at the checking stepis an error
for whichretry is possible, is a step of accumulating the
numberol times this has occurred, and a detecting step
of detecting fault locations in the storage areas based
uponthe type of error that has occurred by checking per-
formedat the checking step or the numberof occurrenc-
es accumulated at the accumulating step.

According to the present invention, the foregoing
objects are attained by providing a method of controlling
a storage system equipped with a plurality of storage
devices, comprising a checking step of checking for de-
fects in storage areas by performing reading and writing
of data overall storages areas constituting a storage
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medium provided in each storage device oftheplurality
thereof, an accumulating step which, when anerrorthat
has occurred by checking performed at the checking
step is an error for which retry is possible, is a step of
accumulating the numberof times this has occurred, a

detecting step of detecting fault locations in the storage
areas based upon the type of error that has occurred by
checking performed al the checking slep or the number
of occurrences accumulated at the accumulating step,
a monitoring step of monitoring status of detection of
each storage device of the plurality thereof at the de-
tecting step, and a substitution step of substituting one
storage device for another in dependence uponstatus
of detection monitored at the monitoring step.

According to the present invention, the foregoing
objects are attained by providing a computer readable
memory storing program codesof control processing for
controlling a storage device equipped with a storage
medium, the memory comprising a program code of a
checking step of checking for defects in storage areas
by performing reading and writing of data overall stor-
ages areas constituting the storage medium, a program
code of an accumulating step which, when anerror that
has occurred by checking performed at the checking
step is an error for which retry is possible, is a step of
accumulating the number of times this has occurred,
and a program codeof a detecting step of detecting fault
locations in the storage areas based upon the type of
error that has occurred by checking performed at the
checking step or the numberof occurrences accumulal-

ed at the accumulating step.
Thus, in accordance with the present invention, as

described above, ft is possible to provide a storage de-
vice, a method of controlling the sarne and a storage
system in which the detection and prediction of the oc-

currence of defects in all storage areas of the storage
device can be performed accurately and automatically,
and in which a storage area that has become defective
can be substituted by another storage area automatical-
ly.

Further,it is possible to provide a storage device, a
method of controlling the same and a storage system in
which accessing as by an ordinary read instruction or
write instruction can be executed while detection and

prediction of the occurrenceof defects in storage areas
is carried out.

Other features and advantages of the present in-
vention will be apparent from the following description
taken in conjunction with the accompanying drawings,
in which like reference characters designate the same
or similar parts throughout the figures thereof.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporat-
ed in and constitute a part of the specification, illustrate
embodiments of the invention and, together with the de-
scription, serve to explain the principles of the invention.
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Fig. 1 is a block diagramillustrating a preferred sys-
tem for implementing a storage device according to
a first embodiment of the present invention;
Fig. 2 is a flowchart illustrating the flow of process-
ing executed according to the first embodiment,
Fig. 3 is a flowchart illustrating the flow of process-
ing executed according to a second embodiment of
the invention;

Fig. 4 is a flowchart illustrating the flow of process-
ing executed according to a third embodiment ofthe
invention;

Fig. 5 is a flowchart illustrating the flow of process-
ing executedin order to perform the processing de-
scribed in connection with the second andthird em-

bodiments of the invention;

Fig. 6 is a diagram for describing processing exe-
cuted according to a third embodimentof the inven-
tion;

Fig. 7 is a diagram showing the structure of the
memory mapof a floppy disk storing a program for
processing according to the present invention; and
Fig. 8 is a diagram showing the structure of the
memory mapof a floppy disk storing a program for
processing according to the presentinvention.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Preferred embodimentsof the presentinvention will
be describedin detail with reference to the drawings.

Fig. 1 is a block diagramillustrating a preferred sys-
tem for implementing a storage device according to a
first embodiment of the present invention.

Shown in Fig. 1 are a storage device 1 comprising
a storage medium such as a hard disk, a GPU (central
processing unit) 2 for subjecting the elementsof the sys-
tem to various control, and a memory 3. The memory 3
includes a defect checking program 3a for executing
processing described in the first embodiment, and a re-
try-count storage area 3b.It is assumedthatthe detailed
construction of the storage device 1 is similar to that of
the storage device 71 shownin Fig. 7.

The processing executed in accordance with the
first embodiment will now be described with reference

to the flowchart of Fig. 2.
Fig. 2 is a flowchart illustrating the flow of process-

ing executed accordingto thefirst embodiment.First, in
outline, data stored in each of the plurality of storage
areas of storage device 1 are read out of each area suc-
cessively in response to a read instruction and occur-
rence of a defect in a storage area owing to the read
instruction is detected or predicted. If a defect is detect-
ed, substitution processing is executed. Further, data
read out of each area in responseto the read instruction
are written to each corresponding storage area succes-
sively in responseto a write instruction, and occurrence
of adefectin a storage area owing to the write instruction
is detected or predicted. If a defect is detected, substi-
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tution processing is executed.
Further, the numberof retries for reading storage

areas of the storage device 1 in response to the read
instruction is stored and, if the numberof retries in re-

gard to a storage area exceedsa predetermined thresh-
old value, this storage area is subjected to substitution
processing. A similar operation is performed with regard
to the write instruction as well.

It should be noted that each of the plurality of stor-
age areas is assigned a numberfor distinguishing the
storage area. Detection and prediction of the occur-
rence of a defect in each area is performedin the order
of ihese numbers.

The details of the above-mentioned processingwill
now be described.

Step S201 in Fig. 2 calls forinitialization, to "1", of
acounter "block", which counts the numbersof the stor-

age areas that undergo defect detection and prediction
This is followed by step $202,at whichit is determined
whetherall storage areas have undergone defect detec-
tion and prediction processing. If defect detection and
prediction is finished forall storage areas ("YES"at step
$202), then processingis terminated.If defect detection
and prediction is not finished forall storage areas ("NO"
at step S202), then the program proceedsto step S203.

Data stored in a storage area corresponding to con-
tent indicated by the counter "block" are read out by a
read instruction (read block) at step S203. |f data cann-
not be read outat the first operation, retry is carried out
by the system. This is followed by step S204, at which
it is determined whether the storage area for which the
data read operation was performedin responseto the
read instruction has developed an unrecoverable error
(referred to as an “unrecoverable readout error”) even
when readout is retried. If such an error has occurred

("YES"al step $204), then the program proceedsto step
S205, where substitution processing is executed. This
is followed by step S206,at which error processing such
as issuance of an error warning is executed. The pro-
gram then returns to step S203, at which next storage
area undergoes defect detection and prediction
processing. It should be noted that the unrecoverable
readouterroris a fatal error in which data that have been

stored in the storage area arelost.
If it is found at step S204 that an error has not oc-

curred ("NO" at step S204), then the program proceeds
to step S207. Hereit is determined whether reading of
this storage area in responseto the read instruction is
retried or not. If retry is carried out (“YES" at step S207),
the program proceedsto step $208.If retry isnot carried
out ("NO" at step S207), then the program proceeds to
step S211.

With regard to a storage area from which readingis
retried in response to the read instruction, step S208
calls for incrementing of the content of an adding coun-
ter A[block] (block = n, where n is the nth storage area)
which counts up the numberof retries (retry count) in
responseto the read instruction. Next, at step S209,it
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is determined whetherthe contentof the adding counter

Riblock] is greater than a maximum retry count Rmax
thathas beensetin advance. If the contentof the adding
counter Alblock] is greater than the maximum retry
count Rmax ("YES"at step S209), then the program pro-
ceeds to step S210, at which this storage area under-
goes substitution processing.If the content of the adding
counter A[block] is equal to or less than the maximum
retry count Rmax ("NO" at step S209), on the other
hand, then the program proceedsto step S211.

The data that have been read out by the read in-
struction at step $203 are written to the corresponding
storage area at step S211 in response to a write instruc-
tion (write block). This is followed by step S212, at which
it is determined whether the storage area for which the
data write operation was performedin response to the
write instruction has developed an unrecoverable error
(referred to as an “unrecoverable write error") even
when writing is retried. If such an error has occurred
("YES* at step S212), then the program proceedsto step
$216, where substitution processing is executed. If an
error has not occurred ("“NO"at step S212), on the other
hand, then the program proceeds to step S213.

It is determined at step S213 whetherwriting of this

storage area in responseto the write instructionis to be
retried or not. In case of retry ("YES" at step S213), the
program proceedsto step S214.If retry is not to be car-
ried out ("NO" at step S213), then the program proceeds
to step S217.

With regard to a storage area from which writing is
to be retried in response to the write instruction, step
S214 calls for incrementing of the content of an adding

counter W[block] (block = n, wherenis the nth storage
area) which counts up the numberof retries (retry count)
in responseto the write instruction. Next, at step S215,
it is determined whetherthe content of the adding coun-

ter W[block] is greater than a maximum retry count
Wmax that has been set in advance.If the content of

the adding counter W([block] is greater than the maxi-
mum retry count Wmax ("YES" at step $215), then the
program proceeds to step S216, at which this storage
area undergoes substitution processing. If the content
of the adding counter W{block] is equalto or less than
the maximum retry count Wmax ("NO"at step S215), on
the other than, then the program proceedsto step $217.

The content of the counter "block" is incremented

at step S217, whencethe program returns to step S202.
The processing described in connection with steps
$202 ~ $217 is repeated until detection and prediction
of occurrence of defects is finished for storage areas.

Whenall storage areas have been subjected to detec-
tion and prediction of defect occurrence, processingis
terminated.

The content of the adding counter A[block] and W
[biock] may be stored in the retry-count storage area of
the memory 3 shown in Fig. 1 or ina prescribed storage
area of the storage device 1.

In accordance with the first embodiment, as de-
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scribed above, each of the plurality of storage areas
constituting the storage device 1 undergo reading and
writing of data in response to read/write instructions suc-
cessively and all storage areas can be automatically
subjected to processing for detecting and predicting the
occurrence of defective areas in responseto the read/
write instructions. If a defect is detected, substitution

processing can be execuled aulomalically.
Further, the numberof retries of the read/write in-

structions is stored in regard to the storage areas of the
storage device 1 and,if the number of retry count re-
garding a storage area has exceeded a predetermined
threshold value, this storage area can be subjected to
substitution processing automatically.

As aresult of the operation described above,partial
defects presentin the plurality of storage areas consti-
tuting the storage device 1 can be detected and predict-
ed aulomatically.

<Second Embodiment>

In the first embodiment, storage areas can be auto-
matically subjected to processing for detecting and pre-
dicting the occurrence of defects in response to read/
write instructions by writing data, which have been read
out of a storage area, to the sare storage area. How-
ever,if, during execution of aninitial read instruction and
the ensuing write instruction with regard to a certain stor-
age area the samestorage area is subjected to a write
operation by the user, the data that have been written
by the user will be destroyed by the ensuing write in-
struction in the arrangement describedin the first em-
bodiment. Accordingly,in the first embodiment,it 1s re-
quired that the defect detection and prediction applied
to storage areas of the storage device be executed un-
der conditions in which the user is nol present or under
conditions in which other write instructions initiated by
the user are forbidden. In other words, a problem with
the first embodiment is that ordinary accessing cannot
be carried out while detection and prediction of the oc-
currence of defects is being implemented.

Accordingly, in a second embodimentof the inven-
tion, an “inseparable read/write instruction” (ARDWR:
Atomic ReaD/WRite) is introduced with respect to disk
read/write. The ARDWRinstruction allows read/write in-

structions to be executed successively withoutinterrup-
tion. In other words, until execution of a read/write in-

struction implemented by the ARDWAinstructionts fin-
ished, an interrupt by another instruction is forbidden.
The otherinstruction is executed only after execution of
the ARDWRinstruction is completed. More specifically,
with regard to a storage area for which defect detection
and prediction has not been executed by the ARDWR
instruction, another instruction such as an ordinary read
instruction or write instruction can be executed. As a re-

sult, itis possible to subject storage areas to detect de-
tection and prediction processing even if the userts
present or even if another write instruction entered by
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the useris not forbidden.

This may readily be implemented by extending the
command system of an SCSI (Small Computer System
Interface), which ts a standard for connecting computer
peripherals.It is also possible to implement the forego-
ing on the softwarelevel.

Further, a buffer (memory) area equivalent to one
block of a slorage area is preparedin orderto implement
the ARDWARinstruction. When the ARDWRinstruction

is applied to a certain storage area, the data that have
been storedin this area are read out, the read data are

held in the above-mentioned buffer temporarily and the
held data are written again to the same storage area to
which the ARDWAinstruction was applied. Since the
data read out of a certain storage area are written to this
storage areaafterfirst being placed in the buffer, the
stored data will not undergo any changeafter issuance
of the ARDWRinstruction.

The processing executed in the second embodi-
ment will now be described with reference to the flow-

chart of Fig. 3.
Fig. 3 is a flowchart illustrating the flow of process-

ing executed according to the second embodiment.
In response to the ARDWAinstruction, a counter

"block", which counts the numbersof the storage areas
that undergo defect detection and prediction, is initial-
ized to "1" at step S301. This is followed by step S302,
at which it is determined whetherall storage areas have
undergone defect detection and prediction processing.
lf defect detection and prediction is finished up to the
final storage area ("YES"“ at step S302), then processing
is terminated. If defect detection and prediction is not
finishedfor all storage areas ("NO" al step S302), then
the program proceedsto step $303.

Alt step $303, data siored in a storage area corre-
sponding to content indicated by the counter “block” are
read out by the ARDWAinstruction (ARDWRblock), the
data are placed in a buffer temporarily and then written
back to the same storage area. This is followed by step
$304, at whichit is determined whetherthe storage area
for which the data read/write operation was performed
in rasponse to the ARDWRinstruction has developed a
recoverable error (referred to as a “recoverable ARDWRA
error") owing toretry of the storage area.If such an error
has occurred ("YES" at step S304), then the program
proceeds to step S305.If it is found at step S304 that
an error has not occurred ("NO" at step $304), then the
program proceeds to step S306.

With regard to a storage area for which an error has
occurred owing to the ARDWARinstruction, step S305
calls for incrementing of the content (block = n, where n
is the nth storage area) of an adding counter E[block]
which counts up the numberof times the error has oc-
curred owing to the ARDWRinstruction. Next, at step
$306,it is determined whetherthe contentof the adding
counter E[block]is greater than a cumulative error count
Emax that has been set in advance.If the content of the

adding counter E[block] is greater than the cumulative
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error count Emax ("YES" at step S306), then the pro-
gram proceeds to step S307, at whichthis storage area
undergoes substitution processing.If the content of the
adding counter E[biock] is equal to or less than the cu-
mulative error count Emax ("NO* at step S306), on the
other hand, then the program proceedsto step S308.

The content of the counter "block" is incremented

at step S308, whencethe program returns lo slep $302.
The processing described in connection with steps
$302 ~ $308is repeated until detection and prediction
of occurrence of defects is finished for storage areas.
Whenall storage areas have been subjected to detec-
tion and prediction of defect occurrence, processing is
terminated.

It should be noted that the content of the adding
counter E[block] may be stored in the retry-count stor-
age area of the memory 3 shownin Fig. 1 or in a pre-
scribed storage area of the storage device 1

In accordance with the first embodiment, as de-

scribed above, each of the plurality of storage areas
constituting the storage device 1 can undergo reading
and writing of data in response to the ARDWAR instruc-

tion successively without an interruption caused by an-
other write instruction, and storage areas can be auto-
matically subjected to processing for detecting and pre-
dicting the occurrence of defective areas in response to
the ARDWRinstruction. If a defect is detected, substi-

tution processing can be executed automatically.
Further,it is possible to subject storage areasto de-

fect detection and prediction processing even if the user
is absent or even if another write instruction entered by
the useris not forbidden.

Further, the number of times errors occur with re-

gard to storage areasof the storage device in response
to the ARDWRinstruction can be stored and, if the error
count exceeds a predetermined threshold value with re-
gard to a particular storage area, this storage area can
be subjected to substitution processing automatically.

As aresult of the operation described above,partial
defects presentin the plurality of storage areas consti-
tuting the storage device 1 can be detected and predict-
ed automatically.

<Third Embodiment>

Ina third embodiment of the invention, the arrange-
mentof the second embodimentis so adapted thatafter
the ARDWAinstruction is executed, data are again read
out of the storage area, to which the ARDWARinstruction
wasapplied, in response toa read instruction and these

data are compared with the data that were read out by
the ARDWRinstruction. This makesit possible to detect
and predict even more accurately the occurrenceof de-
fects in the storage areas of the storage device.

The processing executed in the third embodiment
will now be described with referenceto the flowchart of
Fig. 4.

Fig. 4 is a flowchart illustrating the flow of process-
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ing executed according to the third embodiment.
In response to the ARDWRinstruction and a read

instruction that follows the ARDWRinstruction, a coun-

ter "block", which counts the numbersof the storagear-
eas that undergo defect detection and prediction,is in-
itialized to "1" at step S401. This is followed by step
$402,at whichit is determined whetherall storage areas

have undergone defect detection and prediction
processing. If defect detection and predictionis finished
up to the final storage area ("YES" at step 5402), then
processingis terminated.If defect detection and predic-
tion is notfinished up to the final storage area ("NO"at
step S402), then the program proceedsto step S403.

At step S403, data stored in a storage area corre-
sponding to contentindicated by the counter "block" are
read out by the ARDWRinstruction (ARDWRblock), the
data are placed in a buffer temporarily and then written
back to the same storage area. This is followed by step
$404, at which the data stored in this storage area are

read out by the read instruction (read block). Next. at
step S405, with regard to data storedin a certain storage
area, it is determined whether the data read out by the
ARDWAinstruction and the data read out by the read
instruction that followed the ARDWRinstruction are dif-
ferent. If the data are identical ("NO" at step S405), the

program proceeds to step S406.If the data are different
("YES" at step S405), however, then the program pro-
ceeds to step S409.

It is determined at step S406 whether the storage
area for which the data read/write operation was per-
formed in response to the ARDWRinstruction has de-
veloped a recoverable error (referred to as a “recover-
able ARDWRerror") owingto retry of the storage area.
If such an error has occurred ("YES" at step S406), then
the program proceedsto step S407.If it is found at step
$406 that an error has not occurred ("NO"al step S406),
then the program proceeds to step S408.

With regard to a storage area for which anerror has
occurred owing to the ARDWRinstruction, step S407
calls for incrementing of the content (block = n, where n
is the nth storage area) of an adding counter E[block]
which counts up the numberof times the error has oc-
curred owing to the ARDWAinstruction. Next, al step
$408,it is determined whether the content of the adding
counter E[block] is greater than a cumulative error count
Emax that has beenset in advance.If the content of the

adding counter E[block] is greater than the cumulative
error count Emax ("YES" at step S408), then the pro-
gram proceedsto step S409,at which this storage area
undergoes substitution processing.If the content of the
adding counter E[block] is equalto or less than the cu-
mulative error count Emax ("NO" at step S408), on the
other hand, then the program proceeds to step S410.

The content of the counter "block" is incremented

at step $410, whencethe program returns to step S402.
The processing described in connection with step $402
~ §408is repeated until detection and prediction of oc-
currence of defects is finished for storage areas. When
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all storage areas have been subjected to detection and
prediction of defect occurrence, processing is terminal-
ed.

It should be noted that the content of the adding

counter E[block] may be stored in the retry-count stor-
age area of the memory 3 shown in Fig. 1 or in a pre-
scribed storage area of the storage device 1.

Further, the third embodimentis obtained by adding

the processing of step S404in Fig. 4 to the second em-
bodiment. However, it is also possible to apply the
processing of step S404 to thefirst embodiment or to
other embodiments.

In accordance with the third embodiment, as de-
scribed above, data stored in a storage area after exe-
cution of the ARDWRinstruction can be read out again

by a read instruction and these data can be compared
with the data that were read out by the ARDWRinstruc-
tion, thereby making possible more accurate automatic
detection and prediction of occurrence of defective stor-
age areas.If a defect is detected, substitution process-
ing can be executed automatically.

Further, the numberof times errors occur with re-

gardto storage areasof the storage device in response
to the ARDWRinstruction can be stored and, if the error

count exceeds a predetermined threshoid value with re-
gard to a particular storage area, this storage area can
be subjected to substitution processing automatically.

As aresult of the operation described above,partial
defects presentin the plurality of storage areas consti-
tuting the storage device 1 can be detected andpredict-
ed automatically.

The processing describedin the first through third
embodiments can be started up periodically at fixed in-
tervals, such as once a day or once a week,oral start-
up or shut-down of the system, by the system software
orbuilt-in firmware, or manually al the volition of the ad-
ministrator,

Further, in order to avoid a decline in overall system

performance owing to the processing for detecting and
predicting the occurrence of defects in storage areas in
accordance with the second and third embodiments,it

is possible to adopt an arrangement in which the
processing for detecting and predicting the occurrence
of defects in storage areas is executed at a selected
time, namely when the load on the system is low

Processing executed by such an arrangementwill
now be described with reference to Fig. 5.

Fig. 5 is a flowchart illustrating the flow of process-
ing executed to perform the processing described in
connection with the second and third embodiments of
the invention.

Step $501 in Fig. 5 calls for measurement of the
load Lsys, which indicates the load on the system ata
certain point in time. This is followed by step $502, at
whichit is determined whether Lsys is less than a pre-
determined constant L. If the load equal to or greater

than the predetermined constantL ("NO" al step S502),
the program proceedsto step S501. On the other hand,
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if the load is less than the predetermined constant L
("YES"at step $502), then the program proceedsto step
$503. Here the occurrence of defects in the storage ar-
eas of the storage device 1 is detected and predicted
using any of the arrangementsofthefirst through third
embodiments.

Thus, when the system loadis high, the invention
is nol started up andis prevented from influencing other
operations.

It is also possible to adopt an arrangementin which
the occurrence of defects in the storage areas of the
storage device 1 is detected and predicted depending
upon overall conditions inclusive of the numberof users
and the presenttime(i.e., whether it is late at night, a
holiday, etc.)

<Fourth Embodiment>

In the first through third embodiments, the occur-
rence of defects in the storage areas of a single storage
device is detected and predicted. A fourth embodiment
of the invention is adapted to detect and predict the oc-
currence of defects in the storage areas of a plurality of
storage devices such as a disk array.

The processing executed in the fourth embodiment
will now be described with reference to the flowchart of

Fig. 6.
Fig. 6 is a diagram for describing the processing ex-

ecuted according to the fourth embodiment.
Shown in Fig. 6 is a storage device array 10 com-

prising a plurality of storage devices 11 ~ 14, a CPU
(central processing unit) 30 for subjecting the elements
of the system to various control, and a memory 30. The
memory 30 has a defect checking program (nol shown)
for executing processing describedin the fourth embod-
iment, as well retry-count storage areas, the numberof
which correspond to the number of storage devices 11
~ 14, for performing a function identical with that of the
retry-count storage area 3b described above in connec-
tion with Fig. 1. It is assumedthat the detailed construc-
tion of the storage devices 11 ~ 14 is similar to that of
the conventional storage davice 71 shown in Fig. 7.
Further, the retry-count storage areas may be provided
in individual storage areas.

lf a total numberof errors obtained by summing the
numberof errors that have occurredin each of the stor-

age areas of any of the storages devices 11 ~ 14,orif
the numberof errors that have occurred in each storage
area of the storage areas of any of the storages devices
11 ~ 14, exceeds a predetermined threshold value, sub-
stitution processing is executed on a perdevice basis.
This can be implemented by sending a messageto the
user or system administrator and having the user or ad-
ministrator intervene, or, as shownin Fig. 6, by setting
aside the storage device 14 as a spare storage device
that usually is not used and executing substitution
processing automatically.

In accordancewith thefirst through fourth embodi-
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ments, as described above, the occurrence of defects

in the storage areas of a storage device can be predicted
and substitution processing can be executed to auto-
matically substitute another storage area for one that
hasfailed. This furnishes the storage device with a high
reliability and makesit easy to use. Further, storage ar-
eas Can be subjected to substitution processing and the
save effects can be obtained even when a failure has

actually occurred.
The present invention can be applied to a system

constituted by a plurality of devices (e.g., a host com-
puter, interface, reader, printer, etc.) or to an apparatus
comprising a single device (e.g., a copier or facsimile
machine, etc.).

Further, it goes without saying that the object of the
present invention can also be achieved by providing a
storage medium storing program codesfor performing
the aforesaid functions of the foregoing embodiments to
a system or an apparatus, reading the program codes
with a computer(e.9.,a GPU or MPU) of the system or
apparatusfrom the storage medium,and then executing
the program.

In this case, the program codes read from the stor-
age medium implement the functions according to the
embodiments, and the storage medium storing the pro-
gram codes constitutes the invention.

Further, the storage medium, such as a floppy disk,
hard disk, optical disk, magneto-optical disk, CD-ROM,
CD-R, magnetic tape, non-volatile type memory card or
FROM can be used to provide the program codes.

Furthermore, besides the case wherethe aforesaid

functions according to the embodiments are implement-
ed by executing the program codes read by a computer,
the present invention covers a case where an operating
system (OS) or the like working on the computer per-
forms a part of or the entire process in accordancewith
the designation of program codes and implements the
functions according to the embodiments.

Furthermore, the present invention further covers a
case where,after the program codes read from the stor-
age medium are written to a function extension board
inserted into the computer or to a mamory provided in
a function extension unit connected to the computer, a
CPUor the like contained in the function extension

boardor function extension unit performs a part of or the
entire process in accordance with the designation of
program codes and implements the function of the
above embodiments.

In a case where the present invention is applied to
the above-mentioned storage medium, program codes
corresponding to the flowcharts described earlier are
stored on this storage medium. More specifically, mod-
ules illustrated in the example of the memory map of
Fig. 8 are stored on the storage medium.

Specifically, it will suffice to store program codes of
at least a “checking module", an "accumulating module"
and a “detecting module" on the storage medium.

The "checking module" checks for defects in stor-
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age areasby performing reading and writing of data over
all storages areas constituting a storage medium. The
“accumulating module" is a module which, when an er-
ror that has occurred by checking,is an error for which
retry is possible, accumulates the numberof timesthis
has occurred. The “detecting module" detects fault lo-
cationsin the storage areas based uponthetypeof error
that has occurred by checking or the numberof occur-
rences accumulated by the accumulating module.

As many apparently widely different embodiments
of the present invention can be made without departing
from the spirit and scope thereof,it is to be understood
that the invention is not limited to the specific embodi-
ments thereof except as defined in the appended
claims.

Claims

1. Astorage device equipped with a storage medium,
characterized by comprising:

checking means(2, 3a) for checking for defects
in storage areas by performing reading and
writing of data over all storages areas consti-
tuting the storage medium,
accumulating means (2, 3a, 3b) which, when
an error that has occurred by checking per-
formed by said checking meansis an errorfor
which retry is possible, is for accumulating the
numberof times this has occurred; and

detecting means (2. 3a, 3b) for detecting fault
locations in the storage areas based uponthe
type oferror that has occurred by checking per-
formed by said checking meansor the number
of occurrences accumulated by said accumu-
lating means.

2. The device according to claim 1, further comprising
substitution meansfor substituting another storage
area for a storage area having a defect detected by
said detecting means.

3. The device according to any-preceding claim,
wherein said detecting means detects a storage ar-
ea under examination as being a detective location
if the number of occurrences accumulated by said
accumulating means exceeds a predetermined
numberorif the errorthat has occurred by checking

performed by said checking meansis an error for
which retry is possible.

4. The device according to any preceding claim,
wherein the storage device has a control instruction
for inhibiting instructions from elsewhere during ex-
ecution of checking by said checking means, there-
by allowing checking for defects in the storage are-
as:
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said checking means checking for defects in
the storage areas using said control instruction.

5. The device according to claim 4, further comprising
memory means for holding data read out by said
checking means;

said checking meanschecking for defects of
the storage areas by re-reading data out of a slor-
agearea after it has been checked by said checking
means and comparing the read data and the data
held by said memory means.

6. The device according to any preceding claim,
wherein the check performed by said checking
meansis executed at predetermined times.

7. Astorage system equipped with a plurality of stor-
age devices, characterized by comprising:

checking means (20, 30) for checking for de-
fects in storage areas by performing reading
and writing of data overall storage areas con-
stituting a storage medium provided in each
storage device of the plurality thereof;
accumulating means (20, 30) which, when an
error that has occurred by checking performed
by said checking meansis an error for which
retry is possible,is for accumulating the number
of times this has occurred;

detecting means (20, 30) for detecting faull lo-
cations in the storage areas based upon the
typeof error thal has occurred by checking per-
formed by said checking means or the number
of occurrences accumulated by said accumu-
lating means;
monitoring means (20, 30) for monitoring stalus
of detection of each storage device of the plu-
rality thereof by said detecting means; and
substitution means (20, 30) for substituting one
storage device for another in dependence upon
status of detection monitored by said monitor-
ing means.

8. Amethod of controlling a storage device equipped
with a storage medium, characterized by compris-
ing:

a checking step (S201, $202, S203, S207,
$211, S213, $217. $301, $302, $303, S308,
$401, $402, S403, $404, $410)of checking for
defects in storage areas by performing reading
and writing of data overall storages areas con-
stituting the storage medium,
an accumulating step (S208, S214, $305,
$407) which, when an error that has occurred
by checking performedat said checkingstepis
an error for which retry is possible, is a step of
accumulating the numberof times this has oc-



Patent Owner, Bot M8 LLC - Ex. 2013, p. 116

10.

11.

12.

13.

14,

BNSDOCID: <EP____

17 EP 0 801 387 A2 1B

curred; and
a detecting step (S204, S209, S212, S215,
$304, S306, S405, S406, S408) of detecting
fault locations in the storage areas based upon
the type of error that has occurred by checking
performed at said checking step or the number
of occurrences accumulated at said accumulal-

ing step.

The method according to claim 8, further compris-
ing a substitution step of substituting another stor-
age areafor a storage area having a defect detect-
ed at said dotecting step.

The method according to any of claims 8 and 9,
wherein said detecting step detects a storage area
under examination as being a defective location if
the number of occurrences accumulated at said ac-

cumulating step exceeds a predetermined number
or if the error that has occurred by checking per-
formed at said checking step is an error for which
retry is impossible.

The method according to any of claims 8 to 10,
wherein the method has a control instruction for in-

hibiting instructions from elsewhere during execu-
tion of checking at said checking means, thereby
allowing checking for defects in the storage areas;

said checking step checkingfor defects in the
storage areas using said control instruction.

The method accordingto claim 11, further compris-
ing a data holding step of holding data read out at
said checking step:

said checking step checking for defects of the
storage areas by re-reading data out of a slorage
areaafterit has been checked at said checking step
and comparing the read data and the data held at
said data holding step.

The method according to any of claims 8 to 12,
wherein the chack performedat said checking stap
is executed at predetermined times.

A method of controlling a storage system equipped
with a plurality of storage devices: characterized by
comprising:

a checking step (S201, S202, S203, S207,
$211, $213, $217, $301, $302, S303, $308,

$401, $402, $403, $404, S410) of checking for
defects in storage areas by performing reading
and writing of data overall storages areas con-
stituting a storage medium provided in each
storage device of the plurality thereof;
an accumulating step (S208, S214, S305,
$407) which, when an error that has occurred

by checking performedat said checking stepis
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an error for which retry is possible, is a step of
accumulating the numberof times this has oc-
curred:

a detecting step (S204, S209, S212, S215,
$304, S306, S405, S406, S408) of detecting
fault locations in the storage areas based upon
the type of error that has occurred by checking
periormed al said checking step or the number
of occurrences accumulated at said accumulat-

ing step:
a monitoring step (S205, S210, S216, S307,
$409) of monitoring status of detection of each
storage device of the plurality thereof at said
detecting step; and
a substitution step (S205, S210, S216, S307,
$409)of substituting one storage device tor an-
other in dependence upon status of detection
monitored at said monitoring step.

15. A computer readable memory storing program
codes of control processingfor controlling a storage
device equipped with a storage medium, the mem-
ory characterized by comprising:

a program code of a checking step (S201,
$202, S203, S207, S211, $213, S217, S301,
$302, S303, S308, S401, $402, S403, S404,

$410) of checking for defects in storage areas
by performing reading and writing of data over
all storages areas constituting the storage me-
dium;

a program code of an accumulating step (S208,
$214, S305, S407) which, when an error that
has occurred by checking performed at said
checkingstep is an error for whichretry is pos-
sible, is a step of accumulating the numberof
times this has occurred, and

a program code of a detecting step (S204,
S209, S212, $215, $304, $306, S405, S406,
$408) of detecting fault locations in the storage
areas based uponthetypeof error that has oc-
curred by checking performed at said checking
step or the numberof occurrences accumulat-
ed at said accumulating step.

16. A method of substituting substitute storage areas
for defective storage areas in a storage medium in
a storage device comprising the stepsof:

controlling the storage device to automatically
checkall storage areas for defects; and
substituting another storage area for a storage
area having a defect.

17. Amethod of detecting defective storage areas ina
storage medium in a storage device, comprising the
stepsof,
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writing data to all storage areas of lhe storage
medium;

reading the data from the storage areas; and
comparing the read and written data

18. A method as claimed in any of claims 16 and 17 in
combination with any one or more of the method
steps defined in claims 8 to 14.

19. Astorage medium processed according toany one 10
of claims 8 to 14 and 16 to 18.
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