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INFORMATION PROCESS DEVICE

CROSS-REFERENCE TO THE RELATED APPLICATION (8)

This application is based upon and claims a priority from the prior Japanese
Patent Application No. 2004-245377 filed on August, 25, 2004, the entire contents of

which are incorporated herein by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an information process device in which a
fault in hardware or software is inspected.

2. Description of Related Art

In a conventional information process device, data and programs required in
calculation or control are stored in one memory area of a memory device such as a
hard disk and a program for inspecting whether or not a fault such as damage,
change or falsification occurs in the programs or data (hereinafter, abbreviated as
"fault inspection program") is stored in the other memory area in the same memory
device, as disclosed in Unexamined Japanese Publication No. 2003-331236.

Therefore, in a case that the damage occurs in the memory device, there is
fear that the fault inspection program is also damaged. At that time, it cannot be

guaranteed that the fault inspection program properly operates.

SUMMARY OF THE INVENTION

In order to dissolve the above problems, the present invention has been done
and has an object to provide an information process device in which it can be
guaranteed that a fault inspection program properly operates even if a fault oceurs in
a memory device which is inspected through the fault inspection program.

In order to accomplish the above object, according to one aspect of the present
invention, it is provided an information process device comprising:

a first memory device for storing a boot program executed when the
information process device is started to operate;

a mother board on which the first memory device is provided;
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a second memory device for storing an application program, the second
memory device being connected to the mother board:

a control device for executing a fault inspection program to inspect whether
or not a fault occurs in the second memory device;

wherein the fault inspection program is stored in the first memory device;
and

wherein the control device executes the fault inspection program when the
information process device is started to operate.

According to the information process device of the present invention, the
fault inspection program is stored in the first memory device on the mother board
which is independent from the second memory device, thereby even if the fault occurs
in the second memory device, it can be guaranteed that the fault inspection program
properly operates.

The above and further objects and novel features of the invention will more
fully appear from the following detailed description when the same is read in
connection with the accompanying drawings. It is to be expressly understood,
however, that the drawings are for purpose of illustration only and not intended as a

definition of the limits of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in and constitute a part
of this specification illustrate embodiments of the invention and, together with the
description, serve to explain the objects, advantages and principles of the invention.

In the drawings,

Fig. 1 is a block diagram of an information process device according to the
embodiment,

Fig. 2 is a flowchart of a start program executed when the information
process device is started to operate, and

Fig. 3 is a perspective view of the information process device according to the

embodiment.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
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Hereinafter, the embodiment according to the present invention will be
described with reference to the drawings.

Fig. 1 is a block diagram of the embodiment according to the present
invention. Fig. 3 is a perspective view of an information process device of the
embodiment. As shown in Fig. 3, although the information process device 1 is a
gaming machine for business use, such gaming machine utilizes an operating system
(OS) which is generally used in a personal computer on sale. And under an
operation circumstances thereof, a game soft program stored in a hard disk
mentioned later is operated.

And as shown in Fig. 1, in the information process device 1 according to the
embodiment, a CPU 12, a ROM 13, a RAM 14, a bus 15, connectors 16, 17, a port 18,
extended slots 19, 20 are provided on a mother board 11.

The CPU 12 controls the information process device 1 of the embodiment and
executes various programs. Therefore, the CPU 12 corresponds to a control device.

And the ROM 13 is a nonvolatile memory in which various control programs
are stored, such control programs being required when the information process device
1 of the embodiment is started to operate. The ROM 13 corresponds to a first
memory device. And in the ROM 13, as shown in Fig. 1, a boot program storing area
13a for storing a boot program, a fault inspection program storing area 13b for storing
a fault inspection program and a start program storing area 13c for storing a start
program are formed.

Here, the boot program stored in the boot program storing area 13a, the fault
inspection program stored in the fault inspection program storing area 13b and the
start program stored in the start program storing area 13c will be described
hereinafter.

Further, the RAM 14 is a memory for temporarily storing various data
calculated when the CPU 12 executes programs.

The bus 15 is constructed from a PCI bus in which a bridge circuit for
frequency change is formed, and becomes a common signal bus through which
transmission and receipt of signals are conducted among the CPU 12, the ROM 13,
the RAM 14, the connectors 16, 17, the port 18 and the extended slots 19, 20.

The connector 16 is a device to connect an output device 21 re quired when the

Patent Owner, Bot M8 LL.C - Ex. 2013, p. 6



10

15

20

25

30

game soft program is operated, to the mother board 11.

Here, the output device 21 connected to the connector 16 is constructed from
a liquid crystal display (see the reference number 21 in Fig. 3) and a sound output
device (not shown) such as a speaker. Instead of the liquid crystal display (see the
reference number 21 in Fig. 3), a CRT display and the like may be used.

The connector 17 is a device to connect an input device required when the
game soft program is operated, to the mother board 11. Here, the input device 22 is
constructed from a control panel 22 (see Fig. 3) provided with a plurality of button
switches (not shown). The input device 22 may include the other devices such as a
keyboard, a mouse and the like, and according to contents of the game soft program, a
joystick and the like may be connected to the connector 17. And in Fig. 1, although
only one connector 17 is shown, if a plurality of input devices 22 are used, plural
connectors 17 are provided respectively corresponding to each of the input devices 22.

And a hard disk 24 (HDD) is connected to the port 18 through a flat cable 23.

And in the hard disk 24 connected to the port 18, there are formed an
operating system (OS) storing area 24a for storing the 08, an extended BIOS (Basic
Input Output System) storing area 24b for storing an extended BIOS and an
application storing area 24c for storing an application program which is the game soft
program. Therefore, the hard disk 24 corresponds to a second memory device.

And the extended slot 19 is an insertion slot to connect a video board 25 to
the mother board 11.

Here, the video board 25 connected to the mother board 11 through the
extended slot 19 is a board having a graphics-accelerator to display figures and
characters on the liquid crystal display (see the reference number 21 in Fig. 3) which
is one of the output devices 21. The video board 25 can conduct performance with a
resolution level and a graphics describing speed so that the operation of the game soft
program in the information process device 1 of the embodiment can be properly
executed.

And the extended slot 20 is an insertion slot to connect a sound board 26 to
the mother board 11.

Here, the sound board 26 connected to the mother board 11 through the

extended slot 20 is a board having a chip such as FM sound source and PCM sound
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source to output sounds from the speaker (not shown) which is one of the output
devices 21. The sound board 26 can conduct performance so that the operation of the
game soft program in the information process device 1 of the embodiment can be
properly executed.

Next, with reference to a flowchart shown in Fig. 2, it will be described an
operation executed when the information process device 1 according to the
embodiment is started to operate. Fig. 2isa flowchart of a start program executed
when the information process device 1 is started to operate.

In the information process device 1 of the embodiment, when the device 1 is
started to operate, the start program stored in the start program storing area 13c of
the ROM 13 is executed by the CPU 12.

That is to say, as shown in Fig. 2, when the start program is executed, at first
in S11, a boot program is executed.

Here, the boot program is a program stored in the boot program storing area
13a of the ROM 13, and based on the boot program, initialization of various devices
including the extended BIOS (Basic Input Output System) in the hard disk 24 and
the OS (Operating System) in the hard disk 24 is executed.

At that time, since the OS (Operating System) in the hard disk 24 is loaded in
the RAM 14 and started to operate, the ROM 13 may be called as a boot ROM at this
point of view.

Next, when procedure of the start program shifts to S12, the fault inspection
program is executed.

Here, the fault inspection program is a program stored in the fault inspection
program storing area 13b and through which a fault inspection in the hard disk 24 is
executed. Concretely, according to the fault inspection program, it is inspected
whether or not a damage occurs in the hard disk 24 or whether or not change or
falsification of the program stored in the hard disk 24 is conducted.

Next, when procedure of the start program shifts to S13, it is determined
whether or not a fault occurs in the hard disk 24. This determination is conducted
based on an execution result of the fault inspection program obtained in S12.

At that time, if it is determined that the fault does not occur in the hard disk
24 (S13: NO), procedure shifts to S14, thereafter the application program stored in
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the hard disk 24 is loaded in the RAM 14 and execution of the application program is
started. On the other hand, if it is determined that the fault occurs in the hard disk
24 (S13: YES), procedure shifts to 515 and error display is conducted on the liquid
crystal display (see the reference number 21 in Fig. 3) which is one of the output
devices 21.

As mentioned, in the information process device 1 according to the
embodiment, as shown in Fig. 1, the fault inspection program is stored in the fault
inspection program storing area 13b of the ROM 13 on the mother board 11
independently from the hard disk 24, thereby even if a fault occurs in the hard disk
94 which is inspected by the fault inspection program, it can be guaranteed that the
fault inspection program properly operates.

And as shown in Fig. 3, the information process device 1 of the embodiment is
used as the gaming machine for business use, and as shown in Fig. 2, the fault
inspection program stored in the ROM 13 is executed at the time that the information
process device 1 is started to operate and the fault inspection in the hard disk 24 is
executed before games are started. Therefore, measures to avoid troubles during
gaming can be taken beforehand, without giving displeasure to a player of the gaming
machine for business use.

Here, the present invention is not limited to the embodiment mentioned in
the above and various modifications can be conducted within the scope of the present
invention.

For example, as shown in Fig. 3, although the information process device 1 of
the embodiment is used as the gaming machine for business use, the information
process device 1 may be adopted for a personal computer on sale. In this case, the
keyboard, the mouse or the joystick may be utilized as the input device, instead of the
control panel 22.

And in the information process device 1 of the embodiment, although the
hard disk 24 is used as the second memory device, a flash memory in which contents
can be changed and stored may be used. In this case, the fault inspection program
inspects whether or not a fault occurs in the flash memory.

The present invention can be adopted for the fault inspection in the

information process device.
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WHAT IS CLAIMED IS:

1. An information process device comprising:

a first memory device for storing a boot program executed when the
information process device is started to operate;

a mother board on which the first memory device is provided;

a second memory device for storing an application program, the second
memory device being connected to the mother board;

a control device for executing a fault inspection program to inspect whether
or not a fault occurs in the second memory device;

wherein the fault inspection program is stored in the first memory device;
and | '

wherein the control device executes the fault inspection program when the

information process device is started to operate.

2 The information process device according to claim 1, wherein the first
memory device is a ROM provided on the mother board,

wherein the second memory device is a hard disk which is independent from
the mother board, and ’

wherein the control device executes the fault inspection program stored in

the ROM to inspect whether or not the fault occurs in the hard disk.

3. The information process device according to claim 1, wherein the information

process device is utilized as a gaming machine for business use.
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ABSTRACT OF THE DISCLOSURE

In the information process device 1, the fault inspection program is stored in
the fault inspection program area 13b of the ROM 13 provided on the mother board 11
which is independently arranged from the hard disk 24, thereby even if a fault occurs
in the hard disk 24 which is inspected by the fault inspection program, it can be

guaranteed that the fault inspection program properly operates.
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As a below named inventor, 1 hereby dedare that:

My residence, mailing address and ciizenship are as
stated next to my name.

| believe 1 am the original, first and sole inventor (if only one
name is listed Delow) or an original, first and joint inventor
(if plural names are listed below) of the subject matter
which is claimed and for which a patent is sought on the
invention entitied.

INFORMATION PROCESS DEVICE

the specification of which
[0  isattached hereto. -

[0 wasfiledon

as United States Application Number or PCT
Interational Application Number

and was amended on

(if apphicable)

1 hereby state that | have reviewed and understand the
contents of the above identified specification, including the
claims, as amended by any amendment referred 1o above.

| acknowiedge the duty to disclosa information which is
material to patentability as defined In Ttle 37, Code of
Federal Regulations, § 1.56.
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Small Entity?:: NO

INVENTOR INFORMATION

Applicant Authority Type:: INVENTOR

Primary Citizenship Country:: Japan

Status:: FULL CAPACITY

Given Name:: Jun

Family Name:: HAISHIMA

City of Residence:: Tokyo

Country of Residence:: Japan

Street of Mailing Address:: 3-1-25, Ariake, Koto-ku
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Postal or Zip Code of Mailing Address:: 135-0063
CORRESPONDENCE INFORMATION

Correspondence Customer Number:: 22850
REPRESENTATIVE INFORMATION

Representative Customer Number:: 22850

DOMESTIC PRIORITY INFORMATION

FOREIGN PRIORITY INFORMATION

Application Number: [Country:: Filing Date:: Priority Claimed::
2004-245337 Japan 08/25/04 YES
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Docket No. 276900US890

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
IN RE APPLICATION OF:  Jun HAISHIMA

SERIAL NO: New Application GAU:
FILED: Herewith EXAMINER:
FOR: INFORMATION PROCESS DEVICE

INFORMATION DISCLOSURE STATEMENT UNDER 37 CFR 1.97

COMMISSIONER FOR PATENTS
ALEXANDRIA, VIRGINIA 22313

SIR:
Applicant(s) wish to disclose the following information.

REFERENCES

B The applicant(s) wish to make of record the references listed on the attached form PTO-1449. Copies of the listed
references are attached, where required, as are either statements of relevancy or any readily available English
translations of pertinent portions of any non-English language references.

[0 A check or credit card payment form is attached in the amount required under 37 CFR §1.17(p).

RELATED CASES

O Attached is a list of applicant’s pending application(s), published application(s) or issued patent(s) which may be
related to the present application. In accordance with the waiver of 37 CFR 1.98 dated September 21, 2004, copies
of the cited pending applications are not provided. Cited published and/or issued patents, if any, are listed on the
attached PTO form 1449.

O A check or credit card payment form is attached in the amount required under 37 CFR §1 17(p).

CERTIFICATION

[ Each item of information contained in this information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of
this statement.

0 No item of information contained in this information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application or, to the knowledge of the undersigned, having made
reasonable inquiry, was known to any individual designated in 37 CFR §1.56(c) more than three months prior to
the filing of this statement.

DEPOSIT ACCOUNT

B Please charge any additional fees for the papers being filed herewith and for which no check or credit card
payment is enclosed herewith, or credit any overpayment to deposit account number 15-0030. A duplicate copy of
this sheet is enclosed. '

Respectfully submitted,

OBLON, SPIVAK, McCLELLAND,
MAIER & NEUSTADT, P.C.

Masayasu Mori
Customer Number Registration No. 47,301

C. Irvin McClelland
22850 Registration Number 21 124
Tel. (703) 413-3000
Fax. (703) 413-2220
(OSMMN 05/03)
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SHEET 1 OF 1

Form PTO 1448 U'S. DEPARTMENT OF COMMERCE ATTY DOCKET NO. SERIAL RO,
i EMARK OF . 5
(Modified) PATENT AND TRADEMARK OFFICE | 5269001S90 New Application

APPLICANT
LIST OF REFERENCES CITED BY APPLICANT | jun HAISHIMA

FILING DATE GROUP
Herewith

U.S. PATENT DOCUMENTS

EXAMINER DOCUMENT

SUB FILING DATE
INITIAL NUMBER DATE NAME CLASS

CLASS IF APPROPRIATE

AB

AC

AD

AE

AF

AG

AH

Al

AJ

AK

AL

AM

AN

FOREIGN PATENT DOCUMENTS

DOCUMENT
NUMBER

TRANSLATION
YES NO

DATE COUNTRY

AO | 2003-330793 11/21/2003 | Japan (with English Abstract) X

AP | 2003-331236 11/21/2003 | Japan (with English Abstract) X

AQ

AR

AS

AT

AU

AV

OTHER REFERENCES (Including Author, Title, Date, Pertinent Pages, etc.)

AW

AY

D Additional References sheet(s) attached

Examiner Date Considered

*Examiner: Initial if reference is considered, whether or not citation is in conformance with MPEP 609; Draw line through citation if not in
conformance and not considered. Include copy of this form with next communication to applicant.
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Searching PAJ 1/2 A=

PATENT ABSTRACTS OF JAPAN

(11)Publication number : 2003-330793
(43)Date of publication of application : 21.1 1.2003

= — = e —————

(51Int.CL

GO6F 12/08
GO6F 12/06
GO6F 12/16

o

(21)Application number : 2002-139065 (71)Applicant : CANON INC

(22)Date of filing : 14.05.2002 (72)inventor : KAWANABE TETSUYA
AICHI TAKAO
MASUMOTO KAZUYUKI
SUWA TETSUYA
HAMAMOTO AKIHIKO
HIBI MAKOTO
OSHIMA MASATO
GOTOU FUMIHIRO
ONO MITSUHIRO

(54) INFORMATION PROCESSOR AND CONTROL METHOD THEREOF
(57)Abstract:

PROBLEM TO BE SOLVED: To solve the problem in

conventional equipment that a DRAM to be checked is

used, prior to the check of the DRAM to be checked, to

execute a check program therefor, and this contradicts

the purpose of operation test of the DRAM.

SOLUTION: This information processor has a CPU, an 20c9

IRAM 3002a connected to the local bus of the CPU, and ,
a ROM and RAM connected to the external bus of the — ;
CPU. This processor further has a cache controller 3101 -
for varying the memory capacity to be used as cache - ATI08 t il ,,‘:m;._ai
memory according to the operation mode of the device = ,?_-ﬂ‘:_"r-,fH"if.?:.".:;—-, mav |

of the memory capacity of the IRAM 3002a to make the
IRAM 3002a usable as cache memory. Programs or data
are stored in the memory area other than that used as
the cache memory in the IRAM 3002a, and the check
program stored in the IRAM 3002a is executed to
perform a memory check.

e —— ———

LEGAL STATUS
[Date of request for examination]

[Date of sending the examiner's decision of
rejection]

[Kind of final disposal of application other than
the examiner's decision of rejection or
application converted registration]

[Date of final disposal for application]

http://wwwi 9.ipdl.ncipi.go.ip/PAl /result/detail/main/wAAA laaBiDA41 5330793P1.. 2005/08/03
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Docket No. 276900US90

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

IN RE APPLICATION OF: Jun HAISHIMA GAU:
SERIAL NO: New Application EXAMINER:
FILED: Herewith

FOR: INFORMATION PROCESS DEVICE

SUBMISSION NOTICE REGARDING PRIORITY DOCUMENT(S)

COMMISSIONER FOR PATENTS
ALEXANDRIA, VIRGINIA 22313

SIR:

Certified copies of the Convention Application(s) corresponding to the above-captioned matter:
B are submitted herewith

O were filed in prior application filed

O were submitted to the International Bureau in PCT Application Number
Receipt of the certified copies by the International Bureau in a timely manner under PCT Rule
17.1(a) has been acknowledged as evidenced by the attached PCT/IB/304.

Respectfully Submitted,

OBLON, SPIVAK, McCLELLAND,
MAIER & NEUSTADT, P.C.

ARG

Masayasu Mori
Customer Number Registration No. 47,301
Te1.2(72038)4513(-)3000 C. Irvin McClelland
Fax. (703) 413-2220 Registration Number 21,124
(OSMMN 11/04)

o
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E_“d UTILITY Attorney Docket No. |276900USS0
#TE NT APPLICATION First Inventor or Application Identifier ]Jun HAISHIMA
TRANSMITTAL .
n/acsew nonprovisional applications under 37 CFR 1.53(b)) Title |INFORMATION PROCESS DEVICE
=2

Commissioner for Patents
ADDRESS TO:  Mail Stop Patent Application
Alexandria, Virginia 22313

Y

0

APPLICATION ELEMENTS
ee MPEF chapter 600 concerning utility patent application contents

1. W Fee Transmittal Form (e.g. PTO/SB/17) ACCOMPANYING APPLICATION PARTS
(Submit an original and a duplicate for fee processing)
7. M Assignment Papers (cover sheet & document(s))
2. M Specification Total Sheets 8. W Application Data Sheet. See 37 CFR 1.76
9. OO 37 C.F.R. §3.73(b) Statement O Power of
] (when there is an assignee) Attorney
3. [ Drawing(s) (35 U.S.C. 113) Total Sheets 10. O English Translation Document (if applicable)
1. H Information Disclosure ® Copies of IDS
’ Statement (IDS)/PTO-1449 Citations (2)
4. [ Oath or Declaration Total Pages ‘I’ 12. O Preliminary Amendment o
B Newly executed (Fax copy) 13. [l White Advance Serial No. Postcard | g

o’ ==

=

b. O Copy from a prior application (37 C.F.R. §1.63(d)) | 14. | Certified Copy of Priority Document(s) (1) m&'

(for continuation/divisional with box 18 completed) (if foreign priority is claimed) S0

i. O DELETION OF INVENTOR(S) ) ) ) <

Signed statement attached deleting inventor(s) namedin | 15 [] Applicant claims small entity status. o2} SS

the prior application, see 37 C.F.R. §1.63(d)(2) and 2 See 37 CFR 1.27 % b

1.33(b). -
5. [] CD-ROM or CD-R in duplicate, large table or Computer | 16- O Nonpublication Request under T =

* Program (Appendix) 35 U.S.C. 122(b)(2)(B)(i). Applicant must attach form
; . - - PTO/SB/35 or its equivalent.
6. O Nucleotide and/or Amino Acid Sequence Submission

(if applicable, all necessary) 17. Il Other: Submission Notice Regarding Priority Document(s)
[0 Computer Readable Form (CRF)
Specification or Sequence Listing on:

i. [0 CD-ROM or CD-R (2 copies); or

i. O Paper

c. [0 Statements verifying identity of above copies

ol

18. If a CONTINUING APPLICATION, check appropriate box, and supply the requisite information below:
O Continuation O Divisional [ Continuation-in-part (CIP) of prior application no.:
Prior application information: Examiner: Group Art Unit:
For CONTINUATION OR DIVISIONAL APPS only: The entire disclosure of the prior application, from which an oath or declaration is supplied under Box 4b, is

considered a part of the accompanying continuation or divisional application and is hereby incorporated by reference. The incorporation can only be relied upon
when a portion has been inadveriently omitted from the submitted application parts.

19. CORRESPONDENCE ADDRESS

Customer Number

22850

(703) 413-3000
FACSIMILE: (703) 413-2220

Name: | Masayasu Mori I Registration No.: | 47,301

Signature: @}WM l Baie:] & /2 — o\

Name: C. Irvin McClelland Registration No.:

Registration Nurmber 21 124
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S==Digbet No.  276900US90

= -5 IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
INVENTOR(S) Jun HAISHIMA
SERIAL NO:  New Application
FILING DATE: Herewith

FOR: INFORMATION PROCESS DEVICE

FEE TRANSMITTAL

COMMISSIONER FOR PATENTS
ALEXANDRIA, VIRGINIA 22313

FOR MR i RATE | CALCULATIONS

TOTAL CLAIMS 3 - 20 = 0 x $50 = $0.00

INDEPENDENT CLAIMS | 1 - 3 = 0 x $200 = $0.00

UTILITY APPLICATION | 11 - 100 = | (cach il 50 | x 5250 - $0.00
sheets over 100)

00 MULTIPLE DEPENDENT CLAIMS (If applicable) + $360 = $0.00

O LATE FILING OF DECLARATION + $130 = $0.00

B FiLNG FEE MISEARCH FEE  [IEXAMINATIONFEE  BASIC FEES $1,000.00

(8300.00) ($500.00) (8200.00)

TOTAL OF ABOVE CALCULATIONS $1,000.00

00 REDUCTION BY 50% FOR FILING BY SMALL ENTITY $0.00

O FILING IN NON-ENGLISH LANGUAGE + $130 = $0.00

B RECORDATION OF ASSIGNMENT + $40 = $40.00

TOTAL $1,040.00

Please charge Deposit Account No. 15-0030 in the amount of $0.00 A duplicate copy of this sheet is enclosed.
A check in the amount of $0.00 to cover the filing fee is enclosed.

Credit card payment form is attached to cover the filing fee in the amount of $1,040.00

EE OO

The Director is hereby authorized to charge any additional fees which may be required for the papers being filed

herewith and for which no check or credit card payment is enclosed herewith, or credit any overpayment to Deposit
Account No. 15-0030. A duplicate copy of this sheet is enclosed.

Respectfully Submitted,

OBLON, SPIVAK, McCLELLAND,
MAIER & NEUSTADT, P.C.

Date: f"[ N-s ]/ [MM

Masayasu Mori
Registration No. 47,301

Customer Number
. Irvin MeClelland
22850 G Il S
e Registraticr: Naiiber 21,124

Fax. (703) 413-2220
(OSMMN 12/04)
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Docket No. 276900US8
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
IN RE APPLICATION OF: Jun HAISHIMA

SERIAL NO:  11/205,121 GAU: 2113
FILED: August 17,2005 EXAMINER:
FOR: INFORMATION PROCESS DEVICE

INFORMATION DISCLOSURE STATEMENT UNDER 37 CFR 1.97

COMMISSIONER FOR PATENTS
ALEXANDRIA, VIRGINIA 22313

SIR:
Applicant(s) wish to disclose the following information.

REFERENCES

B The applicant(s) wish to make of record the reference(s) cited in the attached Extended European Search Report
and listed on the attached form PTO-1449, Copies of the listed reference(s) are attached, where required, as are
either statements of relevancy or any readily available English translations of pertinent portions of any non-English
language reference(s).

[0 Online credit card payment is being made in the amount required under 37 CFR §1.17(p).

RELATED CASES

[0 Attached is a list of applicant’s pending application(s), published application(s) or issued patent(s) which may be
related to the present application. In accordance with the waiver of 37 CFR 1.98 dated September 21, 2004, copies
of the cited pending applications are not provided. Cited published and/or issued patents, if any, are listed on the
attached PTO form 1449,

[0 Online credit card payment is being made in the amount required under 37 CFR §1.17(p).

CERTIFICATION

0 Each item of information contained in this information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of
this statement.

[0 No item of information contained in this information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application or, to the knowledge of the undersigned, having made
reasonable inquiry, was known to any individual designated in 37 CFR §1.56(c) more than three months prior to
the filing of this statement.

DEPOSIT ACCOUNT

B Please charge any additional fees for the papers being filed herewith and for which no check or credit card
payment is enclosed herewith, or credit any overpayment to deposit account number 15-0030.

Respectfully submitted,

BradleyD. Lytle = ?

Customer Number Registration No. 40,073

22850 Paul J. Killos

Tel. (703) 413-3000 : - T
Fax. (703)413-2220 Registration Nv .. 014

(OSMMN 05/03)
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SHEET 1 OF 1

Form PTO 1449 U.S. DEPARTMENT OF COMMERCE | ATTY DOCKET NO. SERIAL NO.
(Modified) PATENT AND TRADEMARK OFFICE 276900US8 11/205,121
APPLICANT
LIST OF REFERENCES CITED BY APPLICANT Jun HAISHIMA
FILING DATE GROUP
August 17, 2005 2113
U.S. PATENT DOCUMENTS
FRTIAL PNUmBerR | DATE NAVE CLASS | GPASS |  IF APPROPRIATE
AA | US 6,449,735 B1 19/10/2002 David A. EDWARDS, et al.
AB
AC
AD
AE
AF
AG
AH
Al
Al
AK
AL
AM
AN
FOREIGN PATENT DOCUMENTS
DSS;\.J‘IEEST DATE COUNTRY YESTRANSLATIONNO
AQ | JP 9-319445 12/12/1997 | Japan (with English Abstract) X
AP | JP 2000-35888 2/2/2000 Japan (with English Abstract) X
AQ (EPOT74716 A1 5/21/1997 Europe
AR | EP 0 801 387 A2 10/15/1997 | Europe
AS
AT
AU
AV
OTHER REFERENCES (Including Author, Title, Date, Pertinent Pages, etc.)
AW
AX
AY
AZ D Additional References sheet(s) attached
Examiner Date Considered

*Examiner: Initial if reference is considered, whether or not citation is in conformance with MPEP 609; Draw line through citation if not in
conformance and not considered. Include copy of this form with next communication to applicant.
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Europlisches

0| Q) |

Office européen
des brevats

Grinecker, Kinkeldey,

Stockmair & Schwanh&ausser
Anwaltssozietat

Eurcpean Patent Office
80298 MUNICH
GERMANY

Tel. +49(0)89 2399 -0
Fax +49 (0)89 2399 - 4465

For any questions about
this communication:

Tel.:+31 (0)70 340 45 00

Maximilianstrasse 58 | CFUNECKEE: KNKELOEY, STOCKVAIR
80538 Munchen ANWALTSSOZIETAT
ALLEMAGNE
2 7 Dez. 2007

FRIST

TERM Pale

| EINGANG - RECEIVED 27.12.07
Reference Applicalion No /Patent No.
EP36141DK900kap 05018280.7 - 2210
Applicant/Proprietor
Aruze Corp.

Communication
The extended European search report is enclosed.

The extended European search report includes, pursuant to Rule 62 EPC, the European search report
(R. 61 EPC) or the partial European search report/ declaration of no search (R. 63 EPC) and the European
search opinion.

Copies of documents cited in the European search report are attached.

M

The following have been approved:
O Abstract

M

O Tite

The following figure will be published together with the abstract: 1

Refund of the search fee

1 additional set(s) of copies of such documents is (are) enclosed as well.

The Abstract was modified and the definitive text is attached to this communication.

If applicable under Article 9 Rules relating to fees, a separate communication from the Receiving Section
on the refund of the search fee will be sent later.
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EPO FORM 1503 03.82 (Po4co1) N

0’ Surapes; Fasent EUROPEAN SEARCH REPORT Appilaation Numste

Office EP 05 01 8280
DOCUMENTS CONSIDERED TO BE RELEVANT
Category Cltation of document with indication, where appropriate, Relevant CLASSIFICATION OF THE
of relevant passages to claim APPLICATION (IPC)
X ¢|JP 09 319445/h (NEC SHIZUOKA LTD) 1=3 INV.
@ 12 December 1997 (1997-12-12) GO6F3/06
* abstract * G11B19/04
5 e
X JP 2000 035888 A (YAMAHA CORP) 1-3
@ 2 February 2000 (2000-02-02)
* abstract *
S —
X o |EP 0 774 716 A (MATSUSHITA ELECTRIC IND CO|1-3
1 LTD [JP]) 21 May 1997 (1997-05-21)
* column 4, 1ine 46 - column 5, line 3 *
* column 7, line 7 - line 20; figures 5,7
*
A ¢/ |US 6 449 735 B1 (EDWARDS DAVID A [US] ET 1-3
Q AL) 10 September 2002 (2002-09-10)
* column 9, 1}ne 44 - line 55; fiqure 2 *
A - |EP 0 801 387 A (CANON KK [JP]) 1-3
g 15 October 1997 (1997-10-15)
* column 5, line 34 - Tine 42; figure 1 % TECHNICAL FIELDS
e SEARCHED (IPC)
G11B
GO6F
The present search report has been drawn up for ali claims
Place of ssarch Date of complation of the search Examiner
Munich 11 December 2007 Chaumeron, Bernard
CATEGORY OF CITED DOCUMENTS T : theory or principle underlying the invention
E : earlier patent document, but published on, or
X : particularly relevant if taken alone after the filing date
Y : particularly relevant if combined with another D : document cited in the application
document of the same category L : document cited for other reasons
A :technological backgrouna
O : non-written disclosure & : member of the same patent family, comesponding
P : intermediate document document
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EPO FORM P0453

ANNEX TO THE EUROPEAN SEARCH REPORT
ON EUROPEAN PATENT APPLICATION NO. EP 05 01 8280

This annex lists the patent family membersrelating to the patent documents cited in the above-mentioned European search report.
The members are as contained in the European Patent Office EDP file on
The European Patent Office is In no way liable for these particulars which are merely given for the purpose of information.

11-12-2007
Patent document Publication Patent family Publication

clted In search report date member(s) date

JP 9319445 A 12-12-1997  NONE

JP 2000035888 A 02-02-2000 NONE

EP 0774716 A 21-05-1997 DE 69626463 D1 10-04-2003
DE 69626463 T2 26-02-2004
us 5860122 A 12-01-1999

US 6449735 B1 10-09-2002 AU 3580697 A 21-01-1998
DE 69730430 D1 30-09-2004
DE 69730430 T2 15-09-2005
EP 0909416 Al 21-04-1999
HK 1017451 Al 06-05-2005
KR 20000022506 A 25-04-2000
Wo 9800781 Al 08-01-1998

EP 0801387 A 15-10-1997 JP 9274541 A 21-10-1997
us 6233108 Bl 15-05-2001

For more details about this annex : see Official Journal of the European Patent Office, No. 12/82
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ABSTRACT / ZUSAMMENFASSUNG / ABREGE

05018280.7

In the information process device (1), the fault inspection program is stored in the
fault inspection program area (13b) of the ROM (13) provided on the mother board
(11) which is independently arranged from the hard disk (24), thereby even if a
fault occurs in the hard disk (24) which is inspected by the fault inspection

program, it can be guaranteed that the fault inspection program properly operates.
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Datum Blatt Anmelde-Nr..
pae Ccf Form 1507 Sheet 1 Application No.: 05 018 280.7

Date Feuille Demande n®

The examination is being carried out on the following application documents:

The application documents as originally filed

ek

1. The following documents are referred to in this communication; the numbering
will be adhered to in the rest of the procedure:

D1: JP-A-09319445 and the corresponding English abstract;
D2: JP-A-2000035888 and the corresponding English abstract;
D3: EP-A-0774716.

2.) The present application does not meet the requirements of Article 52(1) EPC
because the subject-matter of claim 1 does not involve an inventive step within
the meaning of Article 56 EPC; for the following reasons:

The applicant's attention is drawn to D1 which discloses:

an information process device comprising:

a first memory device (FROM 104) for storing a boot program executed when the
information process device is started to operate;

a second memory device (HDD 111) for storing an application program ("AP");

a control device (CPU 103) for executing a fault inspection program (diagnosing
routine) to inspect whether or not a fault occurs in the second memory device
(HDD 111; see abstract of D1 ); wherein the fault inspection program (diagnosing
routine for diagnosing the hardware equipment: see abstract of D1) is stored in the
first memory device (FROM 104; see abstract of D1 ); and

wherein the control device (CPU) executes the fault inspection program (when
the information process device is started to operate (when the power source is
turned on; see abstract of D1).

D1 does not explicitely mentions a mother board on which the first memory device
(FROM 104) is provided but it is obvious to the skilled person that for the kind of
device mentioned on D1 ( combined FAX and telephone) all the harware
elements should preferably be concentrated on a single circuit board. It is also
obvious that the HDD must be connected to this board.

Therefore all the features of D1 can in an obvious manner be derived from D1.

EPA Form 2906 12 07CGSX
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Datum Blan Anmelde-Nr.:
pale Ccf Form 1507 Sheet 2 Application No.: 05 018 280.7
Date Feuille Demande n®

The subjet-matter of claim 1 also lacks an inventive step with respect to D2 for
similar reasons (see D2 , HDD 24 containing an application program, ROM 22
containing fault processing program run by the CPU (20), it is obvious to the
skilled person to have the ROM containing the system boot program and the CPU
and the ROM on a mother board).

3.) The additional feature of claim 2 is known from either D1 or D2 and adds
nothing inventive.

4.) The additional feature of claim 3 is known from D2 and adds nothing inventive.

95.) If the application is pursued and new claims are filed the indications listed
below should be followed:

- The applicant should indicate in the letter of reply the difference of the
subject-matter of the new claim vis-a-vis the state of the art and the significance
thereof. Any argument showing the presence of an inventive step should be
mentioned in the letter of reply.

- The two part form should be used for the independent claims on the basis of
D1, D2 or D3 (Rule 43(1) EPC).

- Reference signs in parentheses should be inserted in the claims to increase their
intelligibility, Rule 43(7) EPC. This applies to both the preamble and characterising
portion (see the Guidelines, C-Ill, 4.19).

- To meet the requirements of Rule 42(1)(b) EPC, the documents D1,D2,D3
should be identified in the description and the relevant background art disclosed
therein should be briefly discussed.

- The text of the description should be put into conformity with the new claims
(Rule 42(1)(c) EPC).

- In order to facilitate the examination of the conformity of the amended application
with the requirements of Article 123(2) EPC, the applicant is requested to clearly
identify the amendments carried out, irrespective of whether they concern
amendments by addition, replacement or deletion, and to indicate the passages of
the application as filed on which these amendments are based.

If the applicant regards it as appropriate these indications could be submitted in
handwritten form on a copy of the relevant parts of the application as filed.

EPA Form 2908 12.07CSX
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o, MO EUROPEAN PATENT OFFICE

L

~ Patent Abstracts of Japan
o
PUBLICATION NUMBER : 09319445
PUBLICATION DATE 1 12-12-97 104 E!o P
FROM Cc RAM
APPLICATION DATE 1 27-05-96 i
APPLICATION NUMBER : 08132214
3F 3L Jlm
APPLICANT : NEC SHIZUOKA LTD; [ ~ R |
INVENTOR : SUGIURA ETSUSHI; o iﬁ g
A ¥ AT
INT.CL. : GOBF 1/00 GO6F 1/26 GO6F 9/06 |_|
GOBF 13/00 HO4M 1/65 HO4N 1/32 m@ - @ o7
4 5 - g
TITLE . INFORMATION PROCESSOR WITH EWEE | ey | |7
AUTOMATIC RECORDING FUNCTION Ll x5 TILFAL® A P
o 8§
[
113
— 00—
w e | —L
ABSTRACT : PROBLEM TO BE SOLVED: To provide an information processor with an automatic
recording function which can receive a telephone or a facsimile coming at random even
without setting an operating state at all times.
SOLUTION: This information processor has an automatic power source control circuit 109
provided with a means for turning on/off a power source in response to a prescribed
activation factor and a means for outputting the activation factor information of power
source ON, hard disk 107 for storing an OS and an AP for performing automatic TEL
recording and automatic FAX reception, and FROM 104 for storing a BOOT program
containing a routine for starting the OS and the routine of high-speed
diagnosisfinitialization processing for diagnosing/initializing a hardware environment
required for executing the AP. When the power source is turned on, a CPU 103 starts the
BOOT program. When the activation factor shown by the activation factor information is
the arrival of a ringer, the AP is executed after the routine of high-speed
diagnosis/initialization processing, and the command for power source turning-off is sent
to the automatic power source control circuit 109.
COPYRIGHT: (C)1997,JPO
BNSDOCID: <JP A09319445A_AJ >
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ABSTRACT : PROBLEM TO BE SOLVED: To reduce trouble and cost which are needed for the
updation of a service program that makes a processing means execute a fault diagnosis,
repair, etc., in a communication terminal.

SOLUTION: A karaoke terminal 3 has a ROM 22 and the ROM 22 stores a service
program which makes a CPU 20 execute processing that checks and repairs the failure,
etc., of a hard disk drive 24. The drive 24 stores an area where an application program
which makes the CPU 20 carry out karaoke play processing, efc., is stored and the service
program which makes the GPU 20 execute processing that checks and repairs the failure,
etc., of the terminal 3. In the case of updating the service program, a new service program
transmitted from a public line network 2 is inputted to the CPU 20 through a
communication interface 28 and the CPU 20 writes the new service program in the drive
24.
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(54) Back-up unit
(57) A backup unit comprises a first storage means
(10) containing at least one program (11) and a setup Fig.2

file (12) in which the operating environment of this pro-
gram is written; a second storage means (20) used
when the first storage means (10) has a fault; a duplica-
tion means (31) for duplicating the program (11) and the
setup file (12) contained in the first storage means (10)
into the second storage means (20); and an identifier
conversion means (31) for converting identifiers
included in the setup file (12) of the first storage means
(10) and relating to the first storage means (10} into
identifiers relating to the second storage means (20),
when the duplication is performed. Therefore, when the
operation of an information processor is stopped due to
a fault in the first storage means (10), the second stor-
age means (20) enables temporary operation of the
information processor. In addition, it is possible to
employ, as the second storage means (20), a recording
medium that is lower in price and writing speed than the
first storage means (10).
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Description

FIELD OF THE INVENTION

The present invention relates to a backup unit hav-
ing a countermeasure against a fault in an external stor-
age unit, such as a hard disk drive (hereinafter referred
to as HDD).

K TH

Since an operating system (hereinafter referred to
as OS) for an information processor is contained in an
external storage unit, such as an HDD, if the HDD itself
or the content of the HDD is destroyed, the information
processor cannct be started.

As a precaution against such an accident, a dupli-
cate of the contents of the external storage unit is usu-
ally retained in a tape unit or the like. Such a duplicate
is called a backup.

A description is given of a procedure for generating
a backup with reference to figure 10. Initially, a tape unit
for backup is mounted on an information processor
equipped with an HDD (step $81). Then, data in the
HDD is copied to backup tapes (step S82). In this
method, two backup tapes are employed, i.e., a tape to
which the OS of the HDD is copied and a tape to which
user's data is copied. Hereinafter, the former is called
an OS installation tape and the latter is called a user's
data tape.

When the HDD has a fault after generation of the
backup, a user executes a procedure shown in figure
11, as a countermeasure against the fault.

Initially, the user checks the extent of the fault (step
$91). When the fault is destruction of data stored in the
HDD, the user immediately sets the OS installation tape
in a tape drive unit which is mounted on the information
processor (step $93). When the HDD itself is destroyed
physically, the user replaces the HDD with another one
(step 892) and sets the OS installation tape (step S93).
Thereafter, the user starts an OS instaliing tool from the
CS installation tape (step S94), whereby the OS is
installed in the HDD (step S95).

Further, the user resets the system of the informa-
tion processor according to his work (step S96). There-
after, the user sets the user's data tape (step $97) and
restores the data from this tape into the HDD (step
§98).

Another countermeasure against the fault in the
external storage unit is to duplicate the external storage
unit. More specifically, two external storage units having
equal performances are prepared, and data of the same
contents are written in both the external storage units
simultaneously. In this case, even when one of the
external storage units is out of order, the user can oper-
ate the information processor continuously using the
other storage unit operating normally.

However, the conventional method employing the
backup tapes have the following drawbacks.
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Firstly, when the external storage unit is destroyed,
since the external storage unit must be replaced with
another one, the operation of the information processor
is stopped until the replacement is completed.

Secondly, when the contents of the external storage
unit are destroyed, after reinstallation of the OS, the
user resets the system of the information processor
according to his work, so that resetting of the present
file is necessary. For the resetting, the operation of the
information processor must be stopped for half a day.

On the other hand, the method of duplicating the
external storage unit has the following drawback.

In this method, since data of the same contents are
written simultaneously, two (first and second) external
storage units having equal writing performances must
be used. Hence, it is impossible to use an expensive
and high-speed HDD as the first storage unit while
using an inexpensive and low-speed optical disk for the
second storage unit. Therefore, the cost of the external
storage units is doubled according to the amount of data
duplicated.

SUMMARY OF THE INVENTION

It is an object of the present invention to provide a
backup unit equipped with first and second storage
means, that enables temporary operation of an informa-
tion processor using the second storage means when
the first storage means is out of order, and that reduces
the time during which the operation of the information
processor is stopped.

it is another object of the present invention 1o pro-
vide a backup unit employing, for the second storage
means, a storage unit having a writing speed lower than
that of the first storage means.

It is a further object of the present invention to pro-
vide a backup unit that facilitates restoration of the con-
tents of the first storage means from the contents of the
second storage means.

Other objects and advantages of the invention will
become apparent from the detailed description that fol-
lows. The detailed description and specific embodi-
ments described are provided only for illustration since
various additions and modifications within the scope of
the invention will be apparent to those of skill in the art
from the detailed description.

According to a first aspect of the present invention,
a backup unit comprises a first storage means contain-
ing at least one program and a setup file in which the
operating environment of this program is written; a sec-
ond storage means used when the first storage means
has a fault; a duplication means for duplicating the pro-
gram and the setup file contained in the first storage
means, into the second storage means; and an identi-
fier conversion means for converting identifiers induded
in the setup file of the first storage means and relating to
the first storage means, into identifiers relating to the
second storage means, when the duplication is per-
formed. Therefore, when the operation of an information
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processor is stopped due to a fault in the first storage
means, the second storage means enables temporary
operation of the information processor. In addition, it is
possible to employ, as the second storage means, a
recording medium that is lower in price and writing
speed than the first storage means.

According to a second aspect of the present inven-
tion, the above-mentioned backup unit further com-
prises a setup file managing means for judging whether
at least one setup file contained in the first storage
means has been updated. When the setup file manag-
ing means judges that the setup file has been updated,
the duplication means duplicates the updated file of the
first storage means, into the second storage means.
Therefore, it is possible to store the latest setup file with-
out troubling the user.

According to a third aspect of the present invention,
the above-mentioned backup unit further comprises a
switch means for selecting one of the first storage
means and the second storage means as a storage
means for booting. Therefore, when the operation of an
information processor is stopped due to a fault in the
first storage means, the second storage means enables
temporary operation of the information processor with-
out bothering the user with conversion of identifiers and
other processes, so that the time during which the oper-
ation is stopped is reduced.

According to a fourth aspect of the present inven-
tion, the above-mentioned backup unit further com-
prises a fault detecting means for detecting a fault in the
first storage means. When a fault is detected in the first
storage means by the fault detecting means, the switch
means selects the second storage means as a storage
means for booting. Therefore, when the operation of an
information processor is stopped due to a fault in the
first storage means, the second storage means enables
temporary operation of the information processor with-
out troubling the user.

According to a fifth aspect of the present invention,
in the above-mentioned backup unit, the program
includes at least a program of an operating system, and
the setup file includes at least a setup file of the operat-
ing system.

According to a sixth aspect of the present invention,
the above-mentioned backup unit further comprises
means for designating one of the first storage means
and the second storage means as a source of duplica-
tion while designating the other as a target of duplica-
tion, and the duplication means duplicates the program
and the setup file in the storage means designated as a
source of duplication, into the storage means desig-
nated as a target of duplication. Therefore, data in the
backup storage means can be restored in the other stor-
age means. In addition, changes given to the data in the
backup storage means during the temporary operation
thereof are reflected in the restored data.
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BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram illustrating an informa-
tion processor employing a backup unit according to a
first embodiment of the invention.

Figure 2 is a flowchart illustrating a procedure for
generating a backup using the backup unit according to
the first embodiment.

Figure 3 is a flowchart illustrating a procedure of a
countermeasure against a fault in the backup unit
according to the first embodiment.

Figures 4(a) and 4(b) are tables illustrating a setup
file before conversion by the backup unit according to
the first embodiment and a setup file after the conver-
sion, respectively.

Figure 5 is a block diagram illustrating an informa-
tion processor employing a backup unit according to a
second embodiment of the invention.

Figure 6 is a flowchart illustrating a procedure for
generating a backup using the backup unit according to
the second embodiment.

Figure 7 is a flowchart illustrating a procedure for
detecting a fault in the backup unit according to the sec-
ond embodiment when the information processor is
started.

Figure 8 is a flowchart illustrating a procedure of a
countermeasure against a fault in the backup unit
according to the second embodiment.

Figure 9 is a flowchart illustrating a procedure for
updating backup data by the backup unit according to
the second embodiment.

Figure 10 is a flowchart illustrating a procedure for
generating a backup using a conventional backup unit.

Figure 11 is a flowchart illustrating a procedure of a
countermeasure against a fault in the conventional
backup unit.

DETAILED
EMBODIMENTS

RIPTION OF THE P RRED

[Embodiment 1]

Figure 1 is a block diagram illustrating an informa-
tion processor employing a backup unit according to a
first embodiment of the invention.

The backup unit comprises a first HDD 10 serving
as a storage means when the information processor
operates normally, a second HDD 20 serving as a stor-
age means when the first HDD 10 is out of order, a cen-
tral control unit 30 for instructing duplication of data and
other processes, and an internal memory unit 50.

The first HDD 10 contains an OS 11 and a setup file
12 on the basis of the OS 11. The second HDD 20 con-
tains an OS 21 which is a duplicate of the OS 11, a
setup file 22 which is a duplicate of the setup file 12, and
a setup file 23 which is obtained by converting the setup
file 12.

The central control unit 30 comprises a duplication
and conversion unit 31 for duplication of data, conver-
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sion of data, and other processes, and a system loading
switch unit 32 for selecting one of the HDD 10 and the
HDD 20 as a storage unit for booting (i.e., starting).

The first HDD 10, the second HDD 20, the central
control unit 30, and the internal memory unit 50 are con-
nected with each other through an internal bus 60 and
an external bus 70.

In the information processor equipped with the
backup unit so constructed, when the first HDD 10 has
a fault, the user takes a countermeasure against the
fault, which will be described hereinafter using figures 2,
3, and 4(a) and 4(b). Figure 2 is a flowchart showing a
procedure for generating a backup using the backup
unit according to the first embodiment. Figure 3 is a
flowchart showing a procedure of a countermeasure
adopted by the user when the HDD 10 has a fault. Fig-
ure 4(a) shows an example of a setup file 12 before it is
converted by the backup unit, and figure 4(b) shows an
example of a setup file 23 after conversion.

First of all, a procedure for generating a backup
against a fault in the HDD 10 will be described using fig-
ure 2.

The user instructs the duplication and conversion
unit 31 to duplicate and convert the contents of the first
HDD 10. Receiving the instruction, the duplication and
conversion unit 31 duplicates the OS 11 to generate the
0S 21 (step S11) and duplicates the setup file 12 to
generate the setup file 22 (step $12). When the HDD 10
contains user's data, this data is also duplicated and
stored in the HDD 20 (step S13).

Thereafter, as shown in figures 4(a) and 4(b), the
duplication and conversion unit 31 converts a portion of
data in the setup file 22 in the HDD 20, which portion is
coded in device identifiers of the HDD 10, into data
coded in device identifiers of the HDD 20, thereby gen-
erating the setup file 23 (step S14). After the conver-
sion, the duplication and conversicn unit 31 stores the
setup file 23 in the HDD 20 to complete the backup.

In case where the information processor includes a
third external storage unit (not shown), the setup file 12
includes device identifiers of the third storage unit, but
these device identifiers are not converted.

Next. the process of user's countermeasure against
the fault in the HDD 10 will be described using figure 3.

When the HDD 10 has a fault, the user changes the
target of OS loading from the first HDD 10 to the second
HDD 20 by the system loading switch unit 32 (step S21),
and the user loads the OS 21 and the setup file 23 to
boot the system from the second HDD 20 (step S22).
Then, the user decides whether the HDD 10 should be
recovered or not (step S23). When the decision is not to
recover the HDD 10, the user operates the information
processor temporarily using the second HDD until an
HDD for replacement is prepared.

On the other hand, when the decision is to recover
the HDD 10, the user judges the extent of the fault in the
HDD 10 (step S24). When the HDD 10 is physically
destroyed and another HDD for replacement is not
available soon (step S30), the user operates the infor-
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mation processor temporarily using the second HDD
until an HDD for replacement is prepared. When an
HDD for replacement is available, the user stops the
operation of the system (step S31) and replaces the first
HDD 10 with the new HDD (step S32). Then, the user
returns to step S21.

When the fault is destruction of data in the HDD 10,
the user restores the contents of the HDD 10. In this
case, it is necessary to restore the contents of the HDD
20 into the HDD 10. Hereinafter, a procedure of regen-
erating the first HDD 10 using the system booted for the
temporary operation of the second HDD 20 will be
described.

Initially, the user designates the second HDD 20 as
a source of duplication and conversion and the first
HDD 10 as a target of duplication and conversion. Then
the user instructs the duplication and conversion unit 31
to duplicate the contents of the second HDD 20 into the
iirst HDD 10. Receiving the instruction, the duplication
and conversion unit 31 duplicates the OS 21 to generate
the OS 11 (step S25) and duplicates the setup file 22 to
generate the setup file 12 (step S26). When the HDD 20
contains user's data, this data is also duplicated and
stored in the HDD 10 (step S27). Finally, the target of
OS loading is returned to the first HDD 10 by the system
loading switch unit 32 (step S28).

In the above-mentioned backup unit, the HDD 10
(first storage means) contains at least one program and
a setup file in which an operating environment of this
program is written. The duplication and conversion unit
31 (duplication means) duplicates the program and the
setup file of the first HDD 10 into the second HDD 20
{second storage means). When the setup file is dupli-
cated, if the setup file includes identifiers relating to the
first HDD 10, the duplication and conversion unit 31
(identifier conversion means) converts these identifiers
to identifiers relating to the second HDD 20. Further, the
system loading switch unit 32 (switch means) selects
the second HDD 20 as a storage unit for booting and
boots the system from the second HDD 20. Therefore, it
is possible for the user to operate the information proc-
essor temporarily, so that the inoperable time of the
information processor can be reduced.

Furthermore, the duplication and conversion unit 31
(designation means) designates the second HDD 20 as
a source of duplication and the first HDD 10 as a target
of duplication, and duplicates the contents of the sec-
ond HDD 20 into the first HDD 10. Therefore, the con-
tents of the backup storage unit can be restored into the
other storage unit. In addition, any changes to the data
in the backup storage unit which has been temporarily
operated will be reflected in the restored data.

[Embodiment 2]

Figure § is a block diagram illustrating an informa-
tion processor employing a backup unit according to a
second embodiment of the present invertion.

The backup unit comprises an HDD 10 serving as a
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first storage means when the information processor
operates normally, a rewritable optical disk 40 serving
as a second storage means when the first HDD 10 is out
of order, a central control unit 30 for instructing duplica-
tion of data and other processes, and an internal mem-
ory unit 50.

The HDD 10 contains an OS 11 and a setup file 12
on the basis of the OS 11. The optical disk 40 contains
an OS 41 which is a duplicate of the OS 11 and a setup
file 42 which is a duplicate of the setup file 12.

The central control unit 30 comprises a duplication
and conversion unit 31 for duplication of data, conver-
sion of data, and other processes, a system loading
switch unit 32 for selecting one of the HDD 10 and the
optical disk 40 as a storage unit for booting, a setup file
correction detector 33, and an HDD fault detector 34.

The HDD 10, the optical disk 40, the central control
unit 30, and the internal memory unit 50 are connected
with each other through an internal bus 60 and an exter-
nal bus 70.

In the information processor equipped with the
backup unit so constructed, when the HDD 10 has a
fault, the user takes a countermeasure against the fault,
which will be described hereinafter using figures 6
through 8. Figure 6 is a flowchart showing a procedure
for generating a backup using the backup unit according
to the second embodiment. Figure 7 is a flowchart
showing the operation of the HDD fault detector 34
when the information processor is started. Figure 8 is a
flowchart showing a procedure of a countermeasure
against HDD fault. Figure 9 is a flowchart showing a
procedure for updating a backup.

First of all, a procedure for generating a backup
against HDD fault will be described using figure 6.

The user mounts the rewritable optical disk 40 as a
second storage means (step S41) and instructs the
duplication and conversion unit 31 to duplicate and con-
vert the contents of the HDD 10. Receiving the instruc-
tion, the duplication and conversion unit 31 duplicates
the OS 11 to generate an OS 41 (step S42). Subse-
quently, the unit 31 generates a setup file 42 by convert-
ing a portion of data in the setup file 12, which portion is
coded in device identifiers of the HDD 10, into data
coded in device identifiers of the optical disk 40, and
stores the setup file 42 in the optical disk 40 (step S43).
In this second embodiment, in order to save the storage
region of the optical disk 40, duplication of the setup file
12 is not performed. When the HDD 10 contains user's
data, this data is also duplicated and stored in the opti-
cal disk 40 (step S44).

Next, the operation of the HDD fault detector 34 will
be described using figure 7.

When the information processor is started, the
HDD fault detector 34 judges whether the HDD 10 has
a fault or not by detecting, for example, "reading or writ-
ing error” of the HDD 10 or "access time out” to the HDD
10 (step S45). When the HDD 10 has no fault, the infor-
mation processor is started by the HDD 10 (step 547).
On the other hand, when the HDD 10 has a fault, the
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HDD fault detector 34 instructs the system loading
switch unit 32 to change the target of OS loading from
the HDD 10 to the optical disk 40 (step S46). The sys-
tem loading switch unit 32 loads the OS 41 and the
setup file 42 to boot the system from the optical disk 40
(step S48). Thereafter, the information processor is
operated temporarily by the optical disk 40 until the
HDD 10 is replaced with another HDD.

After the detection of the HDD fault, the user takes
a countermeasure against the fault, which will be
described hereinafter using figure 8.

When a fault is detected in the HDD 10, the user
changes the target of OS loading from the HDD 10 to
the optical disk 40 by the system loading switch unit 32
(step S61), and the user loads the OS 41 and the setup
file 42 to boot the system from the optical disk 40 (step
S62). Then, the user decides whether the HDD 10
should be recovered or not (step S63). When the deci-
sion is not to recover the HDD 10, the user operates the
information processor temporarily using the optical disk
40 until an HDD for replacement is prepared.

On the other hand, when the decision is to recover
the HDD 10, the user judges the extent of the fault (step
S64). When the HDD 10 is physically destroyed and an
HDD for replacement is not available soon (step S69).
the user operates the information processor temporarily
using the optical disk 40 until an HDD for replacement is
prepared. If an HDD for replacement is available, the
user stops the operation of the system (step S$70) and
replaces the HDD 10 with the new HDD (step S71).
Then, the user returns to step S61.

When the fault is destruction of data in the HDD 10,
the user restores the contents of the HDD 10. In this
case, it is necessary to restore the contents of the opti-
cal disk 40 into the HDD 10. Hereinafter, a procedure of
regenerating the first HDD 10 using the system booted
for the temporary operation of the optical disk 40 will be
described.

Initially, the user designates the optical disk 40 as a
source of duplication and conversion and the HDD 10
as a target of duplication and conversion. Then, the
user instructs the duplication and conversion unit 31 to
duplicate and convert the contents of the opfical disk 40
into the HDD 10. Receiving the instruction, the duplica-
tion and conversion unit 31 duplicates the OS 41 to gen-
erate the OS 11 (step S65) and duplicates the setup file
42 to generate the setup file 12 (step SE6). At this time,
the duplication and conversion unit 31 converts a por-
tion of data in the setup file 12, which portion is coded in
device identifiers of the optical disk 40, into data coded
in device identifiers of the HDD 10 (step S67). When the
optical disk 40 contains user's data, this data is also
duplicated and stored in the HDD 10. To complete the
processing, the system loading switch unit 32 returns
the target of OS loading to the HDD 10 (step S68).

When data in the HDD 10 is updated, backup data
corresponding to the updated, i.e., latest, data must be
stored in the optical disk 40. Hereinatter, a procedure for
updating backup data will be described using figure 9.
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When the user corrects the setup file 12 in the HDD
10 during operation of the information processor, the
setup file correction detector 33 detects the correction
of the setup file 12 by, for example, comparing the
change time of the setup file 12 with the generation time
of the setup file 42 (step S51). In the case where the
correction of the setup file 12 is done after the backup,
the duplication and conversion unit 31 duplicates the
setup file 12 in the HDD 10 into the setup file 42 in the
optical disk 40 while converting identifiers relating to the
HDD to identifiers relating to the optical disk (step S52),
whereby the setup file 42 is updated. On the other hand,
in the case where the correction of the setup file 12 is
done before the backup, the setup file 12 is not updated.

As described above, according to the second
embodiment of the invention, the HDD 10 (first storage
means) contains at least one program and a setup filein
which an operating environment of this program is writ-
ten. The duplication and conversion unit 31 (duplication
means) duplicates the program and the setup file of the
HDD 10 into the opfical disk 40 (second storage
means). When the setup file includes identifiers relating
to the HDD 10, the duplication and conversion unit 31
(identifier conversion means) converts these identifiers
to identifiers relating to the optical disk 40. Therefore, it
is possible to employ, as the second storage means, a
recording medium that is lower in price and writing
speed than the first storage means.

Further, when the HDD fault detector 34 (fault
detecting means) detects a faultin the HDD 10, the sys-
tem loading switch unit 32 (switch means) loads the OS
41 and the setup file 42 from the optical disk 40 to boot
the system. Therefore, even when the operation of the
information processor is stopped due to the HDD fault,
the optical disk 40 enables temporary operation of the
information processor without bothering the user with
conversion of identifiers and other processes.

Furthermore, the setup file comrection detector 33
(setup file managing means) checks whether or not the
setup file in the HDD 10 is updated and, when it is
updated, the updated file is duplicated in the optical disk
40. Therefore, it is possible to store the setup file 42 cor-
responding to the latest setup file 12, without troubling
the user. In addition, when the user restores the HDD 10
using the system of the optical disk 40, which system is
booted for the temporary operation, since changes
given to the setup file 42 by the user during the tempo-
rary operation are reflected in the setup file 12 as latest
data, the HDD 10 can be regenerated with no necessity
of changing the setup file 12.

The backup unit of the present invention is not
restricted to those described for the first and second
embodiments. Although in the first and second embodi-
ments an HDD or an optical disk is used as the second
external storage unit, a floppy disk or a rewritable ROM,
such as an EEPROM or a flash ROM, may be used with
the same effects as mentioned above.

In the first and second embodiments of the inven-
tion, the duplication and conversion unit 31, the system
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loading switch unit 32, the setup file correction detector
33, and the HDD fault detector 34 are implemented by
software, i.e., programs loaded to the central control
unit 30. However, these constituents may be imple-
mented by hardware. Further, when these constituents
are implemented by software, their programs may be
stored in the HDD 10. In addition, a program for gener-
ating the system loading switch unit 32 may be stored in
a ROM in the information processor.

Claims
1. A backup unit (Fig.1) comprising:

a first storage means (10) containing at least
one program (11) and a setup file (12) in which
the operating environment of this program (11)
is written;

a second storage means (20) used when the
first storage means (10) has a fault;

a duplication means (31) for duplicating the
program (11) and the setup file (12) contained
in the first storage means (10) into the second
storage means (20); and

an identifier conversion means (31) for convert-
ing identifiers included in the setup file (12) of
the first storage means (10) and relating to the
first storage means (10), into identifiers relating
to the second storage means (20), when the
duplication is performed.

2. Abackup unit as defined in claim 1 (Fig.5) compris-
ing:

a setup file managing means (33) for judging
whether at least one setup file (12) contained in
the first storage means (10) has been updated;
wherein, when the setup file managing means
(33) judges that the setup file (12) has been
updated, the duplication means (31) duplicates
the updated file (12) of the first storage means
(10) into the second storage means (40).

3. A backup unit as defined in claim 1 comprising a
switch means (32) for selecting one of the first stor-
age means (10) and the second storage means
(40) as a storage means for booting.

4. A backup unit as defined in claim 3 comprising:

a fault detecting means (34) for detecting a
fault in the first storage means (10);

wherein, when a fault is detected in the first
storage means (10) by the fault detecting
means (34), the switch means (32) selects the
second storage means (40) as a storage
means for booting.

5. A backup unit as defined in any of claims 1 to 4
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wherein the program (11) includes at least a pro-
gram of an operating system, and the setup file (12)
includes at least a setup file of the operating sys-
tem.

A backup unit as defined in claim 1 comprising:

means (31) for designating one of the first stor-
age means (10) and the second storage means
(40) as a source of duplication while designat-
ing the other as a target of duplication;
wherein said duplication means (31) duplicates
the program (11 or 41) and the setup file (12 or
42) in the storage means (10 or 40) designated
as a source of duplication, into the storage
means (10 or 40) designated as a target of
duplication.
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Description
BACKGROUND OF THE INVENTION

This invention relates 1o a storage device equipped
with a storage medium, a method of controlling the de-
vice, a storage system and a method of controlling the
storage system.

In a magnetic storage device accommodating a
storage medium such as a hard disk, it is usual for the
storage medium to have defective storage areas that do
not implement the storage function. To deal with a stor-
age area having such a defect, substitution processing
is executed. In substitution pracessing, a substitute stor-
age area is prepared and is substituted for the defective
storage area. In addition to substitution processing set
when the product is shipped, substitution processing
can be performed also with regard to defects that occur
afresh during use of the device

Substitution processing according to the prior art
will be described with reference to Fig. 7.

Shown in Fig. 7 are a storage device 71 having or-
dinary storage areas 72 and substilute storage areas 73
sel aside in order that substitution processing may be
executed i some of the ordinary storage areas 72 de-
velop defects. Shown at 74 is a substitute-area manage-
ment area (referred 1o as a "defect list" or the like) for
storing information indicating which areas have defects
and which of the substitute storage areas 73 have been
substituted for them.

Defective areas are of two types, namely a defec-
tive area 75 which existed from the outset at shipping of
the storage device 71 from the factory, and a defective
area 76 which developed subsequently during use of the
device. When each of these areas is subjected to sub-
slitulion processing, the defective area is replaced by a
substitute storage area and information relating to the
substitution is stored in the substitute-area manage-
ment area 74.

By way of example, Japanese Patent Application
Laid-Open (KOKAI) No. 4-266117 describes a storage
device in which the storage areas of the storage device
are monitored to determine, at reading or writing of data,
the number of reading/writing retries and occurrence of
errors per each storage area. By recording the number
of read/write retries associated with each storage area
of the storage device, storage areas deemed 1o be likely
1o fail or storage areas in which defects have occurred
during use can be replaced by substitute storage areas
automatically.

However, with the conventional storage device of
this kind, substitution processing for dealing with defects
that have occurred anew during use of the device is ex-
ecuted in response 1o an instruction from the user.

Further, as described in Japanese Patent Applica-
tion Laid-Open No. 4-266117, the detection and predic-
tion of the occurrence of defects is limited to storage
areas actually accessed. More specifically, the detec-
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tion and prediction of defects in storage areas is not car-
ried out with regard 1o storage areas currently vacant
and unused but to which data are likely to be written in
the future or with regard to storage areas in which data
exist but which willnot be read or written for an extended
period of time.

Another problem is that satisiactory detection and
prediction of the occurrence of defects cannot be carried
out because such detection and prediction is performed
only when a read instruction or write instruction is im-
plemented as an actual accessing operation.

SUMMARY OF THE INVENTION

Accordingly, an object of the present invention is to
provide a storage device, a method of controlling the
same and a storage system in which the detection and
prediction of the occurrence of defects in all storage ar-
eas of the slorage device can be performed accurately
and automatically, and in which a storage area that has
become defective can be replaced by another storage
area automatically.

Afurther object of the present invention is to provide
a storage device, a method of controlling the same and
a slorage syslem in which accessing as by an ordinary
read instruction or write instruction can be executed
while detection and prediction of the occurrence of de-
fects in storage areas is carried out.

According lo the present invention, the foregoing
objects are attained by providing a storage device
equipped with a storage medium, comprising checking
means for checking for defects in storage areas by per-
torming reading and writing of data over all storages ar-
eas constituting the storage medium, accumulating
means which, when an error that has occurred by check-
ing performed by the checking means is an error for
which retry is possible, is for accumulating the number
of times this has occurred, and detecting means for de-
tecting fault locations in the storage areas based upon
the type of error that has occurred by checking per-
formed by the checking means or the number of occur-
rences accumulated by the accumulating means.

In a prelerred embodiment, the device further com-
prises substitution means for substituting another stor-
age area for a storage area having a defect detected by
the detecting means. Providing the substitution means
makes it unnecessary for the substitution to be per-
formed by the user.

In a preferred embodiment, the detecting means
detects a storage area under examination as being a
delective location if the number of cccurrences accumu-
lated by the accumulating means exceeds a predeter-
mined number or if the error that has occurred by check-
ing performed by the checking means is an error for
which retry is impossible.

In a preierred embodiment. the storage device has
a control instruction for checking for defects in storage
areas by performing control in such a manner that in-
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structions from elsewhere are not accepted during exe-
cution of checking by the checking means, wherein the
checking means checks for defects in the storage areas
using this control instruction. By employing this control
instruction, storage areas other than storage areas be-
ing checked are capable of accepting instructions from
elsewhere.

In a preferred embodiment, the slorage device fur-
ther comprises holding means for holding data read out
by the checking means, wherein the checking means
checks for defects of the storage areas by re-reading
data out of a storage area after it has been checked by
the checking means and comparing the read data and
the data held by the holding means. Adopting this ar-
rangement makes it possible to improve the accuracy
of the check performed by the checking means.

In a preferred embodiment, the check performed by
the checking means is executed at predetermined
times. According to the present invention, the foregoing
objects are attained by providing a storage system
equipped with a plurality of slorage devices, comprising
checking means for checking for defects in storage ar-
eas by performing reading and writing of data over all
storages areas constituting a storage medium provided
in each storage device of the plurality thereof, accumu-
lating means which, when an error that has occurred by
checking performed by the checking means is an error
for which retry is possible, is for accumulating the
number of times this has occurred, detecting means for
detecting fault locations in the storage areas based up-
on the type of error that has occurred by checking per-
formed by the checking means or the number of occur-
rences accumulated by the accumulating means, mon-
itoring means for monitoring status of detection of each
storage device of the pilurality thereo! by the detecting
means, and substitution means for substituting one stor-
age device for another in dependence upon status of
detection monitored by the monitoring means.

According to the present invention, the foregoing
objects are attained by providing a method of controlling
a slorage device equipped with a storage medium, com-
prising a checking step of checking for defects in storage
areas by perlorming reading and writing of data over all
storages areas constituting the storage medium, an ac-
cumulating step which, when an error that has occurred
by checking performed at the checking step is an error
for which retry is possible, is a step of accumulating the
number ol times this has occurred, and a detecting step
of detecting fault locations in the storage areas based
upon the type of error that has occurred by checking per-
formed at the checking step or the number of occurrenc-
es accumulated at the accumulating step.

According to the present invention, the foregoing
objects are altained by providing a method of controliing
a storage system equipped with a plurality of storage
devices, comprising a checking step of checking for de-
fects in storage areas by performing reading and writing
of data over all storages areas constituting a storage
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medium provided in each storage device of the plurality
thereof, an accumulating step which, when an error that
has occurred by checking performed at the checking
step is an error for which retry is possible, is a step of
accumulating the number of times this has occurred, a
detecling step of detecting fault locations in the storage
areas based upon the type of error that has occurred by
checking performed al the checking slep or the number
of occurrences accumulated at the accumulating step,
a monitoring step of monitoring status of detection of
each storage device of the plurality thereof at the de-
tecting step, and a substitution step of substituting one
storage device for another in dependence upon status
of detection monitored at the monitoring step.

According 1o the present invention, the foregoing
objects are attained by providing a computer readable
memory storing program codes of control processing for
controlling a storage device equipped with a storage
medium, the memory comprising a program code of a
checking step of checking for defects in storage areas
by performing reading and writing of data over all stor-
ages areas conslituting the storage medium, a program
code of an accumulating step which, when an error that
has occurred by checking performed at the checking
step is an error for which retry is possible, is a step of
accumulating the number of times this has occurred,
and a program code of a detecting step of detecting fault
locations in the storage areas based upon the type of
error that has occurred by checking performed at the
checking step or the number of occurrences accumulat-
ed at the accumulating step.

Thus, in accordance with the present invention, as
described above, it is possible to provide a storage de-
vice, a method of controlling the same and a storage
system in which the detection and prediction of the oc-
currence of delecls in all storage areas of the storage
device can be performed accurately and automatically,
and in which a storage area that has become defective
can be substituted by another storage area automatical-
ly.

Further, it is possible to provide a storage device, a
method of controlling the same and a storage system in
which accessing as by an ordinary read instruction or
write instruction can be executed while detection and
prediction of the occurrence of defects in storage areas
is carried out.

Other features and advantages of the present in-
vention will be apparent from the following description
taken in conjunction with the accompanying drawings,
in which like reference characters designate the same
or similar parts throughout the figures thereof.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporat-
ed in and constitute a part of the specification, illustrate
embodiments of the invention and, together with the de-
scription, serve to explain the principles of the invention.
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Fig. 1 is a block diagram illustrating a preferred sys-
tem for implementing a storage device according to
a first embodiment of the present invention;

Fig. 2 is a flowchart illustrating the flow of process-
ing executed according to the first embodiment;
Fig. 3 is a flowchart illustrating the flow of process-
ing executed according 1o a second embodiment of
the invention;

Fig. 4 is a flowchart illustrating the flow of process-
ing executed according to a third embodiment of the
invention;

Fig. 5 is a flowchart illustrating the flow of process-
ing executed in order to perform the processing de-
scribed in connection with the second and third em-
bediments of the invention;

Fig. 6 is a diagram for describing processing exe-
cuted according to a third embodiment of the inven-
tion;

Fig. 7 is a diagram showing the structure of the
memory map of a floppy disk storing a program for
processing according to the present invention; and
Fig. 8 is a diagram showing the structure of the
memory map of a floppy disk storing a program for
processing according 1o the present invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Preferred embodiments of the present invention will
be described in detail with reference to the drawings.

Fig. 1 is a block diagram illustrating a preferred sys-
tem for implementing a storage device according 1o a
first embodiment of the present invention.

Shown in Fig. 1 are a storage device 1 comprising
a storage medium such as a hard disk, a CPU (central
processing unit) 2 for subjecting the elements of the sys-
tem to various control, and & memory 3. The memory 3
includes a defect checking program 3a for executing
processing described in the first embodiment, and a re-
try-count storage area 3b. It is assumed that the detailed
construction of the storage device 1 is similar to that of
the storage device 71 shown in Fig. 7.

The processing executed in accordance with the
first embodiment will now be described with reference
to the flowchart of Fig. 2.

Fig. 2 is a flowchart illustrating the flow of process-
ing executed according to the first embodiment. First, in
outline, data stored in each of the plurality of storage
areas of storage device 1 are read out of each area suc-
cessively in response to a read instruction and occur-
rence of a defect in a storage area owing to the read
instruction is detected or predicted. If a defect is detect-
ed, substitution processing is execuled. Further, data
read out of each area in response 1o the read instruction
are written to each corresponding storage area succes-
sively in response to a write instruction, and occurrence
of adefectin a storage area owing to the write instruction
is detected or predicted. If a defect is detectec, substi-
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tution processing is executed.

Further, the number of retries for reading storage
areas of the storage device 1 in response 1o the read
instruction is stored and, if the number of retries in re-
gardto a storage area exceeds a predetermined thresh-
old value, this storage area is subjected to substitution
processing. A similar operation is performed with regard
to the write instruction as well.

It should be noted that each of the plurality of stor-
age areas is assigned a number for distinguishing the
storage area. Detection and prediction of the occur-
rence of a defect in each area is performed in the order
of these numbers.

The details of the above-mentioned processing will
now be described.

Step S201 in Fig. 2 calls for initialization, to "1", of
a counter "block”, which counts the numbers of the stor-
age areas that undergo defect detection and prediction
This is followed by step 5202, at which it is determined
whether all storage areas have undergone defect detec-
tion and prediction processing. |f defect detection and
prediction is finished for all storage areas ("YES" at step
$202), then processing is terminated. If defect detection
and prediction is not finished for all storage areas ("NO"
at step S202), then the program proceeds to step S203.

Data stored in a storage area corresponding to con-
1ent indicated by the counter "block" are read out by a
read instruction (read block) at step S203. If data cann-
not be read out at the first operation, retry is carried out
by the system. This is followed by step S204, at which
it is determined whether the storage area for which the
data read operation was performed in response 1o the
read instruction has developed an unrecoverable error
(referred to as an "unrecoverable readout error”) even
when readout is retried. If such an error has occurred
("YES" al step S204), then the program proceeds to siep
S205, where substitution processing is execuled. This
is followed by step S206, at which error processing such
as issuance of an error warning is executed. The pro-
gram then returns to step S203, at which next storage
area undergoes defect detection and prediction
processing. It should be noted that the unrecoverable
readout error is a fatal error in which data that have been
stored in the storage area are lost.

If it is found at step S204 that an error has not oc-
curred ("NO" at step S204), then the program proceeds
to step S207. Here it is determined whether reading of
this storage area in response 1o the read instruction is
retried or not. If retry is carried out ("YES" at step S207),
the program proceeds to step S208. If retry is not carried
out ("NO" at step S207), then the program proceeds to
step S211.

With regard to a storage area from which reading is
retried in response to the read instruction, step S208
calls for incrementing of the content of an adding coun-
ter R[block] (block = n, where n is the nth storage area)
which counts up the number of retries (retry count) in
response to the read instruction. Next, at step S208, it
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is determined whether the content of the adding counter
Rlblock] is greater than a maximum retry count Rmax
that has been set in advance. If the content of the adding
counter R|block] is greater than the maximum retry
count Rmax ("YES" at step S208), then the program pro-
ceeds to step 5210, at which this storage area under-
goes substitution processing. If the content of the adding
counter R[block] is equal 1o or less than the maximum
retry count Rmax ("NO" at step 5209), on the other
hand, then the program proceeds to step S211.

The data that have been read out by the read in-
struction at step S203 are written to the corresponding
storage area at step S211 in response to a write instruc-
tion (write block). This is followed by step S212, at which
it is determined whether the storage area for which the
data write operation was performed in response 1o the
write instruction has developed an unrecoverable error
(referred to as an “unrecoverable write error") even
when writing is retried. |f such an error has occurred
("YES" at step S212), thenthe program proceeds {o step
5216, where substitution processing is executed. If an
error has not occurred ("NO" at step S212), on the other
hand, then the program proceeds to step S213.

|t is determined at step S213 whether writing of this
storage area in response to the write instruction is to be
retried or not. In case of retry ("YES" at step S213), the
program proceeds to step S214. If retry is not to be car-
ried out ("NO" at step S213), then the program proceeds
to step S217.

With regard 1o a storage area from which writing is
to be retried in response to the write instruction, step
S214 calls for incrementing of the content of an adding
counter W[block] (block = n, where n is the nth storage
area) which counts up the number of retries (retry count)
in response to the write instruction. Next, at step S215,
it is determined whether the content of the adding coun-
ter W[block] is greater than a maximum retry count
Wmax that has been set in advance. |f the content of
the adding counter W[block] is greater than the maxi-
mum retry count Wmax ("YES" at step S215), then the
program proceeds to step S216, at which this storage
area undergoes substitution processing. If the content
of the adding counter W[block] is equal to or less than
the maximum retry count Wmax ("NO" at step S215), on
the other than, then the program proceeds lo step S217.

The content of the counter "block” is incremented
at step S217, whence the program returns tc step S202.
The processing described in connection with steps
5202 ~ S217 is repeated until detection and prediction
of accurrence of defects is finished for storage areas.
When all storage areas have been subjected to delec-
tion and prediction of defect occurrence, processing is
terminated.

The content of the adding counter R[block] and W
[biock] may be stored in the retry-count storage area of
the memory 3 shown in Fig. 1 or in a prescribed storage
area of the storage device 1.

In accordance with the first embodiment, as de-
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scribed above, each of the plurality of storage areas
constituting the storage device 1 undergo reading and
writing of data in response to read/write instructions suc-
cessively and all storage areas can be automatically
subjected to processing for detecting and predicting the
occurrence of defective areas in response 1o the read/
write instructions. If a defect is detected, substitution
processing can be execuled automalically.

Further, the number of retries of the read/write in-
structions is stored in regard to the storage areas of the
storage device 1 and, if the number of retry count re-
garding a storage area has exceeded a predetermined
threshold value, this storage area can be subjected to
substitution processing automatically.

As aresult of the operation described above, partial
defects present in the plurality of storage areas consti-
tuting the storage device 1 can be detected and predict-
ed aulomatically

<Second Embodiment>

In the first embodiment, storage areas can be auto-
matically subjected to processing for detecting and pre-
dicting the occurrence of defects in response 1o read/
write instructions by writing data, which have been read
out of a storage area, to the same storage area. How-
ever, if, during execution of an initial read instruction and
the ensuing wrile instruction with regard to a certain stor-
age area the same storage area is subjected to a write
operation by the user, the data that have been written
by the user will be destroyed by the ensuing write in-
struction in the arrangement described in the first em-
bodiment. Accordingly, in the first embodiment, it is re-
quired that the defect delection and prediction applied
1o storage areas of the storage device be executed un-
der conditions in which the user is nol present or under
conditions in which other write instructions initiated by
the user are forbidden. In other words, a problem with
the first embodiment is that ordinary accessing cannot
be carried out while detection and prediction of the oc-
currence of defects is being implemented.

Accordingly, in a second embodiment of the inven-
tion, an "inseparable read/write instruction” (ARDWR:
Atomic ReaD/WRite) is introduced with respect to disk
read/write. The ARDWR instruction allows read/write in-
structions to be executed successively without interrup-
tion. In other words. until execution of a read/write in-
struction implemented by the ARDWR instruction is fin-
ished, an interrupt by another instruction is forbidden.
The other instruction is executed only after execution of
the ARDWR instruction is completed. More specifically,
with regard 1o a storage area for which defect detection
and prediction has not been executed by the ARDWR
instruction, another instruction such as an ordinary read
instruction or write instruction can be executed. As a re-
sult, it is possible to subject storage areas to defect de-
tection and prediction processing even if the user is
present or even if another write instruction entered by
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the user is not forbidden.

This may readily be implemented by extending the
command system of an SCSI (Small Computer System
Interface), which I1s a standard for connecting compulter
peripherals. It is alsc possible to implement the forego-
ing on the software level.

Further, a buffer (memory) area equivalent to one
block of a slorage area is prepared in order lo implement
the ARDWR instruction. When the ARDWR instruction
is applied to a certain storage area, the data that have
been stored in this area are read out, the read data are
held in the above-mentioned buffer temporarily and the
held data are written again to the same storage area to
which the ARDWR instruction was applied. Since the
data read out of a certain storage area are written to this
storage area after first being placed in the buffer, the
stored data will not undergo any change after issuance
of the ARDWR instruction.

The processing executed in the second embodi-
ment will now be described with reference to the flow-
chart of Fig. 3.

Fig. 3 is a flowchart illustrating the flow of process-
ing executed according to the second embodiment.

In response to the ARDWR instruction, a counter
"block", which counts the numbers of the storage areas
that undergo defect detection and prediction, is initial-
ized to "1" at step S301. This is followed by step S302,
at which it is determined whether all storage areas have
undergone defect detection and prediction processing.
If defect detection and prediction is finished up to the
final storage area ("YES" at step S302), then processing
Is terminated. If defect detection and prediction is not
finished for all storage areas ("NO" at step S302), then
the program proceeds to step S303.

At step S303, data siored in a storage area corre-
sponding o content indicaled by the counter "block"® are
read out by the ARDWR instruction (ARDWR block), the
data are placed in a buffer temporarily and then written
back to the same siorage area. This is followed by step
S804, at which it is determined whether the storage area
for which the data read/write operation was performed
in response 1o the ARDWR instruction has developed a
recoverable error (referred to as a "recoverable ARDWR
error") owing to retry of the storage area. If such an error
has occurred ("YES" at step S304), then the program
proceeds to step S305. If it is found at step S304 that
an error has not occurred ("NO" at step S304), then the
program proceeds to step S306.

With regard to a storage area for which an error has
occurred owing to the ARDWR instruction, step S305
calls for incrementing of the content (block = n, where n
is the nth storage area) of an adding counter E[block]
which counts up the number of times the error has oc-
curred owing to the ARDWR instruction. Next, at step
S306, it is determined whether the content of the adding
counter E[block] is greater than a cumulative error count
Emax that has been set in advance. If the content of the
adding counter E[block] is greater than the cumulative
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error count Emax ("YES" at step S3086), then the pro-
gram proceeds 1o step S307, at which this storage area
undergoes substitution processing. If the content of the
adding counter E[block] is equal to or less than the cu-
mulative error count Emax ("NO* at step S306), on the
other hand, then the program proceeds to step S308

The content of the counter "block” is incremented
at step S308, whence the program returns lo slep S302.
The processing described in connection with steps
$302 ~ S308 is repeated until detection and prediction
of occurrence of defects is finished for storage areas.
When all storage areas have been subjected to detec-
tion and prediction of defect occurrence, processing is
terminated.

It should be noted that the content of the adding
counter E[block] may be stored in the retry-count stor-
age area of the memory 3 shown in Fig. 1 or in a pre-
scribed slorage area of the storage device 1

In accordance with the first embodiment, as de-
scribed above, each of the plurality of storage areas
constituting the storage device 1 can undergo reading
and writing of data in response to the ARDWR instruc-
tion successively without an interruption caused by an-
other write instruction, and storage areas can be auto-
matically subjected to processing for detecting and pre-
dicting the occurrence of defective areas in response to
the ARDWR instruction. If a defect is detected, substi-
tution processing can be executed automatically.

Further, it is possible to subject storage areas to de-
fect detection and prediction processing even if the user
is absent or even if another write instruction entered by
the user is not forbidden.

Further, the number of times errors occur with re-
gard to slorage areas of the storage device in response
to the ARDWR instruction can be stored and, if the error
count exceeds a predetermined threshold value with re-
gard to a particular storage area, this storage area can
be subjected to substitution processing automatically.

As aresult of the operation described above, partial
defects present in the plurality of storage areas consti-
tuting the storage device 1 can be detected and predict-
od automatically.

<Third Embodiments

In a third embodiment of the invention, the arrange-
ment of the second embodiment is so adapted that after
the ARDWR instruction is executed, data are again read
out of the storage area, to which the ARDWR instruction
was applied. in response to a read instruction and these
data are compared with the data that were read out by
the ARDWR instruction. This makes it possible to detect
and predict even more accurately the occurrence of de-
fects in the storage areas of the storage device.

The processing executed in the third embodiment
will now be described with reference to the flowchart of
Fig. 4.

Fig. 4 is a flowchart illustrating the flow of process-
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ing executed according to the third embodiment.

In response to the ARDWR instruction and a read
instruction that follows the ARDWR instruction, a coun-
ter "block", which counts the numbers of the storage ar-
eas that undergo defect detection and prediction, is in-
itialized to "1" at step S401. This is followed by step
$402, at which it is determined whether all storage areas
have undergone defect delection and prediclion
processing. If defect detection and prediction is finished
up to the final storage area ("YES" at step 5402). then
processing is terminated. If defect detection and predic-
tion is not finished up to the final storage area ("NO" at
step S402), then the program proceeds to step S403.

At step S403, data siored in a storage area corre-
sponding to content indicated by the counter "block" are
read out by the ARDWR instruction (ARDWR block), the
data are placed in a buffer temporarily and then written
back to the same storage area. This is followed by step
5404, at which the data stored in this storage area are
read out by the read instruction (read block). Next, at
step 5405, with regard to data stored in a certain storage
area, it is determined whether the data read out by the
ARDWR instruction and the data read out by the read
instruction that followed the ARDWR instruction are dif-
ferent. If the data are identical ("NO" at step S405), the
program proceeds to step S408. If the dala are different
("YES" at step S405), however, then the program pro-
ceeds to step S409.

It is determined at step S406 whether the storage
area for which the data read/write operation was per-
formed in response to the ARDWR instruction has de-
veloped a recoverable error (referred to as a “recover-
able ARDWR error") owing to retry of the storage area.
If such an error has occurred ("YES"® at step S408), then
the program proceeds to step S407. I it is found at step
S406 that an error has not occurred ("NO" al slep S406),
then the program proceeds to step S408.

With regard to a storage area for which an error has
occurred owing to the ARDWR instruction, step S407
calls for incrementing of the content (block = n, where n
is the nth storage area) of an adding counter E[block]
which counts up the number of times the error has oc-
curred owing to the ARDWR instruction. Next, al step
S408, it is determined whether the content of the adding
counter E[block] is greater than a cumulative error count
Emax that has been set in advance. If the content of the
adding counter E[block] is greater than the cumulative
error count Emax ("YES" at step 5408). then the pro-
gram praoceeds to step S409, at which this storage area
undergoes substitution processing. If the content of the
adding counter E[block] is equal to or less than the cu-
mulative error count Emax ("NO*" at step S408), on the
other hand, then the program proceeds to step S410.

The conlent of the counter "block” is incremented
at step $410, whence the program returns to step S402.
The processing described in connection with step 5402
~ S408 is repeated until detection and prediction of oc-
currence of defects is finished for storage areas. When
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all storage areas have been subjected to detection and
prediction of defect occurrence, processing is terminat-
ed.

It should be noted that the content of the adding
counter E[block] may be stored in the retry-count stor-
age area of the memery 3 shown in Fig. 1 or in a pre-
scribed storage area of the storage device 1.

Further, the third embodiment is cblained by adding
the processing of step S404 in Fig. 4 to the second em-
bodiment. However, it is also possible to apply the
processing of step 5404 to the first embodiment or to
other embodiments.

In accordance with the third embodiment, as de-
scribed above, data stored in a storage area after exe-
cution of the ARDWR instruction can be read out again
by a read instruction and these data can be compared
with the data that were read out by the ARDWR instruc-
tion, thereby making possible more accurate automatic
detection and prediction of occurrence of defective stor-
age areas. |f a defect is detected, substitution process-
ing can be executed automatically.

Further, the number of times errors occur with re-
gard to storage areas of the storage device in response
to the ARDWR instruction can be stored and, if the error
count exceeds a predetermined threshold value with re-
gard to a particular storage area, this storage area can
be subjected 1o substitution processing automatically.

As aresult of the operation described above, partial
defects present in the plurality of storage areas consti-
tuting the storage device 1 can be detected and predict-
ed automatically.

The processing described in the first through third
embodiments can be started up periodically at fixed in-
tervals, such as once a day or ence a week, or at start-
up or shut-down of the system, by the system software
or built-in firmware, or manually al the volition of the ad-
ministrator.

Further, in order to avoid a decline in overall system
performance owing to the processing for detecting and
predicling the occurrence of defects in storage areas in
accordance with the second and third embodiments, it
is possible to adopt an arrangement in which the
processing for detecting and predicting the occurrence
of defects in slorage areas is executed at a selected
time, namely when the load on the system is low

Processing executed by such an arrangement will
now be described with reference to Fig. 5.

Fig. 5 is a flowchart illustrating the flow of process-
ing executed to perform the processing described in
connection with the second and third embodiments of
the invention.

Step S501 in Fig. 5 calls for measurement of the
load Lsys, which indicates the load on the system at a
certain point in time. This is followed by siep S502. at
which it is determined whether Lsys is less than a pre-
determined constant L. If the load equal to or greater
than the predetermined constant L (“NO" al step S502),
the program proceeds 1o step S501. On the other hand,
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if the load is less than the predetermined constant L
("YES" at step S502), then the program proceeds to step
$503. Here the occurrence of defects in the storage ar-
eas of the storage device 1 is detecled and predicted
using any of the arrangements of the first through third
embodiments.

Thus, when the system load is high, the invention
is nol slarted up and is prevented from influencing other
operations.

It is also possible to adopt an arrangement in which
the occurrence of defects in the storage areas of the
storage device 1 is detected and predicted depending
upon overall conditions inclusive of the number of users
and the present time (i.e., whether it is late at night, a
holiday, etc.)

<Fourth Embodiment>

In the first through third embodiments, the occur-
rence of defects in the storage areas of a single storage
device is detected and predicted. A fourth embodiment
of the invention is adapted to detect and predict the oc-
currence of defects in the storage areas of a plurality of
storage devices such as a disk array.

The processing executed in the fourth embodiment
will now be described with reference to the flowchart of
Fig. 6.

Fig. 6 is a diagram for describing the processing ex-
ecuted according to the fourth embodiment,

Shown in Fig. 6 is a storage device array 10 com-
prising a plurality of storage devices 11 ~ 14, a CPU
(central processing unit) 30 for subjecting the elements
of the system to various control, and a memory 30. The
memory 30 has a defect checking program (not shown)
for executing processing described in the fourth embod-
iment, as well retry-count slorage areas, the number of
which correspond to the number of storage devices 11
~ 14, for performing a function identical with that of the
retry-count storage area 3b described above in connec-
tion with Fig. 1. It is assumed that the detailed construc-
tion of the storage devices 11 ~ 14 is similar to that of
the conventional storage device 71 shown in Fig. 7.
Further, the retry-count storage areas may be provided
in individual storage areas.

If a total number of errors obtained by summing the
number of errors that have occurred in each of the stor-
age areas of any of the storages devices 11 ~ 14, or if
the number of errors that have occurred in each storage
area of the storage areas of any of the storages devices
11 ~ 14, exceeds a predetermined threshold value, sub-
stitution processing is executed on a perdevice basis.
This can be implemented by sending a message to the
user or system administrator and having the user or ad-
ministrator intervene, or, as shown in Fig. 6, by setting
aside the storage device 14 as a spare storage device
that usually is not used and executing substitution
processing automnatically.

In accordance with the first through fourth embodi-
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ments, as described above, the occurrence of defects
inthe storage areas of a storage device can be predicted
and substitution processing can be executed to auto-
matically substitute another slorage area for one that
has failed. This fumnishes the storage device with a high
reliability and makes it easy to use. Further, storage ar-
eas can be subjected to substitution processing and the
save effecls can be obtained even when a failure has
actually occurred.

The present invention can be applied to a system
constituted by a plurality of devices (e.g., a host com-
puler, interface. reader, printer, etc.) or to an apparatus
comprising a single device (e.g., a copier or facsimile
machine, etc.).

Further, it goes without saying that the object of the
present invention can also be achieved by providing a
storage medium storing program codes for performing
the aforesaid functions of the foregoing embodiments to
a system or an apparatus, reading the program codes
with a computer (e.g.. a CPU or MPU) of the system or
apparatus from the storage medium, and then executing
the program.

In this case, the program codes read from the stor-
age medium implement the functions according to the
embodiments, and the storage medium storing the pro-
gram codes constitutes the invention.

Further, the storage medium, such as a floppy disk,
hard disk, optical disk, magneto-optical disk, CD-ROM,
CD-R, magnetic tape. non-volatile type memory card or
ROM can be used to provide the program codes.

Furthermore, besides the case where the aforesaid
functions according to the embodiments are implement-
ed by executing the program codes read by a computer,
the present invention covers a case where an operating
system (OS) or the like working on the computer per-
forms a part of or the enlire process in accordance with
the designation of program codes and implements the
functions according to the embodiments.

Furthermore, the present invention further covers a
case where, after the program codes read from the slor-
age medium are written to a function extension board
inserted into the computer or to a memory provided in
a function extension unit connected to the computer, a
CPU or the like contained in the function extension
board or function extension unit performs a part of or the
entire process in accordance with the designation of
program codes and implements the function of the
above embodiments.

In a case where the present invention is applied to
the above-mentioned storage medium, program codes
corresponding to the flowcharts described earlier are
stored on this storage medium. More specifically, mod-
ules illustrated in the example of the memory map of
Fig. 8 are stored on the storage medium.

Specifically, it will suffice to store program codes of
at least a "checking module®, an "accumulating module”
and a "detecting module" on the storage medium.

The "checking module" checks for defects in stor-
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age areas by performing reading and writing of data over
all storages areas constituting a storage medium. The
*accumulating module” is a module which, when an er-
ror that has occurred by checking, is an error for which
retry is possible. accumulates the number of times this
has occurred. The “detecting module" detects fault lo-
cations in the storage areas based upon the type of error
that has occurred by checking or the number of cccur-
rences accumulated by the accumulating module.

As many apparently widely different embodiments
of the present invention can be made without departing
from the spirit and scope thereof, it is to be understood
that the invention is not limited to the specific embodi-
ments thereof except as defined in the appended
claims.

Claims

1. A storage device equipped with a storage medium,
characterized by comprising:

checking means (2, 3a) for checking for defects
in storage areas by performing reading and
writing of data over all storages areas consti-
tuting the storage mediumn;

accumulating means (2, 3a, 3b) which, when
an error that has occurred by checking per-
formed by said checking means is an error for
which retry is possible, is for accumulating the
number of times this has occurred; and
detecting means (2. 3a, 3b) for delecting fault
locations in the storage areas based upon the
type of error that has occurred by checking per-
formed by said checking means or the number
ol occurrences accumulaled by said accumu-
lating means.

2. The device according to claim 1, further comprising
substitution means for substituting another storage
area for a storage area having a defect detected by
said detecting means.

3. The device according to any-preceding claim,
wherein said detecting means detecls a storage ar-
ea under examination as being a defective location
if the number of occurrences accumulated by said
accumulating means exceeds a predetermined
number or if the error that has occurred by checking
performed by said checking means is an error for
which retry is possible.

4, The device according to any preceding claim,
wherein the storage device has a control instruction
for inhibiting instructions from elsewhere during ex-
ecution of checking by said checking means, there-
by allowing checking for defects in the storage are-
as;
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said checking means checking for defects in
the storage areas using said control instruction.

5. The device according to claim 4, further comprising
memory means for holding data read out by said
checking means;

said checking means checking for defects of
the slorage areas by re-reading data oul of a slor-
age area after it has been checked by said checking
means and comparing the read data and the data
held by said memory means.

6. The device according to any preceding claim,
wherein the check performed by said checking
means is executed at predetermined times.

7. A storage system equipped with a plurality of stor-
age devices, characterized by comprising:

checking means (20, 30) for checking for de-
fects in storage areas by performing reading
and writing of data over all storage areas con-
stituting a storage medium provided in each
storage device of the plurality thereof;
accumnulating means (20, 30) which, when an
error that has occurred by checking performed
by said checking means is an error for which
retry is possible, is for accumulating the number
of times this has occurred;

detecting means (20, 30) for detecting faull lo-
cations in the storage areas based upon the
type of error that has occurred by checking per-
formed by said checking means or the number
of occurrences accumulated by said accumu-
lating means;

monitoring means (20, 30) for moniloring status
of detection of each storage device of the plu-
rality thereof by said detecting means; and
substitution means (20, 30) for substituting one
storage device for ancther in dependence upon
status of detection monitored by said monitor-
ing means.

8. A method of controlling a storage device equipped
with a storage medium, characterized by compris-
ing:

a checking step (S201, $202, S203, 8207,
S211, S213, S217. S301, S302, S303, S308,
S401, 5402, S403, S404, S410) of checking for
defects in storage areas by performing reading
and writing of data over all slorages areas con-
stituting the storage medium;,

an accumulating step (S208, S214, S305,
$407) which, when an error that has occurred
by checking performed at said checking step is
an error for which retry is possible, is a step of
accumulating the number of times this has oc-
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curred; and

a detecting step (S204, S209, 5212, 5215,
S304, S306, S405, S406, S408) of detecting
tault locations in the storage areas based upon
the type of error that has occurred by checking
performed at said checking step or the number
of occurrences accumulated at said accumulat-
ing slep.

The method according to claim 8, further compris-
ing a substitution step of substituting another stor-
age area for a storage area having a delfect detect-
ed at said dotecting step.

The method according to any of claims B and 9,
wherein said detecting step detects a storage area
under examination as being a defective location if
the number of cceurrences accumulated at said ac-
cumulating step exceeds a predetermined number
or it the error that has occurred by checking per-
formed at said checking step is an error for which
retry is impossible.

The method according to any of claims 8 to 10,
wherein the method has a control instruction for in-
hibiting instructions from elsewhere during execu-
tion of checking at said checking means, thereby
allowing checking for defects in the storage areas;
said checking step checking for defects in the
storage areas using said control instruction.

The method according to claim 11, further compris-
ing a data holding step of holding data read out at
said checking step;

said checking step checking for defects of the
slorage areas by re-reading data out of a slorage
area after it has been checked at said checking step
and comparing the read data and the data held at
said data holding step.

The method according to any of claims B to 12,
wherein the check performed at said checking step
is executed at predetermined times.

A method of controlling a storage system equipped
with a plurality of storage devices: characterized by
comprising:

a checking step (S201, $202, S203, S207,
S211, 8213, 8217, S301, S302, S303, S308,
S401, 402, 5403, S404, 5410) of checking for
defects in storage areas by performing reading
and writing of data over all storages areas con-
stituting a storage medium provided in each
storage device of the plurality thereof;

an accumulating step (S208, S214, S305,
$407) which, when an error that has occurred
by checking performed at said checking step is
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an error for which retry is possible, is a step of
accumulating the number of times this has oc-
curred:

a detecting step (S204, S209, S212, S215,
S304, S306, S405, S406, S408) of detecting
fault locations in the storage areas based upon
the type of error that has occurred by checking
periormed al said checking step or the number
of occurrences accumulated at said accumulat-
ing step;

a monitoring step (S205, S210, S216, S307,
S$409) of monitoring status of detection of each
storage device of the plurality thereof at said
detacting step; and

a substitution step (S205, S210, S216, S307,
S409) of substituting one storage device for an-
other in dependence upon status of detection
monitored at said monitoring step.

15. A computer readable memory storing program

codes of control processing for controlling a storage
device equipped with a storage medium, the mem-
ory characterized by comprising:

a program code of a checking step (S201,
5202, S203, S207, S211, §213, S217, S301,
S302, S303, S308, S401, S402, S403, S404,
5410) of checking for defects in storage areas
by performing reading and writing of data over
all storages areas constituting the storage me-
dium;

a program code of an accumulating step (S208,
5214, S305, S407) which, when an error that
has occurred by checking performed at said
checking step is an error for which retry is pos-
sible, is a slep of accumulaling the number of
times this has occurred, and

a program code of a detecting step (S204,
S209, 8212, 5215, S304, S308, S405, S406,
S5408) of detecting fault locations in the slorage
areas based upon the type of error that has oc-
curred by checking performed at said checking
step or the number of oceurrences accumulat-
ed at said accumulating step.

16. A method of substituting substitute storage areas

for defective storage areas in a storage medium in
a storage device comprising the steps of;

controlling the storage device to automatically
check all storage areas for defects; and
substituting another storage area for a storage
area having a defect.

17. Amethod of detecting defective storage areas in a

storage medium in a storage device, comprising the
steps of;
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writing data to all storage areas of lhe storage
medium;

reading the data from the storage areas; and
comparing the read and written data

18. A method as claimed in any of claims 16 and 17 in
combination with any one or more of the method
sleps delined in claims 8 1o 14.

19. A storage medium processed according toany one 10
of claims B 1o 14 and 16 to 1B.
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