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An extended basic input output system (E-BIOS) has a first
[73] Assignee: Award Software International, Mt. portion of code for providing power-on self-test (POST) and
View, Calif. boot functions for a first computer, including code for
sensing if the first computer does not boot. In the event of
211 Appl. No.: 608,028 failure to boot, a second portion of code in the E-BIOS
directs establishing communication link with a remote diag-
[22] Filed: Feb. 26, 1996 nostics and repair computer. When communication is
6 established, a master code kernel at the diagnostics and
(511 Int. CL GO6F 11/34 repair computer may be executed to download a slave kernel
521 U.S. CL 395/652; 395/7112  to random access memory of the first computer, blowing an
[58] Field of Search ......owrmcocersminne 395/652, 712, ~ automatic software kernel or an operator at the diagnostics

3957704 and repair computer to access and modify code and data in
memory devices of the first computer, and to reboot the first
computer after repair. Communication links may be by

[56] References Cited telephone modem, either analog or integrated Services Digi-
. tal Network (ISDN), or by network links. In one embodi-
U.S. PATENT DOCUMENTS ment cooperation between the slave kernel and the master
kernel is such that an operator may operate the diagnostics
5,280,627 1/1994 Flaherty et al. ......cccerenueenne. 395/652 and repair computer as though it were the first computer.
5,452,454 9/1995 Basu 395/652
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EXTENDED BIOS ADAPTED TO ESTABLISH
REMOTE COMMUNICATION FOR
DIAGNOSTICS AND REPAIR

FIELD OF THE INVENTION

The present invention is in the area of apparatus and
methods for diagnosing and repairing failed computer
systems, and pertains more particularly to computer code for
basic input output systems (BIOS) devoted to diagnosis and

repair.
BACKGROUND OF THE INVENTION

Because a computer, without operating instructions
loaded, is essentially a piece of dumb hardware, there must
be some relatively standard set of beginning instructions for
the computer to follow, readily accessible and loadable into
the computer’s operating memory to direct the process of
testing the computer’s hardware and connectivity, and then
loading all of the various operating code that is necessary for
the computer to perform useful tasks. Typically this begin-
ning code is called a basic input output system (BIOS),
which includes a power-on self-test (POST) procedure, to
assure that all circuits are active, properly connected, and
functional before attempting to load and initiate all of the
code needed to operate.

The BIOS in most instances is a relatively short code set
embedded in a non-volatile, read-only memory (ROM), such
as an electrically-erasable programmable read-only memory
(EEPROM), accessible to the central processing unit (CPU)
of a computer at the instant of power on. Partly because code
can be accessed and executed from random access memory
(RAM) more quickly than from read-only memory (ROM),
the BIOS code is typically loaded immediately into RAM
from ROM at power on, and executed from RAM.

Although BIOS is fundamental to testing a computer’s
operating equipment and basic BIOS functions continue to
be used during subsequent operation, BIOS is not a sufficient
system for continuing successful system operations. There
are many functions, among them reading and writing data to
mass storage systems such a floppy disk drives (FDD), hard
disk drives (HDD) and CD-ROM drives, which have to be
loaded as well after executing the initial BIOS to render a
computer fully operable. All of the code to make the
computer capable of performing such basic functions is
referred to in the art as the Operating System (OS).

In very early personal computers, before widespread use
of hard disk drives (HDD), an operating system such as the
IBM-compatible Disk Operating System (DOS) would typi-
cally be recorded on a fioppy disk along with an application
such as a word processor or a spread-sheet program. A
floppy disk with DOS and a boot sector was called a Boot
disk, and the name is still used, although operating systems
and boot sectors are typically now recorded on hard disk
drives. One would place a boot disk in a floppy drive in the
computer, then turn the thing on. The BIOS would load from
a resident ROM, perform a simple POST routine, then poll
the floppy drives (often there was only one) to find DOS.
‘When Dos was located, the BIOS would cause it to be
loaded, and then present the DOS prompt for instruction
from the user. BIOS code and DOS would remain in RAM
for access by the CPU as needed for basic and routine
functions. The user could then boot the word processor or
other application on the floppy and go to work.

In this early and simple scenario, if DOS code on a boot
disk were to become corrupted, the computer would not
boot, and one could simply remove the boot disk from the
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floppy drive, place another in its place, and try again. Once
a usable DOS was loaded, one could present different disks
to the floppy drive(s) for access to applications and data
files.

Things in a sense are not a lot different now. The principle
differences are that mass storage devices have evolved and
operating systems and applications are much larger and
more complicated.

The motivation for evolution is functionality. As devel-
opers have envisioned ever more elaborate and intricate
computer-related goodies such as high-resolution, color
displays. CD-rom drives, high-density hard disk drives,
menu-driven user interfaces, windows-type interfaces,
modem communications, the Internet and the World-Wide-
‘Web, and much more, it has been necessary to develop faster
and more powerful CPUs, Higher density and faster mass
storage, and ever-larger operating systems.

Because of the large size of operating systems today, such
as Windows™ and UNIX™ systems for example, it is
completely impractical to store the operating system on a
floppy disk or in ROM, although some minimum versions of
some operating systems are available in ROM for special-
ized purposes. Operating systems are therefore stored in
non-volatile mass storage, typically on a hard disk. In such
a system, at power on or reset, the BIOS ROM is accessed
first, loaded into RAM, and executed. After POST, a BIOS
code causes the system to access a local hard disk at an
address, typically called the boot sector, where code is stored
for directing loading of the operating system from the hard
disk and finalizing preparation of the system for continuing
operation. The operating system, which may be several
megabytes of code. is then loaded, and the system is directed
to a starting point for operator instructions, which may be
with an application loaded and ready to run, or at a point
where an operator may select an application.

For those familiar with DOS operation the point that the
user is able to select and manipulate operation is the familiar
DOS prompt. For those familiar with Microsoft Windows™
this point is the familiar interactive interface showing
ICONS for program groups. For Apple Macintosh™ users
this point is the familiar Desktop graphics interface.

As long as all hardware and software systems are
operable, such an initiation sequence is routine. A hard disk
drive, however, is a mechanical device, and thus vulnerable
to a much broader variety of potential difficulties than an IC
ROM. Because of this mechanical vulnerability, it often
happens that a system cannot boot because the boot disk
becomes inoperable. There are many other hardware failures
that might occur other than the failure of a hard disk that
would prevent a PC from booting and operating as intended.

As well as hardware-only failures, there are many situa-
tions that can occur to render software corrupted, which
condition may leave a PC unable to boot, such as corruption
of the boot sector of the hard disk boot drive, or corruption
of a File Allocation Table (FAT).

Early PCs were self-sufficient, stand-alone systems, com-
prising all of the hardware and software necessary to per-
form intended functions. PCs at the time of the present
invention, however, are typically provided with some form
of communication link to other computers. Most PCs at a
minimum have a telephone modem connection, and may
communicate with another computer over a telephone line in
either an analog or a digital protocol.

PCs used in a business setting are often connected
together in a local area network (LAN), whereby individual
workstations may have relatively fewer hardware compo-
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