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US 6,816,464 B1

1
METHOD, SYSTEM, AND COMPUTER
PROGRAM PRODUCT FOR ROUTE
QUALITY CHECKING AND MANAGEMENT

2

route checking and selection. Additionally, these techniques
do not take into account the costs of switching from the
packet switched network to the public switched telephone
network (PSTN) in order to maintain quality of service.

5 Furthermore, conventional systems do not allow calling
BACKGROUND OF THE INVENTION parties to make route selections on a per call basis.

1. Field of the Invention Still further, conventional systems do not allow users to

The invention relates generally to the field of voice over  supply their own criteria used in the checking and selection
Internet protocol technology. More particularly, the inven- 10 of routes. )
tion relates to route testing and selection over packet- Therefore, in view of the above, what is needed is a
switched networks. system, method and computer program product for route

2. Related Art quality checking and management. Further, what is needed

Voice over Internet protocol (VoIP) communications ser- 18 & System, method and computer program product that can
vices provide telephony services over packet-switched 15 test and score routes on a nctwork ba.scd on criteria provided
networks, like the Internet. In order to maintain call quality, ~ bY 2 user. Such a system would provide the optimal route for
VoIP services are concerned with route quality. High route @ call based on the provided criteria. Furthermore, wha is
quality makes for more reliable and clearer conversations. ~ he¢eded is a system, method and computer program product
Route checking and sclection over the packet switched that enables users Lo access l_ht: route .quahly checking L!nd
network (like the Internet) is necessary o ensure quality of 20 management system and pque 1nd1v1'dual or group routing
service. preferences and/or other route information so that the system

Unlike typical data, voice data is extremely time depen- can sclect the proper route for that individual or group.
dent. Transmissign delays an(} variations in thg lrz!msmission SUMMARY OF THE INVENTION
rate alter the voice data received by the destination.

In a packet-switched network, latency and jitter are mea- 25  The invention is directed to a system, method and com-
surable qualitics of nctwork performance. Latency is the  puter program product for a route quality checking and
amount of time it takes a packet to reach its destination. Jitter management system that satisfies the above-stated needs.
is the variation in latency. The route is the path in the The method of the present invention involves a routing
network from the origin of a packet or packets to their manager or a roule management module implemented at a
destination. A route can be a direct end-to-end connection 30 gateway for determining which other gateways are available
path, or it can consist of a path linked by any number of to it. A gateway can be any server cnabled for routing voice
routers, switches, gateways, gatekeepers, etc. data packets. The method involves the gateway determining

Latency and jitter can degrade the communication path ~ the candidate routes to the other gateways, testing those
between any two points on a packet-switched network, like candlldate routes, determining candlflatg. route statistics,
the Internet. In a VoIP environment, latency will be per- 35 scoring each c.andld'alc r.oul‘c‘lcsled, prioritizing c.nch scored
ceived by the end users as a delay in the response of the route apd storing lhlS. priority and score information. In one
remote site (or other user). Furthermore, jitter is the varia- ~ cmbodiment, a routing manager on a gateway tests the
tion in latency from one packet to another which can be ~ Toules to other gateways so that it can usc the proper routes
perceived as a stammering in the conversation. based on the preferences of users.

Latency and jitter each impact communication differently. *°  The method of the invention for checking a network route
For example, if packets always arrived 50 milliseconds (ms) ~ includes a routing manager determining a galeway available
after being transmitted, then there would be a 50 ms latency ~ for routing, where the gateway is capable of responding to
and no jitter. In another example, however, if packet #1 @ request on the communications network. The routing
arrived 100 ms after transmission, packet #2 arrived 50 ms |, manager determincs a candidate routc to the gateway, where
after transmission, and packet #3 arrived 150 ms after ~ the candidate route is within the communications network.
transmission, there would be an average jitter of +/-33 ms. Routing manager tests the candidate route to a gateway
In VoIP applications, jitter is often more critical than latency. using quality measurement packets, where the quality mea-
Jitter can cause a packet to arrive 100 late to be useful. The surement packets include route information. From the route
cffeet is that the packet may be delayed cnough that the cnd 0 information, the routing manager determines route statistics,
user will hear a pause in the voice that is talking to them, where the routc statistics arc bascd on routing information
which is very unnatural if it occurs during the middle of a contained within said quality mcasurement packets. The
word or sentence. routing manager score the candidate route based on the route

Jitter typically occurs when the network utilization is too ~ Statistics.
high, and packets are being queued by gateways, switches, ss  Inan embodiment, the method of the invention is imple-
routers or other similar devices, causing delivery times to mented in a communications network that includes a packet-
become unpredictable. The Internct, becausc of its complex switched nctwork, such as framc rclay or the Internct.
structure, is often subject to varying degrees of jitter. Jitter Furthcrmore, in other embodiments, the method of the
variation can occur at different locations and at different invention is implemented in a communications network that
times depending upon network traffic and other conditions. 6o 1includes a public switched telephone network (PSTN) or a

Conventional techniques can calculate the jitter and combination of a PSTN and a packet-switched network.
latency present in a route. Some VoIP systems can select The route information utilized by the invention includes
roules based on the lowest jitter and/or latency. Other the latency, time jitter, and lost packet information.
systems can include management of the route selection In an embodiment, the method of the invention includes
process in response to network conditions. 65 functionality for the routing manager 1o prioritize the can-

However, these techniques are not conducive to rapidly
changing nctwork conditions and do not providc recal-time

didate route among other tested routes based on the score
obtained for that candidate route. In other cmbodiments, the
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routing manager has access to a database for storing score
information rclated to the candidate route(s) for usc in route
selection.

In one embodiment, the testing functions of the method of

the invention include configuring the parameters for quality 5 configuring the route ordering applied for a gateway, where
measurement packets to be sent to a gateway where the the route ordering includes file logging information, quality
parameters include the packet interval, packet length, num-  of service threshold, and timeout amount.

ber of packets, and time limit. The routing manager includes According to embodiments of the invention, the routing
a graphical user interface (GUI) for configuring these manager forwards quality measurement packets 1o a
parameters. 10 gatcway, where the quality mcasurement packets include

Additionally, the routing manager includes a GUI for routing information; and the routing manager receives
configuring the scoring table of the invention. Thus, the returned quality measurement packets from a pateway,
routing manager configures the scoring table for use in  where the returned quality measurement packets include
scoring candidate routes where the table includes a quality routing information.
score, packet loss, average delay, and average jitter. Inother 15 The system and computer program product of the present
embodiments, the routing manager includes a GUI for  invention includes a routing manager within a gateway
configuring the route ordering applied for a gateway, where coupled to both a network, such as the Internet, and the
the route ordering includes file logging information, quality PSTN, via a local cxchange, through which uscrs can access
of service threshold, and timeout amount. the gateway either over the network or from a device

According to embodiments of the invention, the routing 2° connected to the local exchange. In one embodiment, the
manager forwards quality measurement packets to a system contains numerous modules operating either in a
gateway, where the quality measurement packels include redundant or distributed manner, as well as in a serial or
routing information; and the routing manager receives paralle] manner. In another embodiment, the gateway
rcturned quality mcasurement packets from a gatcway, includes a databasc to storc information collected by the
where the returned quality measurement packets include 25 routing manager.
routing information. In onc cmbodiment of the invention, a gatcway is located

The method of the invention for checking a network route in a different local exchange from other gateways to provide
includes a routing manager that determines an available access to specific geographical locations from the network.
gateway for routing, where the gateway is capable of In another embodiment, more than one gateway can be
responding 1o a request on the communications network. 30 connected to any given local exchange. In this embodiment,
‘The routing manager delermines a candidate route o the other gateways can prioritize route selection based on the
gateway, where the candidate route is within the communi- utilization of any one of the gateways located in a given
cations network. local exchange.

‘The routing manager tests the candidate route to a gate- 35 The computer program product of the present invention,
way using quality measurement packets, where the quality ™ further includes a graphical user interface (GUI) for entering
measurement packets include route information. From the the specific criteria used by the method of the present
route information, the routing manager determines route invention for checking and selecting routes.
statistics, where the route statistics are based on routing The method of the present invention includes a route
information contained within said quality measurement 40 testing routine. In one embodiment, the testing routine
packets. The routing manager score the candidate route ~ configures packet parameter(s), configures a scoring lable,
based on the route statistics. ' and configures a route order. The method of the present

In an embodiment, the method of the invention is imple-  invention includes a testing routine where test packel(s) are
mented in a communications network that includes a packet- sent and received for scoring and determination of route
switched network, such as frame relay or the Internet. 45 quality.

Furthermore, in other embodiments, the method of the The route checking and management system . supplies
invention is implemented in a communications network that route information that describes the route. Furthermore, the
includes a public switched telephone network (PSTN) ora route checking and management system includes the
combination of a2 PSTN and a packet switched network. functionality, in hardware or software or a combination of

The route information utilized by the invention includes so hardware and software, for performing the methods
the latency, time jitter, and lost packet information. described herein.

In an embodiment, the method of the invention includes While the invention is described in terms of the above
functionality for the routing manager to prioritize the can- embodiments, this is for convenience only and is not
didatc routc among other tested routes bascd on the score intended to limit its application. In fact, after reading the
obtained for that candidate route. In other embodiments, the 55 following description, it will be apparent to one skilled in Lhe
routing manager has access to a database for storing score - relevant art(s), based on the teachings herein, how 1o imple-
information related to the candidate route(s) for use in route ment the invention in alternative embodiments (e.g., using
selection. ) gatcways in ncighboring local exchanges, and/or stacking

In one embodiment, the testing functions of the methodof ~ gateways in a single local exchange). .
the invention include configuring the parameters for quality 6o Furthermore, while the following description refers o the
measurement packets to be sent to a gateway where the global Interact, it is not intended to limit the application of
parameters include the packet interval, packet length, num- the invention. It will be apparent to one skilled in the
ber of packets, and time limit. The routing manager includes relevant art how to implement the following invention, in
a graphical uscr interfacc (GUI) for configuring thesc any computer network, combination of networks or other
parameters. 65 alternative embodiments. For example, other Voice over

Additionally, the routing manager includes a GUI for
configuring the scoring table of the invention. Thus, the

4

routing manager configures the scoring table for use in
scoring candidatc routes where the table includes a quality
score, packet loss, average delay, and average jitter. In other
embodiments, the routing manager includes a GUI for

Packet (VoP) networks include frame relay and asynchro-
nous transfer mode (ATM) cnabled nctworks.
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One advantage of the invention is that a user can select the
routcs to other gateways to be tested.

Another advantage of the invention is that a user can
select the criteria applied to candidate routes so that the

proper route is selected. 5 In an embodiment, the routing manager provides the
Yet another advantage of the invention is that the system ordered routes before a user places a call. In another
can test routes as the call is being placed and select the best ~ ¢mbodiment, the routing manager is configured to test
route for that particular call. Furthcrmore, a uscr attempting ~ candidate routcs 1o a designation gatcway whenever a user
to place a call where the level of quality is below a requests a connection to a call that may utilize that desti-
determined level can have the call routed to the nearest 10 nation gateway.
gateway with an acceptable level of quality. In brief, a user of the invention is a caller known to the
Further features and advantages of the invention as well ~ VolP system. When the system receives a call request from
as the structure and operation of various embodiments of the  the user, the system accesses user specific information (route
invention arc described in detail below with reference to the ordering) and the destination address (i.c., the number being
accompanying drawings. called/requested) to determine the candidate routes 1o usc in
) connecting the call. The system tests the candidate routes to
BRIEF DESCRIPTION OF THE FIGURES ensure call quality. The system may use route quality
. . . . statistics, along with user specific information, to determine
Tt.lc accompanylng drayvmgs, Wl.HCh Aare incorp orated the proper route. These and additional embodiments and
hcrem‘and form a part ‘.)f the spem.ﬁcz}lwn, ilustrate the 20 examples of the invention are now discussed in greater
invention and, together with the description, further serve 1o detail
explain the principles of the invention and to enable a person ) . . .
skilled in the pertinent art to make and use the inveation. In FIG. 1 is a block diagram showing an example VoIP
the drawings: system 100, according to an e}rpbodmcnt of the invention,
FIG. 1 is a block diagram showing an example system 25 showing the network coanectivity among th; various com-
L . . . . ponents. It should be understood that the particular example
archlt'ecturc, according to a1 embodlmeut‘of the invention, VoIP system 100 in FIG. 1 is shown for illustrative purposes
showing network connectivity among various components; . : .
. . . . only and docs not limit the invention.
FIG. 2 s a block diagram showing an allemative example -y yorp ugiem 100 includes a network 102 which
system architecture, according to an embodiment of the .
. . . . . 30 connects gateways 104, 106, and 108. Network 102 is a
nvention, s{mwmg network connectivity among the various - packet-switched network capable of serving as an intranet,
componex?ts, ) ] . internet, and/or connecting to the global Internet. Gateways
FIG. 3 is a block diagram §howmg a gateway that includes 104, 106, and 108 can be physically located anywhere that
a routing manager, according to an ‘embodlmenl of the allows connectivity with network 102.
mvennon;. . . . .. 35  Each of gatcways 104, 106, and 108 arc connccted to a
FIG. 4 is a flowchart illustrating a routinc for determining  joca| exchange. As shown in FIG. 1, gateway 102 is con-
route quality according to an embodiment of the invention; nected to local exchange 110; gateway 106 is connected to
FIG. 5 is a flowchart illustrating a routine for candidate local exchange 112; gateway 108 is connected to local
route testing according to an embodiment of the invention; exchange 114.
FIG. 6 is an exemplary route testing configuration screen 40 Local exchanges 110, 112, and 114 are each connected to
according to an embodiment of the invention; the PSTN.
FIG. 7 is an cxcmplary routc scoring configuration scrcen Telephones 116, 118, and 120 are each connected to a
according to an embodiment of the invention; and local exchange. Telephone 116 is connected to local
FIG. 8 is an example computer system in one example " exchange 110. Telephone 118 is connected to local exchange:
implementation of the present invention, ~ 112. Telephone 120 is connected to local exchange 114.
The invention will now be described with reference to the Telephones 116, 118, and 120 are representative of any
accompanying drawings. In the drawings, like reference number of tclephonces connccted to a given local cxchange.
numbers indicate identical or functionally similar elements. Typically, calls within a local exchange are toll-free or
Additionally, the left-most digit(s) of a reference number 5, “local” calls. Calls from a telephone in one local exchange
identifies the drawing in which the reference number first ~ to a telephone in another local exchange are typically
appears. considered toll calls or long distance calls.
FIG. 2 is a block diagram showing an example VolP
DETAILED DESCRIPTION OF THE systcm 200, according to an altcrnative cmbodiment of the
PREFERRED EMBODIMENTS ss invention, showing the network connectivity among the
In summary, the routing manager of the invention con- various components. It should be understood that the par-
nects to other modules of the gateway to access information  ticular example VoIP system 200 in FIG. 2 is shown for
about other gatcways and candidatc routes to thosc gate- illustrative purposes only and does not limit the invention.
ways. In an alternative embodiment, the routing manager is VoIP system 200 has substantially similar components to
able to perform tracing operations to determine the candi- 60 VoIP system 100. VoIP system 200 differs from VoIP system
date routes to gateways. Once candidate routes are obtained, 100 in that gateways 204 and 206 arc connccted 1o the same
the routing manager tests the routes to determine their local exchange, local exchange 210. The purpose of illus-
quality of service. trating this difference is to illustrate a feature of embodi-
Candidate routes are assigned scores (also known as a ments of the invention. It is a feature of the invention that
level). The routing manager can be pre-set with various 65 routing decisions can take into account the physical loca-

levels. Additionally, the routing manager can be pre-set with
route ordering levels which prioritize the various aspects of

6

a route. These aspects can include the level assigned to a
‘tested route, but this is optional. In other cmbodiments,
aspects include the address of the destination gateway, the
cost involved to route to that gateway, etc.

tions of local exchanges when determining the route to use
when placing a call over the VoIP systems of the invention.
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7.
Referring to FIG. 3, a block diagram 300, according to an
cmbodiment of the invention, is shown.
Block diagram 300 shows a nctwork 302 conaccted to
gateway 304. Gateway 304 contains routing manager 306,

8

criteria which allows the system to select routes in conform-
ance to thosc criteria. For instance, in the casc for high voice
quality, routes are selected which meet high voice quality
standards, and where such network routes are unavailable,

control logic 308, and database 310. Routing manager 306 5 the PSTN routes are substituted. This routing can be more
provides route checking and selection routines as described ~ expensive than routing entirely on network 102 because the
herein. Routing manager 306 can be implemented in hard- PSTN is accessed whenever voice quality would suffer, but
ware or software or some combination of hardware and such altcrnate routing is possible becausc the user is able to
software. Control logic 308 provides additional functionality select and prioritize the criteria for their call.

for voice coding and decoding, uscr logging, and other VoIP 10 In an further embodiment, gateway 104 may be in Albany,
features. Database 310 stores, among other things, the N.Y,; gateway 108 may be in Manhattan, N.Y,; and gateway
results of route tests, route checking parameters, and route 106 may be in Chicago, IlL. If the user is calling from a local
information as described herein. Database 310 can store exchange with an orginating gateway in London, England,
additional instructions for routing manager 306 to perform. then the least expensive call to Chicago, I11. is over network

Referring to FIG. 4, a flowchart 400 of routine for 15 102 to gateway 106. However, if the call quality is below a
determining route quality, according to an embodiment of ~ preset level, then the call is routed alternatively. If routing to
the invention, is shown. gateway 104 provides high enough call quality, then the

In step 402, the routing manager 306 determines which remamder_ vof t_be call is routed over the PSTN lo local
other gateways are available to route calls. In one exchange 112 via loc.al exchange 110. Therefore, wh{le some
embodiment, routing manager 306 can obtain this informa- 20 PSTN costs may be Incurred, the overall costs are still much
tion from databasc 310. In another cmbodiment, a scparate  lower than calling directly from London to Chicago over the
routing server (not shown) can provide information about ~ PSTN. Furthermore, voice quality is maintained.
available gateways. The database 310 and routing server are In an alterative embodiment, gateways may be connected
described in detail in a commonly-owned U.S. pateat appli- to the same local cxchange as other gateways, as shown in
cation Ser. No. 09/527,920, entitled “Method, System, and 25 FIG. 2. Thus, voice quality can be maintained without
Computer Program Product for Managing Routing Servers increases in cost by routing to an alternative gateway in the
and Services,” incorporated herein by reference in its same local exchange. This embodiment has a further advan-
entirety. ’ ' tage of allowing for network traffic management.

In step 404, the routing manager 306 determines the 0 In step 414, the routing manager 306 stores the priority
candidate route(s) to the gateways that were determined in and score information. In an embodiment, this information
step 402. In one embodiment, candidate route(s) are deter-  is stored in database 310.
mined by a tracing operation which determines the physical Referring to FIG. 5, a flowchart 500 of routine for testing
network route to a gateway. In another embodiment, data- candidate routes, according to an embodiment of the
base 310 provides one or more candidate route(s) for each 3 invention, is shown.
gateway from each other gateway. Candidale routes can In step 502, the routing manager 306 configures the
include transitions from network 102 to the PSTN via a local packet parameters. In one embodiment, packets can be set to
exchange, such as local exchange 112. In one embodiment,  specific size. Packets can also be sent in groups (numbers of
routing manager 306 determines the availability of candidate packets). Further, packets can be scheduled to be sent prior
routes to cach of gateways 204, 206, and 208. 40 10 acall or they can be scheduled at regular intervals.

In step 406, the routing manager 306 tests the candidate In step 504, the routing manager 306 configures a scoring
route(s) to the gateways. An embodiment of step 406 is table. In one embodiment, a scoring lable consists ol hei-
discussed further detail in FIG. 5. In an embodiment, routing  rarchical levels assigned to specific values for the param-
manager 306 is able to determine information about each eters being tested. An example scoring table is shown in
gateway tested, such as, but not limited to, the local ,. FIG. 7 as score table panel 708. The results (latency, jitter,
exchange of each gateway, and services supported by each etc.) of the candidate route testing (sce below) are then
gateway. . compared fo the values assigned to the levels of the scoring

In step 408, the routing manager 306 determines the table. Candidate routes arc assigned a score based on the
candidate route statistics based on the information returned level that matches their results.
in testing step 406. For example, routing manager 306 5,  In step 506, the routing manager 306 configurcs the route
determines the latency between its gateway and the other ~ ordering. Each route is assigned a level (or score) in step
tested gateways. Additional details and embodiments are  504. The route ordering is determined by user sel values,
discussed with respect to FIG. §. which order or prioritize routes based on factors that include

In step 410, the routing manager 306 scorcs the candidate  ~ a route’s level. In one embodiment, the system can order the
route(s) based on the statistics determined in step 408.Inone 55 routes based on their network address (IP address), cost
embodiment, the routing manager 306 scores candidate estimate (the cstimated cost for using the route), preference
route(s) based on both the statistics detcrmined in step 408 (general user preference), quality of service (the route’s
and stored information from previous tests. In another score), and static routes (whether the route is static or
embodiment, routing manager 306 scores routes based on an unchanging and therefore likely to be more reliable).
averaging of the statistics either determined or stored or a ¢y While the actual scoring and ordering of routes occurs
combination of both. ) ) after the testing steps of esting step 406, the levels of routes

In step 412, the routing manager 306 prioritizes candidate and route level ordering can be determined prior to actual
routes based on their score and the requirements of user. In testing. . .
onc cmbodiment, the candidate routcs arc prioritized at the In step 508, the routing manager 306 sends test packel(s).
time a user places a call that utilizes a gateway. 65 In one embodiment, the routing manager 306 first creates a

In one embodiment, a user can priorite routes for overall

voice quality. For cxample, in FIG. 2, a uscr can sclect

user datagram protocol (UDP) socket used for sending and
receiving quality measurement packets; then automatically
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responds to requests on the socket without any delay; and
finally sends messages to the corresponding socket on other
gateways to measure the quality of server to those other
gateways. In the above-described step UDP packets are

10

In one embodiment of the invention, the routing manager
306 provides input (GUI) screens. The gateway 304 (as
shown in FIG. 3) allows users to view and add configuration
information for routing manager 306.

used. However, as one skilled in the relevant art will 5 As will be apparent to one skilled in the relevant art(s), the
recognize other protocols can be used (for example, TCP). GUI allows users of routing manager 306 to specify all
In step 510, the routing manager 306 receives returned ~ i0puts (e.g., general settings, route ordering, and routing
test packel(s). In an cmbodiment, the destination gateways ~ scrvers) and options (c.g., packet scttings, and scoring
receive a quality measurement packet from another gateway tables) described herein. .
and return a packet back to the originating gateway as soon 10 FIGS.' 6, aqd 7 show example interface screens of the
as possible. The returned packet includes information about ~ present invention. o )
the packet that was received by the destination gateway. These screens are exem_plar_y aﬂd“t‘?f 111115"31{“’« purposes
As described above, the routing manager 306 measures oply, as the present invention is sufficiently flexible to .lel()W
the returned packets and detcrmines a score for the routc(s). (.jﬂerem sereen deS{gns: n.ShOUId be noted that the ?arucular
Mcasurement and Scoring Embodiments 15 information appcaring in input screens of the routing man-
In embodiments, the measurement and scoring processes ager 396, Aresult from the mforma‘hon c.amercd by the user.
of the invention include determining the packet trip time of Thus, it will be ap parent 1o one ‘sklllcd in the relevant ari(s)
candidate route, calculating the average variation in the trip th?t‘vthe copﬁguralan dcﬁned.m steps 502, .504’ and 506
time of a measurement packet, and determining the packet ulllye the lnf.ormall()n that .w1l] be entered in the screens
loss by counting the number of “packets that were not 2 during operation of the fouing manager ;.306'
returnod. Refemng to FIG‘. 6,. arouting configuration screen §02 fqr
For example, table 1 shows example results from the zg::,l;g and modifying routing manager 306 settings is
above-described testing process. Screen 602 includes a general settings panel 604, a route
TABLE 1 25 ordering panel 608, and a routing servers panel 61'2.
General settings panel 604 includes a change settings link
Pkt Send Time Receive Time Delay Jitter 606 to add, modify, and/or delete the settings displayed in
general scttings pancl 604. As shown in FIG. 6, somc
1 oms Ys ms I e |0(y;;)—(y-x)avc| settings are cache limeout in seconds, dynamic routing
2 60 ms 110 ms 50 ms S ms 30 usage, error log file name, quality of service threshold, and
3 120ms 160 ms 40 ms 5 ms quality checking usage. Cache timeout refers to the amount
of time (here set to 86,400 seconds or 24 hours) that Lhe
From these results the average delay, average jtter, and cache of slore.d candidate route scores arc/slore('i‘ In other
packet loss can be calculated, as shows for one candidate \lavords, according to onc cmbodiment, cz.lch candidatc route
route in table 2 below for the three packets shown in table 31 tcstc‘d once cvery 24 hours and given a mew score.
1. Dynamic routing usage refers to the use of alternative routes
obtains dynamically from other gateways, as described in
TABLE 2 detail in a previously cited, commonly-owned U.S. patent
application Ser. No. 09/527,920 incorporated herein by
Average Delay Average Jitter Packet Loss 40 reference in its entirety. Error log file provides the name of
a file to which crror or condition mcssages may be saved.
45 ms 3ms 0% Quality of service threshold refers to the minimum value
that a route can have and still be stored for use by the system
The packet loss percentage becomes more important even of the invention. Quality checking usage refers to enabling
at low levels. Five (5) per-cent packet loss may be entirely 45 the use of route quality checking. For example, according to
unacceptable to a user. These figures can be used to score a embodiments of the invention, route testing can be disabled,
candidate route as in step 410 by assigning a score to the and route ordering will still take place, albeit without the
route based on the results of the tests shown above. In this *  benefit of quality of service information. These settings can
way, the invention can automatically select the proper route be altered to activate or deactivate the usage of route quality
for a call. 50 checking. Additionally, a quality of service threshold can be
Furthermore, as one skilled in the relevant art(s) based on sel to determine when route quality checking should be
the teachings described herein would recognize, these activated automatically.
embodiments can be implemented with any of the methods Route ordering panel 608 includes a change link 610 1o
discusscd herein, where the routing manager of the inven- add, modify, and/or delcte the scttings displayed in route
tion is determining and/or testing candidate routes. 55 ordering panel 608. As shown in FIG. 6, some seltings are
The above-mentioned figures arc exemplary illustrations address (i.c domain name or IP address), cost eslimale,
of features of the present invention and are not intended to preference, quality of service, and static routes (truncated in
limit the present invention in any way. All the embodiments the panel’s window). In this way, a user can prioritize the
described herein can be combined with each other to form parameters with which routes are selected. In a broad
alternative processes of using the invention. Specifically, 60 application, cost estimate can be highly prioritized 10 limit
scveral features of the invention can be implemented in the range of routcs includcs in subscquent sclections. Qual-
combination with other features of the invention to form ity of service can be similarly applied.
further embodiments. For example, steps 508 and 510 of Routing servers panel 612 includes listings window 614,
FIG. § can be repeated for each call received by the gateway an add link 616, a properties link 618 and a remove link 620.
304, while the other steps shown in FIG. 5 would only be 65 Listings window 614 presents the entered servers and their

performed if the particular user required a modification.
Graphical User Interface

status. In one embodiment, these servers are used to provide
candidate routes for testing. Add link 616 allows a uscr to -

Hewlett Packard Enterprise Co. Ex. 1002, Page 29 of 175
Hewlett Packard Enterprise Co. v. Intellectual Ventures II LL.C
IPR2021-01378



US 6,816,464 Bl

11

add additional servers. Properties link 618 allows a user to
configure the propertics of a scrver displayed in listings
window 614. Remove link 620 deleted a server from listings
window 614.

12

removable storage drive 852 reads from and/or writes to a
rcmovable storage unit 854 in a wcll known manner.
Removable storage unit 854 represents a floppy disk, mag-
netic tape, optical disk, etc., which is read by and written to

Referring to FIG. 7, a quality testing configuration screen 5 by removable storage drive 852. As will be appreciated, the
702 for entering and modifying routing manager 306 set- removable storage unit 854 includes a computer usable
tings is shown. storage medium having stored therein computer software

Screen 702 includes quality checking configuration pancl and/or data. :

704, and score table panel 708. In alternative embodiments, secondary memory 848 may

Quality checking configuration panel 704 includes a 10 include other similar means for allowing computer programs

change setting link 706 for modifying the packet parameters
shown in panel 704. Packet parameters include, but are not
limited to those shown, such as packet interval, which is the
rate at which packets are sent, packet length, the number of

or other instructions to be loaded into computer system 840.
Such means can include, for example, a removable storage
unit 862 and an interface 860. Examples can include a
program cartridge and cartridge interface (such as that found

packets, and the time limit over which packets arc to be sent. 15 in video game devices), a removable memory chip (such as

Score table panel 708 includes listings window 710, add an EPROM, or PROM) and associated socket, and other
top link 712, add after link 714, delete link 716, and modify removable storage units 862 and interfaces 860 which allow
link 718. Links 712, 714, 716, and 718 allow a user to software and data to ‘be transferred from the removable
maintain, update and reset the scoring levels shown in storage unit 862 to computer system 840,
listings window 710. Specifically, add top link 712 allows a 20 ~ Computer system 1040 can also include a communica-
user to add a score level to the top of the list of score levels. tions interface 864. Communications interface 864 allows
Similarly, add after link 714 allows a user to add a score software and data to be transferred between computer sys-
level below a selected score level. In an embodiment, the tem 840 and external devices via communications path 866.
scoring table is read from top to bottom and levels assigned Examples of communications interface 864 can include a
to candidate routes based on the first conforming score level: 25 modem, a network interface (such as Ethernet card), a

Listings windows 710 displays the parameters used to communications port, etc. Software and data transferred via
score routes. As shown in FIG. 7, these can include average communications interface 864 are in the form of signals
delay, average jitter, packet loss, and quality scorc (some which can be clectronic, clectromagnctic, optical or other
partially truncated). The average delay, average jitter, and signals capable of being received by communications inter-
packet loss are determined by the testing methods disclosed 30 face 864, via communications path 866. Note that commu-
herein. For each user defined level of average delay, average nications interface 864 provides a means by which computer
jitter and packet loss is also assigned a quality score. The system 840 can interface to a network such as the Internet.
quality score is assigned to a route that is scored as having In this document, the term “computer program product” is
mct the other criteria cntered in listings window 710. uscd to generally refer to removable storage unit 854, a hard

Description of the cxample screens in these terms is 35 disk installed in hard disk drive 850, or a carricr wave
provided for convenience only. It is not intended that the carrying software over a communication path 866 (wireless
invention be limited to application in these example screens. link or cable) to communication interface 864. A computer
In fact, after reading the description contained herein, it will useable medium can include magnetic media, optical media,
become apparent to a person skilled in the relevant art(s) or other recordable media, or media that transmits a carrier
how to implement the invention with alternative screens. 40 wave or other signal. These computer program products are
Example Computer System means for providing softwarc to computer systcm 840.

An example of a computer system 840 is shown in FIG. Computer programs (also called computer control logic)
8. The computer system 840 represents any single or multi- are stored in main memory 846 and/or secondary memory
processor computer. In conjunction, single-threaded and 848. Computer programs can also be received via commu-
multi-threaded applications can be used. Unified or distrib- 45 nications interface 854. Such computer programs, when
uted memory systems can be used. executed, enable the computer system 840 to perform the

Computer system 840 includes one or more processors, features of the present invention as discussed herein. In
such as processor 844. One or more processors 844 can particular, the computer programs, when executed, enable
execute software implementing routines 300, and 400 as the processor 844 to perform the features of the present
described above. Each processor 844 is connected to a 50 invention. Accordingly, such computer programs represent
communication infrastructure 842 (e.g., a communications controllers of the computer system 840.
bus, cross-bar, or network). Various software embodiments The present invention can be implemented as control
are described in terms of this exemplary computer system. logic in software, firmware, hardware or any combination
After reading this description, it will become apparent to a thereof. In an cmbodiment where the invention is imple-
person skilled in the relevant art how to implement the 55 mented using software, the software may be stored in a
invention using other computer systems and/or computer computer program product and loaded into computer system
architectures. 840 using removable storage drive 852, hard drive 850, or

Computer system 840 can include a display interface 802 interface 860. Alternatively, the computer program’ product
that forwards graphics, text, and other data from the com- may be downloaded to computer system 840 over commu-
munication infrastructure 842 (or from a frame buffer not 60 nications path 866. The control logic (software), when
shown) for display on the display unit 830. exccuted by the onc or more processors 844, causcs the

Computer system 840 also includes a main memory 846, processor(s) 844 to perform the functions of the invention as
preferably random access memory (RAM), and can also described herein.
include a secondary memory 848. The secondary memory In another embodiment, the invention is implemented
848 can include, for example, a hard disk drive 850 and/or 65 primarily in firmware and/or hardware using, for example,

a removable storage drive 852, representing a floppy disk
drive, a magnetic tape drive, an optical disk drive, ctc. The,

hardware components such as application specific integrated
circuits (ASICs). Implemcentation of a hardware state
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‘machine so as to perform the functions described herein will
be apparent to persons skilled in the relevant art(s).
Conclusion

While various embodiments of the invention have been
described above, it should be understood that they have been

14

measurement packets can be used to determine at least
one routc quality metric;

(3) means for receiving returned quality measurement
packets for each of said candidate routes, wherein said

i . s returned quality measurement packets can be used to
presented by way of example, and not limitation. It will be determine route statistics:
apparent to persons skilled in the relevant art that various e L , .
changes in form and detail may be made therein without (4) means for determining route statistics, wherein said
departing from the spirit and scope of the invention. This is route statistics arc bascd on routing information con-
especially true in light of technology and terms within the 10 tained within said quality measurement packets;
relevant art(s) that may be later developed. Thus the inven- (5) means for configuring a route ordering schedule based
tion should not be limited by any of the above-descriqu on user set levels of route characteristics; and
exemplary embodiments, but should be defined only in (6) means for scoring each of said candidate routes based
acc‘;r;iaa[n;cc\;:it[t;(tjt:’eisfgllowmg claims and their equivalents. on route statistics, wherein a scoring table is configured

1. A method for ;assessing network routes for use in 15 that includes a quality score and onc or more of packet
cstablishing a communications link within a communica- loss, average dcla}y, and average Jutter. Lo
tions network, comprising the steps of: 8. A system of claim 7, V{herem said communications

(1) identifying a plurality of candidate routes that can be network includes ap aerl-sw1tcheq network. -
used 10 establish said communication link, wherein a 9. A sxslem of claim 7., whngIn said communications
terminating gateway associated with each of said plu- 20 network includes a public switched telephone network
rality of candidate routes is identified,; (PSTN). . L .

(2) transmitting quality measurement packets for each of 10.' A system of claim 7, wherein said al least one quality
said candidate routes, wherein said quality measure- metric 1_nc1udes one or more of latency, time jitter, and lost
ment packets can be used to determine at least one route packet information. . .
quality metric; 25 11. A system of sla{r{l 7, further comprising:

(3) receiving returned quality measurement packets for (7) means for prioritizing each of said canclxdale§ route
each of said candidate routes, wherein said returned among olhe.r lcslc':d routes based on a score oblained in
quality measurement packets can be used to determine said step of scoring; and
roule statistics; . (8) means for storing said score related to each of said

(4) determining route statistics, wherein said route statis- >° candidate routes for use in route selection.
tics are based on routing information contained within 12. A system of claim 7, whercin testing means com-
said quality measurement packels; prises:

(5) configuring a route ordering schedule based on user means for configuring parameters for said quality mea-
set levels of route characteristics; and . surement packets, wherein said parameters include one

(6) scoring each of said candidate routes based on route or more of packet interval, packet length, number of
statistics and said route ordering schedule, wherein a packets, and time limit. .
scoring table is configured that includes a quality score 13. A computer program product comprising a computer
and one or more of packet loss, average delay, and usable medlan k!avm.g comPuter readab.le program che
average jtter. mcans cmbodicd in said medium for causing an application

2. A method of claim 1, wherein said communications %" program to execute on a computer that a assesses network
network includes a packel-switched network. routes for use in establishing a communications link within

3. A method of claim 1, wherein said communications acommunications r}e.lwork, said computer readable program
network includes a public switched telephone network  Sode means comprising:

(PSTN). P first computer readable program code means for causing

4. Amethod of claim 1, wherein said at least one quality the computer to identify a plurality of candidate routes
metric includes one or more of latency, time jitter, and lost that can be used to establish said communications link,
packet information. ’ whercin a tcrminating gateway associated with cach of

5. A method of claim 1, further comprising the steps of: said plurality of candidate routes is identified;

(7) prioritizing each of said candidate routes among other s0 @ sccond computer rcadable program code means for
tested routes based on a scorc obtained in said step of causing the computer 1o transmitting quality measure-
scoring; and ment packets for each of said candidate routes, wherein

(8) storing said score related to each of said candidate said quality measurement packets can be used to deter-
routes for usc in route sclection. mine at least one route quality metric;

6. A method of claim 1, wherein step (2) parameters 55 2 third computer readable program code means for caus-
within quality measurement packets include one or more of ing the computer to receive returned quality measure-
packet interval, packet length, number of packets, and time ment packets for cach of said candidate routes, wherein
limit. said returncd quality measurcment packets can be uscd

7. A system for assessing network routes for use in to determine route statistics;
establishing a communications link within a communica- ¢, a fourth computer rcadable program code means for
tions nctwork, comprising: causing the computer to determine route statistics,

(1) means for identifying a plurality of candidate routes wherein said route statistics are based on routing infor-
that can be used to establish said communications link, mation contained within said quality measurement
whercin a terminating gateway associated with cach of packets;
said plurality of candidate routes is identified; 65 afifth computer readable program code means for causing

(2) means for transmitting quality measurement packets
for cach of said candidatc routes, whercin said quality

the computer to configure a route ordering schedule
bascd on user sct levels of route characteristics; and
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a sixth computer readable program code means for.caus-
ing the computer to score each of said candidate routes
based on route statistics and said route ordering
schedule, wherein a scoring table is configured that
includes a quality score and one or more of packet loss,
average delay, and average jitter.

14. A computer program product of claim 13, wherein
said communications network includes a packet-switched
network.

15. A computer program product of claim 13, wherein

5

16

(4) determining route statistics, wherein said route statis-
tics arc bascd on routing information contained within

said quality measurement packets; and
(5) scoring said candidate routes with said route statistics.
22. A system for assessing network routes for use in
- establishing a communications link within a communica-

tions network, comprising the steps of:

(1) first means for determining a gateway available for
routing, wherein said gateway is capable of responding

said communications network includes a public switched '° to a request on said communications network;
telephone network (PSTN). ’ ) (2) second means for determining a candidate route to

16. A computer program product of claim 13, wherein said gateway, wherein said candidate route is within
said at least one quality metric includes one or more of said communications network;
latency, time jitter, and lost packet information. (3) means for testing said candidate route to said gateway

17. A computer program product of claim 13, further 1 using quality measurement packets, wherein said qual-
comprising: ity measurement packets include route information,

a seventh computer readable program means for causing wherein said testing means comprises:

the computer to prioritize cach of said candidate routes (a) first mecans for configuring paramecters for said

among other tested routes based on a score obtained in quality measurement packets to be sent 1o said

said step of scoring; and 2 gateway, wherein said parameters include the packet
an cighth computer rcadable program code mecans for interval, packet length, number of packets, and time

causing the computer to store said score related to each limit;

of said candidate routes for use in route selection. (b) second means for configuring a scoring table for use

18. A computer program product of claim 13, wherein the 25 in scoring said candidate routcs, wherein said table
third computer readable program code means comprises: includes a quality score, packet loss, average delay,

a ninth computer readable program code means for caus- and average jitter;

ing the computer to configure parameters for said () third means for configuring a route ordering applied
quality measurement packets, wherein said parameters for said gateway, wherein said route ordering
include one or more of packet interval, packet length, 4, includes file logging information, quality of service
number of packets, and time Limit. threshold, and timeout amount;

19. A mcthod of claim 1, wherein step (5) further com- (d) means for forwarding gualily measurement packets
prises configuring a scoring table that includes a quality to said gateway, wherein said quality measurement
score, packet loss, average delay, and average jitter. packets include routing information; and

20. A method of claim 1, wherein said communications 15 () means for receiying returned quali}y measurement
link establishes a VOIP connection. packets [rom said gateway, wherein said returned

21. A method for assessing network routes for use in qual_ily measurement packets include routing infor-
cstablishing a communications link within a communica- mation;
tions network, comprising the steps of: (4) third means for determining route statistics, wherein

(1) determining a gateway available for routing, wherein 4 said route statistics are based on routing information

said gateway is capable of responding 10 a request on contained within said quality measurement packets;
said communications network; and :

(2) determining a candidate route to said gateway, 5) means for scoring said candidate routes with said route

wherein said candidate route is within said communi- statistics.
cations network; 45 23. A computer program product comprising a computer

(3) testing said candidate route to said gateway using
quality measurement packets, wherein said quality
measurement packets include route information,
wherein said testing comprises:

(a) configuring parameters for said quality measure-
ment packets to be sent to said gateway, wherein said
paramelers include the packet interval, packet
length, number of packets, and- time limit;

(b) configuring a scoring table for usc in scoring said

50

usable medium having computer readable program code
means embodied in said medium for causing an application
program to execute on a computer that assesses network -
routes for use in establishing a communications link within
a communications network, comprising the steps of:

(1) a first computer readable program code means for
causing the computer to determine a gateway available
for routing, wherein said gateway is capable of
responding to a request on said communications nct-

candidate routes, wherein said table includes a qual- 55 work;

ity score, packet loss, average delay, and average (2) a second computer readable program code means for

jitter; causing the computer to determine a candidate route o
(c) configuring a route ordering applied for said said gateway, whercin said candidatc route is within

gateway, wherein said route ordering includes file said communications network;

logging information, quality of service threshold, 60  (3) a third computer readable program code means for

and timcout amount; . causing the computer to test said candidate route to said
(d) forwarding quality measurement packets to said gateway using quality measurement packets, wherein

gateway, wherein said quality measurement packets said quality measurement packets include route

include routing information; and information, wherein said third computer readable pro-
(€) receiving returned quality measurement packets 6s gram code means comprises:

from said gateway, wherein said returned quality
mcasurcment packets include routing information;

- (a) a sixth computer readable program code means for
causing thc computer to configurc paramcters for
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said quality measurement packets to be sent to said
gateway, wherein said parameters include the packet
interval, packet length, number of packets, and time
limit;

(b) a seventh computer readable program code means
for causing the computer to configure a scoring table
for use in scoring said candidate routes, wherein said
table includes a quality score, packet loss, average
delay, and average jitter;

(c) an eighth computer readable program code means
for causing the computer means to configure a route
ordering applied for said gateway, wherein said route
ordering includes file logging information, quality of
service threshold, and timeout amount;

(d) a ninth computer readable program code means for
causing the computer to forward quality measure-

10

15

18

ment packets to said gateway, wherein said quality
measurement packets include routing information;
and

(e) a tenth computer readable program code means for
causing the computer to receive returned quality
measurement packets from said gateway, wherein
said returned quality measurement packels include
routing information;

(4) a fourth computer readable program code means for
causing the computer to determine route statistics,
wherein said route statistics are based on routing infor-
mation contained within said quality measurement
packets; and

(5) a fifth computer readable program code means for
causing the computer to score said candidate routes
with said route statistics.
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A Method, System, and Computer Prograni Product for
Route Quality Checking and Management

Inventors: Mark D. Scott
Anita T. Cheng

5 Background of the Invention

Field of the Invention

\
The invention relates generally to the field of voice over Internet protocol
technology. More particularly, the invention relates to route testing and selection

over packet-switched networks.

Related Art v _
Voice over Internet protocol (VoIP) communications services provide
telephony services over packet-switched networks, like the Internet. In order to

maintain call quality, VoIP services are concerned with route quality. High route

a
H

quality makes for more reliable and clearer conversations. Route checking and
selection over the packet switched network (like the Internet) is necessary to
ensure quality of service.

Unlike typical data,  voice ‘data is extremely time dependent.

Transmission delays and variations in the transmission rate alter the voice data
received by the destination. ' .

20 In a packet-switched network, latency and jitter are measurable qualities
of network performance. Latency is the amount of time it takes a packet to reach
its destination. Jitter is the variation in latency. The route is the path in the
network from the orivgin of a packet or packets to their destination. A route can
be a direct end-to-end connection path, or it can consist of a path linked by any

25 number of routers, switches, gateways, gatekeepers, etc.

Latency and jitter can degrade the communication path between ziny two

points on a packet-switched network, like the Internet. In a VoIP environment,

latency will be perceived by the end users as a delay in the response of the remote
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site (or other user). Furthermore, jitter is the variation in latency from one packet
to another which can be perceived as a stammering in the conversation.
Latéhcy and jitter each impact communication differently. For example,
if packets always arrived 50 milliseconds (ms) after being tfansmitted, then there
5 would be a 50ms latency and no jitter. In another example, however, if packet #
1 arrived 100ms after transmission, packet # 2 arrived 50ms after transmission,
and packet # 3 arrived 150ms after transmission, there would be an average jitter
of +/- 33ms. In VoIP applications, jitter is often more critical than latency. J i&er
can cause a packet to arrive too late to be useful. The effect is that the packet
may be delayed enough that the end user will hear a pause in the voice that is
talking to them; which is very unnatural if it occurs during the middle of a word
or sentence.

Jitter typically occurs when the network utilization is too high, and
packets are being queued by gatewéys; switches, routers or other similar devices,
causing delivery times to become unpredictable. The Internet, because of its
complex structure, is often subject to varying degrees of jitter. Jitter variation can

occur at different locations and at different times depending upon network traffic

and other conditions.

Conventional techniques can calculate the jitter and latency present in a
20 | route. Some VoIP systems can select routes based on the lowest jitter and/or
latency. Other systems can include ménagement of the route selection process
in response to network conditions.

However, these techniques are not conducive to rapidly changing net\\Nork
conditions and do not provide real-time route checking and selection.
25 Additionally, these techniqueé do not take into. account the costs of switching
from the packet switched network to the public switched telephone'network

(PSTN) in order to maintain quality of service.
Furthermore, conventional Systems do not allow calling parties to make

route selections on a per call basis.
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Still further, conventional systems do not allow users to supply their own

criteria used in the checking and selection of routes.
Therefore, in view of the above, what is needed is a system, method and
computer program prodﬁct for route quality checking and management. Further,
S what is needed is a system, method and computer program product that can test
and score routes on a network based on criteria provided by a user. Such a
system Would provide the optimal route for a call based on the provided criteria.
Furthermore, what is needed is a syétem, method and computer program product
that enables users to access the route quality checking and management system
and provide individual or group routing preferences and/or 'other route
information so that the system can select the proper route for that individual or

group.

Summary of the Invention

The invention is directed to a system, method and computer program

product for a route quality checking and management system that satisfies the

above-stated needs. The method of the present invention involves a routing
manager or a route management module implemented at a gateway for
detetmining which other. gateways are available to it. A gateway can be any
server enabled for routing voice data packets. The method involves the gateway
20 determining the candidate routes to the other gateways, testing those candidate

routes, determining candidate route statistics, scoring each candidate route tested,

-

prioritizing each scored route and storing this priority and score information. In.

one embodiment, a routing manager on a gateway tests the routes to other

gateways so that it can use the proper routes based on the preferences of users.
25 - The method of the invention for checking a network route includes a

routing manager determining a gateway available for routing, where the gateway
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is capable of 'respon'ding to a request on the communications network. The
routing manager determines a candidate route to the gateway, where the candidate
route is within the communications network.
Routing manager tests the candidate route to a gateway using quality
5 measurement packets, where the quality measurement packets include route
information. From the route information, the routing manager determines route
statistics, where the route statistics are based on routing information contained
within said quality measurement packéts. The routing manager score the
candidate route based on the route statistics. '

10 : In an embodiment, the method of the invention is implemented in a

communications network that includes a packet-switched network, such as frame
relay or thé Internet. Furthermore, in other embodiments, the method of the
invention is implemented in a communications network‘that includes a public
switched telephone network (PSTN) or a combination of a PSTN and a packet-
switched network.

The route information utilized by the invention includes the latency, time

jitter, and lost packet information.

In an embodiment, the method of the invention includes functionality for

the routing manager to prioritize the candidate route among other tested routes

based on the score obtained for that candidate route. In other embodiments, the
routing manager has access to a database for storing score information related to
the candidate route(s) for {lse in route selection.

In one embodiment, the testing functions of the method of the invention
include configuring the parameters for quality measurement packets to be sent to
25 ' a gateway where the parameters include the packet iﬁterval, packet length, )
number of packets, and time limit. The routing manager‘includes a graphical user
interface (GUI) for configuring these parameters.

Additionally, the routing manager includes a GUI for configuring. the
scoring table of the invention. Thﬁs, the routing manager configures the scoring

30 table for use in scoring candidate routes_where the table includes a quality score,
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packet loss, average delay, and average jitter. In other embodiments, the routing

manager includes a GUI for configuring the route ordering applied for a gateway, -

where the route ordering includes file logging information, quality of service
threshold, and timeout amount. |
| According to embodiments of the invention, the routing manager forwards
quality measurement packets to a gateway, where the quality measurement
packets include routing information; and the routing manager receives returned
quality measurement packets from a gafeWay, where the returned quality
measurément packets include routing information.

The method of the invention for checking a network route includes a
routing manager that determines an available gateway for routing, where the
gateway is cabable of responding to a requeét on.the communications network.
The routing manager determinés a candidate route to the gateway, where the
candidate route is within the communications network.

The routing rﬁanager tests the candidate route to a gateway using quality
measurement packets, where the quality’ measurement packets include route
information. From the route information, the routing manager determines route
statistics, where the route statistics are based on routing,informatioh contained
within said quality measurement packets. The routing manager score the

" candidate route based on the route statistics.

In an embodiment, the method of the inVention is implemented in a
communications network that includeé apacket-switched network, such as frame
relay or the Internet. Furthermore, in:' other embodiments, the method of the
invention is implemented in a cor_nmﬁnications network that includes a public
switched telephone network (PSTN) or a combination of a PSTN and a packet-

~ switched network. |

The route information utilized by the invention includes the latency, time

jitter, and lost packet information.
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In an embodiment, the method of the invention includes functionality for
the routing manager to prioritize the candidate route among other tested routes
based on the score obtained for that candidate route. In other embodiments, the
routing manager has access to a database for storing score inforrﬁation related to
the candidate route(s) for use in route selection.

In one embodiment, the testing functions of the method of the invention

A

in¢lude configuring the parameters for quality measurement packets to be sent to
a gateway where the parameters include the packet interval, packet length,
number of packets, and time limit. The routing manager includes a graphical user

10 - interface (GUI) for configuring these parameters. »
Additionally. the routing manager includes a GUI for conﬁguririg the
scoring table of the invention. Thus, the routing manager cohﬁgures the scoring
table for use in scoring candidate routes where the table includes a quality score,

packet loss, average delay, and average jitter. In other embodiments, the routing

manager includes a GUI for configuring the route ordering applied for a gateway,
where the route ordering includes file logging information, quality of service |
threshold, and timeout amount.

According to embodiments of the invention, the routing manager forwards

quality measurement packets to a gateway, where the quality measurement

packets include routing information; and the routing manager receives returned
quality measurement packets from a gateway, where the returned quality
measurement packets include routing inforfnation.

The system and computer program product of the present invention
includes a routing manager within a gateway coupled to both a network, such as
25 the Internet, and the PSTN, via a local exchange, through which'users can access
the gateway either over the network or from a device connected to the local
exchange. In one embodiment, the system contains numerous modules operating

either in a redundant or distributed manner, as well as in a serial or parallel
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manner. In another embodiment, the gateway includes a database to store
information collected by the routing manager. ’
In one embodiment of the invention, a gateway is located ‘in a different
local exchange from other gateways to provide access to specific geographical
5 locations from the network. In another embodiment, more than one gateway can
be corinected to any given local exchange. In this embodiment, other gateways
can prioritize route selection based on the utilization of any one of the gateways
located in a given local exchange. |
The computer program product of the present invention further includes
10 a graphical user interface (GUI) for entering the specific criteria used by the
method of the present invention for checking and selecting routes.
The method of the present invention includes a route testing routine. In
one embodiment, the testing routine configures packét parametef(s), configures

ascoring table, and configures a route order. The method of the present invention

includes a testing routine where test packet(s) are sent and received for scoring
and determination of route quality.

The route checking and management system supplies route information
that describes the route. Furthermore, the route checking and management

system includes the functionality, in hardware or software or a combination of

hardware and software, for performing the methods described herein.

While the invention is described in terms of the abqve embodiments, this
is for convenience only and is not intended to limit its application. In fact, after
reading the following description, it will_be apparent to one skilled in the relevant
art(s), based on the teachings hei’ein, how to implement the invention in
25 ; alternative embodiments (e.g., using gateways in neighboring local exchanges,

and/or stacking gateWays in a single local exchange). ’
Furfhermore, while the following description refers to the global Internet,

it is not intended to limit the application of the invention. It will be apparent to

one skilled in the relevant art how to implement the following invention, in any

f7
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computer network, combination of networks or other alternative embodiments.
For example, other Voice over Packet (VoP) networks include frame relay and
asynchronous transfer mode (ATM) enabled networks. V
One advantage of the invention is that a user can select the routes to other
S gateways to be tested. | |
Another advantage of the invention is fhat a user can select the criteria
applied to candidate routes so that the proper route is selected.
Yet another advantagé of the invention is that the system can test routes
as the call is being placed and select the best route for that particular call. . -/
10 } Furthermore, a user attempting to place a call where the level of quality is below
a determined level can have the call routed to the nearest gateway with an
acceptable level of quality.

Further features and advantages of the invention as well as the structure

and operation of various embodiments of the invention are described in detail

below with reference to the accompanying drawings.

Brief Description of the Figures

The accompanying drawings, which are incorporated herein and form a
part of the specification, illustrate the invention and, together with the
description, further serve to explain the principles of the invention and to enable

20 a person skilled in the pertinent art to make and use the invention.
In the drawings: |

FIG. 1 is a block diagram showing an example system architecture,

according to an embodiment of the invention, showing network connectivity

among various components;
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FIG. 2 is a block- diagram showing an alternative example system
architecture, according to an embodiment of the invention, showing network
connectivity among the various components; |

FIG. 3 is a block diagram showing a gateway that includes a routing

5 manager, according to an émbodiment of the invention;

FIG. 4 is a flowchart illustrating a routine for determining ioute quality .
according to an embodiment of the invention;

FIG. 5 is a flowchart illustrating a routine for candidate route testing
according to an embodiment of the invention;

10 FIG. 6 is an exemplary route testing configuration screen according to an
embodiment of the invention;
FIG. 7is an ekemplary route scoring configuration screen accofding to an
embodiment of the invention; and
FIG. 8 is an example computer system in one example implementatio“n of
the present invention. 4 '
The invéntion will now be described with reference to the accompanying ‘
~drawings. vIn. the drawings, like reference numbers indicate: identical or
functionally similar elements. Additionally, the left-most digit(;) of areference

number identifies the drawing in which the reference number first appears.

20 Detailed Description of the Preferred Embodiments

In summary, the routing manager of the invention connects to other
modules of the gateway to access information about other gateways and candidate
routes to those gatewvays. In an alternative embodiment, the routing manager is
able to perform tracing operations to determine the candidate routes to gateways.

25 Once candidate routes are obtained, the routing manager tests the routes to

determine their quality of service.
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Candidate routes are asSigned scores (also known as a level). The routing
manager can be pre-'set' with various levels. Additionally, the routing manager
can be pre-set with route ordering levels which prioritize the various aspects of
aroute. These aspects cén include the level assigned to a tested route, but this is

5 optional. In other embodiments, aspects inclﬁde the address of the destination
gateway, the cost involved to route to that gateway, etc.

Inan embodirhent, the routing manager provides the ordered routes before
a user places a call. In anothér embodiment, the routing manager is configured
to test candidate routes to a desination gateway whene\}ér a user requests a

‘1(‘) connection to a call that may utilize that destination gateway. ’

In brief, a user of the invention is a caller known to the VoIP system.
When the ‘system receives a call request from the user, the system accesses user
specific information (route ordering) and the destination address (i.e., the number
being called/requested) to determine the candidate r‘outes‘ to use in connecting the
call. The system tests the candidate routes to ensure call quality. The system
may use route quality statistics, along with user specific information, to determine
the proper route. These and additional embodiments and éxamples of the
invention are now discussed in greater detail.

FIG. 1 is a block diagram showing an example VoIP system 100,

according to an embodiment of the invention, showing the network connectivity
among the various components. ‘It‘should be understood that the particular
example VoIP system 100 in FIG. 1 is shown for illustrative purposes only and
does not limit the invention. | -

- The VoIP system 1»00 includes a network 102 which connects gateways
25 ‘ 104,106, and 108. Network 102 is a packet-switched network capable of serving .
as an intranet, internet, and/or connecting to the global Internet. Gateways 104,
106, and 108 can be physically located anywhere that allows connectivity with

network 102.
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Each of gateways 104, 106, and 108 are connected to é local exchange.
As shown in FIG. 1, gatewa;y 102 is connected to local exchange 110; gateway
106 is connected to .local exchénge 112; gateway 108 is connecfed to local
exchange 114. | |
5 Local exchanges 110, 112, and 114 are each cOnnecied to the PSTN.
Telephones 116, 118, and 120 are each connected to-a local exchange.
Télephone 116 is connected to local exchangé 110. Telephone 118 is connected
to local exchange 112. Telephone 120 is connected td local exchange 114.
Telephones 116, 118, and 120 are representative of any number of
10 " telephones connected to a giveh local exchange. Typically, calls Within a local
exchange are toll-free or “local” calls. Calls from a telephoné in one local
exchange to a telephone in another local exchange are typically considered toll
calls or long distance calls. .
FIG; 2 is a block diagram showing an example VoIP system 200,

according to an alternative embodiment of the invention, showing the network

connectivity among the various components. It should be understood that the
particular example VoIP system 200 in FIG. 2 is shown for illustrative purpbses
only and does not limit the invention.

VoIP system 200 has substantially similar cbmponents to VoIP system

100. VoIP system 200 differs from VoIP system 100 in that gateways 204 and
206 are connected to the same local ex‘change, local exchange 210. The purpose
of illustrating this difference is to illustrate a feature of embodiments of the
invention. It is a feature of the invention that routing decisions can take into
account the physical locations of local exchanges when determining the route to
25 - use when placing a call over the VoIP systems of the invention.

Referring to FIG. 3, a block diagram 300, according to an embodiment of
the invention; is shown. "

Block diagram 300 shows a network 302 connected to gateway 304.

Gateway 304 contains routing maﬁager 306, control logic 308, and database 310.
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Routing manager 306 providesroute checking'and selection routines as described
herein. Routing manager 306 can be implemented in hardware or software or
some combination of hardware and software. Control logic 308 provides
additional functionality for voice coding and decoding, user logging, and other ‘
5 VolIP features. Database 310 stores, among other things, the results of route tests,
route checking parameters, and route information as described herein. Database
310 can store additional instructions for ,r_outing manager 306 to perform.
Referring to FIG. 4, a flowchart 400 of routine for determining route
quality, according to an embodiment of the invention, is shown.
10 In step 402, the routing manager 306 determines which other gateways are
available to route calls. Inone embodimeﬁt, routing manager 306 can obtain this
information ffom database 310. Inanother embodiment, a separate routing server
(not shown) can provide information about availablé gateways. The database 310
and routing server are described in detail in a commonly-owned U.S. Patent

Application No. 09/527,920, entitled “Method, System, and Computer Program

Product for Managing Routing Servers and Services,” incorporated herein by
reference in its entirety.
In step 404, the routing manager 306 determines the candidate route(s) to

the gateways that were determined in stép 402. In one embodiment, candidate

route(s) are determined by a tracing operation which determines the physical
network route to a gateway. In another embodiment, database 310 provides‘ one
or more candidate route(s) for each gateway.from each other gateway. Candidate
routes can include transitions from network 102 to the PSTN via-a local
exchange, such as local exchange 1 12. In one embodiment, routing manager 306
25 " determines the availability of candidate routes to each of gateways 204, 206, and
208. | |

In step 406, the routing manager 306 tests the candidate route(s) to the
gateways. An embodiment of step 406 is discussed further detail in FIG. 5-In

an embodiment, routing manager 306 is able to determine information about each
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gateway tested, such as, but not limited to, the local exchange of each gateway,
" and services supported by each gateWay.
In steb 408, the routing manager 306 determines the candidate route
statistics based on the information returned in testing step 406. For example,
5 routing manager 306 determines the latency between its gateway and the other
‘tested gateways. Additional details and embodiments are discussed with respect
to FIG. 5.
In step 410, the routing manager 306 scores the candidate route(s) based
'\dn the statistics determined in step 408. In one embodiment, the routing manager
10 306 scores candidate route(s) based on both the stafistics determined in step 408
and stored information from previous tests. In another embodiment, ro\'uting
manager 306 scores routes based on an averaging of the statistics either
determined or stored or a combination of both.
Instep412, the rbuting manager 306 prioritizes candidate routes based on

their score and the requirements of user. In one embodiment, the candidate routes

are prioritized at the time a user places a call that utilizes a gateway.
In one embodiment, a user can priorite routes for overall voice quality.
For example, in FIG. 2, a user can select criteria which allows the system to select

routes in conformance to those criteria. For instance, in the case for high voice

quality, routes are selected which meet high voice quality standards, and where
such network routes are unavailable, the PSTN routes are substituted. This
routing can be more expensive than routing entirely on network 102 because the
PSTN s accessed whenever voice quality would suffer, but such alternate routing
is possible because the usér is able to select and prioritize the criteria for their
25 call. _ \ | v
‘ In an further embodiment, gateway 104 may be in Albany, NY; gateway '
108 may be in Manhattan, NY; and gateway 106 may be in Chicégo, IL. Ifthe
user is calling from a local exchange with an orginating gateway in London,

England, then the least expensive call to Chicago, IL is over network 102 to
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gateway 106. However, if the call quality is below a preset level, then the call is
routed alternatively. If routihg to gateway 104 provides high enough call quality,
then the remainder of the call is routed over the PSTN to local exchange 112 via
local exchange 110. Therefore, while some PSTN costs may be incurred, the
5 overall costs are still much lower than calling djrectly from London tol Chicago '
over the PSTN. Furthermore, voice quality is maintained.
In an alterative embodiment, gateways may be connected to the same
local exchange as other gateways, as shown in FIG. 2.. Thus‘, voice quality can-
'be maintained without increases in cost by routing to an alternative gateway in
10 the same local exchange. This embodiment has a further advantage of allowing
for network traffic management.
In step 414, the routing manager 306 stores the priority and score
information. In an embodiment, this information is stored in database 310.
Referfing to FIG. 5, a flowchart 500 of rout!ine for testing candidate
routes, according to an embodiment of the invention, is shown.
In step 502, the routing manager 306 configures the packet parameters.
In one embodiment, packets can be set to specific size. Packets can also be sent
in groups (numbers of packets). Further, packets can be scheduled to be sent

prior to a call or they can be scheduled at regular intervals.

In step 504, the routing manager 306 configures a scoring table. In one
embodiment, a scoring table consists of heirarchical levels assigned to speciﬁc.
values for the parameters being tested. An example scoring table is shown in
FIG. 7 as score table panel 708. The results (latency, jitter, etc.)_ of the candidate
route testing (see below) are then corﬁpared to the values assigned to the levels
25 of the scoring table. Candidate routes are assigneci ascore based on the level that ‘
matches their results.

In step 506, the routing manager 306 ;:onﬁgures the route ordering. Each

route is assigned a level (or score) in step 504. The route ordering is determined

by user set values, which order or prioritize routes based on factors that include
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a route’s level. In one embodiment, the system can order the routes based on
their network address (IP address), cost estimate (the estimated cost for using the
route), preference (general user preference), quality of service (the route’s score);
and static routes (whether the route is static or unchanging and therefore likely
5 to be more reliable). v _ _

While the actual scoring and ordering of routes occurs after the testing
steps of testing step 406, the levels of routes and route level ordering can be

determined prior to actual testing.
In step 508, the routing manager 306 sends test packet(s). In one
10 embodiment, the routing manager 306 first creates a user datagram protocol
(UDP) socket used for sending and receiving quaiity meastrement packets; then
automatically responds to requests on the socket without any delay; and finally
sends messages to the corresponding socket on other gateways to measure the
quality of servér to those other gateways. In the above-described: step UDP

packets are used. However, as one skilled in the relevant art will recognize other

protocols can be used (for example, TCP).
In step 510, the routing manager 306 receives returned test packet(s). In
an embodiment, the destination gateways receive a quality measurement packet

from another gateway and return a packet back to the originating gateway as soon

as possible. The returned packet includes information about the packet that was
received by the destination gateway.
As described above, the routing manager 306 measures the returned

packets and determines a score for the route(s).

Measurement and Scoring Embodiments

25 In erhbodiments, the measurement and scoring processes of the invention
include determining the packet trip time of candidate route, calculating the
average variation in the trip time of a measurement packet, and determining the

packet loss by counting the number of packets that were not returned.
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For example, table 1 shows example results from the above-described

testing process.

Table 1 -
Pkt  Send Time Receive Time - Delay Jitter
s A% om0 x y y - X \(y-x)-(y-x)ave|
1 Oms- 45ms , : 45ms Oms
2 60ms 110ms / ~ 50ms 5ms

3 120ms 160ms 40ms Sms

From these results the average delay, average jitter, and packet loss can be

calculated, as shown for one candidate route in table 2 below for the three packets

shown in tablel.

, . Table2
O\/) Average Delay - Average Jitter ~ Packet Loss
45ms 3ms 0%

The packet loss percentage becomes more importént even at low levels. Five (5)
per-cent packet loss may be entirely unacceptable to a user. These figures can be
used to score a candidate route as in step 410 by assigning a score to the route
based on the results of the tests shown above. In this way, the invention can
automatically select the proper route for a call. -

20 Furthermore. as one skilled in the relevant art(s) based on the teachings
described herein would recognize, these embodiments can be implemented with
any of the methods discussed herein, where the routing manager of the invention
is determining and/or testing candidate routes. .

Theabove-mentioned figures are exemplary illustrations of features of the

25 present invention and are not intended to limit the present invention in any way.

All the embodiments described herein can be combined with each other to form

alternative processes of using the invention. Specifically, several features of the
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invention can’be implemented in combination with other features of the invention
to form further embodiments. For example, steps 508 and 510 of FIG. 5 can be
repeated for each call received by the gateway 304, while the other steps shown .

in FIG. 5 would only be performed if the particular user required a modification.

5 Grﬁphical User Interface
In one embodiment of the invention, the routing manager 306 provides
input (GUI) screens. The gateway 304 (as shown in FIG. 3) allows users to view’
and add configuration information for routing manager 306. |
| As will be apparent to one skilled in the relevant art(s), the GUI allows
users of routing manager 306 to specify all inputs (e.g., general sgttiﬁgs, route
ordering, and routing servers) and options (e.g., packet settings,‘ and scoring
) tables) described herein.'

FIGS. 6, and 7 show example interface screens of the present invention.

These screens are exemplary and. for illustrative purposes only, as the
1 ~ present invention is sufﬁciently flexible to allow different screen designs. It
should be noted that the particular information appearing in input screens of the
routing manager 306, result from the information entered by the user. Thus, it

will be apparent to one 3killed in the relévant art(s) that the configuration defined

in steps 502, 504, and 506 utilize the information that will be entered in the
20 screéns during operation of the routing manager 306. .
Referring to FIG. 6, a routing configuration screen 602 for entering and
modifying routing manager 306 settings is shown.
Screen 602 includes a general settings panel 604, aroute ordering panel
608, and a routing servers panel 612. ' ! ‘
25 General seﬁings panel 604 includes a chahge settings link 606 to add,
modify, and/or delete the settings displayed in general settings panel 604. As

shown in FIG. 6, some settings are cache timeout in seconds, dynamic routing

usage, error log file name, quality of service threshold, and quality checking
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usage. Cache timeout refers to the amount of time (here set to 86,400 secondsor .
24 hours) that the cache of stored candidate route scores are stored. In other
words, according to one embodiment, each candidate route is tested once'every
24 hours and given a new score. Dynamic routing usage refers to the use of"
5 alternative routes obtains dynamically from other gateways, as described in detail.
in a previously cited, commonly-owned U.S. Patent Application No. 09/527,920
incorporated herein by reference in its entirety. Error log file provides the name
of a file to which error or condition messages may be saved. Quality of service
threshold refers to the minimum value that a route can have and still be stored for
10 use by the system of the invention. Quality checking usage refers to enabling.the
use of route quality checking. For examplé, according to embodiments of the
invention, route testing can be disabled, and route ordering will still take place,
albeit without the benefit of quality of service information. These settings can be

altered to activate or deactivate the usage of route quality checking. Additionally,

a quality of service thréshold can be set to determine when route quality
checking should be activated automatically. '

Route ordering panel 608 includes a change link 610 to add, modify,
and/or delete the settings displayed in pouté ordering panel 608. As shown in

FIG. 6, some settings are address (i.¢., domain name or IP address), cost estimate,

preference, quality of service, and static routes (truncated in the panel’s window).
In this way, a user can prioritize the parameters with which routes are selected.
In a broad application, cost estimate can be highl)f prioritized to limit the range
of routes includes in subsequent selections. Quality of service can be similarly
applied. '

25 Routing servers panel 612 includes listings window 614, an add link 616,
a properties link 618 and a remove link 620. Listings window 614 presents the
entered servers and their status. In one embodiment, these servers are used to
provide candidate routes for testing. -Add link 616 allows a user to add additional

servers. Properties link 618 allows a user to configure the properties of a server
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displayed in listings window 614. Remove link 620 deleted a server from listings
window 614.
Referring to FIG. 7, aquality testing configuration screen 702 for entering
and modifying routing manager 30§ settings is shown.
5 Screen 702 includes quality‘checking conﬁguratioh panel 704, and score
table panel 708. |
Quality checking configuration panel 704 includes a change setting link
706 for modifying the packet parameters shown in panel 704. Packet parameters
include, but are not limited to those shown, such as packet interval, which is the
10 - rate at which packets are sent, packet length, the number of packets, and the time
limit over which packets are to be sent. |
Score table panel 708 includes listings window 710, add top link 712, add
~ after link 714, delete link 716, and modify link 718. Links 712, 714, 716, and

718 allow a user to maintain, update and reset the scoring levels shown in listings

window 710. Specifically, add top link 712 allows a user to add a score level to
h the top of the list of score levels. Similarly, add after link 714 allows a user to
add a score level bevlow a selected score level. In an embodiment, the scoring
table is read from top to bottom and levels assigned to candidate routes based on

the first conforming score level.

Listings windows 710 displays the parameters us’éd to score routes. As
shown in FIG. 7, these can include average delay, average jitter, packet loss, and
quality score (some partially truncated). The average delay, average jitter, and
packet loss are determined by the testing methods disclosed herein. For each user
defined level of average delay, average jitter and packet loss is also assigned a
25 ' quality score. The quality score is assigned to a route that is scored as having met
the other criteria entered in listings window 710. | |

Description of the example scréens in these terms is provided fqr
convenience only. It isl not intended that the invention be limited to application

in these example screens. In fact, after reading the description contained herein,

SKGF RefNo. 1848.0100000

//t) Ry

iy
U

Hewlett Packard Enterprise Co. Ex. 1002, Page 57 of 175
Hewlett Packard Enterprise Co. v. Intellectual Ventures II LL.C
IPR2021-01378



-20-

it will become apparent to a person skilled in the relevant art(s) how to implement

the invention with alternative screens:

Example Computer Sysfem
5 An example of a computer system 840 is shown in FIG. 8. The computer
system 840 represents any single or multi-processor computer. In conjunction,
single-threadéd and multi-threaded applications can be used. Uniﬁed or
distributed memory systems can be used.
Computer system 840 includes one or rhore processors, such as processor
10 844, One or more processors 844 can execute software implerﬁenting routines

300, and 400 as described above. Each processor 844 is conrected to a

communication infrastructure 842 (e.g., a communications bus, cross-bar, or
network). Various software embodiments are described in terms of this

exemplary computer system. After reading this description, it will become

apparent to a person skilled in the relevant art how to implement the invention
using other computer systems and/or computer architectures.

Computer system 840 can include a display interface 802 that forwards
graphics, text, and other data froxﬁ the communication infrastructure 842 (or from

a frame buffer not shown) for display-on the display unit 830.v

Computer system 840 also includes a main memory 846, preferably
random access memory (RAM), and can also include a secondary memory 848.
The secondary memory 848 can include, for example, a hard disk drive 850
and/or a removable storage drive 852, representing a floppy disk drive, a
magnetic tape drive, an optical disk drive, etc. The re\movable storage drive 852
25 ' reads from and/or writes to aremovable storage unit 854 in a well known manner.
Removable storage unit 854 represents a floppy disk, magrietic tape, optical disk‘,
etc., which is read by and written tovb'y removable storage drive 852. As will be
appreciated, the removable storage unit 854 includes a compufer usable storage

medium having stored therein computer software and/or data.
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In alternative embodiments, secondary memory 848 may include other
similar means for allowing computer programs or other instructions to be loaded
into comp‘uter system 840. Such means can include, for example, a removable
storage unit 862 and an interface 860. Examples can include a program cartridge

5 and cartridge interface (such as that found in video game devices), a removable
memory chip (such as an EPROM, or PROM) and associated socket, and other
removable storage units 862 and interfaces 860 which allow software and data to
be transferred from the removable storage unit 862 to computer system 840.

Computer system 1040 can also include a communications interface 864.

10 Communications interface 864 allows software and data to be transferred between
computer -system 840 and external devices via communications path 866.
Examples of communications interface 864 can include a mbdem, a network
interface (such as Ethernet card), a communications port, etc. Software and data
transferred via communications interface 864 are in the form of signals which can
be eiectrOnic, electromagnetic, optical or other signals capable of being received
by communications interface 864, via communications path 866. Note that
communications interface 864 provides a means by which computer system 840

can interface to a network such as the Internet.

In this document, the term "computer program product" is used to

generally refer to removable storage unit 854, a hard disk installed in hard disk
drive 850, or a carrier wave carrying software over a communication path 866
(wireless link or cable) to communication interface 864. A computer useable
medium can include magnetic;medié, Obtical media, or other recordable media,
or media that transmits a carrier wave or other signal. These computer program
25 products are means for providing software to computer system 840.

Corﬁputer programs (alsb called computer control logic) are stored in
main memory 846 and/or secondary memory 848. Computer programs can also
be received via commuﬁications interface 854. Such computer programs, when '

executed, enable the computer system 840 to perform the features of the present
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invention as discussed herein. In particular, the computer programs, when
executed, enable the processor 844 to perform the featu.res of the present
invention. Accordingly, such computer programs represent controllers of the
computer system 840.

The present invention ‘can be implemented as control logic in software,

firmware, hardware or any combination thereof. In an embodiment where the '

invention is implemented using software, the software may be stored in a

computer program product and loaded into computer system 840 using removable - A

storage drive 852, hard drive 850, or interface 860. Alternatively, the computer
program product méy be downloaded to computer system 840 over
communications path 866. The control logic (software), when executéd by the
one or more processors 844, causes the processor(s) 844 to perform the functions

of the invention as described herein. .

In another embodiment, the invention is implemented primarily in

firmware and/or hardware using, for example, hardware components such as
application specific integrated circuits (ASICs). Implementation of a hardware
state machine so as to perform the functions described herein will be apparent to

persons skilled in the relevant art(s).

Conclusion

While various embodiments of the inventio"n have been described above,
it should be understood that they have been presehted by way of example, and not
limitation. It will be apparent to persons skilled in the relevant art that various
changes in form and detail may be fhade therein without departing from the spirit
and scope of the invention. This is especially true in light of technology and
terms within the relevant art(s) that may be later developed. Thus the invention
should not be limited by any of the above-described exemplary embodiments, but
should be defined only in accordance with the following claims and their

. .
equivalents.
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What Is Claimed Is:
1 1. A method for checking a network route, comprising the steps of:
2 e determining a gateway available for -routing, wherein said
3 gateway :is gaigab’limo;‘f responding to a request on the
4 co {nunications network;
5 ) deterﬁ&énipg a candidate route to .said gateway,vwherein said -
6 candidatg route is within said communications network;
7 3) testing saN] candidate route to said gateway using quality
8 measurem;\\packets, wherein said quality measurement packets
9 include route in{formation;

G5 determining routestatistics, wherein said route statistics are based

on routing informatidn contained within said quality measurement

.packets; and

(5) © scoring said candidate ryute with said route statistics.

2. A method of claim 1, wherein said \fommunications network includes a

packet-switchedl network.

3. A method of claim 1, wherein said communications network includes a

2 public switched telephone network (PS

1 4, A method of claim 1, wherein said route information include latency, time

2 jitter, and lost packet information.”

1 : 5. A method of claim ], further comprising the steps ok

2 (6) prioritizing said caindidéte route among other tasted routes based
3 | on a score obtained in said step of scoring; and

4 (7)  storing said score related to said candidate route fog use in route
5 selection. '
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4.

¢ 6. A method of claim 1,|wherein step (3) comprises the steps of:
| (a) conﬁguring parameters for said quality measurement packets to
gateway, wherein said parameters include the
packet interval} packet length, number of packets, and time limif;
(b) configuring a §coring table for use in scoring said candidate
routes, wherein %aid table includes a quality scorle, packet loss,
average delay, ard average jitter; 1
(©) configuring a roufe ordering applied for said gateway, wherein
said route ordering includes ﬁl¢ logging information, ‘quality of

service threshold, dnd timeout amount;

(d) forwarding quality njeasurement packets to said gateway, wherein
said quality measur¢gment packets include roﬁting information:
and V |

(e) receiving returned duality measurement packets from said

, gateway, wherein said returned quality measurement packets

include routing information.

7. A system for checking a networkj route, comprising:

first means for determining a gafe ay available for'fouting, wherein said
gateway is capable of responding to a requgst on the communications network;

second means for determining a candidate route to said gateway, wherein
said candidate route is within said communigations network;

means for testing said candidate route to said gate‘Way using ‘quality
measurement packets, wherein said quality mgasurement packets include route
information; ‘

third means for dgtermining route statistics, wherein said route statistics
are based on routing information contained within said quality measurement

packets; and
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means for scoring said candidate route with said route statistics.

8. A system of claim 7, wherein| said communications network includes a

packet-switched network.

9. A system of claim 7, wherein|said communications network includes a

public switched telephone netyvork (PSTN).

10.  Asystemofclaim 7, wherein sgid route information include latency, time -

on.

jitter, and lost packet informat

11. A method of claim 7, further c¢mprising: »
(6) - prioritizing said candidate route among other tested routes based
on a score obtained in sajd step of scoring; and
@) storing said score related|to said candidate route for use in route

selection.

f 12) A system of claim 7, wherein testihg means comprises:
N ‘ '

first means for configuring paramgters for said quality measurement
packets to be sent to said gateway, wherein\said parametets include the packet
interval, packet length, number of packets, ajd time limit;

second means for configuring a scoring table for use in scoring said
candidate routes, wherein said table includes a quality score, packet loss, average
delay, and average jitter; '

third means for configuring a route ordering applied for said gateway,
wherein said route ordering includes file logging information, quality of service
threshold, and timeout amount;

means for forwarding quality measurenent packets to said gateway,

wherein said quality measurement packets inclyde routing information; and
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|

13 means for receiving return%ed quality measurement packets from said
14 v. ~ gateway, wherein said returned qliality measurement packets include routing
15 information. i

1 13. A computer program product comprising a computer usable medium

having computer readable program code means embodied in said medium

for causing an application program to execute on a computer that checks

anetwork route, said computl r readable program code means comprising:

a first computer readable program code means for causing the computer -
to determine a gatewéy available for fouting, wherein said gateway is capable of
responding to a request on the commpnications network;

a second computer readabl

program code means for causing the
computer to determine a candidate royte to said gateway, wherein said candidate
route is within said ;:ommunications jetwork;

a third computer readable program code means for causing the computer
to test said candidate route td said gateway using quality measurement packets,
wherein said quality measurement pa kets include route information; -

a fourth computer readable program code means for causing the computer

to determine route statistics, wherein {said route statistics are based on routing

information contained within said quality measurement packets; and
17 a fifth computer readable progiiam code means for causing the computer

18 to score said candidate route with said foute statistics.

1 14. A computer program product of tlaim 13, wherein said communications

2 ‘ network includes a packet-switched network. :

1 15. A computer program product of clain 13, wherein said communications

2 network includes a public switched & lephone network (PSTN).
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1 16. A computer progr?itm product of claim 13, wherein said route information

2 ‘ include latency, ti

e jitter, and lost packet information.
1 ' 17. A computer program product of claim 13, further comprising:

a sixth computer repdable pfogram code meané for causing the computer
to prioritize said candidat¢ route among other tested routes based on a score
obtained in said step of scoging; and |
a seventh computer readable program code means for causing the

. computer to store said scofe related to said candidate route for use in route

2
3
4
5
6
7

selection.

an eighth computer teadable program code means for causing the
computer to configure parametgrs for said quality measurement packets to be sent
‘to said gateway, wherein said \parameters include the packet‘interval, paéket
length, number of packets, and {ime limit;

aninth computer readabl¢ program code means for causing the computer

to configure a scoring table for usé in scoring said candidate routes, wherein said

table includes a quality score, packet loss, average delay, and average jitter;

10 a tenth computer readable program code means for causing the computer

11 to configure a route ordering applied for said gateway, wherein said route

12 ordering includes file. logging infoymation, quality of service threshold, and.
13 timeout amount; ' |

14 - '\ an eleventh computer readaljle program code means for causing the-
15 | computer to forward q{xality measurethent packéts to said gateway, wherein said

16 quality measurement packets include fouting inforr;lation; and
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17 a twelfth computer readable program code means for causing the
18 computer to receive returned quality measurement packets from said gateway;
19 wherein said returned quality meagurement packets include routing information.

@} &;\
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A Method, System, and Comp‘unter Program Product for
Route Quality Checking and Management

Abstract

A method, system and computer program product for route checking and
5 management is described herein. In a voice over internet protocol environment,
the invention allows for the testing of routes among various gateways. In one
embodiment, gateways include routing managers fof checking and storing route
information. The methiod ofthe inventioﬁ includes checking candidate routes for
the level of quality, location and cost levels. Further, users can prioritize routes

based on these criteria.

A278-58.wpd
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Declaration for Patent Application

Docket Number: 1848.01000000
As a below named inventor, I hereby declare that:

My i'esidencé post office address and citizenship are as stated below next to my name.

I believe [ am the original, first and sole inventor (if only one name is listed below) or an original, first and joint inventor (if

plural names are listed below) of the subject matter that is claimed and- for which a patent is sought on the invention entitled_

.A Method, System, and Computer Program Product for Route Quality Checking and Management, the specification
of which is attached hereto unless the following box is checked:

u] was. filed on ;
as United States Application Number or PCT Intemational Application Number ; and
was amended on (if applicable).

I hereby state that I have reviewed and understand the contents of the above identified specnﬁcation including the claims, as
amended by any amendment referred to above.

I acknowledge the dut'y to disclose information that is material to patentability as defined in 37 C.F.R. § 1.56.

I hereby claim foreign priority benefits under 35 U.S.C. § 119(a)-(d) or § 365(b) of any foreign application(s) for patent or
inventor's certificate, or § 365(a) of any PCT international application, which designated at least one country other than the
United States listed below, and have also identified below any foreign application for patent or inventor's certificate, or PCT
international application having a filing date before that of the application on which priority is claimed. '

Prior Foreign Application(s) : : ~ Priority Claimed
i O Yes 0 No
(Application No.) (Country) - (Day/Month/Year Filed)
. O Yes 0O No
(Application No.) (Country) (Day/Month/Year Filed) ’

I hereby claim the benefit under 35 U.S.C. § 119(e) of any United States provisional application(s) listed below.

(Application No.) (Filing Date)

(Application No.) (Filing Date)

I hereby claim the benefit under 35 U.S.C. § 120 of any United States application(s), or under § 365(c) of any PCT
international application designating the United States, listed below and, insofar as the subject matter of each of the claims

of this application is not disclosed in the prior United States or PCT international appllcatlon in the manner provided by the
first paragraph of 35 U.S.C. § 112, I acknowledge the duty to disclose information that is material to patentability as defined -
in 37 C.F.R. § 1.56 that became available between the fi lmg date of the prior application and the national or PCT
international filing date of this application.

(Application No.) (Filing Date) v (Status - patented, pending, abandoned)
(Application No.) - (Filing Date) - " (Status - patented, pending, abandoned) -
- Page'1 of & -
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. . Appl. No. To be assigned .
Docket No. 1848.0100000

Send Correspondence to: ,
STERNE, KESSLER, GOLDSTEIN & FOXP.L.L.C.
‘1100 New York Avenue, N.W. !
. Suite 600
Washington, D.C. 20005-3934

Direct Telephone Calls to: )
(202) 371-2600

I hereby declare that all statements made herein of my own knowledgc are true and that all statements made on information
and belief are believed to be true; and further that these statements were made with the knowledge that willful false
statements and the like so made are punishable by fine or 1mpnsonment or both, under Section 1001 of Title 18 of the
United States Code and that such willful false statements may jeopardize the validity of the application or any patent issued
thereon. ) .

Full name of sole or first inventor
Mark D. SCOTT

Signature of sole or ﬂrstinventom W/ + 7 Date
X ind A , x__%p f L Qe

Residence
Ashburn, VA

Citizenship » /
Canadian '

Post Office Address
43757 Raleigh Place, Ashburn, VA 20147

Fuil name of second inventor ’
_Anita T. CHENG

Signature of second mvemor - Date
X W\/é\a CJCKU«N/ ‘ x_ % Cﬂ t, 7 200

Residence
Ashburn, VA

Citizenship
Canadian

Post Office Address
43757 Raleigh Place, Ashburn, VA 20147

PaL BLADES\Russ Swindell deo (Supply similar information and signature for subsequent joint inventors, if any)
SKGF Rev. 9/2/98 mac A )

.
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Application Assignment Record
According to the application transmittal letter, an assignment recording ownership was filed
with this application; however, a copy of this record was not located in the original file history
record obtained from the Uni‘lced States Patent and Trademark Office. Upon your request, we
w:i:ll attempt to obtain the assignment documents from the Assignment Recordation Branch of
of? the United States Patent and Trademark Office or from a related application case (if applicablé).

Please note that additional charges will apply for this service.

This page is not part of the official USPTO record. It has been determined that content identified
on this document is missing from the original file history record.

Hewlett Packard Enterprise Co. Ex. 1002, Page 94 of 175
Hewlett Packard Enterprise Co. v. Intellectual Ventures II LL.C
IPR2021-01378



(o]

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 'Ecc\:] :;_'z_:__:'_o
' | nS =3
' o2 =0,
In re application of: =N
. aon =3

Scott et al. Art Unit:  To be assigned ‘g =

Appl. No. To be assignéd Examiner: To be assigned

Filed: September 13, 2000 ‘ Atty. D_b_cket: 1848.0100000
For: A Method, System, and Computer
Program Product for Route

Quality Checking and
Management '

Authorization To Treat A Reply As Incorporating An Extension Of Time
' Under 37 C.F.R. § 1.136(a)(3) .

i ~ Commissioner for Patents
i Washington, D.C. 20231

Sir:

The U.S. Patent and Trademark Office is hereby authorized to treat any concurrent or

future reply that requires a petition for an extension of time under this paragraph for its timely
submission, as incorporating a petition for extension of time for the appropriate length of time
The U.S. Patent and Trademark Office is hereby authorized to charge all required extension of

time fees to our Deposit Account No. 19-0036, if such fees are not otherwise provided for in

such reply. A duplicate copy of this authorization is enclosed.

Respectfully submitted,

STERNE, KESSLER, GOLDSTEIN & FOX P.L.L.C.

Michael V. Messinger

‘ Attorney for Applicants
ﬁ/{ 5/0 Py _ Registration No. 37,575
Date: :
1100 New York Avenue, N.W.
Suite 600

Washington, D.C. 20005-3934
(202) 371-2600

0100000.aut
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE “’n\" %}
. =0
e
In re application of: - '
Scott et al. ' Art Unit: To be assigned
Appl. No. To be assigned Examiner: To be assigned
Filed: September 13,2000 Atty. Docket: 1848.0100000

For: A Method, System, and Computer
Program Product for Route
Quality Checking and
Management

DUPLICATE

Authorization To Treat A Reply As Incorporating An Extension Of Time
‘ Under 37 C.F.R. § 1.136(a)(3) . |

Commissioner for Patents
Washington, D.C. 20231

Sir:

The U.S. Patent and Trademark Office is hereby authorized to treat any concurrent or
future reply that requires a petition for an extension bf time under this paragraph for its timely
submission, as incorporating a petition for extension of time for the appropriate lehgth of time;
The U.S. Patent and Trademark Office is hereby authorized to charge all required extension of

time fees to our Deposit Account No. 19-0036, if such fees are not otherwise provided for in

such reply. A duplicate copy of this authorization is enclosed.

ReSpectquy submitted,

STERNE, KESSLER, GOLDSTEIN & FOX P.L.L.C.

Michael V. Messinger

Attorney for Applicants
ﬁ/{j 00 Registration No. 37,575
Date: ’
1100 New York Avenue, N.W.
Suite 600

- Washington, D.C. 20005-3934

(202) 371-2600

0100000.aut
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File History Content Report

The following content is missing from the original file history record obtained from the

United States Patent and Trademark Office. No additional information is available.

Document Date -  2000-10-25

Document Title - USPTO Communication Re: Change of Address

This page is not part of the official USPTO record. It has been determined that content
identified on this document is missing from the original file history record.
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21 202 March 21, 2002 :

WRITER’S DIRECT NUMBER:
(202) 371-2667

INTERNET ADDRESS:
MIKEM@SKGF.COM

Commissioner for Patents
Washington, D.C. 20231

RECEIVED
MAR & & 2002
Technology Center 2600
Re:  U.S. Utility Patent Application »
Appl. No. 09/660,920; Filed: September 13, 2000 ’
For: A Method, System, and Computer Program Product for Route
Quality Checking and Management

Inventors: Scott et al.
Our Ref: 1848.0100000

Sir:
Transmitted herewith for appropriate action are the following_documents:
1. Information Disclosure Statement;

2. Copy of the International Preliminary Examinatidn Report in related PCT
Application No. PCT/US00/00009;

3. Copy of the International Preliminary Examination Report in related PCT
Application No. PCT/US00/02330;

4. Three (3) sheets of Form PTO-1449 listing tweﬁty-nihe (29) reference docufnents;

5. One (1) copy each of referenced documents AA1-AK1, AL1-AO1, AR1-ATI,
AA2-AE2, AR2-AT2, and AR3-AT3; and

6. One (1) return postcard.

Sterne, Kessler, Goldstein & Fox piLc : 1100 New York Avenue, NW : Washington, DC 20005 : 202.371.2600 f 202.371.2540 : www.skgf.com
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Commissioner for Patents
March 21, 2002
Page 2

It is respectfully requested that the attached postcard be stamped with the date of filing of
these documents, and that it be returned to our courier. In the event that extensions of time are
necessary to prevent abandonment of this patent application, then such extensions of time are
hereby petitioned. )

The U.S. Patent and Trademark Office is hereby authorized to charge any fee deficiency,
or credit any overpayment, to our Deposit Account No. 19-0036.

Respectfully submitted,

Michael \(/ Mes inger
Attorney for Applicant
Registration No. 37,575

MVM/RDL:mlb
Enclosures

Pal a8\ skgf Ids

Sterne, Kessler, Goldstein & Fox puc : 1100 New York Avenue, NW : Washington, DC 20005 : 202.371.2600 f202.371.2540 @ www.skgf.com
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re application of: : ' . R ECE| VED
Scott et al. o Art Unit: 2662 MAR 2 5 2002
Appl. No. 09/660,920 Examiner: Ho, Duc  16hnology Genter 2600

Filed: September 13,2000 _ Atty. Docket: 1848.0100000

- For:: A Method, Sys\tem, and Computer
Program Product for Route Quality
Checking and Management

Information Disclosure Statement
Commissibner for Patents
Washington, D.C. 20231
Sir:
| Listed on accompanying Form PTO-1449 are documents that may be considered '
material to the examination of this applicatioh, in compliance with the duty of disclosure
requirements of 37 C.F.R. §§ 1.56, 1.97 and 1.98.
Where the publication date of a listed document does not provide a month of
publication, the year of publication of the listed document is sufficiently earlier than the
effective U.S. filing date and any foreign priority date so that the month of publication |
is not in issue. Applicants have listed publication dates on the attached PTO-1 4‘49 based
on information presently available to the undersigned. However, the listed publication
dates should not be coﬁstmed asan admiésion that the information was actually published
‘on the date indicated.
Applicants reserve the right 'to establish the patentability of the ciaimed invention

over any of the information provided herewith, and/or to prove that this information may
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-2- ‘ Scott et al.
Appl. No. 09/660,920

not be prior art, and/or to prove that this information rhay not be enabling for the
teachings purportedly offered.

Applicants provide the following comments regarciing the documents:

Documents AA1, AL1 and AN1 were cited in an International Preliminary
Examination Report in related PCT Application No. PCT/US00/00009, filed January 1 0,
2000, entitled "System for Managing Router Servers and Services," directed to related
subject matter. A copy of the IPER is enclosed for the convenience of the Examiner..

Documents AD1 and AR1 were cited inan Intematioﬁal Preliminary Examination
Reportinrelated PCT Application No. PCT/U S00/02330, filed February 1,2000, entitled
"Method, System and Computer Program Product For Managing Jitter," directed to
related subject matter. A copy of the IPER is enclosed for the convenience Qf the -
Examiner.

This statement should not be construed as a representation that a search has beéh
made, or that information more material to the examination of the present patenf
application does not exist. The Examiner is specifically requested not to rely solely on
the material submitted herewith.

Applicants have checked the appropriate boxes below.

m 1. This Information Disclosure Statement is being filed before the mailing date of
~ a first Office Action on the merits. No statement or fee is required.

02. This Information Disclosure Statement is being filed more than three months

after the U.S. filing date AND after the mailing date of the ﬁrét Office

Action on the merits,' but before the mailing date of a Final Rejection, or

Notice of Allowance, or an action that otherwise closes prqsecution inthe

application.
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Oa.  Ihereby state that each item of information contained in this Information
Disclosure Statement was first cited in any communication from -
a foreign patent office in a counterpart foreign application not
more than three months prior to the filing of this Information
Disclosure Statement. 37 C.F.R. § 1.97(e)(1).

Ob. Ihereby state that no item of information in this Information Disclosure
Statement was cited in a communication from a foreign patent
officeina counterpart foreign application and, to my knowledge
after making reasonable inquiry, was known to any individual
designated in 37 C.F.R. § 1.56(c) more than three months prior to
the filing of this Information Disclosure ‘Statement. 37 C.F.R.
§ 1.97(e)(2)..

Dc.  Attached is our Check No. in the amount of § _ in

payment of the fee under 37 C.F.R. § 1.17(p).
0 3. This Information Disclosure Statement is being filed more than thrée months
after the U.S. filing date and after the mailing date of a Final Rejection or -
Notice of Allowanée, bﬁt beforé paymént of the Issue Fee. Enclosed find
our Check No. ‘ | in the afnbunt of$ ©  inpayment of the fee
under 37 C.F.R. }§ 1.17(p); in addition:

Oa. Thereby state that each item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office ina counferpart foreign application not more
than three months prior to the filing of this Information Disclosure
Statement. 37 C.F.R. § 1.97(e)(1).

Ob. [hereby state that no item of information in this Infg;rmation Disclosure
Statement was cited irlx a communicaﬁon from a foreign patent
officeina céunterpart foreign application and, to my knowledge
after making reasonable inquiry, was known to any individual

designated in 37 C.F.R. § 1.56(c) more than three months prior to .
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the ﬁling of this Information Disclosure Statement. 37 CF.R. § 1.97(e)(2).
04. The document(s) was/were cited in a search report by a foreign patent office in
" a counterpart foreign application. Submission of an English language.
version of the search report that indicates the degree of relevance found
by the fdreign office is provided in satisfaction of the requirement for a
concise explanation of relevance. 1138 OG 37, 38.
05. A concise explanation of the relevancé of the non-English language document(s)
appears below: |
06. Copies of the documents were cited by or submitted to the Office in an IDS that
complies with 37 C.F.R. § 1.98(a)-(c) in Application No. | ,’
f filed , which is relied upbn for an earlier filing date under 35
US.C. § 120. Thus, copies of tﬁese documents are not attached. 37.
CFR. §1.98(d). |

It is respeétfully‘requested that the Examiner initial and return a copy of the
enclosed PTO-1449, and indicate in the official file wrapper of this patent application that
the documents have been considered.
| The U.S. Patent and Trademark Office is hereby authorized to charge any fee
deficiency, or credit any overpayment, to oﬁr Deposit Account No. 19-0036. |

Respectfully submitted,

STERNE, IKRESSLER, GOLDSTEIN & FOX P.L.L.C.

Attorney for Applicants
Registration No. 37,575

(/% <. p\ L// 290 %
Date: ‘

1100 New.Yorl; Avenue, N.W., Suite 600
Washington, D.C. 20005-3934
(202) 371-2600

PAUNGRSmhennetivl ucas| 410100000 idsB C.
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ATTY. DOCKET NO. ‘| apPLICATION NO.
1848.0100000 09/660, 920
FORM PTO-1449 A PPLICANT
INFORMATION DISCLOSURE STATEMENT Scott et al.
FILING DATE GROUP
AP E . September 13, 2000 2662
/ O U @;\ U.S. PATENT DOCUMENTS
{XAMINER \'L“{ﬂ'
NITERR 1 DOCUMENT DATE NAME CLASS SUB- FILING DATE
R NUMBER CLASS
M/ 7 | 5,621,727 04/1997 Vaudreuil 370 60
L4 rranePRB1 [ 5,742,596 04/1998 Baratz et al. 370 356
AC1l 5,757,871 '05/1998 Furukawa et al. 375 372
ADl |5,790,538 08/1998 Sugar 370 352
aEl | 5,790,543 08/1998 Cloutier 370 395
AFl 5,805,602 09/1998 Cloutier et al. 370 516
AGl |5,812,840 09/1998 Shwartz 395 604
AH1 5,870,464 02/1999 Brewster et al. 379 219
AIl |5,892,822 04/1999 Gottlieb et al. 379 220
. AJl  |s,897,613 04/1999 Chan 704 210
inAY] |akt | s, 900,000 05/1999 Korenshtein 707 200
' FOREIGN PATENT DOCUMENTS
?Eﬁii? DOCUMENT NUMBER °| DATE COUNTRY RECE‘VED CLASS SUB- TRANSLATION
. CLASS
M}") ALl |WO 97/14238 Al | 04/1997 PCT MAR 2 5 2002 noar 12/46 N/A
| AM1 | WO 97/23078 Al | 06/1997 et Jechnology Center 280k . 12/56 N/A
l ANl |WO 97/27692 Al | 07/1997 PCT HO4L 12/56 N/A
\ A0l | WO 97/28628 Al | 08/1997 PCT HO4L 12/56 N/A
M/) APl Yes
) No

OTHER (Including Author, Title, Date, Pertinent Pages, etc.)

/} AR 1 Anquetil, L-P. et al., "Media Gateway Control Protocol And Voice Over IP
= Gateways," Alcatel Telecommunications Review, pp. 151-157 (April-June 1999).
as 1 Array Series 3000 Users Manual, Array Telecom Corp, Entire Manual (August 27,
= 1999).
. AT 1 ctvoice IP Telephony, Product Brochure, Comdial, 6 Pages (Copy obtained August
\/\J\/\] = 1999) .

EXAMINER

e o polion

'| PATE CONSIDERED /“Z//o/.:]

EXAMINER: Initial if reference con§x5ered,
line through citation if not in conformance and not considered.
communication to Applicant.
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ATTY. DOCKET NO. APPLICATION NO.
: 1848.0100000 09/660,920
FORM PTO-1449 APPLICANT :
INFORMATION DISCLOSURE STATEMENT Scott et al.
' FILING DATE GROUP
September 13, 2000 2662
U.S. PATENT DOCUMENTS
EXAMI B El § ‘ : ;
INI Q} E~ DOCUMENT DATE NAME CLASS SUB- FILING DATE
au NUMBER . CLASS
7 [
/ . AA?“ 5,940,479 08/1999 Guy et al. 379 93.01 .
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I Acéy 5,940,829 08/1999 Tsuiki et al. 707 {10
' @5 ].5,940,832 08/1999 Hamada et al. 707 100
AE2 5,953,405 09/1999 Miloslavsky 379 265
T
v AF2
AG2
AH2
AI2
AJ2
AK2
FOREIGN PATENT DOCUMENTS
EXAMINER
INITIAL DOCUMENT NUMBER DATE COUNTRY CLASS SUB- TRANSLATION
CLASS
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No,
AM2 Yes
o =23 > B
AN2 FQE:&J Yes
. o ﬂ%‘\‘;? . No
AO2 . ‘ _ N\AR 2 o LoV vos
' ter-2bl o
AP2 Technology Y Yes
No
OTHER (Including Author, Title, Date, Pertinent Pages, etc.)
YJhgy AR 2 ctvoice System User's Manual, Comdial, Entire Manual (June 1998).
R
AS 2 Held, G., Voice Over Data Networks, McGraw-Hill, Entire Book (1998).
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[/Lv AT 2 McConnell, B., How to Build an Internet PBX AHMED BORG, at
= http://www.google.com..., 13 pages, (April 1997). : :
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' CLASS
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No
AM3 ; ' Yes
: No
AN3 . . ' Yes
' : No
A03 Yes
) ’ No
AP3 o Yes
No
OTHER (Including Author, Title, Date, Pertinent Pages, etc.)
‘,/) Prosise, J., "Programming Windows 95 with MFC, Part VII: The Document/View ’
i AR 3 Architecture," Microsoft Systems Journal, Miller Freeman, 35 pages (February
- 1996) . :
AsS 3 Sheldon, T., Encyclopedia of Networking, Electronic Edition, McGraw-Hill, pp.
= 1043-1050 (1998) . o
f.
[}
!
' &, !0 . .
AAVE AT 3 Yang, C., INETPhone: Telephone Services and Servers on Internet,  at
' = http://www.ds.internic.net/rfc/rfcl789.txt, 6 pages, (April 1995).
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Other Prior Art

According to the information contained in form PTO-1449 or PTO-892, there are one or more other
prior art/non-patent literature documents missing from the original file history record obtained from
the United States Patent and Trademark Office. Upon your request we will attempt to obtain these

documents from alternative resources. Please note that additional charges will apply for this service.

This page is not part of the official USPTO record. It has been determined that content identified
on this document is missing from the original file history record.
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Patent and Trace .rk Office _
ASSISTANT SECRETARY AND COMMISSIONER

OF PATENTS AND TRADEMARKS
Washington, D.C. 20231

\ #3
CHANGE OF ADDRESS/POWER OF ATTORNEY ‘

FILE LOCATION 26C1 SERIAL NUMBER 09660920 PATENT NUMBER

25688
34395
39967
43447
. 45321
- 47480

THE CORRESPONDENCE ADDRESSVHAS SBEEN CHANGED TO CUSTOMER # 26111
THE PRACTITIONERS OF RECORD HAVE BEEN CHANGED TO CUSTOMER # 26111
THE FEE ADDRESS HAS BEEN CHANGED TO CUSTOMER # 26111

ON 07/18/02 THE ADDRESS OF RECORD FOR CUSTOMER‘NUMBER 26111 IS:

STERNE, KESSLER, GOLDSTEIN & FOX PLLC
1100 NEW YORK AVENUE, N.W., SUITE 600
WASHINGTON DC 20005-3934

AND THE PRACTITIONERS OF RECORD FOR CUSTOMER NUMBER 26111 ARE:

28912 29021 30353 31944 32831 32893 33851 33876 33997
35086 35239 36013 36203 - 36351 36688 37575 38759 39588
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47534 47756 50007
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AUG 0 2 2002
Technology Center 2600

PTO INSTRUCTIONS: PLEASE TAKE THE FOLLOWING ACTION WHEN THE
CORRESPONDENCE ADDRESS HAS BEEN CHANGED TO CUSTOMER NUMBER:
RECORD, ON THE NEXT AVAILABLE CONTENTS LINE OF THE FILE JACKET,

" ADDRESS CHANGE T0 CUSTOMER NUMBER’. LINE THROUGH THE OLD
ADDRESS ON THE FILE JACKET LABEL AND ENTER ONLY THE ' CUSTOMER
NUMBER' AS THE NEW ADDRESS. FILE THIS LETTER IN THE FILE JACKET.
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OF RECORD, FILE LETTER IN THE FILE JACKET.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpLO.gOV
l APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR ] ATTORNEY DOCKET NO. CON‘FIRMATION' NO. l
09/660,920 ’ 09/13/2000 Mark D. Scott 1848.0100000 7463
26111 7590 12/19/2003 l EXAMINER . |
STERNE, KESSLER, GOLDSTEIN & FOX PLLC PHAN, MAN U ’
1100 NEW YORK AVENUE, N.W.
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2665 4

DATE MAILED: 12/19/2003

Please find below and/or attached an Office communication concerning this application or proceeding.
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‘. .Application No. Applicant(s)
‘ 09/660,920 : * Scott et al.
Office Action Summary — ~Thiom
' Man Phan ' . 2665

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

Period for Reply
A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.

- Extensions of time may be available under the provisions of 37 CFR 1.136 (a). In no event, however, may a reply be timely ﬁled after SIX (6) MONTHS from the
mailing date of this communication.

- If the pariod for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered tlmaiy

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

- Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status .
1) Responsive to communication(s) filed on Sep 73, 2000

230 This action is FINAL. 2b)x] This action is non-final.

3)0 Since this application is in condition for allowance except for formal matters, prosecution’as to the merits is
closed in accordance W|th the practice under £x parte Quayle, 1935 C.D. 11; 453 0.G. 213. :

. Disposition of Clalms

4)lx Claim(s) 1-18 ! _ _ vis/are pending in the application.‘
4a) Of the above, claim(s) | ' is/are withdrawn-from consideratio
5/ Claim(s) - ‘ is/are allowed.
6)X] Claim(s) 7-5, 7:11, and 13-17 _ ' is/are rejected.
71 Claim(s) 6, 72, and 18 - ' is/are 6bjected to.
8)0 Claims ’ ére subject to restriction and/or election requirement

_ Application Papers .
9)[] The specification is objected to by the Examiner.
10)0 The drawing(s) filed on .is/are d1] accepted or )] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
110 The proposed drawing correction filed on is: 4] approved B)) disapproved by the Examine

If approved, corrected drawings are required in reply to this Office action.

12) D The oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. §§ 119 and 120
13)0 Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)d Al p)O Some* c)J None of:
1.0 certified copies of the priority documents have been received. .
2.0 Certified copies of the priority documents have been received in Application No.

3.00 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)}.

*See the attached detailed Office action for a list of the certified copies not received.
. 14)0 Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e).

a)d The translation of the foreign language provisional application has been received.
15)0 Acknowledgement is made of a claim for domestic priority under.35 U.S.C. §§ 120 and/or 121,

Attachment(s) ] .

1) [)(] Notice of References Cited (PTO-892) ’ 4) (] Interview Summary (PTO-413) Papor Nos).

'2) D Notice of Draftsperson's Patent Drawing Review (PTO-948) ~ 5} D Notice of lniormal Patent Appllcatlon (PTO-152)
3) )] informiation Disclosure Statement(s) (PTO-1449) Paper No(s). 2 8) (] Othei:

U. S. Patent and Trademark Office

PT0O-326 (Rev. 04-01) Office Action Summary Part of Paper No. 4
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Art Unit: 2665

"DETAILED ACTION

1. The application of Scott et al. for a "Method, system, and computer program
product for route quality checking and management" filed 09/13/2000 has been

- examined. Claim 1-18 are pending in the application.
Claim Objections

2. Claims 1, 7 and 13 are objected to because of the following informalities:

The claims contain the phrése “capable of”. It has been held ;hat the recitation
that an element is “capable of” perform a function is not a'positive"limitatior‘l but only
~ requires the ability to so perform. It does hot constitute a limitation in any patentable

sense. In re Hutchison, 69 USPQ 138. Appropriate correction is required.
Claim Rejections - 35 USC § 103

3. The followihg is a quotation of 35 U.S.C. 103(a) which forms the basis for all
obviousnesé rejections set forth in this Office action:

| (a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this titie', if the differences between the 'sf.lbject matter sought to be patented and
the prior art are such that the subject matter as a.whol.é would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said squect matter pertains.

Patentability shall not be negatived by the manner in which the invention was made.
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4. This application currently names joint inventors. In considering patentability of
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of the
various claims was commonly owned at the time any inven_tions“cox./ered therein wete
made absent any evidence to the contrary. Applicant is advised of the obligation under 37
CFR 1.56 to point out the inventor and invention dates of each claim that was not
commonly owned at the time a latér invention was made in order for the examiner to
consider the applicability of 35 U.S.C. 103© and potential 35 U.S.C. 102('e), () or (g)

prior art under 35 U.S.C. 103(a).

5. Claims 1-5, 7-11 énd 13-17 are fejected under 35 U.S.C. 103(a) as being
unpatentable dver Dalton, Jr. et al. (US#6,426,955) in view of V.argo etal.
(US#6,356,545).

In So far as understood, with respect:to claims 7-1 1, both Dalton, Jr. et al.
(US#6,426,955) and Vargo et al. (US#6,356,545) disclose a novel method and system of
selecting a route for transmitting over packet-switched riet\;vork according to the essential
features of the claims. Dalton, Jr. provides a routing engine to assist in the routing of

voice over [P communications from a source gateway to a destination gateway. The
hovel roufing engiﬁe provides a source géteway with a prioritized list of destiﬁation
gateways that are éligible to terminate a voice telephone call. The routing engine locafes
eligible destination gateways by gathering and h&atching information relating to
"preferences" from various gateway operators (Determining a gateway available for

routing) (Coll 2; lines 2 plus). Fig. 1 illustrated an network architecture that serves as an
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exemplary operating environment for the routing engine (routing manager), in which the '
service point 112 communicates with gateways over the Internet 102 and generally
provides routing information. to the‘ source gateway 108. Given a destination phone
number and other requirements, the service point 1 12, through thp routing engine 110, -
identifies at least one appropriate destination gateway 114 to handle the telephone call
' (determini‘ng a candidate route) (Col. 4, lines. 36 plus). Furthermore Dalton, Jr. teaches
in'Fig. 2 an overview of an VIP telephone call, in which at step 201, an Internet telephony ‘
call is initiated when the calling party 104 dialé a telephone number, which is transmitted
to the source gateway 108 for processing. The goal of the source gateway 108 is to locate
a destination gatpway 114a-c that is able to terminate the phone call. The source gateWay
108 relies on the service point 112 for routing assistance. At step 202, the source gateway
108 makes an authorization request to a service point 112. Thg authorization request
indicates, among other things, the telephone pumber of the called party 118. At the
service point 112, the routing engine 110 uses information in the authorization request, as
well as preferences established for the source gateway's 108 cost and quality
' requirements, to determine which of the destipation gatéwdys 114a-c'ar'e eligible to
complete the call (Col. 5, lines_3 plus and Coll. 23, lines 53 plus).

In the same ﬁeld of endeavor, Vargo et al. (US#6,356,545) provides for a VpIP‘
system architecture operating over a PSTN utilizing the process of choosing from a
plurality of codecs in an Internet telephony systerp based on the qualivty measurement
packet. The architecture enables a dynarrﬁc change of cddéc from packet to packet in the

same voice data stream in order to adapt to changing network conditions. The change of
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codec operates concurrently with a change in other factors inclﬁding the level of
reciundancy of the error correction, the packet size anél packet Bvundling. The architecture
thereby seeks to attain the best speech quality and lowest latency given the level of data
loss over the Internet detected by the system. Vargo discloses a software system ‘Ifor‘
choosing from a plurality of codecs in aﬁ Internet telephone system, comprisi’ng: a
gateway server for receivirlg a plurality of self-describing data packets in a voice data
stream on a‘ receivipg end; and a voice port.in the gateway seﬁer for acquiring a voice
qitality measurement from the self—describing data packets received by the gateway
server, and dynamically changing codec algorithms in response to the voice quality
measurement on a packet-to-packet basis. for each packet in the pIUralify of self-
describing data packets for optimizing the voice quality of the infonpation contained in
each packet (See Fig. 2 and Col. 2; linés 49 plus and Col. 12, lines 15 plus).

Regarding Claims 1-5, they are method claimé corresponding to the apparatus
claims 7-11 above. Therefore, claims 1-5 are analyzed and rejected as previously
discussed with respect to claims 7-11. |

With iespéct to claifns 13-17, These claims differ from claims Dalton, Jr. in view
of Vargo et al. in that the claims recited a computer ’program product for performing the
same basis of steps and apparatus of the prior arts as discussed in the rejection of claimss
1-5 apd 7-11. it would have been obvious to a person of ordinary skill in the art to
impiement a computer program product in Daltori; Jr. et al. in view of Vargo for
performing the steps and apparatus as recited in the claims with the rhotivatipn being to

provide the efficient enhancement to a route selection for the level of quality, location and

Hewlett Packard Enterprise Co. Ex. 1002, Page 114 of 175
Hewlett Packard Enterprise Co. v. Intellectual Ventures II LL.C
IPR2021-01378



Application/Control Number: 09/660,920 Page 6
Art Unit: 2665

cost level, and easy to maintenance, upgrade. |

One skilled in the art would have recognized the need for effectively and
efficiently determining a gatewéy available for routing in VoIP; and would have applied -
Vargo’é novel use of the routing packets with voice quality measurements into Dalton,
Jr.’s teaching of the routing engine for assisting gatewéys in making routing decisions.
Therefore, It would have been obvious to a person of ordinary skill in the art at the time
of the invention was made to apply Vargo’s Internet telephone system with dynamically
\}arying codec into Dalton, Jr.’s Internet telephony call routing engine with the motivation
being to prbvide a method and system for route quality checking and management in

VoIP
Allowable Subject Matter

4. Claims 6, 12 and 18 are objected to as being dependent upon the rejected base
claims, but would be allowable if rewritten in independent form including ali of the

limitations of the base claims and any intervening claims.

6. The following is an examiner's statement of reasons for the indication of allowable
subject matter: Thé closest prior art of fecord fails to disclose or suggest the stéps of
configuring parametérs for the quality measurement packets to be sent to the gateway,
wherein the parameters includé the packet intervai, packet length, numbef of péckets, and

time limit; configuring a scoring table for use in scoring the candidate routes, wherein the
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table includes a quality score, packet loss. Average delay, and average jitter; configuring a
route ordering applied for the gateway, wherein the route ordering includes file logging
information, quality of service theshold, and ﬁme out amount; forwarding quality
measurement packets to the gatewéy; wherein the quality measurement packets include

: \
routing information and receiving retumed quality measurement packets from the
gateway, wherein the returned quality measurement packets include routing information,

as specifically recited in claims 6, 12 and 18.

6. Any comments considered necessary by applicant must be submitted no later than
the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled "Comments on

Statement of Reasons for Allowance."
Conclusion

7. The prior art made of record and not relied upon is considered pertinent to
- applicant's disclosure.
| 'fhe Alperovich et-al. (US#6,600,738) is cited to show the routing in an IP
network based on éodec availability and subscriber preference.
| Thve Mizuta et al. (US#6;584;1 10) is cited to show the voice gateway and route
selection. | |

The Doshi et al. (US#6,529,499) is cited to show the method for providing quality
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of service for delay sensitive traffic over IP network.

The Thornton et al. (US#6,363,065) is cited to ShOW the apparatus for a voice over
IP telephony gateway and method for use therein.

The Natarajan (US#5,452,294) is cited fo show the rhethod and apparatus for
adaptive route selec‘eibn in communication networks |

The Heu (US#6,363,319) is cited to show the constraint-based route selection
using biased cost. |

| The Ohiwane et al. (US#6,366,560) is cited to show the route seiection service
c.ontrol system. .

The Civanlar et al. (US#6,385,193) is cited to show the WAN-based gateway

The Cave et al. (US#6,404,746) is cited to show the system and method for packet
network media r'edireetion. '

The Bruno et al. (US#6,614,765) is eited to show the methods and systems for
dynamically managing the routing of information over an integrated global
communication network.

The Zonoun (US#6,487,172) is cited to show the packet network route selection

method and apparatus using dbidding algorithm.

8. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to M. Phan whose telephone number is (703)305-1029. The
examiner ¢an normally be reached on Mon - Fri from 6:30 to 3:30.

- If attempts to reach the examiner by telephone are unsuccessful, the examiner's
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sﬁpervisor, Huy Vu, can be reached on (703) 308-6602. The fax phone number for the
organization where this application or proceeding is assigned is (703)305-3988.
Any inquiry of a general nature or relating to the status of this application or

proceeding should be directed to the receptionist whose telephone number is (703) 305-

3900.
9. Any response to this action shoﬁld be mailed to:
Commissioner of Patents and Trademarks N
Washington, D.C. 20231
or faxed to: (703) 872-9314, (for formal cl:ommuniéations intended for entry)
Or: '(703)’ 305-3988 (for informal or draft communications, please label
"PROPOSED" or "DRAFT")
Hand-delivered responses shoﬁld be brought to Cﬁstal Park II, 2021
Crystal Drive, Arlington. VA., Sixth Floor (Receptionist).
Mphan
'12/12/2003.

Mﬂw u, K\M«
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No.: 74ﬁ3
Scott et al. Art Unit: 2665
' Appl. No.: 09/660,920 - Examiner: Phan, Man U.

Filed: September 13, 2000 | Atty. Docket: 1848.0100000

For: A Method, System , and
Computer Program Product for
* Route Quality Checking and
Management

Amendment and Reply under 37 C.ER. § 1.111

BECEIVED

Commissioher for Patents | ' o APR 9 3 2004

~ POBox 1450 o ‘ :
Alexandria, VA 22313-1450 Technoiugy Center 2600
Sir:

In réply_té the Office Action dated December 19, 2003, (PTO Prosecution File
Wrapper Paper No. 4), Applicants submit the following Amendment and Remarks. This
Amendment is provided in the following format:

(A) Each sectid‘n -begins_ on a separate sheet;

B Starfing oh a'separate sheet, amendments to the specification by

presenting reﬁlacément paragraphs marked up to show changes made;

(C) Starting on a separate sheet, a complete listing of all of the claims:

- in ascending order;
- with sta‘;ps identifiers; and
- with markings in the currently amended claims;
D) Starcihg ona separaté sheet, the Remarks.
Itis nbt believed that extensions of time or fees for net addition of clai’ms are

required beyonﬁ those that may otherwise be provided for in documents accompanying

this paper. However, if additional extensions of time are necessary to prevent
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abandonment of this application, then such extensions of time are hereby petitioned

under 37 C.F.R. § 1.136(a), and any fees required therefor (including fees for net
addition of claims) are hereby authorized to be charged to our Deposit Account No.

19-0036.
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Amendments to the Claims

The listing of claims will replace all prior versions, and listings of claims in the

application.

1.

L

(currenth) A method for eheeking-a assessing network routes |

for use in establishing a communications link within a communications

network, comprising the steps of:

48]

kets, wherein said-qual "
< clud ik ion:

identifying a plurality of candidate routes that can be used to

(2)

establish said communication link, wherein a terminating gateway

associated with each of said plurality Qf candidate routes is

identified:

transmitting quality measurement packets for each of said,

(3)

candidate routes, wherein said quality measurement packets can be

used to determine at least one route quality metric;

recetving returned quality measurement packets for each of said

{
/

candidate routes, wherein said returned quality measurement

packets can be used to determine route statistics;
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(4)  determining route statistics, wherein said route statistics are based

on routing information contained within said quality measurement
packets; and

(5) configuring a route ordering schedule based on user set levels of

route characteristics; and

(65) scoring each of said candidate routes with-said based on route

statistics and said route ordering schedule, wherein a scoring table

is configured that includes a quality score and one or more of

packet loss, average delay, and average jitter.

(original) A method of claim 1, wherein said communications network

includes a packet-switched network.

(original) A method of claim 1, wherein said communications network

includes a public switched telephoné network (PSTN).

(currentl)zmed) A method of claim 1, wherein said route-information

at least one guality metric includes one or more of latency, time jitter, and

lost packet information.

.

(currerWéd) A method of claim 1, further comprising the steps of:

(67) prioritizing each of said candidate route§'ramong other tested

~

routes based on a score obtained in said step of scoring; and
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#8) ‘ storing said score related to each of said candidate routes for use

in route selection.

-(currently €m‘e{ed) A method of claim 1, wherein step (23) eomprises .
- : : ,

sent-to-said-gateway;-wherein-said parameters within quality measurement

packets include one or more of include-the packet interval, packet length,

number of packets, and time limit,:

(currently ended} A system for ehecking-a assessing network routes for

use in establishing a communications.Jink within a communications

network, comprising:
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CO firstmeans for identifying a plurality of candidate routes that can

be used to establish said communications link, wherein a terminating

gateway associated with each of said plurality of candidate routes is
I}

identified; ée&erm&m&g—a—ga%ew&y—av&&&b%e—fe%—re&ﬂag;%efem&a*d

Lz ) seeend means for transmitting quality measurement packets for

each of said candidate routes, wherein said quality measurement packets

can be used to determine at least one route quality metric;-determining-a

@) means for receiving returned quality measurement packets for

each of said candidate routes, wherein said returned quality measurement

packets can be used to determine route statistics-testing-said-eandidate -

() third means for determining route statistics, wherein said route

statistics are based on routing information contained within said quality

measurement packets; and :

CS) means for configuring a route ordering schedule based on user set |

levels of route characteristics; and

(&) " means for scoring each of said candidate routes with-said based on

route statistics, wherein a scoring table is configured that includes a

! .
’ "
i 1
ey o] /
\b‘./ - J
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quality score and one or more of packet loss, average delay, and average

Jitter.

(original) A system of claim 7, wherein said communications network

includes a packet-switched network.

(original) A system of claim 7, wherein said communications network

includes a public switched telephone network (PSTN).

(curren/tlyaﬁénded) A system of claim 7, wherein said route-information

at least one quality metric includes one or more of latency, time jitter, and

lost packet information.

(currentl)z/aﬁchded) A method system of claim 7, further comprising:

(67) means for prioritizing each of said candidates route among other
tested routes based on a score obtained in said step of scoring; and

(#8) means for storing said score related to each of said candidate

routes for use in route selection.

.

(currerlgy)mended-)vA system of claim 7, wherein testing means
comprises:
first means for configuring parameters for said quality

measurement packets to-be-sent-to-said-gateway, wherein said parameters’

G

L

J
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include one or more of the packet interval, packet length, number of

packets, and time limit.;

(curreered) A computer program product comprising a computer

usable medium having computer readable program code means embodied
in said medium for causing an application program to execute on a

computer that ehecks-a assesses network routes for use in establishing a

communications link within a communications network, said computer

readable program code means comprising:
a ﬁrst-comphter readable program code means for causing the

computer to identify a plurality of candidate routes that can be used to

establish said communications link, wherein a terminating gateway

i
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associated with each of said plurality of candidate routes is identified;

a second computer readable program code means for causing the

computer to_transmitting quality measurement packets for each of said

candidate routes, wherein said quality measurement packets can be used -

to determine at least one route quality metric; determine-a-candidateroute
. ; A ] . . 1 N ]. ; ‘ . . l . . i
'. . ] ;
a third computer readable program code means for causing the

computer to receive returned quality measurement packets for each of

said candidate routes, wherein said returned quality measurement packets

can be used to determine route statistics; test-said-candidate-route-to-said -
} " wherein said i
Kets inchud " ion:

a fourth computer readable program code means for causing the

. computer to determine route statistics, wherein said route statistics are

based on routing information contained within said quality measurement
packets; and )

a fifth computer readable program code means for causing the

computer to configure a route ordering schedule based on user set levels

of route characteristics; and
. ! o

a £fh sixth computer readable program code means for causing

the computer to score each of said candidate routes with-said based on.

o
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route statistics and said route ordering schedule, wherein a scoring table is

configured that includes a quality score and one or more of packet loss,

average delay, and average jitter.

(original) A computer program product of claim 13, wherein said
communications network includes a packet-switched network.

)
(original) A computer program product of claim 13, wherein said

communications network includes a public switched telephone network

- (PSTN).

(currentlymc‘ﬁéd) A computer program product of claim 13, wherein

satd-route-information said at least one quality metric includes one or

more of latency, time jitter, and lost packet information.

(current}yrzﬁﬁhded) A computer program product of claim 13, further
comprising:

a sixth seventh computer readable program means for causing the

computer to prioritize each of said candidate routes among other tested
routes based on a score obtained in said step of scoring; and

an seventh eighth computer readable program code means for

causing the computer to store said score related to each of said candidate

routes for use in route selection.
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(cunentmm) A computer program product of claim 13, whercivn
the third compufer feadable program code means comprises:

an-eighth-ninth ‘computer readable program code means for-
causing the computer to configure parameters for said quality

measurement packets to-be-sent-to-said-gateway, wherein said parameters

include one or more of the packet interval, packet length, number of

packets, and time limit.:
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M A method of claim 1, whérein step (5) further comprises

configuring a scoring table that includes a quality score, packet loss,

average delay, and average jitter.

(new) A method of claim 1, wherein said communications link establishés .

a VOIP connection.

(new) A method for assessing network routes for use in establishing a

communications link within a communications network, comprising the

/

steps of:

(1

@

€)

dgtermining a gateway availaé;le for rputirig, wherein said gateway
is capéble of responding to a request on said cémmunications
network; '

determining a candidate route to said gateway, wherein said
candidate route is within said communications network;

testing said candidate route to said ~gateWay using quality
measurement packets, wherein said quality measurement packets
include route iﬁfonnatién, wherein said testing comprises:

(a) confi guring parameters for said quality measurement
packets to be sent to said gateway, wherein said parameters
include the packet interval, packet length, number of packets, and

time limit;
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M) configuring a scoring table for use in scoring said
candidate routeé, wherein said table includes a quality score,
packet loss, average delay, and average jitter;
(¢)  configuring a route ordering applied for said gateway,‘
wherein said route ordering includes file logging information,
qhality of servif:é threshold, and timeout amount;
(d) forwarding quality measurement packets to said gateway,
wherein said quality measurement packets include routing
information; and |
(e) receiving returned quality measurement packets from said
gateway, wherein said returned quality measurement packets
include routing information;

(4) ' determining route statistics, wherein said route statistics are based
on routing information contained within said quality measurement
packets; and

%) scoring said candidate routes with said route statistics.

(new) A system for assessing network routes for use in establishing a -

communications link within a Acommun'ications network, comprising the -

steps of:

(1) ° first means for det_ermining a gateway available for routing,
whefein said gateway is capable of responding to a request on said

communications network;
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second means for detemnining a candidate route to said gateway,
wherein said candidate route is within said communications
nefwork; |

means for testing said candidate route to said gateway ﬁsing
quality measurement packets, wherein said quality measurement
packets include route information, wherein said testing means
comprises:

(a) first means for configuring parameters for said quality
measurement packets to be sent to said gateway, wherein said
parameters include the packet interval, packet length, number of
packets, and time limit;

(b) second means for configuring a scoring table for use iﬁ
scoring said candidate routes, wherein said table includes a quality
score, packet loss, average delay, and average jitter;

(©) third means for configuring a route ordering applied for
said gateway, Qherein said route ordering includes file logging
information, quality of service threshold, and timeout amount;

(d)  means for forwarding quality measurement packets to said
gateway, wherein said quality measurement packets include
routing information; and

(e) means .for receiving returned quality measurement packeté
from said gateway, wherein said returned quality measurement

packets include routing information;
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third means for determining route statistics, wherein said route
statistics are based on routing information contained within said
quality measurement packets; and

(

means for scoring said candidate routes with said route statistics.

(new) A computer program product comprising a computer usable

medium having computer readable program code means embodied in said

medium for causing an application program to execute on a computer that

assesses network routes for use in establishing a communications link

within a communications network, comprising the steps of:

(1)

)

€)

a first computer readable I;rogram code means for causing the
computer to determine a gateway available for routing, wherein
said gateway is capable of responding to a request on said
communications nétwork;

a second computer readable program code means for causing the
computer to detgrmine a candidate roﬁte to said gatewa)l/, wherein

said candidate route is within said communications network;

- a third computer readable program code means for causing the

computer to test said caﬁdidate route to said gateway using quality
measurement packets, wherein said quality measurement ;‘)ackefs
include route infonnatioﬁ, wherein said third computer readable
program code means comprises:

(a) a sixth computer readabl¢ program code means for causing

the computer to configure parameters for said quality

e -
/ P

e

S
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measurement packets to be sent to said gateway, wherein said
parameters include the packet interval, packet length, number of
packets, and time limit;

b) a seventh computer readable program code means for
causing the computer to configure a scoring table for use in .

scoring said candidate routes, wherein said table includes a quality

score, packet loss, average delay, and average jitter;

© an eighth. computer readable program code means for
causing the computer means to configure a route ordering applied

for said gateway, wherein said route ordering includes file lbgging

* information, quality of service threshold, and timeout amount;

(d)  aninth computer readable program code means fér causing
the computer to forward quality measurement packets to said
gateway, wherein said quality measurement packets include‘
roﬁting information; and

(e) a tenth cvomputer readable prb gram code means for cgusing
the computer to receive returned quality measurement péckets
from said gateway, wherein said returned\ quality measufement
packets include routing information; ,
a fourth computer readable program code means for causing the
computer to determine route statistics, wherein said route statistics

are based on routing information contained within said quality

measurement packets; and
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a fifth computer readable program code means for causing the

computer to score said candidate routes with said route statistics. |

s
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Remarks

Reconsideration of this Application is respectfully requested.

Upon entry of the foregoing amendment; claims 1-23 are pending in the
application, with claims 1, 7, and 13 being the independent claims. No claims are sought
to} be cancelled. New claims 19 through 23 are sought to be added. Claims 1, 4-7, 10-
13, 16-18 have been amended. These chan;ges are believed to introduce no new matter,
and their entry is reepectfully requested.

Based on the above aInendment and the following rernerks, Applicants
respectfully reduest that the Examiner reconsider all outs:tanding objections and

rejections and that they be withdrawn.
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Claim Objeétions

Claims 1, 7, and 13 have been objected to because of minor informalities.
Specifically, the Examiner objected to the use of the phrase "capable of." The Examiner
stated that "[i]t has been held tﬁat the recitation that an element is "capable of"
perform[ing] a function /is not a positive limitation but only requires the ability to s o

perform. It does not constitute a limitation in any patentable sense." Office Action at 2.

Claims 1, 7.and 13 have been amended to remove the phrase "capable of."
Applicants submit that these amendments do not constitute narrowing amendments.
Withdrawal of these objections and reconsideration of claims 1, 7 and 13, as modiﬁ_ed

herein is respectfully requested.

Rejections under 35 U.S.C. § 103

Claims 1-5, 7-11 and 13-17 have beeﬁ rejected under 35 U.S.C. 103(a) as being
unpatentable over Dalton, Jr. et al, U.S. Patent No'. 6,426,955 ("Dalton Patent") in view
of Vargo et al, U.S. Patent No. 6,356,545 ("Vargo Patent"). Claims 6, 12, and 18 have
been objected to as being dependent upon a rejected base claim, but would be allowable
if rewritten in independent form including all of the limitations of the base claims and
intervening claims.

Claim 1 and aspects of claim 6 have been combined to create amended claim 1.
Amended claim 1 includes the steps of configuring a route ordering schedule and scoring i
each of the cahdidate routes. Neither the Dalton Patent or Vargo Patent disclose or

suggest conﬁguriﬁg a route ordering schedule or scoring each of the candidate routes
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using a scoring table that includes a quality score and one or more of packet loss, average - |
delay, and average jitter. |

For at least these reasons, Claim 1 as amended is patentable. Claims 2-6, 19 and
20 depend upon claim 1. Because each dependent claim incorpqrates all of the élements
of the independent claim from which it depends, as well as additional feattures,»the above

arguments made with respect to claim 1, apply a fortiori to the dependent clairﬁs. Thus,
claimé 2-6,19 and 20 are also patentable' over the Dalton and Vargo Patents.

Claim 7 and aspects of claim 12 and have been combined to create amended |
claim 7. Amended claim 7 includes a means f;)r configuring a route ordering schedule,
and a means for scoring each of the candidate routes. Neither the Dalton Patent or Vargo
Patent disclose or suggest a means for configuring a route ordering schedule or a meaﬁs
for scoring each of the candidate routes using a scoring table that includes a quality score
and one or more of packet loss, average delay, and average jitter.

For at least these reasons, Clai‘m 7 as amended is patentable. Claims 8-12
depend upon claim 7. Because each dependent élaim incorporates all of the elements of
the ihdependent ‘claim from which it depends, as well as additional features, the above
arguments apply a fortiori to the dependent claims. Thus, claims 8-12 are also
patentable over the Dalton and Vargo Patents.

Claim 13 and aspects of claim 18 and have been combined to create amer‘lded
claim 13. Amended claim 13 includes a computer program product means for
configuring a foute ordering schedule, and a computer program producf means for
scoring each of the éandidate routes. Neither the Dalton Patent or Vargo Patent disclose
or suggeAst a computer program prod_ﬁd means for configuring a route ordering schedule

. or a computer program product means for scoring each of the candidate routes using a

.
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scoring table that inéludes a quality score and one or more of packet loss, average délay,
and average jitter. ’

For at least these reasons, Claim 13 as amended is patentable. Claims 14-18
deﬁend upon claim 13. Because each dependent claim incorporates all of the elements of
the independent claim from which it depends, askwell as additional features, the above |
the above arguments apply a fortiori to the dependent claims. Thus, claims 14-1 8 are
also patentable over the Dalton and Varg§ Patents.

Clajms 21 - 23 have been added. Claim 21 corresponds to original claim 6
written in independent form including all of the limitations of the base claim 1. Claim 22
corresponds to original claﬁm 12 written in independent forrﬁ inc;luding all of the

| limitations of the base claim 7. Claim 23 corresponds to original claim 18 wriften in
independent form including all of the limitations of the base claim 13.

The Examiner indicated in the Office Action that claims 6, 12 and 18 are objected
to as being dependent upon the rejected base claims, but would be allowable if rewrittén
in independent form including all of the limitations ofthe base claims and any
intervening claims. Claims .21-23 rewrite claims 6, 12, and 18 in independent form as
suggested. Applicants therefore respectfuliy submit that claims 21-23 are therefore

pafentable.

Conclusion
All of the stated grounds of ijection and rejection have been properly traversed;v
accommodated, or rendered moot. Applicants therefore respectfully request that the
Examiner reconsider all presently outstanding obj ectiohs and rejections and that they be =

withdrawn. Applicants believe that a full and complete reply has been made to the
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outstanding Office Action and, as such, fhe present application is in condition for
allowance. If the Examiner believes, for any reason, that personal communication will
expedite prosecution of this application, the Examiner is invited to telephone the
undersigned at the number provided.

Prompt and favorable consideration of this Amendment and Reply is respectfully
. requested.
Respectfully submitted,
STERNE, KESSLER, GOLDSTEIN & FOX P.L.L.C.

NSRS o

Michael D. Specht
Attorney for Applicants -
Registration No. 54,463

Date: Z_\‘ ! L4 Il oM

1100 New York Avenue, N.W.

Washington, D.C. 20005-3934 ‘
(202) 371-2600
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Reasons for allowance

1. This communication is in response to applicant's 04/19/2004 Amehdment in the
application of Scott et al. for a "Method, system, ellnd computer program product for route quality
‘che'cking and management" filed 09/13/2000. The proi)osed amendments have been entered and
made of record. The claims have been amended to mo_ré particularly point out and distinctly

claim the invention.

2. An examiner's amendment to the record appears below. Should the changes and/or
additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR
1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the

payment of the issue fee.

3. The application has been amended as follows:

IN THE CLAIMS:

Claim 7 Lin% insert “(1)" in front of “means for identifying....”
- Liry’lo, igsert “2)” in front of “means for transmitting...”

Lilfé 15, insert “(3)” in front of “means for receiving...”
Linc/ 20, insert “(4)” in front of “means for determining...”
Liqé 23, insert “(5)” in front of “means for conﬁguring. L

Lin7/ 25, insert “(6)” in front of “means for scoring...”
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4. Claims 1-23 are allowable as evident by applicant’s amendment.

5. ‘The following is an examiner's statement of reasons for the indication of allowable
subject matter: The instant application is deemed to be directed to a nonobvious irﬁprovement
OVér the closest prior art of record. The improvement comprises the steps of configuring
parameters for the quality measurement pagkets to be sent to the gateway, wherein the
parameters include the packet interval, packet length, number of packets, and time limit;
configuring a scoring table for use in scoring the candidate routes, wherein the table includes a
| .
quality score, packet loss, average delay, and average jitter; configuring a route ordering applied
for the gateway, wherein the route ordering includes ﬁle logging informatic;n, quality of service
threshold, and time out amount; forwarding quality measurement packets to the gateway,
wherein the quality measurement packets include.routing information anvd receiving returned
ciuaiity measurement packets from the gateway,‘whgrein the returned quality measurement

packets include routing information, as specifically recited in claims

6. Any comments considered necessary by applicant must be submitted no later than the

payment of the issue fee and, to avoid processing delays, should preferably accompany the issue
fee. Such submissions should be clearly labeled "Comménts on Statement of Reasons for

Allowance."
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Conclusion

7. The prior art made of record and not relied upon is considered pertinent to applicant's
disclosure.

The Rochberger et al. (US#6,483,8085 is cited to show the method of optimizing routing
decisions over multiple parameters utilizing fuzzy logic.”

The Gulati et al. (US#6,597,684) is cited to show the distributed architécture and

associated protocols for efficient quality of service-based route computation. _

8. Any response to this action should be mqiled to:
Comniissioner of Patents aﬁd Trademarks
Washington, D.C. 20231

orl faxed to:

(703) 308-9051, (for formal communicatioﬁs intendedj“f;jr entry) - "

Or:

(703) 305-3988 (for informal or draft communicatioﬁs, please label "PROPOSED" or

"DRAFT")

Hand-delivered responses should be Brought to Crystal Park II, 2121 Crystal Drive,

Arlington. VA, Sixth Floor (Receptionist).
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9. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Maﬂ U. Phan whose telephone number is (703) 305-1029. The
examiner can normally be reached Monday th:ough Friday from 6:30 am to 3:30 pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Huy Vu can be reached on (703)308-6602. The fax phoné number for the
organization where this application or proceeding is assigned is (703)872-9314.

- Any inquiry of a general nature or relating to the status of tﬁis applicatic’m or proceeding

should be directed to the Group receptionist whose telephone number is (703) 305-3800/4700.

MPhan

06/10/2004
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TITLE OF INVENTION: METHOD, SYSTEM, AND COMPUTER PROGRAM PRODUCT FOR ROUTE QUALITY CHECKING AND MANAGEMENT

FILING DATE [

| APPLN. TYPE I SMALL Eﬁm‘v [ 1SSUE FEE | PUBLICATION FEE  ° | TOTAI; FEE(S) DUE [ DATE DUE |

09/15/2004 -

nonprovisional NO $1330 $0 $1330

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. ’

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS -
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 US.C. 151. THE ISSUE FEE DUE INDICATED ABOVE
REFLECTS A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE APPLIED IN THIS APPLICATION. THE PTOL-85B (OR
AN EQUIVALENT) MUST BE RETURNED WITHIN THIS PERIOD EVEN IF NO FEE IS DUE OR THE APPLICATION WILL
BE REGARDED AS ABANDONED.

HOW TO REPLY TO THIS NOTICE:
I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown
"above.

B. If the status is changed, pay ﬁe PUBLICATION FEE (if
required) and twice the amount of the ISSUE FEE shown above
and notify the United States Patent and Trademark Office of the

If the SMALL ENTITY is shown as NO:

{

A. Pay TOTAL FEE(S) DUE shown above, or

B. If applicant claimed SMALL ENTITY status before, or is now
claiming SMALL ENTITY status, check the box below and enclose
the PUBLICATION FEE and 1/2 the ISSUE FEE shown above.

change in status, or O Applicant claims SMALL ENTITY status.

See 37 CFR 1.27.

IL. PART B - FEE(S) TRANSMITTAL should be completed and returned to the United States Patent and Trademark Office (USPTO) with
your ISSUE FEE and PUBLICATION FEE (if required). Even if the fee(s) have already been paid, Part B - Fee(s) Transmittal should be
completed and returned. If you are. charging the fee(s) to your deposit account, section "4b" of Pa.rt B - Fee(s) Transm1tta1 should be
completed and an extra copy of the form should be submitted.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to'
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

|

Page 1 of 3
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail ~ Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax  (703) 746-4000

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if requi(edz’. Blocks 1 through 4 should be completed where
ap‘fropriate, All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated \ml;ss con'fgcted below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS", for
maintenance fee notifications. S

CURRENT CORRESPONDENCE ADDRESS (Notc: Legibly mark-up with any corrections or usc Block 1) Note: A certificate of mailing can cmly be used for domestic mailings of the
N Fee(s) Transmittal. This ceni%xcalc cannot be used for any other accompanying
. Eaper;. Each additional paper, such as an assignment or formal drawing, must
26111 7590 06/15/2004 ave its own certificate of mailing or transmission.
STERN E, KESSLER, GOLDSTEIN & FOX PLLC Certificate of Mailing or Transmission
1 hereby certify that this Fee(s) Transmittal is being deposited with the United
1100 NEW YORK AVENUE, N.W. States Postal g;.rvice with sug' icient postage for ﬂr%t clgss mail in an envelope
WASHINGTON, DC 20005 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO, on the date indicated below.
) (Dcpositor's namc)
’ (Signaturc)
(Datc)
I APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ] ATTORNEY DOCKET NO. CONFIRMATION NO.
09/660,920 09/13/2000 . Mark D. Scott 1848.0100000 , 7463

TITLE OF INVENTION: METHOD, SYSTEM, AND COMPUTER PROGRAM PRODUCT FOR ROUTE QUALITY CHECKING AND MANAGEMENT

| APPLN. TYPE ] SMALL ENTITY ] ISSUE FEE | PUBLICATION FEE | TOTAL FEE(S) DUE [ DATE DUE ]
nonprovisional NO $1330 $0 $1330 09/15/2004
)
I EXAMINER | ARTUNIT - l . CLASS-SUBCLASS ] :
PHAN, MAN U 2665 : 370-252000

1. Chnnfe of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list (1) the «

CFR 1.363). names of up to 3 registered patent attorneys or ]
U Change of correspondence address (or Change of Correspondence ;}gcnts 0}.1’ altcmauvel)l;, @ Lhe' namz of a single
Address form PTO/SB/122) attached. irm (having as a member a registered attorney or 5

s L agent) and the names of up to 2 registered patent
L "Fee Address" indication (or "Fee Address" Indication form . i 1
B o o ety tisched. Usé of a Customer | 2tomeys or agents. If no name is listed, no name

Number is required. will be printed.
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) )
PLEASE NOTE: Unless an assigaee is identified below, no assignee data will appear on the patent. Inclusion of assignee data is onl{' appropriate when an assignment has
been previously submitted to the USPTO or is being submitted under separate cover, Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Please check the appropriate assignee category or categories (will not be printed on the patent); U individual U corporation or other private group entity U government
4a. The following fee(s) are enclosed: ) 4b. Payment of Fee(s):
U Issue Fee U A check in the amount of the fee(s) is enclosed.
|1 Publication Fee V U Payment by credit card. Form PTO-2038 is attached.
U Advance Order - # of Copies . 1J The Director is hereby authorized by charge the required fee(s), or credit any overpayment, to, -
Deposit Account Number (enclose an extra copy of this form).

Director for Patents is requested to apply the Issue Fee and Publication Fee (if any) or to re-apply any previously paid issue fee to the application identified above.

.

(Authorized Signature) (Date)

NOTE; The Issue Fee and Publication Fee (if required) will not be accepted from anyone
other than the npg:hcant; a registered atmmcg or agent; or the assipnee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

This collection of information is required by 37 CFR 1.311. The information is required to
obtain or retain a benefit by the public which is to file (and by the USPTO to process) an
application. Confidentiality is govemned by 35 U.S.C. 122 and 37 CFR 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the .
completed application form to the SPTO. Time will vary dependinF upon the individual '
case. Any comments on the amount of time you require to compléte this form and/or
suggestions for reducing this burden, should be ‘sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, Alexandria, Virginia ,
22313-1450. DO NOT SEND FEES.OR COMPLETED FORMS TO THIS ADDRESS.

SEND TO: Commissioner for Patents, Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, nmcrsons are required to respoﬁd to a
collection of information unless it displays a valid OMB control number.

TRANSMIT THIS FORM WITH F EE(S)
PTOL-85 (Rev. 11/03) Approved for use through 04/30/2004. OMB 0651-0033  U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Palcnt and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alcxandria, Virginia 22313-1450

Www.usplto.gov

| APPLICATIONNO. | FILING DATE FIRST NAMED INVENTOR ] ATTORNEY DOCKET NO. [ CONFIRMATION NO. ]
09/660,920 09/13/2000 Mark D. Scott 1848.0100000 7463
26111 7590 06/15/2004 [ EXAMINER |
STERNE, KESSLER, GOLDSTEIN & FOX PLLC PHAN, MAN U
1100 NEW YORK AVENUE, N.W.

WASHINGTON, DC 20005

l ART UNIT PAPER NUMBER |

2665

DATE MAILED: 06/15/2004

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 735 day(s). If the issue fee is paid on the date that is three months after the _
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 735 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filmg date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Appllcatlon Information Retrieval-

(PAIR) system (http: //palr uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (703) 305-1383. Questions.relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at (703) 305-8283.

" PTOL-85 (Rev. 11/03) Approved for use through 04/30/2004.
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David K.5. Comwell Jeffrey T, Helvey Rae Lynn Prengaman fyot (. Mita Mukherjee
Robert W, Esmond Heidi L Kraus ‘George S, Bardmesser Laura A Vogel Scott M, Woodhouse
Tragy-Gene G. Durkin Albent L. Femo* 1 Daniel A Klein® Michael G. Penn
Michele A. Cimbala Donald R, Banowit Jason 0. Eisenberg Begistered Patent Agentye Christopher ), Waish
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Michael V. Messinger Elizabeth J. Haanes Gaby L Longsworth® Michelle K. Holoubek federa) Agendies
September 15, 2004
WRITER'S DIRECT NUMBER:
© (202) 772-8756
INTERNET ADDRESS:
MSPECHT@SKGF.COM
Commissioner for Patents Mail Stop Issue Fee

* PO Box 1450
Alexandria, VA 22313-1450

Re:  U.S. Allowed Utility Patent Application
Appl. No. 09/660,920; Filed: September 13,2000
For: A Method, System, and Computer Program Product
for Route Quality Checking and Managemeut

Inventors: Scott et al.
Our Ref: " 1848.0100000

Sir:

In response to the Notice of \Allo§van'ce and Issue Fee Due dated June 15, 2004, the
following documents are forwarded for appropriate action by the U.S. Patent and Trademark Office:

1. Fee Transmittal Form (PTO/SB/17);
2. Credit Card Payment Form (PTO-2038);
3. Issue Fee Transmittal Form (PTOL-85);
4. One (1) return postcard.

It is respectfully requested that the attached postcard be stamped with the date of‘filing of
these documents, and that it be returned to our courier.

The U.S. Patent and Trademark Office is hereby authorized to charge any fee deficiency, or
credit any overpayment, to our Deposit Account No. 19-0036. If extensions of time under 37 C.F.R.
§ 1.136 other than those otherwise provided for herewith are required to prevent abandonment of the

Steme, Kessler, Goldstein & Fox pLLC. : 1100 New York Avenue, NW : Washingtan, DC 20005 : 202.371.2600 {202.371.2540 : www.skgf.com
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Commissioner for Patents
September 15, 2004
Page 2

present patent application, then such extensions of time are hereby petitioned, and any fees therefor
are hereby authorized to be charged to our Deposit Account No. 19-0036.

Respectfully submitted,

STERNE, KESSLER, GOLDSTEIN & FOX P.L.L.C.

MO S

Michael D. Specht

Attorney for Applicants

Registration No. 54,463
MVM/MDS/mlb

Enclosures
311307_1.DOC

Steme, Kessler, Goldstein & Fox pLLC. : 1100 New York Avenue, NW : Washington, DC 20005 @ 202.371.2600 f 202.371.2540 : www.skgf.com
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PTO/SB/17 (10-03)
Approved for use through 07/31/2006. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

**or number previously pald, if gne ater; For Re/ssuos 566 above

'Reduced by Basic Filing Fee Paid

rsons are required 1o respond to a collection of informatl nless it di valid OMB cont umber.
FEE TRANS M ITTAL ST
Application Number 109/660,920
for FY 2004 Filing Date September 13, 2000
: irst Né | .
Effective 10/01/2003. Patent fees are subjact to annual revision. First Named Invenior }Scott et al
Examiner Name Phan, Man U.
(1 Applicant claims small entity status. See 37 CFR 1.27 . .
Art Unit 2665
\TOTAL AMOUNT OF PAYMENT %) 1360.00 Attorney Docket No. | 1848.0100000
METHOD OF PAYMENT (check all that apply) FEE CALCULATION (continued)
D Check . X] Credit card D Money E Olher"E] None | 3. ADDITIONAL FEES
Order : ;
m‘Cha rge any rlc{ ciencies or credit any uverpayments in Large Enfity ¢ Small Entit
Deposil fccoun Fee Fee |Feo Fee Fee Description
Depasit Code ($) |Code ($)
Account 19-0036 i pFaekald,
Number 1051 130 12051 65 Surcharge - late filing fee or cath
Deposit . . . 1052 50 [2052 Surcharge - late provisional filing f
Arswum Sterne. Kessler, Goldstein & Fox P.L.L.C, 0 1205 % cover shgeel provisions’ ing fee or
ame . ’ :
The Director Is authorized to: (check all that apply) 1053 130 {1053 130 :;Jon;ll?ngllsh specntn;:atlon L
Charge fee(s) indicated below Credil any overpayments 1812 2,520 [ 1812 2,520 For filing a request for ex parte reexamination
DChangeany additional fee(s) or any underpayment of fee(s) 180‘4 920°) 1804 920 Efg,‘,‘ﬁﬁ;‘:‘ gc‘{,‘f,*,’,"““"" of SIR prior lo
DCharge fee(s) indicated below, except for the filing fee 1805 1,840°| 1805 1,840 Requesting publication of SIR after
to the above-identified deposit account. Examiner action
FEE CALCULATION 1251 110 2251 55 Ex:ensxvon ffor replly wil‘:ln first mznth .
; 1252 42 252 210 Extension for reply within second mont
1. BASIC FILING FEE 042 : Ply witin se
Large Entity Small Entity Feo Pald 1253 950 | 2253 475 Extension for reply within third month
Fee Fee Fee Fe Fee Description ee Pal 1254 1,480 | 22 740 ) thi
2 W 54 1, 54 Extension for reply within fourth month
1001 770 2001 385 Utility filing fee 1255 2,010 | 2255 1,005 Exiension for reply within fifth month
1002 340 J2002 170 Design filing fee 1401 330 | 2401 185 Notice of Appeal
1003 530 2003 265 Plant filing fes 1402 330 | 2402 165" Filing a brief in support of an appeal
1004 770 |2004 385 Reissue filing fee 1403 290 | 2403 145 Request for oral hearing
1005 160 2005 80 Provisional filing fee 1451 1,510 [ 1451 1,510 Petition to institute a public use proceeding
SUBTOTAL (1) ($ 0.00 1452 110 (‘2452 ° 55 Pelition to revive - unavoidable
1453 1,330 [ 2453 665 Petition to revive - unintentional
2.EXTRA CLAIM FEES FOR UTILITY AND REISSUE} 55 1330 | 2501 665 Utiy issus fee (or reissue) 1330.00
xtra Claims r_mm’ Fee Paldl 1502 480 { 2502 240 Design issue fee
Total Clalms : - 20 "= 1503 640 | 2503 320 Plantissue fee
Independent o ] x| 14 - .
Claims -3 7= 1460 130 | 1460 130 Petitions to the Commissioner
Multip! dent
ulipte Dapenden — ={——::J 1807 50 1807 50 Processing fes under 37 CFR 1.17(q)
Large Entity | Smal ) 1806 180 | 1806 180 Submission of Information Disclosure Stmt
Fes Feo Fea Fge Eee Description Recording each patent assignment per
Cod Cod
1200; (81)8 :2;2( ) 9 Claims in excess of 20 8021 40| 8021 40 property (times number of properties)
L 1809 770 | 2809. 385 Filing a submission after final rejection
1201 86 2201 43 Independent claims in excess of 3 (37 CFR 1.129(a))
1203 290 2203 145 Multiple dependent claim, if not paid | 1810 770 | 2810 385 For each additional invention to be
1204 86 2204 43 °* Reissue independent claims examined (37 CFR 1.129(b))
) over original patent 1801 770} 2801 385 Request for Continued Examination (RCE)
1205 - 18 2205 9 °** Reissue claims in excess of 20 1802 9001802 900 Request for expedited examination ‘)
. and over original patent of a design application
Other fee (speci C 30.00
SUBTOTAL (2) (spect) Ten (L) Advance Copies.of Patent_

SUBTOTAL (3) |(§)

—

{Attomey/Agenl)

Mic?ff! E, Fmght —y
| Signature | ; —P S\—\M

SUBMITTED BY — (Complete (7 sppiicabla))
Name (PrintType) Regisration No. |, ¢y | Teiepnons . (202) 371-2600

Date

[g]i5 /o

o

WARNING: Information on this form may become public. Credit card Information should not

be Included on this form. Provide credit card information and authorization on PT0-2038.
This collection of information is required by 37 CFR 1.17 and 1.27. The Information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. . Confidentiality is govemed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
Including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden, should ba sent o the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Depariment of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS.
SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

It you need assistance in complating the form, call 1-800-PTO-9199 and select option 2.
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@) PARTB- FEE(S) TRANSMITTAL
. ’

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
! P.O. Box 1450 :
Alexandria, Virginia 22313-1450

orFax  (703)746-4000

) INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if rcqui{edh Blocks 1 through 4 should be completed where
* appropriate. All further correspondence including the Patent, advance orders and notification of raaintenance fees will be mailed to the current correspondence address as
. indicated unless corrected below or directed otherwise in Block 1, by (a) specifying 8 new comrespondence address; and/or (b) indicating a separate "FEE ADDRESS" for

T fee notif
~ CURRENT CORRESPONDENCE ADDRESS (Notz: Legibly mark-up with sny corrections or usc Block 1) Note: A certificate of mailinﬁ can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

. Eapcrs. Each additional paper, such as an assignment or formal drawing, roust
26111 7590 06/152004 ave its own certificate of mailing or transmission.

STERNE, KESSLER, GOLDSTEIN & FOX PL Certificate of Maillng or Tragsmission '
1100 NEW YORK AVENUE, N.W. . 1 hereb: cc:u? that this Fcc(‘? Transmittal is being deposited with the United
* : States Postal Service with sufficient postage for first class mail in an envelo
WASHINGTON, DC 20005 sddressed to the Mail Stop ISSUE FEE address above, or being facsimilc
trensmitted to the USPTO, on the date indicated below. '
(Dmosilafl namce)
(Signarure)
{Daic)
[ aprLicaTION NO. | FILING DATE | NSHERSPAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATIONNO. |
09/660,920 09/13/2000 Mark D. Scott 1848.0100000 ) 7463
TITLE OF INVENTION: METHOD, SYSTEM, AND COMPUTER PROGRAM PRODUCT FOR ROUTE QUALITY CHECKING AND MANAGEMENT
( APPLN. TYPE | sMaLenmry | 1SSUE FEE | ruslicaTioNFEE |  TOTAL FEE(S) DUE DATE DUE |
nonprovisional NO $1330 . $0 © $1330 09/15/2004
[ EXAMINER | ARTUNIT | crasssuscass |
PHAN, MANU 2665 370-252000

1. Chunfe of correspondence address or indication of "Fee Address' (37 | 2. For printing on the patent front page, list (1) the
CFR 1.363). : : names of up to 3 registered patent attorneys or |

agents OR, alternatively, (2) the name of a single .l .
l/.\ld%?::xsg;o:fncﬁrg B",‘};‘;‘j‘,ﬁgg{;ﬁ_‘“ Change ofc_ompén“lmc firm (having as 8 member a registered atomey or 9 Goldstein'& Fox P.L.L.C.

t) and th f up 1o 2 registered patent
U "Fee Address" indication (or "Fee Address” Indication form * agent) and the names of up registered pa

PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer atitﬁnl:cys‘o;:gcms. If no name is listed, no name 3
Number Is required. : will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or q;pe)
PLEASE NOTE: Unless an assi%ce is identified below, no a‘ssil%ncc data will appear 0N the patent. Inclusion of assignee data is only appropriate when an assignment has
u .

been previously submitted to the USPTO or is being submi er sep cover. p of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE o (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Array Telecom Corporation Herndon, VA ‘

Please check the appropriate assignee category or categories (will not be printed on the patent); U individual Xcorporation or other private group cntity U government
4a. The following fee(s) are enclosed: 4b. Payment of Fee(s):

M Issue Fee U A check in the amount of the fee(s) is enclosed.

U Publication Fee (X Payment by credit card: Form PTO-2038 is attached.- N

DM Advance Order- #ofCopies___ Ten (10) X The Director is hereby authorized by charge the required fee(s), or credit any overpayment, o

P Deposit Account Numbery 12—003! . “E (q lose an extra copy oflhx); fon:S.ym

DMG i mque%dw apply the Issue Fee and Publica7'nn Fee (if any) or to re-apply any previously paid issue fee to the application identified above.
S a/]s/oY

(Authorized Signature) B (Dhte)

cht, Reg, No, 54,463
NgTEé‘:'nh%\lssue {-‘_ce and Pub'licatirén Fee (if required) will orlwl be accepted gom anyone | , 151 09660920
other e applicant; a registered attorney or agent; or the sssignee or other parly in
imccrest as sl'\cownp y the mcordg of the United States Patent and decmg;‘a‘rk Office. pery 09/16/2004 ERBUBRKE 00900
This_collection of inforynation is required by 37 CFR 1.311. The information is required to 01 FC:1501 1330.00 0P
obtain or rctein a benefit by the public which is to file (and by the USPTO to process) an 0?7 FC28001 30.00 OP

applicaton. Confidentality 1s governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is
cstimated to take 12 minutes to complete, including gathering, preparing, and submitling the
completed application form to the USPTO, Time will vary dcpendm‘; upon the individual
case. Any comments on the amount of time you require to complete this form and/or )
suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, Alexandria, Virginia
22313-1450, DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS.
SEND TO: Commissioner for Patents, Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, nci‘%crsons are required to respond to &
collection of information unless it displays a valid OMB control numaber.

TRANSMIT THIS FORM WITH FEE(S) )
PTOL-85 (Rev. 11/03) Approved for us¢ through 04/30/2004. OMB 0651-0033  U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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File History Content Report

The following content is missing from the original file history record obtained from the

United States Patent and Trademark Office. No additional information is available.

Document Date - 2004-11-09
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Transaction History Date 2012-01-09
Date information retrieved from USPTO Patent
Application Information Retrieval (PAIR)
system records al www.uspto.gov

PTO/SBIE0 (01-06)

Approved for use through 12/31/2008, OMB DB51-0035

U.S_ Pateni and Trademark Office; U.5. DEPARTMENT OF COMIMERCE

e iinder the Pasarwork Reduction Act of 1885, o rersons are reauired 10 resgond o g collection of informalion unless k disitae a vaid OMS control number

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

| hereby ravoke all previous powers of attorney given In the application identified in the attached slatement under
37 CFR 3.73{b).

{ hereby appoint:

B Practitioners associated with the Custorner Number:

26111
OR

D Practitioner{s) named below (If more than ten patent praciitioners are to be named, then a customer number must be us ed);

Reglstration
Number

Reglstration

L) Number

Name

as allorney{s) or agant{s) to represant the undersigned before the United States Patent and Trademark Offica (USPTO) In conne clion with

any and all patent applications assigned gnly to the undersigned according to the USPTO assignment records or assignmeant documents
attached to this form In accordance with 37 GFR 3 73(b).

Please change the correspondence address for the applicalion identifiad in the sltached stalement under 37 CFR 3.73(b) to:

The address associated with Customer Number:
EI 26111
fafd
Firm of
Individual Name
Address
Cily State Zip
Country Telephone Email

Assignee Name and Address:

Mist Silicon Limited Liability Company
2711 Centerville Road

Suite 400

Wilminglon, DE 15808

1A copy of this form, together with a statement under 37 CFR 3.73(b) (Form PTO/SB/9€ or equivalent) Is required {o be
filed in each application in which this form is used, The statement under 37 CFR 3.73(b) may be completed by one of
the practitioners appointed In this forim if the appointed practitioner Is authorized to act on behalf of the asslignee,
and must identify the application in which this Power of Attorney is to be filed.

) _, SIGNATURE of Assignee of Record
: 'I‘he)sffvidt ) whose signgtire and title is supplied below is authorized to act on Ychnlf of the essignee
o)

Signature / % 7, e Date //‘7/'*;/- Y i T
] ¥ ;

Nams Pgidr Kwo { G Telephond 7 '

Title Authorized Person for Mist Silicon Limited Liabllity Company

This colfection of informalion Is required by 37 GFR .31, 1.32 and 1.33. The informalion ls required ta ablain or retaln a benafit by the public which Is to file (and
by the USPTO e p ) an application, Confidentiality is g d by 35 U.S.C. 122 and 37 CFR 1.1 and 1.14. This collection Is estimalad to iaka 3 minutas to
complste, including galharing, preparing, and submilting tha complated spplication form 1o the USPTO. Time will very depending upon tha Individual case. Any
comments on the amount of Ime you mquire to compiete this form andfor suggestions for reducing this burden, should ke sent to the Chisf Information Officer,
U.S. Petent and Frademark Office, U.S. Dapanmant of Commerca, P,0. Box 1450, Alexsndrie, VA 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS
YO THIS ADDRESS. SEND TO:; Commissioner for Patents, P.O, Box 1450, Alexandria, VA 22312.1450.

If you need assistance in compiating the form, call 1-800-PTO-9199 and select oplion 2.
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DECLARATION REGARDING AUTHORITY TO SIGN
ON BEHALF OF A LEGAL ENTITY
37 CER. 3.73(b)(2)()

I, Peter Kwon (whose title is supplied below), hereby declare that I am authorized to
sign documents on behalf of Mist Silicon Limited Liability Company.

Authorized Person for Mist Silicon Limited Liability Company

//‘7/7*“7—’

Date [ f
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UNITED STATES PATENT AND TRADEMARK OFFIGE

UNTTED STATES DEPARTMFENT OF COMMFERCE
United States Patent and Trademark Office

Address. COMMISSIONER FOR PATENT S
PO Box 1450

@»h$m a}:\.‘pu 223131450
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
09/660,920 09/13/2000 Mark D. Scott 1848.0100000
CONFIRMATION NO. 7463
26111 POA ACCEPTANCE LETTER

STERNE, KESSLER, GOLDSTEIN & FOX P.L.L.C. :
oW YoRK AVENE N OGO VST

Date Mailed: 02/23/2012

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 02/08/2012.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

{dtvernon/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (671) 272-4200, or 1-888-786-0101%

page 1 of 1
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Transaction History Date 2012-03-08
Date information retrieved from USPTO Patent
Application Information Retrieval (PAIR)
system records at www.uspto.gov

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re patent of: Confirmation No.: 7463
SCOTT et al. Art Unit; 2665

Patent. No.: 6,816,464 Examiner; PHAN, Man U,
Issued: November 9, 2004 Atty. Docket: 3222.7020000

For: METHOD, SYSTEM, AND
COMPUTER PROGRAM
PRODUCT FOR ROUTE
QUALITY CHECKING AND
MANAGEMENT

Correction of Entity Status Under 37 C.F.R. § 1.28(¢c)
When Small Entity Status Was Established in Error and
Payment of Fees Under 37 C.F.R. § 1.28(c)(2)

Commissioner for Patents

PO Box 1450
Alexandria, VA 22313-1450

Commissioner:

Small entity status was established in the above-captioned patent in good faith.

However, it has now been discovered that small entity status was established in error.

The deficiency owed is calculated as follows:

Type of Fee Fee Paid Date Paid Fee Owed Difference
1. 7.5 Year Patent 1,425.00  12/20/2011 2,850.00 1,425.00
Maintenance Fee
Total Owed: jm7$:i',ll_f5-.-06'

Payment of these deficiencies based on a previous erroneous payment of a small
entity fee is to be treated under 37 C.F.R. § 1.27(g)(2) as a notification of loss of

entitlement to small entity status. 37 C.F.R. § 1.28(d).
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-2- SCOTT et al,
Patent No. 6,816,464

The undersigned respectfully requests that the United States Patent and

Trademark Office excuse this error and correct the entity status to be that of a large

entity. Early notice to this effect is respectfully requested.

The Commissioner is authorized to charge any deficiencies or credit any

overpayments to our Deposit Account No. 19-0036.

Date: ___March 8. 20112

1100 New York Avenue, N.W.

Washington, D.C. 20005-3934
(202) 371-2600

1494326 _1.DOCX

Respectfully submitted,

STERNE, KESSLER, GOLDSTEIN & FOX P.L.L.C.
/Jason D. Eisenberg #43447/

Jason D. Eisenberg
Attorney for Patentees
Registration No. 43,447
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Qffice
Address: COMMISSIONER FOR FATENTS

P.O. Bux 1450

Alexandria, Virginda 22313-1450

WWWoESPlO.EOY

| APPLICATION NUMBER FILING OR 371(C) DATE ] FIRST NAMED APPLICANT | ATTY.DOCKET NO.fI‘lTLEl REQUEST ID

(9/660,920 09/13/2000 Mark D. Scott 3222.7020000 6039

Acknowledgement of Loss of Entitlement to Entity Status Discount
The entity status change request below filed through Private PAIR on 10/20/2015 has been accepted.

CERTIFICATIONS:
Change of Entity Status:

X Applicant changing to regular undiscounted fee status.

NOTE: Checking this box will be taken to be notification of loss of entitlement to small or micro entity status, as
applicable.

This portion must be completed by the signatory or signatories making the entity status change in accordance
with 37 CFR 1.4(d)(4).

Signature: Jason D. Eisenberg #43447/
Name: Jason D, Eisenberg
[Registration Number: 43447
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: Effec_tive December 29, 1999

PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

***I the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3.”
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

CLAIMS AS FILED - PART | SMALL ENTITY OTHER THAN
: (Column 1) (Column 2) TYPE 1 OR SMALLENTITY
FOR NUMBER FILED NUMBER EXTRA RATE FEE RATE FEE
BASIC FEE 345.00 690.00
G N S— _ , .
TOTAL CLAIMS [ > minus 20= X$ 9= onl xste-
INDEPENDENT CLAIMS \9 minus 3 = |* - X39= oR X78=
MULTIPLE DEPENDENT CLAIM PRESENT g
‘ e , +130=" OR| +260=
If the difference in column 1 is Iess than zero, enter “0” in column 2 TOTAL OR TOTAL /{\7 &
CLAIMS AS AMENDED - PART |i | . OTHER THAN
HIGHEST :
< REMAINING NUMBER PRESENT |.ADDI- ADDI-
E AFTER PREVIOUSLY EXTRA - RATE [TIONAL RATE TIQNAL
w 2| AMENDMENT i PAID FOR FEE : FEE
w i 2 - v —
5 Independent | é Mlngs R = X39= oR /Cg(;&: 55
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM -
' ‘ +130= { or| +260= |
— TOTAL TOTALL 27 9 1
ADDIT. FEE OR apoIT. FEE 1 2
Column 1 “(Column 2)  (Column 3)
CLAIMS " HIGHEST : -
m- REMAINING NUMBER | PRESENT - ADDI- - ADDI-
E AFTER PREVIOUSLY EXTRA RATE JTIONAL RATE | TIONAL
i AMENDMENT PAID FOR ; FEE FEE
= |-, ‘ - . I . ;
g | Total NP IREN Minus [ « .73 = X$ 9= (OR | X$18=
. " . —~
| d d t * M n *hk - = . [
5 ndependen - inus cs A Xa9- onl| x78-
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM
‘ +130= OR | +260=
TOTAL OR TOTAL
ADDIT. FEE ADDIT..FEE
(Column 1) (Column 2) (Column 3)
CLAIMS " HIGHEST v ; ;
o REMAINING NUMBER PRESENT ADDI- : ADDI-
'E i AFTER - 4| PREVIOUSLY EXTRA RATE JTIONAL RATE [ TIONAL
ol i AMENDMENT - |32 PAID FOR FEE " FEE
g Total * Minus ** = X$ 9= X$18= )
Z = ORjy ™
"é‘ independent |« Minus ke = '
: FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM
' ' ' _ +130= OR | +260=
* Ifthe enfry in column 1is legs than th_e entry in column 2, writg “0"in column 3. TOTAL TOTAL
** If the “Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20."  spp 7. FEE OR ADDIT. FEE

FORM PTO-875
(Rev. 12/99).

v Patent and Trademark Office, U.S. DEPARTMENT OF COMMERCE
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Family 1/1

1 record(s) per family

Record 1/1 US6816464B1 Method, system, and computer program product for route quality

checking and management

Title: Method, system, and computer program product for route quality checking and management

Title - DWPI: Network route assessing method in communication network, involves scoring routes

based on route statistics determined from transmitted quality measurement packet of candidate

routes, and route ordering schedule
Priority Number: US2000660920A
Priority Date: 2000-09-13

Application Number: US2000660920A
Application Date: 2000-09-13
Publication Date: 2004-11-09

IPC Class Table:

IPC Section Class

HO04L001224 H HO4

IPC Class Table - DWPI:

IPC - DWPI Section - DWPI Class - DWPI
H04L001226 (IPC H HO4
1-7)

G01R003108 (IPC G Go1
1-7)

GO06F001100 (IPC ' G GO06
1-7)

G08C001300 (IPC G GO08
1-7)

H04J000116 (IPC H HO4
1-7)

Subclass

HO4L

Subclass - DWPI

HO4AL

GO1R

GO6F

G08C

HO04J

Assignee/Applicant: Array Telecom Corporation,Herndon,VA

JP FTerms:

Class Group

HO04L0012

Class Group -

DWPI

H04L0012

GO01R0031

GO6F0011

G08C0013

H04J0001

Subgroup

HO04L001224

Subgroup - DWPI

H04L001226 (IPC

1-7)

G01R003108 (IPC
1-7)

GO6F001100 (IPC
1-7)

G08C001300 (IPC
1-7)

H04J000116 (IPC
1-7)
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JP FI Codes:
Assignee - Original: Array Telecom Corporation
Any CPC Table:

Type Invention Additional Version Office
Current HO4L 41/142 HO4L 43/0829 20130101 EP
Current HO4L 41/22 HO4L 43/0852 20130101 EP
Current HO4L 41/5009 HO4L 43/087 20130101 EP
Current HO4L 43/50 20130101 EP
Current HO4L 45/70 20130101 EP

ECLA: HO4L001226T | HO4L004114A | HO4L004122 | HO4L004150A2 | HO4L004350 |
HO04L004570
Abstract:

A method, system and computer program product for route checking and management is
described herein. In a voice over internet protocol environment, the invention allows for the testing
of routes among various gateways. In one embodiment, gateways include routing managers for
checking and storing route information. The method of the invention includes checking candidate
routes for the level of quality, location and cost levels. Further, users can prioritize routes based on
these criteria.

Language of Publication: EN

INPADOC Legal Status Table:

Gazette Date Code INPADOC Legal Status Impact

2020-03-11 AS -

Description: ASSIGNMENT INTELLECTUAL VENTURES Il LLC, DELAWARE ASSIGNMENT OF ASSIGNORS
INTEREST; ASSIGNOR:CHEMTRON RESEARCH LLC; REEL/FRAME:052088/0054 2020-03-11

2016-04-25 FPAY +

Description: FEE PAYMENT FEE PAYMENT YEAR 12

2015-12-11 AS -

Description: ASSIGNMENT CHEMTRON RESEARCH LLC, DELAWARE MERGER; ASSIGNOR:MIST SILICON LIMITED
LIABILITY COMPANY; REEL/FRAME:037271/0722 2015-08-26

2012-01-25 AS -

2

Hewlett Packard Enterprise Co. Ex. 1002, Page 170 of 175
Hewlett Packard Enterprise Co. v. Intellectual Ventures II LLC
IPR2021-01378



Description: ASSIGNMENT MIST SILICON LIMITED LIABILITY COMPANY, DELAWARE ASSIGNMENT OF
ASSIGNORS INTEREST; ASSIGNOR:DIGITAL RESOURCE PARTNERS LLC; REEL/FRAME:027593/0640 2011-11-22
2012-01-25 AS -

Description: ASSIGNMENT VERTICAL COMMUNICATIONS ACQUISITION CORP., CALIFOR RELEASE BY SECURED
PARTY; ASSIGNORS:COLUMBIA PARTNERS, L.L.C. INVESTMENT MANAGEMENT; NEIPF, L.P.;
REEL/FRAME:027593/0833 2011-12-23

2012-01-25 AS -

Description: ASSIGNMENT VERTICAL COMMUNICATIONS, INC., CALIFORNIA RELEASE BY SECURED PARTY;
ASSIGNORS:COLUMBIA PARTNERS, L.L.C. INVESTMENT MANAGEMENT; NEIPF, L.P.; REEL/FRAME:027593/0833
2011-12-23

2011-12-28 AS -

Description: ASSIGNMENT DIGITAL RESOURCE PARTNERS LLC, DELAWARE ASSIGNMENT OF ASSIGNORS
INTEREST; ASSIGNOR:VERTICAL COMMUNICATIONS ACQUISITION CORP.; REEL/FRAME:027451/0457 2011-11-10

2011-12-20 FPAY +

Description: FEE PAYMENT FEE PAYMENT YEAR 8

2008-06-02 AS -
Description: ASSIGNMENT VERTICAL COMMUNICATIONS ACQUISITION CORP., FLORIDA ASSIGNMENT OF
ASSIGNORS INTEREST; ASSIGNOR:ARRAY TELECOM CORPORATION; REEL/FRAME:021018/0745 2005-09-27
2008-05-07 FPAY +

Description: FEE PAYMENT FEE PAYMENT YEAR 4

2006-10-20 AS -

Description: ASSIGNMENT COLUMBIA PARTNERS, L.L.C. INVESTMENT MANAGEMENT, A SECURITY
AGREEMENT; ASSIGNORS:VERTICAL COMMUNICATIONS, INC.; VERTICAL COMMUNICATIONS ACQUISITION CORP.;
REEL/FRAME:018407/0598 2006-10-19

2004-10-21 STCF -

Description: INFORMATION ON STATUS: PATENT GRANT PATENTED CASE

2004-05-10 AS -

Description: ASSIGNMENT SILICON VALLEY BANK, CALIFORNIA SECURITY INTEREST; ASSIGNOR:COMDIAL
CORPORATION; REEL/FRAME:014615/0102 2004-04-28

2004-05-10 AS -

3
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Description: ASSIGNMENT SILICON VALLEY BANK, CALIFORNIA SECURITY INTEREST; ASSIGNOR:COMDIAL
CORPORATION; REEL/FRAME:014615/0087 2004-04-28

2000-09-13 AS -

Description: ASSIGNMENT ARRAY TELECOM CORPORATION, VIRGINIA ASSIGNMENT OF ASSIGNORS INTEREST;
ASSIGNORS:SCOTT, MARK D.; CHENG, ANITA T.; REEL/FRAME:011099/0755 2000-09-07

Post-Issuance (US):

Reassignment (US) Table:

Assignee Assignor Date Signed Reel/Frame Date

INTELLECTUAL VENTURES A CHEMTRON RESEARCH 2020-03-11 052088/0054 2020-03-11
I LLC,WILMINGTON,DE,US LLC

Conveyance: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS).

Corresponent: INTELLECTUAL VENTURES MANAGEMENT- IP LEGAL 3150 139TH AVENUE SE BUILDING 4, FLOOR 3
BELLEVUE, WA 98005

CHEMTRON RESEARCH MIST SILICON LIMITED 2015-08-26 037271/0722 2015-12-11
LLC,DOVER,DE,US LIABILITY COMPANY

Conveyance: MERGER (SEE DOCUMENT FOR DETAILS).

Corresponent: STERNE, KESSLER, GOLDSTEIN, & FOX 1100 NEW YORK AVENUE, NW WASHINGTON, DC 20005

VERTICAL COLUMBIA PARTNERS, 2011-12-23 027593/0833 2012-01-25
COMMUNICATIONS L.L.C. INVESTMENT
INC.,SANTA CLARA,CAUS  MANAGEMENT

VERTICAL NEIPF, L.P. 2011-12-23 = =
COMMUNICATIONS

ACQUISITION

CORP.,SANTA

CLARA,CAUS

Conveyance: RELEASE BY SECURED PARTY (SEE DOCUMENT FOR DETAILS). | RELEASE BY SECURED PARTY
(SEE DOCUMENT FOR DETAILS).

Corresponent: STERNE, KESSLER, GOLDSTEIN & FOX P.L.L.C 1100 NEW YORK AVENUE, N.W. WASHINGTON, DC
20005 | STERNE, KESSLER, GOLDSTEIN & FOX P.L.L.C 1100 NEW YORK AVENUE, N.W. WASHINGTON, DC 20005

MIST SILICON LIMITED DIGITAL RESOURCE 2011-11-22 027593/0640 2012-01-25
LIABILITY PARTNERS LLC

COMPANY,WILMINGTON,D

E,US

Conveyance: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS).

4
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Corresponent: STERNE, KESSLER, GOLDSTEIN & FOX P.L.L.C 1100 NEW YORK AVENUE, N.W. WASHINGTON, DC
20005

DIGITAL RESOURCE VERTICAL 2011-11-10 027451/0457 2011-12-28
PARTNERS COMMUNICATIONS
LLC,WILMINGTON,DE,US ACQUISITION CORP.

Conveyance: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS).

Corresponent: STERNE, KESSLER, GOLDSTEIN & FOX P.L.L.C 1100 NEW YORK AVENUE, N.W. WASHINGTON, DC
20005

COLUMBIA PARTNERS VERTICAL 2006-10-19 018407/0598 2006-10-20
L.L.C. INVESTMENT COMMUNICATIONS, INC.

MANAGEMENT AS AGENT

AND INVESTMENT VERTICAL 2006-10-19 - -
MANAGER FOR THE COMMUNICATIONS

BENEFIT OF ITSELF AND ACQUISITION CORP.

NEIPF

L.P., WASHINGTON,DC,US

Conveyance: SECURITY AGREEMENT

Corresponent: DIANA SANCHEZ BENTZ COOLEY GODWARD KRONISH LLP 5 PALO ALTO SQUARE, 3000 EL CAMINO
REAL PALO ALTO, CA 94306

VERTICAL ARRAY TELECOM 2005-09-27 021018/0745 2008-06-02
COMMUNICATIONS CORPORATION
ACQUISITION

CORP.,SARASOTA,FL,US

Conveyance: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS).

Corresponent: STERNE, KESSLER, GOLDSTEIN & FOX P.L.L.C 1100 NEW YORK AVENUE NW WASHINGTON, DC
20005

SILICON VALLEY COMDIAL CORPORATION 2004-04-28 014615/0102 2004-05-10
BANK,SANTA CLARA,CA,US

Conveyance: SECURITY INTEREST (SEE DOCUMENT FOR DETAILS).

Corresponent: TROUTMAN SANGERS LLP JAMES HUNT YANCEY, JR. 600 PEACHTREE STREET, NE, SUITE 5200
BANK OF AMERIA PLAZA ATLANTA, GA 30308-2216

SILICON VALLEY COMDIAL CORPORATION 2004-04-28 014615/0087 2004-05-10
BANK,SANTA CLARA,CA,US

Conveyance: SECURITY INTEREST (SEE DOCUMENT FOR DETAILS).

Corresponent: TROUTMAN SANDERS LLP JAMES HUNT YANCEY, JR. BANK OF AMERICA PLAZA 600 PEACHTREE
STREET, N.E., SUITE 5200 ATLANTA, GA 30308-2216

5
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ARRAY TELECOM SCOTT, MARK D. 2000-09-07
CORPORATION,HERNDON,
VA,US CHENG, ANITAT. 2000-09-07

Conveyance: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS).

011099/0755

2000-09-13

Corresponent: STERNE, KESSLER, GOLDSTEIN & FOX PLLC MICHAEL V. MESSINGER 1100 NEW YORK AVE., N.W.

SUITE 600 WASHINGTON, D.C. 20005-3934

Maintenance Status (US):

Litigation (US): 2020-04-30 2020 Intellectual Ventures Il LLC VMware, Inc. W.D. Texas
1:20cv00457 | 2020-03-25 2020 Intellectual Ventures Il LLC VMware, Inc. W.D. Texas
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