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U.S. Pat. No. 6,816,464 — Claim 1 pre(i)

1. A method for assessing network routes for use in

establishing a communications link within a communica-

tions network, comprsing the steps of:

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-
rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned
quality measurement packets can be used to determine
route statistics;

(4) determining route statistics, wherein said route statis-
tics are based on routing information contained within
said quality measurement packets;

(5) configuring a route ordering schedule based on user
set levels of route characteristics; and

(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and
average jitter.

Intelligent Internet Breakout

Often customers provision two or more WAN links from remote branch sites to increase network and
application availability and performance. These links are used for breaking out traffic locally at each branch.
Using the internet as an underlay transport is less expensive than private leased line connections such as
MPLS since it offers much higher bandwidth at a given price point. To optimize utilization of the provisioned

WAN internet links and to optimize SaaS application performance, EdgeConnect monitors the performance

of all links by continuously measuring the packet loss, jitter, latency and mean opinion score (MOS) in

realtime. EdgeConnect uses statistical learning based on jitter, latency, loss and MOS on all provisioned

internet links to dynamically determine which link is performing the best before sending traffic. This

optimizes internet break out traffic to deliver the highest SaaS and cloud application performance (see
Figure 11). Configuring these policies is fully automated within Silver Peak Unity Orchestrator™ and doesn't
require any manual configuration. The Orchestrator also enables configuration of an automated policy for
finding the best path for that traffic over the SD-WAN fabric, across MPLS or another WAN service, in the
rare case that both underlying internet links are underperforming or are unavailable (see Figure 12).

Source: https://www.silver-peak.com/resource-center/sd-wan-performance-matters-
solution-brief
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U.S. Pat. No. 6,816,464 — Claim 1 pre(ii

1. A method for assessing network routes for use in
establishing a communications link within a communica-

Primary Links
tions network, comprising the steps of: ISP 1
(1) identifying a plurality of candidate routes that can be T o P ———— Saa5 App
used to establish said communication link, wherein a omS he
terminating gateway associated with each of said plu- U"L?tizgsg%’;am Scenario 1: EdgeConnect uses

Backhaul statistical learning to select ISP 1
to fonward traffic to the Sass

apolication

rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route
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Figure 11: To optimize utilization of the provisicned WAN internet links (ISP 1 and ISP 2), EdgeConnect monitors the

quality metric;
(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned

performance of the two links by centinuously measuring the packet loss, jitter, latency and mean opinion score

(MOS) in real-time. In this example, based on statistical learning, EdgeConnect dynamically selects ISP 1 to send
traffic to the SaasS application since it is performing better than the ISP 2 service.

quality measurement packets can be used to determine
roule statistics;
(4) determining route statistics, wherein said route statis-

tics are based on routing information contained within Primary Links
said quality measurement packets; ISP 1

(5) configuring a route ordering schedule based on user e —
set levels of route characteristics; and Unity EdgeConnect

Scenario 2: EdgeConnect picks
backhaul connection te forward
traffic to the Saas application
since both ISP 1 and ISP 2
connections are unavailable

(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and
average jitter.

at the branch Backhaul

Figure 12: If both ISP 1 and ISP 2 connections become unavailable, EdgeConnect automatically moves application
traffic to the transport service configured as a backup that backhauls traffic through the data center,

Source: https://www.silver-peak.com/resource-center/sd-wan-performance-
matters-solution-brief
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U.S. Pat. No. 6,816,464 — Claim 1 a(i)

1. A method for assessing network routes for use in
establishing a communications link within a communica-
tions network, comprising the steps of:

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-
rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned
quality measurement packets can be used to determine
roule statistics;

(4) determining route statistics, wherein said route statis-
tics are based on routing information contained within
said quality measurement packets;

(5) configuring a route ordering schedule based on user
set levels of route characteristics; and

(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and
average jitter.

Intelligent Internet Breakout

Often customers provision two or more WAN links from remote branch sites to increase network and
application availability and performance. These links are used for breaking out traffic locally at each branch.
Using the internet as an underlay transport is less expensive than private leased line connections such as
MPLS since it offers much higher bandwidth at a given price point. To optimize utilization of the provisioned

WAN internet links and to optimize Saa$S application performance, EdgeConnect monitors the performance
of all links by continuously measuring the packet loss, jitter, latency and mean opinion score (MOS) in
realtime. EdgeConnect uses statistical learning based on jitter, latency, loss and MOS on all provisioned
internet links to dynamically determine which link is performing the best before sending traffic. This
optimizes internet break out traffic to deliver the highest SaaS and cloud application performance (see
Figure 11). Configuring these policies is fully automated within Silver Peak Unity Orchestrator™ and doesn't
require any manual configuration. The Orchestrator also enables configuration of an automated policy for
finding the best path for that traffic over the SD-WAN fabric, across MPLS or another WAN service, in the
rare case that both underlying internet links are underperforming or are unavailable (see Figure 12).

Source: https://www.silver-peak.com/resource-center/sd-wan-performance-matters-solution-
brief

Primary Links
ooo ISP 1
Ofjo ISP 2
Unity EdgeConnect

Scenario 1: EdgeConnect uses
statistical learning to select ISP 1
to forward traffic to the SaaS
application.

at the branch Backhatl

Data Center

Figure 11: To optimize utilization of the provisioned WAN internet links (ISP 1 and ISP 2), EdgeConnect monitors the
performance of the two links by continuously measuring the packet loss, jitter, latency and mean opinion score

(MOS) in real-time. In this example, based on statistical learning, EdgeConnect dynamically selects ISP 1 to send
traffic to the SaasS application since it is performing better than the ISP 2 service.

Source: https://www.silver-peak.com/resource-center/sd-wan-performance-
matters-solution-brief
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U.S. Pat. No. 6,816,464 — Claim 1 a(ii

1. A method for assessing network routes for use in

establishing a communications link within a communica-

tions network, comprising the steps of:

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-

rality of candidate routes is identified,;

(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned
quality measurement packets can be used to determine
roule statistics;

(4) determining route statistics, wherein said route statis-
tics are based on routing information contained within
said quality measurement packets;

(5) configuring a route ordering schedule based on user
set levels of route characteristics; and

(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and
average jitter.

Overview of SD-WAN Prerequisites

With Orchestrator, you create virtual network overlays to apply business intent to network segments. Provisioning a
device is managed by applying profiles.
m Interface Labels associate each interface with a use.
* LAN labels refer to traffic type, such as VolP, data, or replication.

* WAN labels refer to the service or connection type, such as MPLS, internet, or Verizon.

= Deployment Profiles configure the interfaces and map the labels to them, to characterize the appliance.

= Business Intent Overlays use the Labels specified in Deployment Profiles to define how traffic is routed and
optimized between sites. These overlays can specify preferred paths and can link bonding policies based on
application, VLAN, or subnet, independent of the brand and physical routing attributes of the underlay.

This diagram shows the basic architecture and capabilities of Overlays.

Access
T |
Pollcy opology Connection QoS
Min
Guest ) I 4
Wi-Fi
Dual Mub MPLS + Max
Enterprise Rzos nternet  Avallability
Applications -
Full MPLS « Max
Mesh LTE Quaality

VolP

Transpon
(Ais0 known a5
Undertays)

B Management routes specify the default gateways and local IP subnets for the management interfaces.

Source: https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-guide-9.0.x-2020-08-

03.pdf Page 14 & 93 of 431
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U.S. Pat. No. 6,816,464 — Claim 1 a(ii

)

1. A method for assessing network routes for use in

establishing a communications link within a communica-

tions network, comprising the steps of:

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-

rality of candidate routes is identified,;

(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned
quality measurement packets can be used to determine
roule statistics;

(4) determining route statistics, wherein said route statis-
tics are based on routing information contained within
said quality measurement packets;

(5) configuring a route ordering schedule based on user
set levels of route characteristics; and

(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and
average jitter.

WAN-side Configuration

B Select the WAN-side label you want to apply to this deployment. Click the edit icon to add a new interface or
delete a previously configured interface.

® Firewall Zone: Zone-based firewalls are created on the Orchestrator. A zone is applied to an Interface. By
default, traffic is allowed between interfaces labeled with the same zone. Any traffic between interfaces with
different zones is dropped. Users can create exception rules (Security Policies) to allow traffic between
interfaces with different zones. The firewall zones you have already configured will be in the list under
FW Zone. Select the PW zone you want to apply to the WAN you are deploying.

Firewall Mode: Four options are available at each WAN interface:

® Allow All permits unrestricted communication.

m Stateful only allows communication from the LAN-side to the WAN-side.
Use this if the interface is behind the WAN edge router.

m Stateful with SNAT applies Source NAT to outgoing traffic.
Use this if the interface is directly connected to the Internet.

| Harden

e For traffic inbound from the WAN, the appliance accepts only ‘PSeac«'etE that terminate ona

Silver Peak appliance.

e For traffic outbound to the WAN, the appliance only allows IPS-:«a ckets and management

traffic that terminate on a Silver Peak appliance.

WARNING Activating fail-to-wire will DISABLE ALL firewall rules.

NAT Settings: When using NAT, use in-line Router mode to ensure that addressing works properly. That means you
configure paired single or dual WAN and LAN interfaces on the appliance. Select one of the following options:

m |f the appliance is behind a NAT-ed interface, select NAT.

m |f the appliance is not behind a NAT-ed interface, select Not behind NAT.

B Enter an IP address to assign a destination IP for unnelsjbeing built from the network to this WAN interface.
g g

Source: https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-guide-

9.0.x-2020-08-03.pdf Page 22 of 431
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U.S. Pat. No. 6,816,464 — Claim 1 a(iv)

1. A method for assessing network routes for use in
establishing a communications link within a communica-
tions network, comprising the steps of: = _ %92 __ =

(1) identifying a plurality of candidate routes that can be L ______
used to establish said communication link, wherein a | € @ 0oz s
terminating gateway associated with each of said plu- @ Silver Peak
rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of e e B L ~ [meal M
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned || 0 e e Al e |
quality measurement packets can be used to determine || SESRRESUSINEENNEISSNTEEY M e

route statistics;

MTWclg/cur) ocal P E Max BW(cfg/cur) Kbps

Admin: w v

Auto Dscover MTU: W] MTU: (700..9000) Bytes
(4) determining roule statistics, wherein said roultce statis- Local P: TR
tics are based on routing information contained within | Remote: oy T ]
said quality measurement packets; atoMexBi: 9 maxow: (0..50000) Kzs
~ . . Min BW: 2 (0.. 50000) kbps
(5) configuring a route ordering schedule based on user D — B

set levels of route characteristics; and T
(6) scoring each of said candidate routes based on route u

statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and

5 This video demonstrates the basic process of creating a Silver Peak tunnel in
average Jitter.

order to optimize traffic. The video covers tunnel configuration, creating a
route policy that specifies what is being optimized, and checking your work via
the Current Flows.

Source: https://www.silver-peak.com/resource-center/how-create-tunnel
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U.S. Pat. No. 6,816,464 — Claim 1 a(v)

1. A method for assessing network routes for use in

establishing a communications link within a communica-

tions network, comprising the steps of:

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-

rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned
quality measurement packets can be used to determine
route statistics;

(4) determining roule statistics, wherein said roultce statis-
tics are based on routing information contained within
said quality measurement packets;

(5) configuring a route ordering schedule based on user
set levels of route characteristics; and

(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and
average jitter.
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U.S. Pat. No. 6,816,464 — Claim 1 a(vi)

1. A method for assessing network routes for use in C’ea“;‘g ‘ aT”""e'
establishing a communications link within a communica- Route Policy

tions network, comprising the steps of:
(1) identifying a plurality of candidate routes that can be

used to establish said communication link, wherein a 3 silver Peak
terminating gateway associated with each of said plu-
rality of candidate routes is identified; gty

route policy that specifies what is being optimized, and checking your work via

(2) transmitting quality measurement packets for each of  wecurentrions
said candidate routes, wherein said quality measure- |]7 dnen o - Contiguation- Route . | + I
ment packets can be used to determine at least one route || € & wozs2e ‘
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned |
quality measurement packets can be used to determine || Confiuration - Route Policy
route statistics; Moo Nome: mopl +  [Achvate

(4) determining route statistics, wherein said TOULE SLALS« | o e - mota of cones: o
tics are based on routing information contained within | &

/) silver Peak

Data View Network View Monitoring ~ Confi ti - - e v

said quality measurement packets; [ pronty [pa [protoco e T
(5) configuring a route ordering schedule based on user detaut fsuto oot
. - . new 10 - [ - 0.0.0.0/0 10.3.50.0/24 tunnel_1

set levels of route characteristics; and ] (5

(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and

Play

This video demonstrates the basic process of creatinga Silver Peak tunnellin
order to optimize traffic. The video covers tunnel configuration, creating a

route policy that specifies what is being optimized, and checking your work via
the Current Flows. Source: https://www.silver-peak.com/resource-center/how-create-tunnel
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U.S. Pat. No. 6,816,464 — Claim 1 a(vii

1. A method for assessing network routes for use in
establishing a communications link within a communica-
tions network, comprising the steps of: .

& WS . . B Monitoring - Current Flows

(1) identifying a plurality of candidate routes that can be

’3 Silver Peak (pree 74168300 0w

2013/09/21 23:13:47 US/Pacific U

Data View = Network View v C - - - Alarms.

used to establish said communication link, wherein a =~ mowee R memeee e il . _ S p—

terminating gateway associated with each of said plu-

rality of candidate routes is identified; ok el (ESse -
(2) transmitting quality measurement packets for each of Mm —— — — L e—

said candidate routes, wherein said quality measure- | 0 " e R W

ment packets can be used to determine at least one route | somew 0362 o | wams | s cmam neo o [llon o wn s o e

quality metric; S —— . - —— — A ——

) | doseke 1382 57 | wism | ews oemzm 7 2o | [l s w0 s arnel_t
(3) receiving returned quality measurement packets for L asicer | x| vows e o S ol ol TR ™
o 10 505 o

each of said candidate routes, wherein said returned

quality measurement packets can be used to determine w02 0s2 e —— o

l'OlllC SlaliSliCS; By using this product, you agree 1o be bound by the terms of Siver Peak Systems Inc. End User License Agreement
(4) determining roule statistics, wherein said roultce statis-

tics are based on routing information contained within 02:14

(5) configuring a route ordering schedule based on user Play
set levels of route characteristics; and

(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and
average jitter.

Source: https://www.silver-peak.com/resource-center/how-create-tunnel
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U.S. Pat. No. 6,816,464 — Claim 1 a(viii)

1. A method for assessing network routes for use in
establishing a communications link within a communica-
tions network, comprising the steps of:

(1) identifying a plurality of candidate routes that can be

used to establish said communication link, wherein a
terminating gateway associated with each of said plu-

Unity Orchestrator uses the TGNM WAN API to target the

branches in the network, and associate them to a Transit
Gateway, configuring both ends of the tunnel endpoints for

rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned
quality measurement packets can be used to determine
route statistics;

(4) determining route statistics, wherein said route statis-
tics are based on routing information contained within
said quality measurement packets;

(5) configuring a route ordering schedule based on user
set levels of route characteristics; and

(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and
average jitter.

each branch as shown below in Figure 2. The EdgeConnect
appliance in the branch then establishes standards-based
IPSec tunnels that terminate at the head-end gateway in AWS.
Orchestrator continuously monitors the status of the
connections and redirects traffic to alternate tunnels or
gateways as needed.

Benefits of the Integrated Silver Peak and AWS
TGNM Solution

This integrated solution automates connectivity to AWS and
reduces enterprise branch cloud onboarding time from Source:
days/hours to a few minutes per site. In the absence of this httpks://W\;vw.sHver-
automation, network administrators would need to revert to peak.com re'source-
| . e s : : center/solution-

a manual process repeating multiple time-consuming steps to| . -

P RS i EyalaR briefs/silver-peak-sd-wan-
connect each branch office to the AWS network, resulting in

and-aws-transit-gateway-
increased operational complexity and support costs. network-manager

A\siverpeak™ Unity Orchestrator
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Figure 2: The Unity Orchestrator dashboard provides a single view with easy configuration and provisioning for enterprise connectivity to AWS TGNM
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U.S. Pat. No. 6,816,464 — Claim 1 b(i)

1. A method for assessing network routes for use in Live View
establishing a communications link within a communica-
tions network, comprising the steps of:

(1) identifying a plurality of candidate routes that can be

used to establish said communication link, wherein a

Live View shows the live bandwidth, loss, latency, and jitter on all the tunnels. For an overlay, it also shows live tunnel
states — Up, Browned Out, or Down.

terminating gateway associated with each of said plu- Live e X
rality of candidate routes is identified; Bandwith | Loss | Jitter | Watency || [ Charts | Traceroute =l =
(2) transmitting quality measurement packets for each of Bandvadth Up @ Brown Out @ Down
said candidate routes, wherein said quality measure- 2omga| SEApRIES
ment packets can be used to determine at least one route 9
quality metric; 500 Kbps

(3) receiving returned quality measurement packets for 20Mops| PLSMPLS
each of said candidate routes, wherein said returned 0 Wbps I " I . "I I II

quality measurement packets can be used to determine

. . 20Mbps  Internet-Internet
oy .J.Illllll
(4) determining route statistics, wherein said route statis-

tics are based on routing information contained within
said quality measurement packets; Close |
(5) configuring a route ordering schedule based on user
set levels of route characteristics; and
(6) scoring cach of said candidate routes based on route In real-time, LiveView shows how Silver Peak creates synergy to maintain coverage. The real-time chart shows the
statistics and said route ordering schedule, wherein a SD-WAN overlay at the top and the underlay networks at the bottom. The overlay is green and delivering consistent
SCOl'iI'lg table is conﬁgured that includes a qualily score application performance while both underlays are in persistent brown-out state.
and one or more of packet loss, average delay, and
average jitter.

Source: https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-guide-
9.0.x-2020-08-03.pdf Page 277 of 431
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U.S. Pat. No. 6,816,464 — Claim 1 b(ii

1. A method for assessing network routes for use in |Jitter Summary
cslablishing a communications link within a communica- The Jitter chart shows which tunnels have the most Jitter. Jitter can be caused by congestion in the LAN, firewall
tions network, oompns]ng the steps of: routers, bottleneck access links, load sharing, route flapping, routing table updates, and timing drifts.

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-
rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of -

said candidate routes, wherein said quality measure- v T [0 ] G ] e SN — AN Tee B Y MOwiw 0 (W
ment packets can be used to determine at least one route —
. . o
uality metric; —
(3) receiving returned quality measurement packets for - ~
each of said candidate routes, wherein said returned solasce Yonwel Mas e ma) o Sommage 3ot fon) bt (). | Nemnte Vot |] Aomne dopinen
quality measurement packets can be used to determine |~ SR St 3t s —: o [l snmt tacn s [toms
v claticlicoe: Feties 1o Les hengews (ral »| I 17 fre_perminnd_tmai ot aegor
route stauistics; Petond o Sepees o w| ) SR e
(4) determining roulte statistics, wherein said route statis- | s ST | 7 o rertent ot 0 |on dmgets
tics are based on routing information contained within | ™ St e | I 2 [t putent vl [ avtogt
. . Perties s Lo Angews _vace N 17 [1a_pertand_vece ot Angeres
said quality measurement packets; e oy ol E— o g g | s
(5) configuring a route ordering schedule based on user | e " Mam_Gornt_18 | e———— 8 i Lonton Goest vt rame
set levels of route characteristics; and s v . " ““‘“‘ ez
& 3 . i to_Mnenpein_Guer o N ] R L
(6) scoring each of said candidate routes based on route |, e, Ooenge,Goest 08 o o — o J s oot v oo
statistics and said route ordering schedule, wherein a | e oMb Gt o - S R
scoring table is configured that includes a quality score | ™= S bel e ‘| - d et b
d f ket | ve del d temeapets ©_Owmma_Gorst_wé o I : ] R
and one or more of packet loss, average delay, an o et ol ————— — i i g | oo
average Jitter. Landon to_pormnd_Cowst oot B i = 8 [ sondon_const vt frortiune
[ te_Museh_Goest Wik ] N . 9 fos potand Gurst_ Prser
Lot 1o Memeniohn ey | e N, | ] R
Morna e Mans faest WA . e i —————— 2| Ovenn Cawst Wt Pram

Source: https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-
guide-9.0.x-2020-08-03.pdf Page 299 of 431
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U.S. Pat. No. 6,816,464 — Claim 1 b(iii)

1. A method for assessing network routes for use in
establishing a communications link within a communica- Latency
tions network, compn'sing the steps of: The Latency chart shows which tunnels have the most transmission delay, generally as a result of congestion.

(1) identifying a plurality of candidate routes that can be -

used to establish said communication link, wherein a
terminating gateway associated with each of said plu-
rality of candidate routes is identified;

Latency x

(2) lransmi"ing qualily measurement packels for eaCh of ibr | She 1d 7d Custom | Range 06-May-18 17:00 — 13-May-18 17:00 Top 25 ¥ | AlOverdays ¥ Export ¢
said candidate routes, wherein said quality measure- o0
ment packets can be used to determine at least one route g Ao
quality metric; S p—
(3) receiving returned quality measurement packets for Ropiaace Tuanel o atency (ms) | Average Latency (ms) verage Latency (ms)  MaxLatency (ms) | Remote Tunnel | Remote Applence
each of said candidate routes, wherein said returned Tokyo to_London_Interac 3,906 '.379_:0 0/ to_Tokyo_Interactive | London
. - i . Lt & A L% m Edinburgh to_London_Interac. 3,789 um_ 0 0 | to_Edinburgh_Inter... | London
(]Udl“y m?afmrymcnl packcl.s can be used to determine Edinburgh to_London_RealTime 3,789 oo [ - 0| to_Ednburgh_Real... | London
roule slatistics; Wilan to_San-Antonio_lnt 3,731 td B 977 to_Milan_Interactive | San-Antonio
(4) dclcrmining roulc Slalislim, whcrcin sﬂid roulc SlilliS- Milan to_San-Antonio_Re 3,729 1074_|1 976 to_Midan_RealTime | San-Antonio
tics are based on routing information contained within | "= | | o= 7= = - Apria—_p |
=y : 3 ¥ Albuguerque to_Portland_Intera 3,420 7¢ [ 0 to_Albuquerque_In. . | Portland
said quahly measurement packolb, Albuquerque to_Portiand_Defaul 3421 1032 (] | o 0 to_Albuguerque_D... | Portiand
(5) configuring a route ordering schedule based on user Tokyo to_London_RealTame 3506 | 150 | 0| to_Tokyo_RealTime | London
set ICVCIS Of route CharacleriS(iCS; and Los-Angeles to_London_lnterac 3,056 s« [ 6 to_Los-Angeles_Int... | London
W o SRR oy o ) ) Los-Angeles to_London_RealTime 3,056 ss3 [ 0/ to_tos-Angeles_Re . | London
(6) scoring cach ()f said (.andldal_c, roules based on route | —— e co I X Nt
statistics and said route ordermg Schedule, wherein a San-Jose to_Mexico-City_Int 2,986 os: [ 0 to_San-Jose_Intera | Mexco-Gity
scoring table is configured that includes a quality score | s to_Mesico-Gty_Re 2586 os: [ » 2 to_somose ea. | Mecco Gty
and one or more of packet loss, average delay, and NP i S ol ,f g g0 | ontn ,

average jitter.
Tunnel latency - measured in milliseconds, the maximum latency of a one-second sample within a 60-
second span

Source https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-guide-9.0.x-
2020-08-03.pdf Page 149 & 301 of 431
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U.S. Pat. No. 6,816,464 — Claim 1 b(iv)

1. A method for assessing network routes for use in
establishing a communications link within a communica-
tions network, comprising the steps of:

Loss

The Loss chart shows which tunnels have the most dropped packets.

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-
rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of e S O
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route s ARG (Commte) Lo ) P G Umcomcted) Lom
quality metric; = =

(3) receiving returned quality measurement packets for vtecn e cron (e | Ao venins | erucoom. (s
each of said candidate routes, wherein said returned st | [ eoyenn " A Y
quality measurement packets can be used to determine S dopprn e ' | I — ’
route statistics; el | | e : | E—— :

(4) determining roule statistics, wherein said route statis- i | | Ny A e - g e
tics are based on routing information contained within e | e v o safilen
said quality measurement packets; vewsend | Hentummmrams e o b

(5) configuring a route ordering schedule based on user oot _ | |} 0 )wint e " seiliv "
set levels of route characteristics; and v | | e : - ..f.’{.. » :

(6) scoring cach of said candidate routes based on route g | | i . = — =
statistics and said route ordering schedule, wherein a . 1o s e ' y '
scoring table is configured that includes a quality score e~ .","”;._ ‘/, ey . NRDOU'S _ Smpm— ‘\./; 2

and one or more of packet loss, average delay, and

average jitter. Source https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-guide-9.0.x-

2020-08-03.pdf Page 297 of 431
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U.S. Pat. No. 6,816,464 — Claim 1 b,c,d (i)

1. A method for assessing network routes for use in
establishing a communications link within a communica-
tions network, comprising the steps of:

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-
rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of

Intelligent Internet Breakout

Often customers provision two or more WAN links from remote branch sites to increase network and
application availability and performance. These links are used for breaking out traffic locally at each branch.
Using the internet as an underlay transport is less expensive than private leased line connections such as
MPLS since it offers much higher bandwidth at a given price point. To optimize utilization of the provisioned
WAN internet links and to optimize Saa$S application performance, EdgeConnect monitors the performance
of all links by continuously measuring the packet loss, jitter, latency and mean opinion score (MOS) in
realtime. EdgeConnect uses statistical learning based on jitter, latency, loss and MOS on all provisioned

said candidate routes, wherein said quality measure-

internet links to dynamically determine which link is performing the best before sending traffic. This

ment packets can be used to determine at least one route
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned

quality measurement packets can be used to determine
roule statistics;
(4) determining roule statistics, wherein said route statis-

optimizes internet break out traffic to deliver the highest SaaS and cloud application performance (see
Figure 11). Configuring these policies is fully automated within Silver Peak Unity Orchestrator™ and doesn't
require any manual configuration. The Orchestrator also enables configuration of an automated policy for
finding the best path for that traffic over the SD-WAN fabric, across MPLS or another WAN service, in the
rare case that both underlying internet links are underperforming or are unavailable (see Figure 12).

Source https://www.silver-peak.com/resource-center/sd-wan-performance-
matters-solution-brief

tics are based on routing information contained within

said quality measurement packets;

(5) configuring a route ordering schedule based on user
set levels of route characteristics; and

(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and
average jitter.

Live View A live view of the status of your selected tunnel. You can view by bandwidth,
loss, jitter, latency, MOS, chart, traceroute, inbound or outbound, and lock the

scale.

m Thresholds for Latency, Loss, or Jitter are checked once every second.

e Receiving 3 successive measurements in a row that exceed the
threshold puts the tunnel into a brownout situation and flows will
attempt to fail over to another tunnel within the next 100mS.

= Receiving 3 successive measurements in a row that drop below the
threshold will drop the tunnel out of brownout.

Source https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-guide-9.0.x-
2020-08-03.pdf Page 106 & 187 of 431
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U.S. Pat. No. 6,816,464 — Claim 1 b,c,d (ii

1. First Packet-iQ™

Identify, Classify and Steer Traffic

1. A method for assessing network routes for use in
establishing a communications link within a communica- @
tions network, comprising the steps of:
(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a

terminating gateway associated with each of said plu- 3rd Party Apps Office 365 User-Defined Apps
[ality of candidate routes is iden[iﬁed; (Salesforce, Workday, (Cloud API Integration) (Homegrown Apps)
.y o . Box...)
(2) transmitting quality measurement packets for each of

Continuous Data Validation

said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route @
quality metric;
(3) receiving returned quality measurement packets for @ 2. Best Internet Link
each of said candidate routes, wherein said returned Based on Packet Loss, Jitter, Latency
quality measurement packets can be used to determine
roulc slalistics; <&
(4) determining route statistics, wherein said route statis- W
tics are based on routing information contained within
said quality measurement packels: Intelligent Internet Breakout
(5) configuring a route ordering schedule based on user
set levels of route characteristics; and
(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and
average jitter.

Often customers provision two or more WAN links
from the remote branch site to increase network
and application availability and performance. These
links are used for breaking out traffic locally at each
branch. Using the internet as an underlay transport
is less expensive than provisioning private leased
line connections like MPLS. To optimize utilization

of the provisioned WAN internet links, EdgeConnect
monitors the performance of all WAN links by contin-
uously measuring packet loss, jitter, latency and mean
opinion score (MOS) in real-time. EdgeConnect uses

statistical learning to determine the optimal forward-

Source https: .Si . i iles/i i i ing link, ensuring maximum application performance.
wan-solution-service-provider.pdf
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U.S. Pat. No. 6,816,464 — Claim 1 b,c,d (iii)

Settings Tab

Use this page to manage the properties for those tunnels created by Orchestrator. This tab provides tunnel settings
for General, IKE, and IPsec for MPLS, Internet, and LTE WAN Interface labels.

1. A method for assessing network routes for use i
establishing a communications link within a communica-
tions network, comprising the steps of:

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-
rality of candidate routes is identified;

Tunnel Settings for Overlays and Tunnel Groups

(2) transmitting quality measurement packets for each of general

said_candidate routes, wherein said quality measure- ~\ -0

= Indicates whether the tunnel protocol is ipsec, ipsec_udp, udp, or gre.
ment packets can be used to determine at least one route

If you select IPSec, you can specify the IKE version in the IKE tab.

quality metric; , . . -
d Auto Max BW Enabled Allows the appliances to auto-negotiate the maximum tunnel bandwidth.

(3) receiving returned quality measurement packets for

each of said candidate routes, wherein said returned Auto Discover MTU Enabled Allows the appliances to auto-negotiate the maximum tunnel bandwidth.
quality measurement packels can be used 1o determine | 1Psec Encryption Algorithm For encrypting tunnel data. Choose from auto, AES-256, or AES-128.
route slatistics; Latency The amount of latency measure in MS.

(4) dclcrmining roule statistics, wherein said route statis- | Loss The amount of data lost measured in percent.
tics are based on routing information contained within | Jitter The amount of jitter measured in MS.
said quality measurement packets;

Source https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-guide-
9.0.x-2020-08-03.pdf Page 378 & 379 of 431

(5) configuring a route ordering schedule based on user
set levels of route characteristics; and

(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a

Requirements for Supporting Voice networks can range from 5 to 40
msec. Most VolP gateway products can

scoring table is configured that includes a quality score VolP is a real-time application, based on crcnaea e Jevas v 10 |60 mmas ith
and on¢ Or more of packet loss, average delay, and UDP, that is highly sensitive to WAN traffic dynamic buffering. When network jitter
AySragy Mo quality —jitter, latency, and packet loss. exceeds these buffer tolerances, packets

As a result, companies considering VolP
and consolidation projects will require an
acceleration platform that is specifically
structured to support UDP, including
advanced QoS capabilities to minimize
jitter, latency, and packet loss.

are typically dropped, resulting in poor
voice quality for end users. As a general rule
of thumb, jitter should remain below 200
msec to avoid noticeable degradation

in VoIP quality. Silver Peak makes jitter a
non-issue in enterprise VolP scenarios.

Source https://www.silver-peak.com/sites/default/files/infoctr/silver-
peak ss voip.pdf Page 1 & 3 of 3
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U.S. Pat. No. 6,816,464 — Claim 1 b,c,d (iv)

1. A method for assessing network routes for use in
establishing a communications link within a communica-
tions network, comprising the steps of:

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-
rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned
quality measurement packets can be used to determine
roule statistics;

(4) determining roule statistics, wherein said route statis-
tics are based on routing information contained within
said quality measurement packets;

(5) configuring a route ordering schedule based on user
set levels of route characteristics; and

(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and
average jitter.

Source https://www.silver-
peak.com/sites/default/files/userdocs/orchestrator-user-guide-9.0.x-

2020-08-03.pdf Page 300 of 431
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U.S. Pat. No. 6,816,464 — Claim 1 b,c,d (v)

1. A method for assessing network routes for use in

Latency Trends

establishing a communications link within a communica- The Latency Trends chart shows tunnel latency over time
tions network, comprising the steps of:
(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a Latency Trands »
terminating gateway associated with each of said plu- Rami Tine | ibe | ¢ | 340 74 | Gutmm | Rarge OBMepI8 1700 | — 1SMeplB 390 | MdOwems ¥

rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route

S = UTT [ Loek Seule

Twass <

to_Partland_ReadTrre
e ———

Latency Trends @ iur e Frak

ta_Los-AnQeles_RadlT e
——

quality metric; 180
(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned
quality measurement packets can be used to determine G 27
roule statistics; o toml
(4) determining roule statistics, wherein said route statis- et e Y i
tics are basced on routing information contained within
said quality measurement packets;
(5) configuring a route ordering schedule based on user i
set levels of route characteristics; and s
(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and
average jitter.

)_Porthnd_Interactve 12 _Los-Angeies_Interaciwe
———————————— A ———————

to_Pertind_Defast Overlay 2a_Los-Ange e _OvnfaftOverliy
—— e

Source https://www.silver-

peak.com/sites/default/files/userdocs/orchestrator-user-guide-9.0.x- = 5 one

2020-08-03.pdf Page 302 of 431 .
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U.S. Pat. No. 6,816,464 — Claim 1 b,c,d (vi)

1. A method for assessing network routes for use in
establishing a communications link within a communica-
tions network, comprising the steps of:

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-
rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-

ment packets can be used to determine at least one route
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned

quality measurement packets can be used to determine
roule statistics;

(4) determining roulte statistics, wherein said route statis-
tics are based on routing information contained within
said quality measurement packets;

(5) configuring a route ordering schedule based on user
set levels of route characteristics; and

(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and
average jitter.

Source https://www.silver-
peak.com/sites/default/files/userdocs/orchestrator-user-guide-9.0.x-

2020-08-03.pdf Page 298 of 431

[Loss Trends|

The Loss Trends chart shows tunnel packet loss over time, before and after Forward Error Correction {
ResiTw | 1% @ | 18 | ¢ | Cutan | Rarge 16-Mey1838:20 MMy 3 1900  MICwans ¥ [Mer Tuneeh
Show n UTT Large Lock Zowe Tanes
-
Loss Trends @ pefeC ([l PosFEC

to_Portind_RealMime
—

AL

\

o l\ )llb\ - N\ MJ M’“L/ }\Ir\’\v]
JAEE :

Don Wrderaye

%_Portiand_Inberactive
——

woul A "‘f’l s A \
[y JJILAY U%"‘gﬂ

Bon Undere

to_Porthnd

«‘.U,h/ "LM' \*/\\M\ f‘

_DefaukOveriay

1830

to_Las-Angeies_Interactve
e ——

oL \ Ar W Al

to_Los Anpales_DefautOverlyy
—————

L \ |J‘ : |
v | }I‘N'\Ulﬂ\’ |/ \&f W M\m\ [

o Wl e

FEC)

Intellectual Ventures | LLC v. Hewlett Packard Enterprise Co., No. 6:21-cv-00226

Hewlett Packard Enterprise Co. Ex. 1020, Page 22 of 56
Hewlett Packard Enterprise Co. v. Intellectual Ventures II LLC
IPR2021-01378


https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-guide-9.0.x-2020-08-03.pdf
https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-guide-9.0.x-2020-08-03.pdf

U.S. Pat. No. 6,816,464 — Claim 1 e(i)

» TOP DOWN: START WITH BUSINESS INTENT

Virtual WAN overlays built for applications based on business priority

1. A method for assessing network routes for use in
establishing a communications link within a communica-

tions network, comprising the steps of: OVERLAY | APPLICATION TOPOLOGY w SLA | Routing Policy ’ Qos | i
(1) identifying a plurality of candidate routes that can be —
used to establish said communication link, wherein a | FRSVETERIS © ® et | oo OO B e
terminating gateway associated with each of said plu- BNl :o0ms Latency  AV21ePY
rality of candidate routes is identified; B

T : . e Endsrpries 2% Loss High '
(2) transmitting quality measurement packets for each of e S oracie | Mot BN T mvowhort ML T

LTE 5)0ms Latenc! + Qualit
) (Backup) & o

said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route
quality metric; WEB Internat o o

(3) receiving returned quality measurement packets for | | HaaRiE SRS ST @ Throughput sl I:]
each of said candidate routes, wherein said returned
quality measurement packets can be used to determine GUEST
roule statistics; o

(4) determining route statistics, wherein said route statis-
tics are based on routing information contained within
said quality measurement packets;

16 CONFIDENTIAL | 82019 Silver Peak Systems, Inc. All Rights Reserved AS"VEFDEE‘(

(5) conﬁgunns a_route ordcnqg .schcdulc based on user s Flexible topologies
set levels of route characteristics; and overlays per overlay
(6) scoring cach of said candidate routes based on route e e
statistics and said route ordering schedule, wherein a = - —
i 3 . . - WAN Path e . o
scoring table is configured that includes a quality score Py e
and one or more of packet loss, average delay, and e i

e Path conditioning

average jitter.

and QoS
. e L hsar hese I s
Automating - :
(nternet breakou Internet Traffc N
Drag-and-drop

policy assignment
Traffc Class UNDSCP  waN DscP Boost License WAN Opt
Management 1 (Oefau) 2 trustdan v be v Bo0st this Trafic (as needed

Source https://evessio.s3.amazonaws.com/customer/8c4659ee-526a-4e9c-89dc-f6f4c3c1a789/event/f3440488-719b-47e6-a453-

547d6170f4ad/media/General Content/dd30018d-node Richard Moir - Silver Peak.pdf Page 16, 18 & 19 of 25
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U.S. Pat. No. 6,816,464 — Claim 1 e(ii

1. A method for assessing network routes for use in
establishing a communications link within a communica-
tions network, comprising the steps of:

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-
rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned
quality measurement packets can be used to determine
roule statistics;

(4) determining route statistics, wherein said route statis-
tics are based on routing information contained within
said quality measurement packets;

(5) configuring a route ordering schedule based on user

-
—
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Figure 4: Business intent overlays abstract applications from WAN transport services to deliver application priority, performance and availability
based on business requirements.

set levels of route characteristics; and

(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and
average jitter.

Moreover, different applications have diverse QoS and end-user experience
requirements. For example, voice and video traffic require zero packet loss and
extremely low delay while file transfers need large amounts of bandwidth but
can tolerate higher levels of delay. Silver Peak enables network managers to
define business intent overlays — virtual WAN overlays — that reflect
application QoS requirements relevant to the business. Unity EdgeConnect™
maps applications to the appropriate business intent overlay, enabling the SD-
WAN to optimize traffic handling decisions automatically. EdgeConnect
continuously monitors WAN link performance, factoring real-time data about
delay, jitter, and packet loss to adapt and make|traffic steering decisions.|

Source https://www.silver-peak.com/resource-center/sd-wan-performance-matters-

solution-brief
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U.S. Pat. No. 6,816,464 — Claim 1 e(ii

)

1. A method for assessing network routes for use in
establishing a communications link within a communica-
tions network, comprising the steps of:

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-
rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned
quality measurement packets can be used to determine
route statistics;

(4) determining route statistics, wherein said route statis-
tics are based on routing information contained within
said quality measurement packets;

(5) configuring a route ordering schedule based on user

-
Owertay Conl yerstie

set levels of route characteristics; and

(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and
average jitter.

Source https://www.silver-peak.com/resource-center/unity-edge-connect-data-sheet-solution

Preferred Policy Order and Available Policies

B You can move policies back and forth between the Preferred Policy Order and the Available Policies
columns. You can also change their order within a column. The defaults provided are Backhaul via Overlay,
Break Out Locally, and Drop.

= When you choose Break Out Locally, confirm that any selected interface that is directly connected to the
Internet has Stateful Firewall specified in the deployment profile

You can add services (such as Zscaler, Fortigate, or Palo Alto). The service requires a corresponding Internet
—

breakout (Passthrough) tunnel for each appliance traffic to that service. To add a service, select the Edit icon

—

next to Available Policies.

The Default policy you configure for internet breakout is pushed to all appliances that use the selected

Overlay. However, you might want to push different breakout rules to your hubs.
——

Source https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-
guide-9.0.x-2020-08-03.pdf Page 20 of 431
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U.S. Pat. No. 6,816,464 — Claim 1 e,f

1. A method for assessing network routes for use in
establishing a communications link within a communica-
tions network, comprising the steps of:

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-
rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned
quality measurement packets can be used to determine
route statistics;

(4) determining route statistics, wherein said route statis-
tics are based on routing information contained within
said quality measurement packets;

(5) configuring a route ordering schedule based on user

Apphcation View  Network View  Montorng

set levels of route characteristics; and
(6) scoring cach of said candidate routes based on route

statistics and said route ordering schedule, wherein a
scoring table 1s configured that includes a quality score
and one or more of packet loss, average delay, and
average jitter.
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Source https://www.silver-peak.com/resource-center/sd-wan-dynamic-path-control-demo
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U.S. Pat. No. 6,816,464 — Claim 1 f(i)

1. A method for assessing network routes for use in
establishing a communications link within a communica-
tions network, comprising the steps of:

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-
rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned
quality measurement packets can be used to determine
roule statistics;

(4) determining route statistics, wherein said route statis-
tics are based on routing information contained within
said quality measurement packets;

(5) configuring a route ordering schedule based on user
set levels of route characteristics; and

(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and
average jitter.

Often customers provision two or more WAN links from remote branch sites to increase network
and application availability and performance. To optimize utilization of the provisioned WAN
internet links, EdgeConnect monitors the performance of the links in real-time by continuously

measuring packet loss, jitter, latency, and mean opinion score (MOS)|EdgeConnect uses statistical
learning to dynamically determine the optimal link for breaking out traffic, thus maintaining peak

application performance. This optimizes internet break out traffic to deliver the highest SaaS and
cloud application performance (see Figure 1). Configuring these policies is fully automated within
the Silver Peak LUnit management interface and doesn't require any manual

configuration. Orchestrator also enables configuration of an automated policy for finding the best
path for that traffic over the SD-WAN fabric, across MPLS or another WAN service, in the rare case

that both underlying internet links are underperforming or unavailable (see Figure 2).

Unity EdgeConnect
at Branch

Data Center

— Scenario 1: EdgeConnect

uses statistical leaming to
select ISP 1 to forward traffic
to the SaaS application

Figure 1: To optimize utilization of the provisioned WAN internet links (ISP 1 and ISP 2),
EdgeConnect monitors the performance of the two links by continuously measuring the packet

loss, jitter, latency and mean opinion score (MOS) in real-time. Using statistical learning,

EdgeConnect dynamically select ISP 1 to send traffic to the SaaS application.

Unity EdgeConnect
at Branch

SaaS
app

Scenario 2: EdgeConnect picks Backhaul
connection 1o forward traffic 1o the SaaS
application since both ISP 1 and ISP 2
connections are unavailable

Figure 2: If both ISP 1 and ISP 2 connections become unavailable, EdgeConnect automatically
chooses the configured backup transport service that backhauls traffic through the data center.
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U.S. Pat. No. 6,816,464 — Claim 1 f(ii

1. A method for assessing network routes for use in
establishing a communications link within a communica-
tions network, comprising the steps of:

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-
rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned
quality measurement packets can be used to determine
roule statistics;

(4) determining route statistics, wherein said route statis-
tics are based on routing information contained within
said quality measurement packets;

(5) configuring a route ordering schedule based on user
set levels of route characteristics; and

(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and
average jitter.

Highest End-user Quality of Experience

Selecting the best path to direct packets eliminates any additional latency experienced by your
SaaS applications and laaS workloads. This delivers the highest quality of experience to users and
results in happy customers, prospects, and employees. In addition, intelligent internet breakout
can also be used to automatically address brownout or blackout conditions on any link. For
instance, if a branch is served by one MPLS connection and one internet connection, before
sending any packets over the internet connection, the EdgeConnect appliance confirms the
connection quality. If for some reason, the internet connection is experiencing loss, latency, jitter
or MOS greater than a pre-configured threshold, the EdgeConnect appliance will automatically
select the MPLS connection to send packets. This ensures that no matter what happens,
enterprise applications, whether hosted in the data center, hosted in laaS, UCaasS, or Saas, always
operate at peak performance. The new Silver Peak intelligent internet breakout feature
dramatically improves business productivity while enabling businesses to increase efficiency.

Source https://blog.silver-peak.com/modern-cloud-first-enterprises-require-intelligent-internet-

breakout

® Thresholds for Latency, Loss, or Jitter are checked once every second.

e Receiving 3 successive measurements in a row that exceed the

threshold puts the tunnel into a brownout situation and flows will
attempt to fail over to another tunnel within the next 100mS.

® Receiving 3 successive measurements in a row that drop below the
threshold will drop the tunnel out of brownout.

Source https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-
guide-9.0.x-2020-08-03.pdf Page 187 of 431
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U.S. Pat. No. 6,816,464 — Claim 1 f(iii)

1. A method for assessing network routes for use in
establishing a communications link within a communica-
tions network, comprising the steps of:

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-
rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned
quality measurement packets can be used to determine
roule statistics;

(4) determining route statistics, wherein said route statis-
tics are based on routing information contained within
said quality measurement packets;

(5) configuring a route ordering schedule based on user
set levels of route characteristics; and

(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a
scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and
average jitter.

Intelligent Internet Breakout

Often customers provision two or more WAN links from remote branch sites to increase network and
application availability and performance. These links are used for breaking out traffic locally at each branch.
Using the internet as an underlay transport is less expensive than private leased line connections such as
MPLS since it offers much higher bandwidth at a given price point. To optimize utilization of the provisioned
WAN internet links and to optimize Saa$S application performance, EdgeConnect monitors the performance
of all links by continuously measuring the packet loss, jitter, latency and mean opinion score (MOS) in
realtime. EdgeConnect uses statistical learning based on jitter, latency, loss and MOS on all provisioned
internet links to dynamically determine which link is performing the best before sending traffic. This
optimizes internet break out traffic to deliver the highest SaaS and cloud application performance (see
Figure 11). Configuring these policies is fully automated within Silver Peak Unity Orchestrator™ and doesn't
require any manual configuration. The Orchestrator also enables configuration of an automated policy for
finding the best path for that traffic over the SD-WAN fabric, across MPLS or another WAN service, in the
rare case that both underlying internet links are underperforming or are unavailable (see Figure 12).

Source https://www.silver-peak.com/resource-center/sd-wan-performance-matters-
solution-brief
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U.S. Pat. No. 6,816,464 — Claim 1 f(iv)

- - . . oumay alsowant to create a Route Policy entry when multiple tunnels exist to the remote peer, and you want the
1. A method for assessing network routes for use in 'C"O : (( ““(ULU:” T BRI et
« g e . . . siq s . appliance to gynamically select the best path based on one of these criteria
establishing a communications link within a communica-
tions network, comprising the steps of: .
0ad balancng

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a s lowest lo
terminating gateway associated with each of said plu-
rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of ® specified tunne
said candidate routes, wherein said quality measure-

® jowest latency
——

ment packets can be used to determine at least one route ™
quality metric; i) | o7 ® —
(3) receiving returned quality measurement packets for " Add Rl © verge O Reslce
each of said candidate routes, wherein said returned e cloe o
quality measurement packets can be used to determine :E:::- - e . ~ e -
route statistics; - e T S e -
(4) dClcrmining roule Sla[iSliCS, \NthCin Mld roule slalis- Access Lists 1020 Protocol Ip, Dest 1P/Subnet 10.10.11.56/32 | auto optimaed Jow-bss pass-through x
tics are based on routing information contained within T i SR - s )
said quality measurement packets; e
(5) configuring a route ordering schedule based on user oprotl
set levels of route characteristics; and i s
(6) scoring each of said candidate routes based on route gkt
statistics and said route ordering sChedule, WHETein @ Mok, mstuman® S A oo s o oS p, fO DML BNBBEE | 8N ETTE st
scoring table is configured that includes a quality score Silver Peak Unity Orchestrator Operator’s Guide
and one or more of packet loss, average delay, and A comprehensive dashboard (Figure 1) provides a complete Source https://www silver-

average ]' itter. peak.com/sites/default/files/u

at-a-glance view along with customizable widgets to monitor serdocs/orchestrator-user-

network attributes and applications in real time. IT defined guide-9.0.x-2020-08-03.pdf
widgets provide granular details on SD-WAN appliances, Page 117 & 206 of 431

including their location, active tunnels, logical topology,
appliance health heatmap, top talkers, alarms, mean opinion
score (MOS), applications and domains accessed, bandwidth

Source
consumed, flow count, latency, jitter, and packet loss https://www.arubanetworks.
(Figure 2). com/assets/so/SO_Simplify-

WAN-Operations.pdf
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U.S. Pat. No. 6,816,464 — Claim 1 f(v)

1. A method for assessing network routes for use in
establishing a communications link within a communica-
tions network, comprising the steps of:

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-
rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned
quality measurement packets can be used to determine
roule statistics;

(4) determining route statistics, wherein said route statis-
tics are based on routing information contained within
said quality measurement packets;

(5) configuring a route ordering schedule based on user
set levels of route characteristics; and

(6) scoring each of said candidate routes based on route

statistics and said route ordering schedule, wherein a

scoring table is configured that includes a quality score
and one or more of packet loss, average delay, and

application performance, EdgeConnect monitors the
performance of all links by continuously measuring the

packet loss, jitter, latency and mean opinion score (MQOS) in

realtime. EdgeConnect uses statistical learning based on jitter,

latency, loss and MOS on all provisioned internet links to

dynamically determine which link is performing the best

before sending traffic. This optimizes internet break out

Source https://www.silver-peak.com/resource-center/sd-wan-performance-matters-solution-brief
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U.S. Pat. No. 6,816,464 — Claim 1 f(vi)

application performance, EdgeConnect monitors the

1. A method for assessing network routes for use in
establishing a communications link within a communica-
tions network, comprising the steps of: packet loss, jitter, latency and mean opinion score (MQOS) in

(1) identifying a plurality of candidate routes that can be

used to establish said communication link, wherein a — . :
terminating gateway associated with each of said plu- latency, loss and MOS on all provisioned internet links to

rality of candidate routes is identified; dynamically determine which link is performing the best
(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route  Source https://www.silver-peak.com/resource-center/sd-wan-performance-matters-solution-brief

performance of all links by continuously measuring the

realtime. EdgeConnect uses statistical learning based on jitter,

before sending traffic. This optimizes internet break out

quality metric; The Latency Trends chart shows tunnel latency over
(3) receiving returned quality measurement packets for | ™etenc chartshowswhichtinels have the mast ransmission delay, generallyas a result of
each of said candidate routes, wherein said returned -
quality measurement packets can be used to determine | =« v v i - = Latency Trends
route statistics; unace _ v Tvms | v | e | 14 | 7 | Gustom | Range 06Mey-18 1708
(4) determining route statistics, wherein said route statis- —f— — = —F— || [(oemium] [ ] [toksak | [ owte
tics are based on routing information contained within | = -3 »
said quality measurement packets; S — I T .
(5) configuring a route ordering schedule based on user E T
set levels of route characteristics; and o E—
(6) scoring each of said candidate routes based on route _—
statistics and said route ordering schedule, wherein a ——n — - e
scoring table is configured that includes a quality score PPN oy o Sl 2ome
and one or more of packet loss, average delay, and g g g
average jittcr. I
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U.S. Pat. No. 6,816,464 — Claim 1 f(vii

1. A method for assessing network routes for use in
establishing a communications link within a communica-
tions network, comprising the steps of:

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-
rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned
quality measurement packets can be used to determine
route statistics;

(4) determining route statistics, wherein said route statis-
tics are based on routing information contained within
said quality measurement packets;

(5) configuring a route ordering schedule based on user
set levels of route characteristics; and

(6) scoring each of said candidate routes based on route
statistics and said route ordering schedule, wherein a

scoring table is configured that includes a quality score

and one or more of packet loss, average delay, and

average !'itlcr.

Source https:

application performance, EdgeConnect monitors the
performance of all links by continuously measuring the

packet loss, jitter, latency and mean opinion score (MQOS) in

realtime. EdgeConnect uses statistical learning based on jitter,

latency, loss and MOS on all provisioned internet links to

dynamically determine which link is performing the best

before sending traffic. This optimizes internet break out

Source https://www.silver-peak.com/resource-center/sd-wan-performance-matters-solution-brief
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U.S. Pat. No. 6,816,464 — Claim 1 f(viii)

1. A method for assessing network routes for use in
establishing a communications link within a communica-
tions network, comprising the steps of:

(1) identifying a plurality of candidate routes that can be
used to establish said communication link, wherein a
terminating gateway associated with each of said plu-
rality of candidate routes is identified;

(2) transmitting quality measurement packets for each of
said candidate routes, wherein said quality measure-
ment packets can be used to determine at least one route
quality metric;

(3) receiving returned quality measurement packets for
each of said candidate routes, wherein said returned
quality measurement packets can be used to determine
roule statistics;

(4) determining route statistics, wherein said route statis-
tics are based on routing information contained within
said quality measurement packets;

(5) configuring a route ordering schedule based on user
set levels of route characteristics; and

(6) scoring each of said candidate routes based on route

statistics and said route ordering schedule, wherein a

scoring table is configured that includes a quality score

application performance, EdgeConnect monitors the
performance of all links by continuously measuring the
packet loss, jitter, latency and mean opinion score (MQOS) in
realtime. EdgeConnect uses statistical learning based on jitter,
latency, loss and MOS on all provisioned internet links to
dynamically determine which link is performing the best
before sending traffic. This optimizes internet break out

Source https://www.silver-peak.com/resource-center/sd-wan-performance-matters-solution-brief

and one or more of packet loss, average delay, and

average jittcr.

Mean Opinion Score (MOS) - Summary

The Mean Opinion Score (MOS) is a commonly used measure for video, audio, and audiovisual quality evaluation,
Perceived quality is rated on a theoretical scale of 1 to 5; the higher the number, the better the quality.

Mean Opinion Score (MOS) Trends

The Mean Opinion Score (MOS) is a commonly used measure for video, audio, and audiovisual quality evaluation.

M5 % Perceived quality is rated on a theoretical scale of 1 to 5; the higher the number, the better the quality.
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The value can be affected by loss, latency, and jitter. In practice, a value of 4.4 is considered an excellent quality
target.
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U.S. Pat. No. 6,816,464 — Claim 2(i)

2. A method of claim 1, wherein said communications
network includes a packet-switched network.

Intelligent Internet Breakout

Often customers provision two or more WAN links from remote branch sites to increase network and
application availability and performance. These links are used for breaking out traffic locally at each branch.
Using the internet as an underlay transport is less expensive than private leased line connections such as
MPLS since it offers much higher bandwidth at a given price point. To optimize utilization of the provisioned
WAN internet links and to optimize Saa$S application performance, EdgeConnect monitors the performance
of all links by continuously measuring the packet loss, jitter, latency and mean opinion score (MOS) in
realtime. EdgeConnect uses statistical learning based on jitter, latency, loss and MOS on all provisioned
internet links to dynamically determine which link is performing the best before sending traffic. This
optimizes internet break out traffic to deliver the highest SaaS and cloud application performance (see
Figure 11). Configuring these policies is fully automated within Silver Peak Unity Orchestrator™ and doesn't
require any manual configuration. The Orchestrator also enables configuration of an automated policy for
finding the best path for that traffic over the SD-WAN fabric, across MPLS or another WAN service, in the
rare case that both underlying internet links are underperforming or are unavailable (see Figure 12).

Primary Links
g E E ISP 1
ooo A - eccccccccccccsccccccccee oo
Ofjo ISP 2
Unity EdgeConnect Scenario 1: EdgeConnect uses

at the branch Backhaul statistical learning to select ISP 1
to forward traffic to the SaaS

application.

Data Center

Figure 11: To optimize utilization of the provisioned WAN internet links (ISP 1 and ISP 2), EdgeConnect monitors the
performance of the two links by continuously measuring the packet loss, jitter, latency and mean opinion score
(MOS) in real-time. In this example, based on statistical learning, EdgeConnect dynamically selects ISP 1 to send
traffic to the SaaS application since it is performing better than the ISP 2 service.

Source: https://www.silver-peak.com/resource-center/sd-wan-performance-matters-solution-brief
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U.S. Pat. No. 6,816,464 — Claim 2(ii

2. A method of claim 1, wherein said communications
network includes a packet-switched network.

Primary Links
ooo ISP 1
ooo
228 [ A 4 5aas App
L 1 ISP 2
Un;tztic;ggrca%rl?‘ect ooo Scenario 2; EdgeConnect picks
Backhaul - l BR38 backhaul connection te forward
il traffic to the Saas application

since both ISP 1 and ISP 2
connactions are unavailable

Figure 12: If both ISP 1 and ISP 2 connections become unavailable, EdgeConnect automatically moves application
traffic to the transport service configured as a backup that backhauls traffic through the data center,

Source: https://www.silver-peak.com/resource-center/sd-wan-performance-matters-solution-brief
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U.S. Pat. No. 6,816,464 — Claim 4(i)

4. A method of claim 1, wherein said at least one quality

metric includes one or more of latency, time jitter, and lost
packet information.

Intelligent Internet Breakout

Often customers provision two or more WAN links from remote branch sites to increase network and
application availability and performance. These links are used for breaking out traffic locally at each branch.
Using the internet as an underlay transport is less expensive than private leased line connections such as
MPLS since it offers much higher bandwidth at a given price point. To optimize utilization of the provisioned
WAN internet links and to optimize SaaS application performance, EdgeConnect monitors the performance
of all links by continuously measuring the packet loss, jitter, latency and mean opinion score (MOS) in
realtime. EdgeConnect uses statistical learning based on jitter, latency, loss and MOS on all provisioned
internet links to dynamically determine which link is performing the best before sending traffic. This
optimizes internet break out traffic to deliver the highest SaaS and cloud application performance (see
Figure 11). Configuring these policies is fully automated within Silver Peak Unity Orchestrator™ and doesn't
require any manual configuration. The Orchestrator also enables configuration of an automated policy for
finding the best path for that traffic over the SD-WAN fabric, across MPLS or another WAN service, in the
rare case that both underlying internet links are underperforming or are unavailable (see Figure 12).

Source: https://www.silver-peak.com/resource-center/sd-wan-performance-matters-solution-brief

—————————— SaaS
T —— app
ooo =
oo .. Backhaul
Unity EdgeConnect ~~ﬁ BRBl 7 Scenario 1: EdgeConnect
at Branch N uses statistical learning to

select ISP 1 to forward traffic

Dat. t
ata Center to the Saa$S application

Figure 1: To optimize utilization of the provisioned WAN internet links (ISP 1 and ISP 2),

EdgeConnect monitors the performance of the two links by continuously measuring the packet

loss, jitter, latency and mean opinion score (MOS) in real-time. Using statistical learning,
EdgeConnect dynamically select ISP 1 to send traffic to the SaaS application.
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U.S. Pat. No. 6,816,464 — Claim 4(ii

4. A method of claim 1, wherein said at least one quality
metric includes one or more of latency, time jitter, and lost
packet information.

Jitter Summary

The Jitter chart shows which tunnels have the most Jitter. Jitter can be caused by congestion in the LAN, firewall
routers, bottleneck access links, load sharing, route flapping, routing table updates, and timing drifts.
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U.S. Pat. No. 6,816,464 — Claim 4(ii

4. A method of claim 1, wherein said at least one quality
metric includes one or more of latency, time jitter, and lost Latency
packet information.

)

The Latency chart shows which tunnels have the most transmission delay, generally as a result of congestion.
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Tunnel latency - measured in milliseconds, the maximum latency of a one-second sample within a 60-
second span
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U.S. Pat. No. 6,816,464 — Claim 4(iv)

4. A method of claim 1, wherein said at least one quality
metric includes one or more of latency, time jitter, and lost LOSS
packet information.

The Loss chart shows which tunnels have the most dropped packets.
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U.S. Pat. No. 6,816,464 — Claim 4(v)

4. A method of claim 1, wherein said at least one quality . First PacketiQ™
metric includes one or more of latency, time jitter, and lost @ Identify, Classify and Steer Traffic
packet information.

Source
3rd Party Apps Office 365 User-Defined Apps https://www silver-
(Salesforce, Workday, (Cloud API Integration) (Homegrown Apps) peak.com/sites/default/ﬁ
Box...) les/infoctr/silver-peak-
datasheet-
(V) Continuous Data Validation unity edgeconnect-sd-
wan-solution-service-
- . i .
@ 2. Best Internet Link provider.pdf
Based on Packet Loss, Jitter, Latency
< >
All continuously in real-time
Latency The amount of latency measure in MS.
Loss The amount of data lost measured in percent.
Jitter The amount of jitter measured in MS.
Requirements for Supporting Voice networks can range from 5 to 40

VolP is a real-time application, based on IEEE Sioa MW peovey ronecse

UDP, that is highly sensitive to WAN traffic COMmyNaaN v JIOac L o 108 e
quality —jitter, latency, and packet loss. Sysamic Iy g \an Rarucric o
As a result, companies considering VoIP exceeds these buffer tolerances, packets

and consolidation projects will require an e Typlcaly deoppad, ARG poor
acceleration platform that is specifically voice quality for end users. As a general rule
structured to support UDP, including of thumb, jitter should remain below 200

advanced QoS capabilities to minimize rnsec 2 avo.id no-ticeable degradat.i.on
jitter, latency, and packet loss. in VoIP quality. Silver Peak makes jitter a

non-issue in enterprise VolP scenarios.
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U.S. Pat. No. 6,816,464 — Claim 4(vi)

4. Amethod of claim 1, wherein said at least one quality

You may also want to create a Route Policy entry when multiple tunnels exist to the remote peer, and you want the
appliance to dynamically select the best path based on one of these criteria:

metric includes one or more of latency, time jitter, and lost
packet information. ® load balancing

m |owest loss

= |owest Iatencx

= specified tunnel

Templates x
Template Group @ Route Policies §
Default Template Group ¥ map1 Y| @ Acive Map Add Map Rename Map
New Groug
o Add Rule ® Merge Replace
Templates 4Rows
System
Tunnels
Prioriy Match Crteria Destination
Shaper
1000 tto optimized
User Defined Apps Protocol ip, DSCP ef auto optimize
Application Groups 1010 Protocol ip, Application datadomain auto optimized
Access Lists 1020 Protocol ip, Dest IP/Subnet 10.10.11.56/32 | auto optimized
Route Policies 1030 | Protocol ip auto optimized

Qs Policies
Optimization Policies
NAT Policies

S5L Certificates

SSLCA Centificates

SSL for Saas

Threshold Crossing Alerts
Auth/Radius/TACACS+
SNMP

Search

Set Actions

Path Falback Comment

low-latency pass-through

load balance pass-through

low-loss pass-through

X X X X

load balance pass-through

VN VP
\A»AQ,F.,%‘M\A#,AA\’A,_‘\‘““/A \'M/x/\/-««/““\\/m/i,»«..f /»«A/‘ o At

Source: https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-guide-9.0.x-

2020-08-03.pdf Page 117 & 206 of 431

A comprehensive dashboard (Figure 1) provides a complete
at-a-glance view along with customizable widgets to monitor
network attributes and applications in real time. IT defined
widgets provide granular details on SD-WAN appliances,
including their location, active tunnels, logical topology,
appliance health heatmap, top talkers, alarms, mean opinion
score (MOS), applications and domains accessed, bandwidth
consumed, flow count, latency, jitter, and packet loss

(Figure 2).

Source: https://www.arubanetworks.com/assets/so/SO_Simplify-WAN-Operations.pdf
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U.S. Pat. No. 6,816,464 — Claim 5(i)

5. A method of claim 1, further comprising the steps of:
(7) prioritizing each of said candidate routes among other
tested routes based on a score obtained in said step of
scoring; and Route Policies 2
(8) storing said score related to each of said candidate = resewes: s voxenes s cen e vep: e

Name  BR-¥YX1000

A\ siverpeak” s 2hsom s

Time 2015/03/12 17:12:51 UTC

Application View | Network View | Monitoring Configuration Administration v | Maintenance v Alarms Critical ) Majo

dlicies | Optimization Policies | Access Lists

. . mapl v| & Active Map Add Map Rename Map
routes for use in route selection. ——
Search
Match Criteria Set Actions
Priority »  ACL | Protocol Source IP{Subnet Dest IP/Subnet Application  Source:D. DSCP VLAN Destination Path Falback
10 ip 0.0,0.0/0 0.0.0.0/0 ssh 0:0 any any [auto optimized] low-latency pass-through
30 ip 0.0.0.0/0 0.0.0.0/0 cifs_smb 0:0 any any [auto optimized] lan0 preferred pass-through
40 ip 0.0,0.0/0 0.0.0.0/0 ftp 0:0 any any [auto optimized] load B¥lance pass-through
65535 ip any an any 0:0 any an [auto optimized] load balance pass-through

Name  BR-¥X1000

j_\SHVBr peak o e UpTime 5h29m 4s

| Tme  2015/03/1219:49:53UTC  User admin [log out]

Application View | Network View | Monitoring v | Configuration v | Administration v | Maintenance v Alarms 0 Critical Major 0 Minor Warning

Current Flows

Fiter

Flow Categories Bytes Transferred Flow Started 1 Port1 2 Port2 S
Al 8 | Optimized 8 | Opt* 0 | Pass-Through 0 | Alert 0 Total | LastSm Anytime | Last Sm 0.0.0.0 0 0.0.0.0 0 More v Aow

Reset Flows ~ | | Reclassify Flows ~ Customize || Export B ma

Show|100 ¥ |entries

Inbound Outbound U O
St | Mplaton ¢ PLO PORILG P2 G PORIZO Sahs O peduton o e ® o o Redion o e O Pl o O 0 D

ftp 104,16 54628 10026 49411  OPTIMIZED 99,6 sam| 22m |2 %5 165 tep Internet
cifs_smb. 10.1.1.6 54603  10.1.2.6 445  OPTIMIZED 97.7 2mM S.5M " 20M 89.1  2m22s tep MPLS
Tt TO.0.06 5962 10126 49412  OPTIMIZED 95 T M7k %0 115 ) Tnternet

ssh 0016 5463 10024 2 OPTIMIZED 166 1 || s 00 8mdds o MRLS i)
ftp 10016 5454 10126 21 OPTIMIZED 28 *||ors 00 6mSSs b MPLS ic]
fip 0016 54547 10126 21 OPTIMIZED 27 [ 00 7m tep MPLS ]
fip 10116 54560 10.1.26 21 OPTIMIZED 319 [ 00 SmSés b MRLS i)
fip 0116 S4862 10126 21 OPTIMIZED %8 «ffrs 00 SmSts  to MRLS i

Showing 1 to & of & entries

Source: https://www.silver-peak.com/resource-center/sd-wan-dynamic-path-control-demo
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U.S. Pat. No. 6,816,464 — Claim 5(ii

5. A method of claim 1, further comprising the steps of:

(7) prioritizing each of said candidate routes among other
tested routes based on a score obtained in said step of
scoring; and

(8) storing said score related to each of said candidate
routes for use in route selection.

Often customers provision two or more WAN links from remote branch sites to increase network
and application availability and performance. To optimize utilization of the provisioned WAN
internet links, EdgeConnect monitors the performance of the links in real-time by continuously
measuring packet loss, jitter, latency, and mean opinion score (MOS). EdgeConnect uses statistical

learning to dynamically determine the optimal link for breaking out traffic, thus maintaining peak

application performance. This optimizes internet break out traffic to deliver the highest SaaS and
cloud application performance (see Figure 1). Configuring these policies is fully automated within
the Silver Peak Unity Orchestrator™ management interface and doesn't require any manual

configuration. Orchestrator also enables configuration of an automated policy for finding the best

path for that traffic over the SD-WAN fabric, across MPLS or another WAN service, in the rare case

that both underlying internet links are underperforming or unavailable (see Figure 2).

IsAt - - - = Primag= == SRS
288 [A — SR
oo Backhaul 1SFe
Unity EdgeConnect H 888 » g Scenario 1: EdgeConnect
at Branch A uses statistical learning to

select ISP 1 to forward traffic

Dat t
ata Center to the SaaS application

Figure 1: To optimize utilization of the provisioned WAN internet links (ISP 1 and ISP 2),
EdgeConnect monitors the performance of the two links by continuously measuring the packet

loss, jitter, latency and mean opinion score (MOS) in real-time. Using statistical learning,
EdgeConnect dynamically select ISP 1 to send traffic to the SaaS application.

Source: https://blog.silver-peak.com/modern-cloud-first-enterprises-require-intelligent-internet-

breakout
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U.S. Pat. No. 6,816,464 — Claim 5(iii)

5. A method of claim 1, further comprising the steps of:

(7) prioritizing each of said candidate routes among other . SaaS

tested routes based on a score obtained 1n said step of (553 i Plrr11k5 app

T [sfu]n]
scoring; and 0og l S IL‘ ISP 2 B :
. . . . O Backhaul

(8) storing said score related to each of said candidate ~ 7 -

routes for use in route selection. Unity EdgeConnect 38 Scenario 2: EdgeConnect picks Backhaul

at Branch - connection to forward traffic to the SaaS
Data Center application since both ISP 1 and ISP 2
connections are unavailable

m Thresholds for Latency, Loss, or Jitter are checked once every second.
= Receiving 3 successive measurements in a row that exceed the Figure 2: If both ISP 1 and ISP 2 connections become unavailable, EdgeConnect automatically

threshold puts the tunnel into a brownout situation and flows will chooses the configured backup transport service that backhauls traffic through the data center.
attempt to fail over to another tunnel within the next 100ms.

Source: https://blog.silver-peak.com/modern-cloud-first-enterprises-require-intelligent-internet-
* Receiving 3 successive measurements in a row that drop below the breakout

threshold will drop the tunnel out of brownout. Highest End-user Quality of Experience

Source: https://www.silver-
peak.com/sites/default/files/userdocs/orchestrator-user-guide-
9.0.x-2020-08-03.pdf Page 187 of 431

Selecting the best path to direct packets eliminates any additional latency experienced by your

SaaS applications and laaS workloads. This delivers the highest quality of experience to users and

results in happy customers, prospects, and employees. In addition, intelligent internet breakout

can also be used to automatically address brownout or blackout conditions on any link. For

instance, if a branch is served by one MPLS connection and one internet connection, before

sending any packets over the internet connection, the EdgeConnect appliance confirms the

connection quality. If for some reason, the internet connection is experiencing loss, latency, jitter

or MOS greater than a pre-configured threshold, the EdgeConnect appliance will automatically

select the MPLS connection to send packets. This ensures that no matter what happens,

enterprise applications, whether hosted in the data center, hosted in laaS, UCaas, or Saas, always
operate at peak performance. The new Silver Peak intelligent internet breakout feature
dramatically improves business productivity while enabling businesses to increase efficiency.

Source: https://blog.silver-peak.com/modern-cloud-first-enterprises-require-intelligent-internet-
breakout
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U.S. Pat. No. 6,816,464 — Claim 5(iv)

5. A method of claim 1, further comprising the steps of:

(7) prioritizing each of said candidate routes among other
tested routes based on a score obtained 1n said step of
scoring; and

(8) storing said score related to each of said candidate
routes for use in route selection.

Tunnel Bonding: Configured from two or more physical WAN transport services, bonded tunnels form a
single logical overlay connection, aggregating the performance of all underlying links. Real-time traffic
steering is applied over any broadband or MPLS link, or any combination of links based on company-
defined policies based upon business intent. In the event of an outage or brownout, Aruba EdgeConnect
automatically continues to carry traffic on the remaining links or switches over to a secondary
connection. Network traffic traversing an Aruba EdgeConnect SD-WAN can be tuned for availability,
quality, throughput and efficiency. This is accomplished on a per-application basis through the use of
Business Intent Overlays. Multiple business intent policies can be created, each with its own specific
bonding policy. As part of this policy definition, the customers have the ability to customize the link
prioritization and traffic steering policies based on multiple criteria, including physical performance
characteristics, link economics, link resiliency characteristics and customer-definable attributes.

Source: https://www.silver-peak.com/resource-center/unity-edge-connect-data-sheet-solution
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U.S. Pat. No. 6,816,464 — Claim 5(v)

5. A method of claim 1, further comprising the steps of:

(7) prioritizing each of said candidate routes among other
tested routes based on a score obtained in said step of
scoring; and

(8) storing said score related to each of said candidate
routes for use in route selection.

A comprehensive dashboard (Figure 1) provides a complete

at-a-glance view along with customizable widgets to monitor

network attributes and applications in real time. IT defined

widgets provide granular details on SD-WAN appliances,
including their location, active tunnels, logical topology,
appliance health heatmap, top talkers, alarms, mean opinion
score (MQOS), applications and domains accessed, bandwidth
consumed, flow count, latency, jitter, and packet loss

(Figure 2).

Source: https://www.arubanetworks.com/assets/so/SO_Simplify-WAN-Operations.pdf

application performance, EdgeConnect monitors the
performance of all links by continuously measuring the
packet loss, jitter, latency and mean opinion score (MOS) in
realtime. EdgeConnect uses statistical learning based on jitter,

latency, loss and MOS on all provisioned internet links to

dynamically determine which link is performing the best

before sending traffic. This optimizes internet break out

Source: https://www.silver-peak.com/resource-center/sd-wan-performance-matters-solution-brief
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U.S. Pat. No. 6,816,464 — Claim 5(vi)

5. A method of claim 1, further comprising the steps of:

(7) prioritizing each of said candidate routes among other
tested routes based on a score obtained in said step of
scoring; and

(8) storing said score related to each of said candidate
routes for use in route selection.

Figure 1: The Aruba Orchestrator dashboard provides complete observability of network health and application performance

Source: https://www.arubanetworks.com/assets/so/SO_Simplify-WAN-Operations.pdf Page 3 of 9
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U.S. Pat. No. 6,816,464 — Claim 5(vii

5. A method of claim 1, further comprising the steps of:

(7) prioritizing each of said candidate routes among other
tested routes based on a score obtained in said step of
scoring; and

(8)_storing_said score related to each of said candidate
routes for use in route selection.

Mean Opinion Score (MOS) - Summary

The Mean Opinion Score (MOS) is a commonly used measure for video, audio, and audiovisual quality evaluation|
Perceived quality is rated on a theoretical scale of 1 to 5; the higher the number, the better the quality.

Mo MOS frverage MO% M 105

2. Sesel_fea Time Virte

The value can be affected by loss, latency, and jitter. In practice, a value of 4.4 is considered an excellent quality
target.

Source: https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-guide-9.0.x-

2020-08-03.pdf Page 305 & 306 of 431
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U.S. Pat. No. 6,816,464 — Claim 19(i)

You may also want to create a Route Policy entry when multiple tunnels exist to the remote peer, and you want the

_19‘ A methoc-l of Clalm.l’ wherein SleP (5) further Com=  appliance to dynamically select the best path based on one of these criteria:
prises configuring a scoring table that includes a quality

score, packet loss, average delay, and average jitier.

® |oad balancing
® |owestloss
m |owest latency

m specified tunnel

Templates x

Template Group @ Route Policies @
Default Template Group ¥ map1 Y| @ Activemap | AddMap Rename Map
New Grouy
B Add Rule ® Merge Replace
Templates 4 Rows Search
Sy Set Actions
Tunnels
Priorty Match Grteria Destination Path Fallback Comment
Shaper
1000 to optimized Toveat ~through x
Ao Protocol ip, DSCP ef auto optimize lovr-latency pass-throug
Bostication Grougs 1010 | Protocol ip, Appication datadomain auto optimized load balance pass-through X
Access Lists 1020 | Protocol ip, Dest IP/Subnet 10.10.11.56/32 | auto optimized lowloss pass-through x
Route Policies 1030  Protocol ip auto optimized load balance pass-through X

Qos Policies
Optimization Policies
NAT Policies

SSL Certificates

SSL CA Certificates

SSL for Saas

Threshold Crossing Alerts
Auth/Radius/ TACACS+
SNMP

A s A
*““»‘”))‘.M \»,},AA\«"&,A\‘MM \‘\A/A/«r«/“kwfu\/A/M /» g Pt

Source: https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-guide-9.0.x-
2020-08-03.pdf Page 117 & 206 of 431

A comprehensive dashboard (Figure 1) provides a complete

at-a-glance view along with customizable widgets to monitor

network attributes and applications in real time. IT defined

widgets provide granular details on SD-WAN appliances,

including their location, active tunnels, logical topology,

appliance health heatmap, top talkers, alarms, mean opinion  ggyrce:

score (MOS), applications and domains accessed, bandwidth  wttps://www.arubanetworks.com/assets/s
consumed, flow count, latency, jitter, and packet loss 0/SO_Simplify-WAN-Operations.pdf Page 2
(Figure 2). of9

Intellectual Ventures | LLC v. Hewlett Packard Enterprise Co., No. 6:21-cv-00226

Hewlett Packard Enterprise Co. Ex. 1020, Page 50 of 56
Hewlett Packard Enterprise Co. v. Intellectual Ventures II LLC
IPR2021-01378



https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-guide-9.0.x-2020-08-03.pdf
https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-guide-9.0.x-2020-08-03.pdf
https://www.arubanetworks.com/assets/so/SO_Simplify-WAN-Operations.pdf
https://www.arubanetworks.com/assets/so/SO_Simplify-WAN-Operations.pdf

U.S. Pat. No. 6,816,464 — Claim 19(ii

19. A method of claim 1, wherein step (5) further com- SelAsions Fields

prises configuring a scoring table that includes a quality
score, packet loss, average delay, and average jitier.

The Route Policy template’s SET actions determines where to direct traffic and what the fallback is
when a tunnel is down.

Where the appliance directs traffic

= Inthe Destination field, you specify how to characterize the flow. The options are a specific
overlay, auto-optimized, pass-through [shaped], pass-through-unshaped, or dropped.

= When auto-optimized, a flow is directed to the appropriate tunnel. If you choose, you can
specify that the appliance use metrics to dynamically select the best path based on one of
these criteria:

« load balancing

fiew Monitoring Configuration Administration Mair ° 'OWLNOSS

« lowestlatency

SYSTEM & NETWORKING POLICIES

| = When configuring the Route Policy for an individual appliance when multiple tunnels exist to
System [ Route Policies | the remote peer, you can also select the path based on a preferred interface or a specific
Deployment QoS Policies tunnel. For further information, see the Appliance Manager Operator’s Guide.
Interfaces Optimization Policies Source: https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-
Routes Access Lists guide-9.0.x-2020-08-03.pdf Page 208 of 431
Tunnels Applications, Built-In
Shaper Applications, User-Defined How to configure DPC in the Route Policy
Subnets Application Groups The examples below show how to configure the three available types of dynamic path control: load
SSL Certificates Flow Redirection balancing, low-loss, and low-latency.
SSL CA Certificates SaaS Optimization Although we’ve used CIFs, SSH, and FTP traffic to illustrate, the steps work with any application. Note
VRRP NAT Policies | that these examples are not intended to be recommendations about how to handle that specific traffic in
WCCP Threshold Crossing Alerts your network.
System Limits For all DPC configuration, go to Configuration > Route Policies.
Initial Config Wizard . . .

Source: https://www.silver-peak.com/sites/default/files/userdocs/network deployments r7-

3 revm _november2015.pdf Page 17 of 270
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U.S. Pat. No. 6,816,464 — Claim 19(iii)

19. A method of claim 1, wherein step (5) further com-
prises configuring a scoring table that includes a quality
score, packet loss, average delay, and average jitier.

application performance, EdgeConnect monitors the

performance of all links by continuously measuring the
packet loss, jitter, latency and mean opinion score (MOS) in

realtime. EdgeConnect uses statistical learning based on jitter,

latency, loss and MOS on all provisioned internet links to

dynamically determine which link is performing the best

before sending traffic. This optimizes internet break out

Source: https://www.silver-peak.com/resource-center/sd-wan-performance-matters-solution-brief

The Jitter chart shows which tunnels h

routers, bottieneck access links

ve the most Jitter

routn

ng, route flapping

g tabDie updates, a

Jitter can be caused by congestioninthe LAN, firewa

nd timing drifts

Jtter Trends x

Rasl Time | 1

Show s UTC

Jitter Trends @

Source: https://www.silver-

peak.com/sites/default/files/userdocs/orchestrator

-user-guide-9.0.x-2020-08-03.pdf
of 431

Page 299 & 300

tab shows tunnel jitter time
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U.S. Pat. No. 6,816,464 — Claim 19(iv)

19. A method of claim 1, wherein step (5) further com-
prises configuring a scoring table that includes a quality
score, packet loss, average delay, and average jitier.

application performance, EdgeConnect monitors the

performance of all links by continuously measuring the

packet loss, jitter, latency and mean opinion score (MOS) in

realtime. EdgeConnect uses statistical learning based on jitter,

latency, loss and MOS on all provisioned internet links to

dynamically determine which link is performing the best
before sending traffic. This optimizes internet break out

Source: https://www.silver-

peak.com/sites/default/files/userdocs/orchestrator-

user-guide-9.0.x-2020-08-03.pdf Page 301 & 302 of
431

The Latency Trends chart shows tunnel latency over

Latency Trends x

Real Tema i @ ir > Custom Range 06-May-18 17:00

Show i UTC - Lock Scale Sesks

Latency Trends © @ [ Peak

Portland_Interactive
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U.S. Pat. No. 6,816,464 — Claim 19(v)

19. A method of claim 1, wherein step (5) further com- application performance, EdgeConnect monitors the

prises configuring a scoring table that includes a quality
score, packet loss, average delay, and average jitier.

performance of all links by continuously measuring the
packet loss, jitter, latency and mean opinion score (MOS) in

realtime. EdgeConnect uses statistical learning based on jitter,

latency, loss and MOS on all provisioned internet links to

dynamically determine which link is performing the best
before sending traffic. This optimizes internet break out

Lt droppedpacket

Source: https://www.silver-
peak.com/sites/default/files/userdocs/orchestrator-

user-guide-9.0.x-2020-08-03.pdf Page 297 & 298 of
431

The Loss Trends chart shows tunnel packet loss over {
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U.S. Pat. No. 6,816,464 — Claim 19(vi)

19. A method of claim 1, wherein step (5) further com-
prises configuring a scoring table that includes a quality
score, packet loss, average delay, and average jitier.

application performance, EdgeConnect monitors the

performance of all links by continuously measuring the
packet loss, jitter, latency and mean opinion score (MOS) in

realtime. EdgeConnect uses statistical learning based on jitter,

latency, loss and MOS on all provisioned internet links to
dynamically determine which link is performing the best
before sending traffic. This optimizes internet break out

Source https:

www.silver-peak.com/resource-center/sd-wan-performance-matters-solution-brief
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Mean Opinion Score (MOS) - Summary

The Mean Opinion Score (MOS) is a commonly used measure for video, audio, and audiovisual quality evaluation|
Perceived quality is rated on a theoretical scale of 1 to 5; the higher the number, the better the quality.

Mean Opinion Score (

The Mean Opinion Score (MOS) s a ¢

Perceived qualiy s rated ona

n

ly used m T
scale of 1to'5; the higher the

MOS) Trends

ed measure for video, audio, and audiovisual quality evaluation.
umber, the better the quality.
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Virta

target.

The value can be affected by loss, latency, and jitter. In practice, a value of 4.4 is considered an excellent quality

Source: https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-guide-9.0.x-

2020-08-03.pdf Page 305 & 306 of 431
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U.S. Pat. No. 6,816,464 — Claim 20

20. A method of claim 1, wherein said communications Qyverview of SD-WAN Pre requisites

link establishes a VOIP connection.

With Orchestrator, you create virtual network overlays to apply business intent to network segments. Provisioning a
device is managed by applying profiles.

= Interface Labels associate each interface with a use.
= LAN labels refer to traffic type, such as VolP, data, or replication.
= WAN labels refer to the service or connection type, such as MPLS, internet, or Verizon.
® Deployment Profiles configure the interfaces and map the labels to them, to characterize the appliance.

= Business Intent Overlays use the Labels specified in Deployment Profiles to define how traffic is routed and
optimized between sites. These overlays can specify preferred paths and can link bonding policies based on
application, VLAN, or subnet, independent of the brand and physical routing attributes of the underlay.

This diagram shows the basic architecture and capabilities of Overlays.

Source: https://www.silver-peak.com/sites/default/files/userdocs/orchestrator-user-guide-
9.0.x-2020-08-03.pdf Page 14 & 93 of 431

networks can range from 5 to 40

msec. Most VolP gateway products can
compensate for jitter up to 160 msec with
dynamic buffering. When network jitter
exceeds these buffer tolerances, packets
are typically dropped, resulting in poor

voice quality for end users. As a general rule

acceleration platform that is specifically of thumb, jitter should remain below 200
structured to support UDP, including

Requirements for Supporting Voice

VolP is a real-time application, based on
UDP, that is highly sensitive to WAN traffic
quality —jitter, latency, and packet loss.

As a result, companies considering VolP
and consolidation projects will require an

msec to avoid noticeable degradation
3dvanced QoS capabilities to minimize in VoIP quality. Silver Peak makes jitter a
jieoer; Batancy; and packet loss. non-issue in enterprise VolP scenarios.

Source: https://www.silver-peak.com/sites/default/files/infoctr/silver-peak ss voip.pdf Page 1 &
30f3
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