US 20040153649A1

a2 Patent Application Publication (o) Pub. No.: US 2004/0153649 A1l

a9 United States

Rhoads et al.

43) Pub. Date: Aug. 5, 2004

(54) DIGITAL AUTHENTICATION WITH

DIGITAL AND ANALOG DOCUMENTS
(76) Inventors: Geoffrey B. Rhoads, West Linn, OR
(US); J. Scott Carr, Tualatin, OR (US);
Burt W. Perry, Lake Oswego, OR
(US)

Correspondence Address:
DIGIMARC CORPORATION
19801 SW 72ND AVENUE
SUITE 250

TUALATIN, OR 97062 (US)

@D
(22

Appl. No.: 10/656,930

Filed: Sep. 4, 2003

Related U.S. Application Data
(63) Continuation-in-part of application No. 10/164,899,
filed on Jun. 4, 2002, which is a continuation of
application No. 09/198,022, filed on Nov. 23, 1998,
now Pat. No. 6,546,112, which is a continuation of
application No. 08/763,847, filed on Dec. 4, 1996,
now Pat. No. 5,841,886, which is a continuation of
application No. 08/512,993, filed on Aug. 9, 1995,
now abandoned.
Continuation-in-part of application No. 09/775,934,
filed on Feb. 2, 2001, which is a continuation-in-part
of application No. 09/625,577, filed on Jul. 25, 2000.

970
\‘

ORIGINAL DIGITAL IMAGE
WITH BARCODE AND
FIDUCIALS ADDED

Continuation-in-part of application No. 09/837,564,
filed on Apr. 17, 2001, and which is a continuation-
in-part of application No. 09/503,881, filed on Feb.
14, 2000, now Pat. No. 6,614,914, which is a con-
tinuation-in-part of application No. 09/186,962, filed
on Nov. 5, 1998, which is a continuation of applica-
tion No. 08/649,419, filed on May 16, 1996, now Pat.
No. 5,862,260, which is a continuation-in-part of
application No. 08/637,531, filed on Apr. 25, 1996,
now Pat. No. 5,822,436, which is a continuation-in-
part of application No. 08/512,993, filed on Aug. 9,
1995, now abandoned.

(List continued on next page.)

(30) Foreign Application Priority Data

May 7, 1996 (WO) ..ccevvvereerecrerne PCT/US96/06618

Publication Classification

(51) Int.Cl7 HO4L 9/00
(52) US.ClL oo 713/176

(7) ABSTRACT

The disclosure describes systems for creating and authenti-
cating printed objects using authentication information.
Techniques for incorporating authentication information
into digital representations of objects and using the authen-
tication information to authenticate the objects are also
provided.

COMPUTER GENERATES
MASTER SNOWY IMAGE
WHICH IS GENERALLY
ORTHOGONAL TO
ORIGINAL IMAGE AT LEFT

e T IR IO

)

)

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

US 2004/0153649 A1
Page 2

Related U.S. Application Data

Continuation-in-part of application No. 09/571,422,
filed on May 15, 2000, which is a continuation-in-part
of application No. 09/343,104, filed on Jun. 29, 1999,
now abandoned, and which is a continuation-in-part
of application No. 09/342,688, filed on Jun. 29, 1999,
now Pat. No. 6,650,761, and which is a continuation-
in-part of application No. 09/343,101, filed on Jun.
29, 1999, and which is a continuation-in-part of
application No. 09/314,648, filed on May 19, 1999,
now Pat. No. 6,681,028.

Continuation-in-part of application No. 10/011,129,
filed on Nov. 9, 2001, which is a continuation of
application No. 09/442,780, filed on Nov. 18, 1999,
now Pat. No. 6,389,151, and which is a continuation-
in-part of application No. 09/074,034, filed on May 6,
1998, now Pat. No. 6,449,377.

Said application No. 10/011,129 is a continuation-in-
part of application No. 09/763,847, filed on Feb. 27,
2001, now abandoned, which is a continuation of
application No. 08/512,993, filed on Aug. 9, 1995,
now abandoned.

Continuation-in-part of application No. 09/465,418,

DOC KET

_ ARM

(60)

filed on Dec. 16, 1999.

Continuation-in-part of application No. 10/147,228,
filed on May 15, 2002, which is a continuation-in-part
of application No. 09/670,115, filed on Sep. 26, 2000,
now abandoned, and which is a continuation-in-part
of application No. 09/563,664, filed on May 2, 2000,
now Pat. No. 6,505,160, and which is a continuation-
in-part of application No. 09/476,686, filed on Dec.
30, 1999, and which is a continuation-in-part of
application No. 08/746,613, filed on Nov. 12, 1996,
now Pat. No. 6,122,403, which is a continuation-in-
part of application No. 08/649,419, filed on May 16,
1996, now Pat. No. 5,862,260, and which is a con-
tinuation-in-part of application No. 08/508,083, filed
on Jul. 27, 1995, now Pat. No. 5,841,978.

Provisional application No. 60/198,138, filed on Apr.
17, 2000. Provisional application No. 60/198,849,
filed on Apr. 21, 2000. Provisional application No.
60/109,259, filed on Nov. 19, 1998. Provisional appli-
cation No. 60/112,955, filed on Dec. 18, 1998. Pro-
visional application No. 60/178,028, filed on Jan. 26,
2000. Provisional application No. 60/134,782, filed
on May 19, 1999.

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Patent Application Publication Aug. 5,2004 Sheet 1 of 15

FIG. 1

. 20
Identifier
22
Hash "
4
Embed Hash +— 2

DOCKET

FIG. 2

Prompt Userfor | -

Product Identifier

Prompt User to
Present Product
for Scan

US 2004/0153649 A1

30

32

l

Decode
Embedded Data

34

l

Validate
Embedded Data
Against Product

Identifier

36

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Patent Application Publication Aug. 5,2004 Sheet 2 of 15

FIG. 3

72

Communication
i 40
Application

A

Embedder 42
Application

Printer 44

Printed Object

Image Capture
(Digital Camera,
Scanner, etc.)

Machine Reader
(Bar code, mag.
stripe, RF, etc.

52

Watermark
Decoder App.

User Input/
Output

DOC KET

_ ARM

Communication 60
Application

US 2004/0153649 A1

.o’
()]

62 iD
Database
Database <>
Management
System ID-Object

Association
Database

68
Customer

Database

70

Communication
Application 54

Find aut i
henticated court documents without watermarks at docketalarm.com



https://www.docketalarm.com/

Patent Application Publication Aug. 5,2004 Sheet 3 of 15 US 2004/0153649 A1

940

C

/

DIGITAL IMAGE TAKEN
OF CUSTOMER '/942

COMPUTER PROCESSESS mm““““““

NEW ENCODED IMAGE ==
Barcode ID and/ PRINTS

or text 952 / PROCESSED

IMAGE ONTO

+ I |||nf||| |||| I _‘J PLASTIC CARD

\ 954

950

DOC KET

_ A RM = i
ind authenticated court documents without watermarks at docketalarm.com



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




