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U.S. Patent Number 8,352,730 – Preliminary Infringement Contentions1 
 
 

Assignee: Proxense, LLC 

Title: Biometric personal data key (PDK) authentication 

Filing Date: 2005-12-20 

Publication Date: 2013-01-08 

Inventor: Giobbi, John J. 
 
‘730 Patent Claim2 Accused Instrumentality And Where Each Claim Element Is Found3 

1  A method for verifying a user during authentication of an 
integrated device, comprising the steps of4: 

Samsung Pay preloaded5 smartphones carry out the claimed method, literally or by 
the doctrine of equivalents, for at least the reasons set forth below: 

 persistently storing biometric data of the user and a 
plurality of codes and other data values comprising a 
device ID code uniquely identifying the integrated device 
and a secret decryption value in a tamper proof format 
written to a storage element on the integrated device that 
is unable to be subsequently altered; 

persistently storing biometric data of the user … in a tamper proof format written 
to a storage element on the integrated device that is unable to be subsequently 
altered 
 

Utilizing the Android operating system, Samsung Pay preload smartphones 
persistently store biometric data of the user in a tamper proof format written 

 
1 The Preliminary Infringement Contentions (PICS) provided herein are based on information obtained to date and may not be exhaustive. Plaintiff’s investigation of Defendants’ 
infringement is ongoing. Plaintiff reserves the right to supplement and/or amend these PICS to identify additional instrumentalities and to further identify where each element of 
each claim is found in each accused instrumentality, including on the basis of discovery obtained from Defendants, and from third-parties during the course of this litigation, 
pursuant to ¶2 of the Order Governing Proceedings – Patent Cases under Hon. Alan D. Albright. 
 
2 All PICS set forth herein for any independent patent claims are hereby incorporated by reference into the PICS alleged for any dependent patent claims that depend on such 
independent claims, as if fully set forth therein. 
 
3 The Accused Instrumentalities and associated exhibits discussed and/or cited for any claim herein are representative in all material respects of all other accused instrumentalities 
identified for that claim (e.g., a specified Samsung Galaxy phone may be used as a representative example in these charts since the other accused instrumentalities have immaterial 
differences in their hardware and/or software configuration, the cited references are believed to be illustrative of all such accused devices). 
 
4 Plaintiff’s inclusion of any claim preamble in this claim chart should not be interpreted as an admission that the preamble is limiting. Plaintiff reserves the right to take the 
position that the claim preambles are limiting or not limiting on a claim-by-claim basis. 
 
5 For the avoidance of doubt, "preloaded" includes  devices that ship with Samsung Pay pre-installed or upon which Samsung Pay is otherwise installed by Defendants (e.g., 
through operating system upgrades). 
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‘730 Patent Claim2 Accused Instrumentality And Where Each Claim Element Is Found3 

to a storage element on the integrated device that is unable to be 
subsequently altered. 
 
Starting with the Galaxy S6 and S6 Edge, Samsung sold mobile phones 
preloaded with Samsung Pay.   
Samsung Newsroom, Samsung’s Unpacked Event to Set the Pace for 
Mobile World Congress (2015), http://news.samsung.com/global/samsungs-
unpacked-event-to-set-the-pace-for-mobile-world-congress (“The Galaxy 
S6 and S6 edge will come with Samsung Pay, a highly secure and 
universally accepted mobile payment system that will work with most 
credit cards, debit cards and NFC.”); Cho Jin-young, Samsung to Pre-install 
Samsung Pay in Its All Smartphone Starting from Next Year (2016), 
http://www.businesskorea.co.kr/news/articleView 
.html?idxno=16767 (“An official from Samsung Electronics said on 
December 14, ‘We have decided to pre-install Samsung Pay in Samsung 
Electronic’s smartphone to be released from next year.’”).   
 
Samsung’s devices persistently store user biometric data, which can be used 
in connection with Samsung Pay. “To add an extra layer of security to [a 
user’s] Samsung Pay account, [users] can turn on biometric security, like 
Fingerprint or Iris Verification.” Set up Samsung Pay on your phone, 
https://www.samsung.com/us/support/answer/ANS00045081 The persistent 
storage of user biometric data on Samsung devices must include, e.g., a 
fingerprint or iris template of the user, to verify a scan of a user’s 
fingerprint or iris against.   
 
Samsung Pay preloaded smartphones utilize the Android OS.  Protecting 
biometric data, Android’s implementation guidelines require tamper-proof 
“raw fingerprint data or derivatives (for example, templates) [that] must 
never be accessible from outside the sensor driver or TEE” (trusted 
execution environment) and “fingerprint acquisition, enrollment, and 
recognition must occur inside the TEE”.  Android Open-Source Project: 
Fingerprint HIDL, 
https://source.android.com/secruity/authentication/fingerprint-hal.  
Requiring acquisition and recognition to occur inside the TEE, when 
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‘730 Patent Claim2 Accused Instrumentality And Where Each Claim Element Is Found3 

following the implementation guidelines, fingerprint data never leaves the 
TEE.  Android’s TEE, called Trusty, “uses ARM’s TrustzoneTM to 
virtualize the main processor and create a secure trusted exaction 
environment” isolated from the rest of the system.  Android Open-Source 
Project: Trusty TEE, https://source.android.com/security/trusty.  
Accordingly, fingerprint data, which never leaves the TEE, also never 
leaves the Trustzone housing, Trusty.   Keeping biometric data within the 
Trustzone, Android phones, including Samsung devices utilizing Samsung 
Pay, can persistently store biometric data in a tamper proof format.   
 
Samsung Pay admittedly adheres to Android’s implementation guidelines.  
Specifically, Samsung Pay utilizes Samsung Knox.  “With Samsung Pay … 
Samsung Knox and tokenization add extra layers of security.” Samsung 
Pay, https://www.samsung.com/us/samsung-pay.  On Samsung devices 
utilizing Knox, “the authentication software doesn’t share or distribute the 
biometric measurements of any user.”  Knox Platform for Enterprise, 
Version 1.3.1 (2020), page 41.  “The measurements are stored in a format 
that can’t be used to reproduce the original biometric, and can only be 
accessed and decoded within the specific part of the TrustZone that has 
access to the biometric hardware.”  Id.  Ensuring biometrics only accessible 
within a specific part of the Trustzone can access to the biometric hardware, 
Samsung Knox keeps biometric information within the Trustzone, adhering 
to Android’s implementation guidelines.  
 
On Android devices (like the Samsung devices preloaded with Samsung 
Pay), access to the biometric hardware is controlled by Fingerprint HIDL.  
“Android uses Fingerprint Hardware Interface Definition Language (HIDL) 
to connect to a vendor-specific library and fingerprint hardware (for 
example, a fingerprint sensor).”  Android Open Source Project: Fingerprint 
HIDL, https://source.android.com/secruity/authentication/fingerprint-hal.  
Only permitting access to biometric information to elements having access 
to biometric hardware, Samsung Pay preloaded smartphones utilizing Knox 
must limit access to fingerprint biometric data to that permitted by 
Fingerprint HIDL.  The methods enabled by the Fingerprint HIDL do not 
permit altering biometric data.  Id. (providing a listing of methods, none of 
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