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PREFACE

Distributed systems form a rapidly changing field of computer science. Since
the previous edition of this book. exciting new topics have emerged such as peer
to-peer computing and sensor networks. while others have become much more
mature. like Web services and Web applications in general. Changes such as these
required that we revised our original text to bring it up-to-date.

This second edition retlects a major revision in comparison to the previous
one. We have added a separate chapter on architectures reflecting the progress
that has been made on organizing distributed systems. Another major difference is
that there is now much more material on decentralized systems. in particular
peer-to-peer computing. Nol only do we discuss the basic techniques. we also pay
attention to their applications, such as file sharing, information dissemination.
contentdelivery networks, and publislv/subscribe systems.

Next to these two major subjects. new subjects are discussed throughout the
book. For example, we have added material on sensor networks. virtualization,
server clusters, and Grid computing. Special attention is paid to self-management
of distributed systems. an increasingly important topic as systems continue to
scale.

@i course. we have also modernized the material where appropriate. For
example, when discussing consistency and replication, we now facus on con-
sistency models that are more appropriate tor modern distributed systems rather
than the original models. which were tailored to highperformance distributed
computing. Likewise. we have added material on modern distributed algorithms,
including GPS-based clock synchronizatien and localization algorithms.

xvii
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Although unusual. we have nevertheless been able Lo redice the total number
of pages. This reduction is parly cuused by discarding sub jects such as distributed
garbage collection and clectronic payment protocols. and also reorganizing the
fast four chapters.

As in the previous edition. the book is divided into two parts. Principles of
distributed systems are discussed in chapters 2-9. whereas overall approaches to
how distributed applications should be developed (the paradigms) are discussed in
chapters 10—-13. Unlike the previous edition. however. we have decided not to dis-
cuss complete case studies in the paradigm chapters. Instead. each principle is
now explained through a representative case. For example. object invocations are
now discussed as a communication principle in Chap. 10 on object-based distri-
buted systems. This approach allowed us to condense the material. but also to
make it more enjoyvable to rewd and study.

OF course. we continue to draw extensively from practice to expliin what dis-
tributed systems are all about. Various aspects of real-life systems such as \Web-
Sphere MQ. DNS. GPS. Apache. CORBA. Ice. NFS, Akamai. TIB/Rendezvous.
Jini. and many more are discussed throughout the book. These examples illustrate
the thin line betvween theory and practice. \which makes distributed systems such
an exciting field.

A number of people have contributed to this book in various ways. We would
especially like to thank D. Robert Adams. Arno Bakker. Coskun Bayrak. Jacques
Chassin  de Kcigommeaux. Randy Chow. Michel Chaudron. Puneet Singh
Chaswla. Fabio Costa. Cong Du. Dick Epema. Kevin Fenwick. Chandana Gamage.
Ali Ghodlsi. Giorgio Ingargiola. Mark Jelasity. Ahmed Kamel. Gregory Kapfliam-
mer. Jeroen Ketemi. Onno Kubbe. Patricia Lago, Steve MacDonald. Michael J.
McCarthy, M. Tamer Ozsu. Guillaume Pierre. Avi Shahar. Swaminathan Sivasu-
brimanian. Chintan Shah. Ruud Stegers. Paul Tymann. Craig E. Wills. Reuven
Yagel. and Dakai Zhu for reading parts of the manuscript. helping identitying
mistakes in the previous edition. and offering useful comments.

Finally. we would like to thank our families. Suzanne has been through this
process seventeen times now. That's a lot of times for me but also for her. Not
once has she said: “Enough is enough™ although surely the thought has occurred
to her. Thank you. Barbara and Marvin now have a much better idea of what
professors do fora living and know the ditference between a good textbook und a
biacd one. They are now an inspiration to me to try to produce more good ones
than bad ones {AST).

Because | took a sabbatical leave to update the book, the whole business of

writing wits also much more enjoyable for Mariélle. She is beginning to get used
to it. but continues Lo remain supportive while alerting me when it is indeed time
to redirect attention to mere important issues. I owe her many thanks. Max and
Elke by novy have a much better idea of what writing a book means. but eompared
to what they are reading themselves. find it difficult to understand what is so exct
ting about these sirange things called distributed systems. Ican't blame them (MvS).
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INTRODUCTION

Computer systems are undergoing a revolution. From 1943, when the modern
computer era began. until about 1985, computers were large and expensive. Even
minicomputers cost at least tens of thousands of dollars each. As a result, most
organizations had only a handful of computers. and for lack of a way to connect
them. these operated independently from one another,

Starting around the the mid-1980s. however, two advances in technology
began to change that situation. The first was the devclopment of powerful micro-
processors. Initially, these were 8-bit machines. but soon [6-, 32-, and 64-bit
CPUs became commion. Many of these had the computing power of a mainframe
(i.e.. large) computer, but for a ftaction of the price.

The amount of improvement that has occurred in computer technotogy in the
past half century is truly staggering and totally unprecedented in other industries.
From a machine that cost 10 million dollars and executed [ instruction per second.
we have come to machines that cost 1000 dollars and are able to execute [ billion
instructions per second. a price/performance gain of 10", If cars had improved at
this rate in the same time period. a Rolls Royce would now cost | dollar and get a
billion miles per gullon. (Unfortunately, it would probably also have a 200-page
manual telling how to open the door.)

The second development was the invention of high-speed computer networks,
Local-area networks or LANs allow hundreds of machines within a building to
be connected in such a way that small amounts of information can be transtemed
between machines in a few microseconds or so. Larger amounts of data can be

1



2 INTRODUCTION CHAP. |

moved between machines at vates of 100 million to 10 billion bits/sec. ¥Wide-area
networks or WANs allow millions of machines all over the earth to be connected
at speeds varying from 64t Kbps (kilobits per second) to gigabits per second.

The result of these technologies is that it is now not only feasible. but easy. to
put together computing systems composed of large numbers of computers con-
nected by a high-speed network. They are usually called computer networks or
distributed systems. in contrast to the previous centralized systems {or single-
processor systems) consisting ol a single computer. its peripherals. and perhaps
some remote terminals.

1.1 DEFINITION OF A DISTRIBUTED SYSTEM

Various definitions of distributed systems have been given in the literature.
none of them satistactory, and none of them in agreement with any of the others.
For our purposes it is sutficient to give a loose characterization:

A distributed systent isa collection of independeit conputers that
appears o its nsers as « single coherent sysiem.

This definition has sevcral important aspects. The first one is that a distributed
system consists of components (i.e.. computers) that are autonomous. A second
aspedt is that users (be they people or programs) think they are dealing with a sin-
gle system. This means that one way or the other the autonomous components
need to collaborate. How to establish this collaboration lies at the heart of devel-
oping distributed systems. Note that no assumptions are made concerning the type
of computers, In principle, even within a single system, they could range from
high-performance muinframe computers to small nodes in sensor networks. Like-
wise. no assumptions are made on the way that computers are interconnected. We
will return to these aspects later in this chapter.

Instead of going further with definitions. it is perbaps more usetul to concen-
trate on important characteristics of distributed systems. One important charac-
teristic is that differences between the various computers and the ways in which
they communicate are mostly hidden from users. The same holds for the internal
organization of the distributed system. Another important characteristic is that
users and applications can interact with a distributed system in a consistent and
unitorm way. regardless of where and when interaction takes place.

In principle, clistributed systems should also be relatively easy to expand or
scale. This characteristic is a direct consequence ot having independent com-
puters. but at the same time, hiding how these computers actually take part in the
system as a whole. A distributed system will normally be continuously available,
although perbaps some parts may be temporarily out of order. Users and applica-
tions should 1ot notice that parts are being replaced or fixed. or that new parts are
added 10 serve more users or applications.
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SEC. L1 DEFINITION OF A DISTRIBUTED SYSTEM 3

In order 1o support heterogeneous computers and networks while oltering a
single-system view, distributed systems are often organized by means of a layer of
softwarethat is. logically placed between a higher-level layer consisting of users
and applications. and a layer underneath consisting of operating systems and basic
communication fucilities. as shown in Fig. I-1 Accordingly. such a distributed
system is sometimes called middleware.

Computer 1 Compuler2 Compulter 3 Compuler 4
B | L
App' A ’ Application 8 Appl C
: —1
} Distributed system layer (middleware} I
[Local 0S 1 [tocalos2 || |[Locarosa]| |[Locai 054 ]

Network

Tigure I-l. A distribued system organived us middleware. The widdieware
layer extends over mulliple machines, ind olters each application the sume in-
terface.

Fig. 1-1 shows four networked computers and three applications. of which ap-
plication B is distributed across computers 2 and 3. Each application is offered the
sume interface. The distributed system provides he means for components of a
single distributed application to communicate with each other. but also to ler dit-
ferent applications communicate. At the same time. it hides. as best and reason-
able as possible. the differences in hardware and operating systems from each ap-
plication.

1.2 GOALS

Just because it is possible to build distributed systems does not necessarily
mean that it is a good idea. After all. with current technology it is also possible to
put tour floppy disk drives on a personal computer. It is just that doing so would
be pointless. In this section we discuss four importam goals that should be met to
make building a distributed system worth the effort. A distributed system should
make resources easily accessible: it should reasonably hide the lact that resources
are distributed across a network; it should be open: and it should be scalable.

1.2.1 Nlaking Resources Accessible
The main goal of a distributed system is to make it easy for the users (and ap-

plications) to access remote resources, and to share them in a controlled and el¥i-
cient way. Resources can be just about anything. bur typical examples include
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things like printers. computers, storage Tacilities. data. tiles, Web pages. and net-
works, to name just a few. There are many reasons tor wanting to share resources.
One obvious reason is that O ¢conomics. For example. it is cheaper to let a printer
be shared by several users in a small office than having 1o buy and maintain a sep-
arate printer tor each user. Likewise. it makes economic sense to share costly re-
sources suich as supercomputers. high-performance storage systems. imagesetters.
and other expensive peripherals.

Conneeting users and resources also makes it easier to collaborate and ex-
change information. as is clearly illustrated by the success of the [nternet with its
simple protocols for exchanging files. mail. documents. audio. and video. The
connectivity of the Internel ix now leading to numervus virtual organizations in
which geographically widely-dispersed groups of people work together by nieans
of groupware. that is. software for colluborative editing. teleconferencing. and so
on, Likewise. the Internet conncctivity has enabled electronic commerce allow ing
us to buy and sell all kinds of goods without actually having 1o go to a store or
even leave home,

However. as connectivity and slharing increase. security is becoming inereas-
ingly impoertant. In current practice, systems provide little protection against
eavesdropping or intrusion on communication. Passwords and other sensitive in-
formation are often sent as cleartext (i.e.. unencrypted) through the network, or
stored at servery thal we can only hope are tristworthy, In this sense. there is
much room ftor improvement. For example. it is currently possible ta order goods
by merely supplying a credit card number. Rarely is proof required that the cusio-
mer owns the card. In the future. placing orders this way may be possible only if
you can actually prove that you physically possess the card by inserting it inte a
card reader.

Another security problem is that of tracking communication to build up a
preference profile of a specific user (Wang et al. 1998). Such tracking explicitly
violates privacy. especially if it is (lone without notifying the user. A related prob-
lem is that increased connectivity can also lead to unwanted communication. such
as electronic junk mail. often called spam. In such cases. what we may' need is to
protect ourselves using special inFormiaton filters that select incoming messages
based on their centent,

1.2.2 Distribution Transparency

An important goal of a distributed system is 1o hide the fact that its processes
and resources are physically distributed across multiple computers, A distributed
system that is able to present itselt to users and applications as it it were only a
single computer system is said to be transparent. Let us lirst take a look at what
kinds of transparency exist in distributed systems. After that we will address the
more general question whether transparency is alvways required.
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Types of Transparency

The concept of transparency can be applied to several aspects ot a distributed
system. the most important ones shown in Fig. -2,

E_a_@arency Dgscription |
_Access Hide differences in data representation and how a resource is accessed
Location Hide where a resource is iécated - i
_t\ﬁgra(ion Hide that a resource may move to another location
| Relocation Hide that a resource may be moved to another location while in use
Replication Hide that a resource is replicated o
Concurrency Hide thal a resource may be shared I;y several compelitive users
, Failure | _Hide the failure and recovery of a resource - o

Figure [-2. Bifterert forms of transparency in a distributed system (ISO. £995).

Access transparency deals with hiding differences in data representation and
the way that resources can be accessed by users. At abasic level. we wish to hide
differences in machine architectures, but more important is that we reach agree-
ment on how data is to be represented by different machines and operating sys-
tems. For example, a distributed system may have computer systems that run dif-
ferem operating systems. each having their own file-naming conventions. Ditter-
ences in naming conventions. as well as ltow files can be manipulated, should all
be hidden from users and applications.

An important group of transparency types has 1o do wvith the location of a re-
source. Location transparency refers to the facl that users cannot tell where a re-
source is physically located in the system. Naming plays an important role in
achieving location transparency. In particular, location transparency can be
achieved by assigning only logical names o resources. that is. names in which the
location of a resource is not secretly encoded. An example of a such a name is the
URL fupditiewwprentuitl.convindex itml. which gives no clue about the location
ol Prentice Hall's main Web server. The URL also gives no clue as to whether
index.imi has always been at its current location or was recently moved there.
Distributed systems in which resources can be moved without affecting how those
resource$ can be accessed are said to provide migration transparency. Even
stronger is the situation in which resources can be relocated while they are being
accessed without the user or application noticing anything. In such cases. the sys-
tern is said to support relocation transparencey. An example of relocation trans-
parenicy is when mobile users can eontinue to use their wireless laptops while
moving from place to place without ever being (temporarily) disconnected.

As we shall see. replication plays a very important role in distributed systems.
For example, resources may be replicated to increase availability or to improve
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performance by placing a copy close to the place where it is accessed. Replica-
tion transparency deals with hiding the fact that several copies ol a resource
exist. To hide replication from users. it is necessary that all replicas have the same
name. Consequently. a system that supports replication transparency should gen-
erally support location transparency as welt. because in vwould othawise be impos-
sible: to refer to replicas at difterent locations.

We alrcady mentioned that an important goal of dlistributed systems is to al-
low sharing of resources. In many cases. sharing resources is done in a coopera-
tive way. as in the case of communiciuion. However. there ate also many ex-
amples of competitive sharing ot resources, For example. wo independent users
niy each have stored their liles on the same lile server or may be accessing the
sanne tables in a shared database. In such cases. it is importimt that each user does
not notice that the other is making use of the same resource. This phenomenon ts
called concurrency trausparency. An important issue is that concurrent access
10 a shared resource leaves that resource in a consistent state. Consistency can be
achieved (hrough locking mechanisms. by which users are. in turn. given ex-
clusive access to the desired resource. A more refined mechamsm is 1o make use
of wansactions, but as we shall see in later chapters. transactions are quite dilticult
1o implement in distributed systems.

A popular alternative det’inition of a distributed syvstem. due to Leslie Lam-
port. is “You know you have one when the crash of a computer you've never
heard of stops you Itom getiing any work done™ This description puts the Vinger
on ancther important issue ol distribiited systems design: dealng with failures.
Making a distributed system tailure transparent means that a user does not no-
tice that a resource (he has possihly never hewsd of) fails to work properly. and
that the system subscquently recovers from that failure. Masking filures s one of
the hardest issues in clistributed systems and is even impossible when ¢ertam
apparently realistic assumptions are made. as we will discuss in Chap. 8. The
main ditticulty in masking failures lies in the inability 1o disunguish between
deid resource ind a paintully slow resource. For example. when coutacting a busy
Web server. a browwser will eventually time out and report that the Web page is
unavailable. At that point. the usercannot conclude that the server is really dowwu.

Degree of Transpareucy

Ahhough distribution transparency is generally considered preferable for any
diswibuted system. there are situations in which attempting 1o completely hide all

distribution aspects from users is ot a good idea. An example s requesting your

electronic newspaper to appear in your mailbox belore 7 AL local time. as usual.

while you are currently at the other end of the worltd living in a different time

zone. Your morning paper will not be the morning paper you are used to.
Likewise. a wide-area distributed system than connects a prucess in San Frm-

cisco to a process in Amsterdam cannot be expected 1o hide the fact that Mother
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Nature will not allow it 10 aend a message ftom one process 1o the other in less
than about 35 milliseconds. In practice it takes several hundreds ol milliseconds
using i computer network. Signal transmission is not only limited by the speed of
light. but also by limited processing capacities of the intermediate switches.

There is also a tradeoff between a high degree of transparency anct the per-
formance of a system. For example. thany Internet uppiications repeatedly try to
contact a server betore tinally giving up. Consequently. attempting to mask a tran-
sient sener tuilure betore trying another one may slow down the system as a
whole. [n such a case. it may have been better to give up earlier. or at legst let the
user cancel the atlempts to make contacl.

Another example is where we need 1o guarantee that several replicas. located
on different continents. need 10 be consistent all the time. In other words. if one
vopy is changed. that change should be propagated 1o all copies before allowing
imy other operation. It is clear that a single update operation may now even take
seconds to complete. somethitig that cannot be hidden from users.

Finally. there are siluagiuns in which it is not at all obvious that hiding distri-
bution is a good idea. As distributed systems are expanding to devices thit people
carry around. and where the very notion of location and context avareness is
becoming increasingly important. it may be best to actually expose distribution
rather than trying to hide it. This distribution exposure will become more evident
when wwe discuss embedded and ubiquitous distributed systems later in this chap-
ter, As a simple example, consider an office worker who wants 10 print ilile from
her notebook computer. It is better 10 send the print job to a busy- nearby printer.
rather than to an idle one at corporate headquarters in a different counntry.

There are also other arguments againgt distribution transpareney. Recognizing
that lull distribution transparency is simply impossible. we should ask ourselves
whether it is even wise 10 prefend that swe can achieve it. It may be much better 1o
make distribution explicit so that the user and application developer are never
tricked into believing that there is such a thing as transparency. The result will be
that users will much better understand the (sometimes unexpected) belavior of a
distributed system- and are thus much better prepared to deal with this behavior.

The conclusion is that aiming for distribution wransparency may be a1 nice goal
when designing and implemernting distributed systems, but that it should be con-
sidered together with other issues such as pertormance and comprehensibility.
The price for not being able to achteve full transparency may be surprisingly high.

1.2.3 Openness

Another imponant goal of distributed systems ts openness. An open distrib-
uted system is a system that offers services according to standard rules that
describe the syntax and semamics of those services. For example. in computer
networks. stimdard rules govern the format. contents. and meaning of messages
sent and received. Such rules are formalized in protocols. [n distributed systems.
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services are generally specilied through interfaces, which are often described in
an Interface Detinition Language (IDL). Interfuce definitions written in«n [DL
nearly always capture only the syntax ol services. In other words. they specity
precisely the names of the functions that are available together with types ot the
parameters. return values, possible exceptions that can be raised, and so en. The
hard part is specitying precisely what those services do, that is, the semantics of
interfaces. In practice. such specifications are always given in an informal way by
means of natural language.

If properly specified. an intertace definition allows an arbitrary process that
needs a certain interface to talk to another process that provides that interface. [t
also allows ryvo independent parties to build completely ditferent implementations
of those interfaces. leading to two separate distributed systems that operate in
exactly the same way. Proper specifications are complete and neutral. Complete
means that everything that is necessary to make an implementation has indeed
been specified. However, many interface definitions are not at all complete, so
that it is necessary for a developer to acdd implementation-specific details. Just as
important is the tuct that specilications do not prescribe what an implementation
should look like: they should be neutral. Completeness and neutratity are impor-
tant for interoperability and portability (Blair and Stetuni. 1998). Interoperabil-
ity chavacterizes the extent by which two implementations ol systems or com-
ponents from differem manufacturers can co-exist and work together by merely
relying on each other's services as specitied by a common standard. Portability
characterizes to what extent an application developed for a distributed system A
can he executed. without modification. on a different distributed system B8 that
implements the same interfaces as A.

Another important goal for an open distributed system is that it should be easy
to configure the system out of different components (possibly from different de-
velopers). Also. it should be easy to add new components or replace existing ones
without altecting those components that stay in place. In other words. an open dis-
tributed system should also be extensible. For example, in an extensible system,
it should be relatively easy to add parts that run on a difterent operating system, or
even to replace an entire file system. As many of us know from daily practice,
attaining such Nexibility is easier said than clone.

Separating Policy from Mechanism

To achieve tlexibility in open distributed systems. it is crucial that the system
is organized as a collection of relatively small and easily replaceable or adaptable
components. This implies that we should provide definitions not only for the
highestlevel interfaces. that is, those seen by users and upplications. but also
definitions for interfaces to internal parts of the system and describe how those
parts interact. This approach is relatively new. Many older and even contemporary
systems are constructed using a monolithic approach in which components are
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only logically separated but implemented us one, huge program. This approach
makes it hard to replace or adapt a component without atfecting the entire system.
Mlonolithic systems thus tend to be closed instead of open.

The need for changing a distributed system is often caused by a component
that does not provide the optimal policy For a specific user or application. As an
example, consider caching in the World Wide Web. Browsers generally allow
users to adapt their caching policy by specit'ying the size ol the cache. and wheth-
er a ciched document should alwvays be checked for consistency. or perhaps only
once per session. Ilowever, the user cannot influence other caching parameters.
such as how long @ document may' remain in the cache, or which document should
be removed swhen the cuche lills up. Also. it is impussible to make caching deci-
sions based en the coment ol a document. For instance. a user may want to cache
railround timetables. knowing that these hardly change. but never informiion on
current traltic conditions on the highways.

Whit ve need is a separation betwween policy and mechanism. In the case of
Web caching. lor example. a browser should ideally provide facilities tor only
storing documents. :nd at the same time allow users to decide which documents
are stored and tor how long. In praciice. this can be implemented by oftering a
rich et ot parameters that the nser can set {dynamically). Even better is that a
user can implement his own policy in the form of a component that can be
plugged into the browser. Of course. that component must have an integtuce that
the browser can understand so that it can call procedures of that interfuce

1.24 Scalability

Worldwide connectivity through the Internet is rapidly becoming as common
s being able to send a posteard to anyone anywhere around the world. With this
i mind. scalability is vne of the most important design goals for developers of
distributed systems. C
. Scalability of a system can be measused along at least three different dimen-
smns.u\’eumun. 1994). First. a system can be scalable with respect to its size,
meaning that we can easily add more users and resources to the system. Second. a
geographically scalable system is one in which the users und resources may lie Far
apart. Thirdd. a system can be administratively scaluble, meaning that it can still be
casy to manage even it it spans many independent administristive oreanizations.
Unforwunately. a system that is scalable in one or more of these dimenlions often
exhibits some loss of performance as the system scales up.

Scalability Problems
When a System needs to scale. very ditterent types of problems need to be

solved. Let us first consider scaling with respect to size. [f more users or resources
necd to be supported. we are often confronted with the limitations of centralized
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services. data, and algorithms (see Fig. 1-3). For example:. many services are cen-
tralized in the sense that they are implemented by means of only a single server
running on a specific machine in the distributed system. The problem with this
scheme is obvious: the server can become a bottleneck as the number of users and
applications grows. Evenif we have virtally unlimited processing and storage ca-
pacity. communication with that server will eventually prohibit further growth.

Unfortunately. using oniy a single server is sometimes unaveidable. fmagine
that we have a service for managing highly conlidential information such as medi-
cal records, bank accounts, and so on. In such cases. it may be best to implement
that service by means of a single server in a highty secured separate room. and
protected from other parts of the distiibuted system through special nelswerk com-
ponents. Copying the server to several locations to enhance performance may be
out ot the question as it would make the service less secure.

Concept Example
_ Centralized services A single server for all users
. Gentsalized data | Asingle on-line telephone book

Centralized algorithms ~ Doing roul’ng based on compiete information

Figure 1-3. Examples of salability limitations.

Just as bad as centralized services are centralized data. How should we keep
trick of the telephone numbers and addresses of 50 million people? Suppose that
each data record could be fit into 30 characters. A single 2.5gigabyte disk parti-
tion would provide enough storage. But here again. having a single database
woukl undoubtedly saturate all the communication lines into and out of it. Like-
wise, imagine how the Internet would work if its Domain Name System (DNS)
was still implemented as a single table. DNS maintains information on millions of
computers worldivide and forms an essential service for locating Web servers. If
each request to resolve a URL had to be forwarded to that one and only DNS
server, it is clear that no one would be using the Web (which. by the way. would
solve the problem).

Finally. centralized algorilhms are also a bad idea. In a large distributed sys-
tem. an enoimous: nutnber of messages havee to be routed over many' lines. From a
theoretical point of view. the optimal way to do this is collect complete informa-
tion ubout the load on all machines and lines, and then run an algorithm to com-
pute all the optimal routes. This information can then be spread around the system
to improve the routing.

The trouble is that collecting and transporting al! the input and output infor-
mation would again be a bad idea because these messages would overtoad part of
the network. In fact, any algorithm that operates by collecting information from
all the sites. sends it to a single machine for processing. and then distributes the
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restlts should generally be avovided. Only decentralized alyorithnmss should be
used. These algorithms generally hive the following characteristics. which distin-

guish them from cemralized algorithms:

I. No machine has complete information about the system state.

2. Machines make decisions based only on local information.

3. Fuilure of one machine does not ruin the algorithm.

4. There is no implicit assumption that a global clock exists.

The first three follow from swhat we have said so far. The last is perhaps less obyvi-
ous but also important. Any algorithm that starts out with: **At precisely 12:00:00
all machines shall note the size of their output queue™ will fail because it is
impossible to get all the clocks exactly synchronized. Algorithms should take into
account the lack of exact clock synchronization. The larger the system. the larger
the unceatainty. On a single LAN. with considerable effort it may be possible to
get all clocks synchronized down to a few microseconds. but doing this nationally
or internationally is tricky.

Geographical scalabitity has its own problems. One of the main reasons why
it is currently hard to scale existing distributed systems that were designed for
local-area networks is that they arc based on synchronous communication. In
this form of communication. a party requesting service. generally relfereed toas a
client. blocks until a reply is sent back, This approach generally works fine in
LANs where communication between two machines is generally at worst a tew
hundred microseconds, However. in a wide-area system. we need 1o take into ac.
count that interprocess communication may be hundreds of milliseconds. three
orders of magnitude slower. Building interactive applications using synchronous
communication it wide-area systems requires i great deal of care (and not a little
patience).

Another problem that hinders geographical scalability is that communication
in wide-area networks is inherently unreliable. iind virtsally always point-to-point.
In cohtrast, local-area networks generally provide highly reliable communication
fucihties bnsed on broadcasling., making it much easier to develop distributed sys
tems. For example, consider the problem of locating a service. [n a local-area sys-
tem. a process can simply broadcast a message to every machine, asking it it is
running the service it needs. Only those machines that have that service respond.
eich providing its network address in the reply message. Such a location scheme
is unthinkable in a wide-area system: just imagine what would happen it we tried
10 locare a service this way in the Internet. Instead. special location services need
to be designed. which may need to scale worldwide and be capable of servicing a
billion users. We return to such services in Chap. 3.

Geographical scalability is strongly related to the problems of centrulized
solutions that hinder size scalability. If we have a system with many centralized
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components. it is clear that geographieal scalability will be limited due to the per-
lormance and reliability problems resulting from wide-area conununication. [n ad-
dition. centralized components now lead to a waste of network resources. Imagine
that a single mail server is used for an entire country. This would mean that send-
ing an e-mail to your neighbor would first have to go to the central mail server,
which may be hundreds of miles awvay. Clearly. this is not the way 1o go.

Finally, a difficult, and in many cases open question is how to scale a distrib-
uted system across multiple, independent administrutive domains. A major prob-
lem that necds to be solved is that ol conflicting policies with respect to resource
usage {an<l payment), management. and security.

For example, many components of a distributed system that reside within a
singie domain can often be trusted by users that operate within that same domain.
In such cases. system administration may have tested and certified applications.
and may have taken special measures to ensure that such components cannot be
tampered with. In essence, the users trust their system administrators. However,
this trust does not expand naturally across domain boundaries.

If o distributed system expands into another domain, two types ol security
measures need to be taken. First of all, the distributed system has to protect itself
against malicious attacks from the new domain. For example, users from the new
demain may have only read access to the file system in its original domain. Like-
wise, facilities such as expensive image setlers or high-performance computers
may not be made available to foreign users. Second, the new domain has to pro-
tect itselt against malicious attacks from the distributed system. A typical example
is that of downloading programs such as applets in Web browsers. Basically, the
new domain does not know behavior what to expect from such foreign code. and
may therefore decide to severely limit the access rights tor such code. The prob-
lem, as we shall see in Chap. 9, is how to enforce those limitations.

Scaling Technigues

Having discussed some of the scalability problems brings us to the question of
how those. problems can generally be selved. In most cases. sealability problems
in distributed systems appear as performance problems caused by limited capacity
of servers and network. There are now basically only three techniques for scaling:
hiding communication latencies, distribution, and replication [see also Neuman
(1994)].

Hiding communication latencies is important to achieve geographical scalir
bility. The basic idea is simple: try to avoid waiting for responses to remote (and
potentially distant) service requests as much as possible. For example, when a ser
vice has been reyuested at a remote machine, an alternative to waiting for a reply
from the server is te do other usetful work at the requester’s side. Essentially, what
this means is constructing the requesting application in such a way that it uses
only asynchronous communication. When a reply comes in. the application is
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interripted and a special handler is called to complete the previously.issued re.
quest. Asynchronous communication can often be used in hatch-processing sys-
tem® and parallel applications. in which more or less independent tasks can be
scheduled for execution while another task is waiting For communication to com-
plete. Alternatively. a new thread of control can be started to perform the tequest.
Although it blocks waiting tor the reply. other threads in the process can continue.

However, there are many applications that cannot make eftective use of asvn-
chronous communication. For example. in interactive applications when a user
sends a request he will generally have nothing better to do than to wait for the
answer: it Such ¢ases. a much better solution is to reduce the overall conmmtmica-
tion. for example. by moving part ot the computation that is normally done at the
werver Lo the client plocess requesting the service. A typical case where this ap-
proach works is accessing databases using forms, Filling in forms can be done by
sending a separate message for each field. and waiting for an acknowledgmennt
from the server. as shown in Fig. 1-4.(a), For example. the serve; may check lor
syntactic errors before accepting an entry. A much better solution is to ship the
code for filling in the form, and possibly checking the cntries. to the client. nd
have the client return a completed form, as shown in Fig. |-4(b). This approach
of shipping code is now widely supported by the Web in the farm of Java applets
and Javascript.

Chent Server
FIRST NAME [AARTEM 7 W]~
LAST NAME [VaAM STEEN — ] A/E_‘;’
E-MAIL STEENGGSVUML | r?!Ei e >
e
Q) | m=»
« >
=/ pa 7
Check form Process form
{@
Client Server
FIRST NAME[rw___‘”
AST NAME [VANSTEEN :,TQ\EEEN
EMAIL [STEENSCSVLIL j+ ¥ STEENECSVUNL | N
o
q == |
|‘ B
v
Check form

Process form
(b)

Figure 1-4, The difference benween lenting (a) a server or {h) a cjeti check
forms as they are being filled.

Another important scauling techniyue is clistribution. Distribution involves
taking a component. splitting it into smaller parts, and subsequently spreading
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those parts across the system, An excellent example of distribution is the Intermet
Domain Name System (DNS). The DNS name spice is hierarchically organized
into a tree of domains. which are divided into nonoverlapping zones, as shown in
Fig. 1-5. The names in each zone are handled by a single name server. Without
2oing into too many details. one can think of each path name being the name of a
host in the Internet. and thus associated with a network address of that host. Basi-
cally. resolving a name means retuming the network address of the associated
host. Consider, for example, the name afyvu.es.flits. To resolve this name. it is
first passed to the server of zone Z/ (se¢ Fig. 1-3) which returns the address of the
server for zone Z2, to which the rest of name. rucs. flits. can be handed. The
server for Z2 will return the address of the server for zone Z 3. which is capuble of
handling the last part of the name and will retwn the address of the associated
host.

Countries

3

fl. Generic

Figure 1-3. -An example of dividing the DMS name spiace into zones.

This example illustrates how the naming service, as provided by DNS, is dis-
iributed across several machines, thus avoiding that a single server has to deal
with all requests tor name resolution,

As another example, consider the World Wide Web. To most users, the Web
appears to be an enormous document-based information system in which each
document has its own unique name in the form of a URL. Conceptually. it may
even appear as it there is only a single server. However. the Web is physically
distributed across a large number ol servers. each handling a number of Web doc-
uments. The name of the server handling a document is encoded into that docu-
ment’s URL. It is only because of this distribution of documents that the Web has
been capable of scaling to its current size.

Considering that scalability problems often appear in the form of performance
degradation, it is generally a good idea to actually replicate components across a

Netflix, Inc. - Ex. 1007, Page 000018

th

SEGs, 152 GOALS 1

distributed system. Replication not only increases availability, but also helps to
bulance the load between components leading to better perfermance. Also. in geo-
eraphically widely-dispersed systems. having a copy nearby can hide much of the
communication latency problems mentioned betore.

Caching is a special form of replication. although the distinction between the
two is often hard to make or even artificial. As in the case of replication, caching
results in making a copy of a resource. genesally in the proximity of the client ac-
cessing that resource. However, in contrast to replication. caching is a decision
mide by the client of a resource. and not by the owner of a resource. Also, cach-
ing happens on demand whereas replication is often planned in advance.

There is one serious drawback to caching and replication that may adversely
allect scalability. Because we now have multiple copies of a resource. modifying
one copy makes that copy different from the others. Consequently. caching and
replication leads to consistency problems.

To what extent inconsistencies can be tolerated depends highly on the usage
of a resource. For example. many Web users [ind it acceptable that their browwser
returns o cached document of which the validity has not been checked for the last
few minutes. However, there are also many cases in which strong consistency
guarantees need 1o be met. such as in the case of electronic stock exchanges and
auctions. The problem with sirong cousistency is that an update must be immedi-
ately propagated to all other copies. Moreover. if two updates happen concur-
rently. it is often also required that each copy is updated in the same order, Situa-
tions such as these generally require some global synchronization mechanism,
Untortunately. stich mechanisms are exwremely hard or even impossible to imple-
ment in a scalable way. as she insists that photons and electrical signals obey a
speed limit of {87 miles/msec (the speed of light). Consequently. scaling by repli-
cation may introduce other. inherently nonscalable solutions. We return to replica-
tion and consistency in Chap. 7.

When considering these scaling technigues, onte could argue that size scalabil-
ity is the least problematic from a technical point of view, In many cases. simply
increasing the capacity ol a machine will the suve the day (at least temporarily
and perhaps at significant costs). Geographical scalability is a much tougher prob-
lem as Mother Nature is getting in our way. Nevertheless. practice shows that
combining distribution, replication. and caching technigues with different torms
of consistency will often prove sulficient in many cases. Finally, administrative
scalability seems to be the most difliculr one. partly also because we need to solve
nontechnical problems (e.g.. politics of organizations and human collaboration).
Nevertheless. progress has been made in this area. by simply igroring administra-
tive domains. The introduction and now widespread use of peer-to-peer technol-
ogy demonstrates what can be achieved if end users simply take over control
(Aberer and Hauswirth, 2008; Lua et al, 2005; and Oram, 2001). However. let it
be clear that peer-to-peer technology can at best be only a partial solution to solv--
ing administrative scalability, Eventually. it will have tobe dealt with.
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1.2.5 Pitfalls

It should be clear by now that developing distributed systems can be a formid-
able task. As we will see many times throughout this book. there are so many
issues to consider at the same time that it seems that only complexity can be the
result. Nevertheless. by following a number of design principles. distributed sys-
tems can be developed that strongly adhere 10 the goals we set out in this chapter.
Many principles follow the basic rules of decent software engineering and will not
be repeated here,

However. distributed systems differ from traditional software because com-
ponents are dispersed across a network. Not taking this dispersion into account
during design time is what makes so many systems needlessly complex and re-
sults in mistakes that need to be patched later on. Peter Deutsch. then at Sun
Microsystems. lormitlated these mistakes as the lollowing false assumptions that
everyone makes when developing a distributed application tor the first time:

1. The network is reliable.

)

The network is secure.

'

The network is homogeneous.

3
-—

The topology does 1ot change.

o

Latency is zero.

6. Bandwidth is infinite.

7. Transport costis zero.

8. There is one administrator.

Note how these assumptions relate to properties that are unique to distributed sys-
tems: reliability. security, heterogeneity. and topology ot the network: latency and
bandwidth; transport cests: and linally administrative domains. When developing
nondistributed applications, many of these issues will most likely not show up.

Most ol the principles we discuss in this book relate immediately to these
assumptions. In all cases, we will be discussing solutions to problems that are
caused by the fact thatone or more assumptions are false. For example. reliable
networks simply do not exist. leading to the impossibility of achieving failure
rransparency. We devote an entire chapter to deal with the fact that networked
communication is inherently insecure. We have already argued that distributed
systems need to take heterogeneity into account. In a similar vein. when discuss
ing replication for solving scalability problems, we are essentially tackling latency
and bandwidth problems. We will also touch upon management issiies at various
points throtighout this book. dealing with the False assumptions of zero-cost tran-
sportation ondl a single administrative domain.
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1.3 TYPES OF DISTRIBUTED SYSTEMS

Before starting to discuss the principles of distributed systems. let us first take
acloser lookat the various ypes of distributed sysleams. In the following we make
a distinction between distributed computing systems. distributed information sys-
tems, and distributed embedded systems.

1.3.1 Distributed Computing Systems

An importamt cliss of distributed systems is the one used lor high-perfo;-
mance computing tasks. Roughly speaking. one can make a distinction between
two subgroups. In cluster computing the underlying hardware consists of a col-
lection of similar workstations or PCs. closely connected by means of a high-
speedl local-area network. In addition. each nede runs the same operating systen.

The situation becomes quite differem in the case of grid computing. This
stibgroup conststs ot distributed systems that are often constructed as a lvderation
ol computer systems. where each system may [all under a differcent administative
domain. and muty be very ditferent when it comes to hardware. software. apd
deployed network technology.

Cluster Computing Systems

Cluster computing systems became popular when the price/performance ratio
ol persomtl computers and workstations improved. At a certain point, it became
fimancially and rechnically atractive to build n supercomputer using of f-the-shelf
technology by simply hvoking up a collection of relatively simple computers in a
high-speed network. In virtually all cases. cluster computing is used for parallel
programming in which a single (Compute intensive) program is run in parallel on
muluple machines.

Masler node Compule node Compute node Compute nade
|
Management Component Componeni Componeni
application of of of
parali?l parailel o000 parallel
| Paraliel tibs ‘ application application application

[ LocalOS | [ LocalOs | [Loca|os]
| | L 1 ........C_T

Remote access L r Standard natwark
network

Highspeed netwaork

Figure 16, Anexumple ofa cluster computing system.
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One well-known example of a cluster computer is tormed by Linus-based
Beowulf clusters. of which the general configuration is shown in Fig. 1-6. Each
cluster consists of a coliection of compute nodes that are controlled and accessed
by means of a single master node. The master typically handles the allocation of
nodes to a particular parallel program. maintains a batch queue of submitted jobs,
and provides an interface tor the users of the system. As such. the master actually
rums the middle ware needed for the execution of programs and management of the
cluster. while the compute nodes often need nothing else but a standard operating
systen.

An important part of this middleware is formed by the libraries for executing
pirallel programs. As we will discuss in Chap. <. many ol these libraries eftec-
tively provide only advanced message-based commuaication facilities. but are not
capable of handling faulty processes. security. etc.

As an alternative to this hierarchical organization, a symmetric approach is
followed in the MOSIX system (Amar et al.. 200-). MOSIX artempts 10 provide
asingle-system image of a cluster, meaning that 10 a process a cluster computer
olfers the ulimate distribution transparency by appearing to be a single computer.
As we mentioned. providing such an image under all circumstances is impossible,
In the case of MOSIX. the high degree of transparency is provided by allowing
processes to dynamically and preemptively migrate between the nodes that make
up the cluster. Process migration allows a user to start an application on any node
(reterred to as the home node). after which it can transparenily move 10 other
nodes, lor example. to make efficient use of resources. \We will return to process
migration in Chap. 3.

Grid Computing Systems

A characteristic teature of cluster computing is its homogeneity. In most
cases. the computers in a cluster are largely the same. they all have the same ope ¢
ating system. and are all connected through the same network. [n contrast. gl
computing systems have a high degree of heterogeneity: no assuimptions are made
concerning hardware. operating systems, networks. administraiive domams. secu-
rity policies, etc.

A key issue in a grid computing system is that resources from dif terent organ-
izations are brought together to allow the collaboration of a group of people or
institutions. Sueh @ collaboration is realized in the form of a virtual organization.
The people belonging to the same virtual organization have access rights to the re-
sources that are provided to that organization. Typically. resources consist of
compute servers (including supercomputers. possibly implemented as cluster com-
puters). storage facilities. and databases. In addition. special networked devices
such as telescopes. sensors. ete., can be provided as well.

Given its nature. much of the software for realizing grid computing evolyves
around providing access to resources from dlifferent administrative domains. and

Netflix, Inc. - Ex. 1007, Page 000020

~BC: 13 TYPES OF DISTRIBUTED SYSTEMS 19

twonly those users and applications that belong to a specitic virtual organization.
For this reason. tocus is often on architectural issues. An architecture proposed by
Foster et al. 2001), is shownin Fig. 1-7

Applications

Callective layer

| Conneciivity layer H Rasource layer '
Fabric layer l

Figure 1-7. A Liyered architecwre lor grid computing systems.

The architecture consists of four layers. The lowest fabric fayer provides in-
terfizces 10 local resources at a specific site. Note that these interfaces are tailored
to allow sharing of resources within a virtual organization. Typically. they will
provide Functions fur querying the state and capabilities of a resource. along with
functions lor actual resource management (e.g.. locking resources).

The connectiviiy fayer consists of communication protocols tor supporting
erid wansactions that span the usage of multiple resources. For example. protocols
are needed to transfer data between resources. or to simply access a resource from
a remote location. [n addition. the connectivity layver will contain security proto-
cols to authenticaie users and resources. Note that in many cases human users are
not authenicated: instead. programs acting on behalf of the users are authenti-
cated. [n this sense. delegating rights from a user to programs is an important
{unction thai needs 10 be supported in the connectivity layer. \We return exten-
sively to delegation when discussing security in distributed systems.

The resouirce fayer is responsible for managing a single resource. It uses the
{unctions provided by the connectivity layer and calls directly the intertaces made
available by the fabric layer. For example, this layer will offer functions for
obtaining contiguration intformation on a specific resource. or. in general, to per-
form specitic operations such as creating a process or reading data. The resource
layer is thus seen to be responsible for access control. and hence wilt rely on the
authentication performed as part of the connectivity layer.

The next layer in the hierarchy is the colleciive layer. 11 deals with handling
access to multiple resources and typically consists of services for resource

discovery. allocation and scheduling of tasks onto multiple resources. data repli-
cation, and so on. Unlike the connectivity and resource layer. which consist of a
relatively small. standard collection of protocols. the collective layer may consist
ot many ditferent protocols for many different purposes. reflecting the broad spec-
trum of services it may otfier to a virtual organization.
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Finally. the application luyer consists of the applications that operate within a
virtual organization and which make use of the grid computing environment.

Typically the collective. connectivity., and resource layer form the heart ot
what could be called a grid middleware kuyer, These layers jointly provide access
o and management of resources that we potentially dispersed across multiple
siles. An important obsepvation from a middleware perspective is that with grid
computing the notion of a site (or administrative unit) is common. This prevalence
is emphasized by the gradual shift toward a service-oriented architecture in
which sites offer access tothe various layers through a collection of Web scrvices
{Joseph et al.. 200-1). This. by now. has led to the detinition of an altemative ar
chitecture known as the Open Grid Services Architecture (OGSA). This archi-
tecture consists of various layer: and many components. making it rather com-
plex. Complexity seems to be the fute of any standardization process. Details on
OGSA can be l'ound in Foster et al. (2005).

1.3.2 Distributed Information Systems

Another important class of distributed systems is found in organizations thial
were confronted with a weitlth of networked applications. but for which interoper
ability turned out to be u painful experience. Many of the existing middlewarc
solutions are the result of working with an infrastructure in which it was easier to
integrate applications into un enterprise-wide information system  (Bernstein.
1996: and Alonso ¢t al.. 200:).

We can distinguish several levels at which integration took place. In many
cases. a networked application simply consisted of a server running that applicit
tion {often including a database) and making it available to remote programs. call-
ed clients. Such clients could send a request to the server for exectting a specific
operation. aiter which a response would be sent back. Integration at the lowest
level would allow clients to wrap a number of requests. possibly for different ser-
vers. into a single larger request and have it executed as a distributed transac-
tion. The key idea was that all. or none of the requests would be executed.

As applications became more sophisticated and were gradually separated into
independent components (notably distinguishing database components from proc-
essing components). it became clear that integration should also take place by let-
ting applications communicate directly with each other. This has now led to a
huge industry that concentrates on enterprise application integration (EAL). In
the tollowing. we concentrate on these two lorms of distributed systems.

Transaction Processing Systems
To clarity our discussion. let us concentrate on database applications. In prac-

tice, operations on a database are usually carried out in the form of u-ansactions.
Programming using transactions requires special primitives that must either be
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supplied by the underlying distributed system orby the language runtime system.
Typical examples of transaction primitives are shown in Fig. 1-8. The exact list
of primitives depends on what Kinds of objects are being used in the transaction
tGray and Reuter. 1993). In a mail system, there might be primitives to send.
receive. and forward mail. In an accounting system, they might be quite difterent.
READ and WRITE are typical examples, however. Ordinary statements, procedure
calls. and so on. are also allowed inside a transaction. In particular. we mention
that remote procedure calls {(RPCs). that is. procedure calls to remote servers, are
often also encapsulated in a transaction, leading to what is known as a Uran-
sactional RPC. Wediscuss RPCs extensively in Chap. 4.

Primitlve ‘ Description
BEGIN_TRANSACTION | Mark e star. of a transaction
ENDTRANSACTION | Terminale the Iransaction aLd_lry to cormimil
ABORT_TRANSACTION | Kili the lransaction and restore the ofd values
READ . Read data Irom a file, a table, or othervrise
WRITE ) F Wrlte data to a file, a table, or otherwise

Figure -8, Example primitives for iransactjons.

BEGIN_TRANSACTION and END_TRANSACTION are used to delimit the
scope of a transaction. The operations between them form the body of*the tran-
saction. The characteristic feature of a transaction is either all of these operations
are executed or none are executed. These nuty be system calls. library procedures,
orbracketing statements in a languiige, depending on the implementation.

This all-or-nothing property of transactions is one of the four characteristic
properties that transactions have. More specifically. transactions arc:

. Atomic: To the outside world. the transaction happens indivisibly.

)

Consistent: The transaction does not violate system invariants.
3. Isolated: Concurrent transactions do not interfere with each other,

4. Durable: Once atransaction commits, the changes are permanent.

These properties are often reterred to by their initial letters: ACID.

The first Key property exhibited by all transactions is that they are atenic.
This property ensures that each transaction either happens completely, or not at
all. and if it happens. it happens in a single indivisible. instantaneous action.
While a transaction is in progress, other processes {(whether or not they are them-
selves involved in transactions) cannot see any of the intennedliate states.

The second property says that they are consistent. \What this means is that it
the system has certain invaciants that must always hold. it they held before the
transaction. they will hold afterward too. For example. in a banking system. a key
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invariant is the law of conservation of money. After every internal transfer. the
amount of money in the bank must be the same as it was before the transier. but
for a brief moment during the transaction. this invariant may be violated. The vio-
lation is not visible outside the transaction. however.

The third property says that transactions are isolated or serializable. What it
means is that if two or more transactions are running at the same time. to each of
them and to other processes. the final result looks as though all transactions ran
sequentially in some (system dependent) order,

The tourth property says that transactions are durable, It refers to the fact
that once a transaction commits. no matter what happens. the transaction goes for-
ward and the results become permanent. No fuilure after the commit can undo the
results or cause them to be lost. (Durability is discussed extensively in Chap. §.)

So far. transactions have been defined on a single database. A nested trun-
saction is constructed from a number of subtransactions, as shown in Fig. 1-9,
The 1op-level wansaction may tork otf children that run in paralle] with one :inoth
er. on different machines. to gain performance or simplity programming. Each of
these children may also execute one or more subtransactions. or fork olt its own
children,

Nested transaction

| A—

Subtransaclion Subtransaclion

Airhne dalaba%/’ Holel dalabase

Two diflerent {independent) databases

Figure 9. A nesied Irunsaction,

Subtransactions give rise to a subtle. but important. problem. Imagine that a
transaction starts several subiransactions in parallel. and one of these commits.
making its results visible to the parent transaction. After further computation, the
parent aborts. restoring the entire system to the state it had before the top-fevel
transaction started. Consequently, the results of the subtransaction that committed
must nevertheless be undone. Thus the permanence referred to above applies only
to top-level transactions.

Since transactions can be nested arbitrarity deeply. considerable administra-
tion is needed to get everything right. The semantics are clear. however. When

any transaction or subtransaction starts. it is conceptually given a private copy of

all data in the entire system for it to manipulate as it wishes. It it aborts, its private
universe just vanishes, as if it had never existed. I it commits. its private universe
replaces the parent’s universe. Thus if a subtransaction commits and then later a
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hew subtransaction is started. the second one sees 1he results produced by the [rst
one. Likewise. it an enclosing thigher-level) transaction aborts. all its underlying
subtransactions have to be aborted as well.

Nested wansactions are important in distributed systems. For they provide a
natural way of disiwibuting a transaction across multiple machines. They fellow a
logical division ef the work of the original transaction. For example. a transaction
for planning a trip by which three difterent flights need to be reserved can be logi-
cally split up into three subtransactions. Each of these subtransactions can be
managed separately and independent of the other two.

In the eally days of enterprise middleware systems. the component that hand-
led distributed (or nested) transactions formed the core I'or integrating applications
at the server or database level. This component was called a transaction proc-
essing monitor or TP monitor for short. [ts main task was 1o allow an application
to access multiple server/dattbases by offering it a transactional programming

muclel.as shown in Fig. 1-10.
Server
Reply
e

Transaction Request
_ Requesls
) Y i) Request
Client
application [kjl TP monitor Server ‘@
Reply

Request

Reply Server _@

Figuce 1.10. The role ol o TP monitor in Yistributed systems.

Fnterprise Application Integration

As mentioned. the more applications became decoupled from the databases
they were built upon, the more evident it became that facilities were needed to
mtegrate applications independent I'rom their databases. In particular, application
components should be able to communicate directly with each other and not mere-
ly by means of the request/reply behavior that was supported by transaction proc-
essing systems.

This need for interapplication communication led to many different communi-
cation models, which we will discuss in detail in this book (and for which reason
we shall keep it briel fer now). The main idea was that existing applications could
directly exchange information, as shown in Fig. I-11.
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Ctlient Client
application application
1 !
[ Communication middle.vare J
X 1 i
Server-side Server-side Server-side
application applcation application

/[ﬂ_L ] E-_I j E j
Figuee 1-1L. Middleware as o communication facilitator in enterprise applica-
tion integriuion,

Several types of communication middleware exist. With remote procedure
calls (RPC). an application component can effectively send a request to another
application component by doing a local procedure call. which results in the re-
quest being packaged as a message and sent to the callee. Likewise. the result will
be sent back and returned to the application as the result of the procedure call.

As the popttlarity of object technology increased. techniques were developed
to allow calls to remote objects. leading to what is known as remote method
invocations (RMI). An RMI is essentially the same as an RPC, except that it op-
erates on objects instead of applications.

RPC and RMI have the disadvantage that the caller and callee both need to be
up and running at the time of communication. b addition. they necd to know' ex-
actly how to refer to each other. This tight coupling is often experienced as a seri-
ous drawback. and has led to what is known as message-oriented middleware. or
simply MO:M. In this case, applications simply send messages to logical contact
points, often described by means of a subject. Likewise. applications can indicate
their interest for a specific type of message. after which the communication mid-
dleware will take care that those messages are delivered to those applications.
These so-called publish/subscribe systems form an important and expanding
class of distributed systems. We will discuss them at length in Chap. 13.

1.3.3 Distributed Pervasive Systems

The distributed systems we have been discussing so far are largely charac-
terized by their stability: nodes are fixed and have a more or less permanent and
higb-quality connection to a network. To a certain extent, this stability has been
realized through the various techniques thatare discussed in this book and which
aim at achieving distribution transparency. For example, the wealth of techniques
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for masking lailures and recovery will give the impression that only occasionally
things may go wrong. Likewise. we have been able to hide aspects related to the
actual network location of a node. effectively allowing users and applications to
believe that nodes stay put,

However. maiters have become very ditferent with the introduction of mobile
and embedded computing devices. We are now confronted with disiributed sys-
tems in which instability is the default behavior. The devices in these. what we
refer to as distributed pervasive systems. are often characterized by being small,
battery-powered. mobile. and having only a wireless connection. although not all
these characteristics apply to all devices. Moreover. these characteristics need not
necessarily be interpreted as resirictive. as is illustrated by the possibilities of
modern smart phones (Roussos et al.. 2005).

As its name suggests, @ distributed pervasive system is part of our surround-
ings (and as such. is generally inherently distributed). An important feature is the
general lack of human administrative control. At best. devices can be configured
by their owners. but otherwise they need to automatically discover their environ-
ment and “"nestle in” as best as possible. This nestling in bas been made more pre-
cise by Grimm et al. (2004 by formulating the following three recuircments tor
pervasive applications:

I. Embrace contextual changes.

2. Encourage ad hoc composition. -

3. Recognize sharing as the default.

Embracing contextual changes means that a device must be continuously be
awvare of the fact that its environment may change all the time. One of the sim-
plest changes is discovering that a network is no longer uvailable. for example.
bevause a user is moving between base stations. In such a case. the application
should react. possibly by automatically connecting to another network. or taking
other appropriate actions.

Encouraging ad hoc composition refers 1o the fucr that many devices in per-
vasive systems will be used in very different wiys by different users. As a result,
it should be easy o conliigure the suite of applications running on a device. either
by the user or through automated (but controtled) interpasition.

One very important aspect of pervasive systems is thatdevices generally join
the system in order to access (and possibly provide) information. This calls for
means to easily read. store. manage. and share information. In light of the inter-
mitient and changing connectivity of devices. the space where accessible informa-
tion resides will most likely change all the time.

Mlascolo et al. (2004) as well as Niemela and Latvakoski (2004) came to simi-
lar conclusions: in the presence of mobility, devices should support easy and ap-
plicativn-dependent adaptation to their local environment. They should be able to
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efficiently discover services and react accordingly. It shoutld be clear from these
requirements that distribution transparency is not really in place in pervasive sys-
tems. In fact. distribution of data. processes. and control is infieren to thesc sys-
tems, for which reason it may be better just to simply expose it rather than trying
to hide it. Let us now take a look at some concrete examples of pervasive systems.

Home Systems

An increasingly popular type of pervasive system. but which may perhaps be
the least constrained, are systems built around home networks. These systems
generally consist of one or more personal computers. but more importantly inte-
grate typical consumer electronics such as TVs, zudio and video equipmient. gam-
ing devices, (smart) phones. PDAs. and other personal wearables into a single sy s
tem. In addition. we can expect that all Kinds of devices such as kitchen appli-
ances, surveillance cameras, clocks. eontrollers for lighting. and so on. will all be
hooked up into a single distributed system.

From a system’s perspective there are several challenges that need to be ad-
dressed before pervasive home systems become reality. An important one is that
such a system should be completely self-configuring and self-managing. i cannot
be expected 1hat end users are willing and able 10 keep a distributed home system
up and running if its components we prone to errors (as is the case with many of
today’s devices.) Much has already been accomplished through the Universal
Plug and Play (UPnP) standards by which devices automatically obtain IP ad-
dresses. can diseover each other. ctc. (UPnP Forum. 2003). However, more is
needed. For example. it is unclear how software and firmware in devices can be
easily updated without manual intervention. or when updates do take place. that
compatibility with other devices is not violated.

Another pressing issue is managing what is known as a “personed space.”
Recognizing that a home system consists of many shared as well as personal de-
vices. and that the data in a home system is also subject to sharing restrictions.
much attention is paid Lo realizing such personal spaces. For example, part of
Alice's personal space may consist of her agenda, family photo’s. a diary. music
and videos that she bought, etc. These personal assets should be stored in such a
way that Alice has access to them whenever appropriate. Moreover, parts of this
personal space should be (temporarily) accessible to others. for example. when
she needs to make a business appointment.

Fortunately. things may become simpler. It has long been thought that the per-
sonal spaces related 10 home systems were inherently distributed across the vari-
ous devices. Obviously. such a dispersion can casily lead to significant synchroni-
zation problems. However. problems may be alleviated due 1o the rapid increase
in the capacity of hard disks, along with a decrcase in their size. Configuring a
multi-terabyte storage unit for a personal computer is not really a problem. At the
same time. portable hard disks having a capacity of hundreds of gigabytes are
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being placed inside relatively snall portable media players. With these continu-
ously increasing capacities. we may see pervasive home systems adopt an archi-
tecture in which a single machine acts as a master (and is hidden away somewhere
in the basement next to the central heating), and all other fixed devices simply
provide a convenient interface for humans. Personal devices will then be cram-
med with daily needed intormation. but will never run out of storage.

However, having enough storage does not solve the problem of managing per-
sonal spaces. Being able fo store huge amounts of data shifts the problem 10 stor
ing relevans data and being able to find it later. Increasingly we will see pervagive
systems. like hame networks. equipped with what are called recommenders, pro-
grams that consult what other users have stored in order to ideniity similar taste.
and from that subsequently derive which content to place in one’s personal space.
An interesting observation is that the amount of information that recommender
programs need to do their work is often small enough lo allowy them 1o be run on
PDAs (Miller et al.. 2004,

Elecironic Health Care Systems

Another important and upcoming class of pervasive systems are those related
to (personal) electroni¢ health care. With the increasing cost of medical treaiment.
new devices are being developed 1o monitor the well-being of individuals and to
awtomatically contact physicians when nceded. In many of these sysiems, a major
goal is to prevent people from being hospitalized.

Personal health care systems are often equipped with various sensors organ-
ized in a (preferably wireless) body-area network (BAN). An important issue is
that such a network should at worst only minimally hinder a person. To this end.
the network should be able to operate while a person is moving, with no strings
{i.e.. wires) attached to immobile devices.

This requirement leads to two obvious organizations. as shown in Fig. 1-12.
In the first one. a central hub is part of the BAN and collects data as needed. From
time to time. this data is then of4loaded to a larger storage device. The advantage
of this scheme is that the hub can also manage the BAN. In the second scenatio.
the BAN is continuously hooked up to an external network. again through a wirc-
less connection, to which it sends monitored data. Separate techniques will need
to be deployed for managing the BAN. Of course, further connections to a physi-
cian or other people may exist as well.

From a distributed system’s perspective we are immediately confronted with
questions such as:

1. Where and how should monitored data be stored?

)

How can we prevent loss of ¢rucial data?

3. What infrastucture is needed to generate and propagate alerts?



28 INTRODUCTION CHAP. ]

L’ i3 : External
Tilt sensor ‘\\ # . storage
,’ y! 'r 5 3
ECG sénsdr ‘ Transmitter .
‘ i !
PDA [ \  GPRSIUMTS
Motion séqsors | )
* e 'J L -
body-area netwotk body-area netwrork
(@) (b)

Figure 1-12, Monitodng a person in a peevasive electronic health care sastenn,
using 1 a dxwcal hub or (b i continuous wireless connection,

<. How: can physicians provice online feadback?
3. How can extreme robustness of the monitoring system be realized?

6. What are the security issues and how can the: proper policies be
enforced?

Unlike home swstems, we cannot espect the architecture ol pery asive health care
systems to move towary singleserver systems and have the monitoring devices
operate with minimal functionality. On the eontrary: for reasons of efficiency. de-
vices and body-area networks will be required to support in-netswork data proc-
essing. meaning that monitoring data will, for example. have to be aggregated be-
fore permanently storing it or sending it to o physician. Unlike the case for distrib-
utecl information systems. there is yet no clear answer to these questions.

Sensor Nviworks

Our Jast example of pervasive systems is sensor networks, These networks in
many. cases Form part of the enabling technology for pervasiverness and we see
that many solution:s tor sensor networks return in pervasive applications, What
makes sensor networks interesting trom a diswributed system’s perspective is that
in vinwally all cases they are used for processing intormation. In this sense. they
do more thin just provide communication services, which is what traditional conr
puter networks are all about. Akyildiz et al. (2002) provide an overview from a
networking perspective. A more sysic:ms-orientcd introduction 10 sensor networks
is given by Zhao and Guibas (2004). Strongly related are snesh networks wwhich
essemially form a collection of (fixed) nodes that communtcate throngh wireless
links. These networks may form the basis for many medimni-scale distributed sys-
tenis. An overview is provided in Akyildiz et al. (2005).
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A sensor network typically consists of tens to hundreds or thousands of rela-
tively small nodes. each equipped with a sensing device. Most sensor networks
use wireless communication. and the nodes arc oflen battery powered. Their lim-
ited resources, restricted communication capabilities. and constrainec power con-
sumption demand that efficiency be high on the list of design criteria.

The relation with distributed systerns can be made clear by considering sensor
networks as distributed databases. This view is quile common and easy to under-
stand when realizing thal many sensor networks are deployed for measurement
and sunveillance applications (Bonnel et al.. 2002). in these cases, an operator
would like to extract information from (a part of) the network by simply issuing
queries such as “What is the northbound tratfic load on Highway 17 Such
queries resemble those of iraditional databases. In this case. the answer will prob-
ably need 10 be provided through collaboration of many sensors located around
Highway I. while leaving other sensors untouched.

To organize a sensor network as a distributed database. there arc essentially
1wo extremes. as shown in Fig. I-13. First, sensors do nol cooperite but simply
send their data to a ceniralized database located at the operator’s site. The other
extreme is to forward queries to relevant sensors and to lel each compule wn
answer. requiring the operator 1o sensibly aggregate the returned answers,

Neither of these solutions is very aurractive, The first one requires that sensors
send all their measured data through the network:. which may waste network re-
sources and energy. The second solution may also be wastetul as it discards the
aggregation capabilities of sensors which would allow much less daa to be re-
wrned to the operator. What is needed are facilities for in-network data proce-
essing. as we also encountered in pervasive health care systems.

In-newwork: processing can be done in numerous ways. One obvious one ix 10
torward a query to all sensor nodes along a tree encompassing all nodes and to
subsequently aggregite the results as they are propagated back to the rool, here
the initiator is located. Aggregation will 1ake place where two or more branches of
the tree come to together. As simple as this scheme may sound. it iniroduces dif{i-
cult questions:

1. How do we (dynamically) set up an efficient tree in a sensor network?
2. How does aggregation of results 1ake place? Can it be controlled?

3. What happens when network links fiil?

These questions have been parily addressed in TinyDB. which implements a de-
clarative (dmabase) interface 10 wireless sznsor networks. In essence. TinyDB can
use any treebased routing algorithm. An intermecliate node will collect and ag-
gregate the results from its children, along with its own findings. and send that
toward the root. To make matters etficient. queries span a period of time allowing
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for careful scheduling of operations so that network resources and energy are
optimally consumetl. Details can be found in Madden et al. (2003).

However. when queries can be initiated from ditterent points in the network.
using single-rooted trees such as in TinyDB may not be efticient enough. As an
alternative. sensor networks may be equipped with speciial nodes where results are
torwarded to. as well as the queries related to those results. To give a simple ex-
ample. queries and results related temperature readings are collected at a different
Jocation than those related to humidity measurements. This approiach corresponds
directly 1o the notion of publish/subscribe systems. which we will discuss exten-
sively in Chap. [3.

1.4 SUMNMIARY
Distributed systems consist of autonomous computers that work together to
give the appearance of a single coherent system. One important advantage is that

they make it easier to integrate different applications running on ditferént com-
puters into a single system. Another advantage is that when properly designed,
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distributed systems scale well with respect to the size of the underlying network.
These advantages olten come at the cost of more complex software. degradation
of pertormince. and also often weaker security. Nevertheless. there is consid-
erable interest worldwide in building and installing distributed sysiems.

Disuibuted systems often aim at hiding many of the intricacies related to the
distribtuion of processes. clta. and control. However. this distribution transpar
ency not only comes at a pertormance price, but in practical situations it can never
be fully uchieved. The fuct that rade-of I's need to be made between achieving var-
ious tforms of disiribution transparency is inherent to the design of distributed sys
tems. and can easily complicate their understanding.

Matters are further complicated by the lact that many developers initially
mike assumptions about the underlying network thar are fundamentally wrong.
Later. wheu assumptions are dropped. it may turn out to be difficult to mask
unwanted behavior. A typical example is assuming that network latency is not sig-
nificant. Later. when porting an existing system to a wide-arca network. hiding
latencies may deeply aftect the system’s original design. Other pitfalls include
assuming that the nenvork is reliable. static. secure. nnd homogeneous.

Different types of disiribtited systems exist which can be classified as being
oriented toward supporting conputations. information processing. and pervasive-
ness, Distributed computing systems are typically deployed for high-pertormance
applications often originating fvom the field of parallel computing. A huge class
of distributed can be found in traditional office environments where we_ see data
bases plasving an important role. Typically. transaction processing systems are
deployed in these environments, Finally. an emerging class of cistributed systems
is where components are small and the system is composed in an ad hoc tirshion.
but most of all is no longer managed through a system administrator. This last
class is typically represenied by ubiquitous compuling environments.

PRO®BLEMS

I. An alternative definition lor & distributed system is that of a colfection of independent
computters providing the view of being a single yvsten that is. it is completely hidden
from users that there even mulliple computers. Give o example where this view
would come in very handy.

2. What is the role of middleware in a distributed system?

3. Many networked systems are organized in lerms of a back office and a Iront office.
How does organizations match with the coherent view we demand for a distributed
system?

. Explain what is meant by (distribution) transpaency, and give examples of difterent
types of transparency,
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Why is it sometimes so hard to hide the occurrence and recovery from failures in a
distributed system?

Why is it vol 2lwiys @ good ides 1o aim at implementing the highest degree of trans-
panency possible?

. Whet is an open disiributed system and what henefits does openness provide™?

Describe precisely what is meant by a scalable system,

Scalability can be achieved by applying different 1echniques. What are these tech-
niques?

Explain what is meant by a virwal organization and give a hint on how such organiza-
tions could be implemented.

When a transaction is aborted. we have said that the world is restored Lo its previous
stte, a8 though the transaciion had never happened. We lied. Give an example where
resetting the world is impossible.

Executing nested Iransactions requires some form of coordination. Explain whai a
cooardinator should actually de,

We argued that distribution transparency may not be in place tor pervasive systems.
This sinement is not true for all types of wansparencies, Give an example.

We already eave some examples of distributed pervasive systems: hame systems,
electronie healthcare systems, wnd sensor nctworks. Extend this list with more ex-
amples.

{Lab assignment) Sketeh a design for a home System consisling of a separate media
server that will allow for the atachment of a wireless client. The Luter is connected te
nalog) audio/video equipment and transforms the digital media streams to analog
output. The server runs on a separnte machine. possibly connected to the lnternel. but
has no keyboard and/or monitor connected.
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Distributed systems are oflen complex pieces of soltware ol which' the com-
ponents are by definition dispersed across multiple machines. To master their
complenity. it is crucial that these systems are properly organized. There are dif-
ferent ways on how (0 view the organization of a diswributed system. but an obvi-
otls one is to make a distinction between the logical organization of the collection
of software componenus and on the other hand ihe actual physical realization.

The organization of distributed systems is mostly about the software com-
ponents that constitute the system. These software architectures tell us how the
various software components are 1o be organized and how they should interact. In
this chapter we will first pay attetition to some commonly applied approaches
wward organizing {ciswibwed) computer systems.

The actual realization of n disiributed system requires that we instaniiate and
place sofiware componeants on real michines. There are many ditferent choices
that can be made in doing so. The final instantiation of a software architecture is
also referred 1o as a system architecture, [n this chapter we will look into tradi-
tional centralized architectures in which a single server implements most of the
sottwire components (and thus functionality). while remote clients can aceess that
server using simple communication means, In addition. we consider decentralized
architecwres in which machines more or less play equal roles. ¢s well as hybrid
organizations,

Ac we explained in Chap. I, an important goul of distributed systems is to
separnte applications from underlying plattorms by provicling a middlewware layer.

33
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Adopting such a layer is an important architectural decision. and its main purpose
is to provide distribution wansparency. However. trude-olfs need to be made to
achieve transparency. which has led to various techniques to make middleware
adaptive. Ve discuss some of the more commonly applied ones in this chapter. as
they affect the organization of the middleware itself.

Adaptability in distributed systems can also be achieved by having the system
monitor its own behavior and taking appropriate measures when needed. This in-
sight has led to a class of what are now referred te as autonomic systems. These
distributed systems are frequently organized in the form of feedback control
loops. which form an importint architectural etement during a system’s design. In
this chapter. we devote a section to autonomic distributed systems.

2.1 ARCHITECTURAL STYLES

We stut our discussion on architectures by first considering the logical organ-
ization of distributed systems into software components, also referred to as soft-
ware architecture (Bass et al. 2003). Reseiarch on soltwiwe architectures has
matured considerably and it is now commonly accepted that designing or adopting
an architecture is crucial for the successtul development of large systems.

Fur our discussion, the notion of an architectural style is important. Such a
style is formulated in terms of components. the way that components we con-
nceted to each other. the data exchanged between components. and finally how
these elements are jointly' configured into a system. A component is a modular
unit with well-defined required and provided! intertaces that is replaceable within
its environmeni (ONMG, 200:b). As we shall discuss below. the important issue
about a component for distributed systems is that it can be replaced, provided we
respect its interfaces. A somewhat more difficult concept to grasp is that of a con-
nector, which is generally described as a mechanism that mediates communica-
tion. coordination. or cooperation among components {Alehta et al.. 2000: and
Shaw and Clements. 1997 ). For example. a connector can be formed by the facili-
ties for {remote) procedure calls. message passing. or streaming data.

Using components and connectors, we can come to various configurations.
which, in tura have been clussified into architectural styles. Several styles have by
now been identified, of which the most important ones for distributed systems are:

. Layered architectures

I~

Object-based architectures
3. Data-centered architeciures

4. Event-based architectures

The basic idea for the layered style is simple: components are organized in a
layered fashion where a component at layer L; is allowed to call conmponents at
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the underlying layer L;_;. but not the other way around, as shown in Fig, 2-1{a).
This model has been widely adopted by the neiswvorking community: we brielTy
review it in Chap. <h. An key observation is that controt generally tlowvs from lave r
to layer: requests go down the hierarchy whereas the results {low upward,

A far looser organization is followed in object-based architectures. \which
are illustrated in Fig. 2-1(b). In essence. each object corresponds to what we have
defined as a component. and these components we connected through a {remote)
procedure call mechanism. Not surprisingly, this softwure architecture matches
the clientserver system architecture we described above. The layered and ob ject
based urchitectures still form the most important styles for large softwure systems
{Bass et al.. 2003).

Layer N | Object Object
-

| 3

Layer N-1
Method call
Response

Reauest l = ]
1 fiow

ltow

{a) (b)
Figure 2-1, The ia) layeral and (b) abject-bused wrehitecCunal stale.

Data-centered architeciures evolve around the idea that processes commun-
icate through a common (passive or active) repository. It can be argued that for
distributed systems these architectures are a5 important as the layered and object-
based architectures. For example. a wealth of networked applications have been
developed that rely on a shared distributed file system in which virtually all com-
munication takes place through files. Likewise. Web-based distributed systems,
which we discuss extensively in Chap. 12. are largely data-centric: processes
communicate through the use of shared Web-based data services.

In event-based architectures. processes essentially communicate thropgh the
propagation of events, which optionally also canry data. as shown in Fig. 2-2(a).
For distributed systems, event propagation has generally been ussociated with
what are known as publish/subscribe systems (Eugster et al.. 2003). The basic
idea is that processes publish events after which the middleware ensures that only
those processes that subscribed to those events will receive them. The main
advantage of event-based systems is that processes are loosely coupled. In princi-
ple. they need not explicitly refer to each other. This is also refened to as being
decoupledin space. or referentially deceupled.
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Figure 2-2. The ta) event-bused and (b} shared darispace anchitesweal sile.

Eventbased architectures can be combinec with data-centered architectures.
yielding what is also known as shared data spaces. The essence of shared data
spaces is that processes are now also decoupled in time: they need notboth be ac-
tive when communication takes place. Furtherinore. many shared data spaces use
a SQL-like interfiace 1o the shared repository i that sense that data can be ac-
cessed using a description rather than an explicit reference. as is the vase with
files. We devote Chap. 13 10 this architectural style.

Whitt makes these software architectures importam for distribied systems is
that they all aim at achieving tat a reasonable level} distribwtion transparency.
However. as we have arguted. distribution ransparency requires making trade-otfs
between performance. fault tolerance. ease-of-programming. and so on. As there
is no singtle solution that will meet the requirements for all possible distributed ap-
plications. researchers have abandoned the idea that a single distributed system
can be used to cover 90% of all possible cases.

2.2 SYSTEM ARCHITECTURES

Now that we have briefly discussed some common architectural styles. let us
take a look at how many distributed systems are actually organized by considering
where software components are placed. Deciding on software components. their
interaction. and their placement leads to an instance of a seftware architecture,
also called a systems architecture (Bass et al.. 2003). We will discuss cenualized
and decentralized organizations. as well as various hybrid torms.

2.2.1 Centralized Architectures
Bespite the lack of consensus on many distributed systems issues. there is one
issue that many researchers and practitioners agree upon: thinking in terms of ¢/i-

ents that request services from seivers helps us understand and manage the com-
plexity of distributed systems and that is a good thing.
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In the basic client-server model. processes in a distributed system are divided

into two (possibly overlapping) groups. A server is a process implementing a spe-

cific service. for example. a file system service ora database service. A client is a

process that requests a service from a server by sending it a request and subse-

quently waiting for the server's reply. This client-server interaction. also known
as request-reply behavior is shown in Fig. 2-3
Wail for result

Client

Request

Provide service Time —»

Figure 2.3, General interaction between a clizni and 3 server.

Communication between a client and a server can be implemented by means
of a simple connectionless protocol when the underlying newwork is fairly reliable
as in wahy local-area networks. In these cases. when a client requests a service, it
simply packages a message for the server. identif ying the service it wams. along
with the necessary input data. The message is then sent to the server. The latter. in
wrn. will ahvays wait for an incoming request. subsequently process it. and pack
age the results in a reply message thal is then sent to the client.

Using a connectionless protocol has the obyious advantage of being efficient.
As long as messages do not get lost or corrupted. the request/reply protocol just
sketehed works fine. Unfortunately, making the protocol resistant to occasional
transmission failures ts not trivial. The only thing we can do is possibly let the cli-
ent resend the request when no reply message comes in. The problem. however. is
that the client cannot detect whether the original request message was lost. or that
transmission of the reply failed. If the reply was lost. then resending a request
may result in performing the operation twice. [t the operation was something like
“transfer $10.000 from my bank account.” then clearly, it would hayve been better
that we simply reported an error instead. On the other hand. if the operation was
“tell me how much money [ have left.” it would be perfectly acceptable to resend
the request. When an operation cin be repeated multiple times without harm. it is
said to be idempotent. Since some requests are idempotent and others are not it
should be clear that there ts no single solution for dealing with lost messages. We
defer adetailed discussion on handling transmission failures to Chap. 8.

As an alternative. many client-server systems use a reliable connection-
oriented protocol. Although this solution is not entirely appropriate in a local-area
network due to relatively low performance, it works perfectly fine in wide-area
systems in which communication is inherently unreliable. For example. virtually
all Internet application protocols are based on reliable TCP/IP connections. [n this
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case. whenever a client requests a service, it first sets up a connection to the
server betore sending the request. The server generally uses that same connection
to send the reply message. after which the connection is torn down. The trouble is
that setting up and tearing down a connection is relatively costly. especially when
the request and reply messages are small,

Application Layering

The clientserver model has been subject to many debates and controversies
over the years. One of the main issues was how to draw a clear distinction be-
tween a client and a server. Not surprisingly. there is often no clear distinction.
For example, a server tora distributed database may continuously act as a client
because it is ferwarding requests to ditferent file servers responsible lor imple-
menting the database tables. In such a case. the database server itself essentially
does no more than process queries.

However, considering that many clieneserver applications are targeted toward
supporting user access to databases. many people have advocated a distinction be-
tween the following three levels. essentially following the layered architectural
style we discussed previously:

. The user-intertace level
2. The processing level

. The data level

7]

The user-interface level contains all that is necessary to directly interfiice with the
user. such as display management. The processing level typically conins the ap-
plications. The data level manages the actual data that is being acted on.

Clients typically implememnt the user-interface level. This level consists of the
programs that allow end users to interact with apptications. There is a consid-
erable difterence in how sophisticated userintertace programs are.

The simplest user-interface program is nothing more than a character-based
sereen. Such an interface has been typically used in mainframe environments. In
those cases where the mainframe conteols all interaction. including the keybourd
and monitor. one can hardly speak of a client-server environment. However. in
many cases, the user’s terminal does some local processing such as echoing typed
keystrokes. or supporting form-like interfaces in which a complete entry is to be
edited before sending it to the main computer.

Nowadays, even in mainframe environments, we see more advanced user in-
terfaces. Typically, the client machine offers at least a graphical display in which
pop-up ot pulkdown menus are used. and of which many of the screen controls
are handled through a mouse instead of the keyboard. Typical examples of such
interfaces include the X-Windows interfaces as used in many UNIX environments.
and ezlier intertaces developed for MS-DOS PCs and Apple Macintoshes.
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Modern user interfaces offer considerably more functionality by allowing ap-
plications to share a single graphical window. and touse that window to exchange
data through user actions. For example. to delete a file, it is usually possible 10
move the icon representing that file to an icon representing a trash can. Likewise.
many word processors allow i user to move text in a document to another position
by using only the mouse. We return to user intertaces in Chap. 3.

Many client-server applications can be constructed from roughly three dif-
terem pieces: a part that handles interaction with a user. a part that operates on a
database or file system. and a middle part that generally contains the core func-
tionality of an application. This middle part is logically placed at the processing
level. In contrast to user intertaces and databases, there are not many aspects com-
mon to the processing level. Theretore, we shall give several examples to make
this leves| clearer.

As a tirst example. consider an Internet search engine. lgnoring all the
animated banners. images. and other fancy window dressing. the user intertace of
a search engine is very simple: a user types in a string ot keywords and is subse-
quently presented with a list of titles ol Web pages. The back end is formed by a
huge database of Web pages that have been prefetched und indexed. The core of
the search engine is a program that transforms the user’s string of keywords into
one or more database queries. It subsequently ranks the results into a list. and
transforms that list into a series of HTML pages. Within the clientserver model,
thiss information retrieval part is typically placed at the proeessing level.~ Fig. 2-4
shows this organization.

User-interface
User interface level
HTML page
Keyword expression containing lisy
HTML
generator Processing
Query i Ranked list level
generator - of page lilles
Ranking
Patabase Gueries algorithm
Web pageltitles
with mela-informalian
Dalabase Dataleve!

with Web pages

Figure 2-1. The simplitiell organization of an Internet search engine into three different
layers.

As a second example. consider a decision support system for a stock broker-
age. Analogous to a search engine. such a system can be divided into a tront end
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implementing the user interface, a back end for accessing a database with the
financial data. and the analysis programs between these two. Analysis of financial
data may require sophisticated methods and techniques from statistics and artili-
cial intelligence. In some cases. the core of a financial decision support system
may even need to be executed on high-performance computers in order to achieve
the throughput and responsiveness that is expected from its users.

As a last example. consider a typical desktop package. consisting of a word
processor. a spreadsheet applicition. communication facilities. and so on. Such
“office™ suites are generally integrated through o common user interface that sup-
ports compound documents. and operates on files trom the user's home directory.
{In an office environment. this home directory is often placed on a remote file
server.) [n this example. the processing level consists of a relatively large collec-
tion of programs. each having rather simple processing capabilities.

The data level in the client-server model contains the programs that maintain
the actual data on which the applications operiate. An important property of this
ievel is that data are often persistent. that is. even if no application is running.
data will be stored somewhere for next use. In its simplest form. the data level
consists of a tile system. but it is more common to use a full-flecged database. In
the clienr-server model. the cata level is typically implemented at the server side.

Besides merely storing data, the data level is generally also responsible for
keeping data consistent across differem applications. When databases are being
used. maintaining consistency meuns that metadata such as tuble descriptions.
entry constraints and applicationspecific metacata are also stored at this level.
For example. in the case of a bank, we may want to generate a notification when a
cusaomer’s credit card debt reaches a certain value. This type of information can
be maintained through a database trigger that activates a handler tor that trigger at
the appropriate moment.

In most business-oriented environments, the data level is organized as a rela-
tional dutabase, Data independence is crucial here. The data are organized inde-
pendent of the applications in such a way that changes in that organization do not
altect applications, and neither do the applications affect the data organization.
Using relational databases in the client-server model helps separate the provessing
level fromthe data level. as processing and data are considered independent.

However. refational databases are not always the ideal choice. A charac-
teristic feature of many applications is that they operate on complex datu types
that are more easily modeled in terms of objects than in terms of relations. Exam-
ples of such data types range from simple polygons and circles to representations
of aircrafu designs. as is rhe case with computer-aided design (CAD) systems.

I those cases where data operations are more easily expressed in terms of ob-
ject manipulations, it makes sense to implement the data level by means of an ob-
ject-oriented or object-relational database. Notably the latter type has gained
popularity as these databases build upon the widely dispersed relational data
model. while offering the advantages that object-orientation gives.
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Multitiered Acchitectures

The distinction into three logical levels s discussed so far. suggests a number
of possibilities for physically distributing a dient-server application across several
machines. The simplest organization is to have only twwo types of machines;

. A client machine containing only the programs implementing (part
o!) the userinterface level

2. A server machine contiining the rest. that is the programs imple-
menting the processing and data level

In this organization everything is handled by the server while the client is essen-
tially 1o more than a dumb terminal. possibly with a pretty graphicitl interfuce.
There are many other possibilities, of \which we explore some of the more com-
nion ones in this section,

One approach for organizing the clients and servers is to distribute the pro-
grams in the application layers of the previous section across different machines.
as shown in Fig. 2-5 [see also Umar (1997): and ling et al. (1999)]. As a [lirst
step. we make adistinction belween only two kinds of machines: client machines
and server machines. leading to what is also referred to as a (physically) two-
tired architecture.

Client machine

| User ir\ftf}ﬁgg&_}] [User inlerface] [Userinleaface] User mler!ace} [User mqerface]
l' Apphcatiovn._l Agplication L Application J
A -A’ Database

I v WrsTh-og ¢ e

| User interface | P v -'"""-ﬁ-‘-“.“}__
: Bt
| Appllcauon_l [_Applicallon ] l Applicat'on . =
Database ' | Dalabase i | Database | Daiabase ] [h‘Database ’

Server machine
(a) ) {c) (&) (e

Figure 2.5, Alernative client-server urganizations (aj-{e).

One possible organization is to have only the terminaldependent part of the
userinterface on the client machine. as shown in Fig. 2-3(a). and give the applica-
Hons remote control over the presentation of their data. An alternative is to place
the entire usef-interface software on the client side. as shown in Fig. 2-5(b). In
such eases. we essentially divide the application into a graphical front end. which
communicates with the rest of the application (residing at the server) through an
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application-specitic protocol. In this motlel. the from end (the client software)
does no processing other than necessary for presenting the application’s imerface.

Continuing along this line of reasoning. we may also move part of the applica-
tion to the frontend. as shown in Fig. 2-5(c). An example where this niakes sense
is where the application makes use of a Form thut needs to be filled in entirely be-
fore it can be processed. The front end can then check. the correctness and consis-
tency of the form. and where necessary interact with the user. Another example of
the organization of Fig. 2-5{c). is that of a word processor in which the basic edit-
ing functions execute on the client side where they operate on locally cached. or
in-memory data, but where the advanced support tools such as checking the spel-
ling and grammar execute on the server side.

In nuamy client-server environments, the organizitions shown in Fig. 2-5(d)
and Fig. 2-5(¢) are particularly popular. These organizations are used where the
client machine is a PC or workstation. connected through a network to a disu-ib-
uted file system or database. Essentially. most ol the application is running on the
client machine, but all operations on files or database entries go to the server. For
example. many banking applications run on an end-user’s machine where the user
prepares transactions «nd such. Once finished. the application vontacts the data-
buse on the bank's server and uploads the transactions for further processing.
Fig. 2-3(e) represents the situation where the client’s local disk contains part of
the data. For example. when browsing the Web. a cliem can gradually build a
huge cache on loval disk of most recent inspected Web pages.

We note that for a few years there has been a strong wend 10 move away I'rom
the configurations shuwn in Fig. 2-5¢d) and Fig. 2-3(e) in those case that client
software is placed at eénc-user machines. In these cases. most of the processing
and data storage is handled at the server side. The reason lor this is simple: al-
though cliemt machines do a lot. they are also more problematic: 10 manage. Hav-
ing more functionality on the client machine makes client-side software more
prone 10 errors and more dependent on the client’s underlying platform (i.e..
operating system and resources). From a sy:utem’s management perspective, hav-
ing what ate called fat clients is not optimal. Instead the thin clients as repre s-
ented by the organizations shown in Fig. 2-3(a)-(c) are much easier. perhups at
the cost of less sophisticated user interfaces and clienrperceived performance.

Note that this wend does not imply that we no longer need distributed systems.
On the conwrary. what we are seeing is that server-side solutions are becoming
increasingly more distributedl as a single server is being repluced by muliiple ser-
vers running on ditferent machines. In particular. when distinguishing only client
and server machines as we have done so tar, we miss the point that a server may
sometimes need to act as a client, as shown in Fig. 2-6, leading to a (physically)
three-tiered architecture.

In this architecwre. programs that form part of the processing level reside on a
separate server, but may additionally be partly distributed across the client and
server machines. A typical example of where a three-tiered architecture is used is
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in transaction processing. As we discussed in Chap. 1. a separate process. called
the transaction processing monitor. coordinates all transactions across possibly
different data servers.

Another. but very dilferent example where we ol'ten see a threetiered archi-
tevture is in the organization ol Web sites. [n this case. a Web server acts as an
entry point to a site. passing requests to an application server where the actual
processing takes place. This application server. in turn, interacts with a dalabase
server. For example. an application server may be responsible l'or running the
code to inspect the available inventory of sorte goods as offered by an ¢lectronic
bookstore. To do so. it may need to interact with a clatabase containing the raw
inventory data. We will come back to Web site organization in Chap. 12.

2.2.2 Decentralized Architectures

Multitiered cliem-server architectures are a direct conseyuence of dividing ap-
plications into a user-interface. processing componems, and a data level. The dit.
ferent tiers correspond directly with the logical organization of applications. In
many business environments, distributed processing is equivalent 10 organizing a
chient-server application as a multitiered architecture. We reter to this type of dis.
wibution as vertical distribution. The characteristic feature of vertical distribu-
tion is that it is achieved by placing fegicafly ditfferent componems on different
machines. The term is related to the concept of vertical fragmentation as used in
distributedl relational databases, where it means that tables are split column-wise.
and subsequently distributed across muliple machines (Oszu and Valduriez,
1999).

Again, from a system management perspective, having a vertical distribution
can help: functions are logically and physically split across multiple imachines.
where each machine is tailored to a specific group of functions. However. vertical
distribwion is only one way of organizing clientserver applications. In modern
architectures. it is often the distribution of the clients and the servers that counts,
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which we refer 10 as horizontal distribution. In this type of distribution. a client
or server may be physically splitup into logically equivalent parts. bt each part is
operating un its own share of the complete data set. thus balancing the load. In
this section we will take a look at a class of modern system architectures that sup-
port herizontal distribution, known as peer-to-peer systems.

From a high-lcviel perspective. the processes that constitute a peer-to-peer sys-
tem are all equal. This means that the tunctions that need to be carried out are
represented by every process that constitutes the distributed systemr. As a conse-
Juence. much ol the interaction between processes is symmetric: each process
will act as a client and a server at the same time (which is also referred to as acl-
ing as a servent).

Given this symmetric belivior. peer-to-peer architectures evolve around the
question how to organize the processes in an overlay network. that is. a network
in which the nodes are formed by the processes and the links represent the pos-
sible communication channels (which are usually realized as TCP connections). In
general. a process cannot connmunicate directly with an arbitrary other process.
but is required to send messages throtigh the available communication channels.
Two types of overlay networks exist: those that are structured and those that are
not. These two types are surveyed extensively in Lua et al. (2003) along with
numerous examples. Aberer et al. (2005) provide a reference architecture that
allows tor a more tormal comparison of the different types of peerto-peer sys-
tems. A survey taken from the perspective of content disibution is provided by
Androutsellis-Theotokis and Spinellis (200-4).

Structured Pecr-to-Peer Architectures

In a structured peer-to-peer architecture. the overlay network is constructed
using a deterministic procedure. By ftur the mostused procedure is to organize the
processes through a distributed hash table (DHT). In a DHT-based system. data
items are assigned a random Key from a large identifier spuce. such as a 128-bit or
160-bitidentitter. Likewise. nodes in the system are also assigned a random num-
ber from the same identifier space. The crux of every DI-IT-based system is then
to implement an etticient and deterministic scheme that uniquely maps the key of
a data item to the identitier of a node based on some distance metric (Balakrish-
nan. 2003). Ivlost importantly. when looking up a data item. the network address
of the node responsible for that data item is returned. Effectively, this is accom-
plished by rouring a request for a data item to the tesponsible node.

For example. in the Chord system (Stoica et al.. 2003) the nodes are logically
organized in a ring such that a data item with key & is mapped to the node with the
smallest identitier it > L. This node is referred (o as the successor of key & and
denoted as sucethy). as shown in Fig. 2-7. To actually look up the data item, an ap-
plication running on an arbitrary node would then call the fuinction LOOKUP(k)
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which would subsequently return the network address of suce(k). At that point,
the application can contact the node to obtain a copy of the data item.

;;"_"_'_‘."""(13,14.15) (0.1} \

(8.8.10.1112}
N Associated

13 dala keys

Ny

L. {5.6.7)

Aciual node

Figure 2-7. The mappiny of data items onto nodes in Chord.

We will not go into algorithms for looking up a key now, but deter that dis-
cussion until Chap. 3 wherc we describe details of various naming systems.
Iustead, let us concentrate on how nodes organize themselves into an ovérlay net-
work. or. in other words, membership management. In the following. it is im-
portant to realize that looking up a key does not tollow the logical organization of
nodes in the ring from Fig. 2-7. Rather. each node will maintain shoricuts to other
nodes in such a way that lookups can generally be done in O{fog (N)) number of
steps, Where Nis the number of nodes participating in the overlay.

Now consider Chord again. When a node wants 10 join the system, it starts
with generating a random identifier id. Note that if the identifier space is large
cnough, then provided the random number generator is of good quality. the proba
bility of generating an identifier that is already assigned to an actual node is close
to zero. Then, the node can simply do a lookup on id. which will return the net
work address of succfid). At that poeint, the joining node can simply contact
vucelid) and its predecessor and insert iself in the ring. Ot course, this scheme re-
quires that each node also stores information on its predecessor. Insertion also
yields that each data item whose key is now associated with nodeid, is ransterred
trom suecfid).

Leaving is just as simple: node i¢f informs its departure to its predecessor and
sticcessor, and transfers its data items to succ(id).

Similar approaches are followed in other DHT-based systems. As an example,
consider the Content Addressable Network (CAN), described in Ratnasamy et
al. (2001). CAN deploys a d-dimensional Cartesian coordinate space. which is
completely partitioned among all all the nodes that participate in the system. For
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purpose of iliustration. let us consider only the 2-dimensional case. of which an
example is shown in Fig. 2-8.

Keys associated with
node at (0.6.0.7)

(01 it (1.1} :
\ (0.9.0.9) l| 0.9,09)
L]
({02.08)
02 .o.e) 2 .l__‘\
/ (06.07 | (66 9,7 ) | |
Actual node * (g_goe)l 109.0.6)
DI | L] | e — - =]
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Eigure 2.8. () The mapping of duta sems onlu nodey in CAN. i Sptivdrg o
region whea & node juins,

Fie. 2-8(a) shows how the two-dimensional spuce (0. l]x[O.I'] is .(Jl\‘ldc:;l.
axmongr six nodes. Each node has an associated region. .E\'elry' %mm‘ nem' |.n C.».\.l
will be assigned a unique point in this space. '.1It.er which itis also clear -\\h.IC ;
node is responsible for that data (ignor.ing da.un items thul. talAl on the border o
multiple regions. for which a deterministic ﬂsstgnm.em.rule is leed)', . o

When a node P wants to join a CAN system. it picks nn.arbm ary point from
the coordinate space and subsequently looks up the nod‘e.Q in whose region lhm.
point falls, This lookup is accomplished through posmoned-bused_ ro.uung.‘ot
which the details are deferred until later chapters, Noc!e 0 t_hen splits its region
into two halves. as shown in Fig. 2-8(b). and one half is &.1SSlgI.led to the 119d§ P
Nodes keep track of their neighbors. that is. nodes r.esponSlbIe for ad?ac.ent 'le.glon.'
When splitting a region, the joining node P can easily come to knox\‘ who 35 n;\.\.
neighbors are by asking node P. As in Chord. the datit items for which node £ 1s
now responsible are transterred from node Q. o

Leavine is a bit more problematic in CAN. Assume that in Fig. 28 the n.ode
with coordinate (0.6.0.7) leaves. lts region will be assigned to one of its l]t?lgh—
bors. say the node at (0.9,0.9). but itis clear that simply merging it and o’bl.‘un'm.g
4 rectangle cannot be done. In this case. the node at (0.9.0.9) .\\'|1I sunp!y take care
of that region and inform the old neighbors of this fact. F)bvlopsly. this may le‘afl
to less S}:;nmetric partitioning of the coordinqt.e space. tgr which reason a back-
eround process is periodically started to repartiuon the entire space.
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Unstructured Peer-to-Peer Architectures

Unsicuctured peerto-peer systems largely rely on randomized algorithms for
constructing an overlay network. The main idea is that each node maintains a list
of neighbors. but that this list is constructed in a more or less random way. Like-
wise, data items are assumed to be randomly placed on nodes. As a consequence.
when a node needs to locate a specific data item. the only thing it can effectively
do is Mood the network with i search query {(Risson and Moors., 2006). We will
retmn 1o searching in unstructured overlay networks in Chap. 3. and for now con-
cenirzue on membership management.

One of the goals of many unstructured peerto-peer systems is 16 construet an
overlay network that resembles a rancdlom graph. The basic model is that each
node maintains a fist of ¢ neighbors, where. ideally. each of these neighbors rep-
resents a randomly chosen five node trom the current set of nodes. The list of
neighbors is also referred o as a partial view. There are many ways to constryct
such a partial view. Jelasity et al. (2004, 2005a) have developed a framework that
captures many ditferent algorithms for overlay construction to wliow for evalua-
tions and comparison. In this leamework. it is assumed that nodes regularly
cxchange entries from their partial view, Each entry identifies another node in the
network. and has an associated age that indicates how old the reference to tha
node is. Two threads are used. as shown in Fig. 2-9.

The active thread takes the initiative 10 communicate with another node. Tt
selects that node from its current partial view. Assuming that entries need to be
pustied 1o the selected peer. it continues by constructing a buffer containing ¢/2+4 |
entries. including an entry identifying itself. The other entries are tiken from the
current partial view,

If the node is also in pudi mode it will wait for a response from the selected
peer. That peer. in the meantime. will also have constructed a buffer by means the
passive thread shown in Fig. 2-9(b). whose activities strongly resemble that of the
active thread.

The crucial point is the constriction ot a new partial view. This view. forini
tiating as well as for the contacted peer. will contain exactly ¢ entries. part of
which will come from received buffer. In essence. there are two ways to construct
the new view. First, the two nodes may decide to diseard the entries that they had
sent 1o each other. Effectively, this means thatthey will ssvap part of their original
views, The second approach is to discard as many ol entries as possible. In gen-

eral. it turns out that the two approaches are complementary [see Jelasity et al,
(2005a) for the details]. [t turns out that many membership management protocols
for unstructured overlays fit this framework. There are a number of interesting
observations to make.

First, let us assume that when a node wants to join it contacts an arbitrary
Other node. possibly from a list of well-known access points. This access point is
just a regular member of the overliy, except that \we can assume it to be highly
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Actions by active thread (periodically repeated):

select a peer P from the current partial view;
if PUSH_MQDE {
mybuffer = [(MyAddress, 0));
permute paitial view;
move H oldest entries to the end,
append first c/2 entries to mybulfer;
send mybulfer to P;
} else {
send trigger to P;

}

it PULL..MODE {
receive P’s bulfer;

1

construct a new partial view from the current one and P's bulfer;
increment the age of every enlry in the new partial view;
(a)
Actions by passive thread:

receive buffer from any process Q;

if PULL_MODE {
mybufter = [(MyAddress, 0));
permute paitial view;
move H oldest entries to the end;
append first ¢/2 entries to mybufier;
send mybulfter to P;

construct a new partial view from the current one and P's bulffer;
increment the age of every entry in the new partial view;
(b)

Figure 229, () The slepstuken by the active thread. (b) The sieps take by the
pussive thread,

available. In this case. il turns out that protocols that use only psh mode or only
pull mode can Fairly easily lead to disconnected overlays. In other words. groups
ot nodes will become isolated and will never be able to reach every other node in
the network. Clearly, this is an undesirable feature, for which reason it makes
more sense to let nodes actuwdly exchange entries.

Second. leaving the network turns out to be a very simple operation provided
the nodes exchange partial views on a regular basis. In this case, a node can sim-
ply depart without informing any other node. What will happen is that when a
node P selects one of its apparent neighbors, say node Q. and discovers that Q no
longer responds, it simply removes the entry from its partial view to select another
peer. It turns out that when constructing a new partial view, a node follows the

Netflix, Inc. - Ex. 1007, Page 000035

SEGy 22 SYSTEM ARCHITECTURES 49
policy to discard as many old entries as possible, departcd nodes will rapidly be
torgotten. In other words, entries referring to departed nodes will automatically be
quickly removed from partial views.

However. there is a price to pay when this strategy is followed. To explain.
consider For a node P the set of nodes that have an entry in their partial view that
reters to P. Technically. this is known as the indegree of a node. The higher node
P8 indegree is, the higher the probubility thiu some other node will decide to con-
tact P. In other words, there is a danger that £ will become a popular node, which
could easily bring it into an imbalanced position regarding workloacl. Systemati-
cally discarding old entries turns out to promote nodes to ones having a high inde-
gree. There are other trade-ofts in addition, for which we refer to Jelasity et al.
(2003a).

Topology Management of Overlay Networks

Although it swould seem that structured and unstmctured peer-to-peer syatems
form strict independent ¢lasses. this need acwally not be vase [see also Castru et
ial. (2003)]. One key observation is that by carefully exchanging and selecting en-
wies from partial views, it is possible to construct and naintain specilic topologies
of overlay networks, This topology management is achieved by adopting a two-
layered approach. as shown in Fig. 2-10,

Protacel far ﬁ Links lo Yapclogy-

Sluuclured specific dic.olh
overlay | over [———_, specilic olher nodes
| ay mﬁ\_ﬁ__h
—
Rancem peer

f Pt »
Randem ran‘:gfg:;:; > (inks tarandomly
averla
Y 5, "-_\—-—--:: chosen other nades

Figure 2-10. A n\olayered approdeh For constructing and mainaining specitic
overluy epulogies using 1echniques Irom unstrictured peer-lo-peel systems,

The lowest layer constitutes an unstructured peeto-peer system in which
nodes periodically exchange entries of their partial views with the aim to maintain
an accurate random graph. Acewracy in this case refers ta the fact that the partial
view should be filled with entries referring te randomly selected /ive nodes.

The lowest layer passes its partial view to the higher layer. where an addi-
tional selection of entries takes place. This then leads to a second list of neighbors
corresiponding to the desired topology. Jelasity and Babaoglu (2005) propose to
use & ranking function by which nodes are ordered according to some criterion
relative to a given node. A simple ranking function is to order a set of nodes by
increasing distance from a given node 2. In that case. node £ will gradually build
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up a list of its nearest neighbors. provided the lowest layer continues o pass ran-
domly selected nodes.

As an illustration. consider a logical grid of size & x N with a node placed on
each point of the grid. Every node is required to maintain a list of ¢ nearest neigh-
bors, where the distance between a node at (¢ «¢t2) and (b 5Ha) is defined as
dy+ds. with d=min (N=1a=b; 1. ba,=b; | ). [f the lowest layer periodically exe-
cutes the protocol as outlined in Fig. 2-9, the topology that will evolve is a torus.
shown in Fig. 2-11.

Time

Figure 2-11, Genevating o spewific overlay neivork wsing o twofaserad
wstrectured peer-topeer svstem [adapted with permission from Jelisity and Ba-
baoglt (2005)].

Of course. completely dillerent ranking functions can be used. Notably those
that are related to capturing the semantie proximity of the data items as stored at
a peer node are interesting. This proximity allows for the construction ol seman-
tic overlay networks that allow for highly efficient search algorithms in unstruc-
tured peer-lo-peer systems. We will return to these systems in Chap. 5 when e
discuss attribute-based naming.

Superpeers

Notably in unstructured peer-to-peer systems. locating relevant data items can
become problematic as the network grows, The reason for this scalability problem
is simple: as there is no deterministic way of routing a lootup request Lo a specific
data item, essentially the only technigue a node can resort to is flooding the re-
quest. There are various ways in which flooding can be dammed, as we will dis-
cuss in Chap. 3. but as an alternative many peerto-peer systems have proposed to
make use of special nodes that maintain an index of data items,

There are other situations in whicli abandoning the symmetric nawre of peer
to-peer systems is sensible. Consider a collaboration of nodes that offer resources
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to each other. For example. in a collaborative content delivery network (CDN),
noctes may ofter storage for hosting copies of Web pages allowing Web clients 1o
access pages nearby. and thns to access them quickly. In this case a node # may
need to seek for resources in a specific part of the network. In that case, making
use of a broker that collects resource usage for a number ol nodes that are in each
other's proximity will allow 1o quickly seleet a node with sufficient resources,

Nodes such as those maintaining an index or acting as a broker are generally
referred to as superpeers. As their name suggests, superpeers are often also org-
anized in a peerto-peer nenwork. leading to a hierarchical organization as cx-
plained in Yang and Garcia-Molina (2003). A simple example of such an organi-
wation is shown in Fig. 2-12. In this organization. every regular peer is connected
as a clicnt to a superpeer. All communication from and to a regular peer proceeds
through that peer's associated superpeer.

Regular peer

Superpeer

Superpeer
network

Figure 2-12. A bierarchical erganization of nodes into u superpeer netwwork.

In many cases, the clientsuperpeer relation is liged: whenever a regular peer
joins the network. it attaches to one of the superpeers and remains attached until it
leaves the network. Obviously. itis expected that superpeers are long-lived proc-
esses with a high availability. To compensate tor potential unstable behavior of @
superpeer. backup schemes can be deployed, such as pairing every superpeer with
another one and requiring clients to attach to both.

Having a fixed association with a superpeer may not always be the best solu-
tion. For example, in the case of file-sharing networks, it may be better for a client
{o attach to a superpeer that maintains an index of files that the client is generally
interested in. In that case, chances are bigger that when a client is looking for a
specific file, its superpeer will know where to find it. Garbacki et al. (2003) des-
cribe arelatively simple scheme in which the client-superpeer relation can change
as clients discover better superpeers 1o associate with, In partieular. a superpeer
returning the result of a lookup operation is given preference over other super-
peers.

As we have seen. peer-to-peer networks offer a flexible means tor nodes 10
join and leave the newwork. However. with superpeer nelworks a new problem is
introduced. namely how to select the nodes that are eligible to become superpeer.
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This problem is closely related to the leader-election problem. which we discuss
in Chap. 6. when we return to electing supeipeers in a peer-to-peer network.

2.2.3 Hybrid Architectures

So far. we have focused on clientserver architectures and a number of peer-
to-peer architectures. Many distributed systems combine architectural features. as
we already came across in supetpeer networks. In this section we take a look at
some specific clusses of distributed systems in which client-server solutions are
combined with decentralized architectures.

Fdge-Server Systems

An important class of distributed systems that is organized according to u
hybrid architecture is formed by edge-server systems. These systems are deploy-
ed on the Internet where servers are placed “at the edge™ of the network. This
edge is formed by the boundary between enterprise networks and the actual Inter
net. for example. as provided by an Internet Service Provider (ISP). Likewise.
where end users at home connect 1o the Internet through their ISP, the ISP can be
considered as residing at the edge of the Internet. This leads w a general organiza
tion as shown in Fig. 2-13.

Core Internet

Edge server _ .I
” ﬂ Enterprise network

Figure 2-13. Viewing the Imernet as consisting of a collection of edge servers.

End users, or clients in general. connect to the Internet by means of an edge
server, The edge server’s main purposSe is to serve content. possibly after applying
filtering and transcoding funetions. More interesting is the tact that a collection of
edge servers can be used to optimize content and application distribution. The
basic model] is that For a specific organization, one edge server acts as an origin
server from which all content originates. That server can use other edge servers
for replicating Web pages and such (Leff et al., 2004: Nayate et al, 2004, and
Rabinovich and Spatscheck. 2002). We will return to edge-server systems in
Chap. 12 when we discuss Web-based solutions.
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Collaborative Distributed Systems

Hybrid structures are notably deployed in collaborative distributed systems.
The main issue i many of these systems to first get started, for which often a
traditional client-server scheme is deployed. Once a node has joined the systen. it
can use a lully decentralized scheme for collaboration.

To make matters concrete. let us first consider the BitToirent fiie-sharing sys-
tem (Cohen. 2003). BitTorrent is a peer-to-peer tile downloading system. Its prin-
cipal working is shown in Fig. 2-14 The basic idea is that when an end user is
looking for a file. he downloads chunks of the file from other users until the
downloaded chunks can be assembled together yielding the complete file. An im-
portant design goul was to ensure colluboration. In most file-sharing systems, a
Significant fraction of participants merely download files but otherwise contribute
ciose 1o nothing (Adar and Huberman. 2000; Saroiu et al.. 2003; and Yang et al.,
2003). Tothisend, a file can be downloaded only when the duwnlvadling client is
previcling content to someone eise. We will return to this “tit-for-tut™ behavior
shortly.

Clientnode
K out of N nodes

Lookup(F) Node 1
A BitTorrent lorrent file L ,] List of nodes ll _J Node2

Web page Ref. 1o for F | Ret.1o l storing F J

file tracker

Web server  server File server Tracker /

() nodew

Figure 2-14. The principal working of BitTorrent [adapled with permission
from Pouwelse et al. (20041},

To download a tile. a user needs to access a global directory. which isjust one
of a few well-known Web sites. Such a directory contains references to what are
called rorrem files. A wrorrenr file contains the information that is needed to
download a specific file. In particular. it refers to what is known as a tracker,
which is a server that is keeping an accurate account of uctive nodes that have
(chunks) of the requested file. An active node is one that is currently downloading
another file. Obviously, there will be many different trackers, although there will
generally be only a single tracker per file (or collection of files).

Once the nodes have been identitied from where chunks can be downloaded.
the downloading node effectively becomes active. At that point. it will be forced
to help others. for example by providing chunks of the file it is downloading that
others do not yet have. This enforcement comes ftom a very simple rule: if node P
notices that node Q is downloading more than it is uploading. £ can decide to
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decrease the rate at which it sends data to Q. This scheme works well provided P
has something to download from @. For this reason. nodes are otten supplied with
relerences to muny other nodes putting them in a better position to trade data.

Clearly, BitTorrent combines centralized with decentralized solutions. As it
turns oul. the bottleneck of the system is. not surprisingly. formed by the trackers.

As another example. consider the Globule collaborative content distribution
network (Pierre and van Steen. 2006). Globule strongly resembles the edge-
server architecture mentioned above. In this case, instead ot edge servers. end
users (but also organizations) voluntarily provide enhanced Web servers that are
capable of collaborating in the replication of Web pages. In its simplest Form.
each such server has the {ollowing components:

1. A component that can redirect client requests (o other servers.
2. A component tor analyzing access patterns.

3. A component for managing the replication of Web pages.

The server provided by Alice is the Web server that normally handles the trattic
for Alice’s Web site and is called the origin server for that site. It collaborates
with other servers. for example. the one provided by Bob, to host the pages from
Bob's site. In this xense. Globule is a decentralized distributed system. Requests
for Alice’s Web site are initially torwarded to her server. at which point they may
be redirected to one of the other servers, Distributed redirection is also supported.

However. Globule also has a centralized component in the form of its broker.
The roker is responsible for registering servers. and making these servers known
to others. Servers communicate with the brokercompletely analogous to what one
would expect in a clientserver system. For reasons of availability. the broker can
be replicated. but as we shall later in this book. this type of replication s widely
applied in order to achieve: reliable client-server computing.

2.3 ARCHITECTURES VERSUS MIDDLEWARE

When considering the architectural issues we have discussed so far, a ¢uestion
that comes te mind is where middleware fits in. As we discussed in Chap. 1.
middleware forms a layer between applications and distributed platforms. as
shown in Fig. 1-1. An important purpose is te provide a degree of distribution
ransparency. that is. to a certain extent hiding the distribution of data. processing.
and control from applications.

What is comonly seen in practice is that middleware systems actually follow a
specific architectural sytle. For example. many middleware solutions have ad-
opted an object-based architectural style. such as CORBA {ONIG. 2Q04a). Oth-
ers, like TIB/Rendezvous (TIBCO, 20033 pravide mudcdleware that follows the
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event-based architectural style. In later chapters. we will come across more ex-
amples of architectural styles.

Having middleware molded according to a specific architectural style has the
benefit that designing applications may become simpler. However. an obvious
drawback is that the middleware riay no longer be optimal for what an application
developer had i mind. For example. CORB.A initially offered only objects that
could be invoked by remote clients. Later. it was feltthat having only this form ot
interaction was 100 restrictive, so that other interaction patterns such as messuging
were added. Obv~iously. adding new featres can easily lead to bloated middle-
ware solutions,

In addition. although middleware is meant to provide distribution trans-
parency, it is generally Felt that specific solutions should be adaptable to applica-
tion requirements. One solution 1o this problem is 1o make several versions of a
middleware system. where each version is tailored to a specific class of applica
tions. An approach that is generaliy considered better is 1o make middleware sys-
tems such that they are casy 1o configure. adapt. and customize as needed by an
application. As a resull. systems are now being developed in which a swicter
separation between policies and mechanisms is being made. This has led to sever-
al mechanisms by which the behavior of middleware can be modified (Sadjach
and NMeKinley, 2003). Let us take a look at some of the commonly followed ap-
proaches,

2.3.1 Interceptors

Conceptually. an interceptor is nothing but a software construct that will
break the usual Iow of control and allow other tapplication specific) code to be
executed. To make interceplors generic may require a substantial implementation
effort. as tlustrated in Schmidt et al. (2000). and it is unclear whether in such
cases generality should be prefeined over restricted applicability and simplicity.
Also. in many cases having only limited interception facilities will improve
management of the software and the distributed system as a whole.

To make matters concrete, consider interception as supported in many object-
based distributed systems. The basic idea is simple; an object A can call a method
that belongs to an object B, while the latter resides on a different machine than A.
As we explain in detil later in the book. such a remote-object invocation is car-
ried as a three-step approacl:

. Object A is offered a local interface that is exactly the same as the in-
terface offered by object B. A simply calls the method available in
that intertace.

2. The call by A is transtormed into a generic object invocation, made
possible through a general object-invocation interface oftered by the
middleware at the machine where A resides.
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3. Finally. the generic object invocation is transtormed into a message
that is sent through the transport-level newwork interface as offered

by A’s local operating system.

This scheme is shown in Fig. 2-13.

Client application

I-— B.do_somelhlng(value)‘-]

Application stub

Intercepted call

Res&uest-level Interceptor ~— Noninterceptedcall

1 v
Invoke(B, &do_something, value)

Object middleware

[*
Y

Messagedevel interceptor

\
send([B, "do_somelhing", vaiue])

Local OS

ToobjectB
Figure 2-13. Using interceprors to handle remore-object invogatiens.

Aller the frst step, the call B.do_something{value} is transformed into a gen-
eric call such as invoke(B, &do.something, value) with a reterence to B's method
and the paramerers that go along with the call. Now imagine that object 8 is repli-
cated, In that case, each replica should actually be invoked. This is a clear point
where interception can heip. What the request-level interceptor will do is simply
call invoke(B, &do_something, value) l'or each of the replicas, The beauty of this
all is that the object A need not be aware of the replication of 8. bur also the ob-
ject middleware need not have special components that deal with this replicated
call. Only the request-level interceptor, which may be added 10 the middleware
needs 10 know about 8°s replication.

In the end, a call to a remote object will have 1o be sent over the network. In
practice, this means that the messaging interface as offered by the local operating
system will need to be invoked. At that level, a message-level intercepler may
assist in transferring the invocation to the target object. For example. imagine that
the parameter valde actually corresponds to a huge array of dawa, In that case, it
may be wise to fragment the data into smaller parts to have it assembled again at
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the destination. Such a fragmentatior. may improve perlormance or reliability.
Again. the middleware need not be aware of this fragmentation; the lower-level
interceptor will transparently handle the rest of the communication with the local
operating system.

2.3.2 General Approaches to Adaptive Software

What interceptors actually offer is a means 10 adapt the middleware. The need
for adaptation comes from the fact that the environment in which distributed ap-
plications are executed changes continuously. Changes include those resulting
from mobility. a strong variance in the quality-ot-service of networks. failing
hardware. and battery drainage. amongst others. Rather than making applications
responsible for reacting 1o changes, this task is placed in the middleware.

These strong influences from the environment have brought many designers
of middleware 10 consider the construction of adaptive seftware. However. adap-
tive software has not been as successfiil as anticipated. As many researchers and
developers consider it to be an important aspect of modern distributed systems, let
us briefly pay some uttention to it. McKinley et al. (200-4) distinguish three basic
techniques to come 10 software adaptation;

1. Separation ol concerns
2, Computational rellection

3. Component-based design

Separating concerns relates to the traditional way of modularizing systems:
separate the pans that implement functionality from those that 1ake care of other
things (known as extra junciionalities) such as reliability. performance, security,
etc. One can argue that developing middleware for distributed applications is
largely abow handling extra functionglities independent from applications. The
main problem is that we cannot easily separate these extra functionalities by
means of modularization. For example. simply pulting security inlo a separate
module is 1or going 1o work. Likewise, it is hard to imagine how tauli tolerance
can be isolated into a separate box and sold as an independent service. Separating
and subsequently weaving these cross- usting concerns into a (distributed) system
is the major theme addressed by aspect-oriented sofiware development (Filman
et al.. 2003). However. aspect orientation has not yet been successfully applied 1o
developing large-scale distribmed systems. and it can be expected that there is
still a longway 1o go before it reaches that stage.

Computational reflection refers to the ability of a program to inspect itself
and. if necessary, adapt its behavior (Kon et al., 2002). Retlection has been built
into programming languages, including Java, and offers a powerlul facility for
runtime modifications. In addition. sonte middleware systems provide the means
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to apply retlective technigues. However. just as in the case of aspect orientation,
rellective middleware has yet to prove itsell as a powerful tool to manage the
complexity of large-scale distributed systems. As mentioned by Blairet al. (200-i).
applying retlection to a broad domain of applications is yet to be done.

Finally, component-based design supports adaptation through composttion. A
system may either be contiigured statically at design time. or dynamically at run-
time, The latter requires support for lute binding, o technique that has been suc-
cessfully applied in programming language environments. but also tor operating
systems where modules can be loaded and unloaded at will. Research is now well
underway to allow automatically sclection of the best implementation of a com-
ponent during runtime (Yellin. 2003). but again. the process remains complex tor
distributed systems. especially when considering that replacement of one compon-
ent requires knowning what the effect of that replacement on other components
will be. In many cases. components are less independent as one may thiaik.

2.3.3 Discussion

Softwire architectures for distributed systems. notably tound as middleware.
are bulky and comple.x. In large part. this bulkiness and complexity arises from
the need to be general in the seuse that distribution transparency needs to be pro-
vided. At the same time applications have specific extra-functional requirements
that coutlict with aiming at fully achievimz this transparency. These conflicting
requirements for generality wnd specialization have resulted in middleware solu-
tions that are highly Ilexible. The price to pay. however. is complexity, For ex-
ample, Zhang and Jacobsen (2001 report a 30% increase in the size ot a particu-
lar software product in just four years since its introduction. whereas the total
number of files for that product had tripled during the same period. Obviously.
this is not an encouraging direction to pursue,

Considering that virtually all large soliware systems are nowadays required to
execute in a networked environment. we can ask ourselves whether the complex-
ity of distributed systems is simply an inherent feature of attempting to make dis-
tribution transparent. Of course. issues such as openness are equally important.
but the need for flexibility has never been so prevalent as in the case of
micldieware.

Coyler ¢t al. (2003) argue that what is needed is a stronger focus on (external)
simplieity. a simpler way to construct middleware by components, and application
independence. Whether any of the techniques mentioned above lorms the solution
is subject te debate. In particular. none of the proposed techniques so fur have
found massive adoption. nor have they been successfully applied to large-scale
systems.

The underlying assumption is that we need adaprive softwere in the sense that
the software should be allowed to change as the environment changes. However.
one should question whether adapting to a changing environment is i good reason
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to adopt changing the software. Faulty hardware. security attachs. energy drain-
age. and so on. alt seem to be environmental influences that can (and shoutd) be
anticipated by sofuwvare.

The strongest. and certainly most valid. argument for supporting adaptive
software is: that many distributed systems eannot be shut down. This constrainl
calls for solutions to replace and upgrade components on the fly. but is not clear
whether any of the solutions proposed above are the best ones to tuckle this
maintenatce problem.

What then remains is that distributed systems should be able to react to
changes in their environment by. for example. switching policies for allocating rc-
sources. All the software components 10 enable such an adaptation will alrcady be
in place. It is the algorithms contained in these components and which dictate the
behavior that change their settings. The challenge is to let such reactive behivior
take place without human intervention. This approuch is seen to work better when
discussing the physical organization of distributed systems when decisions are
taken about where componetts are placed. tor example. We discuss such system
architectural issues next.

2.4 SELF-MANAGEMENT IN DISTRIBUTED SYSTEMS

Distributed systems—and notitbly their associated middleware—need o pro-
vide general solutions toward shielding undesiruble features inherent to network-
ing so that thes can support as nuuny applications as possible. On the other hand.
full distribution wansparency is not what most applications actually want, re-
sulting in application-specific sotutions that need to be supported as welt. We
have argued that. for this reason. distributed systems should be adaptive. but tot-
ably when it comes o adapting their execution behavior and not the software
components they comprise.

When adapration needs to be done automatically. we see a strong interplay
between system architectures and software architectures. On the one hand, we
need to organize the components of a distributed system such that monitoring and
adjustments can be done. while on the other hand we need to decide where the
processes are to be executed that handle the adaptation.

In this section we pay explicit attention 10 organizing distributed systems as
high-level feedback-control systems allowing automatic adaptations to changes.
This phenomenon is also known as autonomic computing (Kephart. 2003) or
sell-star systems (Bubaoglu et al.. 2005). The lauer name indicates the variety by
which automatic adaptations are being captured: self-managing. sellhealing.
sell-conliguring, self-optimizing. and so on, We resort simply to using the name
selfmanaging systems as coverage of its many variants.



00 ARCHITECTURES CHAP. 2
2.4.1 The Feedback Control Moclel

There are many different views on sell-managing systems. but what most
have in common (either explicitly or implicitly) is the assumption that adaptations
take place by means o} one or more feedback control loops. Accordingly. sys-
tems that are organized by means of such loops are referred to as feedback con-
ol systems. Feedback control has since long been applied in various engineer
ing fields. and its mathematical foundations are gradually also finding their way in
computing systems {Hellerstein et al.. 2004: and Diao et al. 20035). For self-
managing systems. the architectural issues are initially the most interesting. The
basic idea behind this organization is quite simple. ax shown in Fig. 2-16.

Uncontrollable paramelers (disturbance / noise)

Init|al conliguration Correclions X Observed outpul
4 c o) Core of disltibuted system
+f- +-
N
Reference inpul -
Adjustment Metric
measures estimation

| ey I

Analysis
Measured output

Adjustmen triggers

Figure 2.16, The logicat organization of a teedbuck control sy sten).

The core ol a leedback control system is formed by the components that need
10 be managed. These components are assumed to be driven through controllable
input parameters. but their behavior may be influenced by all Kinds of uncentrol-
lable input. also known as disturbance or noise input. Although disturbance will
often come from the environment in which a distributed system is executing, it
may well be the case that unanticipated component interaction causes unexpected
behavior,

There are essentially three elements that form the feedback control loop. First,
the system itselt needs to be monitored. which requires thar various aspects of the
system need 1o be measured. In many cases. measuring behavior is easier said
than done. For example. round-trip delays in the Internet may vary wildly, and
also depend on whatexactly is being measured. In such cases, accurately estimat-
ing a delay may be difficult indeed. Mauters are further complicated when a node
A needs to estimate the latency between two other completely different nodes B
and C, without being able to intrude on either 1wo nodes. For reasons as this. a
feedback control foop generally contains a logical metric estimation component.
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Another part of the feedback control toop analyzes the measurements and
compares these to reference values. This feedback analysis component forms the
heart of the control loop. as it will contain the algorithms that decide on possible
adaptations.

The last group of components consist of various mechanisms to directly intlu-
ence the behavior of the system. There cun be many different mechanisms: plac-
ing replicas. changing scheduling priorities. switching serviees. moving data for
reasons of availability. redirecting requests to ditferent servers. etc. The analysis
component will need to be aware of these mechanisms and their (expected) effect
on system bebavior. Theretore. it will trigger one or several mechanisms. to sub-
sequently later observe the eftect.

An interesting observation is that the feedback control loop also fits the man-
ual management ot systems. The main difference is that the analysis compone:nt is
replaced by human administrators. However. in order 1o properly manage any dis-
tributed] system. these adminisirators will need decent monitoring equipment as
well as decent mechanisms to control the behavior of the system. It should be
clear tha properly analyzing measured data and wiggering the correct actions
makes the development of self-managing systens so ditficul.

It should be stressed that Fig. 2-16 shows the fogical organization of a self -
managing system. and as such corresponds to what we have seen when discussing
software architecwures, However, the phivsical organizalion may be very ditferent.
For example. the analysits component may be fully distributed across the systeni.
Likewise, taking perfermance measurements are usually done at each machine
that is part of the distributed system. Letus now take a fook at a few concrete ex-
amples on how to monitor, analyze. and correct distributed systems in an auto-
mitic fashion. These examples will also illustrte this distinction between logical
and physical organization.

24.2 Example: Systems Monitoring with Astrolabe

As our first example. we consider Astrolabe {Van Renesse et al., 2003), which
is a system that can support general monitoring of very large disiributed systems.
[n the context of self-managing systems, Astrolabe is to be positioned as a general
tool for observing systems behavior, Its output can be used to feed into an analysis
component for deciding on corrective actions.

Astrolabe organizes a large collection of hosts ino a hierarchy of zones. The
lowest-level zones consist of just a single host. which are subsequently grouped
into zones of increasing size. The top-level zone covers all hosts. Every host runs
an Astrolabe process, called an agent, that collects information on the zones in
which that host is contained. The agent also communicates with other agents with
the aim to spread zone information across the entire system.

Each host maintains a set of artribites for collecting local infommation. For
example. a host may keep track of specific files it stores. its resource usage. and
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so on. Only the auributes as maintained directly by hosts. that is. at the lowest
level of the hierarchy are writable. Each zone can also have a collection of attri-

butes. but the values of these attributes are compitred trom the values of lower

level zones.

Consider the following simple example shown in Fig. 2-17 with three hosts,
A. 8. and C grouped into a zone. Each machine keeps track ol its IP address. CPU
load. available free memory, and the number of active processes. Each of these
artributes can be directly written using local information from each host. At the
zone level. only aggregated information can be collected. such as the average
CPU load. or the average number of active processes.

["avg_load | ava_mem | avg_procs
.08 055 47

Machine A Machine B Machine C

|P-addr load | mam | procs
192.168.1.2| 003 | 080| 43 |
192.168.1.3| 005 | 050| 20
192.168.14| 00| 035 | 78
——

Figure 2.17. Dat colteviion and infosmiation aggregaiion in Asirolaloe,

Fig. 2-17 shows how the information as gathered by each machine can be
viewed as a record in a database. and that these records jointly form a relation
{table). This representation is done on purpose: it is the way that Astrolabe views
all the collected data. However, per zone information cian only be computed from
the basic records as maintiined by hosts.

Aggregated information is obtained by programmable aggregation tunctions,
which are very similar 1o functions available in the relational database language
SQL. For example. assuming that the host information from Fig. 2-{7 is main-
tlained in a local table called fosiinfie. we could collect the average number of
processes for the zone containing machines 4, B. and C, through the simple SQL
query

SELECT AVG(procs) AS avg_procs FROM hostinfo

Combined with a few enhancements to SQL. it is not hard to imagine that more
informative queries can be formulated.

Queries such as these arc continuously evaluated by each agent running on
each host. Obviously. this is possible only if zone information is propagated 1o all
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nodes that comprise Astrolabe. To this end. an agent running on a host is responsi-
ble for computing parts of the 1ables of its associated zones. Records for which it
holds no computational responsibility are occasionally sent o it through a simple.
yet clfective exchange procedure known as gossiping. Gossiping protocols will
be discussed in detail in Chap. <} Likewise. an agent will pass computed resulls 1o
other agents as well.

The resull of this information exchange is that eventually, all agents that
needed to assist in obtaining some aggregated information will see the same resull
(provided that no changes occur in the meantime).

2.4.3 Example: Differentiating Replication Strategies in Glehule

Let us now take a look at Globule. a collaborative content distribution net
work (Pierre and van Steen. 2006). Globule relies on enduser servers being
placed in the Internet. and that these servers collaborate 10 optimize performance
through replication of Web pages. To this end. each origin server {i.e.. the server
responsible for handling updates of a specific Web site). keeps track of access pat-
lerns on a per-page busis. Access patterns are expressed as read and wrile operit
lions for a page. cach operation being timestamped and logged by the origin
server for thal page.

In its simplest form. Globule assumes that the [nternet can be viewed as an
edgesservar system as we explained belore. In purticular, it assumes that requests
cun always be passed through an appropriate edge server. as shown in Fig. 2-18.
This simple model allows an origin server o see what wwould have happened if il
had placed a replica on a specific edge server. On the one hand. placing a replica
closer 10 clients swould improve clientperveived latency. but this will induce
traffic between the origin server and that edge server in order 1o keep a replica
consistent with the original page.

Origin sencer

Core Internet

Enlerprise nelwork

Client
Figure 2-18. The edgeserver model assumed by Globule.

When an origin server receives a request for a page. it records the iP address
(rom where the request originated. and looks up the ISP or enterprise network
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associated with that request using the W/OIS Internet service (Deutsch et al..
1995). The origin server then looks tor the nenrest existing replica server that
could actas edge server for that client. and subsequently computes the latency to
that server along with the maximal bandwidth. I its simplest configuration. Glo-
bule assumes that the latency between the replica server and the requesting user
machine is negligible, and likewise that bandwidth between the wwo is plentiful.

®nce enough requests for a page have been coliected, the origin server per-
forms a simple “what-if analysis.” Such an analysis boils down to evaluating sev-
eral replication policies. where a policy describes where a specific page is repli-
cated to. and how that page is kept consistent. Each replication policy incurs a
cost that can be expressed as a simple linear function:

cost=(w ) X))+ 0y X))+ -0 oy, X))

where my denotes a perlormance metric and wy is the weight indicating how im-
portant thiat metric is. Typical performance metrics are the aggregated delays be-
tween a client and a replica server when returning copies of Web pages. the total
consumed bandwidth between the origin server and a replica server for keeping a
replica consistent, and the number of stale copies that are {allowed to be) returned
toa cliem (Pierre et al.. 2002).

For example, assume that the typical delay betwween the time aclient C issues
a request and when that page is retumed from the best replica server is de ms.
Note that what the best replica server is. is determined by a replication policy. Let
iy denote the aggregated delay over a given time period. that is. m) =Z d¢. If
the origin server wants to optimize client-perceived latency. it will choose a rela-
tively high value for w,. As a consequence. only those policies that actually
minimize m | will show to have relatively low costs.

In Globude. an origin server regularly evaluates a few tens of replication pol-
ices using a tracedriven simulation. for each Web page separately. From these
simulations, a best policy is selected and subsequently enforced. This may imply
that new replicas are installed at different edge servers. or that a different way of
keepimg replicas consistett is chosen. The collecting of traces, the evaluation of
replication policies, and the enforcement of a selected policy is all done automati-
cally.

There are a number of subtle issues that need to be dealt with, For one thing.
it is unclear how many requests need to be collected before an evaluation of the
cwerent policy can take place. To explain, suppose that at time 7; the origin server
selects policy p for the next period tmtil 7;.). This selection takes place based on
a seres ol past requests that were issued between 7;_, and 7. Of course, in hind-
sight at time 7;,,. the server may come to the conclusion that it should have
selected policy p* given the actual requests that were issued between 7; and 77,,.
If 7% is different from p. then the selection of p at 7; was wrong.

As it turns out, the percentage of wrong predictions is dependent on the length
of the series of requests (called the trace length) that are used to predict and select
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Errorin prediction

Trace length used for selecling next polcy ——

Figure 2-19. The dependency between prediction accuracy and trace length,

a next policy. This dependency is sketched tn Fig. 2-19. What is seen is that the
error in predicting the best policy goes up if the trace is not long enough, This is
easily explained by the fact that we need enough requests to do a proper evalua
tion. However. the error also increases if we use too many requests. The reason
for this is that a very long trace length captures so many changes in access pat-
terns that predicting the best policy to follow becomes ditficult. if not impossible.
This phenomenon is well known and is analogous to trying to predict the weather
for tomorrow by looking at what happened «uring the immediately preceding 100
years. A much better prediction can be made by just looking only at fhe recent
past.

Finding the optimal trace length can be done automatically as well. We leave
itas an exercise to sketch a solution to this problem.

2,44 Example: Automatic Component Repair Management in Jade

When maintaining clusters of computers. each running sophisticated servers,
it becomes important to alleviate management problems. One approach that can
be applied 1o servers that are built using a component-based approich. is to detect
component failures and have them automatically repliced. The Jade system fol-
lows this approach (Bouchenak et al.. 20035). We describe it brielly in this sec-
tion,

Jade is built on the Fractal component model. a Java implementation ot a
framework that allows componems to be added and removed at runtime (Bruneton
etal. 2004). A componem in Fractal can have wo types of interfaces. A server
interface is used to call methods that are implemented by that component. A cli-
ent interface is used by a component to call other components. Components are
connected 1o each other by binding intertaces. For example. a client interface of
component Cy can be bound to the server interface of component C». A primitive
binding means that a call to a clientinterface directly leads 1o calling the bounced
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server interface, In the case of composite binding. the call may proceed through
one or more other components. for example. because the client and server inter-
face did not match and some kind of conversion is needed, Another reason may be
that the connected cemponents lie on dilferent machines.

Jade uses the notion of a repair management domain. Such a domain con-
sists of a number of nodes. where each node represents a server along with the
components that are executed by that server. There is a separate node manager
which is responsible for adding and removing nodes trom the domuin. The node
manager may be replicaied for assuring high availability.

Each node is equipped with fiilure detectors. which monitor the health of a
node or one of its components and report any tailures to the node manager. Typi-
cally. these detectors consider exceptional changes in the state of component. the
usage of resources. and the actual failure of a vomponent. Note that the latter may
actually mean that & mzchine has crashed.

When a failure has been deiected. a repair procedure is started. Such a proce-
dure is driven by a repair policy. partly executed by the node manager. Policies
are stated explicitly and are carried out depending on the detected lailure. For ex-
ample. suppose a node fuilure hay been detected. In that case. the repair policy
may prescribe that the following steps are to be carried out:

I. Terminate every binding between a compuneni on a nonlautlty node.
and a component on the node that just luiled.

2. Reguest the node manager to start and acid a new node to the domain.

3. Configure the new node sith exactly the same components as those
on the crashed node.

4. Re-establish all the bindings that were previously terminated.

Iy 1his example. the repair policy is simple and will only work when no cru-
cial data has been lost (the crashed components are said to be stateless).

The approach followed by Jade is un example of self-ninagement: upon the
detection ol a Fuilure. a repair policy is automatically executed to bring the system
as a whole into astate in which it was betore the crash. Being a component-based
syStem. this automatic repair requires specific support to allow components to be
added and removed at runtime. b general. turning legacy applications into self-
managing systems is not possible.

2.5 SUMMARY

Distributed systems can be organized in many different ways. We can make a
distinction between software architecture and system architecture. The laiter con-
siders where the components that constitute a distributed system are placed across
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the various machines. The former is more concerned about the logical organiza-
tion of the software: how do components interact, it what ways can they be struc-
tired. how can they be made independent. and so on.

A Key idea when talking about architectures is architectural styls, A style
reflects the basic principle that is followed in organizing the interaction between
the software components comprising a distributed system. Important styles
include layering. object orientation. event orient:ion, and data-space orientation.

There are many different organizations of distributed systems. An important
class is where machines are divided into clients and servers. A client sends a re-
yuest to a server, who will then produce a result that is returned to the client. The
client-server architecture rellects the traditional way of modularizing software in
which a module calls the functions available in another module. By placing dil-
ferent components on different machines, we obtain a natural physical distribution
of functions across a collection of machines,

Client-server architectures are olten highly centralized. In decentralized archi-
tectures we often see an equal role playcd by the processes that constitute a dis-
tributed system, also known as peer-to-peer systerus. In peer-to-peer systems, the
processes are organized into an overlay network. which is a logical network in
which every process has a local list ol other peers that it can cormmunicate with,
The overlay networl can be stractured. in which case deterministic schemes can
be deployed toor routing messages between processes. In unstructured networks.
the list of peers is more or less random. implying thal search algorithms tieed 1o be
deployed for locating data or other processes.

As an alternative. self-managing distributed systems hive been developed.
These systems. to an extent, merge ideas lront system and software architectures.
Self-managing systems can be generally organized as feedback-control loops.
Such loops contain a monitoring component by the behavior of the disiributed sys-
tem is measured, an analysis component to see whether anything needs to be
adjusted. and a collection of various instruments for changing the behavior.
Feedback-control loops can be integrated into distributed systems at numerous
places. Much research is still needed belore a common understanding how such
loops such be developed ancl deployedis reached.

PROBLEMS

L. If aclient and a server are placed far apart. we may see network lauency dominaiing
overall performance . How can we tackle this problem?

2. What is a three-tiered client-server archilecture?

3. What is the difference between a vertical distribution and a horizontal disuibution?
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4. Consider a chain of processes . P-. .... £, implementing a muhitiered clicnt-server
architecture. Process £; is client of process P,,. and £, will return a reply to P;_; only
after receiving a reply from P;: . What are the main problems with this organiz:nion
when taking a look at the reque streply performiance at process P,?

m

In a structured overlay network. messages are routed according to the topology ot the
overlay. What is an important disadvantage of this approach?

6. Consider the CAN newwork from Fig. 2-8. How would you route a message from the
node with coordinates (0.2.0.3) te the one with coordinates (0.9.0.6)?

7. Considering that i node in CAN knows the coordinates of ils immediate reighbors, &
reasonable routing policy would be to forward a messige to the closest node toward
the destination. How good is this policy?

8. Consider an unstructured overlay network in which each node randomly chooses ¢
neighbors, 11 P and @ are both neighbors of R. what is the probabitity that they are
also neighbors of each other?

Consider again an unstructwred overlay network in which esery node randomly
chooses ¢ neighbors, To search for a file. a node floods a request 10 its neighbors and
requests those 1o llood the request once more. How many nodes will be reached?

P

10. Not every node in a peer- o-peer network should become supeipeer. What are reason-
able requirements that asuperpeer shoull meet?

[l. Consider a BitTonvemt system in which each node has an outgoing link with a
bandwidih capacity B,,, and an incoming link with bandwidih capacity B,,. Some of
these nodes (called seeds) voluntarily ofter files 1o be downloaded by others. What is
the maximum download capacity of a BitTorrent client if’ we assume that it can con-
lact at most one seed at a 1ime?

12. Give a compelling itezchnical) argument why the tit-for-tat policy as used in BitTorrcat
is far from optimal tor file sharing in the Internet.

13. We gave wo examples of using interceptors in adaptive middleware. \What other ex-
amples come to mind?

14. To what extent are interceptors dependent on the middleware where they e

deployed?

Modern cus are swilted with elecwronic devices. Give some examples of feedback
control systems in cars.

—
wm

16. Give an example ol a selt-managing system in which the analysis component is com-
pletely distributed or even hidden.

Sketch a solution 1o automatically determine the best wace length for predicting repli-
cation policies in Globule.

17

18. (Lab assignment) Using existing software, design and implement a BitTorrent-based
system for diswibuting files 10 many clients from a single, powertul server. Mauers are

simplified by using a standard Web server that can operate as tracker.

Netflix, Inc. - Ex. 1007, Page 000045

PROCESSES

In this chapter. we take a closer look at how the different types of processes
play a crucial role in distributed systems, The concept of a process originates from
the lield of operating systems where it is generally defined as a program in execu-
tion. Fromi an operating-system perspective. the management and scheduling of
processes are perhaps the most important issues 0 deal with. However, when it
conics 1o distributed sysiems. other issues turn oul 1@ be equally or more impor-
ant.

For example, to efficienly organize client-server systems, it is often con-
venient 1o make use of multithreading techniques. As we discuss in the first sec-
tion, a main contribution of threads in distributed sysiems is that they allow clients
and servers to be constructed such that communication and local processing can
overlap. resulting in a high level of performance.

In recem years. the concept ot virwalization has gained popularity. Virtualiza-
tion allows an application, and possibly also its complete enviconment including
the operating system. 10 run concutrently with other applications. but highly in-
dependem of the underlying hardware and pluforms. leading to a high degree of
portability. Moreover. virtualization helps in isolating failures caused by errors or
security problems. It is an imporant concept for distribuied systems, and we pay
attention to it in a separate section.

As we argued in Chap. 2, client-server organizations are important in distrib-
uted systems. I[n this chapier. we 1ake a closer look at typical organizations ot both
clients and servers. We also pay attention to general design issues tor servers.

69
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An important issue. especially in widearea distributed systems. is moving
processes between different machines. Process migration or more specifically.
code migration. can help in achieving scalability, but can also help to dynamically
configure clients and servers. Whalt is actually meant by code migration and what
its implications are is also discussed in this chapter.

3.1 THREADS

Although processes form a building block in distributed systems. practice
indicates that the granularity of processes as provided by the operating systems on
which distributed systems are built is not sufficient. Instead. it turns out that hav-
ing a finer granularity in the form of multiple threads of control per process makes
it much easier to buitd diswributed applications and to attain better performince. In
this section. we take a closer look at the role of threads in distributed systems und
explain why they are so tmportam. More on threads and how they can be used to
build applications can be found n Lewis and Berg (1998) and Stevens (1999).

3.1.1 Introduction to Threads

To understand the role of threads in distributed systenis. it is impostant to
understand what a process is. and how processes and threads relate. To execute a
program. an operating system creates a number ot virtual processors. each one for
running a different program. To keep track of these virtual processors. the operat-
ing system has a process table. containing entries to store CPU register values.
memory maps. open files. accounting information. privileges, etc. A process is
often defined as a program in execution. that is. a program that is currently being
executed on one of the operating system's virtual processors. An important issue
is that the operating system takes great care to ensure that independent processes
cannot maliciously or inadvertently aft'ect the correctness of each other's behav-
ior, Tn other words, the fact that multipte processes may be concurremiy sharing
the same CPU and other hardw:ire resources is made transparent. Usually. the op-
erating system requires hardware support to enforce this separation.

This concurrency transparency comes at a relatively high price. For example.
each time a process is created. the operating system must create a complete
independent address space. Allocation can mean initializing memory segments by.
for example, zeroing a data segment. copying the associated program into a text
segment, and selling up a stack lor temporary data. Likewise. switching the CPU
between two processes may be relatively expensive as well. Apart rom saving the
CPU comext {which consists of register values, program counter. stack pointer.
etc.), the operating system will also have to modify registers of the memory
management unit (MMU) and invalidate address translation caches such as in the
translation lookasicle buffer (TLB). In addition. if the operating system supports
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more processes thun it can simultaneously hold in main memory, it may have to
swap processes between main memory and disk before the actual switch can take
place.

Like a prucess, a thread executes its own piece of code. independently from
other threads. However. in contrast to processes. no attempt is made to achieve a
high degree of concurrency transparency if this would result in performance de-
aradation. Therefore. a thread system generally maintains only the minimum in-
formation to allow a CPU to be shared by several threads. In particular. a thread
context olten consists of nothing more than the CPU context. along with some
other information tor thread management. For example. a thread system may keep
track of the ract that a thread is currently blocked on a mutex variable. so as not to
select it for execution. Information that is not strictly necessary to manage multi-
ple threads is generally ignored. For this reason. protecting data against inap-
propriate iccess by threads within a single process is lett entirely to application
developers.

There are two important implications of this approach. First of all. the perfor-
mance of a multithreaded application need hardly ever be worse than that of its
single-threaded counterpart. In Gict. in many cases. multithreading leads to « per-
formance gain, Second. because threads are not automatically protected against
eiach other the way processes are. development of multithreaded applications re-
quires additional intellectual effort. Proper design and keeping things simple. as
usual. help a lot. Linfortunately. current practice does not demonstrate. that this
principle is equally well understovd.

Thread Usage in Nondistributed Systems

Betore discussing the role ol threads in distributed systems, let us first consid-
er their usage in traditional. nondistributed systems. There are several benelits to
multithreaded processes that have increased the popularity of using thread sys-
tems.

The most important benefit comes from the fact that in a single-threaded proc-
ess. whenever a blocking system call is executed. the process as a whole is
blocked. To illustrate. consider an application such as a spreadsheet program. and
assume that a user continuously and interactively wants lo change values. An im-
portant property of a spreadsheet program is that it maintains the functional
dependencies between ditferent cells, often from different spreadsheets. There-
lore. whenever a cell is modified. all dependent cells are autematically updated.
When a user changes the value in a single cell. such a modification can trigger a
large series of computations. [t there is only a single thread of control, computa-
tion cannot proceed while the program is waiting for input. Likewise. it is not easy
to provide input while dependencies are being calculated. The easy solution is to
have at least two threads of control: one fer hundling interaction with the user and
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one for updaling the spreadsheet. In the mean time. a third thread could be used
for backing up the spreadsheet to disk while the other two are doing their work.

Another advantage of mulrithreading is that it becomes possible to exploit
parallelism when executing the program on a multiprocessor system. In that case.
each thread is assigned to a ditferent CPU while shared data are stored in shared
main mentory. When properly designecl. such parallelism can be transpatent: the
process will run equally well on a uniprocessor system. albeit slower. Multi-
threading for parallelism is becoming increasingly important with the availability
of relatively cheap multiprocessor workstations. Such computer systems ire typi-
cally used for running servers in client-server applications.

Multithreading is also usetul in the context of large applications. Such appli-
cations are often developed as a collection of cooperating programs, each to be
executed by a separate process. This approach is typical for a UNIX environment.
Cooperation between programs is implemented by means of interprocess commu-
nication (IPC) mech:misms, For UNIX systems, these mechanisms typically in-
clude {named) pipes. message queues. and shared memory segments [see also
Stevens and Rago {20035)]. The major drawback of all IPC mechanisms is that
communication often requires extensive conrext switching. shown at three dif-
ferent points in Fig. 3-1.

Process A Process 8
S 1: Switch lrom user space
(EeiEEeCd e S3: Switch from kernel
I —
L/r/ space to user space
Operating system ;

S2: Switch context frem
process A to process 8

Figure 3-1. Context switching as the result of 1PC.

Becanse 1PC requires kernel intervention, a process will generally first have
to switch from user mode to kernel mode, shown as S | in Fig. 3-1. This requires
changing the memory map in the MMU. as well as [lushing the TLB. Within the
kernel, a process context switch takes place (S2 in the figure). after which the
other party can be activated by switching from kernel mode to user mode again
(§3 in Fig. 3-1). The latter switch again requires changing the MMU map and
flushing the TLB.

Instead of using processes. an applicationcan also be constructed such that dif-
ferent parts are executed by separate threads. Communication between those parts
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is entirely dealt with by wusing shared data. Thread switching can sometimes be
done entirely in user space, although in other implementations, the kernel is aware
of threads and schedules them. The eftect can be a dramatic improvement in per-
formance.

Finally. there is also a pure software engineering rcason Lo use threads: many
applications are simply easter to structure as a collection of cooperating threads.
Think of applications that need to perform several (mors: or less independent)
tasks, For example. in the case of a word processor. separite threads can be used
for handling user input, spelling and grammar checking, document layout. index
generation. etc.

I'hread Implementatien

Threads are often provided in the Form of a thread package. Such a package
contains operations to create and destroy threads as well as operations on syn-
chronization variables such as mutexes and condition variables, There are basi-
cally two approaches to implement a thread package. The first approach is to con-
struct a thread library that is executed entirely in user mode. The second approach
is to have the kernel be aware of threads and schedule them.

A user-level thread library has a number of advantages. First. it is cheap to
create and destroy threads. Because all thread administration is kept in the user's
address space. the price of creating a thread is primarily determined by the cost
for dllocating memory to set up a thread stack. Anilogously. destroying a thread
mainly involves freeing memory for the stack. which is 120 longer used. Both oper-
ations are cheap.

A second advantage of user-level threads is that switching thread context can
often be done in just a few instructions. Basically. only the values of the CPU reg-
isters need to be stored and subsequently reloaded with the previously stored
values of the thread to which it is being switched. There is no need te change
memory maps, flush the TLB. do CPU accounting, and so on. Switching thread
context is done when two threads need to synchronize, for example, when enier-
ing a section of shared dati,

However. a major drawback of user-level threads is that invocation of a
blocking system call will immediately block the entire process to which the thread
belongs. and thus also all the other threads in that process. As we explained,
threads are particularly useful to structure large applications into parts that could
be logically executed at the same time. In that case. blocking on /O should not
prevent other parts to be executed in the meantime. For such applications, user-
level threads are of no help.

These problems can be mostly circumvented by implementing threads in the
operating system'’s kemnel. Unfortunately, there is a high price to pay: every thread
operation (creation, deletion, synchronization, erc.), will have to be carried out by
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the kernel. requiring a system call. Switching thread contexts may now become as
expensive as switching process contexts. As a result. most ol the perlormance
benetits of using threads instead ol processes then disappears.

A solution lies in a hybrid torm of user-level and kernel-level threads. gener-
ally referred to as lightweight processes (LWP). An LWP runs in the context of
a single (heavy-weight) process. and there cun be several LWPs per process. In
acldition to having LWPs. a system also offers a userlevel thread package. offer-
ing applications the usual operations for creating and destroying threads, [n addi-
tion. the package provides facilities for thread synchronization. such as mutexes
and condition variables. The important issue is that the thread package is imple-
mented entirely in user space. In other words. all operations on threads are carried
out without interyention of the kernel.

Thread state

User space lj D
\ — D// Thread

Yy T

} Light.veight process

S e

e |/

Kernel space
/
\ LWP executing a thread

Figure 3-2. Combining keriel-levet lighrweigh processes and user-devel thraiads.

The thread package can be shared by muliple LWPs, as shown in Fig. 3-2.
This means that each LWP can be running its own (user-level) thread. Multi-
threaded applications are constructed by creating threads, and subsequently as-
signing each thread to an LWP. Assigning a thread toan LWP is normally impli-
citand hidden fcom the programmer.

The combination of tuser-level threadss and LWPs works as tollows. The
thread package has a single routine to schedule the next thread. When creating an
LWP (which is done by means of a system call). the LWP is given its own stack.
and is instructed to execute the scheduling routine in search of a thread to execute.
If there are several LWP:. then each of them executes the schecluler. The thread
table, which is used to keep track of the current set of threads. is thus shared by
the LWPs. Protecting this table to guarantee mutually exclusive access is done by
means of mutexes that are implemented entirely in user space. [n other words,
synchronization between LVVPs docs not require any kernel support.

When an LWP finds a yunnable thread. it switches context to that thread.
Meanwhile, other LWPs may be looking for other runnable threads as well. If a
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thread needs to block on a mutecx or condition variable. it does the necessary
administration and eventually calls the schecluling routine. When another runnable
thread has been found. a context switch is made to that thread. The beauty of all
this is that the LWP executing the thread need notbe intonned: the context switch
i imple mented completely in user space and appears to the LWP as normal pro-
gram code.

Now let us see what happens when a thread does a blocking system call. In
that case. execwnion changes {Tom user mode to kernel nuode. but still continugs in
the context of the current LWP. At the point where the current LY P can no loniger
continue, the operating system may decide to switch context to another LAWP.
which also implies that a context switch is made back to user mode. The selccted
LWP will simply continue where it had previously left off.

There are several ddvaittages o lising LWPs 11 combination with a userlevel
thread package. First. creating. destroying. and synchronizing threads is relatively
cheap wnd involves no kernel intervention at all. Second. provided that a process
has enough LWPs, a blocking system call will not suspend the entirc process,
Third. there is no need tor an application to know about the LVPs. All it sees are
user-tevel threads. Fourth. LWPs can be easily used in multiprocessing environ-
meunts, by executing different 1.WPs on difterent CPUs. This multi processing can
be hidden entirely from the application. The only drawback of lightweight proc-
esses in combination with uscr-level threadls is that we still need 1o create and des-
troy LMWPs, which is just as expensive as with kernel-level threads. However,
wreating and destroying LWPs needs to be done only o¢casionally. and is often
fFully controlled by the operating system.

An ulternative, but similar approach 1o lightweight processes. is to make use
of scheduler activations (Anderson et al., 1991} The most essential difference
between scheduler activations and LWPs is that when a thread blocks on a system
vall. the kernel does an upcadf to the thread package. eftectively calling the
scheduler routine to select the next runnable thread. The same procedure is re-
peated when athread is unbloclied. The advantage of this approach is thal it saves
manageiment of LWPs by the kernel. However. the use of upcalls is considered
less elegant. as it violates the structure of layered systems. in which calls only to
the next lowerleve! layer are permitted.

3.1.2 Threads in Distributed Systems

An important property ol threads is that they can provide a convenieat means
of allowing blocking system calls without blocking the entire process inwhich the
thread is runaning. This property makes threads particulady atractive to use in dis-
tributed systems as it makes it much easier to express communication in the form
of maintaining multiple logical connections at the same time. We illustrate this
pointby taking a closer look at multithreaded clients and servers. respectively.



76 PROCESSES CHAP. 3
Multithreaded Clients

To establish a high degree of diswiburion transparency. distributed systems
that operate in wide-area networks may meed 1o conceal long interprocess mes-
sage propagation times, The round-trip delay in a wide-area network can easily be
in the order of hundreds of milliseconds. or sumetimes even seconds,

The usual way 1o hide communication kuencies is to initiale communication
and immediately proceed with something clse. A typical example where this hap-
pens is in Weh browsers. In many cases. a Web document consists of an HTNIL
tile containing plain text along with a collection of images, icons. etc. To fetch
euch element of o Web document. the browser has to set up a TCP/[P connection.
read the incoming data. and pass it to a display component. Setting up a connec-
tion as well as reading incoming data are inherently blocking operations. When
dealing with long-haul communication. we also have the disadvantage that the
time for each operation 10 complete may be relmively long.

A Web browser often starts with fetching the HTNIL page and subsequently
displays it. To hide communication latencies as much as possible. some browsers
start displaying data while it is still coming in, While the text is made available to
the user. including the facilities for scrolling and such. the browser continues with
ferwching other files that make up the page. such as the images. The lutter are dis-
played as they are brought in. The user need thus not wait until all the components
of the entire page are fetched before the page is made available.

[n etfect. it is seen tht the Web browser is doing a number ot tasks simul-
taneously. As il turns oul. developing the browser as a multithreaded client simpli-
ftes matters considerably. As soon as the main HTML File has been fetched. sepa-
rate threads caa be activated to take care ol Fetching the other parts. Each thread
sets up a separate connection to the server and pulls in the data. Setting up a con-
nection and reading data trom the server can be programmed using the sundard
(blocking) system calls, assuming that a blocking call does not suspend the entire
process. As is also illustrated in Stevens { 1998), the code tor each thread is the
same and, above all. simple. Meanwhile, the user notices only delays in the dis-
play of images and such, but cin otherwise browse through the document.

There is another important benefit to using multithreaded Web browsers in
which several connections can be opened simultaneously. In the previous ex
ample, several conneclions were set up to the same server. If that server is heavily
loaded. or just plain slow. no real perlormance improvements will be noticed
compared to pulling in the files that make up the page strictly one atlter the other.

However, in many cases. Web servers have been replicated across multiple
machines, where each server provides exactly the same set of Web documents,
The replicated servers are located at the same site. and are known under the same
name. When a request tor a Web page comes in, the request is forwarded 10 one
of the servers, often using a round+obin strategy or some other load-balancing
technique (Katzetal.. 1994). When using a mulithreaded client, connec:tions may
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be set up to differenmt replicas. allowing data to be transferred in parallel. effec-
tively establishing that the entire Web doctiment is fully displayed in a much
shorter time than with a nonreplicated server. This approach is possible only if the
client can handle truly parallel streams of incoming data. Threads are ideal tor this
purpose.

Multithreaded Servers

Although there are important benefits to multithreaded clients, as we have
seen. the main use of multithreading in distributed systems is found at the server
side. Practice shows that multithreading not only simplifies server code consicl-
erably. but also makes it much easier 1o develop servers that exploit parallelism 10
artain high performance. even on uniprocessor systems. However. now that multi-
processor computers are widely available as general-purpose workstations, multi-
threading for parallelism is even more useful.

To understond the benefits ot threads for writing server code, consider the
organization of a file server that occasionally has to block waiting lor the disk.
The file server normally waits for an incoming request tor a file operation. subse-
quently carries out the request, and then sends back the reply. One possible. and
parnticularly popular organization is shown in Fig. 3-3. Here one thread. the
dispatcher. reads incoming requests for a file operation. The requests ure sent by
clients to awell-known end point for this secver. Afler examining the request. the
server chooses an idle {i.e.. blocked) worker thread and hands it the request.

Request dispalched

Dispatcher thread to a worker lhread - Server
]
\ / |
|_— Worker thread
i
Request coming in
from the network —1—1—

Operaling system

Figure 3-3. A muliithreaded server organized in a dispatcher/worker model.

The worker proceeds by performing a blocking read on the {oca! file system.
which may cause the thread 1o be suspended until the data are fetched trom disk.
(f the thread is suspended, another thread is selected 10 be executed. For example,
the dispatcher may be selected 1o acquire more work. Alternatively. another
worker thread can be selected that is now ready to run,
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Now consider how the [lile server might have been written in the absence ol
threads. One possibility is to have it operate as a single thread. The main loop of
the file server gets a request. examines it. and carries it out to completion betore
genting the next one. While waiting for the disk. the server is idle and does not
process any other requests. Consequently, requests from other clients cannot be
handled. In addition, if the file server is running on a dedicated machine. as i
commonly the case. the CPU is simply idle while the lile server is waiting tor the
diski. The net result is that many f(ewer requests/sec can be processed. Thus
threads gain considerable performance. but each thread is programmed sequen-
tially, in the usual way.

So far we have seen two possible designs: a multithreaded file server and a
single-threaded file server. Suppose that threads are not available but the system
designers tind the performance loss due to single threading unacceptable. A third
possibility is to run the server as a big finite-state machine. When a requcst comes
in. the one and only thread examines it. [I' it can be satistied trom the cache. fine,
but if not, a message must be sem to the disk.

However. instead of blocking. it records the state of the current request mn a
table and then goes and gets the next message. The next message may either be a
request for new work or a reply from the disk about a previous operation. I it is
new work. that work is started. [f it is a reply from the disk. the relevant informa-
tion is fetched from the table and the reply processed and subsequently sent to the
client. In this scheme. the server will have to make use of nonblocking calls to
send and receive.

In this design. the “sequential process™ model that we had in the first o
cases is lost. The state of the computation must be explicitly saved and restored in
the table forevery message sentand received. [n effect. we are simulating threads
and their stacks the hard way. The process is being operated as a tinite-state ma-
chine that gets an event and then reacts to it. depending on What is in it

Model | Characteristics
| Threads | Paralielism, blocking system calls
| Single-threaded process | No parallelism, blocking system calls
| Finite-state machine Parallelism, nonblocking systemcalls

Figure 3-<f, Three ways tu construct  server.

It should now be clear what threads have to offer. They make it possible 10
retain the idea of sequential processes that make blocking system calls (e.g.. an
RPC to talk to the disk) and still achieve parallelism. Blocking system calls make
programming easier and parallelism improves performance. The singlethreaded
server retains the ease and simplicity ol blocking system calls. but gives up some
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wount of perlomiance. The linite-state machine approacit achieves high perfor-
mance through parallelism, but uses nonblocking calls. thus is hard to proeram.
These mocdlels are summarized in Fig. 3-1. N

3.2 VIRTUALIZATION

Threads and processes can be seen as a way to do more things at the same
tiwe. [n etfect. they allow us build (pieces of) programs that appear to be executed
simultaneously. On a single-processor computer. this simultaneous execution is.
of course. an illusion. As there is only a single CPU. only an instruction from i
simgle thread or process will be executed at a time. By rapidly switching between
threads and proeesses. the illusion of parallelism is created.

This separation between having a single CPU and being able to pretend there
are moire can be extended to other resources as well. leading to what is known as
resource virtualization. This virtualization has been applied for many decades.
but has received renewed interest as (distributed) computer systems have become
more commonplace and complex, leading to the situation that application solt-
ware is mostly always outliving its underlying systems softwire and hardware. In
this section. we pay some attention to the role of virtualizution and discuss how it
can be realized.

3.2.1 The Role of Virtualization in Distributed Systems

[n practice, every tdistributed) computer system offers a programming inter-
lace to higher level soltware, as shown in Fig. 3-3(a). There are many different
types ot intertaces, ranging trom the basic instruction set as offered by a CPU to
the vast collection ol application programming interfaces that are shipped with
many current huddleware systems. Inits essence. virtualization deals with extend-
ing or replacing an existing interface so as to mimic the behavior of another sys-
tem. as Shown in Fig. 3-5(b). We will come 10 discuss technical details on vir-
tualization shortly, but let us first concentrate on why virtualization is important
tor distributed system:s.

One of the most important reasons for introducing virtualization in the 1970s.
was to allowy legacy software to run on expensive mainframe hardware. The soft-
ware not only included various applications. but in fact also the operating systems
they were developed for. This approach toward supporting legacy software has
been successtully applied on the 1BN 370 mainframes {(and their successors) that
offered a virtual machine to which different operating systems had been ported.

As hardware became cheaper, computers became more powerful. and the
number ol different operating system flavors was reducing. virtualization became
less of an issue. However. matters have changed again since the late 1990s for
several reasons. which we will now discuss.



80 PROCESSES CHAP. 3
Program
Interlace A |
Program Imptementation of
mimicking Aon B8
ntecface A ... 0 e lnterace8 ...
Hardware/software sysiem A Hardware/sollware system 8

{a) (b}

Figure 3-5. (v General or2anization between a progrum. interface. and sy stem.
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First. while hardware and low-level systems software change reasonably tast.
software at higher levels of abstraction fe.g. middleware and applications). are
much more stable. In other words, we are facing the situation that legacy software
cannot be maintained in the same pice as the platforms it relies on. Virtualization
can help here by porting the legacy interfaces to the new platforms and thus im-
mediately opening up the latter for large classes of existing programs.

Equally important is the fact that networking has become completely’ per-
vasive, It is hard to imagine thut a modern computer is not connected to a net-
work. In practice, this connectivity requires that system administrators muintain a
large and heterogeneous collection of server computers. each one running very
different applicadons. which can be accessed by clients. At the same time the var-
ious resources should be easity accessible to these applications. Virtualization can
help a lot: the diversity of platforms and machines can be reduced by essentially
letting each application run on its own virtual machine. possibly including the
related libraries and operating system. which. in turn. run on a common platlorm.

This last type of virtualization provides a high degree of portability and flexi-
bility. For example. in order to realize content delivery networks that can easily
support replication ol dynamic content. Awadallah and Rosenblum (2002) argue
that management becomes much easier if edge servers would support virtuali-
zation. allewing a complete site. including its envitonment to be dynamically
copied. As we will discuss later. it is primarily such portability arguments that
make virtualization an important mechanism for distributed systems.

3.2.2 Architectures of Virtual Machines
There are many ditterent ways in which virtualization can be realized in prac-

tice. Am overview ol these various approaches is described by Smith and Nair
(2005). To understand the differences in virtualization. it is important to realize
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that computer systems generally ofter four difterent types of iterfaces. at four
different levels:

[. An interface between the hardware and soltware. consisting ot ma-
chine instructions that can be invoked by any program.

2. Aninterface between the hardware and software. consisling of ma-
chine instructions that can be invoked only by privileged programs.
such as an operating system.

3. An interface consisting of system calls as offered by an operating
system.

4. An interface consisting of library catls, generally forming what is

Known as an application programming interface (APD. I many

cases. the aforementioned system calls we hidden by an APL

These different types are shown in Fig. 3-6. The essence of virtualization is to
mimic the behavior of these interfaces.

Library functions __ Application

g .
|.lorary
Syslem calls ___
> ~ 1 .
Priiteged Ogperaling system General
Instructions ==—=< -+ =" instruclions

] Hardware

Figure 3-6. Virious imertaces oflerzd by computer sistems.

Virtualization can take place in two differem ways. First. we can build a run-
time system that essentially provides an abstract instruetion set that is to be used
for executing applications. Instructions can be interpreted (as is the case for the
Java runtime environment). but could also be emulated as is done for running
Windowsapplications on UNIX plaiforms. Nete that in the lauer case. the emuke-
tor will also have to mimic the behavior of system calls. which has proven t© be
generally far from trivial. This type of virtualization leads to what Smith and Nair
{2005) call a process virtual machine. stressing that virtualization is done essen-
tially only for n single process.

An alternative approach toward virtualization is to provide a system that is
essentially implemented as a layer completely shielding the original hardware. but
offering the complete instruction set of that same (or other hardware) as an inter
tace. Crucial is the fact that this interface can be offered simuftaneausly to dit-
ferent programs. As a result. it is now possible to have multiple. and ditferent
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operuting systems run independently and concurrently on the same plattorm. The
layer is generally refered to as a virtual machine monitor (VMM). Typical ex-
amples ol this approach are VMware (Sugerman et al.. 2001) and Xen (Barham et
al.. 2003). Thesetwo ditfferent approaches are shown in Fig. 3-7.

| 5
[ |
Appication T Applications b
o o,
* » m
Runtime system l Operaling systerm
1 1 I e
Opgrating syslem Virtual machine monitor
. pe—— I I 1 I T T I
Hardware Hardware
{a) {b)

Figure 2-7. (a) A process virtual machine. with mulksiple instunces of tapplicu-
tion. runtime) combinations. (b} A virutd macling monitor. with maultiple in-
stances of (pplications. oprating s stem) combinations.

As argued by Rosenblum and Garfinkel (2005), VNIMs will become increas-
ingly important in the context of reliability and security for (distributed) systems.
As they allow lor the isolation of a complete application and its environment. a
failure caused by an crror or security attack need no longer atlect a complete ma-
chine. In addition. as we also mentioned before. portability is greatly improved as
VMMSs provide a further decoupling between hardware and software. allowing a
complete environment to be moved from one machine to another.

3.3 CLIENTS

In the previous chapters we discussed the clientserver model. the roles of cli-
ents and servers. and the ways they interact. Let us now take a closer look at the
anatomy of clients and servers. respectively. We start in this section with a discus-
sion of clients, Servers are discussed in the next section.

3.3.1 Networked User Interfaces

A major task ol client machines is to piovide the means for users to interact
with remote servers. There are roughly two ways in which this interactien can be
supported. First. For each remote service the client machine will have a separate
counterpart thut cun contact the service over the network. A typical example is an
agenda running on a user's PDA that needs to synchronize with a remote. possibly
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shared agenda. In this case. un application-level protocol will handle the syn-
chronization. as shown in Fig. 3-8(a).

Client machine Server machine Client machine Server machine
Application |« » Appficalion I . I
]L! Application- ‘ﬁ"‘_, J Application- I
L specific — independent =
Middleware | protocol Middleware Middleware protocol Middlewars
Local 08 Local OS Local @S Local OS
s el I I e e I

Network Network
(a) {b)

Figure 3-8, (3) A netwotked application with its ovar protocol. (b) A general
solution to allow access o remuowe applications

A second solution is to provide direct access to remote services by only offe -
ing a conventent user intertace, Elfectively. this means that the client machine is
used only as a terminal with no need lor local storage. leading to an application-
ncutral solution as shown in Fig, 3-8(b). In the case of networked user interfaces,
everything is processed and stored at the server. This thin-client approach is
receiving more attention as Internet connectivity increases. and hand-held devices
are becoming more sophisticuted. As we argued in the previous chapter. thincli
et solutions are also popular as they ease the task of system management. Let us
take alook at how networked user interfuces can be supported.

Example: The X Window System

Perhaps one of the oldest and still widely-used networked user interfuces is
the X Window system. The X Window System. generally rclerred to simply as
X. is used to control bitmapped terminals, which include a monitor, keyboard,
and a pointing device such as a mouse, [n a sense. X can be viewed as that part of
an operating system that controls the terminal. The heart of the system is formed
by what we shall call the X kernel. It contains all the terminalspecific device
drivers, and as such, is generally highly hardware dependent,

The X Kernel offers a relatively low-level interface for controlling the screen,
but also for capturing events from the keyboard and mouse. This interface is made
available to applications as a library called Xiib. This general organization is
shown in Fig, 3.9.

The interesting aspect of X is that the X kernel and the X applications need
not necessarily reside on the same machine. [n particular. X provides the X proto-
col. which is an application-level communication protocol by which an instance of
X/ib can exchange data and events with the X kernel. For example. X/ih can send
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Figure 3-9, The basic organization of the X Winduw Sysient.

requests to the X kernel tor creating or killing a window. setting colors. and defin-
ing the type of cursor to display. among many other reguests. In turn. the X kernel
will react o local events such as keyboard and mouse input by sending event
packets back to X/ib.

Several applications can communicate at the same time with the X Kernel.
There is one specific application that is given special rights. knoswn as the win-
dow managet. This application can dictate the “look and feel™ of the display as
it appears to the user. For example. the window: nianager can prescribe how each
window is decorated with extra buttons. how windows are to be placed on the dis-
play. and so. Other applications will have to adhere o these rules.

Tt is interesting to note how the X svindow system actually fits into client-
server computing. From what we have described so tar. it should be clear that the
X Kernel receives requests to manipulate the display. It gets these requests from
(possibly remote) applications. In this sense. the X Kernel acts as a server. while
the applications play the role of clients. This terminology has been adopted by X.
and although strictly speaking is correct. it can easily lead to contfusion.

Thin-Client Network Computing

Obviously. applications manipulate a display using the specitic display com-
mands as offered by X. These commands are generally sent over the network
where they are subsequently executed by the X kernel. By its nature. applications
written tor X should preferably separate application logic from user-interface
commands. Unfortunately, this is often not the case. As reported by Lai and Nieh
(2002). it utrns out that much of the application logic and user interaction are
tightly coupled. meaning that au application will send many requests to the X ker-
nel for which it will expect a response betore being able to make a next step. This
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synchronous behavior may adversely affect performance when operating over a
wide-area network with long latencies.

There are severul solutions to this problem. One is to re-engineer the imple-
mentation of the X protocol. as is done with NX (Pinzari. 2003). An important
part of this work concentrates on bandwidth reduction by compressing X mes
sages. First. messages are considered to consistof a tixed part. which is treated as
an identificr, and a variable part. [n many cases. multiple messages will ave the
same identifier in which cuse they will often contain similar data. This property
can be used to send only the differences between messages having the same iden-
tifier.

Both the sending and receiving side maintain « local cache of which the en-
tries can be looked up using the identitier of a message. When a message is sent.
it is first looked up in the local cache. 1f found. this means thut a previous mes-
sage with the same identifier but possibly difterent data had been sent. In that
case. ditferential encoding is used to send only the differences between the two.
Athe receiving side. the message is also looked up in the local cache. after which
decoding through the ditfferences can take place. In the cache miss. standard
compression techniques are used. which generally already leads to tactor four
improvement in bandwidth. Overall. this technique has reported bandwidth reduc-
tions up to a factor 1000. which allows X to also run through low-bandwidth links
of only 9600 kbps.

An important side eftect of caching messages is that the sender and receiver
have shared intormation on what the current status of the display is. For example.
the application can request geometric information on various objects by simply re-
questing lookups in the local cache. Having this shared information alone already
reduces the number of messages required to keep the application and the display
synchronized.

Despite these improvements. X still requires having a display server running.
This may be asking a lot. especially if the display is something as simple as a cell
phone. One solution to keeping the soitware at the display very simple is to let all
the processing take place at the application side. Effectively, this means that the
entire display is controlled up to the pixel level at the application side. Changes ir:
the bitmap are then sent over the network to the display. where they are im-
mediately transterred to the local frame butfer.

This approach requires sophisticated compression techniques in order to
prevent bandwidth availability to become a problem. For example. consider dis-
playing a video stream at arate of 30 frames per second on a 320 x 240 screen.
Such a screen size is common tor many PDAs. If each pixel is encoded by 24 bits,
then without compression we would need a bandwidth of approximately 53 Mbps.
Compression is clearly needed in such a case. and many techniques are currently
being deployed. Note, however. that compression requires decompression at the
receiver, which. in turn, may be computationally expensive without hardware sup-
port. Hardware support can be provided. but this raises the devices cost.
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The drawback ol sending raw pixel data in comparison to higher-level proto
cols such as X is that it is impossible 1o make any' use of application semantics. as
these are eftectively lost at that level Baratto et al. (20035) propose a different
technique. In their solution. referred to as THINC. they provide a few high-level
display commands thatoperate atthe level ofthe video device drivers. These com-
mands are thus device dependent. more powertul than raw pixel operations. but
less powertul compared to what a protocol such as X ofters. The resuh is that dis-
play servers can be much simpler. which is good for CPU usage. while at the
sume time application-dependent optimizations can be used to reduce bandwidth
and synchronization.

In THINC. display requests trom the application are intercepted and transli
ted into the lower level commands. By intercepting application requests. THINC
cait make use of upplication semantix:$ to decide what combination of lower level
commands can be used best. Translitted commands are not immediately sent out
to the display. but are instead queued. By batching several conunands it is pos-
sible to aggregate display commands into a single one. leading to fewer messages.
For example. when a new command for drawing in a particular region ol the
screen effectively overwrites what a previous (and still queued} command would
have established. the latter need not be sent out to the display. Finally. instead of
letting the display ask lor refreshments, THINC always pushes updates as they
come available. This push approach saves latency as there is no need for an
update request to be sent out by the display.

As it turns out. the approach lollowed by THINC provides better overall per-
formance. although very much in line with that shown by NX. Details on perfor-
mance comparison can be f'ound in Baratto et al. (2003).

Compound Documents

Modern user interfaces do a lot more than systems such as X or its simple ap-
plications. In particular, many user mterfaces allow applications to share a single
graphical window. and to use that window to exchange data through user actions.
Additional actions that can be performed by the user include what are generally
called drag-and-drop operations. and in-place editing. respectively.

A typical example of drag-and-drop tunctionality is moving an icon repres-
enting a file A to an icon representing a trash can. tesulting in the file being
deleted. In this case. the user interface will need to do more than just arrange
icons on the display: it will have to pass the name of the file A to the application
associated with the trash can as soon as A’s icon has been moved above that of the
trash can application. Other examples easily come to mind.

In-place editing can best be illustrated by means of a document containing
text and graphics. Imagine that the document is being displayed within a standard
word processor. As soon as the user places the mouse above an image. the user in-
terface passes that information to a drawing program to allow the user to modit'y
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the image. For example, the user may have rotated the image. which may eftect
the placement of the image in the document. The user interface theretore Finds out
what the new height and width of the image are. and passes this information to the
word processor. The latter. in turn. can then automatically update the page layout
ofthe document.

The key idea behind these user intertaces is the notion of a compound docu-
ment. which can be defined as a collection of documents. possibly of very dif-
terent kinds (like text. images. spreadsheets. etc.). which are seamlessly integrated
at the user-interface level. A user interface that can handle compound documents
hides the fact that different applications operate on different parts ol the docu-
ment. To the user. all parts are integrated in a seamless way. When changing one
part affiects other parts, the user interface can take appropriate measures, for ex-
ample. by notifying the relevant applications.

Analogous ta the situation described for the X Window System, the applica-
tions assoctated with a compound docurmem do not have to execute on the client’s
machine. However. it should be clear that user interfaces that support compound
docume-nts may have 10 do a lot more processing than those that do not.

3.3.2 Client-Side Software for Distribution Transparency

Client software comprises more than just user interfaces. In many cases. parts
of the processing and data levezl in a client-server application are cxecutzd on the
client side as well. A special class is formed by embecdded client software. such as
for automatic teller machines (ATMs). cash registers. barcode readers. TV set-top
boxes. etc. In these cases. the user intertice is a relatively small part ot the client
software. in contrast o the local processing and communication facilities.

Besides the user interface and other application-related software. client soft-
ware comprises components for achieving distribution transparency. {deally. a cli-
ent should not be aware that it is communicating with remote processes. n con
trast. distribution is often less transparent to servers for reasons of performance
and correctness. For example. in Chap. 6 we will show that replicated servers
sometimes need to communicate in order to establish that operations are per-
futmed in a specilic order at each replica.

Access transparency is generally handled through the generation of a client
stub Irom an interface definition of whatthe server has to offer. The stub provides
the same interface as available at the server. but hides the possible differences in
machine architeclures. as well as the actual communication.

There are different ways to handle location. migration. and relocation tran-
sparency. Using a convenient naming system is crucial, as we shall also see in the
next chapter. In many cases. cooperation with clientside softwage is also impor-
tant. For example. when a client is already bound to a server. the cliemt can be
directly informed when the server changes location. In this case, the client's mid
dleware can hide the server's current geographical location from the user, and
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also transparently rebind to the server if necessary. At worst. the client’s applica-
tion may notice a temporary loss of performance.

In a similar way. many distributed systems implement replication transpar-
ency by means ol client-side solutions. For example. imagine a distributed system
with replicated servers, Such replication can be achieved by forwarding a request
to each replica. as shown in Fig. 3-10. Clientsicle software can transparently col-
lect all responses and pass a single response to the client application.

Client machine Server 3 Server 2 Server 3
Client Server Server Server
appl appl appl app!
i
b, / / /‘
Client side handles e P~ A

-~

request replication Aeplicated request/

e

Figure 3-10. Transparent ceplication of a server using a client-side »olution.

Finally, consider failure transparency. Masking communication Failures with a
server is typically done through client middleware. For example. client middle-
ware can be configured 10 repeatedly aitempt to connect to a server. or perhaps try
another server afler several attempts. There are even situations in which the client
middleware returns data it had cached during a previous session. as is sometimes
done by Web browsers that lail to connect to a server.

Concurrency transparency can be handled through special intermediate ser-
vers, notably transaction monitors, and requites less support trom client sottware.
Likewise. persistence transparency is often completely handled at the server.

3.4 SERVERS

Let us now take a closer look at the organization of servers. In the following
pages. we first concentrate on a number of general design issues for servers. to be
followedl by a discussion of server clusters.

3.4.1 General Design Issues

A server is aprocess implementing a specific service on behalf of a collection

of clients. [n essence, each server is organized in the same way: it waits lor an

incoming request from a client and subsequently ensures that the request is taken
care of. after which it waits for the next incoming request.
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There are several ways to organize servers, In the case of an iterative server.
the server itself handles the request and. it necessary. returns a response to the re-
questing client. A concurrent server does not handle the requiest itselt. but passes
it to a separate thread or another process, alter which it immediately waits for the
nest incoming request. A multithreaded server is an example of a concurrent
server. An alternative implementation of a concurrent server is to fork a new proc-
ess tor each new incoming request. This approach is follosved in many UNIX sys-
tems. The thread or process that handles the request is responsible For returning a
response to the requesting client.

Another issue is where clients contact a server. [n all cases. clients send re-
quests to an end point. also catled a port. at the machine where the server is run-
ning. Each server listens 10 a specific end peint. How do clients know the end
point of a service? One approach is to globally assign end points for wellkknown
services. For example. servers that handle Internet FTP requests always listen to
TCP port 21. Likewise. an HTTP server for the World Wide Web will always
listen to TCP port 80. These end points have been assigned by the Internet
Assigned Numbers Authority (TANA), and we documenled in Reynolds and Pos-
tel (199-h). With assigned endl points. the client only needs to find the network ad-
dress of the machine where the server is running. As we explain in the next
chapter. name services can be used lor that purpose.

There are many services that do not reyuire a preassigned end point. For ex-
ample, a time-of-day server may use an end point that is dynamically asuigned to
it by its local operating system. In that case. a client will first have to look up the
end point. One solution s ta have a special daemon running on each machine that
runs servers. The daemon keeps track of the current end point of each service im-
plemented by a co-located server. The daemon itself listens to a well-known end
point. A client will first contact the daemon. request the end point. and then con-
tact the specific server. as shown in Fig. 3-T[ta).

[t is common to associate an encl point with a specitic service. However. actu-
ally implementing each service by means.of a separate server may be a waste of
resources. For example. in a typical UNIX system. it is common to have lots of
servers running simultaneously. with most of them passively waiting until a client
request comes in. [nstead of havingto keep track of so many passive processes. it
is often more efficient to have a single superserver listening ta each end point as-
sociatecl with a specific service. as shown in Fig. 3-1 1(b). This is the approach
taken, for example. with the inerd daemon in GNIX. fnetd listens to a number ot
well-known ports for Internet services. When a request comes in. the daemon
forks a process to tike further care of the request. That process will exitatter it is
finished.

Another issue that needs to be taken into account when designing a server is
whether and how a scrver can be interrupted. For example. consider a user who
has just decided to upload a huge lile to an FTP scrver. Then. suddenly realizing
that it is the wrong file. he wants to interrupt the server to cancel fwther data
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transmission. There are several ways to do this. One approach that works only too
well in the current Internet (and is sometimes the only alternative) is for the user
to abruptly exit the client application {which witl automatically break the connec-
tion to the server). immediately restart it. and pretend nothing happened. The ser
ver will eventually tear down the old connection. thinking the client has probably
crashed.

A much better approach for handling communication interrupts is to develop
the client and server such that it is possible to send out-st-band data. which is
data that is to be processed by the server before any other data from that client,
One solution is to let the server listen to a separate control end point to which the
client sends out-of-band data, while at the same time listening (with a lower prior
ity) to the end point through which the normal data passes. Another solution i to
send owt-of-band data across the same connection through which the cliem is
sending the original request. In TCP. for example. it is possible to transmit urgent
data. When urgen data are received at the server. the latter is interrupted (e.g..
through a signal in UNIX systems}. after which it can inspect the data and handle
them accordingly-

A final, important design issue. is whether or not the server is stateless. A
stateless server does not keep information on the state of its clients. and can
change its own state without having to inform any client (Birman. 2003). A Web
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server, for example. is stateless. [t merely responds to incoming HTTP requests.
which ean be either for uploading a file to the server or {moslt otten) for fetching a
fite. When the request has been processed. the Web server forgets the client conu-
pletely. Likewise. the collection of tiles that a Web server manages (possibly in
cooperation with a file server). can be changed without clients having to be in-
formed.

Note that in miwy stateless designs. the server actually does maintain infor
mation on its clients. but crucial is the fuct that if this infonmation is lost. it will
not lead to a disruption of the service offered by the server. For example. a Web
server generally logs all client requests. This information is usetal, For example. to
decide whether certain documents should be replicated. and where they should be
replicated to. Clearly. there is no penalty other than perhaps in the form of subop-
timal performance it the log is lost.

A particular form of a stateless design is where the server maintains what is
known as soft state. [n this case. the server promises to imainiain state on behalf
of the client. but only For a limited time. After that time has expired. the server
tulls back 1o detault behavior. thereby discarding any information it kept on
account of the associated client. An example of this type of stake is a server
promising to keep i client informed about updates, but only for a limited time,
After that, the client is required to poll the server for updates. Sott-state ap-
proaclies originate from protocol design in computer netsworks. but can be equaliy
applied to server design (Clark, 1989: and Lui et al.. 2003). -

n contrast. a statetul server generally maintains persistent information on its
clients, This means that the information needs to be explicitly deleted by the
server. A typical example is a lile server that allows a client 10 keep a local copy
of a {ile, even for performing update operations. Stch a server wotuld maintain a
table contiining (client. file) entries. Such a table allows the server to keep track
of which client currently has the update permissions on which file. and thus possi-
bly also the most recent version ol that file.

This approach can improve the performance ol read and write operations as
perceived by the client. Performance improvement over stateless servers is oftea
an important benefit of statefu! designs. However. the exaniple also illustrates the
major drawback of statefal servers. If the server crashes. it has to recover its table
of (cliem. file) entries, or otherwise it cannot guarantee that it has processed the
most recent updates on a file. In general. a stateful server needs to recover its en-
tire state as it was just before the crash. As we discuss in Chap. 8 enabling
recovery can introduce considerable complexity. In a stateless design. no special
meastres need to be taken at all for a crashed server to recover, It simply starts
running again. and waits for client requests to come in.

Ling et al. (2004) argue that one should actually make a distinction between
(temporary) session state and permanent state. The example above is typical tor
session state: it is associated with a series of operations by a single user and
should be maintained for a some time. but not indefinitely. As il turns out, session
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state is often maintained in three-tiered clientserver architectures. where the ap-
plication server actually needs to access a datubase server through a series of
queries before being able to respond to the iequesting client. The issue here is that
no real harm is done if session state is lost. provided that the client can simply re-
issue the original request. This observation aliows tor simpler and less reliable
storage of state.

\What remains lor permanent state is typically information maintained in data-
bases, such as customer information, keys associated with purchased software,
etc. However., for most distribuited systems. maintaining session state already im-
plies a stateful design requiring special measures when failures do happen anc
making explicit assumptions about the durability of state stored at the server. We
will return to these maters extensively when discussing tuult tolerance.

When dlesigning a server. the choice for a stateless or stateful design should
not affect the services provided by the server. For exanple. if' tiles have to be
opened betore they can be read from. or written to. then a stateless server should
one way or the other mimic this behavior. A common solution, which we discuss
inmore detail in Chap. 11, is that the server responcls to a read or write request by
first opening the referred file. then does the actual read or write operation. and im-
mediately closes the file again.

In other cases. a server may want to keep a record on a client’s bchavior so
that it can more effectively respond to its requests. For example. Web servers
sometimes ofter the possibility to immediately direct a client to his favorite pages.
This approach is possibte only it the server has history information on that client,
When the server cannot maintain state. a common solution is then to let the client
send along additional information on its previous accesses. In the case of the Web.
this information is often transparently stored by the client’'s browser in what is
called a cookie. which is a small piece of data containing client-sipecitic informa-
tion that is of intercst to the server. Cookies are never executed by a browser: they
are merely stored

The first time a client accesses a server, the latter sends a cookie along with
the requested Web pages back te the browser. after which the browser safely
tucks the cookie away. Each subsequent time the client accesses the server, its
cookie for that server is sent along with the request. Although in principle. this ap-
proach works fine. the tact that cookies are sent back for safekeeping by the
browser is often hidden entirely trom users. So much for privacy. Unlike most of
grandma’s coekies. these cookies should stay where they are baked.

342 Server Clusters

In Chap. 1 we briefly discussed cluster computing as one of the many appear-
ances of distributed systems. We now take a closer look at the orgamzation of
server clusters. along with the salient design issues.
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General Organization

Simply put, a server cluster is nothing eise but a collection of machines con-
nected through a network. where each michine runs one or more servers. The
server clusters that we consider here, are the ones in which the machines are con-
nected through a local-area network. often offering high bandwidth and low
latency:.

Inmost cases. a server cluster is logically organized into three tiers, as shown
in Fig. 3-12. The first tier consists of a (logical) switch through which client re-
quests are routed. Such a switch can vary widely. For example. transport-layer
switches accept incoming TCP connection requests and pass requests on to one of
servers in the cluster, as we discuss below. A completely different example is a
Web server that accepts incoming HTTP requests. but that partly passes requests
to application servers tor further processing only to later collect results and return
an HTTP response.

Logical switch ' Application/compute servers . Distributed
(possibly mulipie) ) ! file/dalabase
- ! system
’ |
]
Dispalched E A : 2 @
Client requests Tgdusst ; :
: i
\ !
\ 1
: 4—:—)-
1 L}
Flrst tier Second tier ! Third tier

Figure 3-12. The general organizalion of a ihrze-tiered server cluster.

As in any multitiered client-server architecture. many server clusters :lso con-
tain servers dedicated to application processing. In cluster computing. these are
typicalty servers running on high-performance hardware dedicated to delivering
compute power. However. in the case ol enterprise server clusters, it may be the
case that applications need only run on relatively low-end machines, as the re-
quired compute power is not the bottleneck. but access to storage is.

This brings us the third tier, which consists of datiprocessing servers, notably
file and database servers. Again. depending on the usage of the server cluster.
these servers nuly be running an specialized machines, configured for highspeed
disk access and having large server-side data caches.

Of course. not all server clusters will tollow this strict separation. It is fre-
quently the case that each machine s equipped with its own local storage. often
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integrating application and data processing in a single server leading to a two-
tiered architecture. For example. when dewling with streaming media by means of
a server cluster. it is common to deploy a two-tiered systeem architecture. where
eiach machine acts as a dedicated media server (Steinmetz and Nahrstedt. 2004),

When a server cluster offers multiple services. it may happen that ditferent
machines run different application servers. As a consequence, the switch will
have tobe able 1o distinguish services or otherwise it cannot forward requests to
the proper machines. As it turns out. many second-tier machines run only a single
application, This limitation comes from dependencies on available software and
hardhware, but also that different applications are often nanaged by different ad-
ministrators. The latter do not like to intertere with each other’s machines.

As a consequence, we may find that certwin machines are temporarily idle.
while others wre receiving an overload. of requests. YWhat would be usefui is to
temporarily migrate services to idle machines. A solution proposed in Aswadallah
and Rosenblum (2004). is to use virtual machines allowing a relative casy migra-
tion of code to real machines. We will retun to code migration later in this
chapter.

Let us take a closer look at the Ffirst tier, consisting of the switch. An impor-
tant clesign goal for server clusters is w hide the fact tha there are multiple ser-
vers. In other swords, client applications running on remite muchines should have
no need to know anything about the internul organization of the cluster. This ac-
cess transparency is invariably offered by means of a single access point. in turn
implemented hrough some Kind of hardsvare switch suchas a dedicated machine.

The switch Forms the entry point for the server cluster. offering a single nel-
work address. For scalability and availability. a server cluster may have multiple
access points. where each access point is then realized by a separate dedicuted!
machine. We consider only the case ol a single access point.

A standard way of accessing a server cluster is to set up a TCP connection
over which application-level requests are then sent as part of a session. A session
ends by tearing down the connection. In the case of transport-layer switches. the
switch accepts incoming TCP connection requests. and hands off such connec-
tions to one of the servers (Hunt et al. 1997: and Pai el al.. 1998), The principle
working ot what is commonly known as TCP handolT is shown in Fig. 3-13.

When the switch receives a TCP connection request. it subsequently identifies
the best server for handling that request, and Forwards the request packet 1o that
server, The server. in turn, will send an acknowledgment back to the requesting
client. but inserting the switch’s [P address as the source field of the header of the
{P packet caurying the TCP segment. Note that this spoofing is necessary for the
client to continue executing the TCP protocol: it is expecting an answer back from
the switch, not from some arbitrary server it is has never heard of before. Clearly.,
21 TCP-handotf implementation requires operating-system level modifications.

ft can already be seen that the switch can play an important role in distribuling
the load among the various servers. By deciding where to forwird a request to. the
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Figure 3-13, The prenciple of TCP handoif.

switch also decides which server is to handle Turther processing of the reguest.
The simplest load-balancing policy that the switch can follow is round robin: each
time it picks the next server from its list to forward a request to.

More advanced server selection criteria can be deployed as well. For example,
assume multiple services are offered by the server cluster. It the switeh can distin-
atiish those services when a request comes in. it can then take informed decisions
on where to forward the request 1o, This server selection can still take place at the
wansport level. provided services are distinguished by means; of a purl number.
One step further is 1o have the switch actually inspect the payloud of the incoming
request. This method can be applied only it itis known what that payload can look
like. For example. in the case of Web servers. the switch can eventually expect an
HTTP request. based on which it can then decide who is to process it. We will re-
turn 1o such content-aware request distribution when we discuss Web-based
systems in Chap. 12.

Distributed Servers

The server clusters discussed so fur are generally rather statically configured.
In these clusters. there is often an separate administration machine that keeps
wack of available servers, and passes this information to other machines as
appropriate. stch as the switch.

As we mentioned. most server clusters offer a single access point. When that
point fails. rhe cluster becomes unavailable. To eliminate this potential problem.
several access points can be provided. of which the addresses are made publicly
available. For example. the Domain Name System (DNS) can return several ad-
dresses. all belonging to the same host name. This approach still requires clients
to make several attempts if one of the addresses fails. Moreover. this does not
solve the problem of requiring stxtic access points.



9 PROCESSES CHAP. 3

Having stability. like u long-living access point. is a desirable feature from a
client’s and a server's perspective. On the other hand. it also desirable to hive a
high degree of Iexibility in contiguring a server cluster. including the switch.
This observation has lead to a design of a distributed server which effectively is
nothing but a possibly dynamically changing set of machines. with also possibly
varying access points, but which nevertheless appears to the outside world as a
single. powertul machine. The design of such a distributed server is given in Szy-
maniak et al. (2005). We describe it briefly here.

The basic idea behind a distributed server is that clients benefit from a robust.
high-pertorming. stable server. These properties can often be provided by high-
encl mainframes. of which some have an acclaimed mean time between fuilure of
more than =0 yewrs. However. by grouping simpler machines transparently into a
cluster. and not relying on the as-ailability of a single machine. it may be possible
to achieve a better degree of stability than by each component individually. For
e xample. such a cluster could be dynamically configured trom end-user machines.
as in the case of a collaborative distributed system.

Let us concentrate on how a stable access point can be achieved in such a sys-
tem. The main idea is o make use of available networking services. notably
mobility support for IP version 6 (MIPve). In MIPv6. a mobile node is ussumed to
have a home network when it normally resides and for which it has an associ-
ated stable address. known as its home address (HoA). This home network has a
special rouwter attached. known as the home agent. which will take care of tratfic
to the mobile node when it is wway. To this end. when a mobile node attaches to a
toreign netswerk. it will receive « temporary care-of address (CoA) where it can
be reached. This care-of address is reported to the node’s home agent who will
then see to it that all traltic is forwarded to the mobile node. Note that applica-
tions communicating with the mobile node will only see the address associated
with the node’s home network. They will never see the care-of address.

This principle can be used to ofter a stable address of a distributed server. In
this case. a single unique contact address is initially assigned to the server clus-
ter. The contact address will be the server's life-time address to be used in all
communication with the outside world. At any time. one node in the distributed
server will operate as an access point using that contact address, but this role can
easily be taken over by another node. What happens is that the access point
records its own address as the care-of address at the home agent associated with
the distributed server. At that point, all traftic will be directed to the access point.
who will then take care in distributing requests among the currently participating
nocles. If the access point fails. a simple faikover mechanism comes into place by
which another access point reports a new care-of address.

This simple conliguration would make the home agent as well as the access
point a potential bottleneck as all rattic would flow through these two machines.
This situation can be avoided by using an MIPv6 feature known as route oprimiza-
tivrr, Route optimization works as tollows. Whenever a mobile node with home
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address HA reports its current care-of address. say C.A. the home agent can tor-
ward €4 1o a client. The latter will then locally store the pair {HA, CA). From
that moment on. communication will be directly torwarded to CA. Although the
application at the client side can still use the home address, the underlying support
soltware for MIPv6 will translate that address to CA and use that instead.

Distributed server X

Believes server Client 1 Knows Lhat Clent 1
has address HA believes it is X o ‘é """"
i erver 1
Bellevesitis 7 !
connecled to X Access point
with address CA1 |
Believes location I
of X is CA1 !
‘]
Internet
Believes server Client 2 Server 2

has address HA

Believesil Is
connectedlo X

- Access point

Believes localion with address CA2

of X is CA2

Knows that Cient 2
believes it Is X

Figure 3-14. Roule optmization in a distributed sarver.

Route optimization can be used to make different clients believe they are
communicating with a single server, where, in fact, cach ¢lignt is communiciting
with a ditferent member node of the distributed server. as shown in Fig. 3-14. To
this end. when an access point of a distributed server forwards a request trom cli-
ent C| to. say node §| (with address CA |). it passes enough information to $; to
let it initiate the route optimization procedure by which eventually the client is
made to believe that the care-ot address is CA . This will allow C; to store the
pair (HA4, CA (). During this precedure. the access point (as well as the heme
agent) tunnel most of the traftic between C| and S . This will prevent the home
agent from believing that the care-ot address has changed. so that it will continue
to communicate with the access point.

Of course. while this route optimization procedure is taking phice. requests
[rom other clients may still come in. These remain in a pending state at the access
point until they can be forwarded. The request from another client Ca may then be
torwarded to member node S5 (with address CA »). allowing the fatter to let client
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C, store the pair (HA, CA3). As a result, different clients will be directly com-
municaiing with different members of the distributed server. where each cliertt ap-
plication still has the illusion that this server has address HA. The home agent
continues to communicate with the access point talking to the contact address.

3.4.3 Managing Server Clusters

A server cluster should appear to the outside worldas a single computer, as is
indeed often the case, However. when it comes to managing a cluster. the situ
tion changes dramatically. Several attempts have been made to case the manage-
ment of server clusters as we discuss next.

Common Approaches

By far the most common approach lo managing a server cluster is to extend
the traditional managing functions of a single computer to that of a cluster. In its
most primitive form. this means that an administrator can log into a node from a
remote client and execute local managing commands to monitor. install. and
change components.

Somewhat more advanced is to hide the Fact that you need to login into a node
and instead provide an interface at un administration machine that allows to col-
lect information from one or more servers. upgride components. add and remove
nodes, ete. The main advantage of the latter approach is that collective operations.
which operate on a group of servers. can be more easily provided, This type of
munaging server clusters is widely applied in practice. excmplified by manage-
ment sot'tware such as Cluster Systems Management {rom IBN (Hochstetler and
Beringer, 2004).

However, as soon as clusters grow beyond several tens of nodes. this type of
management is not the way to go. Many data centers need to manage thousands of
servers, organized into many clusters but all operating collaboratively. Doing this
by means of centralized administration servers is simply out of the question.
Moreover. it can be easily seen that very large clusters need continuous repair
management (including upgrades). To simplif’y matters. if p is the probability that
aserver is currently faulty. and we assume that taults are independent. then tor a
cluster of N servers to operate without a single server being faulty is (12 ¥, With
#=0.001 and ¥=1000. there is only a 36 percent chance that all the servers are
coreectly Functioning.

As it turns out, support For very large server clusters is almost always ad hoc.
There are variows rules of thumb that should be considered (Brewer. 2001), but
there is no systematic approach to dealing with massive systems management.
Cluster management is still very much in its infancy. although it can be expected
that the self-managing solutions as discussed in the previous chapter will eventu-
ally find their way in this area, after more experierce with them has been gained.
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Example: PlaneiLab

Let uts now take a closerlook at a somewhat unusual cluster server. PlanetLab
is a colluborative distributed system in which different organizations each donate
one or more computers. adding up to a total of hundreds ot nodes. Together. these
computers form a 1dier server cluster. where access. processing. and storage can
all take place on each node individually. Management of PlanetLab is by neces-
sity almost entirely distributed. Before we explain its basic principles. let us first
describe the main architectural features { Peterson et al.. 20035).

In PlanetLab. an organization donates one or more nodes. where each node is
easiest thought of as just a single computer. although it could also be itsell a clus-
ter of machines. Euch node is organized as shown in Fig. 3-15. There are (wo im-
portant components (Bavier et al.. 2004). The first one is the virtual machine
monitor {VNMM}), which is an enhanced Linux operating system. The enhance-
ments miinly comprise adjustments for supporting the second component. ramely
vservers, A (Linux) vserver can best be thought ol as a separate enviromnent in
which a group of processes run, Pracesses from dilferent vservers are completely
independent. They cannot directly share any resources such as liles. main memo-
ry. and network connections as is normally the vase with processes running on top
of an operating systems, Insteud. a vserver provides an environment consisting ol
its ovwn collection of software packuges. programs. and networking facilities. For
example. d vserver may provide an environment in which a process will notice
that it can make use of Python 1.5.2 in combination with an older Apache Web
server. say furpd 1.3.1. In contrast. anether vserver may support the latest ver-
sions of Python and furpd. In this sense. calling a vserver a “server™ is i bit of a
misnomer as it really only isolites groups ol processes from each other. We return
to vservers brietly below.
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virtyal machines virtual machines
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Figure 3-15, The basic organization of a PtanelLub node.

The Linux VMM ensures that vservers are separated: processes in different
vservers are executed concurrently and independently. each making use ¢nly of
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the software packages and programs available in their own environment. The iso-
lation between processes in dilferent vserwvers is strict. For example. two proc-
esses in different vservers may have the same user ID. butthis does not imply that
they stem [rom the same user. This separation considerably eases supporting users
from ditferent organizations that want to use PlanetLab as. lor example, a testbed
to experiment with completely different distributed systems and applications.

To support such experimentations. PlanatLab introduces the notion of a slice,
which is a set of vservers. each vserver running on a different node. A slice can
thus be thought of as a virtual server cluster. implemented by means of a collec-
tion of virtual machines. The virtuwal machines in PlanetLab run on top of the
Linux operating system, which has been extended with a number of kernel mod-
ules

There are several issues that make management of PlanetLab a special prob-
lem. Three salient ones are:

1. Nodes belong to different organizations. Each organization should be
allowed to specify who is allowed to run applic:ations on their nodes.
and restrict resource usage appropriately.

o

There are various monitoring tools available. but they all assume a
very specific combination of hardware and software. Moreover. they
are all tailored to be used within a single organization.

3, Programs from different slices but running on the same node should
not interfere with each other. This problem is similar to process
independence in operating systems.

Let us take a look at each of these issues in more detail.

Central to managing PlanetLab resources is the node manager. Each node
has such a manager. implemented by means of a separate vserver. whose only task
is to create other vservers on the node it manages and to contro! resource alloca-
tion. The node manager does not make any policy decisions: it is merely a mech
anism to provide the essential ingredients to get a program running on a given
node.

Keeping track of resources is done by means of a resource specification. or
rapec For short. An rspec specifies a time interval during which certain resources
have been allocated. Resources include disk space. file descriptors, inbound and
outbound network bandwidth. transport-level end points. main memory. and CPU
usage. An rspec is identified through a globally unique 128-bit identifier known as
a resource capability (#cap). Given an reap, the node manager can look up the as-
sociated rspec in alocal table.

Resources are bound to slices. In other words, in order to make use of re-
sources. it is necessary to create a slice. Each slice is associated with a service
provider, which can best be seen as an entity having an accouut on PlanetLab.
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Every slice can then be identified by a (principal _id. slice_tag) pair. where the
principal_id identities the provider and slice_rag is an identifier chosen by the
provider.

To create a new slice. each node will run a slice creation service (SCS).
which. in turn. can contact the node manager requesting it to create a vserver and
to allocate resources. The node manager itselt cannot be contacted directly over a
network. allowing it to concentrate only on local resource management. In turm,
the SCS will not accept slice-creation requests from just anybody. Only specific
slice authorities are eligible for requesting the creation of a shce. Each slice
authority will have access rights to a collection of nodes. The simplest model is
that there is only a single slice authority that ts allowed to request slice creation
on all nodes.

To complete the picture. a service provider will contact a slice authority and
request it to create a slice across a collection of nodes. The service provider will
he known to the slice authority, tor example. because it has been previously
authenticated and subsequently registered as a PlanetLab user. In practice. Planet-
Lab users contact a slice authority by means of a Web-based service. Further
details can be found in Chun and Spalink (2003).

What this procedure reveals is that managing PlanetLab is dlone through inter-
mediaries. One importaat class of such intermediaries is formed by slice authori-
ties. Such authorities have obtained credentials at nodes to create slides. Obtain-
ing these credentials has been achieved out-of-band. essentially by conticting sys-
tem administrators at various sites. Obviously. this is a time-consuming process
which not be carried out by end users (or, in PlapetLab terminology. service pro-
viders).

Besides slice authorities. there are also management authorities. Where a slice
authority concentrates only on managing slices. a management authority is te-
sponsible for keeping an eye on nodes. In particular. it ensures that the nodes
under its regime run the basic PlanetLab software and abide to the rules set out by
PlanetLab. Service providers trust that a management authority provides nodes
that will behave properly.

a Management
authorily 5
__/y 7 ‘L\
Service provider

Slice aulhority

Figure 3-16. The management relatienships between sarious Planetlab entittes.
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This organization leads to the management structure shown in Fig. 3-16.
described in terms of trust relationships in Peterson et al. (2005). The relations
are as follows:

L. A node owner puts its node under the regime ol a management
authority. possibly restricting usage where appropriate.

[£9]

. A management authority provides the necessary software to add a
node to PlanetLab.

tad

A service provider registerss itsell with a management authority.
trusting it to provide well-behaving nodes.

4. A service provider contacts a slice authority to create a slice on a
collection of nodes,

5. The slice authority needs to authenticate the service provider.

6. A node owner provides a slice creation service lor a slice awhority to
create slices. It essemtially delegates resource management to the
slice authority.

7. A management authority delegates the creation of slices to a slice
authority.

These relationships cover the problem of delegating nodes in a controlled way
such that a node owner can rely on a decent and secure management. The second
issue that needs to be handled is monitoring. What is needed is a uniticd approach
to allow users to see how well their programs are behaving within a spevilic slice.

PlanetLab follows a simple approach. Every node is equipped with a collec-
tion of sensors. each sensor being capable of reporting information such as CPU
usage. disk activity. and so on, Sensors can be arbitrarily complex. but the impor-
tant issue is that they always report information on a per-node basis. This informa-
tion is made available by means of a Web server: every sensor is accessible
through simple HTTP requests (Bavier et al.. 2004).

Admittedly. this approach to monitoring is still rather primitive, but i should
be scen as a basis for advanced monitoring schemes. For example, there is. in
principle. no reason why Astrolabe. which we discussed in Chap. 2. cannot be
used for aggregated sensor readings across multiple nodes.

Finally, to come to our third management issue. namely the protection of pro-
grams against each other, PlanetLab uses Linux virtual servers (called vservers) to
isolate slices. As mentioned, the main idea of a vserver is to run applications in
there own environment, which includes all files that are normally shared across a
single machine. Such a separation can be achieved relatively easy by means of the
UNIX chroot command. which effectively changes the root of the file system from
where applications will look for liles. Only the superuser van exectite chroot.
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Of course. more is needed. Linux virtual servers not only separate the lile sys-
tem. but also normally shared infornxaion on processes. network addresses. mem-
ory usage. and so on. As a consequence. a physical machine is actually partitioned
into multiple units, each unit corresponding to a full-fledged Linux environment.
isolated from the other purts. An overview of Linux virtual servers can be found
in Potzl et al. {2005).

3.5 CODE MIGRATION

So [ar. we have been mainly concerned with distributed systems in which
communication is limited to passing data. However. there are situations in which
passing prograns. sometimes even while they are being executed. simplifies the
design of a distributed system. In this section. we take a detailed look at what
code migration actually is. We start by considering different approaches to code
migration. followed by a discussion on how to deal with the local resources that a
migrating program uses. A particularly hard problem is migriting code in hetero-
gencous systems, which is also discussed.

3.5.1 Approaches to Code Migration

Betore taking a look at the different forms of code migration. let us.tirst con-
sider why it may be usetul to migrate code.

Reasons for iMigrating Code

Traditionally, code migration in distributed systems took place in the form of
process migration in which an entire process was moved trom one machine to
another (Milojicic et al.. 2000). Moving a running process to a different machine
is a costly and intricate task. and there had better be a good reason for doing so.
That reason has always been performance. The basic idea is that overall system
performance can be improved if processes are moved from heavily-loaded to
lightty-loaded machines. Load is often expressed in terms ol the CPU queune
length or CPU utilization. but other pertormance indicators are used as well.

Load distribution algorithms by which decisions are made concerning the al-
location and redistribution of tasks with respect to a set of processors, play an im-
portant role in compute-intensive systems. However, in many modern distributed
systems, optimizing computing capacity is less an issue than, for example, trying
to minimize communication. Moreover. due to the heterogeneity of the underlying
platforms and computer networks. performance improvement through code migri-
tion is often based on qualitative reasoning instead of mathematica! models.

Consider, as an example, a client-server system in which the server manages a
huge database. Il a client application needs to perform many database operations
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invelving large quantities of data. it may be better to ship part ot the client appli-
cation to the server and send only the results across the network. Otherwise. the
network may be swamped with the transter of data from the server 10 the client. In
this case. code migration is based on the assumption that it generally makes sense
to process data close to where those data reside.

This same reason can be used for migrating parts ol the server 10 the client.
Forexamgpte, in many interactive database applications, clients need to fill in forms
that are subsequently translated into a series of database operations. Processing
the form at the client side. and sending only the completed form to the server. can
sometimes avoid that a relatively large number of small messages need to cross
the network. The result is that the client perceives better perfornknce, while at the
same time the server spends less time on form processing and communication.

Suppaout lor code migration can wlso help improve perlormance by exploiting
parallelism. but without the usual intricacies related to paralle]l programming. A
typical example is searching for information in the Web. [t is relatively simple to
implement a search query in the form of a small mobile program. called a mobile
agent, that moves from site to site. By making several copies of such a program.
and sending each olf to different sites. we may be able to achieve a linear speed-
up compared to using just a single program instance.

Besides improving pertormance. there arc other reasons tor supporting code
migration as well. The most important one is that of flexibility. The traditional ap-
proach to building distributed applications is to partition the application into dif-
terent parts. and decide in advance where each part should be executed. This ap-
proach, Tor example. has led to the different multitiered client-server applications
discussed in Chap. 2.

However. il code can move between different machines. it becomes possible
to dynamically configure distributed systems. For example. suppose a server
implements a standardized intertace to a file system. To allow remote clients to
access the file system, the server makes use of a proprietary protocol. Normally.
the clientside implementation of the file system interface, which is based on that
protocol. would need to be linked with the client application. This approach re-
quires that the software be readily available to the client at the time the client ap-
plication is being developed.

An alternative is to tet the server provide the client’s implementation no
sooner thau is strictly necessary. that is. when the client binds tothe server. At
that point. the client dynamically downloads the implementation. goes through the
necessary initialization steps, and subsequently invokes the server. This principle
is shown in Fig. 3-17. This model of dynamically moving code from a remote site
does require that the protocol for downloading and initializing code is stan
dardized. Also. it is necessary that the downloaded code can be executed on the
client’s machine. Different solutions are discussed below and in later chapters.

The important advantage ol this model of dynamically downloading client-
side software is that clients need not have all the software preinstalled to talk to
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2.Clent and server

’ communicate
Client X Senver
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& . ]

/

Service-specific
client-side code

1. Client ietches code

Code repaository

Figure 3-17. The priacipte of dsnumically configuring a client o communicate
10 4 scrver. The chent fusi fetches 1he necessary soltware, und then invokes the
SeTver.

servers. [nstead, the software can be moved in as necessary. and likewise. dis-
carded when no longer needed. Another advantage is that as long as intertaces are
standardized. we ¢an change the clientserver protocol and its implementation as
often as we like. Changes will not affect existing client applications that rely on
the server. There are. of course. also disadvantages. The most serious one. which
we discuss in Chap. 9. has to do with security. Blindly trusting that the down-
loaded code implements only the advertised interface while accessing your unpro-
tected hard disk and does ot send the juiciest parts to heavenknows-who may
not always be such a good idea.

Models for Code Migration

Although code migration suggests that we move only code between machines,
the term actually covers a much richer area. Traditionally, communication in dis-
tributed systems is concerned with exchanging data between processes. Code
migration in the broadest sense deals with moving programs between machines.
with the intention to have those programs be executed at the target. In soase cases,
as in process migration, the execution status of a program. pending signals. and
other paris of the environment must be moved as well.

To get a better understanding ot the different models lor code migration. we
use a framework described in Fuggetta et al. {1998). In this framework, a process
consists of three segments. The code segment 1s the part that contains the set of in-
structions that make up the program that is being executed. The resource segmeit
contains references to external resources needed by the process. such as files,
printers, devices, other processes, and so on. Finally, an execution segment is used
to store the current execution state of a process, consisting of private data, the
stack, and. of course, the program counter.
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The bare minimum for code migration is to provide only weak mobility. In
Lhis model. it is possible to trunsfer anly the cade segment, along with perhaps
some initialization data. A characteristic teature of weak mobility is that a trans
fFerred program is always started from one of several predefined starting positions.
This is what happens. for example. with Java applets. which always start execu-
tion from the beginning. The benefit of this approach is its simplicity. Weak
mobility requires only that the target machine can execute that code. which essen-
lially boils down to making the code portable. We return to these matters when
discussing migration in heterogeneous systems.

In contrast to weak mobility, in systems that support strong maobility the ex-
ecution segment can be transterred as well. The characteristic feature of stirong
mobility is that a running process can be stopped. subsequently moved to another
machine. and then resume execution where it left off. Clearly. strong mobility is
much more gengral than weak mobility, but also much harder to implement.

Irrespective of whether mobility is weak or strong. a tarther distinction can be
made between sender-nitiated and receiverd nitiated migration. In sender-
initiated migration. migration is initiated at the machine where the code curremly
resides or is being executed. Typically, sender-initiated migration is done when
uploading programs to a compute server. Another example is sending a search
program across the Internet to a Web database server to perform the queries at
that server, [n receiver-initiated migration. the initiative for code migration is
laken by the target machine. Java applets are an example of this approach.

Receiver-initiated migration is simpler than senderinitiated migration. In
many cases, code migration occurs between a client and a server, where the client
takes the initiative for migration. Securely uploading code to a server. as is cone
in senderiniticued migration. often requires that the client has previously been
registered and authenticated at that server. In other words, the server is required to
know nll its clicnts. the reason being is that the client will presumably want access
to the server’s resources such as its disk. Protecting such resources is essential. In
contrast. downloading code as in the receiver-iniviated case. can often be done
anenymously. Moreover. the selver is generally notinterested ity the client’s re-
sources. Instead. code migration to the client is done only lor improving client-
side performance. To that end. only a limited number of resources need to be pro-
tected, such as memory and network connections. We retrn to secure code
migration extensively in Chap. 9.

In the case of weak mobility. it also makes a difference if the migratet! code is
executed by the target process. or whether a separate process is started. For ex-
ample. Java applets are simply downloaded by a Web browser and are executed in
the browser’s address space. The benefit of this approach is that there is no need
to start a separate process, thereby avoiding communication at the target machine.
The main drawback is that the target process needs to be protected against mali-
cious or inadvertent code executions. A simple solution is to let the operating sy
tem take care of that by creating a separate process to execute the migrated code.
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Note that this solution does not solve the resource-access problems mentioned
above. They still have to be dealr with.

Instead of meving a running process, also referred to as process migration.
strong mobility citn also be supported by remote cloning. In contrast to process
migration. cloning yields an exact copy of the original process. but now running
on a ditterent machine. The cloned process is executed in parallel to the original
process. [n UNIX systems. remote cloning takes place by torking off a child proc
ess and fetting that child continue on a remote michine. The benefit of cloning is
that the model closely resembles the one that is already used in many applications.
The only ditference is that the cloned process is executed on a different machtne.
In this sense. migration by cloning is a simple way to improve distribution tran-
sparency.

The various alternatives tor code migration are suinmarized in Fig. 3-18.

/

Mobility mechanism

Migraie precess
Sende-initiated _— P
maebilily
/ ™~ Clone precess

Execute at
Sender-iniiatled — 1a:gel process
mobility ~~_ Executein

segarate process

Execule af
Receiver-infiated — largel process

i .
mobility S~ Execule in
separale precess

Weak mobility

Sirong mebikily

i
Receiver-iniiated _—" MarFiamIoeRes

mobitily e

Clone process

Figure 3-18. Alternalives for code migration.

3.5.2 Migration and Local Resources

So far. only the migration of the code and execution segment has been tiaken
into account. The resource segment requires some special attention. What often
makes code migration so difticutt is that the resource segment cannot always be
simply transterred along with the other segments without being changed. For ex-
ample, suppose a process holds a reference to a specific TCP port through which
it was commimicaling with other (remote) processes. Such a reference is held in
its resource segment. When the process moves to another location, it will have to
give up the port and request a new one al the destination. In other cases, trans
terring a reference need not be a problem. For example. a reference to a file by
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meuns of an absolute URL will remain valid irrespective of the machine where
the process that holds the URL resides.

To understand the implications that code migration has on the resource seg-
ment. Fuggetta et al. (1998) distinguish three types ol process-to-rezsource bind-
ings. The strongest binding is when a process refers to a resource by its identitier.
In that case. the process requires precisely the referenced resource. and nothing
else. An example of such a binding by identifier is when a process uses a URL
to refer to a specific Web site or when it refers to an FTP server by means of thal
server’s Internel address. In the same line of reasoning, relerences to local com-
munication end points also lead to a binding by identitier.

A weaker Jorm of process-to-resource binding is when only the value of a re-
source is needed. In that case. the execution of the process would not be altected
if another resource would provide that same value. A typical example of binding
by value is when a program relies on standard libraries. such as those for pro-
gramming in C or Java. Such libraries should always be locally available. but their
exact location in the local file system may differ between sites. Not the specilic
files. but their content is important for the proper execution of the process.

Finally. the weakest form ol binding is when a process. indicates it needs only
aresource of a specific type, This binding by type is exemplified by references to
Jocal devices. such as monitors. printers. and o0 on,

When migrating code, we often need to change the references to resources.
but cannot affect the kind of process-to-resource binding. If. and exactly how a
reference should be changed. dependsi on whether that resource can be moved
along with the code to the targer machine. More specifically. we need to consider
the resource-to-machine bindings. and distinguish the following cases. Unat-
tached resources can be easily moved between different machines. and are typi-
cally (data) Iiles associated only with the program that is to be migrated. In con
trasi. moving or copying a tastened resource may be possible. but only at rela-
tively high costs. Typical examples of fastened resources are local databases and
complete Web sites. Although such resources are. in theory, not dependent on
their current machine, it is otten inleasible 1o move them to another environment.
Finally. fixed vesources are intimately bound to a specific machine or environ-
ment and cannot be moved. Fixed resources wre often local devices. Another e x-
ample of a fixed resource is a local communication end point.

Combining three types of process-to-resource bindings. and three types of re-
source-to-machine bindings. leads to nine combinations that we need to consider
when migrating code. These nine combinations are shown in Fig. 3-19.

Let us first consider the possibilities when a process is bound to a resource by
identifier. When the resource is unattached. it is generally best to move it along
with the miginting code. However. when the resource is shared by othet proc-
esses, an alternative is to establish a global reference, that is, a reterence that can
cross machine boundaries. An example of such a reference is a URL. When the
resource is fastened or lixed, the best solution is also to create a global reference.
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Resource-10-machine binding
Unattached Fastened Fixed
MV (or GR) GR(rMV) |  GR
to-resource | By value CP {or MV.GR) GR {or CP) GR

binding | By type RB{or MV,CP) | RB(orGR.CP) RB(orGR)
GR  Establish a global systemwide reference
MV Move ihe resource
CP  Copy the value of the 1esource
RB  Rebind process lo locallyavailable resource

Process- | By identifier

Figure 3-19. Actions to be taken with respect 10 the referances le lo-
¢l resatirces W hen migraing code to another nunchine.

It is important to realize that establishing a global reference may be more than
Just making use of URLs. and that the use of such a reference is someiimes prohi-
bitively expensive. Consider. for example. a program thitt generates high-quality
images for a dedicated multimedia workstation. Fabricating high-quality images
in real time is a compute-intensive task. for which reason the program may be
moved o a high-performance compute server. Establishing a global reference to
the multimedia workstation means setting up a communication path between the
compute server and the workstation. In addition. there is signiticant processing
involved at both the server and the workstation to meet the bandwidth tequire
ments of wansferring the images. The net result may be that moving the program
to the campute server is not such a good idea. only becuuse the cost of the globat
reference is too high,

Another example ol where esiablishing a global reference is not always that
easy is when migrating a process that is making use of a local communication end
point. [n that case, we are dealing with a fixed resource to which the process is
bound by the identifier. There are basically two solutions. One solution is to let
the process set up i connection lo the soucce machine after it has migrated and
install it separate process at the source machine that simply forwards all incoming
messiiges. The main drawback of this approach is that whenever the source ma-
chine malfunetions. communication with the migrated process may tail. The alter-
native solution is to have all processes that communicated with the migrating
process, change #rweir global reference. and send messages to the new communica-
tion end point at the targer machine,

The situation is different when dealing with bindings by value. Consider first
a fixed resource. The combination of a tixed resource and binding by value
occurs, tor example, when a process assumes that memory can be shared between
processes, Establishing a global reference in this case would mean that we need to
implement a distributed form of shared memory. In many cases. this is not really a
viable or efficient solution.
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Fastened resources that are referred to by their value. are typically runtime
libraries. Normally. copies of such resources are readily available on the turget
machine. or should otherwise be copied before code migration takes place. Estab-
lishing a global reference is a better alternative when huge amounts of data are to
be copied. as may be the case with dictionaries and thesauruses in text processing
systems.

The easiest case is when dealing with unattached resources. The best solution
is to copy (or move) the resource to the new destination. unless it is shared by a
number of processes. In the latter case. establishing a global reference is the only
option.

The last case deals with bindings by type. Irrespective of the resource-to-ma-
chine binding, the obvious solution is to rebind the process to a locally available
resource of the same type. Only when such a resource is not available. will we
need to copy or move the original one to the new destination. or establish a global
reference.

3.5.3 Migration in Heterogeneous Systems

So far, we have tacitly assumecl that the migrated code can be easily executed
at the target machine. This assumption is in order when dealing with homogene-
ous systems. In general. however. distribwted systems are constructed on a hetero-
geneous collection of plattorms, each having their own operating system and ma-
chinc architecture. Migration in such systems requires that each plattorm is sup-
ported. that is, that the code segment can be executed on each platform. Also. we
need to ensure that the execution segment can be properly represented ar each
platform,

The problems coming from heterogeneity are in many respects the same as
those of portability. Not surprisingly. solutions are also very similar. For example.
at the end of the 1970s. a simple solution to alleviate many of the problems of
porting Pascal to ditferent machines was to generate machine-independent inter-
mediate code for an abstract virtual machine (Barron., 1981). That machine. of
course, would need to be implemented on many plattorms. but it would then allow
Pascal programs to be run anywhere. Although this simple idea was widely used
for some years. it never really caught on as the general solution to portability
problems for other languages. notably C.

About 25 years later. code migration in heterogeneous systems is being
attacked by scripting languages and highly portable languages such as Java. [n
essence. these soltions adogpt the same approach as was done for porting Pascal.
All such solutions have in common that they relv on a (process) virtual machine
that either directly interprets source code (as in the case of scripting languages). or
otherwise interprets intermediate code generated by a compiler (as in Java). Being
in the right place at the right time is also important For language developers.
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Recent developments have started to weaken the dependency on programming
languages. In particular. solutions have been proposed not only to migrate proc-
esses. but to migrate entire comptiing environments. The basic idea is to compart-
mentalize the overali environment and to provide processes in the same part their
own view on their computing environraent.

If the compartmentalization is dove properly. it becomes possible to decouple
a part from the underlying system and actually migrate it to another machine. In
this wWay. migration would actually provide a form of strong mobility [or proc-
esses. as they can then be moved at any point during their execution. and continue
where they left of f \wwhen migration completes. Moreover. many of the intricacies
related to migrating processes while they have bindings to local resources may be
solved. as these bindings are in many cases simply preserved. The local resources.
namely. are otten part of the environment that is being migrated.

There are several reasons for wanting {0 migrate entire environments. but
perhaps the most important one is that it allows continuation of operation while a
machine needs to be shutdown. For example. in a server cluster. the systems
aclministrator may decide to shut down or replace a machine. but will not have to
stop all its running processes. Instead. it can temporarily freeze an environment.
move it to another machine (where it sits next to other. existing environments),
and simply unfreeze it again, Clearly. this is an extremely powerful way to man-
age long-running compute environments and their processes.

Let us consider one specific example of migrating virtual machines. as dis-
cussed in Clark et al. (2003). In this case. the authors concentrated on real-time
migration of a virtualized operating system, typically something that would be
convenient in a cluster of servers where a tight coupling is achieved through a sin-

gle. shared local-area network. Under these circumstances, migration involves
two major problems: migrating the enlire memory image and migrating bindings
to local resources.

As to the first problem. there are. in principle, thuee ways to handle migration
(which can be combined):

I. Pushing memory pages to the new machine and resending the ones
that are later modified during the migration process.

I

Stopping the current virtual machine: migrate memory, and start the
new virtual machine.

3. Letting the new virtual machiae pull in new pages as needed. that is,
let processes starl on the new virtual machine immediately and copy
memory pages on demand.

The second option may lead to unacceptable downtime if the migrating virtual
machine is running a live service. that is. one that offers continuous service. On
the other hand. a pure on-demand approach as represented by the third option may
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extensively prolong the migration period. but may also lead to poor perlormance
because it takes a long time before the working set of the migrated processes his
been moved o the new machine.

As an alternative. Clark et al. (2003) propose to use a pre-copy approich
which combines the First option. along with a brief stop-and-copy phase as repres-
ented by the second option. As it turns out. this combination can lead to service
downtimes of 200 ms or less.

Concerning local resources. matters are simplitied when dealing only with a
cluster server, First. because there is a single network, the only thing that needs to
be done is to announce the new network-10-XAC address binding. so that clients
can contiact the migrated processes at the correct network intertace. Finally, if it
can be assumed thit storage is provided as a separate tier {like swe showed in
Fig. 3-12). then migrating binding to files is similarly simple.

The overall effect is that. instead of migrating processes. we now actually sec
that an entire operating system can be moved between machines.

3.6 SUMMARY

Processes play a fundamental role in distributed systems as they form a basis
for communiciation between different michines. An important issue is hos proc-
esses are internally organized and. in particular. whether or not they support mul-
tiple threads of control. Threads in distributed systems are particularly useful to
continue using the CPU when a blocking I7/0 operation is perlormedl. [n this way.
it becomes possible to build highty-efficient servers that run muhiple threads mn
parallel. of which several may be blocking to wait until disk /O or network com-
municalion completes.

Organizing a distributed application in terms of clients and servers his proven
© be usclul. Client pracesses generally implement user interfuces. which may
range from very simple displays to advinced interfaces that can handle compotind
documents. Client software is furthermore aimed at achieving distribution tran-
sparency by hiding details concerning the communication with servers. where
those servers are currently located. and whether or not servers are replicnted. In
addition, client software is puartly responsible tor hiding fuilutes and recovery
from failures.

Servers are often more intricate than clients. but are nevertheless subje<t (o
only a relatively tew design issues. For example. servers can either be iterative or
concurrent, implement one or more services. and cun be stateless or stateful.
Other design issues deal with addressing services and mechanisms to interrupt
server after a service request has been issued and is possibly already being proc-
essed.

Special attention needs to be paid when orguanizing servers into a cluster. A
common objective is hide the internals of a cluster trom the outside world. This
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means that the organization of the cluster should be shiclded from applications.
To this end. most clusters use a single entry point that can hand olT messages
servers in the cluster. A challenging problem is to transparently replace this single
entry point by a fully distributed solution.

An important topic for distributed systems is the migration of code between
different machines. Two important reasons to support code migrition re increas-
ing performance and flexibility. When conuunication is expensive. we can some-
times reduce communicition by shipping computations from the server to the cli-
ent, and let the client do as much local processing us possible. Flexibility is
increased if a client can dynamically download sottwire needed to communicate
with a specific server. The downloaded softwate can be specifically targeted to
that server. without lorcing the client to have it preinstalled.

Code migration brings along problems related to usage of local resources tor
which it is required that either resources are migrated as well, new bindings to
local resources al the target machine are establishel. or tor which systemwide net-
work references are used. Another problem is that code migration requires that we
take heterogeneity into account. Currentpractice indicates that the best solution 1
handle heterogeneity is to use virtital machines, These can tuke either the form of
process virtual machines as in the case of. for example. Java. or through using vir-
twal machine monitors that effectively allow the migration of a collection of pioc-
esses alung with their underiying operating system.

PRO®BLEMS

1. In this problem you are to compire reading a file using a singlethreaded file server
and a huwlithreaded server. It lakes 15 msec lo gel a reguest for work. dispatch it and
do the rest of the necessary processing. assuming that the data needed wre in a cache in
main memory, It wdisk operalion is needed. as is the case one-third of he time. an ad-
ditional 75 mse¢ is tequiread. during which time the threwx! sleeps. How miny re-
quests/see can the server handle if it is single threaded?? It it is multithreaded?

[ 29

. Would it make sense to limit the number of threids in i1 server process’?

3. In the text. we described a multithreaded tile server. showing why it is better than a
single-threaded server and a finite-state machine server. Arc there any circumstinces
in which a single-threzided server might be betier? Give an example.

=

Statically associating only a single thread with a lightweight process is not sych
2ood iden. Why not?

4

Having only u single lightweight process per process is also nat such 1 good idei.
Why not?

6. Wescribe a simple scheme in which there we as many lightweight processes as there
are runaable threads.
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X designates o user’s terminal as hosting the server. while the application is veferred
to as the client. Boes this make sense?

The X protocol suffers from scalability problems. How ¢an these problems be tackled?
Proxies can support replication transparency by invoking each replica. as explained in
the text. Can (the server side of) an application be subject 1o a replicated calls?
Counstructing a concurrent server by spawning a process s some advaniages and
disadvantagees compared to muliithreaded servers. Melttion a few.

Sketch the design of a multithreaded server that supports multiple pratocols using
sockets as its ransport-level intertuce to the underlying operating system.

How can we prevent an application from circuniventing a window manager. and thus
being able 10 completely tess up a screen?

[s a server that maintains o TCP/IP conntection to a client statetul or siateless?

Imagine o Web server that maintains a table in which client IP addresses are ntapped
to the most recently accessed Web pages. When a client connects 1o the server. the
sener looks up the cliemt in its table, and if Found, retarns the registered page. s this
server suteful or stateless?

Strong mobility in UNIX systems coukl? be supported by allowing a process to fork a
c¢hild on a remote machine. Explain how this wwould work.

[n Fig. 3-18 it is suggested that strong mobility cannol be combined with executing
migrated code in atarget process. Give a counterexample.

Consider i process £ thal requires aceess 1o file £ which is locally available on the
machine where P is cutrently running. When £ moves to another machine. it siill re-
quires access Wy £. 11 the file-lo-machine hinding is fixed. how cold the systennvide
reference to F be implemented?

Describe in detail how TCP packets tlow in the case of TCP handofT. along with the
information on source and destinution addresses in the various headers.
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COMMUNICATION

[nterprocess communication is at the heart of all diswributed sysiems. it makes
no sense 10 stucly diswibuted sysiems without carefully examining the ways that
processes on different machines can exchange information. Conuuunicition in
distributed systems is always bascd on low-le vel message passing as olfered by
the underlying network. Expressing comuumication through message passing is
harder than using primitives based on shared memory, as available tor nondistrib,
uted platforms. Modem distributed systems often consist ot thousands or even
millions of processes scauered across a network with unreliable communication
such as the Internet. Unless the primitive communication facilities of computer
networks are replaced by something else, development of largescale distribuled
applications is extremely difficult.

In this chapter, we srarl by discussing the rules that communicating processes
must adhere 10. known as protocols, and concentrate on steucturing those proto-
cols in the form of layers. We then look at three widely-used models for commui-
nication; Remote Procedure Call (RPC). Message-Oriented Middlewire (MOM).
and data streaming. We also discuss the general problem ol sending data te multi-
ple receivers. called multicasting,

Our first model for communication in distributed systems is the remote proce-
dure call (RPC). An RPC aims at hiding most of the intricacies of message pass-
ing. and is ideal for client-server applications.

In many diswributed applications, communication does not follow the rather
strict patiern of client-server interaction. In those cases. it turns out that thinking
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SECURITY

The Lst principle ol clistributed systems that wvwe discuss is securiy. Security is
by no means the least important principle. Howeser. one could argue thatitis one
of the moxt dif ficult prineiples. as security needs to be pervasive throughout a sys-
tem. A single design law with respect to security may render all security meas-
ures useless. In this chapter. we concenrate on the various mechanisms that are
generally incorporated in distributed systens to support security.

We start with introducing the basic issues ol security. Building all kinds of se-
curity mechanisms into a system does not really make sense unless it is known
how those mechanisms are to be used. and against what, This requires that we
know about the security policy that is to be enforced. The notion of a security pol-
icy. dlong with some general design issues for mechanisms that help enforce such
policies, are discussed first. We also brietly touch upon the necessary cryptogra-
phy.

Security in distributed systems can roughly be divided into twvo parts. One
part concerns the communication between users or processes. possibly residing on
different machines. The principal mechanism for ensuring sectire communication
is that of a secure channel. Secure channels. and more specifically. authenticanon,
message integrity, and confidentiality. are discussed in a sepacute section.

The other part conceras atthorization. which deals with ensuring that a proc-
ess gets only those access rights to the resources in a distributed system it is enti-
tled to. Authorization is covered in a sepirate section dealing with access control.
In addition to traditional access coatrol mechanisms, we also Focus on access con-
trol when we have to deal with mobile code such as agents.
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