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PREFACE 

Distributed systems form a rapidly changing field of  computer science. Since 
the pre\'ious edition of 1hi� book. exciting new topics have emerged suoh as pec?r­
to-peer computing and sensor network5. while others have become much more 
mature. like Web se1Ticc:s and Web applications i n  general. Changes such as these 
required that we revised om original text to bring it up-to-date. 

This second edition reflects a maJor revision in comparison to the pre1·ious 
one. We have added a separate chapter on architectures reflecting the progress 
that has been made on organizing distributed systems. Another major difference is 
that there is now much more material on decentralized systems, i n  particular 
peer-to-peer computing. Nol only do we discuss the basic techniques. we also pay 
attention to their applications, such a� file sharing. information dissemination. 
content-delivery networks, and publish/subscribe systems. 

Next to these two major subjects. new subjects are discussed throughout the 
book. For example, we have added material on sensor networks. virtualiza1ion. 
server clusters, and Grid computing. Special a1ten1ion is paid to self-management 
of distributed systems. an increasingly important topic as systems continue to 
scale. 

or course, we have also modernized the material where appropriate. For 
example, when discussing consistency and replication, we now foc us on con­
sistency models that are more appropriate for modern distributed syst.ems rather 
than the original models, which were tailored to high-performance distribllled 
computing. Likewise. we ha,'e added material on modern distributed algorithms. 
including GPS-based clock synchronization and localization algorithms. 

xvii 
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x,·iii PREFACE 

Although unusual. 11·e have ne,·enheless been able 10 redHce the total number 
of pages. Thi� reduction i� partly camed by discarding subjects such as distributed 
garbage collection nnd electronic payment protocols. and also reorganizing the 
last four chapters. 

A� in Lhe prel'ious etlition. the book is clh·idecl into two pans. PritKiple� of 
dbtributed systems are di�cussed in chapters 2-9. whereas o,·ernll approaches tO 

ho11· dis1rib111ed application, shoLtld be de1·eloped (the paradigms) are discussed in 
chapter� 10-13. Unlike the previou� edition. howe,·er. we ha1·e decided not to dis­
CU'>'> complete case '>llltlies in the paradigm chapters. ln,teacl. each principle is 
now explain<'d through a representmi,·e cn�e. For exampl<'. object inrocations are 
11011' discussed as a communication p1inriple in Chap. 10 on object-based distri­
buted S) stems. This approa..:h alloll'ed us to condense the material. but also LO 
make it mor<' enjoyable to reatl and swdy. 

Or cour�e. 11·c continu<' to draw extensil·ely from practice 10 explain what dis­
Lributed systems are all about. Variou� aspects of real-life �ystems such as \Veb­
S[)here J\JQ. DNS. GPS. Apache. CORBA. Ice. NFS, Akamai. TIB/Rendez,·ous. 
Jini. and many more ,1re tlisrussetl throughout the book. These examples illustrate 
the thin line be111·ec'n theory and practice. ll'hich makes distributed system su..:h 
an e\citing field. 

A number of people ha\'e contributed to this book in l'!irious way�. We would 
c�pecially like to thank D. Robert Adams. Arno Bakker. Coskun Ba) rnk. Jacques 
Ch,Min de Kcrgommeaux. Randy Chow. tvtichel Chaudron. Puneet Singh 
Cha11 b. Fabio Costa. Cong Du. Dick Epema. KeYin Fenwick. Chandana Gamage. 
Ali Ghotlsi. Giorgio Ingargiola. Marl.. Jelasity. Ahmed Kamel. Gregory Kapfham­
mcr. Jeroen Ketema. Onno Kubbe. Patricia Lago. Ste,·e MacDonald. J\!ichael J. 
McCarthy. M. Tamer Ozsu. Guillaume Pierre. Avi Shahar. Sll'aminmhan Sivasu­
br,Lmanian. Chintan Shah. Rllltd Stegers. Paul Tymann. Craig E. Wills. Reu,·en 
Yagel. and Dakai Zhu for reading pa11s of the manuscript. helping identifying 
mistakes in the prc'vious edition. and offering useful comments. 

Finally. we would like to thank our families. Suzanne has been through this 
process seventeen times noll'. That"s a lot of times for me but nlso for her. Not 
once has she 5nid: ··Enough i s  enough'" although surely the thought has oc.:urred 
to her. Thank you. Barbara and rvtarl'in noll' ha,·e a much better idea or what 
profes$ors do fo1· a li\'ing and know the difference between a good textbook and a 
bat! one. They are now an inspiration to me to try to produce' more good ones 
1ha11 bad ones (AST). 

Because l took a sabbatical leave to llpdate rhe book, the whok business of 
11 riting 11'.tS also much more enjoyable for !Vlarielle. She is beginning to get used 
to it. buL continues 10 remain supportive while alerting me when i t  is indeed time 
IQ redirect attention IQ more important issues. I owe her many thanks. Max and 
Elke by 11011 ha\'e a much better idea of what writing a book means. but compared 
to wlm they are n.:ading themseil·es. find it difficult to understand what is so exci­
ting about th6e :-,range things called distribured systems. I can· 1 blame them (MvS ). 

1 

INTRODUCTION 

Computer systems are undergoing a revolution. From 1945. when rlie modern 
c�m_puter era began. until about I 985. computers were large and expensi1· e. E1·en 
m1111computers cost at least tens of thousand� of dollars each. As a result. most 
organizations had only a handful of computers. and for lack of a ll'ay 10 connect 
them, chese operated independently from one another. 

Starting around t�e tl�e mid-1 980s. holl'e,·er. two advances i n  technology 
began to change that s11Uatt0n. The first ll'aS the dc1·elopment of powerful micro­
processors. Initially. these were 8-bit machines, but soon 16-, 32-, nnd 64-bit 
�PUs became common. Many of these had the computing power of a mainframe 
(1.e., large) computer, but for a fraction of rhe price. 

The amount o_f improvemem that has occurred in computer technology i n  the 
past half century 1s truly stnggering and totally unprecedented in other industries. 
From a machine that cost I O  million dollars and executed I instruction per second, 
we have come to machines that cost 1000 dollars and are able to execute I billion 
instructions per second. n price/performance gain of 1 013 . If cars had improved at 
this rate in the same time period, a Rolls Royce would now cost I dollar and oet n 
billion miles per gallon. (Unfortunately, it ll'Ould probably also have n 200-;age 
manual telling how to open the door.) 

The second development was the invention of high-speed computer networks. 
Local-area networks or LANs allow hundreds of mnchines within a buildino to 
be connected i n  such a way that small amounts of informaiion can be transfe�·ed 
between machines in a few microseconds or so. Larger amounts of data can be 
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2 INTRODUCTION CHAP. I 

moved between machines ::u rates of 100 million to 1 0  billion bits/sec. Wide-area 
networks or WANs allow mil lions of machines all over the earth to be connected 
at speeds varying from 6-1 Kbps (kilobits per second) to gigabits per second. 

The result of these technologie� is that i t  is now not only feasible, but easy, to 
pu1 together computing systems composed of large numbers of computers con­
nected by n high-speed network. They are usually called computer networks or 
distributed systems. in contrast to the previous centralized systems (or single­
processor systems) consisting of :1 single computer. its peripherab, and perhaps 
some remote terminals. 

1 . 1  DEFINITION OF A DISTRIBUTED SYSTEi\I 

Various definitions of distributed systems ha\'e been given in the literature, 
none of 1he111 saLisfactory, and none of them in agreement with any or the others. 
For our purposes i i  is sufficient to give a loose characterization: 

A tlis1rib111ed sysu1111 is o wllccriou of i11depeude111 co111pwers 1/wr 
appears to irs users as a single coherem sys1e111. 

Thi� definition has �e\'cral imponant aspect�. The first one is that a distr ibuted 
sy�1ern consists of components (i.e .. computers) that are autonomous. A �econd 
aspect is that users (be they people or program�) think they are dealing \\'ilh a sin­
gle syqem. This means that one way or the other the autonomous componenh 
need to collaborate. How to establish this collaboration lies at the heart of de\'el­
oping distributed system,. Note that no assumption5 are made concerning the type 
of compu ter;,. In principle, even within a single system, they could range from 
high-performance m:tinframe computers 10 small nodes in sensor networks. Like­
wise, no assumptions are made on the way that computers are interconnected. \Ve 
will return to the�e aspects later in this chapter. 

Instead of going further with definitions. it is perhaps more useful to concen­
trate on important characteristics of distributed systems. One important charac­
teristic is that differences between the various computers and the ways in which 
they communicate are mostly hidden from users. The same holds for the internal 
organization of the distributed system. Another important characteristic is that 
users and applications can interact with a distributed system in a consistent and 
uniform way. regardless of where and when interaction takes place. 

I n  principle, cli�tributed systems should also be relati\·ely easy to expand or 
scale. This characceristic is a direct consequence of having independent com­
pucers, but at Lhe same time, hiding how these computers actually take pan in lhe 
system as a whole. A distributed system will normally be continuously available, 
although perhaps some parts may be temporarily out of order. Users and applica­
tions should 1101 notice that parts are being replaced or fixed. or that new parts are 
added 10 serve more users or applications. 

SEC. I. I DEFINITION OF A DISTRIBUTED SYSTEM 3 

In order 10 support heterogeneous computers and nct\l'orks while offeri 112: a 
single-system view, distributed systems are often organized by mcnns of a layc1':' of 
:,Oft ware- t ha t  is. logically placed between a higher-lewl layer consisting of users 
and applications. and a layer underneath consisting of operating systems and basic 
communication facilities. as shown in  Fig. 1 - 1  Accordingly. �uch a distributed 
�ystem is sometimes culleu middleware. 

Compuler 1 Compuler2 Computer 3 Computer 4 

� 
Applicalion B 

� 
Distributed system layer (middleware) 

f Local OS 1 I Local OS2 I I Local OS 3 I I Local OS 4 I 

Network 

Figure 1-1. A dis1ribu1ed �),len1 organiLed :is middlew:ir�. Th� 111iddlc11nrc lnyer extend, c.>1er muiliple machine<. um.I offer, ead1 npplic:nion the same in­terf.1ce. 
Fig. 1- 1  show:. four net\\'Orked computers and thre.:: applications. of which ap­

plication B is dis1ribu1ed across computers 2 and 3. Each application is offered the 
�ame interface. The distributed system pro\·itle, 1he mean� for component� of a 
�ingle distributed application to communicate with each 01her, but nlso to lei d if ­
ferent applications communicate. At the same time, i t  hides. as best and reason­
able as possible. the differences in hardware and operating systems from each ap­
pl ication. 

1.2 GOALS 

Just because it is pos�iblc to build distributed systems does 1101 necessarily 
menn that ii is a good idea. After all. with current technology it is also possible to 
put four nappy disk drives on a personal computer. lt is just that doing so would 
be pointless. fn this section \\'C discuss four impona111 goals 1hat should be met to 
make building a distributed system worth the effort. A distributetl system should 
make resources easily accessible: it should reasonably hide the fact that resources 
are distributed across a network; it should be open: and it should be scalable. 

1.2.1 Making Resources Accessible 

. The main goal of a distributed system is to make it easy for the users (and ap­
plicallons) to access remote resources, and to share them in a controlled and effi­
ciem way. Resources can be just about anything. bur typical examples include 
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4 INTRODUCTION CHAP. I 
things like printers. computers. storage focilitii:s. data. rile!>, Web page:,. and net­
works, to name just a few. There are many rea.sorh for wanting. to share resource,. 
One obrious reason b that r,!' ,:conornic�. For exampk. ir is; l'heaper to let a printer 
be shared bv !>C\'eral u!>ers in a small office than ha\ in!! tn buy and maintain a sep­
arate printe;· for each 11,er. Like\\'ise. it make, c:rnno1;1ie �ense to share: co:,rly re­
sources such as Su[Jercomputers. high-perlonnance :,torage systems. imagesetter,. 
ancl other expensil·e peripherals. 

Connecting users and re,mm:es also makes it ea,ier to t·ollaborate and ex­
change inforn1;tion. as is clearlv illu�trated b) the suct·t·,, or the Internet with it� 
simple protocol, for exchangi,�g file�. mail. Llocumenb. audio. anti ddeo. The 
connecti\'itv of the Internet i� now leading to nun1<!rt>U� \'irtual ornanization:. in 
11·hich geographically ll'idely-dispersed gr;ups of people work 1oge�1er by rne:llh 
of groupware. 1ha1 i,. solhrnre for t·ollabtiratil·e editing. tcle..:onrerencing. nn<l ,o 
on. Likewise. the in ternet connccti\'ity has enabkd eleCLronic <.:ommerce allo11 ing 
u, to buy and �ell all kind, or  good� 11 i1ho,11 al'llllllly ha1 ing IO go 10 a :.tore or 
even leave home. 

Howel'er. a, connei.:li1·i1) and ,lrnring increa,e. ,ecurit) i, becoming im:rca,­
ingly important. In current prac1it:e. ;,y,1e111, pro1·id.:- little protection again�! 
eal'esdropping or intrusion on communication. Pa�sll'orcls nnd other \ensith·e in­
formation are often sem a, deartext Ci.e .. un.:ncrypted) through the network. or 
stored nt �erYer� that we cnn only hope ure tnrmrnnhy. In 1hi., scn\e. there i, 
much room for i111pro1·ement. For example. it i� current!) pn,,ibk lO order good, 
by merely ,upplying a credit card numb-er. Rare I) i, p1\>0f required thm the CLP,IO­

mer \lll'llS the card. In the future. placing orck:rs thi, way may be po:,sible only if 
you tan act11ally pro1 e that rou phy,irnll) po��e,, the card b) in,ening it int<' a 
card reader. 

Another !>ernrity problem i, thm or tntd,ing communication to build up a 
preference profile of a spetific user (Wang et al.. 1998). Such tracking explicitly 
l'iolates priv:H:y. especially if it is clone without notifying the 11,er. A related prob­
lem is that im:reased connectivity can al\o lead to un"'anted communication, �uch 
as electronic junk mail. often called spam. In �uch case�. what we ni:t) need i\ to 
protect ourselves using special inforrn:uion filter:. that �elect incoming rnessuges 
based on their cement. 

1.2.2 Distribution Transparency 

An important goal of a distributed system is 10 hide the fott that its processes 
and resources are phy�ically disu'ibuted acro�s multiple computers. A distributed 
system that is able to present itself to users and application� as if it were only n 
single computer system is said to be transparent. Let us first take a look at what 
kinds of transparency exist in distributed systems. After tlmt we will address the 
more general question whether transparency is alll'ays required. 

SEC. 1.2 GOALS 5 

Types of Transparency 
The concept of transparency can be applied to sneral aspects of a distributed 

system. the most important ones shown i11 Fig. 1-2. 
Transparency Description 

I Access Hide differences In data representation and how a resource is accessed 
Location Hide where a resource is located 1 
Migration Hide that a resource may move to another location 
Relocation Hide that a resource may be moved to another location while In use 
Replication Hide that a resource Is replicated 
Concurrency Hide that a resource may be shared by several competitive users 

1 Failure Hide the failure and recovery of a resource 

Figure 1-2. Different form, of rran,parency in a uimibut�d S)Stem (ISO. J 995). 

Access transparency deals with hiding differences in data represent::ttion :rnd 
the way that resources can be actcssed by u5ers. At a ba�ic le\·el. \\'e wish 10 hide 
differences in machine architectures, but more important is that we reach aszree'­
mem on how data is to be represented b)' different machines and operating��)'�­
terns. For exmnple. a distributed system may hnl'e computer systems rhat run clif­
fere111 operating systems. each hal'ing their 0ll'll file-naming convention�. Differ­
ence_s in naming co11l'entions. as well as how file� can be manipulmecl. should all 
be hidden from users and applications. 

An important group of transparency types has Lo do ll'ith the Jocntion of a re­
source. Location transparency refers to rhe fact that users cannot tell where a re­
�ou�·ce_ is physi�ally located in rhe system. Naming plays an important role in 
achrevrng locat_ron transparency. Jn panicular, location transp::trency tan be 
achieved by ass1gn1ng only logical names IO resources, that is, names in  which the 
location of a resource is 1101 secretly encoded. An example of n such a name is the 
URL h1111://,rnw.pre11/w!l.co111/i11dex.ht111/. which gives no clue about lhe location 
or Prentice Hairs main Web server. The URL also gi,·es no clue us to wherher 
i11dex.h1111/ has always been at its current location or was recently mol'ed there. 
Distributed systems in which resources can be moved without affecting how those 
resource can be accessed are said to pro,·ide migration transparency. Even 
stronger is the situation in which resources can be relocated while they are being 
accessed without the user or application noticing anything. In such cases, the svs� 
tern is said to suppon relocation transparency. An example of relocation tra�1s­
parency _is when mobile user:s can continue to use their wireless laptops while 
moving from place to place wllhout e\·er being (temporarily) disconnected. 

As we shall see, replication plays a 1·ery important role in distributed systems. 
For example, resources may be replicnted to increase a\·ailability or to improve 

I 
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6 INTRODUCTION CHAP. I 

performance by placing a cop) clo,e to th..: place 11 h..:re it is a�.:e,�e_d. Replic�­
tion transparency deal, \\ilh hiding the fact that ,el'eml co�1e, ol a re,our�e 
e,i,t. To hide replication from user:,, ii is ncc..:!>,ary that all replica, have the �ame 
irnme. Con,cquemly. a sy,tem that ,uppon, replicati_on transpare

,
nc� !>ho�1l_d gen� 

..:rail) support location cramparenc) a:. w�II. becau,e n \\Ould och.1'\1 1,e bt: 1111po, 
,iblt: co refer lO replica, at different locauon,. . We alread, mentioned that an imponant goal of cli,tributeu sy,�em, 1s to al­
lo11 �harinl! of re,ource:,. Jn man) ca,es. �haring n:,ource, i� done Ill a n1opera­
ii, e way. �, in 1he c,he of communic:uion. Howe,·er. th.:re a_re aho man) ex­
ampk, of t·ompe1i1i1e ,haring of r..:,ource,. F�r exampk. 1wo '.nd:pe

.�
d�

1_1_1 ��scr: 
11,a1 each ha1e stored their Jih:, 011 the ,ame Ille �ener or mn) bt: acce�,,n.,,. the 
,a,;ie table, in a ,hared database. In ,uch ca,e,. it is impon:m1 1l�at each ther does 
not notice 1ha1 the other b making the of the ,ame re,ource. Th" phenomenon b 
called conwrrcncy tr:111sparent) . An important i,,ue i� that t'0n�urrent acce�-. 
10 a ,hared 1-.,:,ou1\:c le:11· e, that re,ource in a co11.sis1e111 ,tale. �011\1,tenc?' rnn be 
-1 ·1,·1,\ecl 1hrouoh lockin!! mechani,m,. b) ll'hich u,cr, are. 111 turn. g11e11 c,-• � C :: - • ' k clu\l\C a..:ce.,-, to the <le,ired re,our..:e . .  ..\ more refined mecham�m 1, 1� ma_ -�-

th<! 
of rran,action,. but a, \l' C �hall .. ee in later chapters. 1r:1n,:1c1ion, are qu11e d1ll1cult 
w implement in dis1rib11teu sy�tem,. . A pnpt1l:1r altem:11i 1e  detini1in11 of a di,tributed ') ,tem. due to Le�lle L'.111:­pcirt i, "You kmll\ \OIi hal'e one \\ hen the crash ol a computer )OU 1 e  �kier 
1,cait1 of stop, you rr�m ge11ing an) \1t1rJ.. tl(1111;::· Thi, _de,-:riptit.m put� the _l inger 
011 another imponant i\\ue or di,1rib11ted sy,tems dc-,1gn: deal111g 1111h failure,. 
:-.lakin!!. a di,1ributed ,y,tem failure transparent mea11-, that a ther doe, nm no­
tice th;, a r..:�ourt·e Che  ha� po"ihl) ne\·er he:tn.l of) faib w_ \lt)I.'� prop�rl). and 
ihm the S)�tem �ubscquently reco,cr� from that !'::ti lurc. i\_lask111� l:�1lu1 .. es 1-. �:1_e_ 

nf 
the harde,1 i"ue� in t1i,1ribu1ed ,y,1e111, and b e1·en 1111po�,1b!c II hen t.:c1_1.11n 
apparent I) reali,tic a,,ump1io_1h are _ ma?..:· a, _we .". ill di�c_u_�: 111 . Chap. 8.

, 
fh� main diffinil11 in ma,king failure, he'.> 111 the 111:ibtlll) 10 d1sung111,h beti\cen .t 

tlt:!:.td resourcc
.
,111d a painfully �1011 re�ource. For example. when co111ac�111g a bus

_
)� Web �en..:r. a bro11,er ll'i!I e1ent1wll) time out and r..:pon that tl�e Web page •� 

una,ailable. At 1ha1 point. the u-,er cannot conclude thm the �erwr " really do1\ 11. 

Degree of Transpareucy 

Ahhouoh di,1ribu1io11 tmn�parency b generall) cun,idered preferable r?r an) 
di,1ribu1ed �y�tem. there are �illlation� in ll'hit.:h attempting 10 complc1el). hide all 
distribution a,pcch from u�er� i, 1101 a good idea. An example 1� re�1ues1111g your 
electronic 'lei\ ,paper to :1ppear in your mailbo, before 7 �-_:--1. l?cal 11�1:. as u,�al. 
while you are currcntl) at Lhe other end of 1he world hl'lltg in a d1fteren1 lime 
,:one. Your morning paper will 1101 be the morning paper you are u,ed _to. 

_ _ Like\1 i�c. a wide-area distribut.:ll system 1ha1 connect, a prut.:t:,, 111 San h,m· 
ci,co to a proce�� in Am�terdam cannot be e,pected 10 hide the fact that i\lother 
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.\'ature II ill 1101 allo\\ it 10 ,end a me"age from one proce,\ 10 the other in le\\ 
than about 35 milli,econtk Jn practice it take� ,cl'eral hundred, or milli,et.:onu, 
u-,ing a computer net\\'ork. Signal rran,mi,�ion b not c111ly limited by the ,peed or 
light. but also b) limited proce,,ing capacities of the intermediate 5wi1che� . 

There i, abo a trade-off between a high degree of tra1hparenc� anti the per­
fonnance of a �) ,tem. For ..:.,ample. 111m1y Internet .ipplica1ion., repeatedly try to 
rnnract a �en·er bei'ore ti1rnll) gi,·ing up. Consequently. atremp1i11g to ma,k a 1ran­
,ie111 ,ener foilure before tr) ing another one ma) ,low d011 n the �} ,tem a, a 
\\hok. In �ut.:h a t·a,e. it ma) ha,e been better to gi1e up earlier. or at 1.:,1'1 kt 1he 
u,er can.:el the :rnempt� to make con1nc1. 

Another example i� \\'here \l·e need 10 guarantee that se, er.ii replica,. lornted 
on differelll contin..:nb. need 10 be con,i,1e111 all the time. In other woru,. if one 
t·op) i, changed. that change ,hould be propagated 10 all copie, befme allowing 
,my other operation. It is clear that a ,ingle update operation may 1101\ c,·en take 
,econu, to complete. ,ome1hi 11g that can11nt be hiduen from u-,er,. 

Fina II). there arc: -'>iluatiun, in \\ hich it i, 1101 at �•II ob1fo11s that hiding di,tri­
nution i, a good idea. A,, cli,1ribu1ed :,y,tenh are e'ipanding tn de, ice, that people 
carr) around. and where the 1ery notion or loc::uiun and contex1 a\\arenes� i, 
becoming increa,ingly important. it may be be,1 IO actually t•.1pose di,1ribu1ion 
rather than trying 10 hide it. Thi, di,tribu1io11 expo,ure will become more e, itlelll 
11hen 1\e di,cus, embetlded and ubiqui1011, di,1ributed ,y:,1e1m la1cr in 1hi, ch�r-
1cr. A� a �imple aample. con,itler :111 office ll'Orker \1hn \\',lllh 10 print ,1filt' from 
h.:r notebook computer. It i ,  better 10 ,enJ the print job 10 a bu,) 11ea1t1) primer. 
rather than to an idle one at corporate headquarter, in a different co11111r�. 

There are al,o other argumcnh ag:1 in,t di5tribution transparency. Recognizing 
1ha1 full tli,1ribu1ion transparenc) i, �imply impo"ible. wc should a,k our..,ehe, 
11hether it i� e\en wi,e 10 pre/('/uf that \IC can achie1 e  it. It nm) be much belier 10 
make di,1rib111ion e.\plici1 ,o thm the u,cr and application de,eloper are ne,·er 
tricked into beliel'ing that there i_., ,uch a thing a� 1ra11,1x1rency. The rc,ult \\ ill be 
that user, will mul'11 better under,1and the hom<!time� unexpected) be1,a1 ior of a 
di,1ribu1ed ,y,tem and are thu, much better prepared 10 deal II ith 1hi1- beha1 ior. 

The concltbion i, that aiming for di-,tribution 1ra1hparenC) ma) be :1 nice goal 
11 hen designing nnd in1pleme111ing dbtribu1ecl sy,1em,. but that it should be con­
,idered together with other i,\ue, :,uch a, performance and comprehen,ibility. 
The price for 1101 being able 10 achie, e full tran�parency 1113) be ,urprisingl) high. 

1.2.3 Openness 

Another impon:1111 goal of distributed �y�tem� i\ openne�,. An open distrib­
uted system b a �)'�tern that offers sen ices according 10 �tantlarcl rule� thai 
describe the sy111ax nnd semamic, of tho,e �ervict>, For example. in compute!" 
network,. �l:mdard rule� go,·ern the format. comem,. and meaning of mes�age� 
,em and receil·ed. Such rule� are formaliLed in  protOL'ob. In di,1rib11ted S) ,terns. 
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services aJe generally specified through i nterfaces , which are often described in 
an Interface Definition Language ( IDL). Imerface definitions wriuen in :in IDL 
nearly always capture only the syntax of services. In other words. they specify 
precisely the names of the functions that are available together with types of the 
parameters. return values, possible exceptions rhnt can be raised. and so on. The 
hard part is specifying precisely what those services do. thm is. the semantics of 
interfaces. In practice. such specific:nions are always given in an informal way by 
rne:ms of nan1ral language. 

If properly specif'ied. an interface definition allows an arbitrary process that 
needs a certain interface to talk to another process that pro,·ides thnt interface. It 
abo allows t\\'O independent parties to build completely different implementations 
of tho�e interfaces. leading to two separate distributed systems that operate in 
exactly the same way. Proper specifications are complete □nd neutral. Complete 
means rhat everything that is nece�sary to make an implementation has indeed 
been specified. Howe1·er, many interface definition� are not at all complete, so 
that it is necessary for a developer to aclu implementation-specific details. Just as 
important is the fact that specific::ition� do not prescribe what an implementation 
should look like: they should be neL1tral. Completeness and neutrality are impor­
tant for interoperability and portability (Blair and Stefani. 1 998). lnteroperabil­
ity characterize) the extent by which two implementations or systems or com­
ponents rrom different manufacwrers can co-exist and work together by merely 
relying on each other' s services ns specified by a common standard. Porlabilit:· 
characterize!> to \\'hat extent an application developed for a distributed system A 
cnn he executed. without modification. on a different cli�tributed system B that 
implements the )ame interfaces as A. 

Another important goal for an open distribut.:d system is that i t  should be easy 
to configure the system out of different components (possibly from different de-
1'1:loperl>). Also. i t  should be easy to add new components or replace existing ones 
without affecting those components that stay in place. In other words. an open Jis­
tributed system should also be extensible. For example. in an extensible system, 
it �hould be relutive!y easy to acid parts that run on a different operating system, or 
even to rcpla1,:e an entire file system. As many of us know from daily practice, 
attaining such Oexibility is easier said than clone. 

Separating Policy from Mechanism 

To achieve nexibility in open distributed systems. it is crucial that the system 
is organized as n collection of relatively small and easily replaceable or ndaptable 
components. This implies that we should provide definitions not only for the 
highest-level interfaces, that is, those seen by users and applications. but also 
definitions for interfaces to internal parts of the system and describe how those 
parts interact. This approach is relatively new. Many older and even contemporary 
�ysrems arc consm1ctecl using a monolithic approach in which components are 
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only lo_gica\ly separated but i111ple111emed a� one. huge program. Thi:, approach 
make, _it hard tu replace or adapt a component without affecting the entire system. 
:vlonol1t\11c system, 1hu� tend to be c\o,ecl in,tend or open. 

The need for changing a_ dbtributed sy�tem b often caused by a component 
thill does not �rnv1de th� op_umal policy ror a �pccific mer or application. As an 
e.,ample. cons1ue: cach�ng 111 the World \\'idc Web. Broll'sers generally allow 
w,er) to adapt thelI' cuch1ng policy by specifying the size or the cache. and ll'heth­
er a l'ctched document ,hould alll'ay, be checked for consistency. or perhaps only 
once per session. l-lo11e1·er. the u�t:r cannot inrluence other caching parameters. 
,uch as how long a tlocumem ma:, remain in the cac:he. or ,1hich document should 
be re1110,· ed ll'hen the c:u.:he filb up. Also. it is impl>'>�ible to mnke cachinl! deci­
sion, based 011 the co11u,II1 or ,1 document. For in,tance. a u,er may ll' Ul1t t; cache 
railroad timetabh::�. knowing thai the�e hardly change. but ne,·er inform:uion 011 

current traffic condition� on the highway!>. 
What 11e need i'> a �eparation bet\\'een policy and mechanism. In 1he cir,,e of 

\\'e�1 caching. for example. a hroll'�er �hould ideally provide facilities for only 
,tonng lio.:u111e111s. ttnd at the �ame time al101, user� to decide which documt:nb 
a_re �tored _and for hOII' long. In pnu.:1ice. thi, can be implemented by ofti: l'ing a 
nch ,et ot parameters that the 11,er can set {dynamically). E,·en better i, that a 
u,cr t:an impkmcnt hi, 011 n polit·y  in the form of a componem that c:,n be 
plugged into the bro11 ,er. Of rnursc. thm component must ha,·c an inte rface tlrnt 
tht.' broll'�er c,1n under,1and ,o that it can call rrocedurcs of that interface: 

1 .2.4 Scalability 

\�orld,, iuc conncctil·ity 1hrough the Internet is rapidly becoming as common 
,h being able lt1 send a po�tc:11·d to anyone a ny11 here around the ll'Orld. Wirh thi\ in mind. �calability i, one of the 1110,1 important de,i11n goals for developers of di�tributed �y�tems. 

- -

Scalability of a �yMern can be mea,ured alon!! at len,t three different dimen­\inn� (Neuman. 199-+J. First. a ,y,tem can be �;alable with respect to its size. n1enning rhat 11·e can easily add mon:: users and resources to the system. Second. n geograph_ically scalable :,,ystem i, one in which the u�er!> and resources may lie far npat'l. Thml. a J,)'�te111 can be admini,tratively �calable. meaning that it can still be eas�' to manage e,·en if it span\ many independent aclministn11i1·e organizations. Unlorwnately. n syJ..tem that is scnlable in one or more of these dimensions often c.,hibib some lo,s of performance as the system st:ales up. 

Scalabili!)' Problems 

When a . ystem needs to scale. very different types of problems need 10 be 
,olvecl. Let us fln;t consider scaling with re\pect to size. If more users or resource, 
need to be: supported. we are ofteo confronted with the limi tations of centralized 
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serl'ices. data. and algori1hms (see Fig. l-3J. For examplt:. many services nre cen­
tralized in the sen,e 1ha1 they are implemented by means of only a !>ingle sen·er 
rnnning on a specific machine in the distributed s)i.tem. The problem with this 
scheme is ob,·ious: the ser\'er can become a bouleneck a� the number of users and 
applications grow,. E,·en if we have ,·inually unlimited processing and storage ca­
pacity. communication wi1h that server will eventually prohibit further growth. 

Unfortunate)). using onl) a single server is sometimes unarnidable. [magine 
that we ha\'e a sen ice for managing highly conlidemial information such as medi­
cal records, bank account,. and :,o on. In �uch cases. it may be best to implemcnt 
that service by means of a single server in a highly secured �epnrme room. and 
protected from othcr pans of 1he distribu1ed system through specinl nel\\'Ork com­
poncnb. Copying the sencr 10 :,en!ral locations to enhance performnnce may be 
out of the question as it \\'Ould make the sen ice less secure. 

Concept Example 
. Centralized services A single server for all users 
Centralized data A single on-line telephone book 

�1ze_d_a_l-go_r_il-hm-s7_D_o_in�g�r-o_u_li n_g_b_a_s_e_d_o_n_c_o_m_p_le_t_e_m--:fo_r_m_a-.ti_o_n'I 

Figure 1-3. Etampk, of ,l·a!Jbilicy limilJlion,. 

Just a� bad a\ centralizi.:u �ervices are ce111rnlized data. How �hould we keep 
track of the telcphone numbers and addres\e� of 50 million people'? Suppose 1ha1 
each data record could be fit into 50 characters. A single 2.5-gigab) te disk par1i­
tion would pro, ide enough ,1orage. But here again. having a '>ingle databnse 
ll'OulcJ undoubtedly saturate all the communicmion lines into and out or it. Like­
wi�e. imauine how 1he Internet would work if its Domain Name Sy�1em (DNS) 
was still i1;1plcme111ed as a single table. DNS maintains infom1ation on millions of 
compmers world\\ ide and form\ an essemial ser\'ice for locating Web sen·ers. If 
each request to resoh e a URL had to be forwarded to that one and only DNS 
st!r\'er, it is clear 1ha1 no one would be using the Web (which. by the way. would 
sol\'e the problem). 

Finally. centrnlized algorilhms are al,o a bad iden. In a large di)tributed sys­
tem. an enormou-. nmnber of message:. han: to be routed over man) lines. From a 
1heoretical point of vie\\', the optimal way to do this is collect complete informa­
tion :ibout Lhc load on all machines nnd li nes. and then n111 an algorithm to com­
pute all the optimal routes. Thi'> infonnation can then be spread around the system 
lo impro1·e the routing. 

The trouble is that collecting and transporting nil the input and 0lltput infor­
mation would again be a bncl idea because these messages would O\'crloacl pan of 
the network. In fact, any algorithm that operates by collecting information from 
all the sites. sends it to a single machine for processing. and then distributes the 

r 
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rcsull� should g1mcrully be Hl'Oided. Only decentralized ahwrithni-; ,hould be 
used. These algorithms generally htll'e 1he folloll'ing characteris1ics. which dis1in­
guish them from cemralized algorithms: 

I .  No machine has complete infom1ation about the system stare. 
2. Machines make decision\ based onl) on local information. 
3. Failure or one machine does not ruin 1he algori1hm. 
4, There is no implicit assumption 1ha1 a global clock exists. 

The fir!>t three follow from ll'hat ll'e ha,·e �aid so far. The hN is perhnp!> Je,s obi i­
ou� but a!so importan1. Any al?orithm that Mart.'> out \\ ith: "Al precisely 12:00:00 
all machine� shall note the scLe or their output queue" ll'ill fail became it is 
impo,sible to get nil the clocks exactly synchronized. Algori1hms should take inro 
accoun1 1he lnck of exact clock synchronization. The larger the sy�1em. the Jareer 
1he uncertainty. On a single LAN. with considerable effort it may be po�sible� to 
ge1 all clocks -") nchronized down to n fe1\ micro,ecomls. but doine this nationall) 
or i111crnmio11ally b tricky. 

� 

. .  Gcogrnphical scalability ha� it� own problems. One of the m:1in reason!> why 
11 1, currently hard LO scnk e.xisting distributed system, 1hat were de:,igned for 
local-area network:, ii. that the) arc based on synchronous communication. Jn 
1hi, form of communication. n p:my reque,ting :,en·icc. generally referred to as a 
client. blo<:k� until a reply is sent back. This approach generally works fine in 
LANs whe_re communication bct11een two machines i\ generally a1 worst a few 
hundred microseconds. Ho11·e1w. in a wide-area ,;y�tem. \\C need to take into ac ­
count thac interprtX:e,:. communication mny be hundreds of milli�econds three 
order, 01_

· m�gni �ude . slower. Building interactive application� using syncl,;onous 
commu111cr111on 111 wide-area sy�tcms requires a grem deal of care (and 1101 a little 
patience). 
. Ano1her problem that hinder\ geographical scalability is that communication 
111 wide-area ne1work� i� inherently unreliable. ,md vinunlly always poin1-1o-poin1. 
l_n ��1:1ra�1. local-aren networks generally provide highly reliable communica1ion 
facil111e� bnsed on broad�asling. making it much easier to develop diMributed sys­
tems. For example, consider the problem of locating a service. In a local-area sv�-
1em. a process can �imply broadca\l a message to e\'ery machine, nskine if it is 
running tl'.e _service it needs. Only those machines 1hat ha\'e that service ;espond. 
each prov1clrng 11s network acldres� in the reply message. Such a location scheme 
is unthinkable in a wide-area system: just imagine what would happen if  we tried 
to locme a service thb way i n  the Internet. Instead. special location services need 
l� �e designed. which may need 10 scale worldwide and be capable of servicing a 
b1ll1on users. We rclllrn 10 such services in Chap. 5 .  

Geographical scalability is strongly related 10 the problems of ccnt1·11liLed 
�olullons 11ln1 hinder si7t: scalabili1y. If we ha"e a system with many centralized 
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component�. it is clear thm geographical scalability will be limited due to the per­formance and reliability problems resulting from wide-area communication. In ad­dition. centralized components now lead to n waste of network resources. [magine that a sin2.le mrul ,erver is used for an emire coumry. This would mean that send­ing nn e-;,ail to your neighbor would first have to go to the central mail server. which may be hundreds of miles a\\'ay. Clearly, this is not the way lO go. Finally, a difficult, and in many cases open question is how to scale a distrib­uted system across muhiple, independent administrative domains. A major prob­lem that needs to be solved is that of conflicting policies with respect to resource usage (and payment), manngement. ancl seeurity. . . . For example, many components of a distributed system that reside w11hrn a sinele domain can often be trusted by us.:rs that operate within that same domain. In ;uch cnses. system administration may have tested and certified applications. and may have taken special measures to ensure that such components cannot be tampered \\'i lh. In es�ence, the users trust their system administrators. Howeva. this trust does not expand naturally across domain boundaries. If a distributed system expands into anorher domain. two types or security measure� need to be taken. First or all, the distributed system has to protect itself aoainst mulicious attacks from the new domain. For example, users from the new d�main may luwe only read access to the file system in its original domain. Like­wise. l'aci Ii ties snch as expensive image sellers or high-performance computers may not be made available to foreign user�. Second, the new domain has to pro­tect itself a2ainst malicious attacks from the distributed system. A typical example is thnt of d�wnloading programs such as applets in Web browsers. Basically. the new domain docs not know behavior what to expect from such foreign code. and may therefore decide to severely limit the access rights for such code. The prob­lem, as we shall see in Chap. 9, is how to enforce those limitations. 
Scaling Techniques 

Ha vino discussed some of the scalnbility problems brings us to the question of how those°problems can generally be solved. In most cases, scalability problems in distributed systems appear as performance problems caused by limited capacity or servers and network. There are now basically only three techniques for scaling: hiding communication latencies, distribution. and replication [see also Neuman ( 199-1)) . Hiding communicaLion latencies is important to achieve geographical scala­bility. The basic idea is simple: try to avoid waiting for responses to remote (and potentially distant) service requests as much as possible. For example, when a ser­vice has been requested at a remote machine, an alternative to waiting for a reply from the server is 10 do other useful work at the requester's side. Essentially, what this means is constructi.ng the requesting application in such a way that it uses only asynchronous communication. When a reply comes in. the application is 
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interrupred and a special handler is cnlled lo  complete the previou�ly-is�ued re ­quest. A�ynchronous communication can often be used in batch- p rocessing �y,­tern. and parallel applications. in ll'hich more or less independent ta,k\ l'an be �chedulcd for execution while another task is waitin2 for communication to com­plete. Alternatively. a new thread of comrol can be ,�nrted to perform 1he request. Although it blocks waiting for the reply, other threads in the process can continue. Howe1·er. there are many applications thm cannot make effective use of asvn­chronous communication. For example. in interactive applicationi. when a t;ser sends a request he will generally have norhing better to do than to wait for the answer. 111 such c::1se�, a much better solution is to reduce the overnll comnlllnica­tion. for example. by moving pnrt of the computation that is normally done at the -.erver 10 the client process requesting the �ervice. A typical case when� this ap­proach works is acces�ing database� using forms. Filling in form\ can be done bv ,ending a separate message for each field. and \\'ailing for an acknowledgme1{l from the ser\'er. a,; ,hown in Fig. 1--l(a). For example. the server· may check for ,yntactic error� before accepting an entry. A much better solwion ii. to ship the rnde l'or filling in the form. and possibly checking the entries. to the client. :ind hn\'e the client return a completed form. as shown in Fig. 1 - -l(b). This approach uf shipping code i s  1101\' widely supported by the Web in the form or Ja,·a applet� and Jal'ascripl. 
FIRST NAMEl>,1AA,qTEN 
LAST NAME I VAN STEEN 
E-MAIL I STEEN fa CS vu NL 

FIRST NAMEl/,IAARTEN 
LAST NAME I VAN STEEN 
E-MAIL I STEEN �cs,vu I'll 

Client Server 

I 0�- � 
I [[)0=-. 
I III�=. � (Q] Gifil.=-. -,,.. '---;r-" ... I 

Check form Process form 
(a) 

Cllent Server 

I � 
MAAATEM 
VAN STEEN If-) 
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► 

(Q] 
� 

Check form 

(b) 

-
I 

Process form 

Figure 1-�. The tlifforence b�1ween le11ini; (a) a sen·er or {b) a dic111 ,:heel. form, as tilt) are being fillet!. Another important scnling techniqu.z is  distribution. Distribution inl'olves taking a compone11t, splitting il into smaller p,lrts, and subsequently sprcnding 
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those parts across the system. An excellent exnmple of distribution is the Internet 
Domain Name System (DNS). The DNS nnme space is hit)ran:hically orgnnized 
into a tree of domains. 11 hich are di1 ided into nonoverlapping zones. a� �hown in 
Fig. 1-5. The names in each zone are handled by :1 ingle name server. Without 
going into too many details. one can think of each path name being the name of a 
hmt in the Internet. and thu\ associated with a network nddres\ of that host. Basi­
cally. rcsol1 ing a name means rernming the network addre\S of the a\sociated 
host. Consider. for exampl<.:. the name 11/.1·11. cs.flirs. To resoll'c thb name. it is 
first passed to the sen·er of 1one 2/ het: Fig. 1-5) ll'hich returns the addres� of the 
sen·er for zone 22. to II hich th.: rest of name. 1·11.n.jli1s. can be handed. The 
server for 22 11 ill return the address or the serl'er for ,one ZJ, which is capable or 
handling the last part of the name and will rcwm the address of the associated 
host. 

Figure t-5. ,\n e,,unple of di\ iding the o;,,:s nome ,p,,�e into lone,. 

Thi� example illustrates how the 11m11i11g sen,ice, a� provided by DNS, is di�­
lributed across se\'eral machines. thus a1·oiding that a single sener hth 10 deal 
with all reqL1esb for name resolution. 

A� ano1her example, consider the World Wide Web. To most users, the Web 
appear� 10 be an enom1ous documem-based information :.ystem in which each 
document has it, own unique name in the form of a URL. Conceptually. it may 
even appear as if there is only a single server. Howe\'er. the Web is physically 
distribLned acro,s a large number or servers. each handling a number of Web doc­
uments. The name of the sen·er handling a document is encoded into that docu­
ment's URL. It b only because of 1hb distribution of documents that the Web ha, 
been capable of scaling to its current size. 

Considering that scalability problems often appear in the form of performance 
degradation, it is generally a good idea to actually replicate components across a 
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dis1ributed �yMc:m. Replication not onl) incrca,e:. m ailability. but also helps to 
balance the load between componerm leading to better performance. Aho. in !leo­
graphically \I idely-disper,cd system,. h:11 ing a cop) ncarb) can hide mud1 of the 
communication latenc) problems mentioned before. 

Caching is a special form of replication. nl1hough the distinction between the 
tll'0 is often hard 10 make or even artificial. As in the case of replication. c.:achin!! 
results in making n cop) of a resource. genern!I) in 1hc proximit) or the di.:nt ac� 
ce,sing that resource. Ho\\'C\'Cr, in contrast 10 replication. cachin!! is a decision 
made by the client of a resource. and not by the owner or a rcsourc�. Aho. cach­
ing happen<, on demand \I herens replication i, often planned in ncl\·ance. 

. .  There is _o_ne ,crious dra\1 back to caching and replication 1hat may adversely 
al lect ,calabil11y. Because we now have multiple copies of a re�ource. modifying 
one copy makes 1hat copy different from 1he Olher,,. Consequently. cachin2 and 
r.:plicmion leads to consistency problem�. 

� 

. To what extent inconsi,tencie� can be 1olcra1ed depends highly on 1hc usage 
ot a resource. For c,ample. man) Web user, find it acceptable that their bnl\\ ,er 
retunh ,I cached document of which the l'alidity has not been checked for the la,1 
few minutes. However. there are also many cases in 1\ hich s1rong con,i,tency 
guarantee, need to be met. ,uch a, in the case of electronic stock exchanues and 
auction,. The problem with :.1rong co11\istency i, tha1 an update must be i�uned1-
a1dy propagated to all orhcr copie,. Yloreovcr. if t11·0 update, happen concur­
rently. i t  i, often also required that each copy i, updated in the same order. Situa-
1ion, such a, th<!,c genera II) require ,ome global S) nchronization median ism. 
Unfonunately. s uch mechanisms ar.: e:-.1re111ely hard or even impo.,sible to imple-
111.:111 in a scalable way. a, �he in�b1� Ihm photon� and eleclrical sil!nah obey a 
,pe_ed limit ?f 187 milc�m,ec (the spe.:d of light). Con,cquentl) . ,ca�ng b) repli­
ca11on ma) rntroduce other. inherent!) nonscalable solu1ions. We rctum to replica­
tion and con,istency in Chap. 7. 

When considering these scaling 1echniques, one could argue 1hat size ,calabil­
!t> is tl�e least probl�matic from a technical point of \ ie\1. In many cases. )imply 
1 11creas111g the capncuy of a machine will the save the day (at least temporari ly 
Jnd perhap� at significant co,t�). Geographic.ii scalability is a much tougher prob­
lem as i\lother Nature is getting in our way. Ne\·enheless. practice show� tha1 
rn111bining dbtribution. replication. and caching techniques with differem forms 
of consistency will often pr0\'e sufficient in many cases. Finally. administrative 
scalability seems to be the mo:-t difliculr one. partly also because \\'e need to so]\'e 
nontechnical problems (e.g .. politics of organi1.ations and human collabora1ion). 
Nevertheless. progress has been made in this area. by simply ig11ori11g admini:.tra­
ti\'e domains. The introduction and now widespread the of peer-10-peer t<!chnol­
Og) demonstrates what can be achiel'cd if end users simply take over comrol 
(Abcrer and Hauswirth, 2005; Lua et al., 2005; and Oram, 200 I). I lowe,,cr. let i t  
be clear Lhat peer-to-peer 1echnology can m best be only a partial solution to sol\'­
i11g adminbtrative scalability. fa·entually. it will h:\\"e to be dealt \\ith. 
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l.2.5 Pitfalls 

It should be clear by now thm developing distributed systems can be a formid­
able task. As we will see many times throughout this book. there are so many 
isst1es to consider at the same time that it seems that only complexity can be the 
result. Nevertheless. by following a number of design principles. distributed sys­
tems can be developed that strongly adhere 10 the goals we set out in chis chapter. 
Many principles follow the basic rule:s of decent software engineering and will not 
be repeated here. 

However, distributed systems differ from traditional software because com­
ponents are dispersed across a network. Not taking this dispersion into account 
during design time is what makes so many system� needlessly complex and re­
sults in mistakes that need to be patched later on. Peter Deutsch. then at Sun 
Microsystems. fonmdaced these mistakes as the following folse assumptions that 
everyone makes when developing a distributed application for the first time: 

I .  The network is reliable. 

2. The network i secure. 3. The network i �  homogeneous. 

-1. The topology does 1101 change. 

5. Latency is zero. 6. Bandwidth is infinite. 

7. Transport co�c is zero. 

s. There is one administrator. 

Note how these assumptions relate to properties that are unique LO distributed sys­
tems: reliability. security. heterogeneity. and topology of the network: latency and 
bandwidth; transport costs: and finally administrative domains. When developing 
nondistributed applications, many of these issues will most likely not show up. 

Most of the principles we discuss in this book relate immediately to these 
assumptions. In all cases, we will be discussing solutions to problems that are 
caused by the fact that one or more assumptions are false. For example, reliable 
networks simply do not exist. leading to the impossibility of achieving failure 
transparency. We devote an entire chapter to deal with the fact that networked 
communication is inheremly insecure. We have already argued rhac distribu1ed 
systems need to take he1erogeneity into account. In a similar "ein. when discuss­
ing replication for solving scalability problems, we are essentially tackling latency 
and bundwidth problems. We will also couch upon management isslles at various 
points throughout this book. dealing with the false assumptions of zero-cost tran­
sportation nnc.l a single administrative domain. 
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1.3 TYPES OF DISTRIBUTED SYSTEi\IS 

Before �tarting 10 discuss the principles of distributed system�. let u� fir,c rn�e 
..1 cl_o5er look ar the ,nriOLb type� of distributed �)�lt!m�. In the follO\\ ing \\"e make 
a cl1suncuon between d1�tnbuted computing :S)Slems. distributed information SYS· 

cems. and distribured embedtkd syMem�. 
, · 

1.3.1 Distributed Computing Systems 
A n  imponanl L"l:t'>'> of distributed sy,tems is the one used for hi !.!h-perfo1·. 

nrnm:e computing ta�b. Roughly ,peaking. one can make a dis1inctio1� between 
1110 subgrollps. In cluster computing the tmderlyin2 hard11are con,i,b of a col­
lecrion oi' ,imilar workstations or PCs. do�ely co1�1ec1ecJ by mean:- of a h i!.!h­
'>peecl loc,'.1-ar':a network. In audition. each node runs the same operating 'i}'Ste,;. 

The '>lluau_on b�c�me_., quile differem in the case or grid computing. Thi, 
\L'.bgroup co1b1,ts ot d1,1nbuted system\ that are often con5tructed a<; a foderation 
ol computer systems. 11·here each ,ystem may fall under a diffen:n1 administrati,·e 
domain. and 1mt) be 1·ery different when iL comc:s to hardware . .,oft\\'are. a nd 
deployed networl-. 1echnology. 

Cluster Computing Systems 

. Cluster computing ,y'>tems became popular when 1he pricdpcrformance ratio 
�I per�omtl compute1:" and wurk�talions imprn1eu. At a certain point. it became 
lmancmlly and 1ech111cally aur.1L·ti1e m build n �upercompL1ter u-,in!! off-the-�h<'lf 
t�chnology by �imply ho�king up a i:ollection of relath·ely simple l:-OlllJ)Lll<:r� in a 
h1gh-�p.:et� nc�work l n  v11:tually all cas.:s. clmrer computing is used for paralld 
programming �n \1·h1ch a s111gk (t·ompuce i111cnsil·eJ program is rnn in parallel on 
muluple mnchrne�. 
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I I 
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of 

parallel 
application 

I Local OS I 
l I 
r 

Compute node 

Componeni 
of 

parallel 
applicalion 

I Local OS I 
l 

• • • •  

Compute node 

Component 
of 

parallel 
appl,calion 

Local OS 

. . 
r Sia - - . . .  . . . . - - -

High-speed network 

Figure J-6. An �xnmrle ofa clu,L�r comp111ing ,y,t�m. 
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One well-known example of a cltl\ter computer is fanned by Linux-based 
Beowulf cluster�. of \\'hich the general configuracion is shown in Fig. 1-6. Each 
cluster consiscs of a colkction of compuce nodes that are controlkd nml accessed 
by means of a single master node. The master t) pically handle� '.he nll�cati�n of  
nodes to a particular parallel program. maint:iin� a batch queue of  �ubmllted Job�. 
and provides an interface for the u�er� of the sy.,tem. A� such. the ma�ter actu_ally 
nms the middle ware;: needed for Jhe execution of program$ and managemc;:nt of the 
clu�ter. whik the compute node, often need nothing cbe but a �candard operating 
sy�tem. . . . . An important pan of this middlcw.ire is formed by the �1brnnes_ lor necu_r!ng 
p,1rnllel programs. As we will discus� in Chap. -l. many _ol t�1ese_ libraries ettec­
th·cly provide only advanced message-based commu111cat1on tacila1es. but are not 
capable of handling faulty proce��es. �ecurity. etc. . . A� an ahernati,·e to this hiernrchical organization. a symmetric approach 1s 
followed in the i\lOSIX system (Amar et al.. 200-1). MOSIX a1te111pb 10 pro,·ide 
a single-svstem image of  a cluster. meaning that 10 a process a cluster rnmput<:r 
olTeP, the -ullima1e distribution transparency b� appearing to be n single computer. 
As we mentioned. providing �uch an image und.:r all circum\tancei- is impos�ible. 
In the case of MOSIX, the high degree of transparency is prol'ided by allowing 
proc.:��e� to dynamically and preemptil'ely migrate between 1!1.: �od.:� tha1 make 
up the clu�ter. Proces� migration allows a user to start an apphcm1011 on any node 
(referred to as the home node). after ,\·hich it can 1ran\1xirently mol'e 10 mher 
nodes. for example. co make efficient u�e of rc�oun.:e�. \Ve "ill  return to proce�, 
migration in Chap. 3. 

Grid Computing Systems 

A characteristic feature of cluster l:Omputing is its homogeneity. In most 
cases. 1he computers in a cluster arc largely the same. they al I have the .,arne ope_r­
a1ino sy�tem. and ,ire all connected through the same network. I n  contrast. gm! 
con:puting system� lul\"e a high degree of heterogeneity: _ii? as!>�llnptions _are made 
concerning hardware. operating systems. networks. adm1111stra11ve domams. secu-
rity policies. etc. . . . A key issue in a grid computing system is that resources from d1fterent organ­
izations are brought together to allow the collnbormion of a group of people or 
instillltions. Such �1 coll�boration is realiz.ed in the form of a l'irtual organization. 
The people belonging to the �ame virtual organiLntion hal'e access rights to 1l_1e re­
source!> that are provided to that organization. Typically. resources consist of 
compute servers (including supercomputers. possibly implemented as cluster c?m­
puters). storage facilities. and databases. In addition. special networked de, ices 
such as telescopes. sensors, etc .. can be provided as well. 

Given its nature. much of the software for realiz.ing grid computing evohe� 
around providing acceS!> to resources from different administrative domains. and 
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w only those u�er, and applications that belong to a specific virtual organization. 
For this reason. focus i, often on :irchitecwral issue�. An architecwre propo,ed by 
Foster et al. (200 I ). is ,hown in Fig. 1-7 

Connectivity layer 

Fabric layer 

Figure l-7. A l.i)ereu archi1�c1ure for grill computing ')'tems. 

The architecture co1his1s of four layers. The lowest fabric layl!r provides in­
terface., 10 local resources at a specific site. Note that these interfaces are tailored 
to allow sharing of resoun:e!> within a \'irtual organization. Typically. 1hey will 
pro\ ide functions fur querying the !>tale and rnpabilities of a resource, along with 
runction� for actual resource management (e.g .. locking resources). 

� 

The co1111ec1i1·i1y layn consist!> of communication protocol, for �upponing 
grid 1ran�actio11� that span the u,age of multiple resources. For e'<amplc. protocob 
are needed to 1ran�fer data between resources. or lO simply acce,s a resource from 
a remote locati()n. In  addition. the connecti,·ity layer will comain security proto­
coh 10 authemicme user, nnll re,ourcc\. Note that in many ca�es human users are 
not m11he111icatcd: instead. programs acting on behalf of 1he users are authenti­
cated. In this sen,e. delegating rights rrom a user to programs is an imponant 
function 1ha1 needs 10 be )Upponed in the connectivity layer. \\·e return exten­
�ively to delegation when discussing security in distributed systems. 

The rewurce layer is responsible for managing a single resource. II uses the 
functions provided by the connecti� i1y layer and calls directly the interfaces made 
al'uilable by the fabric layer. For example. this layer will offer functions for 
obtaining configuration information on a specific resource, or. in general, to per­
form specific operation, such as creating a process or reading data. The resource 
layer i s  thus seen lO be responsible for access co111rol. and hence will rely on the 
authentication perfom1ed as part of the connecti,·ity layer. 

The next layer in the hierarchy i� the col!eC1ire layer. 11 deals with handling 
access to multiple resources and typically consists of services for resource 
discovery, allocation and scheduling of tasks onto mulliple resource,. data repli­
cation, and so on. Unlike the connecti\'ity and resource layer. which consi:,,1 of a 
relatively small. standard collection of protocols. the collective layer may consist 
of many different protocob for many different purposes. renecting the broad spec­
trum of service., it may offer lO a virtual organization. 
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20 INTRODUCTION CHAP. I 

Finally. the appliclllio11 layer consisb of the applications that operate within a 
\·inual onwnizmion and which make u<,e of the grid computing e11\' ironment. 

Typi;:1lly ihe collecti\·e. connecti\'ity. and re,ource la:-,er form the heart of 
what could be cal led a !Hid middleware lnyer. These layer� jointly provide acce�s 
to and mana!l.emenl o{ 1·es0Lirce� thm :u·e potemial ly dispersed arro,s mu ltiple 
sites. An important obse rvation from a middle11·.1re perspective is that with grid 
computing the'! notion of a site (or administrative unit) is common. This pre\·alen�e 
i� emphasiLed by the gradual shift to\\'ard a scrric�-oriented architecture 111 
11 hich sites offor access ro the \'arious layers through a collection of Web sc1Tices 
(Joseph et al.. 200-l-). Thi�. by now. ha, le-cl 10 the definition or an altemati\·e ar ­
chitecture known as the Open Grid Services Architecture (OGSA). This archi­
tecture consists of \·arious ln)er:- and 111any co111ponenrs. making it rather com­
pkx. Complexity seem� to be the fate of an) siandardization process. Details on 
OGSA can be found in Foster et al. (2005). 

l.3.2 Distributed Information Systems 

Another important cla�s 01· tlis1ributed �y,tern� i� found in organizatio11', th,ll 
wen:: confronted \\'ith a \\'e:tlth of net\\'orked applications. but for which interoper­
abilit) turned out  to be .i painful experience. Many or the exbting middle\\':irc 
�olution� ar,: the result of working with an infrastructure in \\'hich it wa� easier to 
integrate applk:ations into un emerpri�e-widc information syMem ( Bernstein. 
l 996: and Alonso et al.. 200-l-). 

We can di�ti lrnuish �everal levels at \\'hich integration t0ok place. In many 
case�. a networl-.eLI application simply consisted or a se r\'er running thnt applica­
tion (often including a database) and making it a\'ailablc 10 remote pre>grams. call­
ed clients. Such clients could send a request to the �er\'er for executing a specific 
operation. after which a response would be :.ent bacl-.. lmegration at the lowest 
le\'cl wou ld allow clients 10 wrap a m1111ber of requests. possibly for differelll ser­
vers, into a single larger request and have iL executed as a distributed transac­
tion. The key idea was thnt all. or none or the requests would be executed. 

As applications became more sophisticated and \\·ere gradually �eparated into 
independent components (notably distinguishing database components from proc­
essing components). it became clear that integration shou\cl also take place by let­
ting applications communicate directly with each other. Thi� has now led to a 
huge industry that concentrates on enterprise application integration (EAf). In 
the following, we concentrate on the�e two forms of distributed systems. 

Transaction Processing Systems 

To clarify om discussion. let us concentrate on database applicaLions. In prac­
tice, operations on a clalabase are usually can·ied out in the form of transactions. 
Programming using transactions requires special primitives that mw,L either be 
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supplied by the underlying distributed system or  by the language runtime system. 
Typical examples of transaction primitives are shown in Fig. 1-8. The exact list 
of primitives depends on what kinds of object!> are being used in the transanion 
1Gray and Reuter. 1993). ln !1 mail system, there might be primitives to send. 
receive. and forward mail. In an accounting system, they might be quite different. 
READ and WRITE are typical examples, however. Ordinary statements. procedure 
calls, and so on. are also allowed inside a transaction. In particular. we mention 
that remote procedure calls (RPCs). that is, procedure calls to remote servers. are 
often also encapsulated in a transaction, leacline to what is kno\\'n as a tran­
sactional RPC. We discuss RPCs extensively in Chap. 4. 

Primitive Description 
BEGIN_TRANSACTION Mark the start of a transaction 
E N D _TRANSACTION Terminate the transaction and try to commit 
ABORT_ TRANSACTION KIii the transaction and restore the old values 
READ Read data from a file, a table, or otherwise 
WRITE I Write data to a file. a tabl e, or otherwi se I 

Figure 1-8. Example pri111i1ives for 1ran,ac1i ons. 

BEGIN_ TRANSACTION and END_ TRANSACTION are used to delimit the 
,cope of a 1ransaction. The operations between them form the boclv of-the tran­
�acrion. The characteristic feature of a transaction is either all of th;se operations 
are executed or none are executed. These 111.iy be system calls. library procedures. 
or bracketing statements in a langu.ige, depending on the implementation. 

This al l-or-nothing property of transactions is one of the four characteristic 
propercies that transactions have. 1\tlore specifically, transactions arc: 

l .  Atomic: To the outside world, rhe transaction happens indivisibly. 

:2. Consistent: The transaction does not violate system it1variants. 

3. Isolated: Concurrent transactions do not interfere with each other. 

-l-. Durable: Once a transaction commits, the changes are permanent. 

These properties are often referred to by their initial letters: ACID. 
. The First key property exhibited by all transactions is that they are atomic. 

This property ensLJres that each transaction either happens complerely, or not at 
al l. and if it happens. it happens in a single indivisible. insta111aneous acLion. 
Whi le a transacLion is in progress, other processes (whether or not they are them­
selves invol\·ed in transactions) cannot see any of the intennecliate states. 

The 3econd property says that they are consistent. What this means is that if 
the system has certain invariants that must always hold. if they held before the 
transaction. they will hold afterward too. For example. in n banking system. a key 
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invariant is the law of conservation of money. After every internal transfer. the 
amount of money in the bank rnu�t be the same as ii was before the tramfer. but 
for a brief momenL during the transaction, this in,·ariant may be violated. The vio­
lation is not visible outside the transaction. however. 

The third property says that transactions are isolated or serinli:rnble. What it 
means is that if two or more transactions are running at 1he same time, to each of 
them and to other processes. the final result looks as though all transactions ran 
sequentially in some (sy�tem dependent) order·. 

The fourth property says that transactions are durable. It refers IO the fact 
that once a transaction commits. no matLer what happens, the transaction goes for­
ward and the results become permanent. No failure after the commit can undo the 
results or cause them to be lost. (Durability is disCL1�sed extensi,·ely in Chap. 8.) So far. transactions ha,·e been deflned on a ,ingle database. A nested tr:rn­
saction i,; constructed from a number of sub1ransaction�. as shown in Fig. 1-9. 
The 1op-le\'el 1ransm:1io11 may fork olT children that run in parallel with one imoth­
er. on different machines. to gain performance or simplify programming. Each of 
the,e childrt!n may also execute one or more :.ubtran,actions. or fork off its own 
children. 

Nested transaction 

Subtransaclion Subtransaction 

EJ EJ 
Airline databa1r otel database 

Two diflerenl (independent) databases 

Figure 1-9. A nesleu 1r:,n;;ic1ion. 
Subtransactions give rise to a subtle, but important. problem. Imagine that a 

transaction starts several subtransactions in parallel, and one of these commits, 
making its results visible to the parent transaction. After furLhcr computation. the 
parent aborts, restoring the entire system to the state it had before the top-level 
transaction started. Consequently, the results of  the subtransaction that comrnitLed 
must nevertheless be undone. Thm the permanence referred to above applies only 
to top-level transactions. 

Since transactions can be nested arbi trarily deeply. considerable administra­
tion is needed to get everything right. The semantics are clear. however. When 
any transaction or subtransaction starts. it is conceptually given a private copy of 
all data in the entire system for it to manipulate as it wishes. If it aborts. its private 
universe just vanishes, as if i t  had never existed. If it commits. its private universe 
replaces the parent's universe. Thus if a subtransaction commit� and then later a 
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new SL'.btrn1:sac1_i?n is startc'.�I. the second one sees 1 he results produced by the first 
one. L1kew_tse. if an enclosmg (higher-level) transaction aborts. all its underlying 
�ubtran�acuons have 10 be aborted 11s well. 

Nested tra_nsacti_ons_ are important in distributed systems. for they provide a 
nan.mil ,�a� _ot dts1nburmg a transaction across multiple machines. They follow a 
/�1g1ca/ dt_v1s1011 ?f the w�rk of the original transaction. For example. a trnnsaction 
tor planning a tnp by which three differt!nt flights need to be reserved can be lo<>i­
cnlly split up into three subtransactions. Each of these subtransactions can be 
mnnaged separately and i ndependent of the other two. 

l '.1 tl�e early clays of enterprise rnidclk:ware systems. the component that hand­
led d1stnbutecl (or nested) transactions formed the core for integrating applications 
Ht t_he serve:· or da�abase l�ve l .  This component was called a tnrnsaction proc­
cssmg 1110111101: or fP monitor for short. Its main task was 10 allo\\' an application 
to access multiple �erver/clat.tbn�e� by offering it a transactional proernmmine 
moclel.as sholl'n in Fig. 1 - 1 0. 

� � 

Transaction 

Client 
application 

Requests 

Reply 

Server 

Server 

Server 

Figure J .  t 0. The rok of n TP monitor in tli�tribut�d systems. 

Enterprise Application Integration 

As mentioned. the more applications became decoupled from the databases 
they were built upon, the more evident it became that facilities were needed to 
tlllegrnte applications independent l"rom their databases. In particular. ,lpplication 
components should be able to communicate directly with each other and not mere­
ly �y means or the request/reply behavior that was supported by transaction proc­
essing systems. 

. This need for interapplication communication led to many different communi­
cauon models. which we will discuss in detail in this book (and for which reason 
,�e shall keep i t  br!e� for 110\\'). The main idea was that existing applications could 
directly exchange 111torrnation, as shown in Fig. 1 - 1 1 .  
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Ct,ent Client 
application application 

I I 

I Communication middleware I 
I l I 

Server-side Server-side Server-side 
application application application 

I I 
r L 

l l J -
Figure 1 - 1 1 .  t\liddleware a, a communicati\ln f,,cilitator in en1erpri,( applica­
lion imcgralion. 

Se,·eral types of communication middleware exist. With remote procedure 
cnlls (RPC). an npplication component can effecti,·ely send a request LO another 
:ipplication component by doing a local procedure call. which results in the re­
quc�l being packaged as a message and sent 10 the cnllee. Likewi�e. the result will 
b<! sent back and returned to the application as the re�ult of the procedure call. 

As the popLtlarity of object technology incren�ed. techniques were llevelupeu 
to allow cnlb to remote objects. leading to what i, known as remote method 
in,·ocations (Ri\lf). An RMT is es�entially the �amc as an RPC. except that it op­
erates on objects i1i-,tead of applications. 

RPC and RMI hal'e the di�adrnntage that 1he caller and c.illee both need Lo be 
up and running at the time of communication. In addition. they nec:d to kno,, e.x­
actly how to refc:r to each other. This 1ight coupling is often cxpc:ric:nced a� a �eri-
011s drawback. and has lc:d to wh:\l is known as message-oriented middlewarc. or 
simply MOi\J. In chis case, applications simply send mes�ages to logical contact 
point:,. orten described by means of a subject. Likewise. applications cnn indicate 
their interest for n specific type of message. after which the communication rnid­
dlewnre will take care that those messages are delivered to those applications. 
These so-called publish/subscribe systems form an impo11an1 and expanding 
class of distributed systems. We will discuss them at Ieng.th in Chap. 13. 

1.3.3 Distributed Pervasive Systems 

The distributed systems we have been discussing so far are largely charac­
terized by their stability: nodes are fixed and have a more or less permanent and 
higb-quality connection to a network. To a certain extent, this stability has been 
realized through the various techniques that are discussed i n  this book and which 
aim m achieving distribution transparency. For example, the wealth of techniques 
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fo
!
· masking failures and recovery will gil'e the impression that only occasionally 

1h111gs may go \\'rong. likc\\·ise. we have been able to hide aspects related to the 
nctuill network location of a node. effc:cti\'ely allowing users and applications to 
bdie\'e that nodes stay put. 

Hm,ever. mailers ha\·e become \'ef) different with the introdut:tion of mobil.: 
and embc:ddecl computing devit:c�. We are now confronted with dis1ributed sys­
tems in which instability is the default behavior. The de\'ices in these, what \\'e 
refor to as distributed pcrrnsirc s�·stems. arc: often characterized by beiiH! �m,tll, 
battery-powc:rc:d. mobile. and having onl) a wireless connection. althouul; 1101 all 
the�e character istics apply to nil de\·icc:s. l\loreol'er. these charncteristics�need not 
necennrily be interpreted a� restricti,·c. as is illustrated by the possibilities of 
modern smart phones ( Rou�,o� er al.. 2005 J. 

A� it, n.11111: ,uggesb. :i di,tributed per\'asi,·c system is pan of our surround­
ings (and as such. is general!) inherently distributed). An important feature i� the 
general lack or human administrati,e control. At be�t. dc:l'ices can be confiuured 
by their 0\\'ners. but otherwise they need 10 autornmically disco\'cr their cn;iron­
n�ent and ·:nt',1le in .. a� best U\ p��sible. Thi, ne,tling in ha� been made more pre­
c1,e by Gnmm et al. l'.?00-4) by formulating the following three requircmems rnr 
pen·a,h·e applications: 

I .  Embrace comc:xtual change�. 

Em:ourage ad hoc compo�ition. 

3. Recognize �haring a, the default. 

Embracing contc:,wal change, means that a de\ ice: 11111�1 be continuou,ly be 
:111 arc of the fact that it� enl'ironme111 ma) change al I the time. One of thl' si 111• 

plcst changes i�. di,cm:ering that a net\\'ork is no longer ,m1ilable. for example. 
bel.'ause a u,er ,� _moving bct\\'een base �tations. In such 11 case. the application 
,hnulll rc:act. po,�1bl) by automaticall� connecting LO another network. or takin!! 
other appropriate action;,. 

� 

. Enrnuraging �u hoc cllmpo,ition rder� w the facr !hat many de,·icc� in per­
,as1,e sy�tem, 11 111 be u�ell in ,·er) differem \\'.t)'� by different u�er:.. f\s a result. 
it shuulJ be easy ro configure the �uite or applicatilms running on a de\'iL:e. eith<!r 
by 1he u�er ur through automated (but controlled) imerpnsition. 

One: , er?' imponam aspect of pcrrn�ive !>)'Stenh i� that devices generally join 
the ,ystc:111 111 order to access (and possibl) provide) information. This call<, for 
mean� to easily read, store. manage. anu share information. In l i2h1 of the inter­
miuent and changing connecti\'ity or derices. the space where acc��sible informa­
tion resides will most likely change all the time. 

r.lascolo et al. (200-+) as well as Niemela and Latrnkoski (200-4) came to simi­
la�· co_nclusions: in the pres�nce of mobility, device, �hould support easy anti ap­
pltcat1011-clependenr adapta11on to their local en\'ironment. They should be able 10 
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efficiently discover services and r·eact accordingly. It shmdd be clear from these 
requirements that distribution transparency is not really in place in pervasive sys­
tems. In fact. distribution of claw, processes, and co1mol is i11/iere111 to these sys­
tems. for which reason it rnav be better jt1st to simply expose it rather than trying 
to hide it. Let us now take a look nt some concrete examples of pervasi\·e systems. 

Horne Systems 

An increasingly popular type of pervasi \'e system. but which may perhaps be 
the k'ast constrained. are systems built around home networks. These systems 
generally consist of one or more personal computers. bLll rnore importantly inte­
grate typical consumer electronics such as TVs. :iudio and \'ideo equip111�n1. gam­
ine devices. (smart) phones. PDAs. and other personal wearables ,mo a smgle sys­
te�1. In addition. we can expect that all kinds of devices such as kitchen appli­
ances, sur\'eillance cameras. clocks. corurollers for- lighting. and so on. will all be 
hooked up into a single distributed system. 

From a system's perspec1ive 1here are Se\·eral challenges that need to be ad­
dressed belore pervasive home systems become ro::aJjty. An important one is that 
such a system should be completely self-configuring and self-managing. It cannot 
be expected 1hat end users are willing and able 10 keep a distributed home sy�tem 
up and running if its components an:: prone to errors (as is the case with n:;1ny ot 
today's de\·ices.) Much has already b�en accomplished through the Umversal 
Plug :111d Pin�· (UPnPJ standards by which devices automatically obtain IP ad­
dresses, can discover each other. etc. l UP11P Fon11n. 2003). 1-Jowe\·er, more ts 
needed. For example. it is unclear how software and firmware in ckvices can be 
easily updated without manual intervention. or when updates do take pince, that 
compatibility with other devices is not violated. 

Another pressing i,sue is managing what is known as a ,;personal S/Wte. " 
Recoonizing that a home system consists of many shared as well as person:il de-o M 

, , , , vices. and that the data in a home system is also subJc:cr to shanng res1r1ct1ons. 
much attention is paid Lo realizing such personal spaces. For example, pan of 
Alice's personal space may consist of her agenda, family photo's. a diai/. music 
and videos that she bought, etc. These personal ass_ets should be stored 111 such a 
way that Alice has access to them whenever appropriate. Morc:over. pans of this 
personal space should be (temporarily) accessible to others. for example. when 
she needs to make a business appointment. 

Fortunately. things may become simpler. l t  has long been thoL1ght that the per­
sonal spaces related to home systems were inherently distributed across the vari­
OLIS devices. Obviously. such a dispersion can easily lead to significant synchroni­
zation problems. However, problems may be alleviated due to the rapid increase 
in the capacity of hard disks, along with a decrease in their size. Configuring a 
multi-terabyte storage unil for a personal computer is not really a problem. At the 
same ti.me. portable hard disks ha\'ing a capacity of hundreds of gigabytes are 
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being placed inside relatiYely srnall portable media players. Wi1h these contiirn­
ously increasing capacitie�. we may see pervasive home systems adopt an archi­
tecture in which a single machine acts as a master (and is hidden away somewhero:: 
in rhe basement next to the central heating), and all other fixed devices simply 
provide a convenie11 1 interface for humans. Personal de1·ices will then be cram­
med with daily needed information. but will never run out of  storage. 

However, having enough storage does not solve the problem of managing per­
sonal spaces. Being able 10 store huge nmounts of data shifts Lhe problem to stor­
ing re/e1·a111 data nnd being able ro find it later. Increasingly we will see perva ·ive 
systems. like home networks. equipped with whar are called recommendcrs, pro­
grams that consult what other users ha\·e �tored in order to identify similar taste. 
and from that subsequently derive which content to place in one·s personal space. 
An imeresting observation is that the amount of infornrntion that recommender 
progr·ams need to do their work is often small enough lo allO\\' them to be run on 
PDAs (Miller et al .. 200-1). 

Electronic Health Care Systems 

Another impona111 and upcoming class of pervasi\·c systems are those related 
to (personal) electronic health care. With th,: increasing cost of medical treatment. 
new devices are being developed to moniior the well-being of individuals and to 
automatically contact physicians when needed. In many ol' the.-;e sy�tcms. a major 
goal i� to prevent people rrom being hospitalized. 

Personal health care systems are often equipped with vnrious sensors organ­
i%cd in a (preferably wireless) body-area netll'ork (BAN). An important issue is  
that such a network should at  \\'Or�r only minimally hinder a person. To this end. 
the network should be able 10 operate while a person is moving. with no strings 
(i.e., wires) attached 10 immobile devices. 

This requirement leads to two obvious organizations. as shown in Fig. 1-12. 
In the first one. a central hub is part of the BAN and collects data as needed. From 
time to time. this data is then offloaded to a larger stornge device. The ad\·antage 
of this sr.:heme is that the hub can also manage the BAN. In  the second scenario, 
the BAN is continuously hooked up to an external network. again through a wire­
less connecrion, to which it sends monitored data. Separate techniques will need 
to be deployed for managing the BAN. Of course, further connections to a physi­
cian or other people may exist as well. 

From a distributed system's perspective we are immediately confronted with 
questions such as: 

I. Where and how should monitored data be stored? 

2. How can we prevent loss of crucial data? 

3. What infrastructure is needed to generate and propagate alerts? 
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Figur� 1-U. �loniwrin� J r,:r-,m in a p.:J"\,i-i,c ekdh•_nie h�,11ih ,.,r� •�•Will. 
lhing la> a lo,:ill hub or f hl a 1..·,,m11llll"'•u, "irc:k" �,um��t11..m. 

..i. HcJ\I can phy�ician, pro1·itle online feeubacl.."? 
5. Ho11 can extreme mbthltle,, of 1he 111011 imring ') ,1c111 be rc,1li1ctl"? 

6. What arc the -;ecuri1� i,,ue, anti ho11 can th<! proper polic1e, b.-
enforce<l"? 

Unlil..e hLl tllC ,1 ,i..:nh. \\"C can nut e.\pect th<! an.:hi1c�·111re ol" pen a,i, c health care 
,1 ..,1enh 10 mo�e wwar<l :.ingk-�cn·er �y,11:tm anti ha1e thc mo1�ilo1�in_g dc11c<', 
o·perme ll"ith minimal functionality. On 1he contrary: fur re'.1son, of eft1c1enc�. de-
1-i<:<', and bath-area network, will be required 10 ,uppon 111-nel\1ork data proc­
ci.sing. mcuni�g 1ha1 monitoring data ,,·ill. for c,ample. ha1 c to be aggr�·ga1�1l �e­
l'ore permanent!} �Loring it or ,ending it 10 a phy�ici,111. Unlike the c'.1,e lor ths1nb­
u1ecl information �ystems. 1here is yet no clear answer lo 1hese que:,11on�. 

Sensor Networks 

Our last example: of per1·asil'e sy�1ems b sen:,or network,.. The,-e network� in 
man) ca�e, form pan of the enabling 1echnolog? for per�·a,in:n.:_,., �nd we 

1

sce 
that many !,0lu1ion-. for -.em,or nct11 ork� return 111 pcr1·,h1v� apphca11�n, . . \\ hat 
mah.e:. �en,or r1<:111 orh.� i111ere"1ing from a di,1rib111e<l ,) )lem , per-,pect1 ve 1, lhat 
in ,·inuallv all ca.,es 1hcv are used for proce!>,ing information. In thi, sen-,e. they 
do more tl�nn just provid� communic:uion )CJ'\ ice�. 11 hich _i, 11 ha1 Lracli�iona� com­
puter ne111"orl" are nil about. Ah.yild11 et a�. (200�1 prond_e an 01-cr, •�w 

_
trom a 

ne111orking per:.pec1i1e. A more )) s1..:ni- -onenlctl 1111roduc11on to sen,01 ne111o�h.s 
i, gi,en by Zhao and Guiba-, 1200-l). Strong!) related are �1esh networks _11h1ch 
c,,emiall) fom1 a collection of ( fixed) node!> 1hm comn�u111ca1e 1hr?11�h \l'treles� 
tin!..-.. The,e network, ma) form the bn,i� for man) med111111-,cal<' tltstnbllletl S) s­
tenb. An oven iew i, provided in Ak) ildiL el al. (2005). 
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A sensor network typically comists of tens 10 hundreds or 1housnnds of rela­
ti,·el) ,mall nodes. each equipped II ith a sensing del'ice. Mo,1 sensor networks 
use II ireles, communication. and the nodes arc often b:mery pO\l'ered. Their lim­
ited resources. restricted communication capabilities. and cons1rainecl power con­
sumption demand tha1 erticiency b<' high on the list of design criteria. 

The relation with clis1ribu1ed syste1m can be made clear by considering sensor 
networks as distributed da1nbases. This I iew is quite common and easy 10 under­
siancl ll"hen realizing that many sensor networks are deployed for measurement 
and surveillance applicaiions (Bonnet Cl al .. 2002). In these cases, nn op<"rator 
11ould like 10 e,1rac1 informmion from (a pan of) 1hc networl.. by si lllply b,uing 
querie) !>uch as ··What is the northbound trartic load on Highway I?"" Such 
queries resemble those of traditional dn1abases. In this case. the answer will prob­
ably need to be provided 1hrough collaboration of many sensors located around 
Highway I .  while len,·ing 01her sen�or, u111ouched. 

To organiLe n sensor network n, n distributed database. there arc esse111ially 
two extremes. ns shown in Fig . .I- l3. First, sensors do not cooperate but simply 
send their data 10 a centralized dmabase located at the operator", site. The other 
e,treme b 10 forward queries 10 rclel'ant sensors and to let each compute an 
an,wer. requiring the operator to .',ensibly aggregate the returned an�wers. 

Neither of these solution, is very attractil'e. The first one requires that sensors 
�encl all their mea,urecl data through 1he networl... 1,hich ma) waste netll"ork re­
,ourccs and energ) . The �econd solu1ion may abo be 11· :hteful as it discard:. thi.: 
nggreg,nion capabilitie:. of sensors which would allow much le,� data 10 be re­
turned 10 the operator. \\'hat is needed are facilities for in-network data proc­
essing, as we also cncoumcred in per,·nsi,·e health care sys1ems. 

ln-networh. processing can be done in numerous ways. One obvious one i, to 
fornard a qucr} 10 all sensor nodes along a tree encompassing nil nodes and 10 
subsequently aggregate the results as they are propagated back 10 the root, 1\here 
the initiator is located. Aggregation will take place where 111'0 or more branche� of 
the tree come 10 together. As simple as thi) �chemc may sound. it introduces diffi­
cuh qucslion�: 

I. Ho11 do ll'e (dynamically) set up an efficie111 tree in n sensor netll'ork? 

2. Ho11 doe� aggregation of result!> tal-e place? Can it be controlled? 

3. What happens ll'hen network links fail? 

These questions have been partly addressed in TinyDB, which implements n de­
clarative (database) interface to wireless s;:nsor networks. rn e_ssence, TinyDB can 
u�e any tree-ba�ed routing algorithm. An inlermecliate node will collect and ag­
gregate lhe results from its children, along with its own findings. and send that 
toward the root. To make matters efficient. queries span a period of time allowing 
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c»ing duta ta) ,ml) at the open11or"s sit<! or (bl onl) HI the ,�n,or,. 

for careful scheduling of operations so that network re.:,ource� anti energy are 
optimally consumetl. Details can be found in Madden et al. (2005). 

However. when queries can be initinted from differe11i points in the net\1' ork. 
usin2 sin2le-roo1ed trees such as in TinyDB may not be efficient enough. As nn 
alter71ath·;_ sensor networks may be equippetl with special nodes where results are 
forwarded to. as well as the queries related to those results. To give a simple ex­
ample. queries and results related temperature readings are collected nt a different 
location than those related to humidity measurements. This npproach corresponds 
directly to the notion of publish/subscribe systems, which we will diswss exten­
sively in Chap. 13. 

1.4 SUMl\ilARY 

Distributed systems consist of autonomous computers that work together to 
give the appearance of a single coherent system. One importam advantage is that 
thev make ir easier to integrate different applications running on different com­
put�rs into a single system. Another advantage is that when properly designed, 
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di�tributed sy�tems scale well with r.:specr to the size of the underlying. network. 
These- ad,·antage� 01'1en come at the cost of more complex software. degradation 
of performance. and also often weaker securi1y. Nevertheless. there is consid­
erable interest worldwide in building and installing distributed sys1ems . 

Distributed systems often aim at hiding many of the intricacies relnted to 1he 
tlistribtuion of processes. cluta. and control. However. th.is distribution transpar­
ency not only comes ar a performance price, but in prac1ical siwations it can never 
be fully uchie,·ed. The fact that trade-offs need to be made between achievinu var­
ious forms of tlis1ribution rranspnrency i� inherent to the de�ign of distributed sys-
1ems. and can easily co111plica1e their understanding. 

i\latters are further complicated by the fact that many developers initially 
make assumptions nhottt the underlying network tha1 are rundamentally ,Hong. 
Later, \1·l1e11 assumptions are dropped. it may turn out to be difficult to mask 
un,,·anted behavim. A typical example i-; assuming tha1 network latency is 1101 sig­
nificant. Later. when porting an e.xbting system to a wide-area neL\\'ork, hiding 
latencies may deeply affec1 the sy,tem·s original design. Olher pitfalls include 
!h�uming that the ne1,,·ork is reliable. �1a1ic. secure. nnd homogeneous. 

Different types of di,1ribtt1ed system, exist which can be cla,sified a, being 
oriented to\\'arcl supporting <.:011 1pu1ntions. information proce.,sing. and pervasive­
nes ·. Distributetl l'Omputing ,ystem� are typically deployed for high-performance 
applications often originating from the field of parallel computi ng. A huge class 
of distributed can be found in traditional office en\'ironments 11·her� we. see tiara­
base� playing an impona111 role. Typically. transaction processing system� arc 
deployed in these e111 ironments. Finally. an emerging clas� or clbtributed systems 
i,; where components are small anti the sy,1e111 is compo�ed in an ad hoc fashion. 
but most or all is no longer managed through a system ndminbtrator. Thi, la�t 
class is typically represemed by ubiquitous compu1ing environments. 

PROBLEt\lS 

1 .  An alternative definition for :i distributed sy,Lt!m is that of a col lcc1ion of independent 
computers pro\'iding !he view of being a si//gle system. thai is. it is completely hidden 
from users thm there e,·en multiple computers. Gi,·e an example where this \'iew 
would come in very handy. 

2. \\'hat i:; the role of middleware in n tlimibuted system•) 
3. i\lnny networked systems are organi1.ed in terms of a back office ,rnd a rrnnt office. 

How does organiLmions rmuch with the coherent \'ie\\' we clemanu for a distributed 
�ystem·! 

-I. Explain what is meant by (distribution) tran,p.irency, ancl gi\'C examples of differenl 
type� of transparency. 
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5. Why is i1 some1i111e5 so hard to hide 1he occurrence and recovery from failures in a 
<lislrihuted syswm? 

6. Why i� it 1101 always a good ideu to uim nr implementing rhe highest degree of trans-
par.:ncy possible'.' 

7. Whal i� an open dis1ribu1ed sy�tem and what henefi1s does openness pro\·ide'! 
8. Describe precisely whal is meant by a scalable system. 
9. Scalability can be achieved b) applying different techniques. What are these tech­

niques'? 
t O. Explain wh:11 is 111eam by u , inual organization and gh·e a hint on how such organita-

1ion� could be implemented. 
I [ .  When a trnnsa�tion is aborted. we have snid 1ha1 the world is rest0red lO its previous 

�tate, as thou2h the trans.1c1ion bad ne,· cr happened. We lied. Give an exnmple where 
resetting the �·orld is impossible. 

12. Executing nested 1ran,actions requires �ome form of coordination. Explain whn1 a 
coordinawr should actual I) do. 

13. We anwed that distribution transparency may 1101 be in place for pervasive systems. 
Thi� s�nement is 1101 true for all type, of tran\parencie,. Give an example. 

14. \Ve alrcudy gave ,ome examples of distributed pervasive systems: home system�. 
electronic health -care ,ystems. :ind sensor networks. Extend this list with more ex­
amples. 

15. (Lab assignment) Sketch n design for a home system con;i ting of a �eparate media 
sen·er th.n will alloll' for the :1twchmcnt of a wirele,s client. The latter is connected to 
(analog) audio/\'ideo equipment and transform, the digital media s1ream5 to analog 
output. The server run, on a separnte machine. possibly connected to the lntemel. but 
has no keyboard and/or monitor connected. 

2 

ARCHITECTU RES 

D i  tributcd system, arc: often complex piece$ or ,ul't\\'arc or \\"hich· the com­
pnnents are by definition di�per�ed acros, multiple machine,. To ma�ter 1hcir 
comple.xity, it i� crucial 1hat 1he�e system� are proper!) organized. Thcrt' are dif­
fcrent ways on how lo \'iew the organization of a di,1ribu1i.:d system. but an ob\'i­
ou� one is to make a distinctiun bel\\'een the logical orgn11ization or the cullcctio11 
of software co111pone111s and on the other hand 1he actual physical reulization. 

The organizaiion of distributed sys1e111s is mostly abou1 the software com­
ponent� that cons1i1uie the sy�tcrn. Thc�c software architecture� tell us ho\\' the 
\'.l rious sol ·twarc component� are to be organized and how they should interacl. In 
thi� chapter we will first pay mtc111io11 to some commonly applied approaches 
tO\\'ard organizing (clistrib111ed) computer systems. 

The actual realizntion of n distributed sy�tem requires that 11e ins1an1iate and 
place sof1ware components on real mnchines. There are many different choice� 
Iha! can be made in doing so. The final in tantiation of a �oftwa ·e an.:hitecture is 
abo refcm�d to as a system architecture. ln thb chapter we will look into tradi­
tiorrnl centralized archi1ectures in which a single server implements most of the 
,ort\\'are components (and thus functionality), while remote clients c,111 access that 
�erver using simple communicntion means. In addition. we consider clecentrnlized 
architec1ures in which machines more or less play equal roles. as well as hybrid 
organizations. 

As we explained in Chap. I. ,Ul important go,1I of distributed systems is to 
�eparnre application� from underlying platforms by pro" icling a middle\\'are layer. 

33 
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Adopting such a layer is an imponnnt architcclllral decision. and its main purpose 
is to pro\·ide distribution u·ansparency. Ho"·e,·er. trade-orr� need to be made to 
achieve transparency. which has led 10 rnrious techniques to make rniddle,,·are 
adapti,·e. \Ve discuss some of the more commonly applied ones in this chapter. us 
1hey affect the organizatiun of the middleware icselF. 

Adaptability in distributed systems can also be achiered by having the system 
monimr it� own behavior and taking appropriate mea,ures when n.:eded. This in­
si!!ht has led to a class or ,, hat are no\\' referred LO as autonomic systems. These 
di�tribmed systems are frequently organized in the i'orm of feedback control 
loops. ,, hich form an import,1111 architectural eh:menr during a �y,tem·s design. In 
this chapter. we devote a section to autonomic distributed systems. 

2.1 ARCHITECTURAL STYLES 

We suu-t our discussion on architecture� by first considering the logical organ­
ization of distributed systems into software components. also referred to as �oft­
" are architecture (Ba�s et al.. 1003 ). Research on ,olhn1re architeclllre,; ha� 
rnatured considerably and it b now common I) accepted that designing or adopting 
an architecture i� crucial for the suct"es�ful developmem or large ,ystems. 

For our discussion. the notion or an architectural style is irnportant. Such a 
style b forrnulmed in terms of components. the way that componems are t:on­
nccted to ead1 other. the dnta exchanged between components. and finall) ht1\\ 
the,.: elements are joint!}' configured into a system. A component i� a modular 
unit ,,·ith \\'ell-defined required and prol'i<let! interf:ices that i\ replat"eable \\'ithin 
its cn\'ironment (OMG. 100-lb). A� \\<! shall clbcu,s belo\\'. the important i,;,ue 
about a component for di"tributed systems is that it can be replaced. provided \\'e 
respeet its interfaces. A somewhat more difficult concept to grasp i, that of a con­
nector, which is generally described as a meclrnnism that mediate, communica­
tion. coordination, or cooperation among components (i\lel�ta et al.. 2000: and 
Sha\\' and Clements. 1997 ). For example, a connector can be formed by the facili­
ties for (remote) procedure calls. message passing. or streaming data. 

Using components and connectors. we can come to Yarious configuration,. 
which, in turn have been classified into architectural styles. Several styles haYe by 
1101, been identified, or "·hich the most important ones for distributed systems :ire: 

I. Layered architeclu1'es 

2. ObjecL-based architectures 

3. Data-centered nrchiteclllres 

4. Event-based architectures 

The busic h..lea for the layered st) le is simple: components are organized in a 
layered fashion where a component at layer L; is t1llowed 10 call components at 
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the underlying layer L,_1 • but not the oLher wuy arounci. as shown in Fig. 2-l(a). 
This model has been widely adopted by the ne1,,·orki11!! communitv: \\'e brieflv 
re,·iew it in Chap. -l. An key observation is that comrol !!.�nerallY tlo:vs from lave·r 
to luyer: reque�ts go uown the hienirchy whereas the re��lts !'lo,;, upward. 

A far looser organiLation is follo\\'ed in object-based architectures. \\'hich 
arc: illustrated in Fig. 2-J(b). [11 es�ence. each object conesponds to what \\'e have 
defined as a component. and chc:se components ,u·e connected through n ( 1·emote) 
procedure call mechanism. Not surpri.�ingly. this software architecture matches 
the client-se1Ter �ystem architecwre we described above. The layereu and object­
based an:hitectures still form Lhe 1110�1 important styles for large software sy�tems 
f Bass et al.. 2003). 

Layer N 

Layer N-1 
Request I f A esponse 

flow , flow 
j 

� I I 
I Layer 1 J 

(a) (b) 

Figure 2-1. Th� fa) la)�r"J and (bl ol>je,·1-ha,c,tl ;1 1chilc,<·1ural ,1�lc. 

Data-centered architeclu res eYolve around the idea that processes commun­
icate through a common (passive or actiYe) repository. Jt can be argued that for 
dbtributed S)'!>tems these archi tecwres are ,l, important as the layered and object­
bnsed archiLectures. For cx:1mple. a wealth of networked applications have been 
developed that rely on a shared distribu1ed flle system in which virtually all com­
munication takes place through files. Likewise, Web-based distributed systems, 
which we discuss extensively in Chap. 12. are largely data-centric: pr�cesses 
communicate tlu-ough the use of shnred Web-ba�ed data services. 

[n nent-bascd architectures. processes essemially communicate thro ugh Lhe 
propagation of events. which optionally also can-y data. as shown in Fig. 2-2(a). 
for distributed systems, event propagation has generally been .issocintecl with 
whal are known as publish/subscribe systems (Eugsrer er al., 2003 ). The basic 
idea is that processes publish evems after which the middleware ensures that only 
those processes that subscribed to those evems will receive them. The main 
advantage of event-based systems is that processes are loosely coupled. fn princi­
ple. 1hey need not explicitly refer to each other. This is also refen-ed to as bein!! 
decoupled in space. or referentially decoupled. 

~ 

Netflix, Inc. - Ex. 1007, Page 000028



36 ARCHITECTURES 

Component I Component J 
4 

Event delivery I <L-1... -�E�ve-n

1
-

t
�bu_s_� �'�) 

Publish 

Componenl 

(a) 

CHAP. 1 

Shared (persistent) data space 

(b) 

Figure 2-2. Th� !al �,e111-ba,�d and (l.,J ,h,m:d i.l�1a-,p,11:e ,m:hic�.:tural st}lc. 

E1·em-based architeuures can be combinet! 11·ith dam-centered architectures. 
yielJing ll"hal is al�o known as slrnred data spaces. The essence of shared data 
spaces i� that proc.:sse� are nu , \  also decoupled in time: the) need not both be ac­
ri,·e when communication take� place. Funhennore. many �har.:d claw spaces use 
a SQL-like interface to the shnred r<!pository in that �ensc that tiara can be ac­
ce�.ed u,ing a de�cription rather than an explicit reference!. as is th<! c:1'e with 
files. We cle, ·\Jle Chnp. I J w this nn:hitecwral style. 

Wh:11 make� the,e software architeclllres importnm for di�tributed �ystems is 
that 1hey all aim n t  achiel"ing (at n reu�onable Ie,·elJ distribution tr:111�parency. 
Ho,q::ver. as 11<! hal"c anrned. di,tributiun transparency requires maI...ing trade-off\ 
between performance. f;ulr tolcrnnce. ease-of-programming. and so on. A-;. there 
is no �in,1le !-Olutio11 that II ill m<!et the requir<!melll� for all possible discributed ap­
plicaiion:. re,earchers have abandoned che it!ea that a single distributed syst<"m 
can be u�ed lo co,·er 90'lc or ull P<1S,ible cases. 

2.2 SYSTEl\I ARCHITECTURES 

Now that we have briefly discu sed some common architectural style,. let us 
take a look at how many distributed sy�tems are m:tuall) organized by considering 
ll"herc software components are placed. Deciding on ,oftware componenti.. their 
interaction. nnd their placement leads to an instance of a �oftware architecture, 
also called a sntem architecture (Ba�s et al.. 2003). We wil I discuss cen1rnlized 
and decentrnli�et! organizations. as well as various hybrid forms. 

2.2.1 Centralized Architectures 

Despite the lack of consensus on many distributed systems issues. there is one 
issue that many re�earchers and practitioners agree upon: thinking in terms of c:li­
e111s that request services from sen-ers helps m understand and manage the com­
plexity or distributed i.ystems and that is a good thing. 
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In the basic client-sen·er model. process<"S in a distributed system are dividet! 
into two (possibly o, ·erlapping) groups. A server is a process implementing a spe­
cific service. for example. a file sys1e111 serdce or a database service. A client is a 
proces� that requests a service from a serl'er by sending i1 a request and subse­
quently waiting for the server"s reply. This client-server interaction. nlso known 
,ts request-reply behavior is shown in Fig. 2-3 

Wait for result 
Cl<oo< -=\... .  r:-
SeNer ---������: __ J_���'.: _______ _ 

Provi de service Time --► 

Figure 2-3. General imeraction bct\\�en a client and :i ,encr. 

Communication between a client and n sen-er can be implemented by means 
of a simple connectionless protocol when the underlying network is fairly reliable 
as in 111a 11y local-area networks. In these cases. when a client requests a service. it 
�imply packages a message for the server. identifying th<! serl'ice i t  ll'allls. along 
ll"ith the necessary input data. The message i� then sent to the server. The latter. in 
turn. will al11·nys ll"ait for an incoming request. subsequemly proces,; it. and pack­
age! the results in a reply message thal is then sent to the client. 

U,ing a c:onnet·tionless protocol ha., the obviou� adl'antage of b.:ing efficient. 
As long as messages do not get lost or corrupted. the request/rep!) protocol ju�t 
sketched works fine. Unfonunately. making the protocol resistant to occt1.�ional 
transmission failures is not trivial. The only thing ll"e can do is possibly let the cli­
ent resend the request wh<!n no reply message comes in. The problem. howe,·er, is 
that th<! client c,\nnot detect whether the original requesr message was lost. or that 
transmission of the reply failed. If the reply wa lost. then resending a reque�t 
may result in performing the operation tw ice. LE the operation was som<"thing like 
··transfer S 10,000 from my bank accounr." then cleady, it would hnl'e been better 
thnt we simply reported an error instead. On the other hand. if the operation was 
··tell me how much money I have left."" i t  would be perfectly acceptable t0 resend 
the request. When nn operation can be repeared multiple times wi thout harm. i r is 
�aid to be idempotent. Since some requests are idempotent nnd others are not it 
shoult! be clear that there is no single solution for dealing with lost messages. We 
defer a detailed discussion on handling transmission failures to Chap. 8 .  

As an alternative. many cliem-server systems use a reliable connection­
oriented protocol. Although this solution is not entirely appropriate in a local-area 
network due to relatively low performance, i t  works perfecrly fine in  wide-area 
systems in which communication is inherently unreliable. For example. l'irtually 
all Internet application protocols are based on re I inble TCP/IP connections. r n chis 

Netflix, Inc. - Ex. 1007, Page 000029



38 ARCHITECTURES CHAP. 2 

case. whenever a client requests a service, it first sets up a connection to the 
server before sending the request. The sen·er generally uses Lhat same connection 
to send the reply message, after which the connection is torn do\\'n. The trouble is 
that selling up and tearing down n connection is relmi,·ely costly. especially when 
the request and reply messages are small. 

Application Layering 

The cliem-sen·er model has been subject lO many debates and controversie� 
o,·er the ye,u·s. One or the main issues was how lO draw a clear distinction be­
tween a clie111 and a server. NOL surprisingly. there is often no clear distinction. 
For example, a server for a distributed database may continuously act as a client 
because it is forwarding requests to differe111 tile servers responsible for imple­
menting the database tables. In such a case. the database ser\'er itself essential I) 
does no more than process queries. 

Howe\'er. considering that many cLienL-sen·er applications are targeted LOward 
supporting user access to database�. many people ha,·e advocated a di�Linction be­
tween the rollowing three levels. essentially following the layered arcl1itecwral 
style we discussed previously: 

I. The user-interface le,·el 
., The processing level 

3. The data le,·e! 

The user-interface level contains all that is necessary to directly interface with the 
user. such as di.splay management. The pro..:e��ing le1·el L) pically comains the ap­
plications. The data level manages the actual tlata that is being acted on. 

Clients typically implemem the user-interface level. This le,·el consish of the 
programs that allow end users 10 imeract with applications. There i� a consicl­
crable difference in how sophisticated user-interface programs are. 

The simplest user-imerface program is nothing more than a drnracter-ba�ed 
screen. Such an interface has been typically used in mainframe environments. In 
those cases where the mainframe contro1s all interaction. including the keyboard 
and monitor, one can hardly speak of a client-server enl'ironmen1. However. in  
many cases. the user's tcm,inal does some local processing such as echoing typed 
keystrokes. or supporting form-like interfaces in which a co111ple1e emry b to be 
edited before sending it to the main computer. 

Nowadays. even in mainframe environments. we see more adrnnced L1ser in­
terfaces. Typically, the client machine offers at least a graphical display in which 
pop-up or pull -down menus are used. and of which many of the screen comrol� 
are handled through a mouse instead of the keyboard. Typical examples of such 
i111erfaces include the X-Windows interfaces as used in many UNIX environments. 
and eiu·lier interfaces developed for MS-DOS PCs and Apple !Vlacimoshes. 
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Modern user interfaces offer considerably more functionality by allowing ap ­
plicmions ro share a single graphical \\'indow. and to use that window to exchange 
dma through user actions. For example. to delete a File. i t  is usually possible 10 
move the icon representing that file to an icon representing a trash can. Like1vise. 
many word processors allow a user lo move lext in a document to another position 
by using only the mouse. We return to user interfaces in Chap. 3. 

r.lany clie111-server applications can be constructed from roughly three dif­
t'erem pieces: a pan that handles imernc1ion with a user. a pan that operates on a 
database or file system. and a middle part that generally contains the core func­
tionality of an application. This middle part is logically placed at the processing 
le1el. In contrast to user interfac.:-s and databases, there are not many aspects com­
mon lO the processing level. Therefore. ll'e shall give se1·eral examples to make 
this len:I clearer. 

A� a tirst example. consider an Internet �enrch engine. Ignoring all the 
animmed banners. imnges. and other fancy " inclow dressing. the user interface of 
a �earch engine is ,·ery simple: a user types in a string of key\\'ords and is subse­
quemly presented with n list or titles or Web pages. The back end is formed by a 
huge database or Web pages thnt hal'e been prefe1ched and indcxeu. The core of 
the search engine i� a program that transforms the user's string of keywords into 
one or more database queries. ft subsequently ranks the results into a list. and 
tran�form� that liM into a series of HTML pages. Within the client-server model. 
thi-. information rerrie,·al part i� typically plnced at the prol·essing lel'el.· Fig. 2--l 
,h(1w-, this organization. 

} 
User-interlace User interface

______________ _________ __ 
le

v
el 

HTML page 
Keyword expression containing list 

Database queries 

Database 
wi th Web pages 

·� � -. Ranked li sl 
of page lilfes 

Web page ti tl es 
with meta-inlormalion 

Processing 
level 

} o,o,�,, 
Figure 2--1. The simplilietl organi,ation of nn Internet search engine into lhre� different 
layer,. 

As n second example. consider a decision support system for a stock broker­
age. Analogous 10 a search engine. such a system can be divided into a front encl 
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implementing the user interface, a back end fo1· accessing a database with the 
financial data. and the analysis program� between these two. Analysis of financinl 
data may rt"!quire sophisticated method� and techniques from statistics and nrtil1-
cial intelli!!enct"!. In some cases. the core of  a financial decision support system 
may even �eed to be executed on high-performance computers in order Lo achieve 
the throughput and responsiveness that is expected from its users. 

As a last example. consider a typical desktop package. consisting of a word 
proces�or. a spreadsheet applic.ition, communication facilities. and s.o on. Such 
"office" suites are generally imegrated through a common user interface that sup­
ports compound documents, and operates on files from the user's home directory. 
(In an office environment. this home directory is often placed on a remote file"! 
sern:r.) In this example. the pro..:essing level consists of a relati1·ely lnrge collec­
tion or programs. each hal'ing rather simple processing capabilities. 

The data lel'el i n  the client -sen·er model comains the programs that maintain 
the actual data on which the applications operate. An important propeny of this 
ieYel i:, that data nre often persistent. that is, even i f  no application is running. 
data will be: stored somewhere for next use. Jn its simplest fonn. thi::: data le1·el 
consists of a lile system. but it is more common to use a full-t1eclgecl database. In 
the clienr-serrer model. the clma level is typically implemented at the server side. 

Besides merely stot·ing darn. the data lel'el is generally also responsible for 
keeping data consistent across differelll applicatitHlS. When databases are being 
lbetl. maintaining con:,btency me.ms that metadma such as t.tble descriptions, 
entry co11strni 1m and application-specific metaclata are also stored al this level. 
For exnmple. in the case of a bank, we may want to generate a notification when a 
cu:,10111er· s credit card debt reaches a certain value. This type or information can 
be maintained through a database trigger that actil'ates a handler for that trigger at 
the appropriate moment. 

In most bu�iness-oriented environments. the data kvel is organized as a rela­
tional dmabase. Data independence is crucial here. The data are organized indt"!­
pendent of rhe applications in such a way thar changes in that organization do not 
affect applications, and neither do the applications affect the data organization. 
Using relational databases in the client-gerver model helps separate the prm;essing 
le\·el from the data le1·el, as processing and data are considered independent. 

Howevel'. relational databases are not always the ideal choice. A charac­
teristic feature of  many applications is that they operate on complex data types 
that are more easily modeled i11 terms of objects than in terms of relations. Exam­
ples of such data types range from simple polygons and circles to representations 
of  aircraft designs. as is rhe cuse with computer-aided design (CAD) systems. 

111 those cases where data operations are more easily expressed in terms of ob­
ject manipulations, it makes sense to implement the darn level by means of an ob­
ject-oriented or object-relatiornal database. Notably the latter type has gained 
popularity as these databases build upon the widely dispersed relational data 
model. while offering the advantages that object-orientation gives. 
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�lultitiered Architectures 

The cli�tinction into th1·ee logical levels ,l', di:,cussetl ,o far. SUQ!!ests a number 
of pos$ibil i ties for physically distributing a cl ient-sen·er appliratio�1-acro,s sc\·ernl 
machines. The simples, organizntion is to ha1·e only tll'O 1ype · of machines: 

I. A client machine containing only the prngra111� implementing (part 
of) the user-inlerface lei el 

2.  A ser\'e 1· machine cont.lining rhe rest. nhat i, the program, imple-
menting the processing and data level 

In thi:, organization e\·ery thing is handled by the ,en·er I\ hile rhe clit:nt is es,en­
tially 110 more than a dumb ter111inal. pos,ibly \\·ith a prett) graphic,tl interface. 
There are many other pos�ibilities. of \1·hid1 ll'e explore some of the more com-
111011 one, in this section. 

-

One approad1 for organiz.i11g the clients and server, i� to di�tribute the pro­
grnms in the application laye1·, or the pre\·ious se�tion acrn�s different machine,. 
a, ,hown in Fig. :2-5 lsee also Umar ( 1997): and Jing et al. ( 1999/J. As a fir,t 
,tep. we make a distinction be1wecn only two kinds of machines: client machines 
and server machines. leading 10 what i, also reft:rred to a, a (physically) two­
liered architecture. 

User lnlerface 

User interface 

Application 

Database 

(a) 

Client machine 

I User Interface I I User interlace I 
I Applic�'.'?.n._� 

--·--- -l ···- ------·:: ==�:f __ r 

t--A���i:�;,�� .. i 
I Dalabase I 

Application 
Database 

Server machine 

(b) (c) 

I User Interface! 

I Appl:catlon I 
I User Interface I 
I Applica1ion I 
I 

Dalab_���- -1 ---·$·. ·----- --�-----.-: :f-_:-:::: 
l 

�.,,. t 

Database I-- -�atabase I 

(d) (e) 

Figure 2-5. Ahernati\·c diem-ser\'er urgnnin1tion, (a)-(e). 

One possible organization is to have only the terminnl-clependenl part of the 
t��er i n terface on the client machine. as sholl'n in Fig. 2-5(a). and give the npplica-
1,ons remote control over the presentation or their data. An alrernative is to place 
the entire user-i111erface software on the client side. as shown in Fig. 2-5(b). In 
such cases. we e�sentially divide the application into n graphic(1 l front end, which 
communicates with the rest of the application (residing at the server) through an 

Netflix, Inc. - Ex. 1007, Page 000031



42 ARCHITECTURES CHAP. 2 

application-specitic protocol. In this motlel. the from entl (the client software) 
docs no proce�sing other than necessary for presenting Lht: application·s imerface. 

Continuing along this line of reasoning. we may also move part of the applica­
tion to the front em!. ns shown in Fig. 2-S(c). An example where this makes sense 
is wht:re the application makes use of a form lhtll needs to be filled in entirely be­
fore it can be processed. The front entl can then ched. 1he com:ctness nnd consis­
tency of the form. and where necessary interact with tht: user. Another example of 
the onrnniwtion or Fi 2. 1-S(c). is rhm of a word processor in which the basic edit­
ing fo�c1ions execute �on the client sitle where they operate on locally cached, or 
in-memory data. but where the adrnnce<l support tools such as checking the spel­
lin2 and 2rn111111ar execute on the server �icle. 

� In m�my client-server en,·ironments. the organizmion, shown in Fig. 2-5(d) 
nnd Fig. 2-5{c!) ,ll'e particularly popular. These organization� are used where the 
cliem machine is a PC or work�tation. connected through a network to a disu-ib­
uted file system or dtttab,Lse. E$scntially, most or the application is running on the 
c.:lient nwchine, buc all operntions on file� or database cntries go to the scn·er. For 
example. many banking application,-; nin on an l!nd-user·� machine where lhe user 
prepares transac.:tions ,111d 5uch. Once fini;:,hed. the applicmion rnntans the daca­
b,1se on the bank·� server and uploads the transactions for further processing. 
Fig. 2-5(e) repre�ents the situation where the client'\ local disk contains pan of 
the data. For example. ll'hen brow�ing the Web. a cliem can gradually build a 
huge cache on loc.:al cli�J... of 1110,L recelll inspected Web puges. 

\\'e note that for a few year� there hns been a strong trend to mol'C away from 
the configuration� shu\\n in Fig. 2-5(d) and Fig. 2-5(e) in those case that client 
software is placed at encl-user machines. In these ca�es. most of the proces�ing 
and <law storage i,, handled at the server side. The rea�on for this is simple: al­
though client machine� do a Im. they are also more problematic.: 10 manage. ]-lav­
ing more functionality on the client machine makes client-side software more 
prone 10 error� and more dependent on rhe client·s underlying platform (i.e., 
operating system and re�ources). From a sy:,tem·s management perspective. hal'­
ing what a1·e called fat clients is not optimal. Instead the thin clients as repre s ­
ented by the organizations shown in Fig. 2-5(a)-(c) are much easic.r, perhaps at 
1he cost of less sophisticated user interfaces :ind cl iem-perccived performance. 

Note that thi� trend does not imply thn't we no longer need distributed systems. 
On the contrary, what we are seeing is that scrl'er-side solutions are becoming 
increasingly more clistributecl as a single serl'er i� being repl.1ced b)' multiple ser­
vers running on different machines. In particular. when distinguishing only client 
and server machines as we have done so far, we miss the point that a server may 
�ometimes need LO act as a client, as shown in Fig. 2-6, leading to a (physically) three-tiered architecture . 

In this architecture, programs 1hat form part of the processing lel'el reside on a 
separate server, but may additionally be partly distributed acro:,s the client and 
sen·er machine�. A typical example of where a three-tiered architecture is used is 
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in trnnsac.:t ion proce,�i ng. As 11·e discus�ed in Chap. I .  a \eparate prore,s. called 
the 1ran�ac1io11 proce�sing monitor. coordinates all tran�action, ,tcross µu:,sibl) 
different darn �ervers. 

Another. but very d ifferent exam1>le where we ol"ten i,ee a three- t i ered nrrhi­
te..:ture is in the organiza1io11 of Web sites. In thi� ca,e, a Web serl'cr acts a� an 
entry point 10 a site. passing requc,t, to an application serl'er where the nctual 
proc.:e�sing takes place. This application server. in turn. interach II ith a databa-,e 
ser1er. For example. an applicntion !>erver may be respon:,ible for runnin!! the 
code to in,pect the available inre111ory of �0111e goods ns offered by an elt't:t;Ot1ic 
bookstore. To do i>O. i i  may neetl ro interm:t with a clataba�e containing the raw 
inl'en1or) data. We ll'ill come back to Web ,ite organization in Chap. 12 .� 

2.2.2 Decentralized Architectures 

. iV�ultit(ered cliem-�cn·e_r architectures are a direct con,equence of dividing ap­
plieauons into a user-1nte1tace, processing componems. and a claw lel'el. The dif ­
ferent tiers correspond directly with the logical organization of applications. In 
many business en1· ironmems, distributed processing is  equivalent LO orgnniz.ing a 
cl_1ent_-�efl'er application as a mul tiriered architecture. We refer to this type of dis ­
tribution as rertical distribution. The characteristic feawre or vertical distribu­
tion is that it is achiel'ed b) placing lt1gical/y different componems on different 
machines. The term is related to the concept of vertical fragmentation as used in 
distribme<l relational databases, where i L  means that tables are split column-wise. 
and subsequently di,Lributed acros multiple machine!. (Oszu and Valduriez, 
1999). 

Again, from a system management perspective. having a vertical distribution 
can help: functions nm logically and physically split across multiple machines. 
1\here each machine is tailored to a speciric group of function�. However, vertical 
dis1r_ibu1ion i� only one way or organizing client-server application,. In modern 
arch11ectures. it is often the tlistribu1ion of the cliem, and the i.ervers thut counts, 
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\1 hich \\"e rder to a� horizontal distribution. ln this type or distribution. a cliem 
or ,ern:r may be physically split up imo logically equi\'aknt parts. bur each pan i� 
operating on its O\\"Il .,hare of the nimplctc data st:t. thus balancing the load. In 
this section \\·c will rake u look at a class of modern system architectures that sup­
port horizontal di�tribution. k11011 n as peer-to-peer systems. 

From a high-lc\·cl perspecti1·e. the processes that const!lute a peer-to-peer sys­
tem are all equal. This means that the function� that need to be earned out are 
repre,emed by e\W)' prncess that C011$lillltes the disrributed sy�l�lll. As a conse­
t1uence. much 01· tht: internction bet1Yee11 processes 1s symmetnc: e.ach process 
ll'ill act as a client and a ser\·er at the �ame time (\\"hich is also referred to as acl­
inr: as a scn·ent). 

- Gi\'en tlfr, symmetric beh,l\' ior. peer-w-pcer architectures e\·oh·e around the 
question ho\\' to organize the processes in an o,·crlay network, that is. a net1\·ork 
in \\'hich che nodes are rormed by the processes and the links represent the pos­
sible communication channels (which me ll';ually realized as TCP connections). In 
!leneral. a process cannot co111111unicate dircctl) \\'ith an arbitrary other process. 
but is required to ;,encl messages through the a\'ailable communication channels. 
Two rype, of owrlay net\\'orks exist: those that are structured and tho�e that ''.re 
not. These two types are sur\'eyed exte.nsively i n  Lua et al. (2005) along Wllh 
numerous examples. Aberer e t  al. (2005) provide a reference architecture that 
allows for a more formal comparison of the different types of peer-to-peer sys­
tems. A survey taken from the perspecti1·e of coment dis1ributiLlll i · pro\ ickd by 
Androut,ellis-Theotokis and Spinellis (200-1). 

Structured Peer-to-Peer Architectures 

In a structured peer-to-peer archireclllre. rhe overlay network is constructed 
using a deterministic procedure. By far the most-used procedure is to organize the 
processes throL1gh a distributed hash table (DHTJ. In n DHT-ba�ed system, �Ima 
items are a,siirned a random key from a large identifier space, such as a 128-bn or 
1 60-bit ide111ifier. Like\\'ise. nodes in the system are also assigned a random num­
ber from the same identifier space. The crux of every DI-IT-based system is then 
to implement an efficient and deterministic scheme that uniquely m�ps the key of 
a data item to the identifier of a node based on some distance metnc (Balaknsh­
nan. 2003). tvlost importantly, when looking tip a data i tem. the network address 
of rhe node responsible fo1· that darn item is returned. Effectively, this is accom-
plished by rowing a request for a data item to the responsible node. . For example, in the Cl1ord system (Stoica et al.. 2003) the nodes are logically 
organized in a ring such that a data item with key k is mapped to the node with the 
smallest identifier id � /.:.. This node is referred to as the successor of key k and 
denoted as succ(/.:.). a� shown in Fig. 2-7. To actually look up the data item. an ap­
plication running on an arbitrary node would then call the function LOOKUP(k) 
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which would subsequently return the network address of succ(/.:.). A t  that point, 
the appl ication can contact the node to obtain a copy of the data item. 
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Aclual node . 0 . 

. . ••··_,,,@;
••. ..... 1 
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figure 2-7. The mapping of ua1a i1�ms nn10 nod�s in Churd. 

We will not go into algorithms for looking up a key now, but defer that di s­
cussion until Chap. 5 where we describe details of various naming systems. 
Instead. let us concentrate on how nodes organize themseh·es into an overlay net­
work. or. in other words, membership management. In the followine. it is im­
portant to realize that looking up a key does not follow the logical orn:a�ization of 
nodes in the ring from Fig. 2-7. Rather. each node will maimain shor;cuts to other 
nodes in such a way that lookups can generally be done in O(log (N)) number of 
steps, where N i s  the number of nodes participating i n  the overlay. 

Now consider Chord again. When a node wants to join the system. it starts 
with generating a random identifier id. Note that if the identifier space is large 
enough, then provided the random number generator is or good quality, the proba­
bility of generating an identi fier that is already assigned to an aL:tual node is close 
to zero. Then, the node can simply do a lookup on id. which will return the net­
work address of succ(id). At that poi nt, the joining node can simply contact 
.rncc(id) and its predecessor and inserr itself in the ring. Of course, this scheme re­
quires that each node also stores information on its predecessor. Insertion also 
yields that each data item whose key is now associated with node id, is transferred 
from succ(id). 

Leaving is just as simple: node id infom1s its departure to its predecessor and 
successor, and transfers its data items to succ{id). 

�irnilar approaches are followed in other DHT-based systems. As an example, 
consider the Content Addressable Network (CAN). described in Ratnasamy ct 
al. (200 I ) .  CAN deploys a cl- dimensional Cartesian coordinate space. which is 
completely partitioned among all all the nodes that participate in the system. For 
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purpose of i\\ustrmion. \et us consider only the 2 -dimensiona\ case. of which an 
example is shown in Fig. 2-8. 

Keys associated with node al (0.6.0.7) 
(0 ,1) I (1, 1 

\ (0.9, 0.9) • 
(0.2.0.8) • '---

/ (0.6.0.7) 
. 

(02,08) • 
(0.6.0.7) . 

ctual node A (0.90.6) 
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10,2,0.45) 

(0 2,0.3) • 
(0.7,0 2) (07.0,21 

(0.2,0.15) • 
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(a) (b) 

figure 2-S. (:I) Th� mapping or (]al.I ilt'lll' 01\l l> no,k, in CA:--. (b) SpliHillf t1 r�,gion wh�n a node joins. 

(0.9, 0.9) • 
-
\0.9.0.6) • 

Fil).. 2-S(a) show� how the t11·0 -dimcnsion.il spui:e [0. I ]x[0. l l is dil'idcu 

amon; six node�. Each node has an a��(Jciated 1·egion. E1·ery tlata item in CAN 

\\'ill b� as�ignetl a unique point in th i� �pac:e. after which it is also clear II hich_ 
node is responsible for thm darn (ignoring data items that fall on the border ol 

multiple regions. for whkh a deterministic assignment rule is used). . 
When a node P wants LO join a CAN system. it picks an arbitrary point tram 

the coordinate space and subsequently looks up rhe node Q in whose region that 

point foils. This lookup is accomplished through positioned-basec( r�uting. _ of 

which the details are deferred until later chapters. Node Q then spilt� Its region 

into 1wo halves, as shown i n  Fig. 2-S(b). and one half is assigned to the node P. 

Nodes keep track o f  their neighbors. that is. nodes responsible for adjacent region. 

When splitting a region. the joining node P can easily come to_ know_ who its new 

neighbors are by asking node P. As in Chord. the dat:1 ,terns tor which node P 1s 

now responsible are transferred from node Q. 
Leaving is a bit more problematic in CAN. Assume that in Fig. 2-8. the node 

with coordinate (0.6.0.7) \eaves. Its region will be assigned to one of its neigh­

bors. say the node at (0.9,0.9), but it is clear that simply merging it and obtaining 

a rectangle cannot be done. ln this case, the node at (0.9,0.9) will simply take care 

or that r�gion and inform rhe old neighbors of this fact. Obviously, this may lead 

to less S);mmetric partitioning of the coordinate space. for which reason a bad:­

ground process i, periodically started to repartition the entire space. 
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Unstructured Peer-to-Peer Architectures 

Uns11:uc:tured peer-to-peer systems largely rely on randomized algorithms for 
constructmg an ol'erlay network. The main idea is that each node maimains a list 
o� neighbors. but that this list is constructed in n more or less random way. Like­
Wlse. data Items are assL1med to be randomly placed on nodes. As a consequence. 
ll'h�n a node needs to loca_te a specific data item. the only thing it can effective!) 
do ts llood the network 11·1th n search query (Risson and Moors. 2006). We will 
remm lO searching in unstructured overlay networks in Chap. 5. and for now con­
cen1n11e on membe1·ship management. 

One of the goals of many unstructured peer-to-peer systems is 10 construct an 
onirlay network that re;;embles a rrmclom graph. The basic model i� thal each 
node maintains a li,1 of c neighbors, ll'here, ideally. eac:h of these neighbors rep­
resents a rnntlomly chosen /il·e node from the current set of noues. The list of 
neighbors is al�o referred 10 as n partial view. There are many ways to constrnct 
wch a partial view. Jelasity et al. (2004. 2005a) hal'e de1·eloped a framework that 
captures man) different algorithms for o,·erlay construction to .illow for evnlua­
ti!1n.� and co1:1pn�ison. 11: this . f

ran�cwork. it i� assumed that nodes regularly 
i:xcl1ange entne� trom their partial l'1ew. Each entry identifies another node i n  the 
network. and has an associated age that indicates how old the reference to thlll 
node is. Tll'o threads are used, as shown in Fig. 2-9. 

The ac1i1·e thread take� the ini1ia1h·e to �communicate ll'ith anothe1· nmk. I t  
sclecb that node from it� i.:urrent partial 1·iell'. Assumim! that entries need to be 
pushed to the selected peer. it  c:ontinucs by co1Nn1ctino a-buffer contnining c/2+ I 
entrie�. including an entry itlenrifying ir�elf. The othe; cntrie� are t.tken f7-om the 
current partial ,·iew. 

If the node is also in pull mode it will wnil for a response From the selected 
peer. That peer, in the meantime, will also have constructed a buffer by means the 
passil'e thread sholl' n in Fig. 2-9(b). whose actil'ities strongly resemble that of the 
acuve thread. 

The crucial point is the construcrion of a new partial view. This view. for i n i ­
tiat!ng a� well as_ for the contacted peer. will contain exactly c entries. part of 
which 11·111 come trom receil'ed buffer. ln essence, 1here are two ways to construct 
the new view. First. the two nodes may decide to discard the entries that they had 
sent to each other. Effectively. this means that  they will s1rnp par! of their original 
1·iell's_- The secontl approach is to discard as many old entries as possible. In -gen­
eral. 1t turns out that the two approaches are complementary [see Jelasity et al. 
(2005a) for the details]. ft turns out that many membership management protocols 
for unstructured overlays fit this framework. There are a number of interesting: 
observations to make. 

-

First. let us _assume that when a node wants to join it contncts an arbitrary 
?Lher node. possibly from a 11st of well-known access points. This access point is 
JUSl a regular member of the overh1y, except that ll'e can assume it 10 be highly 
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Actions by active thread (periodically repeated): 

select a peer P from the current partial view; 
if PUSH_MODE ( 

rnybuffer = [(MyAddress, O)]; 
permute partial view; 
move H oldest entries to the end; 
append first c/2 entries to mybuffer; 
send mybuffer to P; 

) else { 
send trigger to P; 

} 
if PULL_MODE { 

receive P's buffer; 
} 
construct a new partial view from the current one and P's buffer; 
increment the age of every entry in the new partial view; 

(a) 
Actions by passive thread: 

receive buffer from any process Q; 
if PULL _MODE { 

mybuffer = [(MyAddress, 0)]: 
permute partial view; 
move H oldest entries to the end; 
append first c/2 entries to mybuffer; 
send mybuffer lo P; 

} 
construct a new partial view from the current one and P's buffer; 
increment the age of every entry in the new partial view; 

(b) 

CHAP. 2 

figure 2-9. (a) The ;,t�p, taken by the active thread. (b) The step, wkc by the 
passive thread. 

available. In this case. i L  lurns ou t Lila! protocols that use only push 111ode or only 
pull 111ode can fairly easily lead to disconnected overlays. In other words, grOlt�s 
of nodes will become isolated and will never be able to reach every other node in 

1he network. Clearly, this is an undesirable feawre, for which reason i 1  makes 
more sense to let node� actually exclu111ge entries. 

Second. leaving the network turns out 10 be a very simple operation provi?ed 
1he nodes exchange partial views on a regular basis. In this case, a node can sim­
ply depan without informing any other node. What will happen is that when a 
node p selects one of its apparent neighbors, say node Q, and discovers that Q no 
longer responds, it simply removes the entry from its �arti�l view to select another 
peer. )l turns 0L1t that when constructing n new parttal view, a node follows the 
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polic) to discard as m:rny old en trie� ns possibk. dep.irtcd node, \\'ill rapidly be 
forgotten. In other \\'Ords. entries referring tu departed node� \\'ill automatically be 
quickly removed l'roni partial views. 

However. there is a price to pay when this strategy is followed. To explain. 
con�ider for a node P the set of nodes that hn\'e an entry in their partial 1·iew that 
refers to P. Tel'1111ically. this is kno\\'11 as 1he indegree ofa node. The higher node 
r� inclegree is. lhe higher the probability that some ot her node will decicle to con­

tac t P. In other \\'Ord�. there is a danger that P will bec�>me a popular node, which 
could easily bring i t into an imbalanced position regarding \\'Orkloacl. Sy�ternatl­
cally discarding old entries turns out to promote nodes 10 one� havi112 a hi2h inde­
gree. There are oth<'r trade-offs in addition, for which \\'e rder to Jelasi7y ct al. 
(2005a). 

Topology Management of QyerJay Networks 

Al though it ll'Ould seem that �tructured and uns tnu:1ured peer-to-peer systems 
l'orn, strict independent dasscs. this need ac1ually not be case !see also Cascru e t  
a l .  (2005)1. One key observation is  that by carefully c,xdianging ,incl selecting en­
tries from parcial 1·iews. it is possible to construct and m.iintain specific topologies 
of overlay networks. Thi� topolog)' management is achieved by auopting a t\\'O· 
layered approm:h. ,L, sho11- n in Fig. 2- JO. 

Structured 
overlay 

Random 
overlay 

Protocol for 
speclfi c overl ay 

Random peer 

Protocol lor 
randomized 

view 

Unks 10 topology-
., specific or her nodes 

Links to randomly 
chosen other nodes 

Figure 2-10. A 1110-layerc<l appro.1ch for rnn,1ru,ting and mai111�i 11ing speci1ic 
Ol'erlay toputogi�s 115i11g technique, fr<1m unstru,tured p,cr-11>--peer systems. 

The lowest layer constitutes an unstructured peer-Lo-peer system in  which 
nodes periodically exclrnnge entries of their partial 1·iews with the aim to maintain 
Hn accurate random graph. Accuracy in this case refers to the facr that the partial 
riew should be filled with entries referring 10 randomly selected /fre nodes. 

The lowest layer passes its partial view to the higher layer. where nn addi­
tional selection of entries takes place. This then leads to a second Hsi of nei!!hbors 
corre.sponding to the desired topology. Jeln.sity and Babaoglu 0005) prop-ose to 
use a m11ki11g filllcrion by which nodes are ordered accordin!! to some cri

terion 
relmive to a given node. A simple ranking function is to orde; a set of nodes by 

increasing distance from a given node P. In that case. node P will gradually build 
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up a list of ib nearest neighbors. pro\'icled the loll'est layer continues to pass r�lll­
domly selec1ed nodes. 

As an illustration. consider a logical grid of siz.e N x N with a node placed on 
each point of the grid. Every node is required to maintain a li�t or c nearest neigh• 
bors, \\'here 1he distance between a node at (<1 1, llJ ancl (b 1. b:2) is defined a, 
d 1 +d2 • with d;=111i11 (N-la; - b; I, la;-b, I ). If the lo\\'eSt layer periodically exe­
cutes the protocol as outlined i n  Fig. 2-9. the topology that will evolve is a torns. 
shown in Fig. 2- 1 1 .  

Time 

figure 2-11. Genc.•r;.tting n. sp�l'ifo: on�rlay net\\ork u::ii11g ,1 t\,·o-lay,._•rctl 
1111,1ru,uireu pccr-to-pct'r svs1cm [adap1cd "ith permission rnim Jd,1>it) and Ba­
baoglu (1005)!. 

Of course. cornpletel) differem ranking functions can be used. Not,1bly those 
that are related to cap1uring the semantic proximity of the data item� a, stored at 
a peer node are interesting. This proximity allow, for the construction or seman­
tic overlay networks that allow for highly efficient search algorithms in unstruc­
tured peer-to-peer system,. We will return to these sys1ems in Chap. 5 when ll'e 
discuss auribute-based naming. 

Superpeers 

Notably in unstrnctured peer-to-peer sys1ems, locating relevant data items cm, 
become problematic as 1he network grows. The re.ison for this scalability problem 
is simple: as there is no deterministic way of routing a loo!;.up request to a specific 
data item, essentially the only technique a node can resort to is flooding the re­
quest. There are various ways i n  which flooding can be clammed, as we will dis­
cuss in Chap. 5. but as an alternative many peer-to-peer systems ha\'e proposed to 
make use of special node� that maintain an index of data items. 

There are other siwations in which abandoning the symmetric nature of peer­
to-peer systems is sensible. Consider a collaboration of nodes that offer resources 
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lO each other. For example. in a collabora1i1·e content delivery network (CON). 
nocks may offer storage for hosting copies of Web pages allowing Web clients to 
acce�s pages nearby. and llrns lO access them quickly. In this case a node P may 
need to seek for resources i n  a specific part of the network. I n  that case. making 
use of a broker that collects resource usage for a number of nodes that ar� in each 
other's proximity will allow to quickly select a node with sufficient resources. 

Nodes such as those maintaining an index or acting as a broker are generally 
referred to as superpeers. As their name suggests, superpeers are often also org­
anized in a peer-to-peer net1\·ork, leading 10 a hierarchical organization as ex­
plained in Yang nncl Garcia-Molina (2003). A simple example of such an orgnni-
1,.ntion is sho\\'n in Fig. 2-12. In this organization. every regular peer is connected 
as a client to a superpeer. All communication from and to a regular peer proceeds 
through !hat peer" s a�sociated superpeer. 

Figure 2-12. A hi�rarchic�I org,1nii.ation of nodes intu " ,up<rpc-cr n�t\\ork. 

In many cases. the cliem-superpeer relation is rixed: whenever a regular peer 
joins th<:: network, it attaches lO one of the superpeers and remains attached until i t  
lea1·es the network. Obviously. i t  i s  expec1ed that superpeers are long-liwd proc­
�;ses with a high avai lability. To compensate for potential unstable behavior of n 
superpeer, backup schemes can be deployed, such as pairing every superpeer with 
another one and requiring clients to auach to both. 

Having a fixed association with a superpeer may not always be the best solu­
tion. For example, in the case of file-sharing networks, it may be better for a client 
to attach to a superpeer that maintains an index of files that the client is generally 
interested in. l n  that case, chances are bigger rhat when a client is looking_ for a 
specific file, its superpeer will know where to find it .  Garbacki et al. (2005) des­
cribe a relatively simple scheme in which the client-superpeer relation can change 
as clients discover belier superpeers to associate with. I n  particular. a superpeer 
returning the result of a lookup operation is given preference over other super­
peers. 

As we have seen, peer-to-peer networks offer a nexible means for nodes to 
join and leave the network. Ho\\'ever, with superpeer networks a new problem is 
introduced. namely how to select the nodes that are eligible to bc:come superpeer. 
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This problem is closely related to the leader-eleclion problem. which we discuss 
in Chap. 6. when ll'e return to electing superpeers in a peer-to-peer network. 

2.2.3 Hybrid Architectures 

So for. we have focused on diem-server architectures and a number of peer­
to-peer architectures. Many distributed systems combine architectural feawre�. as 
\\·e alrt!ady came across in superpeer networks. ln this section we lake a look at 
some specHic classes of distributed systems in which client-server solutions are 
combined with decentralized architectures. 

Edge-Sen-er Systems 
An important class of distributed sysrems that i� organized according to u 

hybrid architecture is formed by edge-server systems. These systems lire deploy­
ed on the Internet where servers are placed .. ur rhe edge" of the network. This 
edge is formed by the boundary between enterprise nerworks and the acwal Inter­
net. for example. as provided by an Internet Service Provider (ISP). Likewise. 
where end users at home connecL 10 the Tnternet through their ISP. the ISP can be 
considered as residing at the edge or the lnternet. This leads to a general organiza­
tion as shown in Fig. 2-13. 

Edge server 

Figur� 2-IJ. Viewing 1he lmernet as consis1ing of a collec1ion of �dgc servers. 

End users, or clients in general. connect 10 the Internet by means of an edge 
server. The edge server's main purpose is to serve content. possibly after applying 
filtering and transcoding functions. More interesting is the fact that a collection of 
edge servers can be used lO optimize contem and application distribution. The 
basic model is that for a specific organization, one edge server acts as an origin 
server from which all co111enl originates. Thal server can use other edge servers 
for replicating Web pages and such (Leff et al., 2004: Nayate el al., 2004; and 
Rabinovich and Spatscheck. 2002). We will return to edge-server systems in  
Ch,1p. I 2 when we discuss Web-based solutions. 
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Collaborative Distributed Systems 

Hy�rid_ struc'.ures are notably deployed in collaborative distributed systems. 
The main issue 111 many of these systems to first get srnrted, for which often a 
traditional _clie111-server �•theme is deployed. Once a node has joined the system. ir 
can use a lully decentralized scheme for collaboration. 

To mnke matters concrete. let us first consider the Bi!To1Tenr file-sharing sys­
t�m (Cohe�, 2�03). Bi1T�1-re�t is a peer-to-peer tile downloading system. lls� prin­
cipal working 1s shown 111 Fig. 2-14 The basic idea is that when an end user is 
looldng for a file. he downloads chunks of the file from other users until the 
downloaded chunks can be assembled together yielding 1he complete file. An im­
p_orr'.11:t desi_gn �oal was Lo _ensure collaborntion. In most file-sharing systems, a 
�1gmf1c,111t lract1on of parL1c1pan1s merely download riles bur otherwise co ntribute 
close lo nothing (Adar and Huberman. 2000; Saroiu et al., 2003; and Yang et al.. 
2005). To this encl. a file can be downloaded only when the downlo:icling client is 
prO\'icling content to someone else. We will return 10 this ·•1it-for-rnt .,~ behm·ior 
shortly. 

Clienlnode 

A Blfforrent 
Web page Ref. 10 

hie 

K out of N nodes 

.lorrent file 1---- Lisi of nodes 
for F Ref. 10 stori ng F 

tracker 

Node t 

Node2 

Web server ser
v
er File server Tracker 0 Node N 

Figure 2-1.J. The principal \\Orki ng or BitTorrem fac.lnpl�d wi1h p�rmi5�ion 
from P,,uwdse et al. 1200-1)!. 

To download a tile, a user needs 10 access a global directory. which i�just one 
of a few well-known Web sites. Such a directory contains references to whar are 
called .10rre111 tiles. A .wrre111 file comains the information that is needed to 
download a specific file. In particular. it refers Lo what is known as a tracker, 
which is a server that is keeping an accurate account of actii-e nodes that have 
(chunks) of the requested file. An active node is one that is cum�ntly ctownloadin!.! 
another tile. Ob\'iously, there will be many different trnckers althouoh there will 
generally be only a single tracker per file (or collection of file�). 

"' 

Once the nodes have been identified from where chunks can be downloaded. 
the downloading node effectively becomes active. A l  that point, it wil I be forced 
Lo help olhers, fo r  example by providing chunks of the file it is downloadinl! that 
others do not yet hrwe. This enforcement comes from a very simple rule: if n�de p 
notices that node Q is downloading more than it is uploading. P can decide to 
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decrease the rate at which it sends data to Q. This scheme works well prodded P 
has something to download from Q. For this renson. nodes are often �upplied with 
references to muny other nodes puuing them in a beuer position 10 trade data. 

Clearly. BitTQrrent combines centralized with decentralized solutions. As i t  
lllrns out, the bonJeneck o f  the system is. not surprisingly. formed by the trackers. 

As another exampk. consider the Globule collabornti,·e content distribution 
network (Pierre and van Steen. 2006). Globule strongly resembles the edge­
server architecture mentioned abo1·e. In 1hi!:> case. instead of edge server:.. encl 
users (but also organizations) volumarily pro,·idc enhanced Web sern!rs that nre 
capable of collaborating in the replication of Web pages. In its simplest form. 
each such server has the following components: 

I .  A component thm can redirect cl ient requests lO other :.erver�. 
2. A component for .inalyzing access pauerns. 
3. A component ror managing the replication of Web page,. 

The server pro\"ided by Alice i · the Web server that normally handle� tile traffic 
for Alice·s Web site and is called the origin sener for thnr !>ite. It collabor.ites 
with other ,ervers. for example. the one prodded by Bob, lo host the pages from 
Bob"s site. In this �ense. Globule is a decentral ized Jistributed �ystem. Request� 
for Alice·s Web site are initially forwarded to her server. at which poi111 they may 
be: redirected 10 one or the other sen·ers. Distributed redirection is also supponeu. 

However. Globule also ha� a centralized component in the form of its broker. 
The oroker is responsible for registering se1Ters. and making these sen·ers kno" n 
to others. Servers communicate with the broker completely analogous to whm one 
would expect in a client-server system. For reason� of arnilabiliry. the broker can 
be replicated. but as we shall later in this book. this type of replication b widely 
applied in order Lo achien: reliable client-server computing. 

2.3 ARCHITECTURES VERSUS MIDDLEWARE 

When considering the architectural issues we ha\'e discussed so far. a question 
that comes 10 mind is where midclleware fits in. As we discussed in Chap. I. 
middle ware forms a layer between applications and distributed platform!>. as 
shown in Fig. l - 1 .  An important purpose is to provide a degree of dislribution 
lrnnspnrency. that is. to a certain extent hiding the distribution of dntn, processing. 
and control from applications. 

Whal is comonly seen in prnctice is that middle1nire systems ncwally follow a 
specific architectural sytle. For example. many middleware solutions have ad­
opted an object-based architectural style, such as CORBA (Ol\'IG. 200-+a). Oth­
ers, like TIB/Rendezvous (TlBCO, 200:i) provide midclleware that follows the 
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event-based architectural style. In later chapters. we will come across more ex­
amples or architectural styles. 

�-m·ing mid?le�vare molded according to a specific architectural style has the 
benefit that des1gn111g applications may become simpler. Holl"ever. an obvious 
drawback is th,'.L the_ middleware may no longer be optimal for whm an application 
de1·eloper had 111 111111d. For example. CORB,t\ initially offered only objects that 
could be invoked by remote clients. Later. it was felt that having only this form of 
in1ernc1ion was too restrictive. so that other interaction panerns such as messnrdng 
were added. Obviou�Iy. adding new features can ensily lead to bloated mid�dle� 
ll'are solutions. 

In addition. although middleware is meant to provide distribution trans­
parency. _i t  is generally felt thm specific solutions should be adaptable t0 applica­
uon requirements. One 1olution to this problem is to make several versions of  a 
middleware system. where each ,·er,ion is tailored to a specific cla.�s of applica-
11ons. An approach that 1s geneniliy considered beuer is to make middleware sys­
tems such that they are cnsy 10 configure. adapt. and customize as needed bv an 
application. As a re ult. ,ystem;; ::ire now being developed in which a stricter 
,eparation between policies and mechanisms is being made. This has led Lo sever­
al mecha�i,ms by which the behavior of middleware can be modified (S,1djacli 
and i\!cK111ky, 1003). Let u� takl.' a look at some of the commonly followed ap ­
proac.:he�. 

2.3.l Interceptors 

Conceptually. an interceptor is nothing but a software construct that will 
break the usual llo11 or control and allow other (application specific) code to be 
c��cuted. :o make i�tercepto'.·s generic may require a substantial implementation 
ellort. as illustrated 111 Schmidt et al. (2000). and it i$ unclcnr ll"hether in such 
ca:;e:; �enerality should be prefe1 10:u un::r rc:strictecl applicability and simplicity. 
Al�o. 111 many_ cnses having only limited interception facilities will improve 
management ot the soft\\'are and the distributed system as a whole. 

To make matters concrete. con,ider interception as supported in many object­
ba,ed d1stnbuted systems. The basic idea is simple: an object A can call a method 
that belongs to an object B, while the l::tner resides on a different machine than A. 
A, we explain in detail later in the book. such a remote-object invocation is car­
ried as a three-step approach: 

I .  Object A is offered a local interface that is exactly the same as the in­
terface offered by object 8. A simply cnlls the method nvailable in 
that interface. 

2. The call by A is transformed into n generic object invocation. made 
possible through a general object-invocation interface offered by the 
mitldlewore at the machine where A reside�. 
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3. Finally, the generic object invocmion is transformed inw a message 
that is sent through the transport-level network interface as offered 
by A's local operating system. 

This scheme is shown in Fig. 2-15. 

lnlercepted call 

Request-level lnlerC8ptor 

.. 
Message-level interceptor 

Client apphcatlon 

B.do_somcthlng(value) 

Application stub 

i-- Nonintercepted call 

.. 
lnvoke(B, &do_something, value) 

.. 
send([B, "do_somethlng", valuel) 

Local OS 

1 ToobjectB 

Figure 2-15. U,ing im�rc�ptor< to h:mJI� remo1�-objeC1 inl'oc,11ion,. 

After the fi1·s1 step. the call B.do_something(value) is transformed into a gen­
eric call such as invoke(B, &do_something, value) with a reference to B's method 
and the paramerers that go along with 1he call. Now imagine that object B is repli­
cated. ln that case, each replica should actually be invoked. This is a dear poi111 
where interception can help. What the request-level interceptor will do is simply 
call invoke(B, &do_something, value) for each of the replicas. The beauty of this 
all is that the object A need not be aware of the replication of B. bur also the ob­
ject micldleware need not have special components that deal with this replicated 
call. Only rhe request-level interceptor. which may be added to the middleware 
needs 10 know about s·s replication. 

In the encl, a call to a remote object will have to be sent over the network. ln 
practice, this means that the messaging interface as offered by the local operating 
system will need to be invoked. At that level, a message-level interceptor may 
assist in transferring the invocation to the target object. For example. imagine that 
rhe parameter value acrnally corresponcls to a huge array of data. In thut u1�t:, it 
may be wise to fragment the data into smaller parts to have it assembled again at 
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the: ?estination. Such n fragmentation may improve performance or reliability. 
Again. the m1ddleware need not be aware of this fragmenrntion; the lower-level 
interceptor will trnnsparently handle the rest of the: communication with the local 
operating system. 

2.3.2 General Approaches to Adaptive Software 

What interceptors actually offer is a means 10 adapt the middleware. The need 
for a�aptntion comes from the fact that the environment in which distributed ap­
pl1ca11ons are executed changes continuously. Changes include those resulting 
from mobility, a strong variance in the quality-of-service of networks. failin; 
hardware. and battery drainage. amongst others. Rather than making application� 
responsible for reacting to changes, this rnsk is placed in the middleware. 

These strong influences from the environment have brought many desieners 
�f mid�leware to consider the cons1ruc1ion of adap1ive so_(t11·are. However. ;dap­
uve sohware has not been as successful a� anticipated. As many researchers and 
devel_opers consider it to be an important aspect of modern distributed sys1ems. lei 
us briefly pay some ullention to it. McKinley et al. (200-•J distinguish three ba�ic 
1ecl1niques to come 10 software adaptation: 

I .  Separation of concerns 

2. Computational rellec1ion 

3. Component-based design 

Separating concerns rc:lates to the traditional way of modularizing system�: 
separate the parts that implement functionality from those 1hat take care of other 
thing� (known as exlra fl111C1io11alities) such as reliability. performance. security, 
e1c. One can argue that developing middleware for dislributed applications is 
largely about handling extra functionalities independent from applications. The 
main problem is 1hat we cannot easily separate these extra functionalities by 
means of modularization. For example. simply pulling security into a separate 
module is 1101 going to work. Likewise, it is hard to irnaoine how fault tolerance 
can be isolated into a separate box and sold as an indepe1;dent service. Separating 
�nd subs�quemly weaving 1hese cross-curti11g concerns into a (distributed) system 
1s the maJor theme addressed by aspect-oriented software development (Filman 
e1 al., 2005). However. aspect orientation has not yet been successfully applied to 
de\·eloping large-scale distributed systems. and it can be expected rhat there is 
still a long way to go before it reaches that stage. 

�omputarional reflection refers to the ability of a program ro inspect itself 
and. 1f necessary. adapt its behavior (Kon et al., 2002). Reflection has been built 
into programming languages. including Java, and offers a powerful facility for 
runtime modifications. In addition, some middleware systems provide 1hc means 
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to apply retlet:til'e techniques. Howe,·er. just as in the ca»e of aspect orientation. 
rellectil·e middleware has yet to prove itsell. as ::t powerful 1001 to manage the 
complexity of l::trge-scale distribu1ed systems. As mentioned by Blair e t  al. (200-t). 
applying retkction to a broad domain of applications is yet to be done. . . Finally. cornpone111-ba.secl design �uppons adapl:Hion through compos11mn. A 
system may either be rnnl'igured statically at dt!�ign time. or dynamically at run­
time. The latter requires support for late binding. a technique that hn� been sut:­
cessfully applied in programming language i.:nYironments. but abo for operaring 
systems where module� can be loaded and unloaded at will. Researt:h is now well 
underway 10 allow au10111atically selection of the best implementation ()f a com­
punenl during runtime (Yellin. 2003). but again. the proces'> remains complex for 
dbtributed systt!ms. especially when considering that replacement of one compon­
ent req,iire, knowning what the effect of that replacemem on other components 
will be. In many cases. components are le�s independent as one may 1hi11k. 

2.3.3 Discussion 

Software an;hitet:ture, for distributed �ystems. notably found as middleware. 
are bulky and comple.x. In large part. rhis bulkiness and complexity ari�es from 
the need to be !!eneral in the sense thm diwiburion trnn\parency needs to be pro­
\'ided. Al the s;me time application, have specifit: exlrn-fum:tional rec1uireme111� 
1hat co11tlic1 wi1h aiming at fllllv achiel'im? thi� 1mn�parency. These contlicting 
requirements for generality and ;pecialization hal'c re,ulted in middleware solu­
tions 1hat ure highly lle.xible. The price to pay. howe\·cr. is complexily. For ex­
umple. Zhang and Jacobsen (200--+) report a 50<;'<- increase in 1he size of a particu­
lar software product in just four years since it� introduction. whereas 1he total 
number of tiles for that product had 1ripled during the same period. Obviously. 
this is not an encouraging direction 10 pursue. 

Considering that virtually al.I large !-oftware system� are nowadays required lo 
execute in a networked environment. we can ask oursel\'eS whe1her the complex­
ity of distributed systems is simply nn inherent fealllre of attempting to make dis-
1ribu1ion 1ransparen1. Of course. issues such as openness are equally impor1an1. 
bur the need for flexibility has neYer been o prevalent a� in the case of 
micldleware. 

Coyier ct al. (2003) argue that what is needed is a stronger focus on (external) 
simplicity. a simpler wny 10 construct middleware by components. and application 
independence. Whether any of the techniques mentioned above forms the solution 
is subject 10 debate. ln particular. none of the proposed techniques so far ha\'e 
fouocl massive adoption, nor have they been successfully applied to large-scale 
systems. 

The underlying a�sumption is that we need i1dap1ire software in the sense that 
the software should be allowed to change as the environmem changes. However. 
one should question whether adapting to a changing environment is a good reason 
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IO adopt changing the software. Faul1y hardware. security attad.s. energy drain­
age. and so on. nil seem 10 be environmental innuences thnt can (and should) be 
anticipated by software. 

The "rongest. and certain!) most \'alid. llrgument for �upponing adaptil'e 
�oftware i-. that many db1ributed systems cannot be shut t.lown. This con,traint 
mils for l>Olu1ions 10 replace and upgrade componen1s on the fly, but is not clear 
\\'hethcr ,111)' or the solu1ions proposed abo\·e arc the bes1 ones 10 tackle 1his 
111ai111em111ce problem. 

What then remain, b that di�tribu1ed systems should be able to react to 
changes in their environ111e111 by. for example. switching policies for alloca1ing rc­
�ources. Al I 1he sort\\'nre componems 10 enable �uch an adap1mion \\ ill already be 
in place. ll i\ the algorithms contained in 1he�e components and \\'hich dictme 1he 
beha,·ior 1ha1 change their setting�. The challenge i� to let such reactive belrnvior 
take place without human i111erl'e111ion. Thi� approach is seen 10 work better \\'hen 
di�cu,�ing tht' physical organization of dis1ribL11ed sy,1enh when decision.-; are 
taken .ibolll \\"here co111pone111� are placed. for example. We discu5s such S)'stcm 
architet:lllral is,ues nex1. 

2.4 SELF-1\IANAGEl\IENT IN DISTRIBUTED SYSTEMS 

Db1ributed S)'�tem�-and not,tbly 1heir a,�oc ia1ed middle\\'are-need LO pro­
' ide general solurion� towart.1 shielding undesirable fea1ures inherem to network­
ing so 1ha1 the} t:an support a� nHln) application, as po�sible. On the other hand. 
rull distribution 1ransparency i� not what most applications actually want, re­
,ul1ing in applicarion-speciric solution� that need 10 be supported as well. We 
lial'e argued 1h,11. for thi� reason. distributed system, should be adaptive. but 1101-
ably \\'hen it comes 10 adapting their execution behavior 1111d not the soflware 
componen1, they compri,e. 

When adapration needs to be done automalically. we see a strong inrerplay 
be1ween system architenures and softl\'are architectures. On the one hand, we 
need 10 organize 1he components of a disLributed system such 1ha1 monitorin� and 
adjustments cnn be done. while on the other hand we need to decide wher� the 
processes are to be executed rhat handle the adaptnt ion. 

In this section \\'e pay explicit attention ro organizing distributed �ystems as 
high-level feedback-control systems allowing automatic aclaptarions to changes. 
This phenomenon is also knol\'n as autonomic computing (Kephart. 2003) or 
self-star systems (Babaoglu et al.. 2005). The lauer name indicates the variety by 
which automatic adaptations are being caplllrecl: self-managing. self-healing. 
,elf'-contiguring. self-optimizing. and so on. We resort simply 10 usin2 the name 
$elf-managing systems a, co\·eragc of its many variants. -
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2.4.1 The Feedback Control J\Ioclel 

There are many different ,·iews on selt"-managing systems. but what most 
have in common (either explicitly or implicitly) is the assumption that adaptations 
rake place by mean� ot" one or more feedback control loops. Accordingly. sys­
tems that are organized by means of �uch loops are referred to a� feedback con• 
trol systems. Feedback control has since long been applied in v.irious engineer­
irH, flelds. and its mathematical foundation\ are gradually nlso rinding their way in 
co�nputing �y�term (Hellerstein et al.. 200..J.: and Diao ct al .. '.!005). For self­
managing �ystems. the architectural issues are initially the most interesting. The 
basic idea behind this organization is quite simple. m, shown in Fig. '.!-16. 

Uncontrollable parameters (d,slurbance / no,se) 

Initial configuration Correclions Core of distributed syslem 

Reference input 

Analysis 
Adjustment loggers Measured output 

Figure 2-.16. The lo�ind organi1a1io11 or .1 re�Jbad; ccumol •) ,1�111 

The core of a feedback control system L� formed by the cornponelll� that need 
to be managed. These components are assumed to be driven through controllable 
input parameters. but their behavior ma> be influenced by nil kind� of 1111ro111rol­
lable input. also known as disturbance or noise input. Although disturbance will 
often come from the environment in which a distributed system is executing, it 
mny well be 1he case that unanticipated component interaction causes unexpected 
beh,1\'iOr. 

There are essentially three elements that form the feedback control loop. First, 
the system itself needs to be monitored. \\'hich require� that variou� aspecb of the 
system need to be measured. [n many case�. measuring beha,·ior is easier said 
than clone. For example, round-trip delays in the Internet may vary wildly, and 
also depend on what exactly is being measured. ln such cases, accurately estimat­
ing a delay may be difficult indeed. Matters are further complicated when a node 
A needs to estimate the latency between two other completely different nodes B 
and C without beino able to intrude on either two nodes. For reasons as tl1is. a 
feedb;ck control loo; generally contaim a logical metric estimation component. 
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Anorher pan of the feedback control loop analyzes the measurements and 
compares these to reference values. This feedback analysis component forms !he 
heart of the control loop. as ir will conlain the algorithms that decide on possible 
adaptations. 

The last group or components consist of various mechanisms to directly influ­
ence the behavior of the system. There can be many different mechanisms: plac­
ing replicas, changing scheduling priorities. switching services. moving data for 
reason� of availability. redirecting requests lO different servers. etc. The analysis 
component will need to be aware of these mechanisms and their (expected) effect 
on �ystem behavior. Therefore. it will trigger one or several mec:hanisms. to sub­
,,equently later observe the effect. 

A n  interesting observation is that the feedback control loop also fits the man­
ual management of S)'btems. The main difference is that the an:ilysis compom:nl is 
replaced by human admini�trmors. However. in order 10 properly mannge any dis­
tributecl system. these administrators will need decent monitoring equipment as 
well ns decent mechanisms to comrol 1 he behavior of the system. It should be 
clear that properly analyzing measured darn and triggering the correct actio,ns 
makes the development of self-managing systems so difficult. 

It should be �tressed that Fig. 2-16 shows 1he logical organization of a self­
m:inaging system. and as such correspond� to what \\'e hal'e seen when discussin!! 
�oftware architectures. Howevt::r, the physical organization may be very differen� 
Fnr example. the analysis component may be fully distributed across the system. 
Likewise. taking performance measurements are usually done at each.machine 
that is part of the distributed �ystem. Let us now take a look at a few concrete ex­
amples on boll' to monitor, analyze. and correct distributed systems in an auto­
m:1tic fashion. These examples will also illt1s1n11e this distinction between logical 
and physical organiLation. 

2.4.2 Example: Systems l\lonitoring with Astrolabe 

As our first example, we con�ider Astrolabe (Van Renesse et al., 2003), which 
i� a system that can support general monitoring of very large distributed systems. 
In the context of self-managing systems, Astrolabe is to be positi.oned as a general 
tool for observing systems behavior. Its output can be used to feed into an analysis 
component for deciding on corrective actions. 

Astrolabe organizes a large collection of hosts into a hierarchy of zones. The 
lowest-level zones consist of just a single host. which are subsequently grouped 
into zones of incrensing size. The top-level zone covers all hosts. Every host runs 
an Astrolabe process, called an agent, that collects information on the zones fo 
\\'hich that host is contained. The agent also communicates with other agents with 
the aim Lo spread zone information across the entire system. 

Each host maintains a set of mrribwes for collecting local information. For 
example, a host may keep track of specific files i t  stores. its resource usage, and 

Netflix, Inc. - Ex. 1007, Page 000041



62 ARCHITECTURES CHAP. 2 
so on. Only the atlributes as maintained directly by hosts. that is. at the lowest level of the hierarchy are writable. Each zone can also ha,·e a collection of ami­butes. but the l'alues of these anributes are co111pwed from the value� of lower le\'el zones. Consider the following simple example sholl'n in Fig. 2- 1 7  with three hosts, 
A.  8. and C grouped into a zone. fach machine keeps track or its LP address. CPU load. available free memory, and the number of acth·e processes. Each of these attributes can be directly written using local information from each hosr. At the zone level. only aggregated information can be collected. such as the average CPU load. or the average number of acti l'e processes. 

Machine B 

load mam procs 
0.03 080 43 

005 0. 50 20 

0. 10 0.35 

Figure 2-17. Dat.t ,· ull�(tion am.l inf.>rmmion .tggrcga1ion in A,1rol,tlx. 

Fig. 2 - 1 7  shows how the information a� gathered by each machine can be viewed as a record in a database. and Lbat these records jointly form a relation (tuble). This representmion is done on purpose: it is the way that Astrolabe views all the collec1ed data. However, per zone information can only be computed from 1he basic records as maintained by hosts. Aggregated information is obtained by programmable aggregation funcrions, \\'hich are l'ery similar to functions available in the relational database language SQL. For example. assuming thnt Lhe hosl information from Fig. 2-17 is main­tuined in a local table called hos1i1,Jo. we could collect 1he average number of processes for the zone containing machines A, B, and C. through the simple SQL query 
SELECT AVG(procs) AS avg_procs FROM hostinfo 

Combined with a few enhancement to SQL. it is not hard to ima!!ine that more informative queries can be formulated. -
Queries such as these are continuously evaluated b_r each agent running on each host. Obviously. this is possible only if zone information is propagated to all 
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nodes that comprise A<;trolabe. To this end. an agent running on a host is respon�i­ble for computing parts of the tables of its associated zones. Records for which it holds no computational responsibility are occasionally sent to i t  through a <;imple. yd effective exchange procedure known a� gossiping. Gossiping protocol., will be discussed in detail in Chap . ..J.. Likewise. an agent will pass computed results to nther agents as well. The result of this information exchange is that e,·enrually. all agents that needed to assist in obtaining some aggregated information will see the �amc result I pro\·ided that no ch,mges occur in the mearnime). 
2.4.3 Example: Differentiating Replication Strategies in Globule 

Ler us no,, cake a look at Globule. a collaboratil'e contenr di-;tribution net ­\\'Ork ( Pien·e and ,·,111 Steen. 2006). Globttle relies on end-u,er ser\'ers being placed in the Jnterner. and that these servers collaborate to optimize performance thrnugh replication of Web pages. To this end, each origin server (i.e .. the sen·er responsible for ham.Hing updates of a ,pecific Web ,i1c). keeps track of acce�s pat­tern, on a per-page basis. Acces� patterns are expre�ed as rem] and ll'rite opera­tions for a page. each operation being timestamped and logged by the origin serwr for that page. In it� �imple�1 form. Globule as,umcs thnt the Internet can be l'iell'ecl as an edge- s erw:r system as we explnined before. In p,inicular, it assumes that requests cun al\\ays be pa,,ed through an appropriate edge ,en· er. as ,hown in Fig. 2-18. Thb simple model allows an origin serl'er 10 see what ll'Ould hm·e happened if it lrnd pl:u:ed a replica on a specific edge ,en·er. On the one hand. placing a replica clo�er to c:lienb ,,ould impro1·e client-pen:eiwd latency. but this will induce traffic be1ween the origin sen·er and that edge ,erver in mder to keep a replica con�istent with 1he original page. 
Origrn server 

Core Internet 

� Enterprise network 

.66�-Client 
Figure 2-18. The edg�-sencr mod�! n,surned b) Globule. 

When an origin server receives a request for a page. i t  records the .IP address from where the request originated. and looks up the ISP or enterprise network 
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associated wirh that request using the ll'/-10/S Internet serl'ice (Deutsch et al.. 
1995), The origin server then looks for the nenrest existing replica server that 
could act as edge server for that cli.:nr. and subsequemly computes the latency to 
that sen·er along with the maximal bandwidth. In its simplest configuration. Glo­
bule assumes that the latency bt!tween the replica server and the requesting u�er 
machine is negligible, and likewise that bandwidth berween the rwo is plentiful. 

. Once enough requests for a page have been collected, the origin server per­
forms a simple "'what-if analysi�_,. Such an analysis boils down to evaluating sev­
eral replication policies. where a policy describes where a specific page is -repli­
cated to, and how that page is kept consistent. Each replication policy incurs a 
cosr that can be expressed as a simple linear function: 

cos/=(\\' I X 111 1 )  + (11·� X 1112) + · · · +(11',, X 111,, ) 

where 111k denotes a performance metric and w1 is the weight indicatino how im­
portant th,:t metric is. Typical performance metrics are the-aggregated delays bc­
tll'een a clie111 and a replica server when returning copies of Web pages, the total 
con�umed bandwidth between the origin sen·er and a replica server for keeping a 
replica consistent. and the nllmber of stale copies that are (al lowed to be) returned 
ro a cliem (Pierre et al.. 2002). 

For example. assume that the typical delay bet\\'een the time a clie111 C issues 
a_ request and when that page is retllmed from the best replica ser\'er is de ms. 
i\ote that 11 hnt the be�, replica ,enw is. is determined by a replication policy. Let 
1111 d�n?te the .iggregated delay Ol'er a gil'en time period. that is, 111 1 = r de . If 
the ong1n sen· er wants 10 optimize client-perceil·ed latency. it ,, ill choose a rela­
tively high 1·alue for w 1 . A� a consequence, only those policies that aclllalh· 
minimize ,,, 1 ll'ill show to ha,·e rclati,·ely lo\\' costs. 

. In GlobL1le. an origin serl'er regularly evaluates n few tens of replication pol-
1�e� us(ng a trace-clril'en simulation. for each Web page sepnrately. From these 
s1111ula11ons. a best policy is selected and subsequently enforced. This may imply 
that �ew rep!1cas are �nstnll�d at different edge servers, or that a different way of 
keepmg replicas cons1ste111 1, cho�en. The collecting of traces, the evaluation of 
replication policies. and the enforcement of a �elected policy is  all done automati­
cally. 

. .  There are a number of �ubtle issue� that need to be dealt with. For one thing. 
11 1s �111clenr 110w many requests need to be collected before an evaluation of the 
cutTent policy can take place. To explain, suppose that at time T- the ori2in server 
selects po�icy JJ for the next period llntil T,+I · This selection tak�s place� based on 
a �enes o l  past requests that were issued between 7;_1 and T;. Of course. in hind­
sight at time T;TI . the server may come to the conclusion that it should hal'e 
�elected policy Ji" gi,·en the actual requests that were issued between T: and T. 
If Ji' is ? ifferent from p. then the selection of p at T; was wrong. 

' •+I 

. As H _turns out. the perce111age of\\ rong predic1ions is dependent on the length 
of the senes of requests (called the trnce length) that are used to predict and select 
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Error in pred1c11on 

Trace length used for selecting next policy -

a next policy. This dependency b sketched in Fig. 2-19. What is ,een i� that the 
error in predicting the best policy goes up if the trace is not long enough. This is 
easily explained by the fact that we need enough requests 10 do a proper evalua­
tion. However. the error illso increases if we use too man)' requests. The reason 
for this is that a very long trace length capture� so many changes in acce.,s pat­
terns that predicting the best policy to folio\\' becomes difficult. if not impos�ible. 
This phenomenon is well known and is analogous tO trying to predict the \\'Cather 
for tomorrow by looking at what happened dtiring the immediately preceding JOO 
years. A much better prediction can be made b)' just looking only m ihe recent 
past. 

Finding the optimal trace length can be done automatically a, well. \Ve leave 
it as an exercise to sketch a solution to this problem. 

2.4.4 Example: Automatic Component Repair i\lanagement in Jade 

When maintaining clusters of computers. each running �ophisticated server�. 
ii becomes important to alleviate management problems. One approach that can 
be applied 10 servers that are built using a component-based approach. is to detect 
component failures and have them au10111atically repl.1ced. The Jade system fol­
lows this approach (Bouchenak et al.. 2005). We dc�cribe it brielly in this sec­
tion. 

Jade is built on the Fractal component model, a Java implementation of a 
framework that allows componem� ro be added and remol'ed at runtime (Bruneton 
et al., 2004). A componem in Fractal can ha\·e rwo types of imerfaces. A serrer 
interface is used to call methods that are implemented by that component. A cli­
ent i n terface is used by a component to call other components. Components are 
connected 10 each other by binding interfaces. For example, a client interface of 
component CI can be bound 10 the server in terface of component C 2. A primitive 
binding means that a call t0 a client interface directly leads 10 calling the bounckd 
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�erver interface. In 1he case of compo�ite binding. 1he call may procecc.l through 
one or more other components. for example. because the client and server inter­
race die.I not match and some kind of ronversion is needed. Another re:1,011 may be 
that the connected c:ompone1w, lie on different machines. 

Jade uses the notion of a repair management domain. Such a domain con­
sist� of a number of node�. where each node repre,enb a sern!r along with the 
components that are executed by that server. There is :1 separate node munager 
which is responsible for adding and removing nodes from the clomuin. The node 
manager may be replica1ed for assuring high availnbility. 

Each node b equipped with failure detectors. ll'hich monitor the heallh or a 
node or one of ib componenb nnd repon any failure� to the node manager. Typi­
cally. the�e detectors consider exceptional change� in 1he �talc: of component. the 
usage of resource�. anu the act uni failure of a l'omponem. Note thnt the latter ma) 
actually mean thut ,1 m:1chine ha\ crashed. 

When a failure ha� been de1ec1cd. a repair procedure is �tarted. Such a prot·e­
dure is driYen by a repair policy. partly execu1ed b) the node manager. Polkies 
are �lated explicitly and are carried out depending on the detected failure. For e.x­
ample. �uppo,e n node failure h::t\ been dctec1ed. In tliat c:he. the rep.ii ,· polit·y 
may pre,crib..: that the following steps are to be carried out: 

I .  Terminate every binding bet11·ee11 a comp1l11en1 on a nonf,llllty node. 
and a component on the node that just f'ailt"d. 

2. Reque�t the node manager to �tart and acid a 11.:11· node to the domain. 

3. Conf'igure the new node ll'ith exa<:tly the same cumponents w, tho,e 
on the crashed node. 

..i. Re -e�tablbh all the bindings that were predously terminated. 

111 1hi, example. the repair policy b simple anc.l 11 i l l  only work when no cru­
cial data has been lost ( the cra�hed components are said t0 b.: stateless). 

The approach followed by Jade i� nn example or self-ni:tnagemcnt: upon the 
detcclion or a failure. a repair policy is autommically executed to bring the system 
as a whole i1110 a �tare in which it was before the crash. Being a component-based 
�y�tem. this automatic repair requires specific suppon to allow components to be 
addecl and remol'ed at rnntime. In general, turning legacy application� imo self­
managing system� i not possible. 

2.5 SUMMARY 

Distributed sy�tems can be organized in many differcnt ll'ays. We can make a 
distinction between software architectLLre and system architecture. The lauer con­
siders where the cornponen1s that constilllte a distributed sysrem are placed ncross 
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the 1·ariou� ma<:hines. The former i.-, more concerned about the logical organiza­
tion of the software: how do component) interact, it \\'hat 11:ays can they be struc­
tllred. ho\\' cnn they be made independent. and so on. 

A kev idea ,,hen ralkin2 nbmtt architectures is archi1ectural s1yh:. A style 
rctkcts tl�c basic principle !l;at is followed in organizing the interaction betll'een 
the sof\11 are components comprising a distributed system. Important style) 
inclL1de layering, object orientation. el'ent oriermuion, and data-space orientation. 

There ure 111.111y different organization� of di�tributed systems. An irnporrnnr 
da-,, i� where machine, are dil'idecl into clielll) and servers. A client send, a re­
que.-t 10 a server. \\'ho will 1hen produce a resull 1hat is returned to the client. The 
cliem-�en·er architecture rellects the traditional way of modtrlarizing soft11·nre in 
11•hich a module cnlb the functions a1·ailable in another mod uh:. By placing di f­
ferent component� on di!Terc:nt machines. 11 e obtain a nawr:il phy,ic,11 distribution 
or functions acros� a collec1ion or machines. 

Clien t-server architectures are ol'tcn highly cemrnliLed. In decentralized an:hi­
tecture� \\'e often see an equal role played by the proce�se� that constilllte a di�­
tributed system. also known as reer-to-peer sy�1e111s. In peer-to-peer system�. th.: 
processe\ urc: organiz.:d into a11 01·el'lay net11·ork. which is n logical networl.. in 
11 h ich el'ery proce,!,s has a local list or other peer, that it can co111111unicate with. 
The overlay 1:1et\\'Orl.. can be stnrcrurcd. i11 which case deterministic schemes c.:an 
be deployed for routing 111es,ages between processes. In unstrucwred 111:twork�. 
the list or peers i� more or kss rnndom. implying th,u search algorithm� 11eed 10 be 
deployed for locating data or other prm:e��e:.. 

A� nn alternati1·e. self-managing dis1ribu1ed ,yMem� IH11·e been developed. 
TI1e\e sy�tems. to an extent. merge idea� rrom sy)te111 and �oftware arc.:hitectures. 
Sclf-mnnaging sy�tems can he gc:nerall) organized as feedback-control loops. 
Stich loops contain a monit0ring component by 1he behal'ior or the dis1ributed sys­
tem i� measured, an analysis component to see whether anything needs to be 
adjusted. and a collection of various instruments for changing the beha1 ior. 
Feedback-control loops can be integrated into distributed systems at numerou� 
places. Much research is �till needed before a common understanding how such 
loop� such be del'eloped ancl cleployedis reached. 

PROBLEMS 

I. If a client and a server arc plac,:d far apart. we may see net work latency dominating 
overall performance. How can we tackle this problem'? 

2. What is a three-tiered cliem-5en·cr 11rchi1ern1r�? 
3. What i� the differenc.:e between a 1erti..:al distribution and a horizontal di,11ibu1ion'! 
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4. Consiuer a chain of proci::sses P 1 . P� . .... P. implementing a muhi1iered clicnt-ser\'er 
architecture. Process P; is client of process P,+I • and P, will return a rep()' 10 P;_, onl) 
after rccei\'ing a reply from P1 .. 1• What are the main problems "ith this organiz:11ion 
when taking a look at the request -ri::ply perforn1ancc at process P 1? 

5. In a structured o,·erlay network. mes�nges are routed according to the topoloin of the 
overlay. What is an important disad\'antage of this approach? 

6. Consider the CAN network from Fig. 2-8. How would you route a mes�age from the 
node with coordinates (0.2.0.3) lO the one with coordinates (0.9.0.6)? 

7. Con�idering that a node in CAN know� the coordin:ue, of ih immediate neighbors, :1 
reasonable routing policy would be to forward a message 10 the closest node toward 
the destinmion. I-low good is this policy? 

8. Consider an un�tructured overlay networl.. in which each node r:tnt!omlr choo,c, c 
neighbor.'\. H P  nnu Q are both neighbors of R, what i, the probability that they ore 
also m:ighbors of each other'! 

9. Consider again an uns1ructured o\'erla) network in which e,..:ry node randomly 
chooses c neighbor�. To �earch for a tile, a node tloo<l, a requ1:s1 to it5 neighbors and 
rcques15 tho,e to llood the request once more. I-low many node� \\'ill be reached? 

J 0. Not every node in a peer- t o -peer network should become �uperpeer. What ore reason­
able requirements that a �uperpeer shoul<.I meet? 

L l. Considc:r a BitTorrent system in "hich each node has an outgoing link "ith a 
banuwidth capacity B.,111 and 1111 incoming link with bandwidth capacity B,,, . Some of 
these nodes (called seeds) ,·oluntaril) offer files to be downloaded by others. \\'hat i� 
1he maximum download capacity of a BitTorrent client if we o,\ume that it can con­
met at 1110�1 one seed nt o 1ime ·1 

l 2. Give a com pd ling (tt!chnical) argument wh> the tit-for-rnt policy as used in BitTorrcnt 
is far from optimal for tile sharing in the Internet. 

13. We g,n·e two examples of using interceptors in adaptive miudleware. \Vhnt other ex­
amples come to mind? 

14. To what e.�tent are interceptors dependent on the middlewnre where they arc 
deployed? 

15. Modern cars nre stuffed with electronic devices. Give some examples or feedback 
control systems in cars. 

16. Gi,·e an example of a self-managing system in which the analysis component is com­
pletely <lis1ributed or even hidden. 

17. Sketch a solution to automatically de1ern1ine the best trace length for predicting repli­
cation policies in Globule. 

18. (Lab assignment) Using existing software, design and implement a BitTorrent-based 
system for distributing files to many clients from a single, powerful server. Mauers are 
simplified by usin� a standard Web server that can operate ns tracker. 

3 

PROCESSES 

f n  this chapter. we  take a closer look a t  how the different types of processe� 
play a crucial role in distributed systems. The concept or a proce�s originates from 
the rield of operating systems \\'here it is generally defined as a program in execu­
tion. From an operating-system perspccti,·e. the management and scheduling. of 
proce�se� are perhap� the most important issues to deal with. Ho\\'ever. when it 
comes to distributed systems. oLher issues wrn out 10 be equally or more impor­
tant. 

For example, 10 efficiently organize client-server systems, it b often con­
venient to make use of muhithreat!ing technique:;. As we discuss in the first sec-
1ion. a main contribution of threads in  distributed systems is that they allow client, 
and servers to be constructed such that communication and local processing can 
O\'erlap. resulting in a high level of perfom1ance. 

ln recent years, the concept of virtualization has gained popularity. Virtualiza­
tion allows an application, and possibly also its complete environment including 
the operating system. to run concu1Tently with other applications, but highly in­
dependent of the underlying hardware and platforms, leading to a high degree of 
portability. Moreover. vinualization helps in isolnting failures caused by errors or 
security problems. It is an importa!ll concept for distributed systems, and we pay 
attention to it in a separate section. 

As we: arg11ed in  Chap. 2, client-server organizations are important in distrib­
uted systems. In this chapter, we take a closer look at typical organizations of both 
clients ancl servers. We also pay attention to general design issues for servers. 
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An important issue. especially i n  11 ide-area di,tribmed sy:,te1m. is mol'ing 
processes between differem machines. Proces� migration Clr more specifically. 
code migration. can help in nchiel'ing scnlability. but can also help tC> ti) namically 
configure clients and servers. Whal i� acwall) mennt by code migration and what 
its implications are is nho discus,ed i n  thi� chapter. 

3.1 THREADS 

Although processes form a building bloc!-. in di,tributetl :,y�tems. practice 
indicates that the granularity of proce:,:,e:,, as prOl'ided by the operating :,ystems on 
which di:,tributed systems are built b not �ufficient. Instead. it turns out thm ha1·­
ing a finer grunularity in the form of multiple threads of comrol per proce,� make, 
i t  much easier to build distribwed applications and w auain better pe1form:ince. In 
this section. we take a closer look nt the role of thread, in diqributetl �y,tems ,md 
explain why they are so imponam. i\lore on thread� ,rnd how they t·an be u�etl to 
build applications can be found in Le11 i� and Berg ( 1998) and Steven< t I 999). 

3.1.l Introduction to Threads 

To understand the role or tlm:nd� in distributed ,yMerm. it i) imponam to 
understand \\'hat a proces� is. and ho\\' proce��e!> and thread-, relate. To execute a 
program. an operating �ystem cremes a number of' \·irtual proce,,ur,. each one fur 
running a different program. To keep track of rhe�e l'irtual processor,. the operat­
ing sy�tem has a process table. conwining entries lO ,tc,re CPU regi:.ter I alue,. 
memory mup�. upen files. accounting information. pril ih::ge,. etc. A process i, 
often defined as a program in execution. that i,, n program that i<; currellll) being 
executed on one of the operating system's l'irtual proces,or,. An important issue 
is that the operating system takes great care to en�ure that indepentlcnt proces,e� 
cannot maliciously or inadvertently affect the 1:orrec1nes, or each other· s behal'­
ior. 111 other ll'ords, the fact that nrnltiple processes mny be concurremly ,haring 
the same CPU and other hardw:irc resource� is made transparent. U,ually. the op­
erating system requires hardware support to enforce this separation. 

This concurrency transparency comes at a relatively high price. For exnmple. 
each time a process is created. the operating S)'Stem must create a complete 
independent address space. Allocation can mean initializing memory ,cgments by. 
for example, zeroing a data segment. copying the associated program imo a text 
segment, and selling up a stack for temporary data. Likewise, ,\\'itching the CPU 
between two processes may be relatively expensive as well. Apart f'rom i.aving the 
CPU comext (which consists of register values, program counter. stack pointer. 
etc.), the operating system will also have to modify 1·egisters of the memory 
management unit (MMU) and invalidate addre!>s translation caches such as in the 
translation lookasicle buffer (TLB). In addition. if the operating sy,tem supports 
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more proce�\CS thun it can simultaneously hold in main memory. ii may have to 
,ll'ap procc,�es between mnin memory and disk before the acwal switch can take 
place. 

Like a process. n thread executes its own piece of code. independently from 
mher thread,. Howe, er. in contrn,t to processe,. no auempt is made to achieve a 
hi!!h de2ree of concurrency trnn,parenC} if thi� would result in performance de­
!!r;datit;,. Therefore. a thread ,ystem generally maintains only the minimum in­
formation 10 ullow a CPU 10 be �hared by se1·eral threads. In particular. a thread 
t·ontcxt ol'ten consists of' nothing more than the CPU context. along with !,Orne 
other information for thread managemem. For example. a thread system may keep 
tn1ck of the !'act that a thread i� curremly blocl-.ed on a mutex rnriable. so as not to 
�eleet it rm execution. Information that is not strictly necessary to manage multi­
ple thread, ii. generally ignored. For this reason. protecting data against inap­
propriate acce!>s by threads within a single process is left entirely to application 
de1eloper,. 

There are t\1·0 important implication., of this approach. Fir�t of all. the perfor-
111ance of a multi threaded application need h,u·dly ever be worse than that of its 
�ingle-threadcd coumerp:1r1. In fact, in many case�. mullithremling lends to u per­
J'ormanc<' uain. Second. becau.,e threads are not automatically protected against 
ead1 mher�the 11n) processe:, are. development of mullithreadecl application re­
quirc, additional imellecwal effort. Proper design and keeping things simple. as 
ti-ual. help a Im. L'nforturnuel) . current practice does not demon�trate. that this 
principle i, equally 11ell understoud. 

Thread Usage in Nondistributed Systems 

Before cli!,cussing the role or threads in distributed systems, let us first consid­
er their usa!!e i n  traditional. nondistributed sy�tems. There are se1 eral benefits lo 
multithread�d procel,ses that hu\·e increased the popularity or using thread sys­
tems. 

The rno�l imponam benefit comes from the fact that in a single-threaded proc­
e�s. whenever a blocking S)'stem call is executed, the process as a whole is 
blocked. To il lustrate. consider an application such as n spreadsheet program. and 
assume that a user continuously and interactil'ely wams lo change values. An im­
portant property of a spreadsheet program is thm it maintains the functional 
dependencies between different cells, often from different spreadsheets. There­
fore. whenever a cell is modified. all dependent cells are automatically updated. 
When a user changes the rnlue in a single cell, such a modification can trigger a 
lnr!!e series of computations. lf there is only a single thread of control, computa­
tio� cannot proceed while the program is waiting for input. Likewise. it is not easy 
to pro\'ide input ll'hile dependencie are being cnlculated. The easy solution is to 
have at lea5t two threacls of comrol: one for handling interaction with the user and 
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one for upda1ing the sprt:adsheet. In the mean time. a third thread could be used 
for backing up 1he spreadsheet to disk while the other two are doing their work. 

Another advantage of mulrithrc:ading is that it becomes possible to exploit 
parallelism when executing the program on a mul tiprocessor system. In that case. 
each thread i.!, assigned to a different CPU while shared data are stored in sharc:d 
main memory. When properly clesignecl, such parallelism can be transparent: the 
process will run equally well on a L111iprocessor system. albeit slower. Multi­
threading for parallelism is becoming increasingly important with the availability 
or relntively cheap multiprocessor workstations. Such computer systems are typi­
cally used for running servers in client-server applications. 

Mulcithreaclin!! i� also useful in the context or large applications. Such appli­
cations are often developed as a collection of cooperating programs, each to be 
executed by a separate process. This approach is typical for a UNIX en,·ironmenl. 
Cooperation be1ween programs is implemented by means of interprocess commu­
nication ( IPC) mechilnisms. For UNIX systems. these mechanisms typically in­
clude (named) pipes, message queues. and shared memory segments [see also 
Stevenh and Rago (2005)]. The major drawback of nil IPC mechanisms is thot 
communication often requires extensive conrext switching. shown at three dif­
ferent points in Fig. 3 - 1 .  

S 1 :  Switch from user space 
10 kernel space 

Process A Process B 

S3: SwiIch lrom kernel 
space 10 user space 

Operating syslem 

S2: Switch context from 
process A to process B 

Figure 3- l. Conle�1 swi1ehing as 1hc resuh of I PC. 

Becm,se !PC requires kernel intervention, a process will generally first have 
to switch rrom user mode to kemel mode. shown as S I  in Fig. 3-1. This requires 
changing the memory map in the MMU, as well as [lushing the TLB. Within the 
kernel, a process context switch takes place (S2 in the figure). after which the 
other party can be activated by switching from kernel mode to user mode again 
(S 3 in Fig. 3-1 ). The latter switch again requires changing the MMU map aud 
tlushin!! the TLB. 

lns;ea.d of using processes. an application can also be constructed such that dif ­
ferent parts are executed by separate threads. Communication between those pans 
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is entirely dealt with by Ll!>ing shared data. Threat.I switching can sometimes be 
done entirely in user space, although in other implementations. the kernel is aware 
of threads and schedules 1hem. The effect can bl! a dramatic improvement in per­
fonnance. 

Finally. there is abo n pure software engineering reason lo use threads: many 
applications are simply emier to strucwre as a collection of cooperating threads. 
Think of applications that need to perform several (more: or less independent) 
tasks. For example. in the case of a won.J processor. separate threads can be used 
for handling user input, spelling and grammnr checking. document layout. index 
generation. etc. 

Thread lmplementalion 

Threads :ire often pro1·ided ii, the form of a thread packttge. Such a package 
contains operations to create and destroy threads as well as operations on syn­
chronization variables such ns mutexes and condition variable�. There are basi­
cal.ly two approaches to implement a thread package:. The fast approach is to con­
su·uct a thrt:ad library that is executed entirt:ly in user mode. The second approach 
is Lo have the kernel be aware or threads and schedule them. 

A user-level thread librnry has a number of advantages. First. it is cheap to 
create: and destroy threads. Because all thread administration is kept in the user's 
address �pace. the price of creating a thread is primari ly determined by the cost 
for allocating memory to set up n thread stack. Analogously. tlestroying a thread 
mainly involl'c:s freeing memory for tht: stack. which b 110 longer used. Both oper­
ations are cheap. 

A second advantage of user-level threads is that switching thread c.:omc:<t can 
often be done in just a few in�tructions. Basically. only the values of the CPU reg­
isters need to be stored and subsequently reloaded with the previously stored 
val.ues of the thread to which it is being switched. There is no need to ch:mge 
memory maps, flush the TLB, do CPU accounting, and so on. Switching thread 
context is done when two threads need to synchronize, for example, when emer­
ing a section of slrnred darn. 

However. a major drawback of user-level threads is that invocation of a 
blocking system call will immediately block the entire process to which the thread 
belong5, and thus also al I the other threads in that process. As we explained, 
threads are particularly useful to structure large applications into pans that could 
be logically executed at tbe same time. ln that case, blocking on 1/0 shoulu not 
prevent other parts to be executed in the meantime. For such applications, user­
level threads are of no help. 

These problems can be mostly circumvented by implememing threads in the 
operating system's kernel. Unforll!nately, there is a high price to pay: every thread 
operation (creation, deletion, synchronization, ere.), will have to be carried out by 
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rhe kernel. requiring n system call. Switching thre:id contexts may now become as expensi\'e as switching proces� contexb. A� a re�ull. most of the performance benefit� of using threads instead of proces�es then disappears. A solution lies in a hybrid form of user-level and kernel-level threads. gener­ally referred to a� lightweight processes CL \\'P). An LWP runs in  the context of a single (hea,·y-weight) process. and there c.111 be several LWPs per proce��- In adldition ro ha\'ing LWPs. a sy,tem also offers a user-level thread package, offer ­ing applications the usual operation\ for creating and destroying threa<fa. In addi­tion. the package prol'ides facilitil!� for thread synchl'Oniauion. such as mutexe� :md condition rnriables. The important issue is that the thread package is imple­mented entirely in user sp.ice. In other word�. all operations on threads an: catTiec.1 0111 without imen ention of the 1-.ernel. 

O�, spae, 

{ i 'Jb 8 

Kernel space { [] 
P 

LWP executing a thread 

Thread 

Lightweight process 

Figun· 3-2. Cnmhining k�rn,1- k,d liglm,dgh1 pr ,,,:�»�> :111J u,�r-k,d lhr�;id,. 

The thread pai:knge cnn be shared by multiple LWPs. as shown i11 Fig. 3-'.1. Thi� means that each LWP can be running it� own (u�er-level) thread. Multi-1hreac.led applications nre i:onwucted by creating threads. and :,ubsequently as­signing each thread to an L\VP. Assi_gning a thread roan LWP is normally impli­cit and hidden from the programmer. The combination of (user-level) threacJ,; and LWPs works as follows. The thread package has a single routine to schedule lhe next thread. When creating an LWP (which is clone by means of a sy�tem call). the LWP is given its own stack. and i)> in�tructecl to execute the �theduling routine in search of a thread to execute. 
Ir there are severnl L WP:.. then each of 1hem executes the �chec.luler. The thread table, which is used to keep track of the current set of threads. i s  thus shared by the LWPs. Protecting this table to guarantee mutually exclu.-:ive access is done by means of mutexes that are implemented entirely in user space. [n other words, synchronization between LvVPs docs 1101 require any kernel support. When an LWP finds a ninnable thread. it switches context 10 thm thread. Meanwhile, other L WPs may be looking for other runnable threads as well. I f  a 
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1hread need, lo block on a mutcx or condition v .iriable. it tloe� the necessarv admini�tration and e,·emually i:all� the sc:hccluling routine. When another runnabl� thread has been found. a context S\\'itch is made lO that thread. The beamy of nil this is that the L WP executing the thread need not be infonnec.l: th,:: context switch i, imple memecl completely in U\Cr spai:e anc.1 appears 10 the LWP as normal pro­gram code. Now let us see \\'hat happen� when a thread does a bloi:l..in� S\'�tem call. 111 1ha1 ca)>e. exennion changes frnm 11�er motk to kernel nlC\de. but -�tiil continues in the cont.:Xl of the currelll LWP. At lhe point 11hcre the current L\\'P can 110 !0111ge 1· continue. the operating ,ystem may decide to �\\'itch con1e,r to another L WP. ,1 hid1 also implies th:ir a conh:Xl swi t\:h is made back to user mode. Th.: sdccted L \\'P \\'Lil simply cominue ,,·here it had previously left llff. There are se1·ernl ,tdvm11age\ w using L WP, i11 rnmbination ,1 ith a user-le, el thre:id package. First. creating. destroying. and synchronizing threads is relati,·cl) che.ip :ind involves no kernel in1ervention at all. Sernnd. pro, ided 1hat a proce�s has enough LWP�. a blocking sy�tem call \\'ill not suspend the e1:1irc process. Third. there b no need for an application to know about the L \VP,. All i t  ,ees arc ther-le\'el thread,. Fourth. LWP� can be ea,ily u,ed in multiproce,sing e11vi 1 ·on-111e11h. by executing diff<?rent LWP!. on dillerem CPUs. Thb multi prOl.:essing can be hidden entirely from the application. The only drawback or lightweight proc­e"e\ in combination with uscr-kvel thrcac.1,; is th:11 we still need 10 cri:!ate and de\­lni) L \VP,. which b ju�t as e.wen,i,e w,. with ken1i:!l-le,·el rhread,. Howe,·cr . .:rca1ing and de,1roying L WP� neec.J� to be: clone only oi:c:hionnll) . and i., often full� controlled b) the operating sy�tcm. An ulternath·e. but �imilar .ipproach 10 lightweight processes. is to make use of scheduler activations ( Anderson et al., 1991 ). The most es,eminl differe111ce between scheduler acth·a1io11� and LWP� is  that when a thread blocks on a sy�tem i:all. the kernel does an upca/1 to the thread package. effectively calling the ,chedulc:r routine to �ele\:l the next runnable thread. The same procedure is re­peated \\'hen n threat! is unblocl..ed. The advanwge of this apprnach b that it sa\'e� mnnngemem or L WPs by the kernel. However. the use of t1pcalls is considered le,s elegant. as it violates the �tructure of layered systems. in which calls only to rhc next lower-le,el layer are permiued. 
3.1.2 Threads in Distributed Systems 

An important property of tlm:ads is 1hat they can provide a conveniem means of allowing blocking sy,tem calls wi1hout blocking the entire process in  \\'hich 1he thread is running. This property makes threads particularly attractive to use in dis­tributed system� as it makes it much easier to express communication in the form of rnaimaining multiple logicnl connections at 1he same time. We illu�lrate this point by raking a closer look at mullilhreadecl clients and servers. respectively. 
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Multithreadecl Clients 

To establbh a high degree of dbtribmion transparency, distributed �ystems 
thm operate in wide-area net\\"orb may m�ed Lo conceal long interprocess mes­
sage propagation times. The round-trip delay in a ll"ide-area network can easily be 
in the order or hundreds of milliseconds. or scHnetimes even seconds. 

The usual way to hide commtmication latencies is to initiate communication 
and immediately proceed ll"ith something t'lse. A typical e.\amplc wheL"e this hap· 
pens is in \Veh browsers. In m an}' cases. a Web document consists of an HT/vIL 
fik containing plain t.:-xt along with a collection of images, icons, .:-1c. To fetch 
euch element of a Web document. the browser h:.1� to se1 up a TCP/IP connection. 
read the incoming data. and pass it 10 a display component. Seuing up a connec­
tion as \\"el l  a� reading incoming daia are inherently blocking operations. When 
dealing with long-haul communication. we also have the disadvantage that the 
time for each opernrio11 10 complete may be relati,·ely long. 

A Web bro\\'ser often start,, with fetching the HTML page and subsequently 
displays it. To hide communication latencies as much as po�sible. �ome browser� 
�tart dbplayin� claw while it is still coming in. While the text is made a,·ailable ro 
the user. including the facilities for scrolling and such. the brow�er continue� with 
fetching other fik� that make up the page. such as the images. The latter are dis­
played as they are brought in. The user need thus not \\'ait unril all the components 
or the entire page are fetched before 1he page is made available. 

In effect. it b �cen th:H 1he Web brows.:r i� doing a number of t:.isks simul­
taneou�ly. A� it turn� out. developing the browser as a multi1hreadecl client simpli­
fies matter� con�idernbl). As soon as the main HTML file has been fercheJ. sepa­
rate threads ca1 be ac1ivated to take c,ire or fetching the other parts. Each thread 
sets up a �eparate connection ro the ser\'er and pulls in the data. Sc:tting up a con­
nection and reading darn from the server can be programmed using the standard 
(blocking) system c:alls. assuming that a blocking call does not suspend 1he entire 
process. As is also il lL1strated i11 Stevens ( 1998), 1he code for each 1hread is the 
same and, above all. simple. Meanwhile, the user notices only delays in the dis­
play of images and such. but c,111 otherwise browse through the document. 

There is another important benefit to using multithreaded Web browsers in 
which several co1111cc1ions can be opened simultaneously. In the previous ex 
ample, several connections were set up to the same server. If that server is heavily 
loaded. or just plain ,low. no real performance improveme111s will be noticed 
compared to pulling in the files 1hat make up the page strictly one after the other. 

However, in many cases. Web servers have been replicated across multiple 
machines. where each server provides exactly the same set of Web documents. 
The replicated servers are located ,11 the same si1e. and are known under the same 
name. When a request for a Web page comes in, the request is forwarded to one 
of the servers. often using a round-robin strategy or some other load-balancing 
technique (Katzet al.. I 994 ). When using a multithreaded client, connec:tions may 
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be set up to cliffereat replicas. allowing data 10 be transt'e1Ted in par:illel. effec­
th·ely esiablishing that the entire Web doct1ment is fully displayed in a much 
shorter time than with a nonreplicated server. This approach is possible only if the 
client can handle tmly parallel streams of incoming data. Threads are ideal for this 
purpose. 

�Jultithrended Servers 

Although there are important benefits to multithreaded clients. as we ha,· .:­
seen. the main u�e o f  multithreading in di stri buted systems is found at the server 
�ide. Practice shows thm multithreading not only simplifies server code con�icl­
erably, but abo makes it much easier to develop servers 1ha1 exploit parallelism to 
,utain high performance. e\'en on uniproce�sor systems. However. now 1hat mul1i­
proces�o1· computers ari:: widely available as general-purpose \\'Orksrations, multi­
threading for parallelism is even more useful. 

To understnnd the benefits of threads for writing ,en·er code. consider the 
organization or a file server that occasionally ha� to-block waiting l'or lht: disk. 
The file server normally waits for nn incoming reque�t for a file operation . .  �ubse­
qucntly carries out the request. and then sends back the reply. One possible, nnd 
particularly popular organization is shown in Fig. 3-3. Here one thread. the 
dispatcher. reads incoming requests for a file operation. The requests a1·e sent by 
clients to a well-known end point for thi� �erver. Aflc:r c:«1mining the ref]uest. the 
�U\'Cr choose� an i d le  ( i .e .. blocked) worker thread and hancb it the reque�t. 

D1spalcher thread 

Request coming in 
from the network --t - 1--1 

Requesl dispatched 
to a worker thread 

I 

Operati ng system 

Server 

Worker lhread 

Figur� 3-3. A mul1i1hreaded sen er orgJnized in n di<pmcher/worker mmlel. 

The worker proceeds by performing a blocking read on the local file system. 
which may cause the thread to be su�pended until the data are fetched from disk. 
If 1he thread is suspended, another thread is selected to be execlltecl. For example, 
the dispatcher may be selected to acquire more work. Alternatively. another 
worker thread can be selected that is now ready to run. 
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Noll" consider how the file server mi!!hl hrwe been 11Ti11cn in the absence of 

threach. One po,,ibili1y b 10 ha1·e it op.:r;,e ;b a single 1hread. The main loop or 
the lilc serl'er geb a requ.:sl. e.\amines it. ,md <.:arrie, ii out to comple1 ion b<!l't1re 
gelling the next one. While waiting for the disk. the sen·er is idle and does not 
process any other r<!quests. Consequently, requests from other cliems cannot be 
handled. In addition. if th.: file server is running on a dedicated machine, a, is 
<.:0111monly the <.:::t,e. the CPU i-. simply idle while the lile �en·er is ll"aiting for the 
dbl,.. The net re,1!11 is that many fe11er requesb/,ec can be processed. Thth 
threads gain considerable performance. but each thread i, programmed sequen­
tially, in the u,ual \\'ay. 

So far \\'e ha1·e seen 111·0 possible dc,ign,: a muhithr.:aded file ,er,·er .incl a 
single-threaded tile serYer. Suppose that 1hreads are nm :ll'ailable but the sy,1cm 
designers find the performance loss due 10 single threading unac<.:eptable. A third 
possibility is to run the server ns a big finite-stare machine. When a nx1ucs1 corn..:s 
in. the one and only thread examines it. II' it can be �ati,fied from lhc cache. fine. 
but if 1101. a me\,a!!e mu,1 be �em to the dbk. 

llowever. inst;ad of blocl,.in!!. it record, the �tale of the t:urrent reque,t tn a 
table and then goes and gets the ;ext 111..:ssage. The nc.,t message ma,· either be a 
reqllC\l for new work or a reply from the di,k about a prc>l'ious operation. II' it is 
ne\\' work. that work i, \larted. If it is a reply from 1he di\k. 1hc relernnt informa­
tion 1, fetched from the tabk and 1he repl� proces,ed and !>Ub!,equentl) ,em to the 
client. In 1hb ,cheme. the serl'er 11 ill ha,·c to m.ike u,e of nonblocking call, to 
send and receive. 

In 1hb design. the "�cquen1ia l  pro;.;c,s" model 1hat we had in th.: fiN l\10 
case, i, lost. The �Late of 1he computation mu�t be expliciil) sa\ed and restored in 
the table for e\ery message �ent and recein!d. In effc<.:t. 11e are �imulating thread, 
and their stack, the hard way. The process is being operated a, a linite-st.ite ma­
chine that gcb .in Cl'ent and 1hen reacts lo it. depending 011 what is in it. 

Model Characteristics 
I 
1--
i 

T_h ___ r
..:
e
..:..
a-'-ds'-- ----- -+--P_ar_a_lle_l_ls_m

...c
,_b_lo_c_k_ln

-=
g_s.;.y_st_e_m_c_a_lls_,, 

Single-threaded process No parallelism, blocking system calls 
Finite-state machine Parallelism, nonblocking system calls 

figure 3--1. Three \\U)> lo cons1n1,1 n ,cner. 

It should 110\1 be clear 1, hat threads hal'e IO offer. They make i I possible to 
retain the idea of sequential processes that make blocking system culls (e.g .. an 
RPC 10 talk to the disk) and still achieve parallelism. Blocking system calls ma"e 
programming easier and parallelism imprO\ es performance. The ,ingle-thre.ided 
sen·cr retains the ease and �implicity of blocking S) ,1em calls. but gil·es up �ome 
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a111oun1 of perl'ornrnnce. The fini 1e-�tate nwchinc npproad1 achiel'e� hioh perfur. 
mancc through parnllcli,m. but uses nonblod,ing call-. 1hu, is hard 1/ pro!!rarn. 
The\c modeb arc ,ummarized in Fig. 3--1. 

3.2 VIRTUALIZATION 

. Threa�_s and proce�se!> can be �een a, a 11 a� 10 do more thing, at the sam.: 
11me. In elfect. the) allo11 u, build (piece, uf) programs that appear to be e.,ecu1ed 
s1 11nd1aneolhiy. O11 a single-prnces�or computer. 1his ,imultaneou, execution is. 
o_f course. an il ilh1011. As there i, only a ,ingle CPU. only an ins1ruc1ion from a 
�mgle tlm:ad or proces� will be e,ecu1ed at a time. 8) rapidly switchin2 h<!iween 
thread, and prm:e�,e�. the illusion of parallefom is crented. y 

Thb separation between hm i11g a single CPU and being able to pretend there 
are more can be e.,tc.:11cJed to other resource, a� ll'ell. leading to 11hat i, 1,.1101111 a, 
resource d�·tualization. !hb I irtualizmion has been appli�d for man) dc<.:ade,. 
but hth rece11·ed rene11 ed 1111eres1 th (distributed) computer �\�tems h:11e become 
more' _rnmmonplace and complc.x. leading 10 the situation 1i1m application \Ofl­
w�re 1s �nostly nh1·ay, outli1 ing its underlying ,ys1em., software anti hard1\are. In 
1h1s section. ll'e pay some attention 10 the role of 1·irtualin11ion and di-.cuss how ii 
can be realized. 
3.2.J The Role of Virtualization in Distributed Systems 

. In pr?ctice. e1c�r) (di,tribu1ed) <.:omputer sys1em offer\ a programming inter­
lace to _h_1gher_ le1·cl soft_war�. a, ,hown in Fig. 3-3(a). There are man) different 
type, ol 1nterta':'e,. ra_ng111g_ lr�m the bosic instruc1ion set th offered by a CPU to 
the va�t collecuon ol appllcauon programming interfaces thm arl! ,hipped wi th 
�1an) Cl1rrent 1111ddlcware systems. In  its es�ern:e. virtualilation deals 11 ith extend­
mg or replacing .in c.xi\ling interfo<.:e so a, to mimic the behm·ior of another svs­
tem: a\_ hown in Fig. 3-5(b). We 11 ill come to d iscus� technical dctaib on ,:ir­
r_uall

':
at1?11 shortly, but let us first concentrn1c on why virtualization is imponant 

lor d1stnbuted system'>. 
One of the most imponant reasons for introducing I irtualiLation in the J 970s. 

was to allo,1 legac) softll'are to run on expensil·e mainframe hardware. The soft­
ware not only included various applications. but in foc.:t also 1hi;: operatin!! systems 
they were developed '.or. Th is approach towa1·t1 supporting legacy sof�ware has 
been succe:,sfully app�1ed on the 18�1 370 mainframes (and 1heir succe,sors) ihat 
offered a vinual machrne to 1\ hich different operating systems had been ported. 

As ha_rthv
'.
1re became cheaper. computer� became more powerful, and the 

number ol � 1flerent operating system nnvors wns reducing. virtualization becnme 
less of an 1�sue. Ho\\'cvcr. matters have changed again since the late 1990s for 
,el'eral reasons. which ire wil l  now discuss. 
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Program 

Interface A 

Hardware/software system A 

(a) 

PROCESSES 

Program 

Interface A 
Implementation of 
mimicking A on B 

CHAP. 3 

Interlace B 

Hardware/software system B 

(b) 

Figure J-5. 1 JI General organization bcl\\ een o progrnm. inlerfoce. and S) ,1ern. 
tbl General organization of 1·irwali1ing sy,1em A on top of sy,1em B. 

First. while hardware and low-le\'el systems software change reasonably fast. 
software m higher le1·els of ab·tmi.:tion (e.g .. micldleware and applications). are 
much more stable. ln  other words. we are facing the situation that legacy sofcware 
canno1 be maintained in the same pace as the platforms it relies on. Yirtualization 
can help here by porting the legacy interfaces to the new platforms and thus im­
medimdy opening lip the l:mer for large classes of existing programs. 

Equally important is the fact thnt networking has bernrm: complete!) per­
vasive. It is hard to imagine that a modern computer is not connected to a net­
work. In practice. this connectivity requires that system administrators maintain a 
larg_e and hecero2eneous collection of server computers. each one running \'Cry 
dltYeren[ applicarions, which can be accessed by clients. At the same time the var­
ious resources should be easily accessible to these applications. Vinualizacion can 
help a lot: the diversity of platforms and machines can be: reduced by essentially 
letting each application run on its O\\'n virtual machine, possibly including the 
related l ibraries a11d opera1i11g system. which. in turn. run on a common platform. 

This last type of vit1Lmlization provides a high degree of portability and flexi­
bility. For example, in order to re:.tlize content de!il-ery networks that can easily 
support replication of dynamic content, Awadallah and Rosenblum (2002) argue 
that management becomes much easier if edge servers would support vircuali­
zation. allowing a complete site. including its em ironmenr to be dynamically 
copied. As we will discuss later. it is primarily such porrability arguments that 
make virtualizacion an important mechanism for distributed systems. 

3.2.2 Architectures of Virtual Machines 

There are many different ways in which vinualizalion can be realized in prac­
tice. Aa overview of these \'arious approaches is described by Smilh and Nair 
(2005). To understand the differences in \'irtualization. it is important to realize 

I 

j 
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that computer �y�tems gcnernll) ofter four different 1ypcs of i111erfac.:�. at four 
differen1 kvels: 

I .  An intcrfni.:e bt:tween the hardll'are and �o!"rll'are. consis1inl! of ma-
chine instructions that can be inl'oked by any program. 

-

") A n  interface between the hardware and software. consisrin!! of ma­
chine insm1c1ions rhm can be invoked only by pri\"ileged p;·ogrnms. 
such as an operating sy�t.::m. 

3. An interface i.:onsi,ting or S)'stem calls a� offered by an operating 
system. 

--+. An interface con,istin!! of librarv call,. 2enernllv fnrmino what is 
knmrn as an application progr;mming interfa�e (API ).-= In man;: 
ca�c,. the aforementioned ,ysrem calls are hidden by an API. 

These different 1ypes are sholl'n in Fig. 3-G. The es�ence of l'irtualiza1ion is to 
mimic the beh,11-ior of these interfaces. 

library lunclions 

System calls 

Privileged 
lnslrucli ons 

-
-

Application 

li brary 

Operating system 

Hardware 
1l - General 

instruohons 

Figure 3-6. V.irioLis imcrfa,c, olfrred b) computer ,)stem,. 

Yirtual ization can take place in 1wo different ways. FirsL we can build :i run­
lime �ystem thai e�sentially prol'ides an abstract instruction set char is to be used 
for executing applications. Ins1ructions can be imerpreted (as is 1he ca�e for the 
Ja\'a runtime environment), but could also be emulated as is done for runnino 
Windows applications on UNIX pla1forms. Note that in the lauer ca�e. the emu la� 
tor \\'ill also have to mimic the behnvior of system calb. which bas prnve11 to be 
gencrallr far from trivial. This type of virtual ization leads to what Smith and Nair 
(2005) call a proc,css virtual machine. stressing chat l'irwalization is done essen­
tially only for n single process. 

An alternative approach toward vinualization is to provide n system tha1 is 
essemially implemented as a layer comple1ely shielding 1he or iginal hardware. but 
offering the complete insrrnction set of that same (or other hardware) as an in1er­
face. Crucial is the fact that this interface cnn be offered si11111/tw1eo11s/r to dif­
ferent programs. As a result. it is now poss.ible to have multiple. and different 
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operating systems run independently and concu1Tently on the same platform. The 
layer is generally referred to as a Yirtual machine monitor (Vi\11\l). Typical ex­
amples of this approach are VM\l'are (Sugerman et al.. 200 I )  nnd Xen (Barham et 
al.. 2003). These two different approaches are shown in Fig. 3-7. 

Application Applications 

Runtime system Operatrng system 

Operating system 

Hardware 

(a) (b) 

Fi<>ur� 3-7. (n) ,-\ proce» ,·irni:il machine, "ith multiple instance, or lnpplic�-
1iu�1. runtime) combinat ion,. lb) r\ , irt ual marhine monitor. \\'ith multipk in­
�tance, or (:tpplkations. opuatin11 <� stem) combination,. 

As argued by Rosenblum and Garfinkel (2005). VivlM� will bi::come increas­
ingly important in the context of reJiability and security for (distributed) sy,tems. 
As 1hey allow for the isolation of n complete applil:ation and its environment. a 
failure caused by an error or security attack need no longer affect a complete ma­
chine. [n addition. as we also mentioned before. portability is greatly improved a, 
YMMs provide n further clecot1plin_g between hardware and software. allowing a 
complete environment to be moved from one machine to another. 

3.3 CLIENTS 

l n  the pre,·ious chapters we discussed the client-server model. the roles of cli­
ents and sen·ers. and the ways they interact. Let us now take a closer look at the 
anatomy of clients and servers. respectively. We start in this section wirh a discus­
sion of clients. Servers are discussed in the next section. 

3.3.1 Networked User Interfaces 

A mnjor task of client machines is to provide the means for users to interact 
with remote servers. There are roughly two ways in which this interaction can be 
supported. First, for each remote service the client machine will have a separate 
counterpart that can contact the service over the network. A typical example is an 
agenda running on a user's PDA that needs to synchronize with a remote. possibly 
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shared agenda. In this case. nn application-level protocol will handle the syn­
chronization. as shown in Fig. 3-8(a). 

Client machine Server machine 

Application k+- ------1+1 Application 
Application-

Middl eware 
Local OS 

specihc 
protocol 

(a) 

M1ddl eware 
Local OS 

Network 

Cli ent machine 

� 
Middleware 
Local OS 

Appl icallon­
independent 

Server machine 

Appl. 

protocol Middleware 
Local OS 

Network 
(b) 

Figure J-S. (a) A networked upplicmion "i1h i1, 0\\11 protocol. (b) ,\ general 
solution 10 n\lm, access to remote appl icatirms. 

A second solution i\ to provide direct access to remote services by only offe r ­
ing a convenient user intt!rface. Effectively. this means that the client machine is 
used only as a terminal with no need for local storage. leading to an appl

ication­
neutral solution as shown in Fig. 3-8(b). In the case of networked user interfaces, 
e,·erything is processi::d and stored at the server. This thin-tlient approach is 
receil·ing more attention as lnti::met connecti,·ity increase . and hand-held devices 
:1re becoming more sophisticated. As we argued in the pri::vious chapter. thin -c l i ­
t!llt solutions are also popular a� they ease the task of system management. Let u� 
take a look at how nct\l'Orkcd user interfaces can be supported. 

Example: The X Window System 

Perhaps one of the oldest nnd still widely-used networked user interfaces is 
the X Window system. The X Window System, generally rcl"erred to simply as 
X. is used to comrol bit -mapped terminals. which include a monitor, keyboard. 
and a pointing device such as a mouse. In a sense. X can be viewed as that part of 
an operating system that controls the terminal. The heart of the system is formed 
by what we shall call the X kernel. It comai ns all the terminal-specific device 
drivers, arnd as such, is generally highly hardware dependent. 

The X kernel offers a relatively low-level i nterface for controlling the screen, 
but also for capwring events from lhe keyboard and mouse. This interface is made 
avnilable to applications as a library called Xlib. This general organization is 
shown in Fig. 3-9. 

The interesting aspect of X is that the X kernel and the X applications need 
not necessarily reside on the same machine. In particular. X provides the X proto­
col, which is an application-level communication protocol by which an instance of 
Xlib can exchange data and events with the X kernel. For example. Xlih can send 
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figure J-9. Th� basic organitation ot the X \\"indll\v S) ,1e111. 

requests to the X kernel for creating or killing a wimJm,. �etting <.:olors. and defin­
i.ng the type of cursor to display. among llHlll) other rt'que�L�. In turn. the X kernel 
\\'ill react 10 local e,·ents such as keyboard and mouse input by sending event 
packets back to Xlib. 

Sereral applications can communicate m the �ame time with the X kernel. 
There is one specific application thar is gi,·en spe<.:ial right�. kno\\'n a� the ,rin­
dow manager. This application can dicwre the --1ook and feel .. of the di�play as 
it appears 10 the user. For example. the windo\\' nwnager c,m prescribe how each 
\\'indow is decorated with extra bL1ttons, ho\\' windo\\'s are to be placed on the dis­
play. und so. Other application; \\'ill hn,·e 10 adhere lO these rules. 

I t  i� interestine to note how the X ll"indow system actually fits into client­
server computing. From what \\'e have described �o for. it should be clear that the 
X kernel receives requests to manipulate the display. It get� these requests from 
(possibly remote) applications. [n this �ense. the X kernel acts as a server. while 
the applications play the role of cliems. This terminology has been adopted by X. 
i1nd although strictly spe:1king is correct. it can easily lead to confusion. 

Thin-Client Nel11ork Computing 

Obviously. applications manipulate a display using the specific display com­
mnn<I, n, offered by X. The�e commands are generally sent over the network 
where they are subsequently executed by the X kernel. By its nature, applications 
written for X should preferably separate application logic From user-interface 
commands. Unfonunately, this i s  often not the case. As repo11ed by Lai and Nieh 
(2002), it wrns our lhm much of the application logic and user interaction are 
tighily coupled. meaning that au application will send many requests to the X ker­
nel for which it will expect a response before being able to make a next step. This 

SEC. 3.3 CLIENTS 85 

synchronous behavior may adversely affect performance when operating over a 
wide-area network with long latencies. 

There are several solutions to this problem. One is co re-engineer rhe imple­
mentation of rhe X protocol. as is done with NX (Pinzari. 2003). An important 
part of this work concentrates on bandwidth reduction by compressing X mes­
sages. First, messages are considered to consist of a fixed part. \\ hich is treated as 
an identifier, and a variable parl. In many cases. multiple messages will ltavt: tile 
same identifier in which cuse they will often contain similar dara. This property 
can be used to send only the differences between messages ha\'ing 1he same iden­
tifier. 

Both the sending and receiving side maintain .i local cache of which the en­
tries can be looked up using the identifier of a message. When a me�sage is sent. 
it b flrst looked up in the local cache. 1 F  fOLind. this means that a pre,·ious mes­
sage \\'ith the same identifier but possibly different data had been sent. In that 
case. differential encoding is used to send only the differences between the two . 
. .\t rhe recei\'ing side. the message is also looked up in the local cache. after which 
detat.ling through the differences can take place. In the cache mis�. standard 
compression technique� are used. which generally already leads to factor four 
improvement in bnndwidth. Overall. this technique has reported bandwidth reduc­
tions up to a faccor IOOO. \\'hich allow� X to also run through low-bandwidth links 
of only 9600 kbp�. 

An important side effect of caching messages i� that the sender anct recei,·er 
him:� shared information on what the current status of the display is. For example. 
the application can request geomerric information on various objects by ,imply re­
questing lookups in the local cache. Having this shared information alone already 
redlH.:e� the number of messages required co keep the application and the display 
:.ynchronized. 

Despite these improvements. X still requires having a display server running. 
This may be asking a lot. especially if the display is somethi11g as simple as a cell 
phone. One solution to keeping the software at the display very simple is to let all 
the processing take place at the application side. Effecti,·ely, this means that the 
entire display is controlled up to the pixel le,·el at the application side. Changes i,, 
the bitmap arc then sent over the network to the display. where they are im­
mediately transferred to the local frame buffer. 

This approach requires sophisticated compression techniques in order to 
pre,·ent bandwidth availability to become a problem. For example. consider dis­
playing a video stream at a rate of 30 frames per second on a 320 x 240 screen. 
Such a screen size is common for many PDAs. If each pixel i s  encoded by 24 bits, 
then without compression we would aeeu a bandwidth of approximately 53 Mbps. 
Compression is clearly needed in such a case, and many techniques are currently 
being deployed. Note, howe\'er. that compression requires decompression at the 
receiver. which. in turn, may be computationally expensive without hardware sup­
port. Hardware support can be provided. but this raises the de\·ices cost. 
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The drawback or sentling raw pixel data in comparison to higher-level proto­
cols 5uch as X is that it is impo.'>sible 10 make an) use of application semantics. as 
these are effecti,·ely lo�t at that te,·el. Barallo et al. (2005) propose a different 
technique. ln  their solution. referred to as THINC. they provide n few high-level 
display command., that operate at the le\'el of the video device drivers. These com­
mands are thu� de,·ice dependent. more powerful than raw pixel opernrions. but 
less powerful compared to \\'hat a protocol such as X offers. The resuh is that dis­
play ser\'ers can be much simpler. which is good for CPU usage. while m the 
same time application-depenclenl optimilations can be used to reduce bandw1dth 
anti synchronization. 

In THINC. di�play requests from the application are intercepted and transla­
ted into rhe lower le,·el commands. 8� intercepting application requests. THINC 
ca11 make u�e or ,1pplication senrnnti.:s to decitli! what combination of luwer le\·el 
commands can be used best. Translated commands are not immediately selll out 
10 the display. but are instead queued. By bmching se\'eral co111111ancb it i� pos­
sible rn aggregate display commands into n single one. leading r<) fewer_messi'.ges. 
For example. when a new command for dra\\' ing in a particular region ol the 
s<:reen effectively overwrites \\'hat a previou\ (and still queued) command \\'Ould 
have established. the laller need nm be sent out to the display. Finally. instead of 
letting the display ask for refreshments. TH INC always pu�h�s updates as they 
come a\'ailnble. This push approach sa,·e� latency as there •� no need for an 
update request to be sent out by the di�plny. 

As it turn� out. the approach followed by THINC pro,·ides better o,erall per­
fomrnnce, although ,·ery much in line with that �hown by NX. Dw1ib on perfor­
man.:e comparison can be found in Baratto et al. (2005). 

Compound Documents 

Modern user interfat·es do a lot more than systems such as X or its simple ap­
plications. In particular, many user interfaces allow applications to share a s(ngle 
grnphicnl wiodow. and to use that window to exchange data through user acuons. 
Additional actions that can be performed by the user include what are generally 
called drag-and-drop operations. and in-place editing. respectively. 

A typical example of drag-and-drop functionality i s  moving nn icon repres­
entin2 a file A 10 an icon represe11ting a trash can. resulting in the file being 
delet;d, ln this case. the user interface will need to do more than just arrange 
icons on the display: it will have to pass the name of the file A to the application 
associated with the trash can as soon as A ·s icon has been moved above that of the 
trash can application. Other examples easily come to mind. 

In-place editing cnn best be illustrated by means of a document containing 
text and 2rnphics. Imagine that the document is being displayed within a standard 
word pro�essor. A� soon as the user places the mouse above an image. the user in­
terface passes that information to a drawing program to allow the user to modify 
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the image. For example, the user may have rotated the image. which may effect 
the placement of the image in the document. The user interface therefore finds out 
\\ hat the new height and width of the image are. and passes this infonnntion to the 
\\'Ord processor. The latter. in turn. can then automatically update the page layout 
of the document. 

The key idca behind these user imerfaces is  the: notion of a compound docu­
ment. which can be defined as a collection of documems. po�sibly of ve1)' dif­
t'erem kind!> (like text, images. �preadsheet!:>. etc.). which are seamlc�sly integrated 
at the user-interface le,·el. A user interl'ace that can handle compound documents 
hides the fact rhai clifferelll applications operate on difforent pans or the docu­
mcm. To the user, all parts arc integrated in a seamless way. When changing one 
part affects other parts. the user i nterfoce can take appropriate measures. for ex­
ample, by notif)- ing the relevant applications. 

Analogou� 10 the siwation described for the X Window System. the applica-
1iom. associated with a compound doct1111em do not hal'e lO cxecme on the client\ 
machine. Howel'er. it should be clear that user interfaces that support compound 
don1111e-nts may ha\'e 10 do a lot more processing than those that do 1101. 

3.3.2 Client-Side Software for Distribution Transpnrency 

Client software <:l1mprbes more than just user interface�. In many cases. parb 
of the proce,sing and data len:I in a client-server application are cxernt-:d on the 
client side as \\'ell. A special clas, i� formed by embetlded client )Oftware. such as 
for automatic teller machine� (ATi'vls). cash registers. barcode readers. TV set-top 
boxes. etc. In the:.e ca�es. the u�er interfctce i� a relatively small part of the client 
�oftware. in contnht 10 the local processing and communication fnciliiies. 

Be�ides the user interface and other .ipplication-related soft\\'are, client soft­
'' are comprises cornponems for achieving clistribL1tion transparency. Ideally. a di­
em should 1101 be aware that it is communicating \\'ith  remote processes. In con­
trast. distribution i� often less transparent to servers f'or reasons of performance 
and correctne�s. For example. in Chap. 6 \\'C will ,h0\\' that replicated servers 
sometimes need to communicate in order to establish that operations are per­
formed in a specil'ic order at each replica. 

Access transparency is generally hand led through the generation of a client 
stub from an interface definition of what the server has to offer. The stub provides 
the same interface as available at the server. but hides the possible differences in 
machine architeclllres. as well as the acwal communicmion. 

There are different ways to handJe location. migrmion, and relocation tran­
sparency. Using a co11\"enient naming system is crucial, as we shall also see in the 
next chapter. In many cases. cooperation with client-side softwa1·e is also impo1'­
tan1. For example. when a client is already bound 10 a ser\'er, the client can be 
directly informed when the server changes location. In this case, the client"s mid ­
dleware can hide the ser\'er's current geographical location l'rom the user, and 
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also transparently rebind to the server if necessary. At worst. the client's npplica­
tion may notice a temporary loss of performance. 

In a similar way, many distributed systems implement replication transpar­
ency by means 01· cl ient-side solutions. For example. imagine a distributed system 
with replicated servers, Such replication can be achieved by forwarding a request 
to each replica. ns shown in Fig. 3-10.  Client-sicle software can transparently col­
lect all responses and pass a single response to the client application. 

Client machine Server 1 

request repl ication 

Server 2 Server 3 

Server 
appl 

Figure 3-10. Tran,par�m replication of n ;,cl'\cr u,ing a client-side ,olution. 

Finally. consider failure transparency. Masking communication railures with a 
sen·er is typically done through client middleware. For example. client middle­
ware can be configured 10 repeatedly alcempt to connect to a server. or perhaps try 
another server after several attemprs. There are even �i1ua1ions in which the client 
middleware returns data it had cached during a pre,·ious session. :b is sometimes 
done by \Veb browsers thm foil to connect to a server. 

Concurrency transparency can be handled through special intermediate ser­
vers. notably transaction monitors, and requires less support from client �oft\l'are. 
Likewise. persistence transparency is often completely handled at the server. 

3.4 SERVERS 

Let us now take a closer look at the organization of servers. In the following 
pages. we first concentrate on a number of general design issues for servers. to b.e 
follow.eel by a discussion of server clusters. 

3.4.1 General Design Issues 

A server is a process implemenring a specific service on behalf of a collection 
of clients. [n essence, each server is organized in the same way: it waits for an 
incoming request from a client and subsequently ensures that the request is taken 
care of. after which i t  waits for the next incoming request. 
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There are se,·eral ways to organize scn·ers. In the case of an iterative server. 
the server itself handles the request nnd. if necessary. rewms a response to the re­
questing client. A concurrent server uoes not handle the req uest itself. but passes 
i t  to a separate thread or another process. after \\'hich it immediately waits for the 
ne.,t incoming request. A rnuhithrcaded server i an example of a concurrent 
server. An alternative implementation of a concurrent server is to fork a new proc­
ess for each new incoming request. This approach is follo\\'ed in many UNIX sys­
tems. The thread or proce�s that handles the request is responsible for rewrning a 
response to the requesting. client. 

Another issue is where clients contact a sen·er. In all cases. clients send re­
quests to an end point. also called a port, al the machine where the server is run­
ning. Each server listens 10 a specific end point. How do clients know the encl 
point of a service? One approach is to globally assign end points for we l l -kno\\'n 
ser\' ices. For example. servers that h:rndl<! Internet FTP requests alway� listen 10 
TCP port 2 1 .  Likewise, an HTTP server for the World Wide Web will always 
lii,ten to TCP port 80. These encl poin1s hnve been a�signed by the Internet 
Assigned Numbers Authority ( [ANA). and are documcnlecl in Reynold� and Pos­
tel ( 1 99-4). With assigned encl points. the client only need� to find the network ad­
dress of the machine where the �ervcr is running. As we explain in the next 
chapter. name services can be U3ed for that purpo,e. 

There are many ser,·icc, that dn nol require a preas�igned end point. For ex­
ample, a time-of-day ser\'er may u,;e an cnJ point that is dynamically as:.ignecl to 
it by lts local operating ,ystem. rn that case. a client will lirst have to look up th� 
e,1d poi,1t. One solution is to huvc a special daemon running on each machine that 
runs se1Ters. The daemon keeps tr.ick of the current encl point of each sen·ice im­
plemented by a co-located server. The daemon it!,elf listens to n well-known end 
point. A client will first contact the daemon. request the end point. and then con­
tact the speci fie server. as shown in Fig. J. I I (a). 

It is common to associate an encl poin1 with a specifi c service. Howe,·er. actu­
ally implementing each service by means.of a separate ser\'er may be a waste of 
resources. For examp.le. in a typical UNIX system. it is common to ha,·e lot� of 
servers running simulrnneously. with most of them passively waiting until n client 
request comes in. lnste.-id of ha\'ing LO keep track of so many passive processe�. it 
i,. often more efficient to hm·e a single supersen-er listening 10 each encl point a,-;­
sociatecl with a specific �ervice. as shown in Fig. 3-1 1 (b). This is the approach 
taken, for example. with the i11etd daemon in UNIX. !11e1d l istens to a number of 
well-known pons for Internet services. When a request comes in. the daemon 
forks a process to take further care of the request. That process \\'ill exit after it is 
finished. 

Another issue that needs to be taken into account wben designing a server is 
whether and ho\\' a scn·er can be interrupted. For example. consider a user who 
has just decided to upload a huge file to an Ff P server. Then. suddenly realizing 
that i t  is the \\'rong file. he wants to interrupt the server to cancel further data 
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figure 3-11.  Cul Clicnl•lO•s�ner binding u,ing a ,b�mot1. lhl Ch�tll·li>·'�n�r 
bimllng llsing a >lliJ<'l°'�nw. 

transmission. There nrc �everal wnys to do thi�. One approach thai worb only too well in the current Internet (nnd is S(lmetimes the only alternatil'e) i� for the usa to abruptly exit the client applicatio11 (which will automatically break the connec• tion to the server). immediately restart it, and p1·etend nothing happened. The �er­\'er will eventually tear down the old connection. thinking the client has probably crashed. A much better approach for handling communication interrupts is to del'elop the client and server such thm i t  is possible 10 send out-of-band darn, which is data that is to be processed by the server before any other data from that client. One solution is 10 let the server listeJ1 to a separate comrol end point to which the cliem sends out-of-band data. while at the snme time listening (with a lower prior­ity) to the end poir11 through which t.hc normal data passes. Another solution i to send out-of-band t.lata across the same connection through which the client is sending the original request. In TCP. for example. it is possible to transmit urgent data. When urgent d:11a are received al the server. the Inner is interrupted (e.g .. through a signal ln UNlX systems). after which it can inspect the data and handle them accordingly. A final, i111portant design issue. is whether or not the server is stateless. A stateless server does not keep information on the state of its c lients. and cnn change its own state without having to inform any client (Birman. 2005). A Web 
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server. for example. i s  �rateles$. I t  merely responds 10  incoming HTTP requests. which cnn be either for uploading a fi le to the server or (111os1 often) for fetchin!? a tile. When the request has been processed. the Web se1Ter forget, the clienr co�11-pletely. Likewise. the collection of tiles that a Web sen·er manages (possibly in cooperation with a tile serl'er). can be changed without cliems having to be in­rormeu. Note that in m:u,y stateles� designs. Lhe server aclllally does maintain infor­mation on its client,. but crucial i, the fact that if this infomrntion i� lost. i l  will not lend to a disruption of the �en·ice offered by the sen·er. For example. a Web server generally logs all client n:quests. This infonrnuion is useful, for example. 10 deciue whether certain docu111.:ms �hould be replicated. and where they should be replicated 10. Cknrly. there is no penalty other thun perhnp� i n  the for111 of subop­timal perfor111ance if the log is lost. A particular form of a stateles� design is where the server maintains what i, known as soft state. In this case, the server promise, to mainiain sta1e on behalf or the client. bu1 only for a limited time. After that ti111e has expired. the serl'er f.tlb bnc:I, 10 defaulL beha, ior. thereby discarding any information it kept on account of the as�ociated client. An example of thi� type of state: is a ser\"er promising lo keep .t client informed aborn updates. bm only for a limited time. After that. the client i� required lo poll the server for 11 pda1es. Sort-state np­proacile., originate from protocol design i n  computer net\\ ork!.. but can be equal I) applied to ,erver design (Clark. 1989: and LL1i et nl.. 100-+). In conLra. I. a st:iteful sen-er generally maintain� persistent information on it� clicnt5. This means that the information ueed, to be explicitly deleted by the ,en·er. A typical examrle is a file se1·ver rhnr allows a client LO keep a locnl copy of n file. e,·en for performing updme operations. Such a server would maintain a table containing (c/ie11 r.j,/e) entries. Such a table allows the ser\'er to keep track of which client currently has the update permissions on which file. and thus possi­bly also the most recent ,·ersion of that ti le. This approach can improve the performance or read and write operation� as perceh·ed by the client. Performance improvt:ment over stateless servers is often nn important benefit of stateful designs. However. the exarnpie also illustrates Lhe major drawback of stmeful servers. 1f the server crashes. it has to recover its table or (c/ie111. _file) entric�. or otherwise it cannot guarantee that it has processed the most rece111 update� on a file. In general, a stateful server need� ro recover its en­tire state as it was just before the crash. As we discuss i n  Chap. 8, enabling recovery can introduce considerable complexity. In a stateles� design. no special measures need to be Laken ar all for a crashed server to recover. Tt simply starts running again. and wrii1s for client reqL1ests to come in. Ling ei al. (2004) argue that one should actually make a distinction between (ternpora1y) session stale and permanenl state. The example above is typical for session state: i t  is assoc inted with a series of operations by a single user and should be maintained for a some time, but not indefinitely. As it turns out. session 
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state is often maintained in Lhree-tieretl client-sen·er architecwres. where the ap­plication �erver actually needs to access a darnbase sen•er thrpugh a serie!i of queries before being able to respond to the requesting client. The issue here is that no real harm i.s done if session state i s  lost. prol'idecl thm the client can simply re­i,sue the original request. This ob�en·ation allo\\'S for simpler anu less reliable ston1ge of state. \Yhat remains !"or permanent state is typically information maintained in data­bases. St!Ch n:- CL�-;tomer information, keys associated with purchased soft\\'are. etc. Howe,·er, for most distribLHecl systems, maintaining session state already im­plies a statefu.l design requiring special measures \\'hen failures do happen nntl 1nnking explicit assumptions about the durability of state stored at the se1Yer. We will return to these 111a11ers extensi1ely \\'hen discussing fault tolernm:e. When tks'igning a sen·er. the choice for a stateless or stnteful design should not affect the sen'ices pro\'ided by [he sen·er. For exnrnple. if files ha\'e to be opened before the) cnn be read from. or \\'ritten to. then n stateless server should one ll'ay or the other mimic this beha,·ior. A common sohuion. which 11·e discuss in more detail in Chap. 1 1 , is that the server responcb to a read or \\'rite request by fi rst opening the referred file, then does rhe ac1uc1l read or write operation. and im­mediately c.:l.oses the file ag:nin. l n  other cases. a sci'\'er may 11·anr to keep a record on n client's bcha1·ior so that it can more effec1i,·ely respond to its requests. For example. Web servers sometimes offer rhe po�sibility 10 immediately direct a diem ro his favo1·ite pages. This approach is possible only if the sen·er has l1istory information on that client. When the se1Yer cannot maintain state. a common solution is then to let the client send along additional information on its pre1·iQUS accesses. In the case of the Web. this information is often transparently stored by the client's browser i n  ll'hat is called a cookie, \\·hich is a small piec<:: Qf clat.i containing client-!>pecific informa­tion that is of interest 10 the ,erver. Cookies are never executed by a bro\\'ser: they are merely stored. The first time a client accesses a server. the latter sends a cookie along with the requested Web pages back LO the browser. after which the browser safely tucks the cookie away. Each subsequent time the client accesses the server, its cookie for that server is sent along with the request. Although in principle. this ap­proach works fine, the t"act 1h,at cookies are sem back for safekeeping by the browser is often hidden entirely from users. So much for privacy. Unlike most of grnndma·s cookies. these cookies should stny where they are baked_ 
3.4.2 Server Clusters 

In Chap. I we briefly discussed cluster computing as one of the many appear­ances of distributed systems. \Ve now take a closer look at the organization of server clusters. along with rhe salient design issues. 
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General Organization 
Simply put. a server cluster is nothing else but a collection of machines con­nected through a network. where each machine runs one or more server,. The server clusters that we consider here. are the ones in which the machines are con­nected through a local-area network. often offering high bandwidth and low latency. In most cases. a server cluster is logically organized into three tiers. as shQwn in Fig. 3-12. The first tier consists of a ( logical) sw itch through which client re­quests are routed. Such a switch can vary ll'iclely. For example. transport -layer switches accept incoming TCP connection requests and pass requests on to one of serl'ers in the cl uster, as we discuss below. A completely different example is a Web sen·er that accepts incoming HTTP requests. but that partly passes requests to application servers for further processing only to later collect results and return .in HTTP response. 

Logical swiich 
(possibly mulliple) 

Application/compute servers 

Cli ent requests 
Dispatched : D D I 

rrci'� D D  
! D D I 

First tier Second lier 

Distri buted 
file/database 

system 

Third tier 

Figure J-12. The general organization of a three-1iered ,erver cfu�1cr. 
As in any multitiered client-server architecture. many server clusters also con­tain servers dedicated to application processing. Jn cluster computing, these are typically servers running on high-performance hardware dedicated to delivering compute power. However, in the case of enterprise server clusters, it may be th� case that applications need only run on relatively low-encl machines, as the re­quired compute power is not the bottleneck, but access to storage i�. This brings us the third tier, which consists of data-processing servers. notably file and database servers. Again. depending on lhe usage of the server cluster. these servers may be running nn specialized machines, configured for high-speed disk access and having large server-side data caches. Of course, not all server clusters will follow this strict separation. It is fre­quently the case that each machine is equipped with its own local storage. often 
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integrating application and data processing in a �ingle server leading to a two­
tiered architecture. For example. \\'hen de,1l ing with streaming media by mean:. of 
a �encr clL1ster. it is common 10 deploy a two-tiered sysn:m architecture, where 
each machine acts as a dedicated media server (Steinmetz and Nahrstedt. 200-t). 

When a server clL1ster offers multiple service�. it may happen that different 
machine� run different application servers. As a consequence, the switch will 
have to be able 10 distinguish sen· ices or othen\·ise it cannot forward reqL1ests to 
rhe proper machines. As it tllrnS out, many �econd-tier machines run only a single 
application. This limitation comes fron.1 dependencie� on available softll'arc ,111cl 
han.hl are. but also that different applications are often nrnnagecl by di ffcrent al.1-
ministrators. The latter do not like to interfere with each other's machines. 

As a consequence, ll'e mny find that cen.iin ma,:hine� ;u·e temporarily idle. 
1\ hile others me receiving an overloacl of reque:.ls. \Vhm would be useful is to 
temporarily migrate serl'ices to idle machine:,. A solu1ion proposed in A\\'adallnh 
anJ Rosenblum (200-+). is to use ,·inual machines alloll'ing a rclaiil'e ca�y migra­
tion of code to real machines. We will return to code migration later in thi� 
l'lrnpter. 

Lei u� take :1 clo�cr look at the fir�t tier. consisting of 1he �\\'itch. An impor­
tant cle�ign goal for �en·er clu::.ters is 10 hide the fact that 1here are 111L1ltiple ser­
vers. In 01hcr ll'Ord;,, c:lient applications running un remote 1m1chines should ha1·e 
no need LO know any1hing about the internal organizmion or the cluster. Thi� ac­
ce,� trnnspnrency is i,wariably offered by means of a single access point. in turn 
implemented 1hroL1gh some kind of hardll'are switch such as a dedicated machine. 

The switch forms the e111ry point for the �crver clu�ter. offering n �ingle nel-
11 ork atldre�s. Fnr scalabilil) anti avnil:1bility. a senw clllster may hal'e multipl.! 
access points. \\'here each acres:. poin1 is then realiled by a :.eparate cledicatecl 
machine. We con�ider only the case of a single access point. 

A s1andnrd 1\·ny or accessing a serl'er cluster is to �et up a TCP connection 
over which application-level requests are rhen sell! as pan of a se�sion. A session 
encls by tearing doll'n the connection. l11 the case of transport-layer switches. the 
!,Witch accepts incoming TCP connection requests. and han<ls off ,Lich connec­
tion� to one of the servers (Hunt et al. 1997: and Pai cl al.. 1998). The principle 
l\'Orking of whnt i, commonly known as TCP lrnncloff is shown in Fig. 3-13.  

When the S\\'itch receives a TCP connection request. i L  subsequi:ntly identifies 
the best server for handling that request, and forwards the request packet lo that 
server. The serl'cr, in turn. will send an acknowledgment back to the requesting 
client. but inserting the switch ·s LP address as the source field of 1he header of the 
IP packet ca1Tying the TCP segment. Note 1ha1 this spoofing is necessary for the 
client to continue executing the TCP protocol: it is expecting an answer back from 
the switch, not from some arbitrary server it is has never heard of before. Clearly, 
:1 TCP-handoff implementation requires operating-system level modifications. 

rt can already be seen that the switch can play an important role in dis11- ibu1ing 
the load among the various sen·ers, By deciding where to forward a request to. 1he 
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Figure J. IJ. Th� pr111c1plc of TCP handoff. 

�witch also decide� ll'llich ser\'cr i:.. LO ilandle further processing of the request. 
The simplest load-balancing policy that nhe switc:h can follow is round robin: each 
lime iL picks 1he nex1 ser\'er from i,� I ist 10 forwnrd a reqL1cst to. 

:--lore adrnnced sen-er selection cri teria can be deployed as \\'ell. For example. 
assume multiple serl'iccs are offered by the serl'er clus1er. If the �witch can <lis1in­
gL1ish those serl'it.:e:, when a request comes in. it can then take informed decisions 
on 1\·here 10 forward the l't'que,1 10. This ,erver selection can still take place at the 
1ran�port le1·el. prol'ided service,; are di�tingu ishecl by m�am, or n pun number. 
One ,1.::p further is 10 hal'e the swi1ch aclllall�· in�pcct the pa}1l0:1d of the incoming 
reque,1. Thb m.::thod can be applied only if it b known what 1har payload can look 
like. For example. in the case of Web �ervers. tht: s\\' itch can eventually expect an 
HTTP request. bn�ed on \\'hich it can then decide who is to process it. \Ve ll' ill re­
turn 10 ,uch content-aware request distribution when we discus\ Wcb-bn�ed 
�)'stem, in Chap. 12 .  

Distributed Sen·ers 

The server clusters discussed �o far are ge nerally rather statically configured. 
In these clusters, 1here is often an separatl! administration machine 1hat keeps 
track of available servers, and passes this information to other machines as 
appropriate. SLtch as the switch. 

As we mentioned. most server cluster� offer a single access point. When that 
point fails, rhe cluster becomes unavailable. To eliminate this potential problem. 
several access points can be provided. of which the addresses arc made publicly 
aniilable. For example. the Domain Name System (DNS) can return several ad­
dresses. all belonging to the snme host name. This approach still requires clients 
to make severnl attempts if one of the addresses fails. Moreover. this does not 
�o!l·e the problem of requiring Sll1tic access points. 
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H:.wing stability. like u long-li,·ing acces, point. is a desirable feature from a 
clie111·s and a server's perspectil'e. On the other hand, it also desirable io h:ive a 
high degree of llexibiliry in configu1ing a server cluster. i11cluding the Sll'itch. 
Thi� observation has lead to a design of a distributed sener which effectively is 
nothing bur a possibly dynamically changing set of machines. with also possibly 
varying access poims. but which nel'errheless appears to the outside world as a 
single. powerful machine. The design of such a distributed server is given in Szy­
maniak et al. (2005). We tlescribe it briefly here. 

The basic idea behind a distr5bl11ed serl'er is that clients benefit from a robust. 
high-performing. stable sen·er. These properties can often be provided by high­
encl mainframes. of which some have an acclaimed mean time betll'een failure of 
more than -10 ye,1rs. However. by grouping simpler machines transparemly into a 
cluster, and not relying 011 the a,·ailability of a �ingle machine. it may be possible 
co achieve a beuer degree of stability lhan by each componenL individually. For 
e,xample. such a cluster could be dynamically configured from end-user machines. 
as in the case of a collaborati1·e distributed system. 

Let us concentrate on how a stable access point can be achieved in such a sys­
tem. The main idea is 10 make use of arnilable netll'orki11g services. notably 
mobility suppon for IP version 6 (MJP1·6). In M1Pv6. a mobile node is rissumed 10 
have a home network ll'hcn;: it normally resides and for which it has an associ­
at.:d stable addres,. known as irs home address (HoA). This home network has u 
�pecial router attached. known as 1he home agent. 11·hich will iake care of traffic 
to the mobile node when it is ,11rny. To this end. when a mobile node attaches to a 
foreign netll'Ork. it ll'ill recei1·.: a temporary care-of address (CoA) ll'here it can 
be reached. Thi� care-of address is reported to the node's home agent who will 
then see to ii that all traffic is forwarded to lhe mobile node. Note that applica­
tions communicating with the mobile node will only see lhe address associated 
\\'ith the node's home network. They will never see the care-of address. 

This principle can be used to offer a s1able address of a distributed server. In 
this case. a single unique cont:cict address is initially assigned 10 the server clus­
Ler. Tbe contact address ll'ill be the server's life-time addre:,;s ro be used in all 
communication ll'ith 1he outside world. At any lime. one node in the distributed 
server will operate as an access point using that contact address. but 1his role can 
easily be taken over by another node. What happens is that rhe access poinl 
records its 0ll'n address as the core-of address at the home agent associated with 
the dis1ributed server. At that point, all traffic will be directed to the access point. 
ll'ho will then take care i n  distributing requests among the currently participating 
notles. If the access point fails. a simple fail-over mechanism comes into place by 
which another access point reports a new care-of address. 

This simple configuration would make the home agent as well as the access 
poi11t a potential bottleneck as all traffic would flow through these two machines. 
This situation can be avoided by using an MIPv6 feature known as ro11re opli111i::,a-
1io11. Route optimization ll'Orks as follows. Whene,·er a mobile node with home 
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address HA reports its current care-of address, say CA. lhe home agelll can for­
ward CA IO a client. The !alter will then locally store the pair (HA, Cr\). From 
1hat moment on. communicalion will be dirc:ctly forwarded lo CA. Although the 
application at the client side can still use 1he home address. the underlying suppon 
solhrnre for MIPl'6 ll'ill translate that address to CA and use that instead. 

Bel ieves server 
has address HA 

Beli eves It ,s 
connected 10 X 

Believes locati on 
of X is CA1 

Believes server 
has address HA 

Believes It is 
connected to X 

Believes location 
of X is CA2 

Client 1 Knows that c, ent 1 
believes it ls X 

Access poinl 
wi th address CA 1 

Access poinl 
Wtlh address CA2 

Knows that Cienl 2 
believes ii ,s X 

Dis1ribu1ed server X 

Server 1 

Server 2 

Figure J-1�. Route optimi,mion in a di,1ribu1c<l ,�ncr. 

Route op111111zation cnn be used to make different clients believe they are 
communicaiing with a single server. where. in fact. each clie111 is comrnunicming 
ll'ith a different member node of the distribLtted server. as shown in Fig. 3-14. To 
this end. when an access poilll of a distributed server forwards a request from cli­
ent C I to. say node S t (with address CA 1 ). it passes enough infonnation to S I to 
let it initiate the route optimization procedure by which eventually the client is 
made to belie,·e that the care -of address is CA 1 • This will allow C t to store the 
pair / HA, CA 1 ). During this procedure. the access point (as well as the home 
agent) tunnel most or 1he rrafl'ic between C I and S 1 • This will prel'ent the borne 
agent from believing tha1 the care-of address has changed, so rhat iL ll'ill continue 
to communicate with the access point. 

Of course, while 1his roure optimization procedure is taking pl.tee. requests 
l'rom other clients may still come in. These remain i n  a pending state □t the access 
point until they can be forwarded. The requesl from another cliem C 2 may then be 
forwarded to member node S 1 (with address CA 1 ), allowing the latler to let c lien1 
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C� stor.: rhe pair (Hr-\, C.42). As a result. differt'.nt clients will be dirc..:tly com­
municming with different members of the distributed sen·er. wher.: each clielll ap­
plication still has the illusion that this serl'er has addrci,s HA. The home agent 
continues to communi..:atc with the access point talking to the contact addresJ>. 

3.4.3 i\fanaging Sernr Clusters 

A 5erver cluster should appear to the outside ll'Orld a� a single computer. as i� 
indeed often the ca,e. However. \\'hen i t  comes Lo managing a clL1sLer. the �ilua­
tion Chlnges drnmmically. SeYeral auempb have been made to ca\e the manage­
ment of server cluJ>ters as we di�CU\S next. 

Common Approaches 

By far the 111O,t common approach lO managing a �e1'l'er du�ter i, w extend 
the traditional managing functions of a single compLller to that of a cluster. In its 
most primitive form. thi� mean� that an adminisrrntor can log into a node from a 
remote clienc and execute local managing command� to nmnitor. in�wll. and 
change components. 

Somewhat more advanced is to hide the fact that yot1 need to login into n node 
and in�tead pro\'ide an interface at an administration machine that nllo\\':, to col­
h::ct informntion from one or more sen·ers. upgrade componelll:,. add and re111O1·e 
nodes. etc. The main ud1·amage of the latter approach i� that colkctil'c operation,. 
which operate on a group of sen·ers. can be more easil) prol'ided. This type of 
managing sen·er clusters is ll'idely applied in practice. cxcmplifo::d by manage­
ment software such as Cluster Systc:ms Management from IBi'vl (Hochstetler and 
l:leringer, 2004). 

l-loll'ever. as soon a, clusters grow beyond se1·eral ten:, of nodes. thi� type of 
m:rnagement is not the way to go. Many data centers need to nrnnage thousands of 
ser\'ers. organized into many clusters but all operating collaborati1·ely. Doing this 
by means of centralized administration ser l'ers is simply out of the question. 
Moreover. it can be easily seen that vt:ry large clusters need continuous repair 
management (including upgrades). To simplify matters. if p is the probability thar 
a server is currently faulty, and we assume that faults a.re independent. then for a 
cluster of N servers to operate without a single server being faulty is ( l- p )"'. With 
p=0.00! and N=LOOO. there is only a 36 percent chance that :1!1 the servers are 
correctly functioning. 

As it wrns out. support for very large server clusters is almost always ad hoc. 
There are variow; rules of thumb that should be considered (Brewer. 200 I). bm 
there is no systematic approach to dealing with massive systems management. 
Cluster management is still very much in its infancy. although it can be expected 
that the self-managing solutions as discussed in the previous chapter will el'emu­
ally fi nd their way i n  this area, after more cxperie1:ce with them has been gained. 
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Example: PlanetLab 

Let LIS now tnke a closer look at a somewhnt unusual clu\ter server. PlanetLab 
is a collaborative distributed system in ll'hich clifferem organizations each donate 
one or more computers. adding up to a total or hundreds of nodc:s. Together. t:hese 
computers form a ! - t ier server cluster. where m;cess. processing. and storage can 
all take place on each node indil'ic.lually. l'vlanagement of PlanetLab is by neces­
sity almost entirely distributt'd. Before we explain it� basic principles. let us fast 
describe the main architectural features ( Peterson et al .. 2005). 

In PlanetLab. an organization donates one or more nodes. where each node is 
easiest thought of as ju�t a single computer. although it could also be itsell' a clus­
ter of machines. Each node is organized a, shown in Fig. 3-15. There are l\\'O im­
portanr componenL� (Bavier et al.. 200--1-). The l'ir�t one is the virtual machim: 
monitor (VMM), 1\ hid1 is an enhanl·ed Lint1X op,m1ting sy�tcm. The enhance­
ments mainly comprise adjustments for supporting the second component. rnmel) 
,·scners. A (Linux) ,·sen·er can best be thought or as a separate enl'ironment in 
which a group of proces�es run. Proces�cs from dii'ferelll 1·scn·ers are co111p/e1ely 
independent. They cannot directly �hare any rc:,ources such a� l'ile�. main memo­
ry. and netll'mk connections it-, is normally the <.:a'>e with proce!>�es running on top 
of an operating system�. ln�Leud. a 1·sener provides an environment con�is1ing ol' 
it� Oll'll collection or softll'are packages. progra1m. and netll'Orking faci lities. For 
example. a ,·�cn·er ma) prol'ide an e111'ironrnent in ll'hich u process 1..:ill notice 
that it can make u:,e of Python l .5.2 in combination with an older Apache Web 
scn·er. say h11pcl 1.3. /. l n  contrast. another ,·server may support the latest \·er­
'>ions of Python and h11pd. In this scn�e. calling t1 \·ser,·er a .. se1Yer" i, a bit of a 
misnomer as it really only isolate� groups or prOCc'!>\CS f'rom each other. We return 
to vserver$ briell y below. 
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Figure 3•15. The basic org�nizt11ion of n Pt:1ne1Lab nod�. 

The Linu.'< VMM ensures tllat ,·servers are sepa.r:tted: processes in differenl 
vserYers are executed concurrently and independently. each making use only of 
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the software packages and progrnms available in their own en\·ironment. The iso­
lation between processes in different vservers is strict. For example. two proc­
esses in different vservers may have the sa1ne user ID. but this does not imply that 
they stem from the same user. This separation considerably eases supporting users 
from different organizations that want to use PlanetLab as, for example. a testbed 
to experiment with completely different distributed systems and applications. 

To support such expe1imentations. PlanetLab introduces the notion of a slice. 
which is a set of vsen·ers. each vsen·er running 011 a different node. A slice cnn 
thus be thought of as a virtual server cluster, implemented by means of a collec­
tion of virtual machines. The l'irtual machines in PlanetLab run on top of the 
Linux operating system. \\'hich has been extended with a number of kernel mod­
ules 

There are sel'eral issues that make management of PlnnetLab n special prob­
lem. Three salient ones are: 

I .  Nodes belong 10 different organii:ations. Each organization shoulu be 
allowed to specify who is allowed to run applic.:ations on their node,. 
and restrict resource usage appropriately. 

2. There nre \'Orious monitoring tools available. but they all assume a 
\'Cry specific combination of hnrdware and software. Moreo\' er. they 
are all tailored to be used within a single organization. 

3. Programs from differem slices but running on the same node should 
1101 interfere with each other. This problem is similar to process 
independence in operating systems. 

Let us take a look at each or these issues in more detail. 
Central ro managing Planctll1b resources is the node manager. Each node 

has such a manager. implemented by means of a separate vserver. whose only task 
i� to create other vservers on the node it manages and to control resource al loca­
tion. The node manager docs not make any policy decisions: it is merely a mech­
anism to provide the essential ingredients to get a program running on a gil·en 
node. 

Keeping track of resources is done by means of a resource specification. or 
rspec for short. An rspec specifies a time interval during which certain resources 
have been allocated. Resources include disk space. file descriptors, inbound and 
outbound network bandwidth .. transport-level end points. main memory. and CPU 
usage. An rspec is identified through a globally unique 1 28-bit idemifier known as 
a resource capability (reap). Given an reap, the Dode manager can look up the as­
sociated rspec in a local table. 

Resources are bound to slices. In ocher words, in order to make use of re­
sources. it is necessary to create a slice. Each slice is associated with a service 
provider, which can best be seen as an entity having an accou111 on PlanetLab. 
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Every slice can then be identified by a (pri11cipaf_ id, slice _rag) pair. where the 
pri11cipa/_id identifies the provider and slice_tag is an identifier chosen by the 
provider. 

To create a new slice. each node will run a slice creation service (SCS). 
\\'hkh. in turn. can contact the node manager requesting it lo create a ,·server and 
to allocate resources. The node manager itself cannot be contacted directly on:r a 
network, allowing it co concemrate only on local resource management. ln turn. 
the SC$ will not accept slice-creation requests from just anybody. Only specific 
slice authorities are eligible for reque�ting the creation of a �lice. Each slice 
authority \\'ill ha\'e access rights to a collection of nodes. The simplest model i� 
that there is only a single slice authority that is allowed to request slice creation 
on all nodes. 

To complete the picwre. a service provider \\'ill contact a slice authority and 
request it to create a slice across a collection of nodes. The service provider \\'ill 
he kno\\'n to the !>lice authority. for example. because it has been pre\'iously 
authenticated and subsequently registered ns a PlanetLab user. In practice. Planet­
Lab users contact a slice authority by means of a Web-based ser\' ice. Further 
details cnn be found in Chun and Spalink (2003). 

What this procedure re\·eals is tlmt managing PlanetLab is clone through inter­
mediaries. One important class of �uch intermediaries is formed by slice authori­
ties. Such authorities hn\'e obtained credentiab at nodes to creme �!ides. Obtain­
ing these credentials has been achie\'ed out-of-band. essentially by contacting sys­
tem administrators at various sites. Obviously. thi� is a time-con�uming proce$-; 
which not be carried out by encl users (or. in Pla netLab terminology. serl'ice pro­
viders). 

Besides slice authorities. there are also management authorities. Where a slice 
authority concentrate� only on managing slices, a management authority is re­
sponsible for keeping an eye on nodes. In pnrticular. it ensures that the nodes 
under its regime run the basic PlanetLab software and abide Lil the rules set out by 
PlanetLab. Service providers trust that a management authority provide\ noues 
that will behave properly. 

Management 
authorily 

Node owner 
7 

Servi ce provider 

Slice aulhority 

Figure .3-16. The management relauonships bc111een ,ariou, Plane1Lnb emi1ies. 
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This organization leads ro the management strncwre shown in Fig. 3- 16. 
described in terms of trust relationships in Peterson et al. (2005). The relations 
are as follows: 

1. A node owner puts its node under the regime of a management 
au1ho1�ty, possibly !'e�1J'ic1ing usage whc,·e approp,·iate. 

2 .  A management authority provides the necesstll') soft11· are to add a 
node to PlanetLab. 

3. A service pro\'ider register;, itself with a management authority. 
trusting it Lo provide well-behaving nodes. 

..i. A service prO\'ider conwcts n �lice authority to create a slice on a 
collection of nodes. 

5. The slice authority needs to authenticate the ser,·ice prnl'ider. 

6. A node owner provides a slice ncation sen·ice for a �lice m11hority to 
create slices. It e�sentially delegates resource management to the 
slice authority. 

7. A management authority delegate� the creation of slices to a �lice 
authority. 

These relationships co1·er the problem of delegating node� in a controlled way 
such 1hat a node owner can rely on a decent and secL1re management. The ,ecuncl 
issue that needs to be h,rndled is moni!Oring. What i� needed is a unil!cd approach 
to allow users to see how well their pmgram, are behaving ll' ithin n ,pecific sli<:e. 

PlanetLab follows a simple approach. Every node is equipped with a collec­
tion of sensors, each sensor being capable or reporting information �uch as CPU 
usage. disk activity. and so on. Sensor.5 can be arbitrarily complex. but the impor­
tant issue is that they always report information on a per-node bnsis. This informa­
tion is made available by means of a Web ,erver: Cl'ery sensor is acces,ible 
through simple HTTP requests (Bnvier et �I.. 2004). 

Admittedly, this approach to monitoring is still rather primitive, but ii �hould 
be seen as a basis for advanced 111011i1oring schemes. For example, there is. in 
principle. no reason why Astrolabe, which we discussed in Chap. 2. cannot be 
used for aggregated sensor readings ncross multiple nodes. 

Finally, to come to our third management issue. nnmely the protection of pro­
grams against each other, PlanetLab w,cs Linux virtual servers (called vservers) LO 
isolate slices. As mentioned, the main idea of a vserver is to run upplic:1rions in 
there own environment, which includes all files that are normally shared across a 
single machine. Such a separation can be achieved relatil'ely ensy by means of the 
UNIX chroot command. which effectively changes the root of the file system from 
where applications will look for files. Only the superuser Gtn execLJte chroot. 
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Of course. more is needed. Linux virtual ser\"ers 1101 only separate the file sys­
tem. but al o normally shared inforrn::uion on processes. network addresses. mem­
ory usage. and so on. As u consequence. a physical machine is acwally partitioned 
into multiple units. ench unit corresponding to a full-fledged Linux environment. 
isolated from the other p,1m. An ov.:n·iew of Linux virtual server� cun be found 
in Potzl et al. (2005). 

3.5 CODE MIGRATION 

So f"ar. 11·e ha1·e been mainly concerned with di,tributed systems in which 
cornmunication is limited to passing data. However. there are silllations in which 
pas�ing progranK sometimes e1·en while they are being executed, simplifies the 
design of a distributed systc:m. Jn this section. we iake a detailed look at what 
code mi_grntion actually is. We start by considering different approaches ro code 
migration. followed by u discussion on how to deal with the local resources that a 
migrating progrnm use\. A particularly hard problem i, migrating code in hetero­
gcneou1 S) �tems. ll'hich i, als() cliscu�sed. 

3.5.1 Approaches to Code Migration 

Before taking a look al the different forms of code migrntion. let u�.first con­
�itkr why iL may be u�efol to migrate code. 

Reasons for l\ligrating Code 

Traditionally, code migration in distributed systems took place in the form of 
process migration in ll'hich an entire process wns moved from one machine to 
another (Mi lojicic et al .. 2000). Mo\'ing n running process to a different machine 
i� a costly and intricate task. and there had better be a good reason for doing so. 
That renson has always been performnnce. The basic idea is that 01·erall system 
performance can be improved if processes are moved from heavily-loaded to 
lightly-loaded machines. Load is often expressed in terms of the CPU queue 
leng1h or CPU utilization. but other perfonnancc indicators arc used as \\'ell. 

Load distribution algorithms by which decisions are made concerning the al­
location and redistribution of tasks with respect to a set of processors. play an im­
portant role in compute-intensive systems. However, in many modern distributed 
systems. optimizing computing capacity is less an issue than, for example, trying 
to minimize communication. Moreover, due to the heterogeneity of the underlying 
platforms and computer networks. performanct: improvement through code migra­
tion is often based on qualitative reasoning instead of mathematical models. 

Consider, as an example, u client-server system in which the server manages a 
huge database. If a client application needs to perform many database operations 
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inl'Ol\'ing large qu,rnti1ies of dnta. it may be better to ship part of the client appli­
cation to 1he server ,111d send only the results across the network. Otherwise. the 
network may be swamped wi1h the transfer of darn from the server 10 1he client. In 
this case. code migration is based on the assumption that i t  generally makes sen�e 
to process data close to where those data reside. 

Thi, same reason can be used for migrating parts of the server LO the client. 
Forex.imple, in many interactive database applications. clients need to fill in forms 
tl1at are subsequently translated into a serie of dmabase operations. Processing 
1he form m the client side. and sending only the compkted forn1 to the server. can 
sometimes avoid that a relativ-:ly large number of small messages need to cross 
the network. The result is that the client perceives better pc1fonm111ce. while at the 
same time the sen·er spends less time on form proces,ing and communication. 

Support for code migration can also help impro,·e performance by exploiting 
parnlleUsm. but without the: u�ual i ntricacies related to parallel programming. A 
typical example is searching for information i n  the Web. ft is relatively simple to 
implemem a �earch query in the form of a small mobile program. called a mobile 
agent. that 1110\·cs from site to site. By making se\·ernl copies or such a progr,1111. 
and �ending each off to different sites. we may be able to achieYe a linear speed­
up compared to using just a single program instance. 

Besidc:s impro\'ing performance. thc:re arc other reasons for supporting code 
migration as well. The most important one is that of flexibility. The traditional ap­
proach to building distributed applications b LO partition the application into dif­
ferent parts. and decide in ath·ance where each part should be executed. This ap­
proach. l'or example, has led to the d ifferent multitiered client-sen·er application" 
discussed in Chap. 2. 

Ho\\'cver. if code can move between different machines. it becomes possible 
to dynamically configure distributed systems. For example. �uppose a server 
implements a standardized interface to a file system. To allow remote clienu, LO 

access the file system, the server makes use of a proprietary protocol. Normally. 
the client-side implementation of the file system interface, which is based on tbat 
protocol. would need to be linked with the client application. This approach rc:­
quires that the software be readily available 10 the client at the 1i111e the client ap­
plication is  being developed. 

An al ternative is to let the server provide the client's implementation no 
sooner 1hn11 is strictly necessary. lhat is. when lhe client binds lo the server. At 
that point, the client dynamically downloads the i111ple111ema1ion. goes through the 
necessary initialization steps, and subsequently invokes the sef\•er. This principle 
is shown in Fig. 3-17. This model of dynamically moving code from a remote site 
does requ.ire that the protocol for downloading and initializing code is stan­
dardized. Also, it is necessary that tile downloaded code can be executed on the 
client's machine. Different solutions are discussed below and in later chapters. 

The important advantage of this model of dynamically downloading client­
side sofl\\· are is that clients need not ha,·e all the software preinstalled to talk to 
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ser\'ers. Instead, the software can be mo\'ed in as ne<.:essary, and likewise. dis­
carded when no longer needed. Another advantage is that as long as interfaces are 
�tandardized. we c:an change the client-sen·er protocol and its implementation as 
often as we like. Changes will not affect existing client applications that rely on 
the server. There are. of course. also disadvantages. The most serious one. which 
,,·e discuss in Clwp. 9. has to do with security. Blindl) trusting that the do\l'n­
loaded code implements only the advertised i ntcrface while acces,ing your unpro­
tected hard disk and does 1101 send the juici,e,t pans to heaven-know�-who may 
not always be such a good idea. 

i\lodels for Code i\ligration 

Although code migration suggests that we move only code between machines, 
the term actually covers a much richer area. Traditionally, communication in dis­
tributed systems is concerned with exchanging data between processes. Code 
migration in the broadest sense deals with moving programs between machines. 
with 1he intention to have those programs be executed at the target. In some cases, 
as in process migration, the execution status of a program. pending signals, and 
other parts of the environment must be moved as well. 

To get a better understanding of the differem models for code migration. we 
use a framework described in Fuggetta et al. ( 1 998). In this framework, a process 
con�ists of three segments. The code seg111e111 is the part that contains the set of in ­
structions that make up the program that is being executed. The resource seg111e11r 
contains references to external resources needed by the process, such as files, 
printers, devices, other processes, and so on. Finally, an e.rerntio11 segment is used 
to store the current execution state of a process, consisting of private data, the 
stack, and. of course, the program counter. 
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The bare minimum for code: migration is to provide only weak mobility. In 
Lhis model. it is possible to transfer only 1he code segment. along with perhaps 
some initialization data. A characteristic feature of weak mobility is that a trans­
ferred program is al,rnys started from one of several predefined starting positions. 
This is what happens. for example. \\'ith favn applets, which al\\'ays start execu­
tion from the beginning. The benefit of this approach is its si mpliciry. Weak 
mobility reqL1ir,es only that the target machine can execute that code. which essen­
tially boils down to making the code portable. We return to these maLters when 
discussing migration in heterogeneous systems. 

In contrast to weak mobility, in systems that suppmt strong mobility the ex­
ecution segment can be tran�ferred as ll'ell. The characterbtic femme of strong 
mobility is th,ll a running process can be stopped. subsequently moved ro another 
machine. and then resume cxennion \\'here it kft o!'f. Clearly. strong mobility is 
much more general than weak mobility, but also much htll'der to impkmenl. 

lrrespceli\' t: of whether mobility is ,,·ea!-; or strong. a further distinction can be 
made between sender- i nitiateu and receiver- i n itiated migration. In sender­
in i tiated migration. migration i,; initiated at the machine where the cock currently 
resides or is being executed. Typit:ally, sender-initiated migration is done when 
llploading programs to a compute server. Another example is sending a search 
program across the Internet to a Web database ser\'er Ill perform the queries at 
that server. In receiver-initiated migration. the initiati\·e fo1· code migration is 
taken by the target machine. Ja,·a applets are an e.xample of this arprnach. 

Receiver - initiated migration i� simpler than sender-initiated migration. In  
many ca�es. code! migration occur� between a client and a server, where the clielll 
takes the initiative for migration. Securely uploading code lo a serv.:r. as is clone 
in sender-initi;ued migration. often requires that the client has previously been 
registered and authenticaied ar that server. In other words. the server is required to 
know nil its cli.:nts. the reason being is that the client will presumably want access 
to the server's resources such as it� disk. Protecttng such resources is essential. In 
contrast, downloading code as in the receiver - initiated case, can often be done 
anonymously. Moreover. the sel'\' er is generally not intere�ted i11 the client's re­
sources. Jnstead. code migration to the client is done only for improving client­
side performance. To that encl. only a limited number of resources need to be pro­
tected, such as memory and network connections. We return to secure code 
migration extensively in Chap. 9. 

ln the case of weak mobility. it also makes a difference ir the migrated code is 
executed by the target process. or whether a separate process is started. For ex­
ample, Java applets are simply downloaded by a Web browser and are executed in 
the browser·s add1·ess space. The benefit of this approach is that there is no need 
to start a separate process, thereby avoiding communication ar the target machine. 
The main drawback is that the target process needs to be protected against mali­
cious or inadvertent code executions. A simple solution is Lo let the operating sys­
tem take care of that by creating a separate process to execute the migrated code. 
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Note that thi� !>olution does not solve the resource-access problems mentioned 
,\bO\'e. They �ti II have to be deall with. 

Instead of moving a ru nning process, also rel'erred ro as process migration. 
strong mobility can also be supported by remote cloning. In contrast to proces$ 
migration, cloning yields an exact copy of the original process. but now running 
on a different machine. The cloned process is executed in parallel to the ori�inal 
process. fn UNIX systems, remote cloning takes place by forking off a child proc­
es� ancl leuing that child continue on a remote machine. The benefit of cloninl! is 
that the model closely resembles the one that is already used in many applicati;ns. 
The only difference is that the cloned process is executed on a different machine. 
In this sense. migration by cloning is a simple way to impro\'e distribution tran­
sparency. 

The rnrious alternatives for code migration are �u111ma1 ized in Fig. 3-18.  
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figure J-18. Alrerna1i1·es for code migration. 

3.5.2 Migration and Local Resources 

So far. only the migration of the code and execution segment has been taken 
into account. The resource segment requires some special attention. What often 
makes code migration so clifficuh is that the resource segment cannot always be 
simply transferred along with the other segments without being changed. For ex­
ample, suppose a process holds a reference to a specific TCP port through which 
it was commllnicaling with other (remote) processes. Such a reference is held in 
its resource segment. When the process moves to another location, it will have to 
give up the port and request a new one al the destination. In other case�. trans­
fen'ing a reference need not be a problem. For example, a reference to a file by 
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mewb of an absolute URL ll'ill remain valid irrespective of the machine where 
t he proces� that hold� the URL resides. 

To under�Land the implication� that code migration has on the resource seg-
111e111. Fuggeua et ::ii. ( 1998) distingui,.h three type� of process-to-n::source bind­
ings. The �trnnge�t binding i!, \\'hen a proce,s r.::fer� to a resource by it� identifier. 
In that c.:a�e. th.: process requires pr.::cis.::ly the referenced r.::source. ::ind nothing 
cl�e. An nampl.:: or ,uch a binding by identifier i� w hen a process uses a URL 
to n:fer to a specific Web site or when it refers to ,1n FTP sen·er by means or that 
server's Internet addres�. In the same line of rea�oning. r.::ferenc.:es to local com­
munic.:ation end points also lead lO a binding by identitier. 

A w eaker form of proces�-to-resource binding is when onl} th.:: \'alue of a re­
s<rnrc.:e i\ needed. In that cn�e. the execution or th.:: process would not be affected 
if  another re!>0l!rcc ll'Ollld pro,·ide that same ,·alue. A typical example of binding 
by value is when a program relies on Mandard libraries. such as tho�.:: for pro­
gramming in C or Ja,·a. Such libraries should always b.:: locally a\'ailable. but their 
exm:r location in the local file system ma) differ bet\\'ecn sites. Not the specil7c 
files. but their t0n1e111 b important for the proper ex.:cution or th.:: proce�:.. 

Finally. t he weakest form ol' binding b when a proce\:, indicates it needs only 
a re:.ource of a �pecilic type. Thi:. binding uy type is exemplified by re!'ercnccs to 
local devices. �uch a� monitor�. printer;,. nnd :,o on. 

When migrating code. we often n.::ed to change the reforences lO resources. 
but cannot affect th.:: kind of proce:,:. -10-resource binding. If. and exactly how a 
reference should be changed. depend;, 011 whc:ther that resource can be mo,·ed 
along with the cod.: to the target machine:. Mor.:: specifically. we need to con:,ider 
the resource-m-111achinc bindings. and distinguish the following ca:.es. Unat­
tached resources can be ca�ily move,I between differ.::nt machine:,. and are typi­
cally (data) files associated only \\'ith 1he program that is to be migrated. In con­
trast. moving or copying a fastened resource may be possible. but only nt rela­
tively high co,1�. Typical example� of rastened resource� are local databases and 
complete Web site,. Although ,uch r.:sources are, in theory, not dependent on 
their current machine. it b often infeasible 10 1170\'e them to another ell\ iron men 1. 
Finally. fixed resources are intimately bound to a specific machine or environ­
ment and cannot be moved. Fixed resources are often local devices. Another e x ­
ample of a fixed re,ource i s  a local communicaiion end point. 

Combining three type, or proce�s-co-re�ource bindings, and three types of re­
source-to- machine binding�. leads to nine combinations that we need to consider 
when migrating code. These nine combinmions are shown in Fig. 3-19. 

Let us first consider the possibilities when a process is bound to a resource by 
identifier. When the resource is  unattached. i t  is generally best to move it along 
with the migrating code. However. when the resource is shared by other proc­
esses, an alternative is w establish a global reference, that is, a reference that can 
cross machine boundaries. An example of such a reference i_s a URL. When the 
resource is fastened or lixccl, the best solution is also 10 create a global reference. 
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figure 3-19. �\ction� 10 be 1,1k�n \\ith re,p�ct 1,1 1h� r�r��n��, tu kt­
cal r��ourct:� \\ hen migroHing l'('d� lf1 am)lh�r ma,.:hin.:. 
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It is important to realize that establishing a global refrrence may be more tllan 
just mnking use of URLs. and that the use of ,uch a reference is sometimes prohi­
bitively expensive. Consider. for example. a program thttl gen.::rate:. high-quality 
images for a dedicated multimedia 11·orkswtion. F:tbr it:ating high-quality images 
in real time is a compme- intensh.:: ta�k. for which rea:.on the program may b.: 
1110\'ed 10 a high-performance compute sen er. Establi�hing a global reference to 
the multimedia \\'Orkstation means setting Lip a communication path bet\\'een the 
computi:: ,en·er and the workstmion. In addition. then: is :.ignilicant proce�:.ing 
il1\ olvedl ar both the s.::rver and the workstation lCl me.::t th.:: bandwidth rcquirc­
mt!nts of 1mn:,fe1Ting the image�. The net r.::sult may be thrtt tll\W ing the pmgr .1111 
to 1he compute server is not such a good idea. only bccm1se the cost of rhe global 
reference is too high. 

Another example of \\'here csr::iblishing a global reference is not alway:. that 
easy is when migrating a proce:.s that is making use of a .local communication end 
point. In that case. we are dealing with a fixed resource to which the process is 
bound by the identifier. There are basically two solutions. One solution is to let 
the process set up a connection 10 the source machine after it has migrated and 
install n separate p1·ocess nl the source machine that simply forwards all incoming 
messages. The main drawback of this approach is Lhat whene,·er the source mn­
chinc malfunctions. communication with the migrated process may fail. The alter­
native solution is 10 have all processes that communicated with the migrating 
process. change 1//eir global reference. and !>end messages to the n.::w communica­
tion end point at the target machine. 

The situation is different when dealing with bindings by value. Consider first 
a fixed resource. The combination of a tixed resource and binding by value 
occurs, for example, when a process assumes that memory can be shared between 
processes. Eswblishing a global reference in  this case would mean that we need to 
implement a djstributed form of �hared memory. Jn many cases. this is noL really a 
1·iable or efficient solution. 
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Fastened resources that are refem�d to by their value. are typically runtime 
libraries. Normally. copies of such resource!, are readily a,·ailable on the! uu-get 
machine. or should otherwise be copied before code migration takc!s place. Estub­
lishing a global reference is a better alternative when huge amounts of data are ro 
be copied. as may be rhe case with dictionaries and thesauruses in text proces�ing 
svstems. 
- The easie�t case is when dealirnz with unattached resources. The best sollltion 

is to copy (or move) 1he resource t� the ne\\ destination. unless it is shared by a 
number of processes. In the !alter cnse. e,tablishing a global reference b rhe only 
option. 

The last case deals with binding� by type. lrrespecti,·e o f  the resoun.:e-to-ma­
chine bindi,w. the obvious solurion is to rebind the proces� to a locally a,·ailable 
re,ource o f  J1e same type. Only when such a resource is not available. will we 
need to copy or move the original one to the new de,1ina1ion. or establish a global 
reference. 

3.5.3 Migration in Heterogeneous Systems 

So far, we have tacitly a�sumecl that the migrated code can be easily executed 
at the target machine. This assumption is in order when dealing with homogene­
ous sy�tems. In general. ho\\'e,·er. distrib111ed systems are constructed on a hetero­
geneous collection of platforms. each having thi!ir own opern1ing system and ma­
chine architecture. Migration in such sy�tems requires 1hat each platform i� �up­
poncd. 1hat is. that the code segment can be executed on each platform. Also. \\'e 
need to ensure that the execution ·egment can be propc:rly represented ai each 
platform. 

The problems coming from heterogeneity are in many respects the same as 
those of portability. Not surprisingly. solutions are also very similar. For example. 
at the encl of the I 970s. a simple solution lO alle\'iate many of the problems of 
porting Pascal to clifferem machines was to generate machine-independent inter­
mediate code for an abstract virtual machine ( Barron. 1981 ). That machine. of 
c0t1rse, would need to be impleme111cd on many platforms. but it would then allow 
Pascal programs 10 be run anywhere. Although this simple idea was widely used 
for some years, i t  never really caught on as the general solution to portability 
problems for other languages. notably C. 

About 25 vears later. code migration in heterogeneous systems is being 
attacked by sc;ipting languages and high!)' portable languages such as Java. fn 
css.:nct:, these sulutions adopt the same approach us was done for porting Pascal. 
All such solutions ha\'e in common that they rely on a (process) virtual machine 
that either directly interprets source code (as in the case of scripting languages), or 
otherwise interprets imermediate code generated by a compiler (as in Java). Being 
in the right place at the right time is also important for language developers. 
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Recent de\'elopments ha\'e started to weaken the dependency on programming 
languages. In particular. solutions ha1·e been proposed not only 10 migrnte proc­
esses. but to migrate entire cornpLlting enl'ironment�. The basic idea is 10 compart­
mentalize the 01·erall environment and 10 pro, ide processes in the same part their 
own view on their computing environment. 

I f  the compartmentalization is done properly. ir becomes possible co decouple 
a pan from the underlying S)'Stem and actually migrate it to another machine. In 
this l\ay. migration would actually pm, ide a form of strong mobility for proc­
e�ses. as they can then be moved at any point during their exccmion. and continue 
where they left off ,,·hen migration completes. Moreowr. many or 1he intricacies 
related to migrating processes while they have bindings to local resources may be 
�olved. as these bindings are in many ruses simply pre.)erved. The local resources. 
namely. are often part of the en,·ironment that is being migrated. 

There are several reasons for waming 10 migrate entire environments. but 
perhaps the most impona111 one is that it allows continuation of operation while a 
machine need� to be shu1dowa. For example. in a sen·er clLt�ler, the systems 
aclrninistrator may decide to shut down or replace a machine. but will not have to 
,top all its running processes. Instead. it can temporarily freeze an environment. 
mm·e it to another nrnchine (where it sit, next to other. existing environmc111s). 
and ,imply unfreeze ir again. Clearly. thi� is an extremely powerful way to man­
age long-running compute en\'ironments and their processes. 

Let us consider one specitic example of migrating virtual machines. as tlis­
cu�,ed in Clark et al. (2005). In this case. the authors concentrated on real-time 
migration of a ,·inualized operating sy,tem. typically something that would be 
co1weniem in a cluster of servers where a tight coupling is achieved through a �in­
gle. shared local-area network. Undei- the�e cin.:umstances, migration in,·oil·es 
two major problems: migrating the enlire memory image and migrnting bindings 
10 local resources. 

A, to the first problem, there are, in principle. tlu-ee ways to handle migration 
(which can be combined): 

I. Pushing memory pages to the new machine ;ind resending 1he ones 
that are later modified during the migration process. 

-

., Stopping the current virtual machine; migrate memory, and swn the 
new virwal machine. 

3. Letting the new virtual machine pull in new pages as needed. that is, 
let processes star! on the new virtual machine immediately and copy 
memory pages on demand. 

The second option may lead to unacceptable downtime if the migrating virtual 
machine is running a li,·e service. that is. one that offers continuous service. On 
the other band. a pure on-demand approach as represented by the third option nrny 
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extensively prolong the migration period. but may also lead _to poor performam:e 
because il takes a long rime before the working set of the migrated processes has 
been mo1·ed to the new machine. 

As an alternative. Clark ct al. (2005) propose to use a pre-copy approach 
which combines the first option. along with a brief stop-and-copy phase ns repres­
enred by the second option. As it turns out. rhi s combination can lead to sen·ice 
dowmimes of 200 ms or less. . . Concernin!! local resources. matters are simplified when deal ing only with a 
cluster server. �f=irsl. because there is a single network, the only thing that needs to 
be clone is to announce the new networh.-10-i\lAC add1·ess binding. so that cl ienb 
can contact the mi!!.rnted processes at the correct network interface. Finally. if _it can be assumed tl�1t storage is pro\'ided as a separate Lier ( like ll'e showed 111 
Fig. 3 - 12). thi::n migraring binding ro files is similarly ,imple. 

The overall effect is that. instead of migrating processes. ll'e now arn1ally sec 
that an entire operating �ystem can blc! moved bet11·cen machines. 

3.6 SUMMARY 

Proces�es play a t\1ndamental role in distributed systems as_ they form a basis 
for communication between different machines. An important 1Ssl1e 1� holl' proc­
esse, are internally organized and. in particular, whether or not t_hey support _mul­
tiple 1.hread, of control. Threads in distributed S)'Stcms are particularly us_eful to 
continue u�ing the CPU when a blocking 1/0 operation is performe?. In this way. 
it becomes po�sible to build highly-efficient serl'er� that run 111ult1ple thri::nd� 111 
parallel. o f  which se,·eral may be blocking to wait until disk 1/0 or netll'ork com­
munication completes. 

Organizing a distributed application in terms or clients and servers ha� pro,·en 
10 be u,dul. Client prnces�es generally implement user mterfaces. which may 
range from very simple displays to advanced imerfoces th�t �an hanJl_e c�mpounJ 
dor.:uments. Client software is furthermore aimed at ach1ev111g d1�tnbu11on trnn­
sparency by hiding details concerning the communication wit.h sen·e��- ll'here 
those servers are currently located. and whether or not servers :ire repltcnted. rn 
addition. client software is partly responsible for hiding failures and recovery 
from fni lure�. . 

Sen·ers are often more intricate than clients. but are nel'ertheless �ubJc<.:t  to 
only a relatively few design issues. For example. servers can either be iterntive or 
concurrent. implement. one or more services. and can be st�teless �r stateful. 
Other desion issues deal with addressing service� and mechanisms to 111tem1p1 a 
server afte� a service request has been issued and is possibly already being proc­
essed. 

Special attention needs to be paid when organizing sen·ers into a cluster. � 
common objective is hide the internals of a cluster from the outside world. This 
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means th::tt the organization or· the cluster shmild be ,hiclded from applications. 
To this encl. most clu�tcrs t1�e n single emry poim that can hand olT 111essm!es LO 
servers in the clu�ter. A challengin_g problem is to transparently replace thi� :ingle 
entry poim by a fully distributed solution. 

An important topic for cfotributetl �)'Stem, is the 111i2ration of code between 
different machines. Two important reasons 10 suppon code migration ..ire increas­
ing performance and flexibili ty. When co1111m1nica1ion is cxpensil'e. we can some­
times 1·ecluce communication by �!lipping computation, from the sen er to the cli­
ent. and let the client do a� much local processing ;1s possible. Flexibility is 
increa�ed if a client can dynamically do\\'nload software needed to communicate 
with a specific �erl'er. The downloaded softwnrc can be �pecifically targeted to 
that server. without forcing the client Lo hal'e it preimtalled. 

Code migration brings along problems rdated to usage of local re:.ources for 
which it is required that either resources are m iurnted a5 ll'ell. ne11 bindin2s Lo 
local resources al the target machine are e,tablish;,1, or for which systcmwide�net­
work references are used. Another problem i� that code migration reqliires thnt we 
take heterogeneity into account. Curn:nt practice indicates that the best solution t<) 

handle heterogeneity i:, lo u�t! 1·irnw l machines. The�e can tnh.e either the form of 
proce�s virtual machines as in the case of. for example. Jal'a. or through using ,·ir­
tual machine monitor� that effccti\·<;Jly allow the migration or n collection of proc­
esses nlong with their underlying operati ng system. 

PROBLEMS 

I .  In this problem you are 10 compare reading a file using u �inglc-thrcmJed file �errer 
and a 111ul1i1hreaded sen·er. It takes 15 111sec to get a request for 11ork. dispatch ir. and 
do the rest or the necessary proccs�ing. rn,suming that the data needed ar.: in a cache in 
main memory. If a de.k oper:llion i, needed. as i� the case one-third of 1he time. an ad­
ditional 75 111sec is reqt1in:d. du ring 11· hich time the 1hrc;1<.I sleeps. How many re­
quem/sec can the sen·er lrnndl.: if i I is �ingle threaded'? It' it b multithreadecl'! 

2. Would it make sense to limit the number of tlm:all� in ;1 sen·er process'! 
3. In the text. 11e described a multithreadeu li!e sen·er. showi112 \\'Ill' it i, belier than a 

\ingle-threadcd sc1Yer and a f'inite-�tate machine sen·er. Arc �her; ,my circumstances 
in which a single-1hn:adetl server might be belier'? Gil'e an exam pk. 

4. Stmically assoc:iating only a single thread with a lightweight process i� not >Li ch a 
good idea. Why 1101? 

5. Having only a single lightweight process per process is also 1101 such a good idea. 
Why no,� 

6. Describe a simple scheme in which 1here are a, mam lightweight processes as 1here 
are runnable threads. 
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7. X dc,iirnmes a llSer's 1erminal as hosting 1he server. "·hile 1he application b refrrred 
10 as 1l;e clielH. Does this make sense'! 

8. The X protocol suffers from scalabili1y problems. How can 1he;,e problem, be tad.led·? 
9. Pro:..ies can suppon rcplic:11ion transparency by in1·oking each replica. n\ explained in 

the text. Can (the sen·er side of) an application be subject to a replicated calls'? 
JO. Cons1ruc1i112 a concurrent server by spawning a pruc.:�s h,l� some adrnnrnges and 

dis;1dnm1ag�s compared 10 mulrithreaded serl'ers. Me111ion a few. 
1 1 .  Sketch 1he clesi!.!n of a rnulli threaded serl'er that �uppon- mllltipk pro1ocol � using 

sockets as it� 1ra�sport-level interface 10 the underlying operating S) �tem. 
12. How can we prevent an application from cir.:umventing a 11 i1lllow manager. and thu, 

being able to completely tncss up a �creen'? 

13. ls a sen·er that maintain:; a TCP/IP comuection to a diem statcful ur ,rntek,s? 
14. Imagine a Web serl'cr that maintains n iable in "hich client IP addre,se, are mapped 

to the mu,t recently acce�sed Web pages. When a client connect_s to the scrl'er. Lh_e 
�ener loob up the cliem in it� table, and if found. rewrn, the registered page. I� th1, 
�erl'er su11eful or statelt!s,? 

15. Strong mobility in Ui\lX �y,1e111, coulll be supported b) allowing a proces� LO fork a 
child on a remote machine. Explnin how 1hi, 1\0UIJ 11ork. 

16. [n Fi !!. 3-18 it b sugge,tcd that strong mubility cannot be combined with executing 
migr;ted cod.: in a target proce,,. Gil'e a cuunterc,amplc. 

17. Con,ider ,1 prlll'C>> P thm requires .iccc�, 10 file F whi.:h i, locally a,·�ilab_le �n the 
machine where p is cu1wmly running. When P 1110,·e, to another machme. 11 sull re­
quir.:� ncce�s 10 F. I I'  the fik-10-111uchinc binding b fixed. 111111 rould the ,yste11111· ide 
refert)nce to F be implemented•) 

18. Dc,cribe in detail how TCP packets tlow in the case of TCP handoff. along with the 
infonn:ttion on �ource and de,tininion addresses in the various header,. 

4 

COMMUNICATION 

Interproces, communication is  at  the heart of al l  distributed systems . •  f t  makes 
no sense to stuc.ly distributed �ystems \\'ithout carefully examining the way� that 
processes on different machines can exchange information. Co111111unic,1tion in 
distributed syMems b nlway� ba,cd on low -l;vel message passing as offereu by 
the unuerlying network. Expr��sing eon1111u,1ication 1hrough message passing is 
harder than u5ing primitives based on shared memory. as available for nondistrib­
utec.l platforms. Modem distributed sy�tems often consist of thousands or e1·en 
millions of processes scattered acros� a network with unreliable communication 
such as the Internet. Unless the primitive communication facilities of computer 
networks arc replaced by something else. development of large-scale dislribuled 
applications b extremely difficult. 

In this chapter. \\'e srnn by discussing the rules th:u communicating processes 
must adhere to. known as protocols. and concentrate on structuring those proto­
cols in the form of layers. We then look at three widely-used models for commu­
nication: Remote Procedure Call (RPC). ivlessage-Orientcd Middlew,u·e (MOM). 
and data streaming. We also discuss the general problem of sending data 10 multi­
ple receivers. called multicasting. 

Our first model for communication in distributed systems is the remote proce­
dure call (RPC). An RPC aims at hiding most of the intricacies of message pass­
ing. and is ideal for client-server applications. 

In many distributed applications. communication does not follow the rnther 
strict pattern of clie111-servcr interaction. I n  those cases. it turns out that thinking 
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SECURITY 

The Inst prin,iple or llbtribute<.i system� that ,,e di,cu,s is securi1y. Security b 
by no mean� 1he lea�t impnnan1 principle. f-lL1,1·e,er. one could argu.: tharit is one 
of the nm,t difficult prim:iple�. as ,ecuri1y necd\ 10 be pcrvasi,·e 1hroughou1 a sy\­
tem. r\ �ingle de�ign !law ,, i1h re�pect to �ecurity may render all securi1y 111ea,­
ure, Li'eless. In this chnp1er. \\'<' conce111rate 011 the 1·arinu\ mechanism� that are 
gcnernlly incorpornred in dimibuted i,ys1e,m to suppon securi1y. 

We �ian \\'ith introducing the basic i,�ue, or security. Building ull kintls of se­
curi1y mechanisms into n system does not reall) make sense unless it is known 
ho,,· tl10�e mechani,111s are ro be 11sed. and againsl whnl. This require� that we 
know about the �ecurity policy that is to be enforced. The notion of a security pol­
icy. along with some general tlesign issues for 111.:clrnnism� that help enforce such 
polici6. are discu�sed fir�1. We also brietly touch upon the necessary crypwgra­
phy. 

Security in distributed systems c.:an roughly be divided into t\\'0 pans. One 
part concern the cornmunicntion between users or processes. possibly residing on 
different machines. The principal mechanism for ensu1ing �cc11re communication 
i� that of a secure channel. Secure channels, anti more specifically. authentica1ion, 
message integrity, nnd conl1dentialiLy. :ll'e discussed in a separate section. 

The other part concerns aLLLhorization. which deals with ensuring that a proc­
ess gets only those access rights ro the resources in a distributed system it is enli­
tled 10. Authorii.aLion is covered in a separate \ection dealing with access comrol. 
l n  :iddition to traclitionnl access control mechanisms. \\'e al�o focus on access con­
trol when \\'e have to den! with mobile code such as agents. 

377 
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