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Secme channels anti acces� control require mechanism� to di�tribute crypto• 
graphic keys. but also mechanism� 10 add and remove user, from a �ystem. The,,e 
topic:. are co\'ered by what is known a, securit) managen1e_n1. In a separnte sec• 
tion. we tli,cus$ is�ues uealing with managing cryprogr;1ph1c keys. secure grot1p 
man:1ge111elll. and handing out ceniticates that pro\'e the owner i� entitled IO ac­
ces� specified resource:... 

9.1 INTRODUCTION TO SECURITY 

We start our description of security in distributeu �yste1m b) taking a lool-. at 
:,ome general :,ecurity i��ues. First. it b neces!,ary to del'ine 11 hat a secure sy�tem 
is. \\'e di�tingubh :,ecurity policie.1 from secur ity 111er/w11irn1L and take a look at 
the Globus 11:ide-area sy:,tem l'or which a security policy has been explicitly !'or· 
muln1ed. Our seL:ond concern is lo con�iuer !lome general design i,:,ues i'or :,,::cure 
systems. Final I}. 11 c brietly discuss some nyptogrnphic algorithm:,. ll'hich play a 
key mlc in the de�ign of ,ernrity protocob. 

9. 1 . l  Security Threats, Policies, and Mechanisms

Security in a computer �y�tem i, ,trongly related to 11he notion 01· dcpcndabil­
it). Informal I). a dependable compL1ter S)�tem is one that 11e ju�tifiably uw,t lO 
deli1·er ih sen ices (Laprie. 1995). As mentioned in Chap. 7. dependability in• 
dudes ;1l'a ilabili1y. reliabili ty. �akty. and mainwinability. Holl'e1er. if we arc: to 
pur om u·u�t in a computer sy�tem. then rnnf'identiality and inte?·ity �hould al,o
be tak.:n into account. Conlidcnti :ility refers to the property ol :i computer sy\• 
tem whereby ih informntion b disclo,ed unly to authorized par ties. Integrity is 
the characteristic that alteration� to a system's a�sct, can be made onl) in an m11h­
orized way. In other words. improper alterations in a secure computer system 
should be detectable and reco1·erable. i\'lajor a�seb of any computer :,ystem are its 
hardware. software. and data. 

Another way of looking al security in compttler sy�tems i� that we nttemp_l to
protect the serv ices anti data it offers agninst security threats. There ar.: four 
types or security threms to consider (Pfleeger. 2003): 

l .  I mercepl ion 

2. lntem1ption

3. Modification

4. fabrication 

The concept of interception refer, to the situation that an unauthorized party 
has gained nccess to a sen ice or data. A typical example of interception is where 
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communication between 111·0 p:tnies hn, been 01·erheard by someone ebe. Inter­
ception also happens ll'he11 data are ilkgall) copied. 1·or example. after breaking 
into a per,un· -; pri1·ate directory in a file sy,1em. 

� 

r\n example of incc:rrup1ion is II hen a file is corrupted or Jo,t. l\lwe generally 
interni ption rder� to the �ituation in 11·hich service� or clat:1 become um;1·;1ilable. 
unu:,able. de,troyed. and ,o on. In th i;, sen,e. den in I of se1Yice n11acks bv which 
�omeone maliciou�ly aucmpt;, to make n serl'ice inaccessible to other ix.11:tie� i, a 
,ecurity tJ1reat that clu,�ilies as interruption. 

i\lodilication, involl'e unauthorized changing or tlata or tnmpering ll'ith n se1·. 
1·ic<' !>O that it no longer adhere� to its original specifications. Examples or mouifi. 
cation, include intercepting .111d ,ub"equently changing tran,111i11ed dnta. tamper­
ing_ '�?h cl,_,�ab.i e entri<'�. and changing a program ,o that it 5eeretly log� the
act11·111e� ol lh u�er. 

Fabr icati{>n refer, 10 the "'ituation in ll'hit:11 additional data or acti1 ity art' !!en·  
erat.:d that II ould m>rm:ill) not e,ist. For example. an imruder ma� auempt to-add 
an <'ntry into a pa"11 orJ rile or databa,,:>. Like11 i,e. it i, sometimes possible 10 

break into a �):,,tern b) replaying pre1·i0Li-ly ,ent me�,ag.:�. \Ve ,hall come acro,s 
such e,amples later in thb ,·hapta. 

Note that interrupt inn. modilicaiion. and J'abric,1tio11 can each be �een a� a 
form of data fobilic:uion. 

Simply ,t;iting that a ,ystem ,hould be able w pwl<'ct it�elr again:,,t all pos• 
:,ihk :..:curi t� threat, is not the ll'a)' to actual I) build a �eel/re systc:111. What i� l'irst 
needed b a de,cription of ,cc-urit) requir<'ment,. that b. a �ecurity policy. ,.\ secu­
rit�· policy de,crib<', preci,d} which actions the enti tie, in a �ystcm ,ll'e allowed 
to take anti II hieh ones are prohibitt'd. E111itie, include user,. �en·ices. darn. ma­
chines. and ,o on. Once a seeur it) pol it.:) has been laid do11 n. it become:, possible 
to com:entrate on the security mechanisms by whicl1 a pol icy can be enforced. 
Important $ecur ity mechanism, are: 

I .  Encryption 

2. Authentication
' - '· Authorizntion

-+. Auditing

Encryption is fundamcntnl to L:0mpu1er security. Encryption transfonns data 
inw something an auacker cannot understand. Jn other ll'orcl,. encr) ption pro1·icles 
a menn� to implement data confitlcntiality. In nddition, encryption alloll'� us to 
check whether dam h,ll'e been modi lied. Ir thus also provides support for integrity 
ched.s. 

Authe111icntion i, used to 1·erify the claimed identity of a user. client, sen·er, 
host. or other entity. In the case of client,. the basic premise is that before a ser­
\'ice srn11s to perform an) I\Ork on behalf' of a client. the sen·ice must learn the 
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client· � identity (unle,� the �er\'icc i., available lo all). T) pically. u�er� are au th­
enticated by me:111' of pa,,,,·ord�. but there are man) other 11 ay, to authenticate 
client, 

Afo.:r a client hth been authent icated. it i, nece)sar) tn ched. 11 hcther that cli­
ent b autlwrized tn pcrfonn the a1.:1ion requested. Acee" w record, in a med ical 
d:nabaw i, a typical example. Depending on II ho acce,,es the database. penni,­
sion Illa) be granted to read reconk to nwdify certain field) in a rei.:ord. or to add 
or remon� a recor<l. 

Auditin!.! moh are used to trace which clit!nb acce,,ed II hat. and 11 hich wa). 
Alrhm1gh at7diting doe'> not really prol'ide any protection agai11st ,ecurity threat�. 
audil log, can b.: .:, trc:mely Lht:ful for the analy,i, of a ,ecurity breach. and ,ub,e­
quentl) tal.ing me,htire, agaiihl intruder,. For thi) rea,on. auacker, nrc gener..ill� 
keen noi 10 lea\'e ,lll) trace, that coultl e, entuall) lead to e.,po)ing the ir itlentit�. 
In lhi, ,cn,e. logging acce,se, mal-.c, atwcl.ing ,ometillle) a ri,l.ier bu, ine,,. 

Example: The Globus Securit) Architecture 

The nntion or ,ccurit) polic) and the rule thm ,ecurit) mc:chan i,nh pla) in 
di,1ribl1Lcd sy�tcm, for enforcing ,uch polil'ie, i, often bc,1 c:--plnincd by taking H 
lool. at a concrete e,arnpk. Con,ider the ,ccurit) polic) delined for the Glnhu, 
\11de-are,1 '} stem (Cherwnal. ct al.. 1000). GlobLh i, a ') stem ,upponing large­
,calc di,tributed computallmh 111 11 hich man) ho,ts. lilc,. and othcr re,uurces ar.: 
,imult:llh!llu�ly 11,ed for doing a crnnputation. Such em ironment� are aho referred 
tll a, computational grid, ( Fo,tcr and Ke,selman. 100:l ). Rcsourt:e, in thc,e grid, 
are oltcn locmed in different admi11i,1rati1e domain, that ma) be located in d if­
krem parh of the 1H1rld. 

lkcau,e user, and resource, nre \'a,t in number and \1idcl� spread acro,s d1f­
fcrent Hdministrati,·e domain,. �ccurity b c,sential. To dc1 i,e and propcri) use se­
curit) mechani,,m. i t i, net·c,,ar) ll1 under,tand II hat e,actly need, to be pro­
tectetl. and what the as,umption, are II ith re,p.:t·t to ,ecuril). Simplif) ing mntter, 
,ome11 hat. the ,ccuril) poli1.:) for Globu, entail, the follo11ing eight i,tatemem,. 
11 hich we explain be loll' ( Foster et al.. I 998): 

I. The e111 ironment consists of multiple ndmin i,tratil·e domain,. 
2. Local operations (i.e .. operation, that arc carried out on!} within a 

single domain) are subjec1 10 a local domain sccurit) policj only. 
J. Global operations (i.e .. operations inl'oldng se,eral domai 1h) require 

the initiator to be kno11 n in each domain where 1h.: operation i\ ear­
ned out. 

-+. Operation� bct11·een cm itie, in different domain, reqLtire mutual 
authentication. 

5. Global authentication replaces local authentication. 
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6. Controlling access to 1\:sources i� �ubjcct to local security only. 
7. Users can delegate rights to proces,e,. 

8 .  A group of processes in the same domain can share credential\. 

. Globu, assume, that the e111 ironment con,isb of multiple administratil'e do­
mam,. _\1_

here each domain ha� ih 01111 local ,ecurit) policy. It is assumed 1hm lo­
cal pol1c1e, cannot be l'\1'.mged ju,1 because the domain panicipates in Globus. nor 
ca,_1 tl_1c �,·era II polic_y of G!ob'." 01 erride local security dt'ci,ion�. Con,equenily. 
,ecunt} 111 Globu� 11 tll res1nc1 1helf 10 operation, that affect multiple domain\. 

Related to !h1, 1\\ue 
_
is thm Globus a!i\llnH?s 1ha1 operatioih that nrc entird) 

!ocal to a do
_
ma11: a�·e _

�_ubJect onl) 10 that domnin's security policy. In other worLh. 
�f an op�r:won t\ _ 1n11 1:ued '.111d carried out ll' ithin a r.ingle domain. all sccuriiy 
h,ue, 11'1_1( be carried out usmg local ,ecuril) measure, only. Globu� ll'ill not im­
po,e add111onal me:i,urc,. 
. The Globu� securit) poliC) ,tmc:, that req11es1s for operations c:in be initiated 

e11her globally or locally. The initi:unr. be i t  u Ll\er or prol'cs, artin!! 011 behalf of a 
u:,er. mu,t be locally known wi1hin each domain where 1hat oper; tion i, carried 
o_u�. For e,ample, a ll\er ma) ha, e a global name that i� mapped to domain-spe­
cific loc_al name,. tfo�, exactly 1h:11 mapping take, place ,� lef'I lo each domain. 

A_n 11npor1an1 poll<.:) ,1mc111em i, that operation� between emitie, in different 
dom:1111� r�quir.-: nwtual :tuthcnticatinn. This mean�. for exnmple. 1ha1 i f  a u,er in 
one do'.na111 mal.c, u,e o

_
f_a serl'icc from another domain. then the identi ty of the 

u,er \I 111 ha, e to be 1-ertlled. Equall� imponant i, that the u,er 11 ill ha, c to be 
•'.�,ured Iha� he b u,ing a sen ice he thinh he i, using. \Ve return to authentica­
lJOn. ex1c1h1vely. Inter in this chapter. 

The
_
abm � 11\'0_P0lic) issue!, nrc combined into the folloll' ing securit) require­

ment. I � the tdent11:,. of n u,er ha, been verified. and that u�er i, also kno,\ 11 

loc_ally 111 a domain. then he can act a� being authenticatc:d for that local domain. 
Th

!
s �1cani, that Globus require, that its systcmll'ide au1hentica1ion mca,ures are 

�ul fictcnt 10 consider that a user ha� already been authcnticmed f'or a remote do­
�iain (where �hat_ user i, known) �1- hen acce"ing re�ourcei, in that domain. Addi­
uonal authenuc:lllon by that domam ,hould no1 be nece,sary. 

. Once a user (or process acting on behalf of a user) has been authenticated. it is 
�ull necessary to verif) lhe exact access right, with respect 10 resource\. For ex­
ample . . a user wanting lo mod ify a Ille will fir�l have 10 be authenticuted. after 
ll'htch ll can be checked 11:hether

_ 
or not that u,er b actually permiued to modify 

the file. The Globus ,ecuniy policy s1mes that �uch access comrol decisions are 
made entirely local within t_he domain where the acce�sed resource h located. 
. To explain the seventh sratemen1. consider a mobile agent in Globus that car­

nes out a task by initiating sel'eral operations in differelll domains. one after an­
other. Such an agem 111:1) rake: a long time 10 complete its task. To a,·oid hal'ino e 

Netflix, Inc. - Ex. 1007, Page 000071



382 SECURITY CHAP. 9 

to communic:uc with the user on whose behalf the agem is acting, Globu� requires 
that. processes can be delegated a subset of the user· s rights. As a consequence. by 
authenticating an agent and subsc::quently checking its rights. Globus should be ab­
le to allow :in agent to initiate an operation without having to contact rhe agem·s 
owner. 

As a final policy statement. Globus require� that groups of processes running 
with a sin2le domain and act in!! on behalf of the snme user mny share a �ingk set 
of credentials. As will be expl;ined below. credentials are needed for amhemica­
tion. This statement essemially opens the road to scalable solution, for authentica­
tion by 1101 demanding thnt each process carries it, own unique set of credentials. 

The Globu, �ecurity policy allows its designer, 10 concentrnte on den!loping 
an overall solution for security. By assuming each domain enforce� it, own �ecu­
ri1y policy. Glubus concemrates only on security threats inrnlving multiple do­
main:,. In particular. the security policy indicates that the important design is�ues 
nre the representation of a user in a remote domain. and the ullocation of re­
,ource, from a re11101e domain to n u,er or his representative. What Globus there­
fore primarily needs. are medianisms for cro-..s-domnin mtthentication, and mak­
ing a user known in  remote domains. 

- For this purpose. two types of representati,·e:, nre introduced. A user proxy i, 
a proce:., that i, gi,·en permission 10 act on behalf of a user for a limited period of 
time. Resources are repn:,ented by resource proxie,. A resource proxy is a proc­
e,, running within a specific domain llrnt b used 10 translate global operations on 
a re,ource inco local operations that comp!) with that panicular domain's security 
policy. For example. a user proxy typical ly communicates with a re,ource proxy 
when acces� to that resource is required. 

The Globus security architecture essentially consists of entities uch as usi:rs. 
u,er proxies, resource proxie,, :md general processes. These entities are located in 
domain� and interact with each other. In particular. the �ecurity architecture de­
fines four different protocols. as il luwated in Fig. 9-1 [see also Foster et nl. 
( 1998)1. 

The tin,l protocol describes precisely hO\, a user can create a user proxy und 
delegate rights to that proxy. In particular. in order to let the user proxy act on 
behalf of its user. the user gives the proxy an appropriate set of credentials. 

The ,econd protocol specifies how a user proxy can request the nllocation of a 
resource in a remote domain. In essence, the protocol tells a resource proxy to 
create a process in  the 1·emo1e domain after muwal authentication bas taken place. 
Thar process represents the user (just as the u�er proxy did). but operates in the 
same domain as the reque,ted resource. The process is gi,·en access to the re­
source subject 10 rl1e access control decisions local to that domain. 

A process created in a remote domain may initiate additional computations in 
other domains. Consequently. a protocol is needed to allocate resources i n  a re­
mote domain as requested by a process other than a u�er proxy. In the Globus sys­
tem, this type of allocation is done via the user proxy, by letting a process have its 
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Figure 9-l. The Glotm, wcurit) urchitcc1ure. 

associated user proxy request the allocmion of resource�. e�:.enlially following the 
�econd protocol. 

The fourth and last protocol in the Globus security arch itecture is the way a 
user can make himself known in a domain. Assumin2 1ha1 a user has an accoum i n  
a domain. what needs to be establi�hed i s  that the �ystemwide credentiab us held 
by a user proxy are automaiically converted to credentials that are recognized by 
the specific domain. The prntocol presct'ibes how the mapping between the global 
credentials and the local ones can be registered by the user in a mapping table 
local to that domain. 

Specific details of each protocol are described i n  Foster et al. ( 1998). The im­
ponanr issue here is that the Globus security architecture retlects its secudty pol­
icy as slated above. The mechnnisms used to implement that architecture. in  par­
ticular the abo,·e mentioned protocols, are common to many distributed systems. 
and are discussed extensively i n  this chapter. The main difficulty i n  designing 
�ecure distributed systems is not so much caused by security mechanism�. but by 
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decidina on how 1hose mechanisms are to be used 10 cnfora a sccuri1y policy. In  
1he ne,�� sec1ion. we consider some of these design decisions. 

9.1.2 Design Issues 

A dis1ribu1cd system. or any computer system for Lhat maner. must pro1·ide 
security �crvice, by which a wide range or security policies can be implemented. 
There arc a number or importnnl design issues 1hat need to be taken into account 
ll'hen implememing general- purpose security services. In the following pages. we 
di,cus, three of these issues: focus of comrol. layering of security mechanisms. 
and ,implicity jsee also Gollmann t:!006)]. 

focus of Control 

\Vhe11 con�idering the procection or a (po�sibly distributed) application. there 
nn:: es,entially rhrce dirferen1 approache\ thal can be followed. as shown in 
Fig. 9-2. The: fir�t approach b to co11ccntra1e directly on the protec1ion of the data 
cha1 i� a,:-.ociated with the applicmion. By direct. we mc:an tha1 irrespecti\'t: of che 
\'ari1)U\ opt:ration:, that c:111 po:.:,ibly be performed 011 a dnt::t ilem, the primary con­
cern is to ensure data integrity. Typically, this 1ype of protection occurs in data­
b,he �y,te1m in \1 hich ,·nriou, integrity cons1raint:, can be formulated 1hat are au­
tomaticnl ly checked e,tch time a dat:.i i1em is modified jsee. for example. Doorn 
and Rh·ero e002JI, 

The �econd approach is to concentr:ne on protection by specifying exacily 
\I hicl1 operations may be inl'ol-.ed, and by whom. 1vhen certain data or resoun:es 
are to be acces�ed. fn this case. the f'ocw, of control G �trongly related l.O access 
C()ntrol mechanisms. which we di�cuss exrensively laler i n  this chapter. For ex­
ample, in an object-based s�stem. i 1  may be decided to specify for each method 
that i, made ,\\'ailable to clients which clients are permitted to i111'oke that method. 
Alternmiwly. nccess comrol method� can be applied to an entire interface offered 
by an object, or to the entire ,ibject itself. This approach thus allows for various 
granularities of access control. 
� A third approach is to focus directly on users by raking measures by which 
only specific people ha\·e access to the application. irrespective of the opera1ions 
they wam to carry out. For example. a clntab:tse in a bank may be protected by 
denying nccess in anyone except the bank's upper management and people specif­
icall) amhorized LO access iL As another example. in many universi1ies, certain 
darn and applications are restricted 10 be used by faculty and staff members only. 
whereas access by students is not allowed. I n  effect. comrol is focused on defining 
roles 1ha1 users ha1·e. and once a user's role has been verified, access to a resource 
i� either gramed or denied. As pan of designing a secure system, it is thus neces­
�nry to define role� that people may have, and provide mechanisms to support 
role-based access conu·ol. We return to roles later in this chapter. 
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Figure 9-2. Three npproad1�, for pr,1t�,·1io11 uguin,1 ,c,Llrit� thr�:11,. ta) Pr1•· 
tcction agairhl irl\alitl op�ration" fbJ Protection �l;!;�tin!<tl unuuthori,cd 111\Ul..'.d· 
1io11,. tel Prm�c1iu11 ngain,t 11nat11h,1ri1.eu user,. 

Layering of Security i\lcchanisms 

385 

An imponant issue in designing �ecme systems b to decide at which lel'd se­
curi1y mechanisms �hould be placed. A lel'el in this context is related to the logi­
cal organization of n system imo a number of layer,. For example. computer net­
works are oflen organized i1110 lityers folloll'ing some reference model . as we dis­
cussed i n  Chap. 4. Ln Chap. I. we introduced 1he organization of distributed �ys­
tems consisting of separate layers for applica1ions, middleware, operating system 
serl'ices, and the operating system kernel. Combining the layered organization of 
computer networks and distributed systems. lends roughly 10 what is shown in 
Fig. 9-3. 

In essence. Fig. 9-3 separates general-purpose services from communication 
services. This separation is important for understanding 1he layering or security in 
disrribu1ed systems and, in particular, the notion of 1rust. The difference between 
trust and security is important. A system is either secure or i1 is not (taking various 
probabilistic measmes into account). but whether a client considers a system to be 
secure is n matter of trust (B ishop, 2003). Security is technical; trust is emotional. 
In ll'hich layer security mechanisms are placed depends on the trust a client has in 
how secure the services are in n particular layer. 
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Figure 9-3. The h,gi.al orga11int1io11 ,,r a db1rillm�J ') ,1�m int,, ;c,crnl 1;1) er,. 

A� an example. con.sider an organization loc,1Led at Jifferent site� that are con­
necred through n communication ,ervice such as .S,ritthed i\lulti-megabit Data 
Sen·ice (S1\IDS). An S ,\•IDS netll'ork can be thought or as a link-li!vel backbone 
connecting 1·arious local-area network� at pos�ibl) geographically disper�.::t.l site�. 
a, shown in Fig. 9--1. 

Encryption devrce 

Figure 9--1. Sc,eral site, L't111nec1cJ 1hrough n " id�-nrc;i t,n��bonc ,crdce. 

Security can be provided by placing encryprion de\'ices m each Si'vlDS router. 
as also shown in Fig. 9--1. These del'ices automatically encrypt and decrypt pack­
ers that nre sent between site�. but do not Lllherwise provide secure communica­
tion between hosts at the same �iLe. If Alice at site A �ends n message 10 Bob at 
site B. and she is worried about her rnessngc being intercepted. she must at least 
u·ust the encryption of intersite traffic to work properly. This means, for c:rnrnplc. 
thaL she mus1 t1·us1 the system administra1ors m both sites to have taken th<! proper 
rnensures ngainst tampering with the del'ices. 

Now suppose that Alice do-:s nor trust the security of intersite u·affic. She may 
then decide to cake her own measures by using a transport-level security service 
such as SSL. SSL stands for Secure Sockets Layer and can be used 10 securely 
send messages across a TCP connection. \Ve will discuss the details or SSL later 
Chap. 1 2  when discussing Web-based systems. The important thing 10 obser\'e 
here is that SSL allows Alice to set up a secure connection to Bob. All transport-
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le,·el messages will be encrypted-and at the SMDS level a, well. but that is or 
no concern ro Alice. In this case. Alice will have 10 put her tru\t into SSL. In other 
words. �he believe� that SSL is secure. 

In distributed sy:,iems. security mechanisms are often placed in the micldle­
w.u·e lnyer. I f  Alice does nOL trust SSL. she rna1 wam to use a local secure RPC 
sen·ice. Again. :,he \\'ill have 10 trust this RPC s<"rl'ice to do whm it promises. sueh 
n5 1101 leaking information or properly authentic,1ting clients and servers. 

Security services that are placed in the middleware layer of a distributed sys­
tem can be trusted only i f  the sen·ices they rely on to be secure are indeed secure. 
For example. if a secure RPC serl'ice i s  partly implemented by mean� or SSL, 
then tru,t in the RPC service depends on ho\\' much trust one has in SSL. lfSSL i, 
not trusted. then there can be no trust in the �ecurit) of the RPC service. 

Dislribution of Security i\Iechanisms 

Dependencies bct\\'een sen·iccs regarding trust lend to the notion of a 
Trusted Computing Base (TCB). A TCB i, the set or all security mechanisms 
in a (distributed) computer system that :.tre needeJ 10 enforL·e a security policy. 
and that thus need to be tru,1ed. The smaller the TCB. the better. Ir a distri buted 
syste111 i, built as middle\\'are on an existing network operating system. its secl1ri­
ty may depend on the 5ecurity of the underlying lac.ii operating sys1e111,. In other 
11·ords. the TCB in u distributed syste111 may i nclude th<! local operating s,,·s1e111s al 
n1rious hosts. 

Consider a file �er\'er in n distribut.:d file system. Such a �aver may need to 
rely on the ,·urious protection met.:lrnni\ms otkrcd by its lac.ii operating sy�tem. 
Such mechani�ms include 1101 only tho,e for protecting file · against acces�es by 
processe other rhan the file scn·er. but :1lso mechanisms 10 protect the file serl'er 
from being maliciously brought down. 

Middk\\'are-based distributed systems thus require trust in the existing local 
operating systems they depend on. H such trust does not exist. then part of the 
functionality of the local operating systems may need to be incorpora1ed into the 
distributed system itself. Considt'r n microkernel operating system. in which mo�t 
operating-system se rvices run as nonnal user processes. ln this case. the J'i le sys­
tem, for instunce. can be entirely replaced by one tailored to the speci fie needs of 
a distributed sys1em. including its various security measures. 

Consistent ll'ith this approach is to sepnrme security services from other type� 
of sen ice� by distributing sen·ices across different machines t.lepending on 
amount of security required. For example. for a secure disu·ibuted file system. it 
may be possible to isolate the file server from clients by placing rhe serl'er on a 
machine with a trusted operating system. possibly running a dedicated secure file 
system. Clients and their npplications are placed on untrusted machines. 

This separation effectively reduces the TCB to a relatively small number of 
machines and softwnre cornponents. By subsequemly protecting those machines 
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388 SECURITY CHAP. 9 
against security auackh from the outside. O\·erall tru�r in th..: ,ecurity or the di�trib­
uted system can be increased. Pre\'ellling clknt" and their applications direct ac­
cess to critical ser,·ices i, followed in the Reduced Interfaces for Secure System 
Components (RISSC) approach. ns described in Neumann ( 1995). In the RISSC 
approach. any �ecurit)•Criticrtl ,erver i� placed on n �eparate machine isolated 
from entl-u,er system� using IO\\ -le,·el secure network illlerfoces. n, ,hown in 
Fig. 9-5. Cliellls and their applications run 011 differelll machines and can acce,-, 
the secured �erver only through the,e net" ork i11Lerfac6. 

Servers running secured services 
No direct access 
from other machines 

I 

Unsecured server 

Figure 9-5. The prindpk of RISSC a, applied 1,, ,�cur..: ,h,tribut,•J ,�,tcnh. 

Simplicit., 
Another important d.-:,ign i,,ue related to deciding in ll'hich layer to place �e­

CtLrity 111echa11i�m, i, that or �implicity. De,igning u secure computer ,y,tem b 
generally con�iderecl a tliffkult task. Con,cquently. if a �y�te,11 designer can u,c a 
fe\1·. simple mcchani�111s that are ea,ily undcr,tood anti tru"tcd to wori... thc belier 
it is. 

Unfonumut•ly. ,imple methani,nis nre not ah\a)� ,ufficienl 1·or implementing 
�ecurity policies. Corl',iuer oncc again the ,iruation in \\'hich Alice want, 10 scnd ::t 
me�,age to Bob a\ di�cu,,ed abo,·c. Link-le\ el enc:ryption i, a simple and ea,y-
10-understand mcdmnism to protect again,t interception of intcr�ite me\�age 
trarfic. Hm, ever, much more i, nccdcd if Alic.: 11 arm to be MIi\! that only Bob 
will rcceivc h.::r mes,agc�. In that ca�e. u�er-le\.:I authentication services .ire 
needed. anti A Ike may need LO be aware or how �uch se1Yices work in order to put 
her trust in it. U�cr-lt!vel authentication may therefore require at least a notion of 
cryptographic key� ancl a\\'areness or mechanisms such as certificates. despite the 
fact thar many �ccurity services are highly automatcd and hidden from u,er�. 

In other ca�es. the application it�cll' b inherently complex and introducing se­
curity only make-'> matters worse. An cxample application domain inl'Ol\'ing com­
plex security protocols (as we discuss later in this chapter) is that of digital pay­
ment system�. The complexity or digital paymem prowcols is often caused by the 
fact that multiple panics need 10 communicate LO make a payment. In these case�. 
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it is important that the underlying mechanisms that are u,ed to implemem the pro­
tocols arc relatively simple and easy to understand. Simplicity will contribute to 
the trust that end users will put into the application and. more importantly. will 
colllribute to convincing the designers that the system has no security holes. 
9.1.3 Cryptography 

Fundamental to security in distributed system� is the u�e or cryptographic 
techniques. The basic idea of applying these techniques is simple. Consider a 
�ender S wanting to transmit message 111 to a recei\·cr R. To protect the messa!!e 
against security threats. the sender first encrypts it into an unintelligible mcssa;e 
111 '. anti subsequently sends 111

1 to R. R. in turn. must decrypt the receil'ed me';;­
sage into its original form 111. 

Encryrtion and decryption are accomplished by using cryptographic methods 
parameterized by keys. as shown in Fig. 9-6. The original form or the messaue 
that is sent is called the plain text. shown as P in Fig. 9-6: 11:e encrypted form �i� 
retimed to as the ciphertext. i l lustrated as C. 

Passive intruder 
only listens to C 

Plalntext, P 

Sender 

I 
Encryption 

key. EK 

Active intruder 
can alter messages 

Ac11·,e intruder 
can Insert messages 

Oecrypl1on 
key. OK 

Plalntexl 

Receiver 

Figure 9-6. Intruders and e:11 �,droppers in c0mmu11ic:11 iun. 

To describe the various security protocols that are used in building security 
services for distributed systems. it is useful to have a notation to relate plaintext, 
ciphenext, and keys. Following the common notational conventions. we will use 
C = Eg(P) to denote that the ciphertext C is obtained by encrypting the plaintext 
P using key K. Likewise, P = DK(C)  is used to express the decryption of the 
ciphertexL C using key K. resulting in the plaintext P. 

Returning to our example shown in Fig. 9-6, while transferring a message as 
ciphenext C, there are three different attacks that we need LO protect against. and 
for which encryption helps. First. an intruder may intercept the message without 
either the sender or receiver being aware that ea\'esdropping is happening. Of 
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course. if the transmitted message ha, been encrypted in �uch a way that it cannot 
be easily decrypted without ha,·ing the proper key. interception is useless: tbe in­
rruder will see only unintelligible data. ( By the wa}. the fact alone that a message 
i, being tran milted may �ornerimes be enot1gh for an intruder to dra1, conclu­
sions. For example. if during a world crisis the amount of traffic into the White 
House suddenly dmps dramatically \\'hile the nmount of traffic going imo a cer­
tain moumain in Colorado incrt"a�es by 1hc ,nme a111ount. there may be useful in­
formation in kno\\'i112. that.) 

The second type-or ,mack thai needs Lo be dealt \\'ith is 1hat of modifying lht" 
mes,age. i\-lodifying plainte,\'.t is easy: 111odifying cipl1ertex1 that has been properly 
encrypted is nrnch more dirficulc because th<! intruder will t'ir�t ha,e 10 dec1ypt the 
message before he can meaningfully modify it. In addition. hi.' will also ha\'e LO 
properly encrypl it again or otherwise the receiver may notice that the message 
has been tampered with. 

The third type of auad. is when an intrnder in,en� encrypced message� into 
the communication system. ,lllempting to make R believe these messages came 
rrom S. Again. a, we shall see later in this chapter. encryption can help protect 
against �uch attacb. Note that ir an i111ruder can modify me��age�. he c.111 ahn 
in�e1l messages. 

There i� a fundamental di:;tinction between different cryptographic systems. 
ba�ed on whether or not the c:ncryption and decryptinn kc:y are the same. In a 
symmetric cryptosystem. the same key i� used to encrypt and decrypt a rne,,age. 
In other ll'Ords. 

Symmetric cryptosy�tcms are also referred 10 a� �ecret-ke� or ,hared-key sy�tems. 
because the sender and receiver are required to share the same key. nnd to ensure 
1ha1 protl!ction worh. this shared key mu,1 be kept secret: no one else i� allowt"d 
10 see the ke). 'Ne will use the 11otation K.

1.1J to denote a key �hared by rl and 8. 
In an asymmetric cryptosystem, the keys for encryption and decryption are 

different, but togerher form a unique pair. I n  other words. there is a separnte key 
KE !'or encryption and one for decryption, K0. such that 

P = D,._-,, (E,;,(P)) 
One of the keys in an asymmetric cryptosystem is kept priYate: the other is made 
public. For this reason. asymmetric cryptosystcms are. also referred to as public­
key systems. ln \\'hat follows, we use the notation l<J to denote a public key 
belonging to A, and i(i as its corresponding private key. 

Amicipating the detailed discussions on security protocols later in  this 
chapter. \\'hich one of the encryption or decryption keys that is acma.lly made pub­
lic depends on bow the keys are used. For example. if Alice ,,·ants to send a confi­
dential message to Bob. she should use Bob's public key to encrypt the message. 
Because Bob is the only one holding the private decryption key. he is also the 
only person that can decrypt the mes�age. 
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On the other hand. �uppose that Bob wants 10 know for �ure that the messa!!e 
he ju�t receh·el� actually came from Alice. In  that case. Alice can keep her e�i­
tTyp11on key p1wate to encrypt the messages she sends. If Bob can successfully 
dec1ypl � messa�e using Alice's public key (and the pl:iintext in the message has 
enough mlorma11on to make 11 meaningful to Bob). he knows that mes�a!!e must 
l:a"� come from Alic..:. because the decryption key is uniquely tied to the :ncryp-
11on key. We return to such algorithms in  detail below. 

One final application of cryptography in distributed system:; is the use of hash 
functions. A ha�h function H takes a rnes,age 111 of arbi1rary length as input and 
produces a bit srri ng /, ha\'ing a fixed length a, ouqmt: 

h = H<m)  
A hnsh '1 i s  ,omewhat comparable 10 tile extra bits 1ha1 are appent.led to a messMe 
in communication �yscems IO allo\l for error detection. such a cyclic-redundan�y 
check (CRC). 

Ha�h function, that are u,ed in cryptographic system� ha, e a number or 
es:c:111ial 1:ro!Jer�b. Fir�_t- they :ire one-wny functions. meaning that it i, co111pu-
1at1onally 111tcas1ble to hnd the: 111put 111 that correspond� 10 ;1 known output /1. On 
the other hand. computing /1 from 111 is easy. Second. they ha\'e the weak collision 
rC'sislancc property. meaning that gi\·c:n an input 111 and its associated output 
It � H (111 ). it is cn111putntio11ally i11fe,biblc: to find another. different input /II' 7' ,11• 
such thnt H (/II ) =  H (111 '). Finally. cryptographic hash functions abo l1ave che 
strong l'Ullision resistance property. ll'hich means that. when uin:n onh H. it i� 
compu1a1ionally infeasibk 10 find any rwo different input valu;s 111 and·,,,', ,uch 
that H (ml  = H(111 'J .  

Similar propenie, mu�t apply to any encryption fu11c1ion £ and the key� that 
ar': us�d.  Fun!�ermore, !'or any encryption function £. it should be compmationally 
1ntcas1ble IO find the key K \\ hen gi,·en the plaintext P and a\�ociated ciphertext 
C = E,:(P). Likewise, analogou� to collision resistance. \\'hen gi\'en a plaintext p 
and n key K. it should be effectively impossible to find another key K' such that 
E,., (P) = £,., ,(P). 

The :1n and science of de\'ising algorithms for cryptographic systems has a 
long and fa,cinating history (Kahn, 1967), and building secure systems is often 
s1'.rpr_isingly cliffi�ull. or even !mpossible (Schneier. 2000). It i s  beyond the scope 
of tl11S book to discuss :rny of these algorithms in detail. However, to give some 
impres�ion of cryptography i n  computer systems, we \\'i l l  no\\' brien�y present 
three representative algorithms. Derailed information on these and other crypto­
graphic algorithms can be found in Ferguson and Schneier (2003), Menezes et al.. 
( 1996). and Schneier ( 1 996). 

Before we go into the derails of the ,·ariou.s protocols. Fig. 9-7 summarize� the 
notation and abbreviations we use in the mathematical e�pressions to folio\\'. 
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Notation Description 

I K.u Secret key shared by A and B 

K+ Public key of A I A 
K- Private key of A I A 

figure 9-7. Norntion u�ed in this chapter. 

Symmetric Cryptosystems: DES 

Our nr�t example o f  a cryptographic nlgorithm is the Data Enc_rypti�n Stan• 
dard (DES). which is used for symmetric crypto,ystems. DES 1s cle�1gned _10 
operate 011 6-i-bit blocks of data. A block is transformed int� ':n encrypte_d (6-+ b}t) block of output in 16 rounds. where each round uses '.' different 48-b11 key t�r 
encryption. End1 of these 1 6  keys b deril'ed from n 56-b_u maste1: key

_. �� s�1own 111 
Fig. 9-8(a). Before an input block slarts its 1 6  rounds of encry_pt10n. tt 1s first sub­
ject 10 an initial permutation, of which the in,·erse is latt:r applied to the encrypted 
output leading 10 the finnl output block. 

K,  

L,.,Ell f(R;.1,K,) 

(a) (b) 

figure 9·8. (a) The principk of DES. (bl Outline of one encryption round. 
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Each e11c1') ption round i take� the 6-i-bit block produced by the previt)us round 
i - I a� its input. as. sholl'n in Fig. 9-S(b). The 6-i bih are �plit into a left part LH anti a right part R,_ 1 • each containing 31 bit�. The right part is used for the lefr 
part in the ne.�t round. 1hn1 i�. L; = R;_1 • 

The harJ work b done in the mangler runct ion f This function takes a 32-bit 
blm:k R;_ 1 a� input. together \\'ith a 48-bit h.ey K;. and produce� a 32-bit bloi.:k that 
i, XORed with L;_1 10 produt:e N,. (XOR is an abbrt:viaiion for 1hc exclusive or  
operation.) The mangler function fir�t expanch /?;.1 lo a 48-bil block and XOR� it 
with K;. The result i, partitionecl into eight chunb or ,ix bits each. Each chunk is 
then fed into a different S-box. which is an operation that substitutes each of the 
6-+ po:.siblt: 6-bi1 input, into Me of 16 [)(l,sibh: -i-bit 0111pu1s. The eight ()Utpu1 
t:hunb or four bit, each are then t:0mbined into a '.12-hit l"al ue and perrnuted 
a�nin. 

The 48-bit key K, for rnund i is deriwtl rrom the 56-bil ma�ter key a, fol lows. 
Fir-a. the ma�ter ke) i, p.:rmutcd and di1·ided into two 28-bit hail·e,. For each 
round. each half i, lir-t rotated one or tll'o bit, to the left. after which 2-l bit� are 
e:-.tracted. Together II ith 2-l bit� from the other rotated half. a -+8-bit key b,. con­
,truL·ted. The detail-. or one encl") p1ion ruund are �ll\l\\'11 in Fig. 9-9. 

28-bit slnng 

Extraci 24 bits 

48•bit key 

figure 9-9. Detuil, of per-round kc� .,,n�mtinn in DES. 

Used for 
next round 

The principle of DES is quite simple. but the algorithm b difficult to break 
u�ing analytical methods. Using a brute-force auack by simply search ing for a key 
that II i 11 do the job has become ea�y as has been demonstrated a number of Li mes. 
Howe\er. using DES three times in a special encrypt-decrypt-encrypt mod.:: with 
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different keys. ,dso known as Triple DES is much more safe and is still often 
lt�ed [see ;1lso Barker (200-1)1. 

Whm makes DES difficulr to arrnck by analysis is that the rationale behind the 
desi11n ha\ never been explained in public. For example. it is known that taking 
mhe7· S-boxes than are curremly used in the standard. mat...es the algorithm sub­
stantially easier to break (see Pflc:eger. 2003 for a brief analysis or DES). A 
rationale for the desi!:!n and u�e of the S-boxes was published only after ··nc:w·· 
attack modeb had be�n devised in the 1990s. DES prol'ecl LO be quire resi,rant ro 
these auacks. and i1s dc:si11ner� revealed that the newly de\'isecl moclds \\'ere� 
already known to rhem whe7, they developed DES in 197-1 (Coppersmith. 199-1). 

DES hn� been used as a �tanclard encryption technique for >ear�. but i\ cur­
rently in the process of being repla.:.:d by the Rijndael algorithm blocks of 128 
bits. Tht!re are also niriants \\'ith larger keys ttnd la1·ger data blocks. The :1lgori1h111 
h:i� been de�i1rned to be fa�t enou1.!h so that it can even be implemented on smart 
card�. \\'hich torm an inn-ea�ingly important application area for cryptography. 

Public-Key Cryptosystems: RSA 

Our second example. of a crypcographic algorithm i� 1·e1")' ,,·iddy u�e.tl for 
public-key systems: RSA. named nl"ter it� in1·emors: Ril'e::.t. Shamir. and Adleman 
( 1 978). The security of RSA comes from the fact rhat no methods are kno1\·n to 
efficien1ly find the prime factors of large numbers. It can be sholl'n that each 
integer can be \\'riuen as the product of prime numbt!rs. For example. � 100 can be 
1\ ri11en as 

2 100 = 2 X ?.  X 3 X 5 X 5 X 7 
making 2. 3. 5. anti 7 the prime factor, in 2 100. In RSA. the pril'ale and public 
1-.eys are constructed from l'ery large prime m1mbers (consisting of hundreds of 
decimal digits). As it wrn� out. breaking RSA is equivalent to finding those two 
prime numbers. So far. this has shown 10 be computationally infeasible despite 
mathematicians working on the problem for cenlllrie�. 

Generating the prirnte and public keys requires four steps: 
I. Choose 1wo very large prime numbers, /I and q. 
2. Compute 11 = p x 11 and :: = (p - 1) x (q - I). 
3. Choose a number d that is relatil'ely prime 10 ::. 
4. Compute the number e such that e x d = I mod ;;. 

One of the numbers. say d, can subsequently be used for decryption. whereas e is 
u,ecl for encryption. Only one of these two b made public, depending on what the 
algorithm is being usetl for. 

SEC. 9.1 INTRODUCTION TO SECURffY 395 

Let us considc:r the case that Alice \\'ants 10 keep the me\sa11es she send, to 
Bob conlldential. In  other \\'Ords. ,he w:ints 10 ensure that no ;ne bur Bob can 
imer�ep1 and read hc:r messages 10 him. RSA considers each message m 10 be jusr 
n stnng of bits. Each message is lirst cli1·ided into fixed-length blocks. ll'here each 
block 1111• imerpreted as a hinmy number. should l ie in the interq1l O :,;  111; < 11. 

To encrypt mes�age 111, the sender calculates for each block 111; the. vnlue 
c; = 111, (mod 11 ). 11 hicl, i� then sent to the recei,·er. Dt!cryption at the re.cei ver" s 
,1t1e take:� pl::tcc: b� computing 1111 = c;' /mod 11 ). Note that for the encryption. both 
e ,111!.I 11 .ire needed. \\'hereas decryption require� 1-.nowin!! tht: ,·alues d and 11. 

When comp.iring RSA co symmetric cryptosystems ;uch as DES. RSA has the 
dra11 back of being c?mputati�nally more: complex. As it turns out, encrypting 
�11e�,,ages 1�s111g RSA 1s_ approx11'.1atel) I 00-1000 timc:s ,lower than DES. depend­
mg on the 11nple111.::-nta11on techrnque used. A\ a consequence. nrnny cryptographic 
::.y::.tem, u�e RSA to exchange only shared l-.ey� in a secure: way. bur much le,s for 
actually encrypting ··normal" data. We will see examples o( the combination of 
the,.,, t110 techniques later i n  succeeding section,. 

Hash Functions: i\lD5 

A, a l:1,1 e"<ample or a wiclely-tht!d cryprographit: :ilgori1h111 .  we take a look at 
1'105 ( Ri1est. 199:!). i\105 i, a ha�h fL111ction for Cl1mputing a 128 -Pit. fixed 
le1'.g1h . me.ssage digest from an arbitrnry length binary input string. The input 
.,tnng 1s first padded to a roral length of -l-l8 bits (modulo 5 1 1). after II hich the 
length of rhe original bit ,tring is :idded as a 6-1-bit integer. I n  effect. the input is 
rn111·ertetl to a �eries of 5 12-bit block,. 

The <;tnu::wre of the: algorithm is shown in Fi!!. 9-10. Startin!! with some con­
�tant 118-bit rnlue. the. algorithm proc.:=ecb in k phases. where k-is the number of 
5 1 2-bit blocks comp rising the padded message. During each pha,e. a 128-bit cliu­
est i, computed out of a 5 12-bit bloc!-. of data coming from the padded messa!?;, 
and the l?.8-bit dige�t computed in the preceding plm,e. � 

1 28-bit constant 

Digest 

Digest 

I 
Message digest 

Padded message (mulliple of 512 bits) 

512 bits 

512 bils 

figure 9-JIJ. Th� s1ruc1ure of �1D5. 
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A phase in M D5 consists of fou1· round� of computations. ,,·here e ach round uses 
one of the following four functions: 

F (x. Y.:-J = (x AND y )  OR ( (NOT .r) AND : )  
G (.r."1·.;: 1 = ix AND ;:)  OR (y AND (1\'0T ;; ) )  
H (x.·,·.;:) = .r XOR y XOR :-
/ (.r._,:_ ;: )  =y XOR (.r OR (NOT :-)) 

Each or the,e function� operates on 32-bit rnri::tbles .r. y. and :. To illustrate how 
the,e function, nre u c:J. consider a 5 I 2-bit block b from the padded mes�age that 
is t,ein!! proce�sed during phase k. Bind. h is cli1·ided into 16  32-�it subblocks 1,0 ,/, 1 .�  . • .  /J 15 . During the fir�t round. !"unction F_ i, used to change lo_ur ,·�nable� 
(denlllell a, 1,. q. r. and s. re5pecth·ely) in 16 1terallon, as shown in Fig: 9-1 l 
These rnrinbks are carried to each next round. and al'ter a pha,e has t1111sh�d. 
pas,i:d on to the nt:Xt phase. There are a total of 64 predefined c�nsrnn1s C;: : he 
notation .r «< 11 i� used to clt!nme a ic'./i mwre: the bits in .r are shifted II po,111ons 
to the left. 11·here the bit shi fteu off rhe left i, placed in the rightmost po,ition. 

Iterations 1-8 Iterations 9-16 

p ;- (JI + F(1/.r .. 1) + h0 + C1 ) c: 7 1 p ,-(p + F(q.r .. 1) + bs + C9 ) «: 7 
, ,-... 1 1 + F!t),lf.n + i1 1 + C! ) c l2 s ;- (s + F(1u1.r) + /1q -,-C,o\ ...: 12 
r ,- (r + F(s.11.11) + I, , +  C,> «: 17 r ;- ( r  + F (:../>.(J) + b w + C11 ) = 1 7  - . 

l C J -,-, t/ l-i(f+ F(r.q> ) + b , + CJ \ « 21 l/ <-!l/+ � (l· .. 1.p 1 + 1 1 1 + 12 = --
/> ,- (JI + F(,,.r .. ,J + bJ + Cs ! ...:  7 11 <- !11 + f (q.r.1 )  + b 1 2  + C13) "" 7  

I I E-- (S + F(p.11.r) + h, + Cc, ) «  1 2  , ;- ( 1· + F(p.q.r) + b 1.1 + C 1. l  = 12 
r .- 1 r + F( ,.p.lf l + b., + C7 ) c l7 r .- ! r + F(s.p.q ) + b1. + C15) c: 17 
,1 <- (tf + F ( r  .. 1,p) + b, + C�) < 2� </ <-- (q + F(r.s.p) + b 1; + C 16) «: 21 

Figure 9-1 1. The 16 i1�ra1io11s during 1h� lir<l rounJ in ,1 phase in MD5. 

The ,econd round uses the f1111ction G in a similar fashion. wherea, H and / 
are u,ed in the third and fourth rounu. respectively. Each step thus consists of 64 
iterations. after whieh the next phase is ,tarted. but now with the value� that fl. q. 
r. and s have at that point. 

9.2 SECURE CHANNELS 

In the preceding chaptc:rs. we hn,·e frequently us.::d the client-server model as 
a convenient \\'llV to ornanize a distributed system. In this model, servers may pos­
sibly be clistribu�ed ancl replicmed. but also act as clients _w(th respect t? orhe� ser­
vers. When considerin2 security in distributed systems. 1l 1s once again usetul to 
think in terms of clien-ts and servers. ln parriculnr, making n distributed system 
secure essentially boils clown to two predominant issues. The first issue is how lO 
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make the communic,uion berween clients and servers secure. Secure communicn­
tion requires authentication of the communicating parties. In many cases it also 
requires ensuring message integrity and possibly confi dentiality as well. As pan 
of this problem, we also need lo consider protecting the communication within a 
group of servers. 

The second issue is that of authorization: once a server has accepted a request 
from a client. how can it find out whether that client is autho,·izcd to h,we that re­
quest carried out? Authorization is related to the problem of controlling access m 
resources. which we discuss extensively in the next section. In this �ec1ion. we 
concentrate on protecting the co111111unirn1ion within a distributed system. 

The issue of protecting comml1nication between clients anti �en·ers. can be 
thought of in terms of ,etting up ::i secure channel between comrnunicrtting par­
ties (Voydock and Kent. 1983). A secure channel protects senders and receivers 
against interception, modification. anti fubril'ation of messages. It Joes not also 
ne1:essarily protect against intcm1ption. Protecting messages against interl'eption 
is clone by ensuring confidentiali1y: the �ecm.:: channel ensure� that its messn!!e, 
cannot be ea,·csdropped by intruder�. Protecting against modification and fabri�a­
tion by intruders is clone through protocols for mutual authentication and mes�age 
integrity. In the following pages. we first di,cuss various protocols that can be 
used for authentication. u�ing symmetric as well as public-key cryptosys1e111s, f\ 

detailed description of the logics underlying authentication can be found in Lamp­
son et al. ( 1992). We discuss confidemialiry and message integrit� separately. 

9.2.J Authentication 

Before going i1110 the details or various authentication protocob. it is \\'Orth-
1\'hile noting that authentication and message integrity cnnnot do without each 
other. Consider, for example. a distributed system that supports authentication of 
two communicating parties. but does 1101 provide mechanisms to ensure message 
integrity. In such a system. Bob may knO\\' for sure that Alice is the sender of a 
message 111. However, i f  Bob cannot be given guarantees that III h;t� not been mod­
ified during lrnnsmission. whm use is it to him to knO\\ thm Alice sem ( the oril!i-
nal version ot) 111? -

Likewise, 5uppose that only message integrity is supported. but no mechan­
isms exist for authentication. When Bob receives a message stating that he has 
just won S 1 .000,000 in the lottery. how happy can he be if he cannot verify that 
the message was sent by the organizers of that lottery? 

Consequently. authentication and message integrity should go together. In 
many protocols, the combination works roughly as follows. Again, assume that 
Alice and Bob want to communicate, and thm Alice rakes the initiative in settimz 
up a channel. Alice starts by sending a message to Bob. or otherwise to a trusted 
third party who will help set up the channel. Once the channel has been set up. 
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Alice knows for '>Lire thm �he i, talking to Bob, and Bob knoll'., for ,ure he i., talh­
ing 10 Alice. the) can e:-.change me��age�. 

To ,ub.,equcntl) en.,ure integrity of the data me,,age, 1ha1 :m: e,changei.l 
after authentication ha� taken placc. it is common practice 10 use �ecre1-ke) Cf) p­
wgraphy by mean, or session 1-:e) s. A session key i, a ,hared (secret) key that i, 
used l11 c1icrypt 111,mages for integr· i ty and possibly also contidemiality. Such a 
key i, generall> used only for a� long as the channel exbh. When the channel i, 
clo,ed. its as,-ociated session he) i, di�carded (or acwnlly. �ecurely de,1royed). 
\\'e return 10 �c$,ion keys helo,, . 

Authentication Based on a Shared Secret Key 

Let ll\ �iart b) taking a look at an ,1u1hemica1ion protocol based on a ,ecr.:1 
1-:ey that i, already ,hared between Alice and Bob. How the two actual!) managed 
10 obtain a �hnred kcy in a secure ll'ay i, clb�u�sed later in thi, d1apter. In the 
de�cription of the protocol. Alic.: and Bob are abbre, i:ued by rl and 8, respe.:­
thel). and their ,hared ke) i, denoted a, K1 8. The pmtocol takes a �·0111111011 ap­
proach ,, hereb) one party challenge, the other to a re,ponse that can be com:1:1 
onl) ir the other knows the \harcd se-:ret �ey. Such ,ollllion, are abo knO\\'ll a, 
challcngr-responsc protocols. 

In the ca�e of authentication based on a ,hared ,e-:rct key. the protocol 
pro-:eed, as �ho,, n in Fig. 9-1  ::!. Fir�t. Alice ,emb her idemity to Bob (me ·,age 
I). indil:ating that ,he I\ ant, to set up a communication d1annel betl\'een the ti\ o. 
Bob ,ub,cque11tl) ,clllb a chall.:nge R1.1 w ;\lice. �hO\\'il as me,sage 2. Such a 
challenge could take the form of a random number. Alice is required 10 encrypt 
the ch.1llenge ,, ith the �ecret ke> K�.B that sht' �hare, ,, ith Bob, and return the 
encr) pted challenge 10 Bob. Thb respon,e i, ... hown a, 111essagc: 3 in Fig. 9-1 ::! 
c1>ntai11ing K,u, (!?11 ). 

1------'-I A I------

,.... ____ 2_,Rai----- -< 

Figure !1-12. Auth.:ntication b.h�d on a �hared \Ccret �e). 
\,\'hen Bob receives the n.:,ponse K.�.8 (R8 ) 10 his challenge /?8, he can decrypt 

the message using the shared key again to see if ii contain� RB . Jr so. he then 
knm" that Alice is on the other side. for who else could have enc1') pted RB \\'ith 
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f!1.n in the first place? In other ,1 ords, Bob h,1' now ,erified 1hnt he i, indeed talk­
ing Ill ,\lie�. Hm� e, er. note that !\Ike ha, not ) et I erified that it is indeei.l Bob 011 

the_ other side of thc channel. Therefore. ,he ,ends a challenge R� (me,�a!?e -1). 
"h1ch B�b r�,poncb 10 b) rewrning K.�.B<R1 ). sho\\'n as message 5. When -Alice 
deer) pt, 11 ,�ah K1.u and see, her /�1 • she kn,111·, �he is t:ilh.irH! lO Bob. 

_One of the hankr_ i,su�� in security i� de,igni ng protocol, 1hat actual!) ,i·ork. 
To tllu�tra�e ho11 ea"I) 1h111gs can go ,1rong. consider an .. optimiz,uion" of the 
�u1hen11ca11on protocol in ,1 hich the number or message, ha, been reduced from 
t11 e 10 three. :h ,ho11 n in Fig. 9-13. The b:hic ideu i, that if Alice ei·emualh 
\\'an�, to _challenge Bob anyway. ,he might a, \\'ell ,encl a chnllengc along wiii1 
her 1uelllll) when ,eui�1g up the channel. Like!,, i,e. Bob returns hi, re�p0';,,e to 
!hill challenge. along 111th hi, 011 n challenge in a , ingle me,,age. 

A.RA 

.. 2 Ra,KA alRA) !! .t:> 
<( al 

3 KA el Rel 

Figu t'l" .9: I J . .  \Lllh�1H1i::uion h,a,..._,J on :1 ,h dr�d ,\!1..'r�l J..�} . hu1 u,in,g 1hre� j11. � 
,ti:ad 01 I I\ I.! 111\!,,,1,ge,. 

U_nfortunatel) .  thi, pr?toct>I no longer ,1·orl-s. It can ea,il) be dcfcated by 
,� hat r, k_no1, 11 a� a reflect1on attack. To e>.plain how sud1 :111 auack works. con­
sider _nn intruder rnllecl Chuck, whorn we denote as C in our protocol,. Chuck·, 
goal 1, lO �et up a channel with Bob ,o that Bob belie,e, he is talking to Alice. 
�huck can e,tabh,_h thi� if he rc,pond� com:ctl) to a chnllenge se111 b) Bob. for 
instance. b)· returnmg the encr) pted l'er�ion or a number 1ha1 Bob sent. Without 
k11□11 ledge of K.1.11 •  only Bob can do such an encryption, and this is  precist!ly what 
Chuc!... tricks Bob into doirl!?. 

T_h� auack is illuwate<l in Fig. 9-1-1. Clrn;:k start� ottt b) ,ending a me,sa2e 
conta111111g Alice·s identil) A. along II ith a challenge Re. Bob return� hi, ch;J. 
lenge Rll :ind the re,pome K.4.8(Rc ) in a single message. At thm point. Chuck 
would need to prove he knows the �ccreL key by returning K.i.B(R11 J to Bob. Unfor­
tunately, he doe\ not ha,·e K1.8• ln,1ead. ,1 hat he doe, is aucmpt to set up a �ec­
ond channel to lee Bob do the encr) ption for him. 

Therefore, Chuck send, rl and RJJ in a single message a, before, but no,1 pre­
tends that he wa1m a second channel. This is shown as messaoe 3 in Fi!!. 9-14. 
B_?b. 11?1 recognizing that he. him�elf. had used RH before a, u cl�illenge. r;sponcl, 
111th l<.1 o<Ro) and another challenge R8 2. shown as me"age -1. At thm point. 
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) First session 

} First session 

Figure 'J-1-1. The r�n�.:1ic,n auad,. 

Chuck has K.
uJ (Ru ) and finishes setting up the fir�t �ession by retur'.1ing message 

5 containing the response K.1.u(R8 ). \\'hich wa� originnlly requested from the chal­
knl!e sent in messul!e 1. -As explained i,; Knurnrnn et al. (1003). une of 1he n_1i5u:kes made cluril�g the_ 
adaptation or the origimtl protocol was th;tt the tll'0 pa�·11es 111 the n�w l'ers101� ot 
the protocol \\'ere using the same challenge 111 I wo d1 f'.eren1 r'.11�s. ol the protocol. 
A beuer desiirn is 10 always use different challenges for the 1111t1ator and for the 
responder. F;r example. if Alice al\\'ays use� an ?dd ,�umber and �ob an el'Cn 
number, Bob would have re..:ogn ized that something t1shy ,,·,b go111g on when 
receiving Rn in me�sagc: 3 in Fig. 9-1--1. {Unfortunatel1 . thi_s solution is_ �ubj�ct 1.0 
other auncks. notably the one knoll'n as the "man-in-the-nmldle-attack, which 1s 
explained in Fergu��n and Schneier. 2003). In general. lening the two �anies ,et­
ting up a )-ecun: ch:rnnel do a number of things it.lcnticnlly i� not t'. good 1dc:a. 

Another principle that b violated in the adapted protocol 1s _that Bob gal'e 
a\\'ay valuable infornwtion in the l'orrn of the response K.1.11(_Rc) wn_hout kn�1�111g 
for sure to whom he was giving it. This principle \\'US not violated 1n the ong111al 
protocol. in which Alice first needed to proYe her identity. after which Bob was 
willino to pass her encrypted information. 

Tl�ere arc: other principles that developers of cryptogrnphic protocols have 
gradually come to le,1rn 01·er the years. and 111e will pre_senl some_ of_them wh.en 
discussing other protocols bt!low. One important lesson 1s that des1gn111g �ecurny 
protocols that do what they are supposed to do is often much harder than_ 1 1  lo�ks. 
Abo, 1111eaking an existing protocol to improl'e its performance. can easily nltect 
its correctness a� we demonstrated nbol'e. More on design principles for protocols 
can be found in Abadi and Necdlrnm ( 1996). 

Authentication Using a Key Distribution Center 

One of the problems 111ith using a shared secret key for authentication is scala­
bility. If a distributed system contains N hosts, and each host is required to share n 
secret key with each of the other N - l hosts. the system as a whole need, to 
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111:11rnge N(N - I )/2 key,. and each host ha, w manage N - I keys. For large N. 
thi, will lead ro problems. An alternatil'c.: is to use a e<::ntrnliLed approach by 
mean, of a Key Distribution Center ( KOC). Thi, KDC share� a �ec.:ret key with 
each of the ho�ts. but no pair of ho,ts is required to ha1·e a shareu secret key � 
well. In other words. using a KDC require� tlwt we manage N keys instead of 
N(N - I )/2. which is clearly an improvement. 

If Alice wants to set up ,1 secllre channel with Bob. she can do �o ll'ith the 
hdp of a ( lrn$ted) KDC. Tht! 11'1H1le iden i, that the KDC hands out a key to both 
Alice and Bob that they can use forcom11w nicatio11. ,ho\\'n in Fig. 9-15. 

A.B 
0 < 

,.:: ., " C) iii .0 .� ;;; <i' 0 
C Cll 

2 
KAKDC(KAB) 

CJ 
0) 2 KaJ<DcfKAa l ti 
0 
:,:: 

F'igurc !J-15. Th� prine'ipk uf ,i,ing ;, KOC. 

Alice: fir,t �ends a mc,�age 10 the KOC. telling it that �he 11':tlll, tCl talk 10 
Bob. The KOC relllrn� a mes,age containing a shared �t•cret key K.1.u that ,he can 
use. The: mes,age i, encrypted ll'ith the 1,ecre1 key Ki.A'IJC that Alice �hares with 
tl1e KOC. In addition. the KOC �ends l<,u1 abo to Bob. but 11011· encrypted II ith 
the secret key Kn.A·vc it share, 11 ith Bub. 

The main clr:m·bad, of thi� approach i� that Al ice may \\'ant to ,tart ,euing up 
a secure channel with Bob even before Bob had receil'ed the shared key from the 
KDC. In addition. the KOC is required 10 gel Bob into the loop by pu��ing him the 
key. These problems can be ci1·cu1m·e111ecl if the KOC ju�t pas�es K11.KotCK.,.8) 

back to Alice. and let� her t.ike t.irc of connecting to Bob. This leads to the proto­
col shown in Fig. 9-16. The message Kfl.Koc{K,1,8) is ab.o known as a ticket. It i� 
Alice's job 10 pass thi; ticket 10 Bob. Note that Bob is still the only one thnt can 
make sensible use of the ticket. ns he is the only one besiclt>s the KOC ll'ho knows 
how to decrypt the information it contains. 

The protocol sho,, n in Fig. 9-16 b aciually a l'ariam of a well-known example 
of an au1hen1ication protocol using a KDC, known ns the Needham-Schroeder 
authentication protocol. named after its inventors (Neeclbam and Schroeder. 
I 978). A different rnriam of the protocol is being used in the Kerberos system. 
which we describe later. The Needham-Schroeder pro1ocol. shown in Fig. 9-1 7. is 
a multiway challenge-response protocol and works as follows. 

When Alice wants to set up a secure channel with Bob. she ,ends a request to 
the KOC containing a challenge R_1 , along with her identity A nncl. of course. that 
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Figure 9-17. The :--:��dh,un-Sd,roed�r au1h�1111,·a1ion 1m11,1.:1>I. 

CHAP. \l 

of Bob. The KOC respond� by giving her the ticke1 Ku.rncU<.1.u l. along with 1he 

secret key f<.4_11 1ha1 she can �ubsequently share with Bob. 

The ch::illenge R_1 1  that Alice senus 10 the KDC along 11• t1h her request to �el 
up a channel to Bob i� ,1bo known as a nonce. A nonce is a 1:anclon� number that_,, 

used only once, such a, one chose11 from a very large ��t. 1 .he rn,11n purpo�e ot a 

nonce is to uniquely relate 11,·o mes�ages lO each other. 111 1h1� case rne�sage I "'.,ti 

message 2. In particular. by including R.1 1  again in message 2. Ali�e _11'111 k n�\\ lor 

�ure 1hm message 2 is �ent as a response ro message I. and that 11 1s not. lor \:'s-

ample. a replay of an older mes�age. _ 
To understand the problem at hand. assume that 1\C did not _u�e nonce,. and 

that Chuck has Molen one of Bob's old key,, say K/l'k,x- In nclcl1t1on. Chuck ha;, 

intercepted an old response K.,.Kvc(B,K,.1.B· Ki/'k1x(A,Kc1.Bl) that_ ihe KDC .had re ­

turned to a previous request from Alice to talk to Bob. Meanwhile, Bob \\'111_ ha1·e 

ne!!Oliated a new shared secret key with the KOC. However. Chuck pa11e1:tly 

\\';;ts until Alice again requt:sts to set ltp a secure channel \\'ilh Bob. r\l 1ha1 po1n1. 

he replnys the old respon,e, and fools Alice into making her beliel'e she 1s talking 
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10 Bob. because he can decryp1 the ticket and pro1·c he knoll's the shared �ecret 
key K..1.8. Clearly this is unacceptable and mu:,.t be defended a1winsl. 

By including a nonce. such an atwck is impossible. beca us; replay ing an older 
me:.sagc 1vill immediately be discol'ered. In particular, 1he nonce in the response 
me,sage will 1101 match the nonce in 1he original request. 

tvles�age '.1 also contains B, the ide111i1y of Bob. By including 8. th� KDC pro­
tects Alice against the following artack. Suppose that B ll'as left out of 111essae:e 2. 
In t�iat case. Chuck could modit'y message I by replacing the identity of Bob �vilh 
hi� 0\\'11 idemity. �ay C. The KDC \\'0Uld then think Alice II anb 10 set up a ,ecure 
ch,1r111el 10 Chnd,. a nd re�poncls accordingly. A, .,oon as Alice \\'alll� to con1nc1 
Bob. Chuck intercepts the message anti fools Alice into beliel'inl! �he i� miking to 
Bob. By copying the identity of the other party from mes,a£?e- I to me:ssa!!; 2. 
Alice 11·i l l  immediately detect that her reque�t had been modifi�tl. 

-

Al'ler the KDC has pa,sed the ticket to Alice. the secure channel between 
Alice and Bob t:::in be �et up. Alice :,,tans with sending mes�nue 3. \\'hich contains 
1he t'.!.:ket t_o Bob. and a !.:hallenge R_1 2  encrypted with the sha�ed 1-.ey K..uJ that the 
KOC had Jt1,t generated. Bob then decrypt, the 1icket 10 find the �hared key, and 
relllrn� a 1·espon�e R1 2  - I along with a challenge Ru for Alice. 

The folloll'ing remark regarding message ..J. is i n  order. In general. by rc­
tuming R.12 - I a11d notju,t R.12 ,  Bob 11ot only prOl·es he know, the shared �ecret 
ke). but also that he h,1s actually decrypted the challenge. Again. thi:, tic!, mes:,a!.!e 

..J. to rne,,uge 3 in the ,ame 11·a) that the nonce /? 1 tied me,sal!e 2. to me:,,age -1 . 
The protocol is thu, more protected again,t ,·eplay�. 

- -

Howe\'er. in this spedal �n�e. it would ha\'e been st1l'ficient tu j11s1 rc:lllm 
K_1_,,( R_1 !-Ru >- l"or the ,imple rea�on that thi� mes\agc has 1101 yet been u,;;ed a11y-
11·here in the protoc:ol before. K..u1 (R.1 !,Rn) alremly pr◊1·e� that Bob has been 
capable tif decrypting the challenge �ent in me��a!!e 3. l\

llessa!!e 4 as shown in 
Fig. 9-17 is clue 10 hist0rical reasons. 

~ -
The Needl1am-Schroeder prolocol a� prc�ented here still h,L, the 11· e.ik point 

that if Chuck e\'er got :1 hold of an old key K.ui - he cm1ld replay me�sage 3 and 
get Bob 10 set up <1 channel. Bob will 1hen beliel'e he is talking to Al ice. while. in 
!"act. Chuck i� ut Lhe other end. In thi; case. we need to relme-message 3 10 mes­
sage I.  that is, make the key dependent on the initial reque�t from Alice 10 set up 
a channel wi1h Bob. The �ohuion is shown in Fig. 9-18. 

The trick is to incorporate a nonce in the request sent by Alice to the K.DC. 
However, the nonce has lO come from Bob: this assures Bob thm whoever wants 
to �e, up a 5ecure channel wi1h him. will have gouen 1he appropriate i11for111a1ion 
from the KDC. Therefore, Al ice l'irst requests Bob 10 sen cl her a nonce R8 1 . 
encrypted with the key shared between Bob and the KOC. Alice incorpon.nes 1his 
nonce in her request to the KDC. ll'hich will then subsequently decrypt it and put 
the result in the generated ticket. ln this way. Bob will know for sure that the ses­
sion key is tied 10 1he original request from Alice to talk to Bob. 
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Fig urc '). I 9. ;\l111u.1I �1t1h"nti.:,,1io11 in a publi.:- 1..e) ,·,) P'''') ,1�111. 

Authentication Using Public-Key Cryptograph� 

Let 11� l10\I look at :1tnhemicmion \\'ilh a pt1bl ic-ke) C�) pto:.y�tem that do.::� 
· KOC Ao·iin consider the �illrntion thm Altet: want� to \Cl up ,1 

not reqllln:: a • "'' · · . t· 1 1 .• ,bli • 
�ecme channel 10 Bob. and that both are in the po��es.,1on o eac1 011e1 .� pt " 

key. A typical authemication protocol based on public-key cryptograph) h ,ho1111 

i n  Fiu 9- l 9 which we explain nexl. . . 
f\iice M�rtl> with i,cn<.ling a challenge R_� to Bob encrypted 11 ith lm pu?l1c k.::y 

K� l t  ·5 Bob·� J·ob to decrypt the message and return the challenge to A;hcc. Be­
il ·  1 

I ( · the pnvatc key 
cause Bob is the only person that cm1 decrypt t 1e m�ssag� u,111g 

. '. . . 
1 · · d •th the public h.e)' Alice used) Ahc.:: 11·1ll kno\1 that �he 1, t,1lk-
t 1at 1.s a�sociate \11 · 

1 b · B b' 
in!! to Bob. Nole thnt it is imponnnt that Alice is_ guaramce� to e using 

. 
0 • ' 

pL�blic key. and 1101 the: public key of s�rneone 1mpersonaung Bob. Ho11 such 

e.uaramees can be given is di�c:ussed later 111 this chapter. . . • 
� When Bob recei\·es Alice's request to �et up a channe!, he r�tuins the 

decrypted challenge. along with his own ch:1llenge R8 to m'.1he1:11cate Alice. ln_��­

dition. he 1tenerate;, a session key K.1.o that cnn be used lor lunher con
_
1��u111�,1� 

lion. Bob•; response to Alice's challenge. his own challenge. nm.I the ses�1on ke) 
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are put into a message encrypteu ll'ith the public key KJ, belong ing 10 Alice. 
shown as mel>sage 1 i n  Fig. 9-19. Only Alice will be capable of decrypting thi� 
me�sage using the private key F(i associated ll'ith K,1. 

Alice. finally. rewrns her response 10 Bob's challenge using the ses�ion key 
K.u, generated by Bob. In that way. she will have pro1·en that she could decrypt 
message 1. and thus that she is actually Alice to whom Bob is talking. 

9.2.2 i\Iessage Integrity and Confidentiality 

Besiues alllhenticmion. a secure channel �hould also prO\'iu.: guarantees for 
mes�uge integril) ant.I confidemiality. l'-• lessage integrity mean� that mes,ages nre 
protected again�! surrepitiou� medification: confidemiality cn�urcs Lhat messages 
c.:annot be imercepted and read by em·e�dropper!>. Confidentiality is ea�ily esta­
blished by :,imply encrypting a message before sending it. Encryption can take 
place either through a :,ecret key �hareu ll'ith the receiver or nlternati 1·ely by u�ing 
the receiler\ public key. Howe1er. protec.:ting a me:,,age again�t modil'ic(l(i0n� i s  
:,0111e11hat more complicated. as 11e disc,"" ne,L 

Digital Signatures 

�lessage integrity often goe� beytmd the arnial trnnsfer through a �ccure 
c.:h.u111el. Con�ider the :,illlmion in ll'hid1 Bob hns jmt sold Alice a collector'� item 
or -.ome phonograph record for S500. The whole deal 1va, done 1hro11gh e-mail. In 
th<' encl. Alice ,end, Bob a message confirming that she ll'i l l  buy 1he recoru for 
S500. In addition LO authentication. there are at lcma two issues thrn need to be 
taken care of regarding the integrity or the message. 

1 .  Alice needs to be assured thm Bob will not m:iliciously change the 
S500 mentioned i n  her message imo something higher. and claim :,he 
promised more than S500. 

'> Bob needs to be assured that Alice cannot deny ever having senl the 
mes�age. for example. because she had second thoughts. 

These two issue:, can be dealt with if Alice digitally signs the message in such 
a \I'll) that her signnture i s  uniquely tied to its comenl. The unique association be­
l\\'een a message and it!> signa1ure prevents that modifications tO the message will 
go unnoticed. In addition, if Alice's signature can be verified LO be genuine, she 
cannot later repuuiate the fact 1hnt she signed the message, 

There are several ways to place digital signnwres. One popular form is to use 
a public-key cryptosystem such as RSA, as shown in Fig. 9-20. When Alice 
sends a message III to Bob. !>he encrypts it with her prirllte key K_1. and :,ends it 
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off ro Bob. If she :1bo wants 1.0 keep the mr,,nre contenl a secret. �he can u�c 
Bob·� public ke) and send K,j(111.�(111)l. 11 hich combine� 111 and the ,·ersinn 
signed by Alice. 

AI iee's computer 

m 
Ahce's 

private key. 
K­A 

Bob's 
public key, 

K· 
8 

Bob' s computer 

Bob's 
pnvate key, 

K. B 

Alice's 
publi c key. 

K�(m) 

K­A 

m 

m 

When the mess::i!!e urri,·es :n Bob. he can decrypt it using Alice ·� public k.:y. 
H he can be a�,un::d 711a1 the public l-.ey i� indeed ownc:d by Alice. then decrypting 
the ,ilrned 1-er�ion or,,, and \ucce��fully comparing it to 111 can mean only that it 
cnme \rom AliL:e. Alice b protectetl against any 111::iliciou, modilications to 111 by 
Bob. bt'cau�e Bob will. always ha1·e to pro\'e that the: modified l'ersion of 111 11 a� 
abo siuned by Alice. ln other \\"Clrds. the den) ptccl message alone cs�entially 
nt:l'er c�>unt, as proof. Lt i� also in Bob's own intere\t to keep the signed , ersion of 
111 to prot.:ct him,c:11" aga1n:,l repudiation h> Alice. . . There are a number of problem, ll'ith this scheme. although the protot:ol 1 1 1  ll­

:.e lf is rnrrect. First. the l'alidi1y or Alice·s signature holds only a, 1011g as Alice's 
pri ,·are key remain, a set:re1. If Al kc: \\'Hills to bai I Olll _of the deal el'e11 after �e:1d­
ing Bob her conrirmatio11. �he could claim that her pr11 ate key was stolen before 
thi;: messaLTC ll'as sent. 

Anotl;er problem occurs ll'hen Alice decides to change her pril'ate key. Doing 
so may i11 itself be not sul:11 a bad idea. as changing keys from time to time gener­
ally helps agt1ins1 intrusion. l-lowe,·er, once Alice ha, chnn�etl her key. her �mte­
ment sent to Bob become� \\'Orthless. What may be needed 111 such cases 1s a cen­
tral authority that keeps track of when keys are changed. in addition to using time• 
stamps when signing messages. 

Another problem with this scheme is that Alice encrypts the emire mes�agt) 
with her pril'ate key. Si:ch an encryption may be costly in terms of processing re• 
quirements (or even mathematically infoa�ible as 11:e assume that rhe n�e,sage 
interpreted as a binary m1mber is bounded by a predef1n_ed ma�1111u111). an_cl 1, aclll­
ally unnece�sary. Recall that we need to u 11iquely associate a s1gna_ture with a only 
specific message. A cheaper and arguably more elegant scheme ts to use a mes­
�a!!e digest. 

- As �,·e explained. a message digest is a fixed-length bit string ii that has been 
computed from an arhi1rary-leng1h message III by means of a cryptographic hash 
function H. If 111 is changed to 111 ', it� hash H (111 ') will be different from '7 = H (111) 

so that it can easily be detect.:d thm a modification has uiken place. 
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To digitally sign a me"-nge. Al ice: cnn fir.,t compute a messn!!e di!!cst and 

subsequently encrypt the dige�t with her private key. ns shown in Fi£. 9-2 1 . The 
enc_,?ptecl digesr is sent along wirh the message to Bob. Note that th; message it­
selt ,s sent as plaimext: eq;ryonc is allowed ro read it. rr ronficlenrialiry ;s re­
quired. then 1he me��age should also be encrypted with Bob'l> public key. 

m 

Alice's computer m 

Hash 
function, 

H 

Hash 
funclion, 

H 

Ahce·s Alice's 
privale key, 1---t----.--11-1� public key. 

K,i K� 
'--------+----__J 

H(m) K,i(H(m)) 

Bob's computer 

Compare OK 

H(m) 

Wht•n B�b rccei_l'e, the message and it, enL:rypted clige,t. he need merely 
det:rypt the digest 1\llh Alice·� public key. and ,epanuell' c�kula1e the messnoc 
clige,1. If" the dige.,t t:alculatt!d from the recei1·cd mes�age :1nd the decrypted dig;�t 
mat.:h. Bob knO\\"S tht.' me��age has bet'n ,igned by Alice. 
Session Keys 

During the e,tabli,hment ol" a 5ccure channel. after the authentication phase 
ha� :omplet_�d .  the _communicating partie� generally use a unique shared se,sion 
l-.ey for confidenu,tluy. The se.,sion key is safely discarded when 1he channel is no 
l?n?er used. An alternative II ould h,ll'e been to u�t' the same key� for confiden­
uallly ,1� those th:1t are used for setting up the secure channel. Kom�ve,-. there are 
a number or i111porwnt benefits to using session keys (Kmrfman et al.. 2003). 

Firs_t. when a key i� used often. it becomes easier to reveal it. 1 11 a sense. cryp­
�ograph1c k�ts a�e subject to ""wear and tear'" just like ordinary keys. The basic 
1clen 1s that 11 a:1 intruder can in_ti::rcept a lot of data that have been encrypted using 
th� same key. 1 t  becomes possible to mount attacks to find certain characteristics 
of th� keys used. _nnd po5sibly reveal the plaintext or the key itselL For this rea­
son, 1 t  1� much s�fer to use the authentication keys as little as possible. In addition. 
such ke?'S are olten exchanged using some relatively time-expensive out-of-band 
mechanism su_ch us regular mail or telephone. Exchanging keys that \\'ay should 
be kept to a 1111111mu111. 

Another important reason for generating a unique key for each secure channel 
is to en�ure protecLio11 against replay attack� a� 1\'e hnve come acros� prel'iously a 
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number of Limes. By using a unique session key each time a secure channel is set 
up. the communic::11ing parties are at least protected against replaying an entire 
session. To protect repla) ing individual me5sages from a previous se��ion. addi­
tional mea,ures are generally needed 5ui.:h as including timestamps or sequence 
numbers as p:irt of the message content. 

Suppo�e that message integrity and confidentiality \\'ere achie1·ed by using the 
�ame key used for session es1:1blish111e11t. In that case. whene\'er the key is com­
promised. an intruder may be able to decrypt messages tran,ferrecl during an old 
conversation. clearly 1101 a desirable feature. [nstead. ir b 111uch sal'er IO use pcr­
sc,sion keys. becau�e if such a key is co111promised. m wor�l. onl) a \ingle �e�sion 
is affected. Messages sent during other ses�ions stay confitkntial. 

Relntetl to thi, last point b th:u Alice may want to exchange some confiden­
tial data with Bob, but �he doe� not trnst him so much that she 1\0tdd gil·c him in­
formation in the form of data that have been encrypted with long-lasting key�. She 
may wam 10 reserve such key, for highly-confidential message, that she ex• 
changes wirh panics she really tru\t,. In �uch cnsc�. u�ing a relatil·ety cheap �es­
sion key to talk 10 Bob is �l1fficien1. 

By and large. :rnthentic.itiun key� arc often estnblishecl in �uch a way that re­
placing them is relati\·ely expensive. Therefore. the combination of �uch long­
la,1ing keys with the much cheaper and more rernpornry se�sion 1-.ey� i, ot"Len a 
good choice for implementing secure channels for exchanging d::11a. 

9.2.3 Secure Group Communication 

So far. we hal'e ctrncentrated on setting up a �ecu1-.: communication channel 
between two parties. In di,tributed system\. however. it i� often necessary to 
enable secure co111111unication between more than ju�t two purties. A typical ex­
ample il> that of a replicated server for which all communication between the rep­
licas should be protei.:tcd again�t modification. fabrication. and interception. just 
as in the case of two-party secure channeb. In this section, we take a closer look 
at secure group communication. 

Confidential Group Communication 

First. con�ider the problem of protecting communication betll'een a group of 
N users against enl'esdropping. To ensure c:ontidentiality. a simple scheme is to let 
all group members share the same secret key, which is used to encrypt and de­
crypt all messages transmiued between group members. Because the secret key in 
this scheme is sha1·ed by all members, it is necessary that all 111e111bers are trusted 
lO indeed keep the key a secret. This prerequisite alone makes the use of a single 
slrnred secret key for conridential group communicacion more vulnerable to 
auacks compared to rwo-party secure channels. 

SEC. 9.2 SECURE CHANNELS 409 

. A� alternarh·e ,olurion is to use a separate shared �ecret key bet11een each 
pair o� group member,. A� soon as one 111e111be1· turns out to be leaking informa­
tion. the orher� ca� �imply �Lop �ending me,�nge, 10 that member. but still use rhe 
1-.c:}, t_hey \1erc m111g to communicme \\'ith each other. Howe,·er. in,tead of havin" 
t(1 ma1_1�1�in one key. it i, 11011· nen•,sary to maintain NIN - I )/2 1-.ey�. which ma; 
be a dill 1cult problem by it�elf. 

Using a _public-1..e) cryptosysrem can impro\'e mauers. In that case. each 
111.:mher h:.b 11\ ll\1 n 1/�llblic key. 11riratc key/ pair. in  which the public key can be 
u,ed b� all member:. lor senJing confidc111ial me,sage,. In thi, cn�e. a total or N 
key

. 
pau:� :ire needetl. I� on.:: mcrnher l'C,be;, 10 be tru,t\1·onhy. it i� �imply rc­

lllD\ Cd 11 0111 the grnup ll'1thou1 hal'111g been able to comprumi,e the other key�. 

Sernrc Replicated Scn·crs 

i\1m: con,itlcr a complet.:ly tlifft'1\:n1 pruble111: a cli.:nt b,t11!s a r.:queq to a 
�roup 01 rep I ll'.tled ,en er,. The ,en er, nm) h.11·e been replicated for re.i�on, of 
lnulr t0lera11l·e or perfor111a11c:e. but in any ca,e. the diem expe�·h the re,pon�<' w 
�ic tru,t1\ orth)'.' ln .�ther 11ord,. reg:m.lk,, or whether the group ol' ,er\'cr;. i, i.ub­
Jt!CI 111 Byzanune tmlure, a� \\'e di�nis,ed in  the previous chapter. a clie111 cxp<'l'L� 
1h:11 the returned r.:.,pon:,e has not been ,ubject 10 a security a11ack. Such nn attack 
could happen if one or more ,er'l'er, had be.::n �uccessl\ill) corruph:!d by an in­
truder. 
.. A ,olution to protect th� client again,1 such a11.1rks i\ to collect the r��porhe� 
110111 ,ill �crn:r, and nuthenucme each one of them. If a majority exbt, ,11110112 the 
rc:,pOn\e, lrom tht' noncorrupted (i.e .. authenric:ned) �erl'er�. ihe client c:1n tru,1 
the_ respon,e to be correct u, \It'll. Unfortunately. thi� approach revcab the repli­
c:rnon ?f tl1e ,en·ers. thu, ,·iolating replication transparenq•. 

_Re1�er et al. ( 199-+) propo�e!> a solution co a �erun;. replicated �er_,·er  in which 
repl1cau?n trnnspar,'ncy b maintained. The adrnnwge or their scheme is that be­
cau�e client� are unall'are of the acrnal replil'a,. it bcco111e, much ea,ier 10 acid or 
remo,·e. repli�as in a secure way. \\'c return 10 managing �ecurc groups below 
\I hen d1,cu,,111g 1-.<'y management. 

The essence of secur.:: anti transparent replicated �er\'er� lie, in what is kno\1·n 
a, secret sharing. When multiple u,er, (or proce�ses) share a secret. none of 
them know the entire �ec:rel. Jnstead, the secret can be revealed only if they nil 
get ro?ether. Such sc_he'.nes can be e.xrremely useful. Con�ider. ror example. 
luunch1ng a nuclear 1111s,de. Such an net generally require� the authorization of at 
lea1t two people. Each of them holds a private key thar should be us.:d in combi­
nation with the other to aclllally launch a mi,�ile. Using only a �im?le kev will 1101 

do. 
� , 

. In the case or secure. replicated servers. what we :ire seeking is a solution by 
which ar 111Os1 /.: out of the N servers can produce an inco1n:ct ans\\'er. anti or those 
k serYers. at most c S k ha,·e actually been corrupted by an intruder. Note that thi� 
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requirement makes the service itself k fault tolerant as discus�ed i n  the previou, 
clrnpter. The difference lies i n  1he fact that \\'e 1101\' classify a n,aliciou�ly cor-
rupced �en·er as being faulty. . . Nol\ consider 1he si1u:uion in \\'hich the ser\·er� are acuvely replicated. In oth-
er words. n request is sent to all �er\'ers simultaneous!). uml �ub�equently handled 
by each of them. Each serwr produce� a respome that i t  returns to the clien�. F_or 
a securely replic.ited group of servers. we require 1hal each sen·er accompanies 11� 

rc,ponse \\'ith a digital signawre. If r; i, the re,ponse from se1Ter S;. let me/ (r,) 
denote the rnes�age digest computed by ,ern:r S,. Thi� digest i, signed \\'ith sen·er 
S1 \ prh·ate key K�. 

Suppo,e th,ll we \\'am to protect the cliem again,t m 1110,t c corrupted �ernir,. 
J n other \\ ords. the sen er group should be able to tole race corruption by at mo,l c 
�en·ers. and still be capable of prouucing a response that the cliem can put its trust 
in. If 1he �ignatun:� of the individual ,errer, could be combined in such a \\'.l)' 1ha1 
at tea�t c +� I signawres are needed !O construct a i-alid �ignature for the re,ponse. 
then this \\'Ould sol\'c ot1r problem. In other \\'Ortb. we want to let the replicated 
se1-..-ers 2enerate a secret rnlid �ignature \\ ith the property 1hat c corrupted ,er­
\'ers:ilon� arc nut enough to produce that 5ign::nu1·e. 

A, nn example. con�ider a group of ri\·e replicated serwrs that i.hot1ld_ be able 
10 tolerme two t·orrupced sen·ers. and still produce a response that a client can 
tru�t. Ench sen· er S, send, it, w,ponse r, to 1he cl ienr, along \\'ilh it� �ignatt1re 
sig (S;.r,) = K;(111d(r, )). Con,equc:ll!l}. 1he client will e\ enwall) ha\ e recei\ ed 
tj\·e rriple1s <r,. 111dCr;) . .  ,ig (S,.r;l> from \\hich it should derive the correct 
1·e�ponsc. Thb situacion i s  shown in Fig. 9-22. 

Each di!!est 111d (r;) is also calculated by the client. If r, is incorrect. then nor­
mally 1hi, c�n be detected by computing K;(K;1111d(r, ))). Howe\'er. this method 
can no longer be .ipplii!<l. becau$e no individual �erver c!111 be trusted. ln�tead. the 
client uses a special. pt1blicly-known decryption function D. which takes a ,et 
v = { sig (S. r).sig (S '.r ').sig (S ". r ")) or rhree signatures as input. anu produces a 
sing le ti igesc a� mttput: 

cl,,111 
= D ( V) = D (sig (S. r).s(f( (S '. r ').sig (S ". r")) 

For details on D. see Reirer ( 199-1). There are 5!/(3!2!)=10 possible combinations 
of three signatures that the clielll can use as input for D. If one of these combina-
1ions produces a co1-rect digest 11u/(r1) for some re�ponse r;. then the client can 
con,ider r; as being correct. l n  particular. it can trust that the response has been 
produced by at least three honest servers. 

To improve repl.ication transparency. Reiter .ind Birman let each server S; 
broadcast a message comaining its response r1 to the other sen·ers. along with the 
associ.ited si!rnature sig (S;.r;). When a server has received at lea,t c + I or such 
messages. in�luding its own message. it anempl� to compute a valid signatt�re for 
one of the responses. If  this succeeds for. say. response r and rhe set \/ of c + I 
signatures. the server sends r and V as a single message to the client. The client 
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�} r3 
r4 
r5 

Client's computer 

Hash md(r) = H(r) 
function. 

H 

Dec,yplJon 
function. 

O(V) 
d = md(r)? 

NO 
y 

Select olher (r.V) comb1na1ion 

411 

can ,ub�cquently \ er i  l'y the corr.:ctnes, llf r b\ check in!! its ,i 12n,11ure. 1hat i,. \\ herher 11/f/(r) = D C \'). 
· - � 

What \\e ha\e ju�t tk,cribed b abo knO\\ 11 a, an (111,n)-thresholcl scheme \\'ith. in our example. 111 = c + I and 11 = N. the number of sen·er�. In an (111.11 )-1hrt?sholu ,cheme. a me,,age ha, been di\·ideu into II piet:e�. knO\\'n a� shadows. ,i111.:e any III shadow, can be t1sed to recon,truct the original me,,n!!e. bt1t min!! 
111 - I or fewer mes-,.1ge, cannot. There are se\'eral \\'a)'� to con;Lruct (111.11)� threshold scheme�. Dc:taib can be found in Schneic:r ( 1996). 

9.2.4 Example: Kerberos 

lt should be clear by 110\\" thm incorporating �ecuricy into dbtribu ted .,ystems 
is not 1ri\'ial. Problems arc caused by the fact that the entire system must be 
,ecure; i f  some pan is  insecure. the whole system mn)' be compromised. To assist 
the constrnction of cli,tributed systems that cun enforce a myriad of security poli­
cies. a number of supporting sy,te1m have been dc\'e)oped that can be used us a 
ba\is for further clc\'elopment. An importnnt system that is \\'iddy t1sed is Ker­
beros (Steiner et al., 1988: and Kohl and Neuman. 199-1). 

Kerberos was developed at M.l.T. nnd is ba.,ed on the Needham-Schroeder 
at1themication protocol we described earlier. There are currently two different 
rersion� or Kerberos in use. \'ersion 4 (V-1) and \"ersion 5 (V5). Both versions are 
conceptually similar. with V5 being much more nexible and scalable. A detailed 
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description or V5 can be fottnd i11 Neumun et al. (2005). 11 herea� practical infor­
mation 011 runnin\! Kerbero� i, deSL'ribed by Garman (2003). 

Kerbero, GIil-be 1·iewed n, a �ecl1rity system that assi,b clients in setting up n 
,,e,ure channel with ,lll> sen·er that is pan of a distributed .,y:,tem. Security b 
based on :,hared secret key,. There are t11·u di ITerenr component�. The A uthenti­
cation Serrer (AS) i, re;,pon,ible for handling a login request from a user. The 
AS attthenticates a u,er and prol'ides a key that can bc> used to set up secure chan­
neb with �etTer,. Setting up secure channels b handled by ,l Ticket Gr11nting 
Serrice (TGS). The TGS hands out �peci,tl me�,ages. known as tickets. that are 
u.,ed to L'Onrim::e a ,erl'er th:u the client is really who he or she claims to be. We 
l!i1·e rnncrete 1!,ample, of ticket, beloll'. ~ 

Let us wk.: a look at holl' Alice log, unto a dbtributed S)stem that u�e., Ker­
beros and hull' ,he can SIC't up a �ecme channel with :,er1·er Bob. For Alic<! lo log 
omo the �y:,tem. �he can lt�e any \l'Orkstation a1·ailablt!. The ll"nrk:,tation �ends her 
m1111e i11 plainte:--t w the AS. ll"hich return� a ses�ion key K.,.rG� and a llcket 1hat 
,he will need t0 hand 01·er to the TGS. 

The 1ic:ke1 that is rewrnetl by 1he AS c:ontain, the identity ol' Alice, along wi1h 
a 2enera1etl �ec:n:1 key that Alice and the TGS can use 10 communic,He with each 
other. The tickel itself II ill be handed 01·er to thic' TGS by Alice. Therefor<!. it i, 
imponam that no one but 1he TGS can read it. For thi, reason. the ticki:t i, 
encrypted ll"ith th.: ,ecret 1-.e) K15_ 70� shart!d between 1he AS and the TGS. 

Thi, pan of 1h.:: login pr,1cedurt\ i:. ,hm1 1 1  tb me��ages I. 2. and J in Fig. 9-2J. 
/lle:,�age I i, not real!) a mc�sage. but corre,ponds to Alia t�ping in her login 
name at a work�rntion. i\ !.:,,age 2 contai,,-, that 11;1111e anti b ,ent w the AS. i\ le�­
sa!!e 3 co11raim the se:,:,ion key K,. n;, and the ticl-.ct K.H.TG)(,I.K.1:rc;�l- To ensure 
pri1·acy. me�,age J i:. encr) pted II ith the �ecret 1-.ey "-�-- '� ,hared be1w,;:en Alice 
anti the AS. 

logi n 1---- ----12 A 1---------� 

6 
K AS.TGS (A, KA.TOS ), B, K A.TGs(I) 

7 KA,ros (B, KA e l, Ka.ros(A, KA a l  

Figure 9-23. Authenric'ation i n  Kerbuo,. 

When the ll'Orkstation recei1·es the response from the AS. it prompts Alice for 
her passll'ord (sholl'n as message -+), which it ltSe� to subsequently generate the 
shared key K.-1 .. -t'i · ( l t  is relntiYely �imple 10 take a character Mring password. apply 
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a cryptographic hash, and then take the first 56 bits as the secret key.) Note that 
this approach not only has the advantage that Alice's password i� never sent as 
plaintext acros� the nic'twork. bltl abo that the II orkstation does not even bal'e to 
tempornrily store it. Moreo1·er. n. soon as it has generated the shared key /(us, 
the workstation will find the session key K-1.TGS· nnd can forget nbout Alice's 
password and use only the shared secret K.-1.AS · 

After this part of the authentication has taken place, Alice can consider herself 
logged into the sy:,tem through the current workstation. The ticket received from 
the AS is stored temporarily (typically for 8 - �--1 hours). and will be used for ac­
cessing remote serl'ices. or course. if Alice leaves her workstation, she should 
destroy a11y cached tickets. If she 11·an1s to talk tt1 Bob, she reqt1ests the TGS 10 
generate a session key for Bob. shown as message 6 in Fig. 9-23. The fact that 
Alice hns the ticket K.is,ws<A.K,,,rns) proves tha1 she is Alice. The TGS responds 
with a �ession key K.1.8, again encapsulated in a ticket that Alice will later have 10 
pa,s to Bob. 

Message 6 also contains n timestamp. 1. encrypted with the secret key shared 
between Alice and the TGS. This timestamp i� used to pre1·ent Chuck rrom mali­
ciously replaying me,sage 6 again. and trying to set up a channel to Bob. The 
TGS will verify the tirnesrnmp before returning a ticket 10 Alice. 1f it differ� more 
than a fe1\· minutes from the current time. the request for a ticket is rejected. 

This scheme eswblishes what is knoll'n as single sign-on. As long as Alice 
<.Joe� not change ll'Orkstations. there b no need for her to authenticate herself to 
nny other server that i� part of the clistributecl �y�tem. This feature is important 
when having to deal with many differem service� that are spread acros� multiple 
machines. In principle, ser\'ers in a wny hm·e delegated client authentication 10 the 
AS and TGS. and will 11ccep1 request;, from any client that ha5 a valid ticket. Of 
course, services �uch as remote login will require that the associated user has nn 
account, but this is independent from nuthentication through Kcrberos. 

Selling up a secure channel ll'ith Bob is noll' �,rnightforward, and is shown in 
Fig. 9-24. First, Alice sends to Bob ,1 message containing the ticket she got from 
the TGS. along ll'ith an encrypted Limestnmp. When Bob decrypts the ticker. he 
notices that Alice b talking lO him, because only the TGS could hal'e constructed 
the ticket. He also finds the secret key K.�.B- allowing him to 1·erify the timestamp. 
At that point. Bob knows he is talking 10 Alice nnd not someone maliciously 
replaying message I .  By responding with K.u(r + I) .  Bob proves to Alice that he 
is indeed Bob. 

9.3 ACCESS CONTROL 

In the client-server model. which we have used �o far. once a client and a 
server have set up a secure channel. the client can issue requests that are to be car­
ried om by the sen-er. Requests inl'olve carrying out operations on resources th::ll 
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Figure 9-2-1. Selling up a ,e�ure channd in Kerb�n>s. 

are comrolled by the sen·er. A general :,i1ua1ion is 1hat of an objed se1Yer 1hat has 
n number of objects under its romrol. A rcque,t from a clien1 generally in,·ol\'es 
inrnking a method of a �pecific objec1. Such a reque\r can be carried our only i f  
1he cliem ha\ :,ufficient access rights for 1hat i1ffoca1ion. 

formally. rerifyi11g access right\ i, r.::rerred 10 a, access control. wherea\ 
authorization b about graming access righh. The two term, are strongly relat.:d 
10 each 01her and are often u:,,ed in nn imerchangeable way. There are 111.tll) war� 
w achic,·e access control. We �ran with discu�sing �ome of 1he general b�ues. 
co111.:e111rating on differenl modeb for handling acce,s conrrol. One important way 
of 11c1Ually c.:ontrolling acce:.s to re�ources i �  to build a fire" ,tll 1h.11 protecb appli­
ca1ion, or even an enrire ne1work. Firt:wull, are di,cusst:d separ,111:!ly. With the ad­
,·<!nl of code mobility. acces� control could no longer be done using only the tradi­
tional methods. tn�t.:ad. ne\\· technique, haJ 10 bt' dt:\'i,ed. whicl1 are abo cli,­
ni"ed in thi� ,ection. 

9.3.1 General Issues i n  . .\ccess Control 

ln order to under�tand the ,·arious b�ue, in\·oh·ed i n  acct:s, control. the ,im­
ple model shO\\·n in Fig. 9-:!5 is generally adopted. It consi�ts of subjects that 
i,,ue a reque�t to acces� an object. An object i, ,ery much like the objt:ct, we 
have been discussing so for. I t  can be thought of as encap�ula1ing it, own sw1e anu 
implemen1ing the operations on 1hat �tale. The operations CJf an object 1ha1 sub­
je.:1, can reque,t to be carried out are made a,·ailable through interface,. Subjects 
can best be thought of as being processes acting on behalf of user,. but can al�o be 
objects that need the sen·ices of other objects in order to carry out their work. 

� Reference 1--�-,., Objecl 
L...:___J I monitor 

Reques1 for Authorized 
operation request 

Figure 9-25. Gen�r:il model of controlling ace��• 10 object,. 

Co111rolling 1he acces� 10 an obj,xt is all about protecting 1he object against 
inrncmions by �ubjccts that are not allowed to have specific {nr eren any) of the 
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method, rnrrietl our. Al,o. protection may include object management i�,ues. 
�uch a, creating. reno ming. or dt:lcting objects. Protection is often enforct:cl by a 
program called a reference monitor. A reference monitor record, \\'hich ,ubjcct 
111:ty do \\·hat, and decide� \\ hcther a subject i, al lo\1 ed 10 h,H e a specific opera­
tion t:.irried out. Thi, 111011itur b called (e.g .. by the underlying tru\lecl operating 
system) each rime an object i, inrnk.ed. Consequemly. it b extremely important 
that the reference monitor is it�eJr 1n111perproof: an anackcr 111us1 not be able 10 
fool around I\ i rh it. 

Access Control \Iatrix 

A common approach to modeling the access rights of subjech \\'ith re:,;pect 10 

object> b IQ construct an access control matrix. Each subjc:ct is represented by a 
ro\\ in 1his matrix: cac:h object is repn:sented by a column. I f  the mmrix is cle1101ed 
ii/. then an enlr}' ii/ l.s.u J Jiqs precisely which operations subject J can reque,1 10 
be carried out on objcc1 n. In other "·ord�. \\ hene\'er a �ubject .1 request� the invo­
t:atinn of method III of objec1 u. the refc"renc:e monitor should check whether III i, 
liqed in ,1/ ls.o ]. If III i� not li,ted in ii/ [s.o ], the in,·ocmion foib. 

Con,ickring 1hat .1 sy,1em ma) easil) need to suppon thou�.-ind, of u�er, and 
111illion, of objecl:, 1hat require protection. impkmt:nting an acces, co111rol matri, 
a� a true matri,\ is nor the \\ay lo go. �Jany entries in the matrix will be empty: a 
single ,ubject \\ ill generally hu,·e acccs, tn relatively few object,. Thererore. 
other. mtire efficient \\ ay:, are follo\\'ed IQ implement an aL·ce,s comrol ninirix. 

One ,\·idely-applied approach is to haw each object maimain a li�t or tht' at­
C6S righh of subjec1,; that \\':till to act:ess the objec1. In  essence. 1his mem1, that 
Lhe matrix i, di�lribured column-1\'bt' aero" all objects. and that empty cntrie, are 
left out. Thi� type or implementation leads to \\'hat i� callee.I ,Ill Access Control 
List ( ACL). Each object i� ,bsumed to IHI\ e its 0\\'11 associated ACL. 

Another approach i, 10 dimibu1e the ma1rix ro\\'-wi,e by gi\"ing ead1 �ubj1x1 a 
list or capabilities i1 has for each object. In 01her word�. a capability corresponds 
10 an en1ry in the access control mmrix. Not having a capabili1y for a specific ob­
jeer means 1ha1 the subject ha., no access righrs for 1hat object. 

A capability can be compared to a ticket: ih holder is gi\'en certain right, that 
are tt�$0Cimed with thm ticket. It i, also clear thm a ticket should be protected 
againsl modifications by its holder. One approach that is particularly �uited in dis­
tributed systems and which has been applied extensively iJ1 Amoeba (Tanenhaum 
et ,11.. 1990). is IO pro1ect (a lis1 of) capabililie� with a signature. We rewrn 10 
the,e and other mailers later when di!,cussing security 111anage111e111. 

The difference between how ACLs and capabilities are u,ed to protect the uc­
cess to an object is shown in Fig. 9-26. Using ACL,. when a client sends a re­
quest to a server. the ser\'er·s reference monitor will check 1\ hether ii knows the 
cli.:nt and i f  that clien1 is known and allowed to ha\·e lhe requested operation car­
ried om. a� sho,,·n in Fig. 9-26(a). 
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Client SeNer 

Create access request r 

EtEJ as subject s 
(s,r) � if (s appears in ACL) 

if (r appears in ACL[sl) 
grant access; 

(a) 

Client SeNer 

Create access request r 
(Object) for object o. Pass 

capability C (o. r) @] . if (r appears ,n C) 
grant access: 

(b) 

figure 9-26. Co111pnrbll!l bet" con ACL, ,mu cupabilitie, for prm,c1ing obj�c1,. 
ta) U�ing an ACL. (b/ U,ing capabilities. 

Howev.:r. when using capabilities. a cli.:nt simply sends its request to the 
�erver. The serl'er is 1101 interested in whether it knows the client the capability 
suys enough. Therefore. the server need only check \\'hether the capability is ,·,llid 
and whether the requested operation b listed in the capability. This approach to 
protecting objects by means of capabilities i, shown in Fig. 9-26(b). 

Protection Domains 

ACLs and capabilities help in efficiently implementing an access control ma­
trix by ignoring all empty entries. Nevenheless, an ACL or a capabil'ily list can 
still become quite large if no further measures are taken. 

One general way of reducing ACLs is 10 make use of protection domains. For­
m,1lly. a protection domain is a set of (objecr, (1ccess rights) pairs. Each pair 
specifies for a given object exactly which operations arc allo\\'ed to be carried out 
(Saltzer and Schroeder, 1975). Requests for carrying out an operation are always 
issuetl within a domain. Therefore, whenever a subject requests an operation to be 
carried out at an object, the reference monitor first looks up the protection domain 
associated with that request. Then, gil'ell the domain. the reference monitor can 
:.ubsequently check whether the request i;, allowed to be caiTied out. Different 
use� of protection domains exist. 
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One approach is  to construct groups of  users. Consid.:r. for e,xamplc:. a Web 
page on a company"s internal intrnnet. SLH:h a page should be :waibble to e\'ery 
employee. but otherwise to no one cl�e. Instead of adding an entry for each pos­
sibh.! employee to the ACL for that Web page. it may be decitkd to have a sepa­
rate group £i11ployee comaining all current employees. Whenel'er a u,er accesse� 
the Web page, the reference monitor need only check whether that user is an 
employee. Which users belong to the group Employee b, kept in a separate list 
( which. of course. is protected against unauthorized aci.:e,s). 

ivlatters cnn be made more:: flexible by introducing hi�rarchical grot1ps. For ex­
ample. if an organi7,;atio11 has three differem bram:he:. at. �ay. Amsterdam. New 
York. and San Francisco. i t  may 11':tlll to subtlil"itle its Employee group imo �ub­
groups. one for each city. leading to an organization a� sho\\'n in Fig. 9-17. 

�

World 

Employee 

� I �  

� 
Anonymous 

/ · · · \ 

Employee_AMS Employee_ NYC Employee_SF 

/ I ···\ / ··· \ / ··· \ 
Dick Kees 

Figure 9-27. The hicrnrd1ic,il orga11i1«1io11 of pro1�c1iu11 t1,i111:1i11, ;1, gn,up, 11f 
ti,er,. 

Acce�sing Web pages of the organization·� int rand �houlu be permitted by all 
employees. However. chm1ging for example Web pages a�sociated ,�ith the 
Amsterdam branch should be permitted only by a subset of employees in Amster­
dam. If user Dick from Amsterdam wants to read n Web page l'rom the intranel. 
the reference monitor needs to Ii r�t look up the �ubsets £,11ployee.JiMS. 
£111ployee....NYC, and £111plo_,w,_.SF that jointly comprise the $et Employel'. It then 
has to check if one of these sets contains Dick. The atlvanta!!.e of ha,·ino hierarchi­
cal groups is that managing group membership is relath·ely cas�. and that ,·ery 
large groups can be constructed efficiently. An obvious dbad,·anta!!.c is th�t lool--­
ing up a member can be quite costly if the membership databa�e i� distributed. 

lnsteacl of letting the reference monitor do all the work. an alternati\·e is to let 
each subject carry a certificate listing the groups it belong, to. So. 11 hene,·er Did, 
wants to read a Web page from the company's intranet. he hands c>ver his cenili­
cate to the rcrerence monitor smting rhat he is a member of £111ployee...A1\JS. To 
guarantee that the certificate is genuine and has not been tampered with. it should 
be protected by means of. for example. a digital signature. Cenilicates are seen to 
be comparable to capabilities. We 1·eturn ro these issue, later. 
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Related to ha, ing group, a� protec1ion clonrnin,. it b ab() po�,ible to imple­
ment protection d,mrnins ai, roles. Jn role-ba,ed al'.:ei., comrol. a user al\\ a�.., logs 
in10 the ��·,t<'m ll'ilh a ,pecilit: role. 11·hich i, often a·hocimed "·ith a function 1he 
mer ha, in :111 org.111i1.mion (Sandhu et al .. 1996). A ther ma) ha,e seYeral t'unc­
tion,. For example. Dirk could ,irnultaneou,I) be he:1d of a department. manager 
of a project. and member of a personnel search co111111iui:e. Dc:pending on the role: 
he rnke, "hen logging in. he 111.iy be: aSl>igned different prh·i lege,. In other ll'Ords. 
hb role determine, 111..- protection domain (i.e .. group) in 11 hith he 11 i l l  operate. 

When a,!>igning role� to users and requiring th:u user, take on n specific rule 
11hen logging in. i t  should al,o be po,,ible for u,cr, to change their mle, i f  necel>­
,ary. For t!.x.impk. it may be required to al loll' Dick a� head of the department lO 

occa,ionally change Lo his role ofprojel'l manager. Note that ;.uch change, are dif­
ficult to expn:�� \\·hen implementing protection domain, only as group,,. 

Be�ide� u�ing prntec1ion domain�. eft1cienc) can be further impro1·ed b) 
(hieran:hit:ally) grouping objects ba�etl on the opt'ration" the) pm1·ide. For ex­
ample. in�tead of rnn�itlcring imtil'iuual objeL·h. object, are grouped acl.:ording to 
the interl'ace, the) prm ide. po,)ibl) u,ing subt) ping laho referred to a� imerfal.:e 
inheritance. see Gamma ec al. ( 199-1)1 Ill achk,·e a hi<!rarchy. I n  thi, case. \\'hen a 
,ubject request> an operation to be carried out at an objt'cl. the reference monitor 
lnob up to ll'hich interface the operation for that object belong:.. It th.:n checks 
11 h.:ther the ,ubject i-, alloll'ed to call an operation belonging t0 that irne1'faL·e. 
rather than if  it rnn call the operation for the ,pccilic \lhjcct. 

Combining pr1llet.:cion domains and grouping or tibjc:<.'t, i;. al,o plh,ible. Llsing 
both tel'hnique�. along 1dth �pecitic data ,,m,ctur.:-, and re,trkced opaati1.m, on 
objec·t�. Glndne) ( 1997) clt:scribe� ho,, to implement r\CL, for 1ery large colkc­
tion, of object!. thm are u,ed in digit.II librarie,. 
9.3.2 Firewalls 

So far. \l't! ha,·e sh0\\'11 ho\\' protection can be c,tnblished using cryp1ogrnphic 
technique�. combined ,,·ith some implementation of an accc�� control m::uri.\. 
These approaches work fine as long m, all communicating panie� play according 
to the same set of mle�. Such rules may be enforced "hen developing a stand­
alone di tributed system that is isolated l'rom the rest oi' the ll'Orld. Ho\\'e1·er. mat­
ters become more complicated when outsiders are allo\\'cd 10 access the re�ource� 
controlled by a distributed �ystem. E.xample, of such acces,es including sending 
mail. doll'nloading files. uploading rnx forms. and so on. 

To protect resource� under the�e circum�tance�. a d ifferem approach b need­
ed. In practice. \\'hat happens is thHt external access to any part of a diwibuted 
5ystem is controlled by a special kind of reference monitor known as a lire\\'nl l  
(Cheswick and BellOl'in. 2000: and Zwicky et al . .  2000). Essentially. a fire\\'all 
disconnect, an) pnrt or a distribu1ed ,ystem from che out,ide world. as sho,, n in 
Fig. 9-18. All outgoing. but especially all incoming packet� nre routed through a 
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�pccinl computer and inspected before the) are pas�ed. Unauthorized traffic i s  dis­
carded and nor allowed to continue. An important issue is 1hat the firewall itself 
�houlcl be heal'ily protet·ted against any kind <)f security thrent: it should nel'cr 
fail. 

Connections 
to internal 
networks ' ' ' 

Packet Application 
filtering gateway router 

Packet 
filtering 
router 

Inside LAN Outside LAN ' ' 
: __ ---- -------- - - ----- - ----------- t 

Firewall 

Connections 
10 oulside 
networks 

Figure 9-28 . .-\ common implem�nwtion of a lir�<1.ll I. 

Fire\\'alls es�entially come in t\\'O differem fla,·or,, that are often combined. 
An important I) pe of fire\\'all b a patkl't-filtering gatcm1y. Thi� type or nrell'all 
operates ,L, a router :u1d makes decision� as to whether or not to pa,<; n netll'Ork 
packet ba,ed on the <;ourcc and de,lination address ::i,, comaint'd in rh� packet', 
header. Typically. the packe1-filtering g,11e,1·a) �holl'n on the outside LAN in 
Fig. 9-18 would pmtect against incoming packe1s. wherea, the one on the inside 
LAN would filter outgoing packets. 

For example. t o  protect an imernal \Veb sen·er against l'equest� from hosts 
that nre not on 1he internal network. a packet-filtering gatc:way could decide LO 
drop aJI incoming packets addressed ro the Web server. 

1' lore subtle is the situa1ion in which a company's network consists of multi­
ple local-area networks connected. for example. through nn S1'1DS network as we 
dbcussecl before. Each LAN can be protected by means of a packet-filtering gate­
way. \\'hich is conl'igurecl to pa�5 incoming traffic only if  it originmed from a host 
on one of the mher LAN�. In this way. a prh·ate l'it1tml nctll'Ork can be �et up. 

The other type of firewall is nn applicat ion-level gateway. fn contrast to a 
packet-filtering gatewny. which inspec1s only the header of ne1work packets, this 
type of firewall ac1t1ally inspects the contelll of an incoming or outgoing message. 
A typical example is a mail gateway that discards incomin_g or outgoing mail 
exceeding n cenain size. More sophisticated mail gateways exi�t 1hm ure. for ex­
ample, capable of littering spam e-mai l. 

Anolher example of an application-level gateway is one that allows externnl 
access to a digirnl l ibrary server. but will supply only abstracb of documents. If an 
external user wants more. an electronic paymem protocol is started. Users inside 
the firewall have direct acces� to the l ibrary service. 
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A ,pecial 1-.ind or applic.:ation-k\·el gate\\·ay i, what is knO\\ 11 a, a proxy gate­
way. This type of tircwall \\ Orb as a front end 10 n ,pecifit: !,._ind or applic:atitm. 
and en�ure� that only tho,<' m<'��age� are pas,ed that meet cenain criteria. Con­
sider. for example. ,urri11g the Web . .  .\s \\'IC' tli�rn,, in th<' ne;..1 sec1iun. many Web 
pages contain script� or appleh that are 10 be c,ectlled in a user"� browser. To 
pre\ ent ,uch wtle to be dO\\'l11oaded 10 the imide LAN. all \\/eb traffic could be 
directed through a Web proxy gateway. This gateway accepts regu!.tr HT[P re­
que,rs. either fr,rn1 in,idc or ouhidc 1he rirc:\\'all. In other II ord�. it appc:ar� to irs 
u,cr� a:. n 110r111.il Web ,en·er. Ho\1en:r. it filter, all incoming anti outgoing 
tralfo:. either b: Jbcarding certain reque,t, and page,. or 111\luifying page, \\'hen 
the: co111ai 11 executable- end<". 

9.3.3 Secure i\ lobilc Code 

. h I\ e di,c:11s,etl in Ch:tp. 3. :111 i 111pnr1 ,1111 tie, <'lnp111c:11t i 11 motl<'r·n cli,1rihuted 
S),ten1, i, the ability to 1 1 1 igrate l·nde b..:111 e..:11 hu,t, i11,1t'atl 1,rju:-.t migrating pas­
,i \e data. 1 1, 11\ ..:1 er. nmbile code introduce, ;r 11u111b..:r or ,eriuu, ,ecuril> threat,. 
For 011c thith!. \\'hen ,entlin!! an a!!en1 ,l,'1l1,, 111..: l111erne1. ii... o\\'ne r· \\'ill \1·a111 to 
p1\1te.:1 it :1g,�n,1 malkiou, ho,1, tl�at try tn .-.ieal or 11111tlify int'onrnllio11 c:11Tied b) 
Ih? aU�lll. 

r\ 11other i,,ue is tha1 htht, ne.:d to he: proteL·t..:u agair1'I 11rnliduus ag..:111,. i\lo,t 
u,.:-r, 01· di,1ributed ,y,tem, \\'ill 1wt he t'\l>.:1b in ,� ,tem, technology anti ha1·c 1111 

11 "'.I or t<'lling \\'hether the program ti!.:) are r.:tching from another ho,1 can be 
1n1'ted rllll to i:01-rupl their computer. In 111a11y c:hc� it 111a� be difficult el'en t'or nn 
expert to d..:tec1 that a progrn111 is actual!) hcing dU\\·11loadcd al ,111. 

Unle,, securitv measure, are 1akt:n. 011.:e a 111aliciou, program Im, setlkd it­
,ell' in ,1 computer:· it cnn en,ily ,orrupt i1,, ho�!. \Ve are faced with an acce,, con­
trol problem: the program ,hould not bc allowed u1rn11lhori1cd acce,� 10 the ho,1·, 
re,irnrce,. 1-\s we 5hall sec. protetting a ho�t against do11 nloaded malicious pro­
gr.im� is not always easy. Tile problem is nor so much as 10 avoid downloading or 
program�. Jn,tead. what we are looking J'or is supporting mobile code that \\'e can 
allow access to local re�ourccs in a flexible. yet l'ully controlled manner. 

Protecting an Agent 

Before we take a look at protecting a computer ,y;,tem again�t downloaded 
malicious code. let us first take a look at the opposite situ:1tion. Consider a mobile 
agent thtll b roaming a di�tributed sy�tern on behalf or a user. Such an agent may 
be searching !"or the cheape,t tLirplane ticket from Nairnbi to Malindi. and has 
been authorized by its owner to mal-.e a rescrl'ation as �0011 as it round a night. 
For this purpose. rhe agent may carry an electronic credit card. 

Obviously. ll'e need protection here. Whenever the agent 1110\·es to a host. that 
ho�t should not be allo\\'ed to steal the agent"s credit card information. Also, the 
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agem should be protected againsr modifications thac make the owner pay much 
more than acwally is needed. For example, if Chuck's Cheaper Charters can Sl'!e 
that the agent has not yet visited its cheaper compelitOr Alice Airlines. Chuck 
should be prevented from changing the agent so that it will not visit Alice Air­
linef host. Other examples that require protection of an agent against attack!> 
from a hostile host include maliciously destroying an agent. or tampering ll'ith an 
agent such that it will mtack or steal from its owner when it returns. 
- Unfortunately. fully protecting an agent against nil kinds of nitacks is impo -

sible (Farmer et al.. 1 996). This impossibility is primari ly cm1sed by the fact that 
no hard guarantee� can be given that a host will do ll'hat it promises. An altcrna­
tin:: apptoach is therefore t; organize agents in such a \\'ay that modification:. can 
at least be detected. This approach has been follo\\'ed in the Aja11ta system ( Kar­
nik and Tripathi. 200 1 ). Ajanta provides three mechanisms that allow an agent's 
owner to detect that the agent has been tampered 11·i1h: read-only state. append­
only logs. anti selecti\·e revealing of slat<! rn certain servers. 

The read-only state of an Ajnnta agent consists of a collection of data items 
that is signed by the ngc111·s O\\'ner. Signing takes place \\'hen the agent i� con­
s1n1ctecl and initialized beforl'! it is sent off to other hosts. The ull'ner fi1·�t con­
structs n message digest. which ii subsequently encrypts \\'ith ib pri\·ate key. 
When the a!!<:nt arri\·es at a host. that host cnn ea�ilv detect ll'hether the read-on!) 
,t.lte h:L� bc�n tampered with by \·erifying the ,tare �1gain�t the ,ignetl message tli­
ge,t of the original state. 

To allow an :rnent ro collect in1·or111ntion \\'hile mol'ing betll'een host�. Ajanta 
prol'ides secure append-only logs. These logs :1rl'! characterized by the fact that 
data can only be appended 10 the log: there is no \\'ay that claw cun be remo\'ed or 
modified wit hout the owner being able to detect this. U,ing an nppend-011ly log 
work, as follows. Initially. the log i, empty and has only an ,1'$0ciated check�um 
C;,,,, calculated as C;,,;, = K;.11 ,,,., (N). where K;.,,,,,.,· is the public key or the agent·� 
owner. and N is a secret nonce known only to the owner. 

Wheu the a!!elll 1110\'eS to n server S that \\'ants to hand it some clma X. S append, 
X to the log then signs X with ib signature sig (S.X). and calculatt:s a chechum: 

C,,, .... = K;.,1' 11e,· ( Cv1t1 • sig (S.X). S) 

where C,,1,1 is the ch<!cksum that wa, used pre\·iou,ly. 
When the aocm comes back to its owner, the owner can easily \·erify whether 

the log ha. bee7i tampered with. The owner start� reading the log at the end by 
successi\·ely computing K�11. 11

.,.(C) on the checksum C. Each iteration returns a 
checksum C111._11 for the next iteration, along with sig (S.X) and S for some server 
S. The owner can then verify whether or not the then-last element in the log 
matches sig (S,X). If so. the element is removed and processed. after which the 
next iteration step is taken. The iteration stops when 1he initial checksum is 
reached, or when the owner norices that the log as been tampered with because a 
signature does not match. 
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Finally, Ajanw suppom selecth·e rercaling of �tate by pro,·iding an arm) of 

data items. where em.:h entry is intended for a de�ignated �er\'<:r. Each entry i, en­
crypted with the de�ignatetl sen·er's public key 10 en�ure confidentialitv. The en­
tire array is signed by the agent"s owner to emure integrity of the arrny n, a 
whole. In other words. if any entr)· is modified by a nialic:iou host, nny of the 
designarecl se1Ters \\'ill notice and can take appropriate action. 

Besides protecting an agent against malicious hosts. Ajanta also pro,·ides vnri­
ous mechanisms to protect ho,1, against malicious agems. A, \\e di,eu,, next. 
111.:tn) or the:,e mechani�m, are also supplied by other systems that suppon mobile 
cm.le. Furth.:r information on Ajnnrn can be found in Tri pat hi <'I al. ( 1999). 

Protecting the Target 

Although protecting mobile code against a malicious ho,1 is important. more 
a11e111ion ha� been paid to protecting hosts against malic:io us mubilc rnde. If �end­
ing an agent inw the outside 11·orlcl is considered loo dangerous. a user \\'ill gener­
ally h,ll'e alternnti\'es to get the job done 1·or which 1he agent was intenckd. I-I0\1-
ever. there are ol'ten no ailcrnatil'es ro letting an agent into you1· system. other than 
locking it out completely. Therefore. if it i� once decided that the agent can ,ome 
in. the user needs full comrol 01·cr ll'hat the age11l c:an do. 

A, 11e just discus�ed. although protecting an agent from modification may be 
i111p0,,ible. at  lea,t it b po�sible rnr the agent'\ 0\\'ller to detect that 111mlif ication, 
lrn,·e been made. At \\'Orsi. the owner ll'ill ha1·e to discard rhe agent \\'hen ii rc­
wrns. but 01herwise no harm will have been done. 1-lml'e1·er. "hen dealing ll'ilh 
maliciou, incoming agents. simply detecting that your rc�ourc:e� !1.11·c been har­
as�ed b LOO !me. Jm,tend. it i.s e��cnti:il to protect all re�oun:e� again,t L1nau1ho r ­
ited ac:ce�\ by do11 nloaded code. 

One approach to protection is to construct a .,andbox. A sandbox i� a tech­
nique by \\'hich a downlnaded program is e,1tecL1ted in such a way that each of i1� 
insiruc:1ions can be J'ully comrollecl. Tf an attempt is made to execute an instruction 
that has been forbidden by the host. execution of the program will be blopped. 
Likewlse. execution is halted when an instrnctiun accey,es certain registers or 
areas in memory that the host has not allowed. 

Implementing a snndbox is not easy. One approach i, to check the executable 
code when it is downloaded. and to insert additional in<;tructions for situation� that 
can be checked only at ru111irne (Wahbe et al.. 1993). Fortunately. matters 
become much simpler when de;iling with interpreted code. Let u, brietly consider 
the approach taken in Jarn fsce also MacG1·egor et al. ( 1998)1. Each Java pro­
gram consists of a number of classes from which objects are created. There are no 
global variables and !'unctions: e,-erything has to be declared as part or a class. 
Program exect11ion starts at a me1hod called main. A Java program is compiled to 
a set of instructions that are interpreted by what is called the Jarn Virtual 
i\lachinc (JVi\I). For a client to download and execute a compiled Ja,·a program. 
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it i� therefore nece�sary 1hat the client p1·oces� b running the JV/II. The J\IM will 
sub;eque111ly handle 1he ,1ctu,1! exerntion or the dO\\'nlomlt:d program by interpret­
ing each o!' its inwucrions. starting a1 the instructions that comprise main. 

ln a Ja,·a sanclbo,x, protection starts by ensurin1g that the component that hand­
le� the tran,t\;r of a program to the client machine can be trusted. Downloadin!! in 
Ja,·a i� taken care of by a set of class loaders. Em;h class loader is respon,iblev for 
fetching a specified class from a �erver and installing ir in the client' s addres� 
space so that the J\11\ l  can erea1e objects from it. Because a cla,s loader is just an­
other Java cla!>s. it b po,,ible that a downloaded program contains its 011 n class 
loaders. Thi:: fir�t thing th,11 is lrnnclled by a sandbox is that exclu�ively tru,ted 
clas� loader, are ll$Cd. In particular. a Jam progrnm is not nllo\l'ed to crcnte its 
0\\'n chi-, loader� by which it could circu1m·e111 the 11 ay class loading is normally 
handled. 

The Si:!cond l'0r11pune111 uf a J:\\'a !>andbo.x consists ()[' a byte code \'Cri!icr. 
1, hh.:h ched., l\'hether a do\\ nloaded ch,, obey,<; the �ecurit\' rnlcs of the sandbox. 
In panicular. the l'eririer checks that the cla,s conrains no· illegal instructions or 
instruction� thm could somehow corrupt the stack or memory. Not nil cla��es arc: 
d1.:cked. u, sholl'n in Fig. 9-29; only the one� that are tloll'nloaded from an exter­
nal �en·er to the client. Cla�\es that are loc:atetl on the client·� machin.: are gener-
ally tru�ted. allhough their integrity c:oultl abo be ensily verified. 

-
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Figure 9-29. Th� organization or a Jn, a ,andbo.\. 
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Finully, when a class has been securely downloaded anti ve1·ified. the JVM 
can instan1iate objects from ic and execute 1hose object's methods. To runher 
pre1·ent objects from unauthorized access 10 the clie111·s resources, a security 
manager is used tu perform l'arious checks at runtime. Ja\'a programs imendecl to 
be downloaded are forced lO make use of the security manager: there is no way 
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they can circu111vent it. This means, for example, that any 1/0 operation is vetted 
ror validity and will 1101 be carried 0111 if the security manager says "no:· The �e­
curity 111anager thu� plays the role of a reference monitor we discu:;,secl carl_ier. 

A typical security manager will disallow many operations to be earned out. 
For example. virtually all security managers deny access 10 local files and allow a 
program only co set up a connection 10 the server from where it ca�e. Man_ipulat­
in!! the JVi'vl is obviously not allowed as well. However. a program 1s permitted to 
ac�es� the graphics library for display purpose, and to catch events ,uch as mov­
ine the mouse or clicking its buttons. 

� The orieinal Jam security manager implemented n rather strict security policy 
in which it �11ade no distinction be111·een dilTerem downloacltid program�. or even 
prourams from different se1Ters. In nrn1y cases. the initial Ja,·a sandbox model 
11·a; 01·erly restricted and more tlc:xibility was required. Below. II\! discus, an al­
ternatil"e appronch that is currently followed. 

An approach in line with sandboxing. but which offer� somewhat more flex_i­
bility. is 10 crente a playground for doll'nloaded mobile code (Malkhi and Reit<.:r. 
2000). A playground is a separare. designated machine exclusively resen·ed for 
runnin!! mobile code. Resources local to the playground. such as file� or network 
conneJiions to external sen·ers are available 10 prngrarns executing in the play­
ground. ,ubject 10 normal protection mechanis111s. However, resources local LO 

other machines are physic::11ly disconnected from the playground and cannot be 
acces:,,ed by downloaded code. Users on these other machines can nccess the play­
Qround in a traditional way. for cxnmple. by means or RPC�. Hol\'ever. no mobile 
�ode i� e1·er doll'nloatlcd ro machines not in the playground. This cli�tinnion be­
tiwt:n a 5a11dbox anti a playgmund is sho,.1·n in Fig. 9-30. 

Trusted code 

Local network 

(a) 

Untrusted code 

Sandbox 

Only trusted code 

Playground 

(b) 

Figure 9-30. (a) /\ sanJbo.�. (b) A playground. 

Local network 

A next step toward increased flexibility is to require that ench downloaded 
program can be authemicated, and 10 subsequently enforce a specific security pol­
icy ba5ed on where the program came from. Demanding that programs can be 
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authenticated i� rcl:ui1,;:J� t:a\y: mobile code can bt: ,ign.:d. ju�t like any other 
document. Thi, code-signing apprnach h often applied as an :1ltcmatiw to snnd­
bo,xing ,b ll'ell. In effect. 0111) code from tru�ted �c1Yer, i, accepted. 

However. the difficult part is enforcirg a ,ecurity policy. Wallm.: 11 et al. 
( 1997) propo.'-e tlrn::e 111cch:1ni,111, in the case or Java program�. The l'i1·�t appronch 
is ba�ed on the use of objec1 r<"l"erent·cs as c:1pabilities. To access n local re,ource 
,uch a,- a file. :1 program mtht hal"� b�en gi1·en a reference to a �peci fie objc..:t that 
handle$ l1le op.:rntilins ll'hcn it ll'a, dml'Jlloaded. If no ,ut·h relerenee is gi1·c11. 
there i, no ll"ay that rile., cnn be accc:s,ed. Thi, principle i, "ltol\'n in Fig. 9-3 1 .  

Local resources 
accessi ble through obJects J. 

D Q D D D I ?rotected area 

�ii�t�it�:�-'-�--,�--::-----_--_-_--_-_· -�----· - ----
r

-:::
r
�

tecled ar
e
a 

t, n,e 
Downloaded program 

Figure 9.J I. Th.: prim:ipk p( lhing Ja, .1 ubj\!t."l r�t�r�n�·l', ,h c.·,,p,thiliti\!, 

;,\ II interface, to objc.:h that implement the 111e sy�tem are initially hidden 
from the program b� �i111pl) 1101 handing oat any reference� ll> the�e interface,. 
J,11·a·� ,trong type c.:hecking enSLll'e-; th:it it i, impm�ible to construct a reference to 
one or the,.: imerfaces at runtime. In acltliti1111. l\'C can u�e the property of  Jal'a II) 

keep certain v,iriablcs and methotb eompktcl) internal 10 a c.:la�� - Tn partirnlnr, a 
program can be prevented from i1htantinting ih Oll'll file-handling objects. by 
essentially hiding the operation that creme� new objects from a given class. ( In 
Java terminology. a cum,tructor is made: pri1·ate to its associated class.) 

The �econd me.:hani�m for enforcing :1 ,cc.:urity policy is (extended) stack 
introspection. In e�sent·e. any call to a method 111 or a local resource b preceded 
b) a c:111 to a ,pecial procedure enable_privllege that checks whether the caller is 
authorized lO invoke III on that re�ource. If the invocation is authorized. the caller 
is given tt!rnporary pri,·ilegc� for· the duration of the call. Before returning control 
to the inrnker when 111 is finished. the special procedure disable_privilege is 
invoked to dbable these pri1·ilege,. 

To enforce calls 10 enable_privilege and disable_privilege. a developer of i n ­
terfaces to local resoun.:es could b e  required to insert these calls in the app ropriate 
places. However. it is much beuer to let the Jarn imerprerer handle the calb 
automatically. This i� tli.: stnndartl approach foltowed in, for example. Web brow­
�er� for dealing with Jal'a applet,. An elegam solution b as follows. \,\lhene1·er nn 
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invocation to a local resource is made. tht: Java interpreter automaticttll) calls 
enable_privilege. whid1 subsequently checks whether the call b permitted. Lf so. a 
cnll to disable_privilege is pushed on the \tnCk to ensure that privileges are dis­
abled when the method call returns. This approach prevents maliciou� pro­
grammers from circumventing the rules. 

Stack lrame 02 

disable_privilege 
Stack frame O 1 

di s a bl e_prlvilege 

Stack frame 
hrst method call 

d1sable_privilege 

Check access nghts 

Figure 9-32. Th� principl� t•I s1e1ck intnhper11u11 

Another important ach'a111age of t1si11g the �tack i, lhat it enablcs a m11d1 better 
way ,ir c:hecking prh ilt:gei,. Suppuse chm a program in, okes a local objec:t O I .  
ll"hil'h. in  wrn. in, oke-, ol1jec1 0 2.  Althnugh O I ma) ha,e permi<;sion to im okc 
O 2. if the in\'0ker of O I i, not lru�ted to i11 ,·l1ke a specifil' method belonging l O  
0 2. then this chain of  in\'Ocations ,hould not be allo\\·ed. Stack introi,pection 
make, it ea�y to check such chains. a� the interpreter need mc:rel)' inspect e:tch 
stark frame Sl,1rting at the top to see ir there i., a frnme ha\'i11g the riglu pri\'ilcge� 
enabled (in which ca5e the call is permiu.:d), or if there i.', a frnmc: that i:xplicitly 
forbids acce�s 10 the current resoun:e (in which case the call is immediately termi­
nated). Thi� approach is shown in Fig. 9-32. 

In essence, stnck introspection allo\\·s for the attachment or pri,·i leg es LO cla,­
ses or rnelhods. :rnd the rl1erking or those privileges for each caller separately. In 
this way. it is possible to implement class-based prolection domains. a� i, 
explained in derail in Gong and Schemer� ( I 998). 

The third approach l0 enforcing a ,ecurity policy is by means of name spnce 
nrnnagemcnt. The idea is put forth below. To gi\'e programs access to local re­
sources. they tirsl need to attain access by including the appropriate files th::tr con­
tain the classes implementing those resources. Inclusion requires chat a name is 
given to the interpreter. which then resolves it to a class. which is subsequently 
loaded at runtime. To enforce a security policy for a specific downloaded pro­
gram. lhe same name can be resol\'ecl to different classes, depending on where the 
downloaded program came from. Typically. name resolution is handled by class 
loaders. which need to be adapted to implement this approach. Details of how lhis 
can be done can be found in Wa!l&ch et al. ( 1 997 ). 
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The approa.-h dc,cribcll �o f"ar associate, pri, ikg<', with cla.,,e, or 1111:'Lhods 
ba eel on where a do\\'nloaded program c,1me from. B) vinue of the Java inter­
preter. it is po,sible to enfor<·c security policie, through rhe mechanisms described 
nbo, e. In thb �ense. the securiL} architecture become, high!) languugc: dependent. 
and \\ ill need m be de\'eltipeu anew for other languages. Ltnguage-independenl 
solution,. such as. for example. dt!,cribell in Jaeger et al. ( J 999). require a more 
general approach to enforci11g ,ecurily. nncl are also hrn·cler to implement. fn these 
ca,e�. suppClrt i, needed f1w11 a sec:ure operaling �)stem that is all"ar(' o( tlo\\ n­
loaded mobile codie and which enforces all call, 10 local resQurce� to run thromd1 
the kt'mel \\'here �ub�equenr checking i, done. 

� 

9.3.4 Denial of Sen-ice 

Ac.:c('s, c:ontrol i, general!) about careful!) e11,uri11g chat re,nurce, are .ic-
1:e,,ed on!) by mllhoriLt'd prncc,,e,. A particularly nnno� ing l� pc ot" attack thnt i, 
relateu Lll acce�, control i, maliciothly p,-.::,·enting au1hori1eJ proce,.,e, from ac­
cc"ing r.::,uur�·e,. Del"e11>e, again,t ,m:h cleni:il-of-sen·ire (DoS) a!lacks are 
becoming in..:rc,hingl) important ,h tlbtributed ,ystenh are opened up lhrough the 
Internet. \\'here DoS :ittul·k, that come rrnm on<' or a rew ,m1rcei, can often be 
handled quite cffecth·e ly. nuuter� beCl)tne ,mi..:h 1llL>rC diFlicull "hen h,ll' in,i to 
deal \\ ith clbtribuh:d denial ul' sen ice ( DDoS). 

-

In DDoS attacl,\. a huge rnllt't:lion or pmcc,�..:� jointly a11e111pt to bring down 
a nc11,·orkcll ,en ic<!. In the,c cn,e,. ,1c lll'tcn �ce thm the attnrker� hal'I.: �uc­
reed.:d in hijacking a larg<' group Of" machine, \\'hich unl..110\\'ingly purticipate in 
the attack. Spi:'ch1 and Lee tlOO.i) Ji,tinguish 1,10 t)pe, or allacks: 1110\C aimed at 
band\\'idth dcplc:tion and tho,e uimed nt re�ource depletion. 

Banch, idth depletion can be accomplished by �imply sending many 1rn:s,ag..:, 
tL1 a �ingle machine. The effect is that normal me,sa!!<'� will hardlv be able to 
reach the rccei,·er. Resourct! depletion ,tllacl.., conccnl�llle on lettin2.· the rccei�er 
u,e up re�ource,; on otherwi�c u�ek.,, me,�age�. A \\'ell-l..no1, n resut�rce-dc:pletion 
attack i� TCP SYf\'-llooding. In tlii� case. the' attacker attemprs to initiate a huge 
.imuum of connections (i.e .. send SYN packets as pan or 1h.: three-way hnnd­
�hake). but \\'ill othen1·i,e llC\'er respond 10 acknowleclgmenb from the recei,·cr. 

There b 1w �ingle method to protect agait1'L DDoS attack,. One problem is 
thm all:tl'kcrs mal-.c use of innoct!nt ,·ictims by �ecretl) installing soflware on their 
machine�. In the e cases. the only \olutiun is to ha,·e machines continuoll�ly mon­
itor their ,tme by checking rile� for pollution. Consiclering lhe ease by \\'hich a 
virus can ,pread over the Jnt-:rnet. relying only on this c:ountern1easure b not 
fea,ible. 

l"vluch better is to c.:onlinuou�ly moni1or net\\'ork traffic. for example. starting 
at the egres� router� ll'here packeb lea\'e an org::111izmion·s networl... Experience 
,how, that by dropping packet\ whose source acldre,, does not belong to the 
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organizatiun·s netll'ori,. \\'e can wnem a lot of ha\'OC. In general. the more pack­
et, can be filtered close tu the \0urces. the better. 

Alternarh·ely. it i\ also possible tu concemrate on ingress muter,. that b. 
where traffic llO\\·s into an organiLntion·� netll'ork. The problem b that dete�·ting 
an anack at an ingres:, router b too late a5 the network will probably already be 
unreachable for regular traffic. Better is to have routers fonher in the Internet. 
,-ul'11 a� in the networks of ISP:,. start dropping packet� when they suspect that an 
anack i� going on. This approach i\ followed by Gil and! Poleuo ( 2001 ). \\·here a 
router will d1·op packets when it notices that the rate bet\\ een the numbe1· of pad.­
et, 10 a specific node u, disproportionate to the number of packets .fi'(//1/ that node. 

In gene1·al. a myriad or technique, need to be deployed, whereas new anacb 
continue to emerge. A practical O\'er\'ie\1 of the state-of-the-an in deninl-of-,-er­
\·ice auacb and \Olution, can be folll1d in i\•lirkO\'iC et al. ( 2005): :1 detailed ta.xon-
0111) i� pre�entecl in Mirko\·ic and Reiher (200-l). 

9.4 SECURITY MANAGEMENT 

So t'ar. \\'l' ha1 e comidered �ecun: channels and acces� control, but hn1·e 
hardly touched upon the i��ne hO\\. for example. keys are obtained. In this sec­
tion. \\'e take a clo�er look nt security manngcment. In particular. ll'e distingui:.h 
three di fforent �ubjec t�. r-irst. \\ e need to consider the general management of 
cryptographic key5. and e:,pecially the mean� by \\ hich public key� are distrib­
uted. A� it turns out. certificate:. play an important role here. 

Second. we tliscu"$ the problem of �ccurcly managing a group or �erver, by 
concentrating on the problem of atltling a new group men.1ber thar is trusted by the 
cu1-rc.:11t members. Clearly. in the face of distributed anti replicated scr\'ices. it is 
i111ponan1 that security is not compromi,ed by admitting a maliciou,, proce�s 10 a 
gronp. 

Third. we pay a11ention lO authorization management by looking at capabili­
tie� and I\ hat are known a, at1ribu1e cenificate�. An important issue in distributed 
system� with rc,,pect 10 authorization management i� that one process can del­
egate some or nil or its access rights 10 another process. Delegating rights in a 
secure 1\·ay has its own $ubtleties as we also discuss in this section. 
9.4.l Key i\lanagcment 

So for. we ha\'e described various cryptographic protocols in which we (impli­
cit!)') assumed that \·arious keys were readily available. For example. in the case 
of public-key cryptosystems. we assumed that a sender of a message had rhe pub­
lic key of the receiver at its disposal so that it could encrypt the message to ensure 
confidentiali1y. Likewise. in the case of authentication using a key disttibution 
center (KDC). we assumed each party already shared a secret key with the KDC. 
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However, establishing and distributing key� is not a tri1·ial maller. For ex­
ample, distributing secret keys by means of a11 unsecured channel is out of the 
que5tion and in many cases we need to resort to om-of-band meihods. Also. 
mech�nisms are needed lo revoke keys. that is. prevent a key from being used 
after 1 t ha� been compromised or in\'alidated. For example. rerncation is neces­
sary when a key hns been compromised. 
Key Establishment 

Let us start with considering how session keys can be established. When Alice 
�\·a�ts to set up � se.cure channel with Bob. she may lirsi use Bob's public key to 
1111t1ate co111111un1cat1011 as shown in Fig. 9-19. Jr Bob accepts. he can subsequently 
generate th� session key and return it to Alice encrypted with Alice's public key. 
By encrypt111g the shnred session key before its transmission. it can be safely 
passed across the network . 

. A similar scheme can be used to generate and distribute a session key when 
A!Jce and Bob .ilready share a secret key. Howe\'er. both methods require that 1ht: 
communicating parties already hn1·e the means a\'ailable to establish n secme 
channel. In other words, some form of key establishment and distribution must 
alread.y have taken place. The same argumem applie� when a shared secret key is 
e�t�blished by means or �1 trusted third party, such as a KDC. 
. An elegant and_ widely-�pplied scheme for estnblishing a shared key across an 
insecure channel 1s the O1ffie-Hellmn11 key exchange (Diflie and Hellmnn. 
1976). The protocol works ns follows. Suppose that Alice and Bob wam to estab­
lish a shared secret key. The first requirement is that they agree on two large num­
bers, 11 and g that are subject to a number of mathematicnl properties (which we 
do not discuss here). Both 11 and g can be made public; there is no need to hide 
them from ou_tsiders. A�ic:e pi_cks a large random number. say .r, which she keeps 
�ecret. L1�ew1se, �ob picks Im own secret large number. say y. At this point there 
1s enough 1nformat1on to construct a secret key. as shown in Fig. 9-33. 

Alice 

picks x 
Bob 

picks y 

-� 1-----1 n. g, g' mod n .o 
Allee computes <i: 2 

gY mod n 1------l S 
(gY mod n)' 
= g'Y mod n 

Bob computes 
(g' mod n)Y = g'Y mod n 

figure 9-33. The principle of Diffie- Hellrnon ke} exchange. 

Alice starts by sending g·' 1110d 11 to Bob. along with II and g. L t  is important Lo 
note that this infom,ation can be sent as plaintext, as il is vinunlly impossible to 
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compute .r gil'en 1r' 1110d 11. When Bob receh·es the me�;nge. he subsequent!) cal­
culate, (g' 1110d ii>' which b mmhematically equal ro g ,_. mod 11. fn nduition. he 
�enu� g'  1110d 11 10 Alice. \\'ho can then compute (g' 1110d 11 )' = g '·' 1110d 11. Come­
quently. both Alice :ind Bob. and only tho;e two. will now hal'e the shared secret 
ke) g '·' 111,ut 11. N�1te that neither of them needed to make their prinue number L r  
and _r. re�pec1i1 elyJ. kno\\'n tO the other. 

Diflie-Hellman can be ,·iewed as a public-1-.e) cryptOS}�tem. In the ca�e or 
r\lit:e . .r i, her pri, rue key. wherea-, g' mod II b her public key. A; we di:.cus-, 
next. securely distributing the publk ke) is e;senti,11 to making Diffie-Hellman 
work in prnc tice. 
Key Distribution 

One of the more diflicult part, in key management i,, the arn1al distribution or 
initial keys. In a ,ymmetric crypwsy:,tem. the initial �hared secret key must be 
communicated along a �ecure clrnnnel that provit!e-, authentication as well as con­
fidentiality. as sho1111 in Fig. 9-J-+(a). Ir there are no keys al'ailable IO Alice and 
Bob to set up such a �ernrc channel. it is nece�sary 1t1 di�tribute the 1-.ey out-of­
b:111d. In other word�. Alice and Bob will ha,·e to get in touch with each other 
using some: other communication 111em1s than the network. For example. one or 
them Ill:\) phone the other. or �end the key on a tlopp) disl-. u�ing snnil mail. 

In the ca�e of a pl1blic-l-.ey cr) pto�y:.tem. we need to dbtribute the public ke) 
in '>Uch a \I'll)' that the receh·ers can be sure that the key is indeed paired to a 
l'laimetl private ke). In other words. 35 shO\\·n in Fig. 9-3-+(b), allhough the public 
1-.c) ibelf may be sent a, plaimext. it i� necessary that the channel through which 
it is sent can prn1 ide authentication. The pri,·atc key. of com�e. needs to be �em 
acro,s a secure channel prol'iding authentication as well as conlidentiality. 

When it 1:ome:, 10 ke) distribution. the aurhenticated distribution or public 
key:, is perhaps the mo�t intere�ting. In practice. public-key t!istribution takes 
plac.: hy means or public-key certificates. Such a certificate con�i,ts of a public 
1-.ey together ll' ith a suing identirying the emity to which that key b <l'>'>OCiated. 
The entity could be a user. but abo a host or some special device. The public key 
and identif'ier ha1e together been signed by a certification authority. and thi:. sig­
muure ha!-> been pluced on the certifirnle as well. (The identity or the certil'icmion 
authority i, naturally part of the certificate.) Signing takes place by means of a 
prirate key KcA that belongs to the cenification authority. The correspont!ing 
public key Kc-.1 is assumed to be \\'ell known. For example. the public keys of rar­
ious certification au thorities are built into most Web browsers nnd shipped with 
the binaries. 

Using a public-key certificate ll'Orks as folloll's. Assume that a client wbhes 
to ascertain that the public key found in the certificate indeed belongs to the iden­
tified entity. It then uses the public key of the associated certitication authority to 
,·erify the certi l'icate · s �ignature. If the �ignnture on rhe ce11i l"icate matches the 
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(public key. ide111((iaJ-pair. the cliem ac.:epb that the public key indeed belongs 
to the identified entity. -

It is import,1111 to note that by accepting the certificate r1s beitH! in order. the 
cliem actually trusts that the cenilicate has not been forged. In particular. the cli­
em mu�1 as�ume that the public ke)' Kc_:4 indeed belongs 10 !he ussocintecl cenili­
caiion authority. lf in doubt. it should be possibl.: 10 l'erify the l'alidity or Kb 
through another certificate coming from a different. possibly more trusted cenifi­
cation authority. 

S1tch hierarchical trust models in II hich the highest-le\'e] ce1titica1io11 author­
ity must be trusted by everyone. are not uncommon. For example. Prinlcy 
Enhanced l\lail (PEM) use� a three-level trust model in which lowest-level cer­
tification authorities can be authenticated by Policy Certification Authorities 
(PCA). which i n  rum can be authenticated by the Internet Policy Registration 
Authority OPRA). If a user does not tru�t the r PRA. or doe� not think he can 
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432 SECURITY CHAP. 9 safely talk to the IPRA. there is no hope he wil_l e_ver tr'.1st e-mail_ messages 10 be sent in a �ecure way when using PEi\l. i\lore 1ntorma11on on this mock\ can be found in Kent ( 1993). Other trust mOlkl, ,ire discussed in Menezes et al. ( 1996). 
Lifetime of Certificates An important issue concerning cerril'icutes i, their longevi'.�· First let _t�s con­�ider the situation in ll'hich a ceni fication authority hands out Ii felong certi t1ca1es. Essentially. what the certificate then states is that the public key 1\ill always be n,licl for the entity identified by the certificate. Clearly. wch ll �tateme111 1� not \\'hat we 11an1. If the pri1·ate ls.ey of the identified e111ity is el'er compromised. no un�uspecting client �huultl ever be able 10 u�e the public key (l� t ,done' mali�ious clients). In th:ll c::isc'. we need a mechanism to revoke the cerutn:ate by making it publit:ly-kn011 n that the certiricate is no longer 1·alid. . . There are se1·er,1l ways to rernke a certificate. One common approach _is \1:11h a CertHic::ite Rerncation List (CRL\ published regularly b) the ceruflca11011 amhority. \Vhene,·er a client checb a certificate. it wi�I ha\'e to check the_ CRL to �ee 1\'hether the certifitate has been revoked or 1101. This means that the cltenl will al leMt have to cont:acl the certil'ication mnhorily each time a new CRL is pub­lbhc'd. Note that if a CRL i5 published daily. il al,o rakes a day to rernke a certifi­tare. Meanwhile. a compromised cenificale can be fobe11 used until it i� pub­lished on the next CRL. Comequently. the 1j111e betll'een publishing CRLs cannot be too lon1e. In addition. getting a CRL incurs �orne overhead. An al�ernati1·e appronch i� to restritt the l ifetime or each tenii"i:ate. In e�­,ence. thi� approat:h is analogous ru hand!ng out l:ases _as we d1scusset! u1 Chap. 6. The q1licli1y or ii cenilkate automauc.11\y expires_ after�ome lllllt!. _1 1_ lor whatever reason the certificate should be revoked betore ll expires. the cert1f1ca­tion aurhority can still publish it on a CRL. Howe1cr. this appro:1t:h will still force clie111s to check the latest CRL whene1·er verifying a certificate. In other word�. they will need 10 contact the cenification authority or n trusted database contain­ing the latest CRL. - A rinal extreme case is to reduce the lifetime of a certificate to nearly zero. In effect, this means that certificates are no longer used: instead. a client will always have to contact the certification authority to check the l'alidity or a public key. As a consequence. the certification m1thority must be continuously on line. . ln practice. certificate� are handed out with restricted lifetimes. In tl:e case o l  Internet applications. the expiration time is often as  much as  a year (Stern. I 998). Such an approach re4uires that CR Ls are pub I ished _reg_ularly. but t�iat they . are al�o inspected when certificates are checked. Practice 111cl!�_a1es that client appl1_c,�­tions hardly ever consult CR Ls and simply assume a cert1t�cate to_be l'ailcl 1:nul_ 1t  expires. rn this respect. when it comes to Internet securny 1n pmcnce. thae 1s sllll much room for improvement, unfortunately. 
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9.4.2 Secure Group J\lnnagernent Many security sysrerns make u�e of sp,xial serl'iccs �uch as Key Distribution Centers (KDC�) or Certil1cation Authorities (CA�). These �en·ices demo1mrate a clifficull problem i n  distributed systems. In the first place. th-:y mu;.t be trusted. To enhance the trust in security serl"ices. i l  is neces�ury to prol'ide n high degree or protection against all kinds of security threats. For example. as �oon as a Cr\ has been compromised. it becomes impossible to I erify the rnlidity or ,1 public key. mnking the entire st:curity system rnmpletely 11onhles,. On the other hand. it i� also necessary chat manv securit\ �en·ice� offer hi!!h a1·nilability. For ex:imple. in the case of a KDC. eaci1 time t1�·0 proce�scs want �o �et up a secure channel. at lea,t one of them will need w contact the KDC for a shared �ecret key . If the KOC is 1101 ,wailable, �ccure communicntion cannot be e�tablished unless an ahernative cechniquc for key c'stablishment i� ;1l'ailable. �uch a� the Diffie-Hellnrnn J...ey exchnnge. The solution to high a1·ail,1bility is replication. On the other hand. n::plication makes a server more nilnerable tu security attack�. We alr·eacly discu�secl how secure group communicution can take place by sharing a ,ecrt:t among the group members. In effcct. no single group member is capable of compromising certifi­cates. making the group itself highly �ec:ure. What remains to con�ider is how 10 actually manage a group or replicated �eners. Reiter et al. ( 199-+) propose the fol­loll'ing ,olution. The problem that needs to be soiled is to emu re that when a proces� a�ks to join a group G. the in1eg1ily of the group i� not compromi�etl. A group G i, a.,stunetl to use a secret key CKc shared by all group member� for cnc1') pting group me,,age�. In addition. i t  ai:,o use� a publidpri1·atc key pair (Ki; . Kc;) for co111111unica1ion II ith nongroup members. Whenever a process P \\'ants to join a group G. it sencl, a join requc:.l .IR iden­tifying C ancl P. p·s local time T. a generated rep!_,. pad RP anJ a generated secret key KP.G· RP and Kp_c; are jointly encrypted using the group·s public key Kc;. as shown as message I in Fig. 9-35. The use of RP and Kr.c is e.xplained in more derail below. The join reque,t JR is signed b) P. and i:. se111 along with a t·ertifi­cate containing p·s public key. \Ve hal'e used the widely-applied notation [M l.� lo denote that message M has been signed by �ubject rl. When a group member Q receil'es such a join request. it first amhenticmes P. after which comrnunicmion 11·ith the other group members takes place to see ll'hether P can be admiuecl as a group member. Authentication of P Lakes place in the L1sual way by mean� of the certificate. The timestamp T is used to make sure that the certificate was still l'alid at the time it ll'a� sent. (Nole that we need to be sure that the time has nol been tampered ll'itb as well.) Group member Q l'erifies the signature of the certification amhority and subsequently extracts p·s public key from the certificate lo check the rnlidity of JR. At that point. a group-specific protocol is followed to see whether all group member, agree on admitting P. 
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p a 

L------
3
-t'""°K-P-. G-(-N)7--- ---.i 

Figure 9-JS. Securd, mlmiuing a ne\\ �nmp memt,.:r. 

It' p is allowed to join the gruup. Q returns a group admitt,tnce message G.--1. 
sh01rn as mcssa(!e 2 in Fig. 9-35. identifying P .and containing a nonce N. The: 
r.:ply pad RP h 1�setl to encrypt the group's com,'.wn!cation key CK_c; - 111 �1dditio11. 
p will ._11:,0 need 1he group'$ private key Kc;. ,,·lrn:h 1� e11<.:rypted \\'Ith Cli.c. i\'les­
sage G.-\ is sub�equently signed by Q using key Kp_c;. 

Proce�s p can now authent icate Q. because only a true group member can 
hal'e discovered the secret key KP.G· The nonce N in thb prowcol is not u�i::d for 
�ecurity: instead. when p ,emls back N encrypted \\'ith Kl'.G (111e�sage 3). (! then 
knows that p ha� r.::cei \'et! nil the necessary keys. and has there tore:: no,, indeed 
j<>ined the group. 

Note that in�tead of using the reply pad RP. P and Q could al,o hn\'e encrypt-
ted CKc using p·, public key. Howe1er. becau,..: RP i� 1bed 011ly once,- namcl_

Y 

for the encr�ption of the group·� communication kc� in me�,agc GA. '..sing RP 1s 
safer. !f p·s pri\'ate key were e\'er to revealed. it would become pos�1�1le '.o abo 
r.:,· eRI CKc . \\'hich \\'Ould compromise the secrecy o!' all group co111mu111cat1on. 

9.4.3 Authorization Management 

Mana2i11(! security in distributed 5ystems is also concerned \\'ith managing ac­
c�ss ri!!ht;, s'o 1·nr. \\'e ha\'C hardly touched upon the issue of ho1Y nccess rights ,ire 
initially granted to users or groups of users. and ho:v they a_re sub�equemly main­
tained in an unfor!'.!.eable way. It is time to correct this 01111ss1on. 

Jn nondistribt�ed systems, managing access right� is relati,·ely easy. When a 
new user is added to the system. that user is given initial rights. for example. to 
create files and subdirectories in a specific directory. create processes. use CPU 
time. and so on. In  other words, a complete account for a user is set up for one 
specific machine in which all rights ha,·e been specified in adl'ance by the system 
aclm inistrators. 

In a distributed systc:m. matters are complicaiecl by the fact that resources are 
spread across several machines. If the approach for nondistributed systems were 
to be followed, it would be necessary to cre:ite an i�ccount for each t_iser on each 
machine. Jn essence, this is the approach followed 111 nemork operating systems. 
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i\ilatters can be simplified a bit by creating a single at.:coum 011 a central sen·er. 
That ser\'er is consulted each time a user accesses certain resources or machines. 

Capabilities and Attribute Certificates 

A much better approach that has been widely applied in distributed systems is 
the use of capabilities. As we explained briefly abol'e, a capability is an t1nforge­
able data structure for a specific n,:sot1rce, specifying exactly the access rights that 

the holder of the capability lms with respec1 to that resource. Different implemen­
tntions of capabilities exi�t. Here, \\'e brieny discuss the implementntion as used 
in the Amoeba opcrating system (Tanenbaum et al.. 1986). 

Amoeba \\'as one of the first object-based distributed systems. Its model or 
distributed objects is that of r<::mote objects. fn other words. an object resides at a 
M!IYCr while clienb are offered transparent access 10 that object by means of a 
proxy. To in,·oke an op,;:ration on an object. a client passes a capability to its local 
operating �y:ilem. which then l0t:ates the serl"er where the object 1·esides :ind sub­
�eque111ly does an RPC to that sc1Ter. 

A capability is :i 128-bit identifier. internally organized as shown i n  Fig. 9-36. 
The first 48 bits are initialized by the objcct·s server when the object i-; created 
and effectively form a mac hi nc-independent identifier of the object·� sen·er. 
referred to a,- the serrer port. Amoeba use� broadcas1i112 co locate the- machine 
ll'hen� the server is currently located. 

-

48 bits 24 bits 8 bits 
Server port Object Rights 

Figure 9-36. A cap.ibility in Amoeba. 

48 bits 

Check 

The next 24 bits are used 10 idemify the object at the given ser\'er. Note that 
rhe server port 10ge1her with the object iden1ifier form n 72-bit sys1emwicle unique 
identifier for every object in Amoeba. The next 8 bits are used to specify tbe ac­
cess rights of the holder of the capability. Finally. rhe 48-bits chec/.: field is used to 
make a capability unforgeable. as we explain in the following pages. 

When an object js created. its server picks a random check field and stores it 
both in the capability as wdl as internally in its own tables. All the ri2ht bits in n 
new capability are initially on. and it is this owner capability thm is-returned to 
the client. When the capability is sent back co the server in a request to perform nn 
operation, the check field is verified. 

To create a restricted capability, a client can pass a capability back t0 the 
server. alon2 wi th a bit mask for the new ri2h1s. The server takes the o,·io-inal 
check field horn i ts tables. XORs it with the ne�v ri!!hts (which must be a subs�t ot· 
the rights i n  the capability), and then run� the result-1hrot11gh a one-way function .  
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The sen-er then creates a new c:ipabilit). with th<' same ,·.due in the object 
tield. but 11·ith the new right, bit� in the right; field und the output o r  the one-WH) 
function in the chffk field. The new c:ipability is then returned 10 the caller. The 
clie111 may send rhis new capability to another process. i i. it wi,hes. 

The method of genernting restricted capabilities is illustrated in Fig. 9-37. In 
this e.xample. the owner ha� turned off all the rights except one. For example. the 
restricted capability might allO\, the object 10 be read. but nothing else. The 
meaning of the rights lield is differe111 for each object type since the legal opera­
tion� 1hemsel1·e� also ,·ary t'rom object t) pe Ill object type. 

Capabihly 
Proposed 
new rights 

.___..:.P..=oc..:rt __ .1..I .;::;O..:.bic::.ec::.:.1...11..:.1 1.;..1.:.:11.;..11;..;1.1..I 
-___,,-=c=--_ _,I 00000001 

�►: Exclusive or IJ 

Port 

I 

? OM-way I,�,,� 

Restricted capab1hty y 
I Object jooooooo1I f(Ce 00000001 ) I 

Fi�ure 9-37. Genern1iu11 of" r,,1ric1,·J .:a1K1hilit� fr,1111 an "" 11..:r ,ap.ihilil) , 
When the restricted capabil i ty comcs back to the sen·er. the ,en.::r ,cc, from 

the right.1 tield that iL is nut an uw11er capnbility b-:cau,e at lea�! one bit i\ turn.::d 
off. The sen·er then rerche� the original random m1111ber from it, tables. XORs it 
\\'ith the rig/11s field from the capabilit}. and run, the result through the one-\\'ay 
function. I f  the re�ult agree, \\'tth the check tield. the capability i, accepted as 
valid. 

It should be ob1·ious rrom rhi� algorithm that a 11,er who trie, to add righb that 
he does not ha,·e will simply invalidate the capability. fnl'ening the ched. field in 
a restricted capability to get the argument (C XOR 00000001 in Fig. 9 -37)  i, 
impossible because the fttnction Ji, a one-way function. l t  i, through thi\ crypro­
graphic technique thnt capabilities are protected from tampering. Note that Jes­
sentially does the same as computing a message digest as di,cussed earlier. 
Changing anything in the original me,sage (like inverting a bit). will immediately 
be detected. 

A generalization of capabilities that is �ometime� used in modern distributed 
system, is the attribute certificate. Unlike the certificates discussed abol'e that 
are used lo 1·erify the 1·alidi1y o r  a public key, attribute cenificares are used to list 
certain /(//tribwe, rnlue)-pnirs that apply 10 an identified enrity. Jn partiClllar. :rnri­
bute certificates can be used to list the access rights that the holder of a certiticate 
has with respect to the identified resource. 
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. Like othe.r .cenificates. attribute certificates are handed out by specia l ccrrifi­
cntton auth�nnes. usu'.1lly called attribute certification authorities. Compared 
to Amoeba s capab11i11es. such an authority corresponds to an object's server. Tn 
general. however. the attribute certification authority and the server 111ana2in2 the 
e.ntily for which a certificate has been created need nor be Lhe same. Th; a;cess 
nghts listed in a certificate are signed by the attribute certification authority. 

Delegation 

. No.w consider the following problem. A user wants to have a large file printed 
for \\'h,ch he has read-only access rights. In order not 10 bo1her mhers 100 much . 
the user sends a reque\t to the print ,en-er. asking it to sran printin!! the rile 110 
earlier than 2 o·clock in the morning. In�tead of sending the emir� file to the 
pnntec th� user pas�<!, the file name to the printer ,o that it can copy it to its 
spooling directory. 1t nece�sary, when acwally needed. 

Althou�h this scheme seem� to be perfectly in order. there i� one major prob­
lem: the_ printer will generally not have the appropriate access permission� to the 
named Ide. In other ll'Ords. if no speci::tl measurc::s are rnken. as soon as the print 
sen·er wams to read the file in order to print it. the system will deny the sc1Ter ac­
cess to the file. This problem could h;we been sol\'ed if the user had 1e111porarilv 
delegated his access rights for the file 10 the prim serl'er. • , 

.Del�gaiion of' acce5� rights i, an important lechnique for implementing pro­
tection Ill computer systems ant! dis1rib111ed sy�tems. in particular. The basic idea 
i� simple: by pa�sing certain access rights from one process ro another. it become� 
easier to d_istribute work bet\\'een se,·eral processes withom nch·ersely affecting 
the p��tec11on of �esources. In the case or distributed \ystems. processes may run 
on different machrnes and even within different administrntil·e domains a� we dis­
cussed for Globus. Delegation can al'Oid much overhead as protection can often 
be handled locally. 

T.here . are several ways to implernem delegmion. A general approach as 
descr�bed 111 Neuman ( 1993). is tO make use of  a proxy. A proxy in the context of 
sccuruy 111 computer systems is a token that allows its owner 10 operate with the 
same or restricted rights and privilege� as the subject that granted the token. (Note 
that this notion of a pro.xy is different from a proxy as a synonym for a client-side 
swb. Although \\'e try to avoid overloading terms. we make an exception here as 
the term '·proxy"· in the definition above is too 11·idely used to ignore.) A process 
can create a proxy wllh at best the same rights and privileges it ha� itself. IJ a 
process creates a new proxy based on one it cun-ently has, the deril'ecl proxy will 
have al least the same restrictions as the original one. and possibly more. 

Before considering n general scheme for delegation, consider the fullowin!! 
two approaches. First, delegation is relarively simple if Alice knows everyone. If 
she \\'ants to delegate rights t<> Bob. she merely needs to construct a certificate 
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,aying .. Alice \ay, Rob has righcs R." such as fA.B.Rl � - If Bo� wants co pa�� 
�ome of the,e right, LO Charlie. he \\'ill a�k Charlie to contact Alice and a.'>k her 
for an appropriate cenilicate. 

In a second simple case Alice can simply co1btrncl a certificate saying "The 
bearer of this cenificate has righti. R.'' Ho\1·e1·er. in this ca,c: \le need co protect 
the certificace again,t illegal copying. as is done \dth secure!) passing capabilities 
betll'een processes. Neumun·s scheme handles chis case. as 1\ell m, a,·oiding the 
bsue that A l  ice neecb Lo know everyone to II hom right� need to be ckkgated. 

A proxy in Neuman·� ,cheme h:i� two pam. as illustrmed in Fig. 9-38. Let r1 
be th<! proce�� tlrn creatcd the pr0X). The fir�t pan or the prOX) b a ,et 
C = l R.S1�,,11y } .  consisting of a set R of '.'cces, rights ll�at have been tkkgated by 
A, along with a publicl) •known pan ul a \ecrer that �s used to authe1mc�t': the 
holder of the ceniticate. \Ve will explain the use or s;;,.,,,� below. The ceruticate 
carries the signature sig(A.C) of rl. to protect i t against modification,. The second 
part contain, the other part of rhe secret. denoted as s,-;,.,"_, .. It i� es�ential that s,�-."' 
i, protected against ui,closure ll'hen delegating righh to another proce\,. 

Certificate 

I R I s�•o•y I s,g(A, {R. s;,.,; )) 1 1  Spro,y I 
.._...,...---,�� � 
access ng�ls public part of secret signature private par! uJ secret 

Another way or looking at the proxy i, a� follows. If Alkc 11u11Ls to delegate 
�ome or her ri!!hls to Bob. �he makes a list of rights (Rl that Bob can exerci�e. B) 
�i!rnin!! rhe list. �he p1·evem� Bob l'rom tampering with it. Ho\\'e,·er. hm ing only a 
si;necl list of rights is often not enough. I I' Bob II am, to exercii,e his right,. he 
111�1y have to pr�ve that he :ictually got the !isl from Alic<! and ui<l not. for ex­
ample . .  tenl it from !>Omeone el\e. Therefore. Alice comes up \\'ith a very na'.'ty 
question (s;,.,11� . )  thm only ,he knows the answer co (S;-;,,,\, l: Anyone can �asil_y 
verify the correctness of the nn5wer when gi,·en the que�uon. The que�uon 1s 
appended to the list before Alice adds her signature. . . . . When dele!rntin!! i.ome of her rights. Alice gi,c:� the stgned Im ol rights. 
along with the 1�a\ty-question. Lo Bob. She also gi I es Bob the ans\\'er en\tt1ing that 
no one can intercept it. Bob now has a list of riglm. signed by Alice. which he can 
hand O\'er Lo. say. Ch:lrlie, ll'hen necessary. Charlie \\'ill ask him the nasty ques­
tion at the bottom of the li�t. [f Bob knows the answer to it. Charlie will know for 
sure that Alice had indeed delegated the listed rights to Bob. 

An important property of this scheme is that Alice need not be consulted. In  
fact. Bob may dec1de to  pass on  (some of) the rights on  the Ii.st LO Da,·e. In doing 
so. he ll'ill abo tell Dave the answer to the question. �o that Dave can pro1·e the 

SEC. 9.-1 SECURITY i\lANAGE�IENT 439 

list \\as handed 0\'er to him by someone en1itled to it. Alice newr needs 10 know 
abom D,11·e at all. 

A protocol for delegating and exercising rights is sholl'n in Fi2. 9-39. Assume 
that Alice and Bob share a secret key K.,.n that can be used ro/encrypting me�­
:,age� they send to each other. Then. Alice fir!>t sc:nds Bob the cenil1caie 
C = I R.�: . .,_11 1- signe� with sig (rl: C )  (nnd denoted again as I R._s;;;.,,.,., 1A ). There is 
no need LO encrypt this rne�sage: 11 can be sent a� plnimex1. Only the pril ate pan 
of the secret needs 10 be enc1yp1ed. i.hown as K.�.8tS1�,,,., )  in me!>.-,age I .  

2 [R. S�•••v t 

No11 ,uppo,e that Bob 11 am� an operation lO be carried ot1t al an object that re�i?es at a_�pecific �en·er. Also. as!>ume rhat Alice b authorized LO hm·e that op­ernuon earned out. and that she ha.; clelegared those rights 10 Boh. Therefore. Bob hantb 0\'er hi, credentiab 10 the !,erver in the form nf the �if!ncd <.:<'nificme 
l R. s,;,,") I , . 

-

At that point. the �ener ll'ill be able ro 1 erify that C ha,, not been tampered \\'ith: any modification to the li�t of rights. or the nast� question II ill be nociced. becau,e both have been joint!� ;,igneu b) Alice. Ho1\e1-er. the ,en·er doe� 1101 kno11 yet \\'h<!tha Bob i� the rightful 011 ner of the ce11ificate. To 1·erify this, the \t.'fl'er must use the secret that came with C. 
_ Tl'.ere :ire s_ereral ways to implement S

1;,.,,! and s;;, . .,,_, . For example, assume �'""" 1s a public ke) and s,;,.,,,,1 the corre;,ponding private key. z can then chal­le;1gc Bob by sen,!ing �1im a nonce N. encrypti:d \\'ith s;;ri,,,. By decrypting S,,,,,_,,1 (NJ and re1urmng N. Bob pro,·es he knows the secret and i� thus the rightful holder of the cenificate. There arc orher \\'ays 10 implement secure dele!wti'on ns well. but the basic iden is al11ays the same: show you know a secret. 
� 

9.5 SUMMARY 

Security plays an extremely important role in cli,tributed systems. f\ distrib­
rnetl system should pro,·ide the mechanisms Lliat allow a rnriety of different secu­
rity policies Lo be enforced. Developing and properly applying chose rnechnnisms 
generally make� �ecurit) a difficult engineering exercise. 
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Three imponant is;ues can be distingui�hed. The fir\l b;ue is 1hm .a di,trib­
llled system shouh.l oiler facilities 10 establish secure channels be1ween processes. 
A �ecure channel. in principle. prol'ides the means 10 mutunlly au1hen1icate 1he 
communicming pru-1ie�. and protect message� ugain.-,t tampering during their 
transmission. A secure channel generally also provide.-, confidentiality �o that no 
one but 1he communicating parties can read the messages thm go through 1he 
channel. 

An importan1 design issue is \\'hethcr to use only a symmetric cryptosy,tem 
(1\hich is ba.-,ed on shared secret keys). or 10 combine ii with a public-key system. 
Currclll practice shows the u�e of public-key cry ptography for dbtributing short­
term .',h,tred secret keys. The Inlier are known a; ses.',ion key;. 

The second is.-,ue in .',ecurc di;tributed system!> i� ncccs; rnntrol, or au1hori1.a­
tion. Au1horiz:11ion deab with protecting r.:,ource, in such a ll'a)' lhlll only proc­
es�es thal have the proper access rights can ac1ual access and use 1l10se re,ources. 
Acee�, con1rol al\\'ays 1al-.e place after a prm:es� hns been authenticated. Related 
tn acce,� control i� pre1·e111ing denial-of-ser, ice. \\'hich turns out to n diflicult 
problem ror \)'stems that nre accessibl<! through the Internet. 

There are tll'o ways of implementing ncce,s control. Fir,t. each re,-mm.:e can 
maintain nn ac1:e�s con1rol lis1. Ji,-ting exactly the access rig.Ills or each u�er or 
prnccss. Alternnli\'Cly. u process can carry a cenificate staling precise!)- \\'hat its 
righb are for a particular set or resources. The main beneti1 or using certifica1es is 
that u proces, can ea,ily pas� i1s ticket to another pro..:css. that i". delcg�tte its ac­
l.'e,, rights. Ccnilicate,. howel'er. hnl'e 1he drall'back 1hm they are often dirt1cul1 
ro re1·oke. 

Special :1t1eutio11 b needed ll'hen dcnling " i1h acc.:ss control in the ca�.: of 
mobik code. Be�ide, bc:ing able to protet:l mobile code agai11�1 a nwliciou<; host. it 
is gener.illy more importan1 10 protect a hosl against maliciou� mobile code. 
Sel'l;:rnl propo,als ha,·e been made. of which rhe sandbox is currently the most 
ll'idely-,1pplied one. However, sandboxc!> are rathc:r restric1ive. nnd more flexible 
approaches b:i�ed on trne prolection domains hn1·e been devised as well. 

The third i�sue in se1:ure distributed systems corn.:em� manage111e11 1. There are 
essen1ially tl\'0 importa111 sub1opics: key management and authorizatio11 manage­
ment. Key nwnngemenr includes the distribution of cryptographic keys. for which 
certi l'icates a� issued by trusted third parties play an i mponant role. lmportanl 
wi1h respect to authorization management are attribute certificates and delegation. 

PROBLE�IS 

1. Which rnccbnnisms could a dis1ribu1ed system pro, ide as security service, to applic;a­
tion ck1dop.:rs 1h:i1 belie,.: only in 1l1e end-to-em! argumenl in system·s design. as 
clisc:u,secl in Chap. 6? 

CH.\P. IJ PROBLE\IS -l41 

1. In the RISSC app1-.,ad1 . .:an all �cn,rit� be con,<!11tratcJ 011 secure' ,.:nt·r, \'1' not'? 
3. Suppn,e that � nu "ere :i-�ed tn de1 dop a Ji,1rihuted application that "oLtlJ nil ow 

1'.:'ad1er:, 1<1 �et up e,,1111-. Gi,· e_ at ka,t three ,tme111en1, uhat "uulcJ be p3rt of the secu­
l'll) p,�lt,) 1t1r ,u,h an .ipplt..:at1nn. 

-l. �\'m_1ld it be ,ak 10 join me"ugc J and 111e,,age -l in the authentkation prntocul �hu1111 
111 Ftg. \l- 12. into A 1 11<Rn,Nd'! 

5. W�,y i, iL nl1t nece,,ar) in Fig. 9-15 !'or th,• 1'DC tci know ror sure it 1\·a, t:ilkin!! to 
,-\lice wh.:n it rei.:.:ile, a rcque<t for :t ,cl'ret kc) that Alii.:e can �hnrc II ith Bob? 

-

6. \\'hat i, I\ rung in imple111e111ing n nnnce ;is :, timc,tnmp'! 
7. In 1111.'\S.lge 2 Pl' 1he 1'eeclham-Sd1rocdcr authentication protocol. the ticket i, 

encrypted ll'ith the secret k.:y ,lmrecJ between Alice n11LI the KOC. 1-, 1hi, cni.:rl'ption 
ncct:,-..ar� ·'.' 

· 

8. Can II c ,.tfd) adapt the :rnthen1ica1io11 protocol ,ho11 n i 11 Fi!!. 9-19 ,ul'h that me,�·i<>e 
J c�m,i,i-. on!) of R1/.' 

- · "'  

9. D,:, i�I! 11 ,imple a11the111ka1io11 prcHocul 11,ing ,ignalllr.:, in a public-ke)• l'I') pm,yMem. 
I 0. A"ume Ahn• wanh to ,end a 111.:ssag.: 111 to 811b. ln,teaJ or en.:1'} pting m \1 ith B,ib·, 

1>�i1h� k11� J..'11 • ,he gen.:-rate, a ,c,,ion kc) K,.o anJ then ,enJ, I K1 11tm l. K,i( K 111 )I. 
\\ h) ,, th 1, scheme gcner:ill) bt'ttcr'! (/-lim: Clln,iiler performance i,,ue,. J 

1 1 .  \\'hat i, th_- 111k ur the ti111e,1a111p in 111e,�ag.: 6 in Fig. 9-23. and II h) doe, it neecJ 1,1 
he e111.-r) p ted '.' • 

11. Complete Fig. 9-2J h� ,tdding the cu1111111111ii:,11inn fur :u1 1h..:ntirn1ion he111cen Alice 
ancJ Bob. 

IJ. Ho11 can n,te d1.i11ge, he e,pre,,cd in ;111 accc:,, contml 111,uri,? 
1-l. Ho11 t1re ACL� impkmcnted in a UNIX file ,y.,1e111'! 
l5. Ho11 ran . an org:111i1.a1ion enforce the lhe of n Web pro,y gateway :111cJ pre1·ent it, 

11,ers to th rcctly accc" e,1crnnl \\\:b ,en er,'! 
16. Refen'ing 10 Fig. 9-3 1 .  tn II hat e�tent due� the u,e of Ja ,·a objel't references a� capa­

bilitie, artunlly depencJ \\11 the Ja"a langungc'? 
17. N:1111c thrt:e problem, that ll'ill be enco11111er..:d II ht:n cJe,·cloper, of interfo,cs 10 local 

rt'sl)Ur,c� iire r.-quired to in�cn i:.ills tu enable and di,abl.: pril'i!egc, to pmtect again,t 
un:iuthonl'e<l acc.:�, b) mobile prugrnm, as e�plaineJ in the text. 

IS. �ame a few ad,·anrnge, nn<l di5;1cl1· a111:ige, of using centralized sen crs for key 
nrnnlg�1nent. 

19 .  The Diffie-Hellman kt') -e,changc protocol can abo be u,cd tu c,tablish a shared 
secret key bet11 een three panic.,. Explain how. 

20. There is no authcnti:a.1ion in _ihe Diffie-Hellman key-exchange protocol. By exploiting 
th" proper!). a mahc1C'lh thml p:1n). Chuck. can easily break inro the ke1 exchan!!e 
taking place betll'een Alice ,lllcl Bob. and ,ubsequently ruin the �ecurity. E'.,plain 11;;,. 
thi, ll'Ullitl \\ url-.. 
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21. Gil'e a maightforn ard ''°>' how capabilities in Amoeba can be rel'oketl. 
22. Docs it make sense to re,tricr the lifetime of a session key? If so. giYe an example how 

that could be established. 

23. (Lab assignnl('nl) Install and conligure a Kerberos v5 e,wironm.:nt for a <fatribtned 
system consisting of three different machines. One or the,e machine� �1,ould be run­
nin!! the KOC. !',fake sure you can setup a (Kerberos) lelnet connecuon between any 
ti\ .; machines. but making use of only a ,ingle registered pa�sword at the KDC. :'>Jany 
of the details on running Kerberos are explained in Garman ( 2003). 

1 0  

DISTRIBUTED 

OBJ ECT-BASED SYSTEMS 

\\'ilh thb c·liapter. we �" itch from our dbrn��ion of  principle� to an examina­
tion of 1·ariou� paradig 1m that :m: u,ed 10 organize cfr,tributed sy\tem!i. The tir�t 
panitlig111 c:onsi�t, of di�tributed object�. In tli,tributed objett-ba�ed sy�tetm. the 
notion of an object play� a key role in c�tablishing c.lbtribtllion transparency. I n  
principle. e,·erything is treated a� an object :md clicm, are offered �en·iccs and re­
,ource� in the form or objects that they can i n,·oke. 

Di\lributetl object, rorm nn important paradigm bccau,e it is relmi,·ely ea�y 10 
hitle di'-lribution a,pects behintl an object·, interface. Furthermore. bccau�e an ob­
ject tan be I irtualt�• anything. it i� abo .i p(l"erful parnc.ligm for building ,� stem�. 
In thi, chapter. \\C "'ill take a look at how the principle� of dbtributec.l S)�te1m are 
applied to a numb�r of I\ ell-kt10\\'n obj.::ct-ba�etl �) ,tems. I 11 particular. \\'C rn, er 
a,pec1, of CORBA. Jn\'a-ba�ed �)�lems. and Globe. 

10.1 ARCHITECTURE 

Object orientation ronm. an important parncligm in softll'are de1·elopme111. 
E1er \ince it, introduction. it ha, enjoyed n huge popularity. Thi� popularity �te111� 
from the nalltral ability to build ,oft\\'are into well-d.::finec.l and more or le�s 
i11depende111 co,nponents. De,·elopers could conccmrate on implementing �pccifk 
fonctionality independent from other cle,·elopers. 

-1-B 
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Object orientation began 10  be  used for de\·eloping di�tributed �y,tems in the 
I 9S0s. Again. the notion of an 111dependelll object hosted by a remo1e �en·er \\ hile 
atlaining a high degree of db1ribution transparency formed a solid basis for de­
\'eloping a new generation or di�tributed system�. In this secti011. \\'e 1\·ill fiN take 
a deeper look into the general architec1urc of object-ba�ed distributed �y�tems. 
after 11 hid1 \\'e can see how ,pecific principles hal'c been deployed in these sys­
tem,. 

10.1.1 Distributed Objects 

The key feature of an object is that it e11t.:ap�ulate� datn. called 1he state. and 
the operations on those data. called the methods. :--Iethod, are nrnde m·ailablc 
through an interface. !t is important to under�tand 1hat there is no ··legal" \\'ay a 
prncess can access or manipulate the slate or an object other th:in by i111·uking 
methods made a1·:iil11ble 10 it lia an objec1·� interface. An object may implement 
multiple interfaces. Likc\\'i,e. gi1·en an· interface definilion. there may be se1eral 
objects that offer an implemen1u1ion for it. 

Thi� ,eparation bet\,ecn interface� and the L>bject, impkmenting the,c imer­
faces i� crnL·i:11 for di,tributed �y,tem�. A �trict ,eparation :tllO\\'S tis to place ,m 
in1crfoi:e a1 one 111;1ehine. ,1 hile the object i1,elf re;.ide� on another machine. This 
organization. which is �ho1, n in Fig. I 0-1. b i:ommonly r..:I"erred 10 a� a distrib­
uted object. 

Cli ent machine 

Clienl 

Cl,ent 
invokes -+-i-- ---l 
a melhod 

Ne1work 

Seever machine 

Same 
interface 
as object 

Skeleton 
invokes 
same method 
at object 

Marshall ed lnvocalion 
is passed across network 

Seever OS 

Interface 

When a client binds 10 a di,tdbuted object. an imple111e111a1ion of 1hc ul.Jj.:c1·s 
interface. called a proxy. b then landed into the client"� addre�s space. A proxy is 
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analogous to a client stub in RPC sy�terns. The only thing it does is marshal meth­
od i111·oca1ions i 1110 messages and unmari.hal reply messages to return the rcsull of 
the method invocation lo 1he client. The aclllal object resides at a server machine. 
where it offers the same interface a� it does on 1he client machine. Incoming in1·0-
cation requests are first passed 10 a sen·er swb. which unmarslrnl� 1he111 l0 make 
method invocations m the object's interface at rhe ,erver. The server slllb is abo 
responsible for marshaling replies and forwarding reply messages to the clienl­
side proxy. 

The sen·er-side SI ub is often referred io as a skeleton as it pro1·ides the bare 
means for le11ing the ser,·er middleware access the user-defined objects. In prac­
tice. il often contains i11co111plete code in the form of a language-specific class that 
need, to be further ,pecialized by the dc1·eloper. 

A characteristic. but somell' hm coumerin1uitire rea1ure of nm,t dblributed ob­
jects is that their state is 1101 di�1ri bu1ed: it resides at a ,ingle machine. Only the 
imerfaces implemented by t he object are made available on other machines. Such 
objects are also referred 10 as rcmo1e objects. In a general dis1ribu1ed object. the 
�,me it�elf mny be phy,ic;illy di,tributed ncros, multiple machine:�. but this dimi­
bution is also hidden fro111 clienh behind 1he object", interfaces. 

Compile-Time H:rsus Runtime Objects 

Objects in cli,lributcd sy�te1m appear in many form�. The 1110�1 obl'ious form 
is t he one tha1 i� direcll)' related to language-le\·eJ object� such as those ,upponed 
by Java. C++. or other object-01icn1ecl languages. ll'hich arc referred 10 as 
compile-time objects. In this ta.!.e. an objec1 is defined as the inslance of a class. 
A class is a description of an abstract type in terms of a module ll'ith data ele­
ments and operaliom on that data (Me) er. I 997 l. 

Using compile-time object, in dbtributed syslems of'ten make, it much ea�ier 
to build distribured applications. For example. in Java. an objec1 can be fully de­
fined by means of iis class and 1he inlerfaces that the cla�� i111plemen1s. Compiling 
the cla�s defini1ion results in code that allows it to in�tnntime J:iv:i objects. The in­
terfaces can be compiled into clienhidc and server-side stubs. allowing the .la\ a 
objects to be invoked from a remote machine. A Jm a cle\'eloper can be largely 
unaware of 1he distribution of object,: he sees only Jani programming code. 

The obvious dral\ back of compile-1i111e objects is the dependency on a panic­
ular programming language. Therefore. an alternati\'e \\'u)' of cotbll'UCting di,trib­
u1ed objects is to do this explicitly during rumime. This approach is followed in 
many obJcct-based distributed systems. as if is independent of the programming 
language in \\'hich distribuled applications are wri1ten. In panicular. an applic:1-
1ion may be constructed from objects ll'riuen in multiple languages. 

When dealing with runtime objects. how objects are acwally i111pleme111ed is 
basically left open. For example. a developer may choose 10 wri1e a C library con-
1ai11ing a number of functions that can all work 011 a common data file. The 
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es,ence is how Ill let such an impleme111a1io11 appear to be an object whose meth­
ods can be invoked from a remote machine. A common approach i s  to use an ob­
Ject ada1>tcr. which acts as a 11Tappe1· around the implememation with the sole 
purpo�e 10 give it the appearance of an object. Tl1e term adapter is deri,·ed from a 
design pattern described in Gamma el al .  ( 199-1). 11·hich allows an interface 10 be 
convened imo s0111e1hing that a client expect,. An example object adapter is one 
that dynamically binds 10 the C library mentioned abo\'e and opens an associated 
cJaia file representing an object's curre111 �1a1e. 

Object adapters play an important role in object-based di,1ribu1ed sy,1ems. To 
make 11-rapping as easy as pos,ible. objects are ,olely defined in terms of the in­
terfaces the)' implement. An impleme111a1ion of an interface can then be 1·egistered 
m an adapter. which can ,ub�equently make 1ha1 interface available for (rcmme) 
invocations. The adapter will take care that iO\·ocation requests are carried out. 
and thus provide an image of remote objec1� to it, clients. We return to the organi­
zation of object .,en·ers and adapter� later in thb chapter. 

Persistent and Transient O1.Jjccts 

Be,ide� the db1i11c1ion bel\\een language-le,el objects and rnntime object�. 
there i, abo a di!>tinction betll'een per,i�tent and 1ran�ie111 objec1�. A persistent 
object b one that continue, 10 exist cwn if ir i, curremly nm contained in the ad­
tlre,s ,pace of any �cn·cr proce,�. In other \\'Ord,. :i persistent object i� not depen­
dent on its currem sen·er. ln practice. thi� mean, 1ha1 the senw that is eurre111ly 
managing the persistent object. can store the object's �tale on �econdary storage 
:111d then exit. utter. a nell'ly ,tarted sen er can read the objec1·, ,iate from ,wragc 
i1110 its own acldre�s ,pace. and hnndle i11l'Otation reque�t,. 111 t:ontra,t. a tran­
sient object is an object 1h::it exi�ts only :1' long a� the se1Yer that is hosting the 
object. A, �oon as that se1Yer e.\its. rile object cea,e; to exi;t as ,,·ell. There used 
to be 111m:h contro,·ersy about h:I\ ing per,btcnt object�: �ome people belie,e that 
transient objects are enough. To take the discussion a\\':t)' from middlewarc issues. 
mmt objec1-ba�ed clbtributcd sysic111� ,implv ,upport both types. 

10.l.2 Example: Enterprise Jam Beans 

The .la, a programming language and a,,ociated model has formed the foun­
dation for numerous diMributed ,\'stems and application�. 11s popularity can be 
auributcd 10 the ;1raigh1forward ,1;ppor1 for object orientation. combined with lhe 
inherent support for remote method in,·otmion. A, we will di�cuss later in  chis 
chapler. Ja\'a pro,·ides a high degree of acce�s transparency. making it ea�ier to 
u,e than. for example. the combination of C \\'ith remote procedure calling. 

E\'er �ince irs introduction. there ha� been a ;trong incenti\'e to pro,·icle facili­
tie� that woulJ ease the development of dbtributed applications. These focilities 
go well beyond language support. requiring a runtime e1wiron111ent that support� 
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traditional muhitiered cliem-sen·er architectures. To 1hi� end. much work bas 
been put imo the developmem of (Enterprise) J:m1 Beans (EJB). 

An EJB is essentially a Java object that is hosted by a special server offe rin!! 
different ways for remote cliems 10 inl'Oke that object. Crucial is that this serve;· 
provides the suppon to separate application functionality from sy�tems-oriented 
functionality. The latter includes functions For looking up objects. storin!! objects. 
let1ing objects be pan of a transaction. and so on. How this separation ca� be· real­
ized is discu�sed below when we concentrate on object ser\' ers. How to de,·elop 
EJBs is described in detail by Monson-Hafae l er al. (2004). The specifications 
can be found in Sun :'llicros)Slems C!005a). 

Container 

Server 

Services 
� 0000� 

Server kernel j 

Local OS 
Network ____ ..__ 

Fi!!111·e l 11-2. Gener.II ard1i 1e.·1U1"<! ,,f.m EJB ,en ,·r. 

With 1hi� �eparation in mind. EJB can be pic11m:d a� �11011 11 in Fi!!. I 0-1. 
Thi: import:1111 bsue i �  that an E.18 is embedded in�icle a conrniner whil'i; cffcc­
tiYely pro\ ides interfaces to underlying ,en ice, 1ha1 are impleme111ed by the ap­
plicarion scner. The container can more or le,s m110111aticallv bind the EJB 10 
the�e �er\'tees. meaning that the correct rt'ference� are reJdil'.I ·a1•ailable lO n pro­
grammer. Typical ser\'ice� incluJe thMe for remote method inl'OCation (Ri\11). 
databa�e acce�, (JDBCI. naming (JNDlJ. and messa2in2 (J�lSJ. �Jakin!! LI. c of 
these 5en·ice1 is more or less automated. but does r;q1�re that the programmer 
makes a di;tinction betll'een four kinds of EJBs: 

I. Srntele�s 5ession beans 

1. Stat.:ful session beans 

3. Emity beans 

4. Message-driven beans 
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As its name suggests, a stateless session bean is a transient object thni is 
in\'Oked once. does its work. after which i t  discards any information i t  needed to 
perform the service it offered 10 a client. For example. a stateless session bean 
could be used 10 implement a service that lists the top-ranked books. fn this case, 
the bean \\'0Llld typically consist of an SQL query that is submiued to an database. 
The results would be ptll into a special format that the client can handle. after 
which its work would have been completed and the listed books discarded. 

In contrast. a stateful session bean maintains clien t-related �tate. The canoni­
cal example is a bean implementing an elec1ronic shopping can like those widely 
deployed for electronic commerce. In this case. a client \\'ould typically be able 10 
put things in a cart. remove items. and use the cart to go 10 an electronic checkout. 
The bean. in tum. would 1ypically access databases for getting current prices and 
informa1ion on number of items still in stock. However. its liferime would still be 
limited. which is why it is referred to as a scs�ion bean: when the client is finished 
(possibly haYing ill\ oked the object several times). the bean will automatically be 
de,troyed. 

An entity bean can be considered to be a long-li1·ed persi,tent object. As 
such. an enti1y bean ll'ill generally be �tored in a database. and l ikewise, will often 
also be part of di�tributed trnnsactions. Typically. entity beans More informntion 
that may be needed a next time a specific client access the server. In seuings l'or 
electronic commerce. an entity bean can be used 10 record customer information. 
for e\arnple. shipping address. billing address. credit card information. and so mi. 
In 1.hese ca,es. ll'hen n client log, in. his associated entity bean wi II be re�tored 
anu used for further proce�,ing. 

Finally. message-dril'en beans are used 10 progrn111 objects 1hat �hould react 
lO inco111ing messages (and likewise. be able 10 send messages). tv!c,sage-dri,·en 
beans cannot be invoked directly by a client. but rather fit into a p11blish-.rnbscribe 
way of communication. which \\'e brie0y discussed in Chap. -l. What it boib 
do11 n 10 is that a me,�age-dt'i l'en bean is nu1omatically called by the scrl'er \\'hen 
a specific message III is received. 10 ll'hich the serl'Cr (or rather an application i t  is 
ho,ting) had previously sub�cribed. The bean contains application code for han­
dling the messnge. after ll'hich 1he �en er simply discards i1. l\les,age- driven 
beans are thu� seen to be �tateless. We ll'il! rerurn ex1ensi,·ely to thi� type of co111-
nu1nkmion in  Chap. 13 .  

10.1.3 Example: Globe Distributed Shared Objects 

Let us now take a look at a completely different type of object-ba�ed dis1rib­
L11ed sy,tem. Globe is a �ys1cm in ,1 hich scalability plays a cetmal role. All 
n,pects that deal with cons1ruc1ing a large-scale wide-area system that can suppon 
huge numbers of users and objects drive the design of Globe. Fundamemal to this 
approach is the way objects arc viewed. Like other objec t -based systcrns. objects 
in Globe are expected to encapsulate Mate and operations on that state. 
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An important difference with other object-based systems is 1ha1 objects are 
also expected to encapsulate the i111ple111e111a1ion of policies that pre�cribe the dis­
tribution ofan objec1·s state across multiple machines. In other words. each object 
determines how its state will be di�tributed over its replicas. Each object al�o con­
trols its own policies in other areas as well. 

By ,md large. objects in Globe are put in charge a� much as po�sible. For ex­
ample. an object decides how. when. and where its �tate �hould be migrated. Also. 
an object decides i r  its state is to be replicated. and i f  so. how replication should 
take place. In addition. an object may also determine its security policy and 
implemen1a1ion. Below. \\' e describe how �uch encapsulation is achie1·ed. 

Object :\Jude! 

Unlike most other object-based distributed systems. Globe does nut adopt the 
remote-object model. Instead. objects in Globe can be physic:illy distributeu. 
meaning that the state of an obj ect can be di,1ri buteu anu replica1cu ac.:ro,\ rnulti­
ple proce�ses. This organization is �l1011·n in Fig. I 0-3. which sholl's an object 1ha1 
is di�tributcd aero�� four proce�se�. each running on a different machine. Objects 
in Globe are referred 10 as distributed shared objects. w reflect that object\ rm: 
nonnally �hnred bet11cen �e,·er:il proce��e�. The object model originntcs from the 
di\tributed object� used in Orea a� de�cribed in Bal ( 1 989). Similar approache� 
have been folloll'ed for fragmented object, (;-..Jakpangou et al .. 199.+). 

• 

Distri buted shared object 

0 

0 
figure tO.J. The c1rgani1ati(,11 ,,r :i Glvhe lii,tribu1l!u ,ha1cd uhje,:t. 

A process that is bound 10 a dis1ribu1eu 5hared object i� offered a local i111ple­
merna1ion of the interfaces provided by that object. Such a lm:al imple111e111111ion is 
called a local representath·e. or simply local object. In principle. ll'hether or not 
a local object has state is completely 1ram,parent 10 the bound process. All imple­
memation details of an object are hidden behind the interface� offered to a proc­
ess. The only Lhing visible out�ide the local object are it� methou�. 
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Globe local objects come in  lll'O fla\'Ors. A primitiH local object i s  a local 
object 1hn1 does not contain any other local objects. In con1ra�1. a composite local 
object is an object thm is co111po�ed or multiple (possibly composite) local ob­
jects. Composition b used 10 construct a local object that is needed for implemen­
ting distributed shared objects. This local object is sholl'n in Fig. 10--l and con,ist� 
of 111 least four �ubobjects. 

Communication 
subobject 

.,. 
Communication 
w1lh other local 

objects 

Control 
subobject 

Same Interface as impl emented 
by semantics subobjecl 

Semantics 
subob ect 

Figure l u .. t The general 01g:rni1atillll llt' :1 \,,-.·,11 t1b.1�,:t f11r tlbt1 ibut(>d !t>.h.11cJ 
,,L,j�,i- in GJ,,t-,.,. 

The semantics subobject implement, the functionality prm·ided by :i db1rib­
u1ed ,hared object. In es�ence. it corre,pond� 10 ordinary remnte ob_iecb. simihtr 
in llarnr to EJ B,. 

Tl1e communication subobject i� used to prOI ide a standard interface 10 the 
underlying ne111·ork. This �ubobject offer, a number of rnc��age-pa�,ing primi­
ti, c, for connection-oriented as ,1ell as connection Jes;.. communication. There are 
abo more ach·,mc:ed communic:atinn <,ubobjects a,·ailable th:tl implemelll mulli­
l'a,ting interfa<.:es. Communication subobject� can be u�ed that implement reliable 
comnrnnication. "hile others offer only unreliable communication. 

Crucial 10 ,·inu.illy all distributed ;..hared objects is the replicalion subobject. 
This �ubobject impleme111s the acwal distribution �1rmegy for an object. A, in the 
cuse of the communication wbobjcct. its interface is !'.HHH.lardi7ed. The replication 
,ubobject is responsible for deciding exactly 11 hen a method a, provided by the 
�emantics �ubobject is to be carried 01n. For example. a replication subobject that 
implemcms ac1i\'e replication will ensure that all method in\"Ocation, are carried 
out in the same order ::it each replica. I n  thi. ca,e. the �ubobject ll'ill ha,e IO com­
municme 11 ith the replication subobjet·t, in other local objects that comprise the 
distributed shared object. 
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The control subobject is used a, au intermediate between the user-defined 
interfaces of the semamics subobject and the s1andardized imerfaces of the repli­
ca1ion subobject. In addition. it is responsible for exporting the in1erfaces of the 
semantics subobject to the prot.:e�s bounu 10 1he distributed shared object. All 
method invocations requested by thal proces:, are marshaled by the control subob­
jecl and passed to the replica1io11 subobjecl. 

The replica1ion subobject will c1·en1ually allow the comrol subobject to c:my 
011 with an in1·ocation request and 10 re1urn the results to the process. Like\\'ise, 
in1 oral.ion requesls from remote processes are eventually passed to the comrol 
,ubobject as ll'ell. Such a request is 1he11 unnrnri.haled. after 11·hich the invocation 
is carried oul by the control ,ubobject. passing results back to the rep I il'.ai ion 
subobjec1. 

10.2 PROCESSES 

A key role in object-based c.fotributed �ys1crn, is pla) ed by obj.::cl ,en er�. 1hat 
i,. the se!'ler designed 10 ho,t di,trib111ed objects. In the following. ll'e fir�t con­
cen1rnte on general a,pects of object ,el'l·er�. afler whicll 11e ll'ill di�cu,s the 
open-source JBo,s ,e1'l'er. 

I 0,2, 1 Object Servers 

An object sen er is a �en·cr tailored to �11 pp0rt di�tributed objects. The impor­
tam difference be111een a general <>bject ,erYer and other (more 1raclitional) ,er-
1·er� is 1hat ,111 object ,en·er by itself does not pro, ide ;1 �pecitic �en·ice. Specific 
,en·ices are impl ememed by the object!- 1ha1 re�ide in the sen·er. fase111ially. the 
server provide� only the means to inrnke local object,. based on request, from re­
mote clients. As a const>quence. i t  is rela1i1·dy easy ro change services by simpl) 
adding and r<'mo\'ing object . 

An object �e1Yer thus act� as a place 11 he-re objecl� Iii'<'. An objec.:r consists of 
t110 pan!>: data represeming its �tate and 1he code for executing it, method�. 
Whether or not the�e parts are !-eparateJ. or \I hether 111e1hocl i111plcmen1atiom are 
shared by multiple objects. depend, on the object se1'l'er. Al�o. 1hert' are differ­
ences in  the wa)' an object seJ'\er inl'okes its objects. For example. in a mul­
tithreaded sen·er. each object may be as:-igned a �eparate thread. or ::t separate 
thread may be 115ed for each inl'OC,Hion reque�t. The!>e and 01her is:-ue5 are di�­
cussed next. 

Allcrnatins for Inrnking Objects 

For an object 10 be inl'oked. the object seJ'l·er needs to know which code 10 
execute. on \\'hich data it should operate. whether it should s1ar1 a separate thread 
to take care of the inl'ocation. and so on. A simple approach i s  10 assume that aJI 
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objects look alike and chat there is only one way L O  inrnke an object. Unfor­
tu1\a1ely. such an approach b generall.y inflexible :rnd ol'len unnecessarily con­
,trains developers of distributed object:.. 

A much better approach is for a sen·er 10 �upport different policies. Con�ider. 
for example. trnn,ient object,. Rcrnll 1l1m a tran�iem object i� •!ll objec_! that exbt� 
only a� Jong as its sen·cr exiscs. but pos�ibly for a ,honer p<'nod of t1111e. An_ 111-memory. read-only copy of a rile c.:ould t) pically be impkmemed _as a tr�ns1cnt 
object. Likewise. a calculator could abo be_ impkment:d a_� a tn11'.s1ent obJect. A 
reasomtble policy b to create ,I tran�ie1H ob.1ect at tile lir,I 1111·ocr111011 requc�t :md 
to de�troy it as �0011 a� no l'lients are bound 10 it  rn1y111ore. . The advanta!!e of 1hb approach is that a transient objec.:t II ill need a scr,·er � 
resource� only a� Jong a, the ol�jec1 i, really needed. The dn11, back i� that an in­
rncation 111:1y take some time to complete. hecmi,e the object needs_ 10 be nea1ed 
first. Therefore. an allernalil'e policy is ,ome1ime� lo c-rc�tc all 11w1s1ent obJct:1, at 
tl1c time the ,en·er i, initialized. at the c,i-t or con�t1111ing re,,)urcc, e1·c11 when 110 

client i� 111aki112 use or 1he object. 
In a �imila� i'a,hion. a ,ener could rollow the policy that each of it, objects i, 

plat:ed in .i memory ,egmcnt or it, 01111. In other II ore!'· o?jccts ,hart' 11ci1her code 
nor data. Suell ti polky may be nccC-'ctr) 11 hen an ob_1ei:t 1111plc111e111a11011 due, not 
scpanlle c11de and dal:I. or \I hen objech nec•d lO he ,eparatt'd ror �ecuri1y rea,ons. 
In che l:1uer ca,e. the �en·er 11 ill need to pro1·ide �pec1al me.i,ure,. or require �up­
porl from the underlying operating ,y�iem. to en�ure that ,,,gmc111 boundaries are 
1101 1-iol:11ed. 

The nltcnrnti1 c appronch i, to le1 objects a1 leaq share their code. For �-:'­
ampk. ,1 dn1:1ba,c co11taini11g objec.:t, that b.:long to the sa111c chi,, can be elt1-
ciently implemented hy ilx1ding 1hc cla,< implement_ation only onc:e into the �er• 
\'er. When a reque,t for an 0bjeL·t inrncation come, 111. 1he �en er need only fe1ch 
that objec.:t · � ,tale from the datnba,e and execute the reque<.ted 111<:'thod. . Likewise. there ar.: many different policie, with re,pcct to threading. The 
�imple,1 nppronch i\ to impkment 1he ,ern:r with only a '!ngle threa� _of control. 
Alternatil'ely. th<' sen·er may li.11·e ,e,·eral thread�. one lor each ol 1h ob_1cc:1s. 
Whene1·cr an i111·ocatiu11 request come:.. in for an object. th<' sen er pa,,e� the re­
que,t to 1he thread re,pon,ible for that object. If the thread i, currently bu,). the: 
requc�t i, temporarily queued. 

The advn111a!!e of thi, ,1pproach i� that objects are aum111a1ically protected 
against concurre;, acce,�: all i111 oca1ion� are ,erialized through the single thread 
a��ociated with 1he object. Neat and �irnple. Of course. it is alw po,,ible to u,e a 
�epara1e thread for each in,·ocation request. requiring that objcL:Ls ,hould hm c 
ai J·eady been protected again,t concurrent access. Independent ol u,1 ng a thread 
per object or thread per method is the choice of 11·he1her thre_ad� are c'.·c:11cd on 
demand or the server 111.1in1ain, a pool of 1hreads. Generally there 1s no ,1ngle be,1 
policy. Which one 10 u,e depends on 11·hether threads are a,·ailable. llllw much 
performance matters. and �imilar factor�. 

SEC. 10.2 

Object Adapter 

PROCESSES 453 

Decisions on how to i1woke an object are commonly referred to as activation 
policies, 10 e 111phasi2c tha1 in many cases the objet· t itself must fi rst be brought 
i1110 the server's address sp:ice (i.e .. acti\'nted) before it can actuaJly be i111·oked. 
What is needed then is a mechanism to group objec1s per policy. Such a mechan­
ism is s0111eri111cs called an object adapter. or alternatively an object wrnpper. 
An object adapter can best be thought of as sofrw:ire implementing a specific ac ­
tivacion policy. The main issue, however. is  that object adapters come a� generic 
components to assist developers of db1ribt1tctl objects. and which need only to be 
conf'igured for ::t specific policy. 

An object adap1er ha� one or 111ore objec1s under its control. Because a sen·er 
should be capable of simultaneously supporting objeus that require different 
actil'alion policies. several object :idaplers may reside in the �::tme �ervcr m the 
�ame time. When an invocation request is delil·er.:d to 1he server. that request is 
first dispntched to the appropriate object adnpter. a� ,hOl\'11 in Fig. I 0-5. 

Server wilh 1hree objects 
\ Server machine 

Object's s1ub II 
(skeleton) 

� 

Figure !() • .-. Or£a11iz,11io11 of :in objerl ,en er ,u pp,,r1i11g diff,·rem :1 ui, :,1itln policies. 

An imponant observation b that object adapters are tmaware of the specific 
interfaces of the objects they control. Otherwise. they could never be generic. The 
only issue that is important to an object adapter is that it can e.xu·:ic1 an object ref­
erence from an iiwocation request. and subsequently dispatch the request 10 1he 
referenced object. but now fol lo,,·ing a speci fie activation policy. As is nlso o:­
lustrated in Fig. I 0-5. rather than passing the request directly to the object. an 
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adapter hands an invocation reque�t to the �er\"eHide �tub of th:11 t1bjec1. The 
stub. nlso called a skeleton, is normally generated from the interface ckfinitions of 
Lhe object. unmarshnls the reque�t and in\"okes the appropriate method. 

An object adapter can support different actil·ation policies by simply configur­
in!! it at rumirne. For example, in CORBA-compliant systems (OMG. 200-hl). it is 
po-ssible to �pecify whether an object should continue 10 exist after its associ,ned 
adapter has stopped. Likewise. an adapter c:111 be configured to generate object i­
dentifiers. or to let the application provide one. A� a final example. an adapter can 
be configured to operate in single-threaded or multithreadecl mode as we ex­
plained abo,·e. 

As a side remark. note that although in Fig. I 0 -5  we ha\'e �poken about ob­
jects. \\e ha,·e said nothing about what the�e objects actually are. In p::irticular. i t  
�hould be stressed that as pan of the implementation or such an object the server 
m:iy ( indirectly) ac:ces, databa�e, or call ,peci:il library routine,. The implementa­
tion details are hidden for the object adapter \\'ho communicates only \\'ith a �f..ele-
1on. As ,uch. the actual impleme111ation ma� ha,·e nothing 10 do \\ ith II hat we 
often ,ee \\'ith langtmgc-le,el (i.e .. compile-time) objects. For thi, rea�on. a dif ­
ferent terminology i, gen<::rally adopted. A sernrnt i, the general rt'rm for a piece 
of cotle that form� the impkmentation of an object. In this light. ., J,wa bean l'Hn 
be ,een as nothing bu1 j u�t another kind of ,en·ant. 

10.2.2 Example: The lee Runtime System 

Let u, 1ake a look at holl' distributed objecb are handled in practice. \\'e 
brieny cun,ider the Ice di,tribu ted-obje<:l �y,Lem. \\ hich ha, been partly de­
,·eloped in respon�e 10 the intril'acie, ol" commercial object-ba�ed distributed ,ys-
1e1m (Henni 1H?. 200-1 ). In 1his ,ec1io11. we concentrate on the l'0re of an Ice object 
,en er and dc�r other part� of the sy 1em 10 Inter sections. 

An object server in Ice is nothing but nn ordinar) proce�� that ,imply �tart� 
with inititi lizing the Ice run1i 111e w�tem ( RTS). The ba,i� or the runtime ell\ iron­
ment is fonned-by "hat b called .� coi111111111ica1or. A romrnunicator b a co111pon­
e111 that manage, a number of basic resources. of which the mo�l importam one i� 
formed by a pool of thread,. Like" ise. it will have associated dynamically allo­
cated 111e111orv, and so on. In addition. a communicator pro\"ides the means for 
confi!rn rin!! 1l1e environment. For example. it is po,�ible to specify maximum 
me�s;ge le�1g1hs. maximum iiwocation retries. and so 011. 

Normally. an object sen·er would h,l\" e only a single communicator. Howe,·er. 
when different applications need to be fully separated and protected from each 
other. a separate comnrnnicator (with possibly a different conliguration) can be 
created within the same proce��- At the \"ery lea51. such :rn approach wuuhJ �t'.pa­
rate the different thread pool� so 1haL if one application has consumed all its 
thread�. then this \\·ould not affect the other application. 

' 
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A communicator can also be used to create an object adapter. wch as shown 
in Fig. I 0-6. We note 1har the code is simplified and incomplete. More examples 
and detailed infonn:nion on Ice can be found in Henning and Spruiell (1005 ). 

main(int argc, char• argv[]) ( 
lce::Communicator ic; 
lce::ObjectAdapter adapter; 
lce::Object object: 

ic = lce::initialize(argc, argv); 
adapter =  

ic->createObjectAdapterWilhEnd Points( "MyAdapter","tcp -p 1 0000"); 
object = new MyObject; 
adapter->add(object, objectlD); 
adapter->activate(); 
ic->waitForShutdown(); 

Figur� 111-6. E\t1111pte \ll n-.·a1i11� :m 0�1er1 ,�ner in ke. 

l11 thi� example. \\e ,tart with cremin!! and ini1iali7i11r the runtime. en, iro11-
me111. When tllat is clone. :tn ohject adnptcr 1, cremcd. In tl;is C,tse. it i, in,trncted 
10 li$ten for incoming TCP connections on port 10000. Note that the adapter is 
created in the context of the ju�t created cummunkator. We ur..: 110\\' in the po�i-
1iun 10 create un object and to "ub,equcntly add that object tu the adapter. Finally. 
the adapter is auirmed. lllt'ani ng thm. under the hood. a 1:1read i� activatt"d 1ha1 
will �tart li,tening for incoming request�. 

This code does not yet ,huw much differentiation in ac1i, at ion poli,·ie�. Poli­
cie-, can be changed by modify ing the propertil's of an adapter. O ne family or pro­
penie, is related 10 maintaining an adapter-specific set of thread� that ore u�ed fur 
handling incoming reque�ts. For exwnple. one can ,pecif) that there �hould al-
1\':l)� be only one thread. effecth ely �crializing all accesses 10 objects that hm e 
been added 10 the adapter. 

Again. note that we ha\'e 1101 specified MyObject. Like before. this could be a 
simple C++ object. but al�o one 1hm accesse� databa�es and other C,\ternaJ ser­
' ices that jointly implement an object. By registering MyObject with an udapter. 
�uch implememation tletaib are completely hidden from clie111s. \\ ho now belie,·e 
1ha1 they :ire i1w oki11g u remote object. 

In the example above. an object i s  created as pan of the application. after 
\\ hich it i� added 10 an adapter. Effectin�ly. this means that an adapter may need 
to support many object\ at the same time. k:atling 10 potential scalability prob­
lems. An ,il1en1:tt ive;: �ulutiun is tu dynamically load objects into memory \\'hen 
they arc: needed. Tu do this. Ice prO\'ides support for special objects known as 
lorntors. A locator is called when the adapter receives an incoming reque�t for an 
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object that hns nol been explicitly ndded. In thnt case. the request is forwnrded LO 
the locntor, whose job is to fonher lrnndle the request. 

To make matters more concrete. suppose a locator is handed a request for an 
object of which the locator knows that its state is stored in a relational databa�_e 
sy�tern. Of cour�e. there is no magic here: the locator has been programmed expli­
citly to handle such requests. In this case. the object's identifie1: may co!Tespond 
to the key of a record in  which that state is stored. The locator will L11en sm1ply do 
a lookup on thac key. fetch che �tale. and will then be able to funher process the 
request. 

There can be more than one locator added to an adapter. In that case. the 
adapter would keep track of which object identifiers ll'ould b� long to the �ame 
locntor. Using mulliple locators allows supporting many obJects by n smgle 
adapter. Of course, objects (or rather their st:ne) ll'Ould need to be_ loaded m_ run­
time. but this dynamic b�lwvior ll'OUld po·�ibly make the ser\'er Itself rcla111·ely 
. i111ple. 

10.3 COl\lMUNICA TION 

\Ve 110111 draw our attention 10 the way communication is handled in object­
based dbtributcd systems. Not surprisingly. thc�e sy,tems generally offer the 
means for a remote client 10 i,woke an object. This mechanbm is largely based on 
remote procedure calls (RPC� ). whi<.:11 ll'e discussed extensively in Chap. -I. H_ow­
e, er. before this can happen. there are numerous issues that need to be dealt ll'llh. 

1(1.3.1 Binding a Client to an Object 

An intereslirrn Jifference between traditional RPC systems aml sy�term sup­
porting di,tributed objecis is 1hat the latter generally provides sy�temwkle obj�C.t reference!>. Such object refere nces can be freely pm,sed between proce�ses on dil­
ferent machines. for example as parameters to method invocatiom. By biding the 
actual implementation of an object reference. that b. making it opaque. and 
perhaps even using it as the only way to reference objects. distribution trans­
parency b enhanced compared to traditional RPCs. 

When a process holds an object reference. it mu,t first bind to the referenced 
object before invoking any of its methods. Bindin_g re�ults in a pr�xy being placed 
in the process's address space. implementing an interface conta111111g Lhe method, 
lhe proce,s c�n invoke. In many cases, binding is done automatically. When the 
underlying system is given a1t object reference. it needs a way to locate 1he server 
that 111a11a2es the actual object. and place a proxy in the client's address space. 

With implicit binding. the client is offered a simple mechanism thaL allows it 
10 direclly inl'oke methods using only a reference to an object. For example. C++ 
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allow� overloi!ding the um11·) member \election opcr:uor ( "➔ 
.. J permitting u, to 

introd11ce object reference\ a, if the) were ordinary pointer� a, ,1!01111 in Fig. 10-
7(a). With implicit binding. the client is tran�parcntly b0und to the object at the 
moment the reference b resoh ed to the acwal object. In comra�l. with explicit 
binding. rhe client �hould nr�t call a �pecial function to bind to the object before 
it can actunlly in,·oke its method,. E�plicit binding generally returns �  pointer to a 
proxy that is then become !orally avail:iblc. a5 �1101111 in Fig. I 0-7fb). 

Distr _objecr obj_ref; 
obj_ref = ... ; 
obj_ ref-ldo_something( ); 

Oistr _object obj_rel; 
L ocal_objecr obj_ptr; 
obj_ref = ... ; 
obj_plr = bind(obj _ref): 
obj_ptHdo_somelhing( ): 

II Declare a systernwide object reference 
// Initialize the reference to a distrilJ .  obj. 
II Implicitly bind and invoke a method 

(a) 

ff Declare a systemwide object reference 
If Declare a pointer to local objects 
ff Initialize the reference to a dislrib. obj. 
// Explicitly bind and get ptr to local proxy 
fl Invoke a method on the local proxy 

(b) 

Figun: Hl-7. lid \n e,ampJ� \d1l1 imph,:il J,im..lin,g 11,in� 11111) �1�11:'1.1I rdc!r�n\.·�,. 
1 hl An �\:1111pl� "uh .:,plki1 rinJing u,ing �l,,bal :mJ lrn:al 1<'lcrc11cc, 

Implementation of Ohjt·ct References 

It i, clenr Lhat an objet·t ret'ercnce mu�t <.:0111.iin ennug.h information to allow a 
dient 10 hind In an ohject. A ,imple objet·t nderence 11oulJ include the netll'ork 
atldrc" or thl.' 111at'l1ine 11 here the :tctu:tl object re,itle,. along II ith an end poim 
idcntif� ing the ,eJ'\·er that manage, the object. plu, an indic:11ion or 11 hiL-h object . 
;'\oh� that pun of thi, information II ill be prn\'ided b) a11 object ad:1ptcr . .l-1011 e1 er. 
there an: n number of dr;i11 lrnd. � to lhi� ;.l·hemc. 

Fir,1. if th<' ,rn er", machine cra,hc� and the ,en er h :1,,ign<'d a different end 
point after reccwcry . all object refen:nce, h::il'e bernme i111 alid. Thi, problem can 
be ,olved a, i, done in DCE: ha,·e a local dnt!mon per 111ad1int! li,ten to a 11cll­
kno11n end point ,llld keep trnck of thc ,el'l·er-w-end poim assignment, in an end 
point table. Wl1e11 binJing a client to an object. 11c lir,t a,k the daemon for the 
,ener·, current end point. Thi, tipproach require, 1h:11 11e cncoJe a ,ener ID i1110 
the object refercnc:e that can be U\ell a� an index into tile end point table. The 
,ener. in turn. is alll'a}� re4uired to regi�ter itself with the loc:11 duemon. 

Ho\\'e1·er. encoding the net11ork address of the sener's machine into an object 
reference i, not alwa> � a good idea. The problem II ith thi, approach i-; that the 
,c:ner can ne1er move to another machine II ithout in1alid:ui11g all the references 
to the object� it manages. An ob, ious solution b LO expand the idea of a local 
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daemon main1ai11i11g an  end point table t o  a location server 1ha1 keeps track of rhe 
machine \\'here an objec1·s server is currently running. An object reference \\'Ould 
then co111ain the network address of the location server. along with a system\\'ide 
ide111ifier for the sen·er. Nore that this solu1ion comes close to implementing flat 
name spaces as \\·e discussed in Chap. 5. 

What we ha\'e tacitly assumed so far is 1hat the client and server ha,·e some­
how already been configured 10 use the same protocol stack. Not only does this 
mean that they use the same 1rnnspon pro1ocol. for example, TCP: funhermore it 
mean� that t11ey use the same protocol for marshaling and unmarshaling parame­
ters. They must also use the same protocol for selling up an ini1ial connection. 
handle errors and flow control the same way. and so on. 

We can safely drop this assumption pro,·ided we add more information in the 
objec1 reference. Such information may include the identification of the protocol 
that i� u�ed to bind to an object and of tho�e 1ha1 are supponed by the object"s 
server. For example. a single �erver may �imulianeously support data coming in 
O\"er a TCP connection. as \\'di as incoming UDP datngrnms. fl is then the cliem·s 
re�prn1sibili1y to get a proxy implementarion for m lea,t one of the. protocols iden­
tified in the object reference. 

We can e,.-en take this approach one step further. and include an implementa­
tion handle in the object reference. "hich refers 10 a complete implementation or 
a proxy that the client can dyna111ic:illy load \\'hen binding 10 !he obj�ct. For ex­
ample. an implementation handle coulrJ take the form of a URL poi111ing 10 an 
archi,·e file. such a� jip:l((ip.rlie11111·are.orglpro xies(io\'(//proxy -rl. /a.;,,ip. The 
binding protocol \\'Ould then only need to prescribe that such a file should be 
dynamically do\\'nloaded. unpacked. installed. and sub�equently in\tantiated. The 
benefit of Lhis approach is that th.:: clie111 need 1101 \\orry about " hether it has an 
impleme111ation of n specific protocol available. In addition. it gi,·e� the object 
de, eloper the freedom to design object-�peci Cic proxies. Ho" e,·er. \\' e do need 10 
take special security measures to ensure tl1e client that it can m1�1 1he downloaded 
code. 

10.3.2 Static versus Dynamic Remote i\Iethod I.nvocations 

After a client is bound to an object. it can invoke the object's methods through 
the proxy. Such a remote method in\'ocation. or �imply R�II. is very similar to 
an RPC "hen it comes to i:,sues such as marshaling and parame1e.r passing. An 
essentinl difference between an R:\11 ai1d an RPC is that RMls generally support 
sy�tem\\'ide object references as explained above. Also. it is not necessary to ha\'e 
only general-purpose client-side and server-�ide stubs available. Instead. \\'e can 
more easily accommodate object-specific �tubs as \\'e also explained. 

The usual way 10 pro\'ide RMJ support is 10 specify the objec1·s i 111erfaces in 
an interface definition language. similar 10 the approach follo\\'ed with RPCs. 
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Alternmi,ely. 1, e cnn make use of an objec1-based language such a� Java. that 
\\'11! handle �!lib generation automaticully. This approach of usin!! predefined in­
terface del"initions is generally referred 10 as stalic im;ocation. S�11ic in,·ocations 
re�1uirc that the interfaces of an object are kno\\'n when the client application is 
�emg del'eloped. It also implie� that if i111erfaces change. then the client appLica­
uon must be recompiled before it can make use of1he new interfaces. 

. �� an alter�Hlti,·e . . n�e1hod i,wocations can abo be done in  a more dynamic 
�ashton: In parucu_lar. ti ,s sometimes conwnie111 10 be able to co111pose a method 
111,·ocat1011 at rn1111me. also referred 10 as a dynamic invocation. The e�1emial 
difference "·ith �tatic i 11,·o,·a1ion is that an application selects at runtime which 
1�1ethod it \\'ill in"oke at a remote object. Dynamic in,·ocarion generally takes n 
torm �uch as 

invoke(object, method, input_parameters, outpuLparameters); 

\\ here obj�c, identifie� the distributed objec1. 1111:1/Jod is a p:trametcr �pecifying 
e�anly \I htch method ,hould be im oked. i11p1r1_ para111e1ers is a data structure that 
hold� the ,·alue� or that method·, input parameter,. and 0111p111_ parw11eter.1 refer, 
w :i data qructurc "·here outpu1 ,·alues can be !'-torcd. 

. For e.xam_ple. con,idcr appending an integer i111 10 a file ohjec1 Ji,/,Ject. for 
11 h1rh the ObJect pro, ides the me1hod append. In 1hb ca,c. a static ill\'Ocntion 
11 oul<l take the form 

fobject.append(int) 

11 hereas the d) namic in\'Ocation \\'Ot1ld look something like 

invoke(fobject, id(append), int) 

11 here the operation id(append/ n::turn, an identifier for the method append. 
To illus trate the uscf'ulne!:-S of dynamic in\'OCations. con�ider :111 object 

bro\\";,er 1h_ut b_ u�ed 1� examine set� of object,. A�sume that the bro\\ ,er :--upp�ms 
remote ob,1e1:t 111, m·at1011,. Such a browser i� capable of binding 10 a di�1ributed 
object and wbsequemly preseming 1he objec.-1 ·� interface 10 its u�er. The user 
could d1�n be a,ked to choose a method anti pro, ide ,·alues for its par ameters. 
after "luch the browser can do the ,1c1ual im·ocation. Typically. �ucll an r1bjec1 
bro"_�er �hould be de\'eloped 1� support any po��ible interface. Sul'i1 an approach 
require� that 1111erface., can be m,pected at runtime. and that method i 11,·oca1ions 
cw1 be dynamically con�tructed. 

. An?ther application of ti) namic im ocation� b a batch proce,�ing ,en ice to 
\\'h1ch m, ocauon reque�1s can be handed along \I ith a time when the inrncillion 
�hould be dont:. The ,cn·ice can be irnplememed by a queue (1f in,·oc:uion re­
que�1s. ordered b) the time thnt in\'Ocntions are 10 be done. The main loop of the 
�ernce would stmply wait until the next inrncation is ,cheduled. rerno,·e the re­
que,t from Lhe queue. and call invoke a, gil en nbo,·e. 
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10.3.3 Parameter Passing 

Becau:;;c 1110st R.\11 ,y�tems ,uppon �y�ternwide object references. passing pa ­
rameters in  method inrncations is generally !es� restricted than in the case of  
RPCs. Howc\'er. there are ,ome subtleties that can make R.\lls 1rickier than one 
might initially expect. as we brieny discuss in the following pages. 

Let u� first eonsider the situmion that there are only distributed objects. In 
other ,,on.ls. all objects in  the system can be accessed from remote machines. In 
that case. we can consiste111ly use object references ns parameters in method in\'O­
cations. References are pa,sed by ,·aluc. and thus copied from one machine to the 
other. When n proccs� i� gi1en an object reference as the result o f  a method invo­
cation. it can simply bind to the object referred to ll'hen needed later. 

Unfortunately. u,ing only distributed objects can be highly inefficient. espe­
..:ially when objects are small. such as integers. or \\'Orse yet. Booleans. Each in\'o­
cation by n client that i� not coloc.ned in 1he ,ame ,en·er as the object. generates a 
reque�l bct,reen dil'ferclll addre�� �paces or. en:n wor,e. bet\\'een differelll ma­
chine�. Therefore. reference, w remote objecl\ and 1ho�e LO local object<; are often 
treated dirfere11 1ly. 

When iill'oking a method " i1h an obje,·1 reference as parameter. that reference 
b copied and pa��ed a, a I alue p:.uam.:ter only \\'hen it refers to a remote object. 
In 1hi� case. the object i, litei-ally pa�,ed by reference. Howe,·er_ \\'hen the refer­
ence refen, 10 a local object. 1ha1 is an object in the �ame address space as the cli­
e111. the referred objt:i:1 i� copied as a whole and pa,,eu along \\'ith the it1\'0Cation. 
In other \\'Ords. the object i� passed b)' \'alue. 

These two ,ituation, are illu,trate<l in Fig. I 0-8. which shO\\'S a l'lie111 program 
rnnning on machine rl . and a sen er program on machine C. The client has a refer­
em:c Lo a lucal object O I that it u�es as a parameter \\'hen calling the server pro­
gram on mai:hine C. In additiun. it holds a reference LO a remote object 02 re,id­
ing al 111ad1 ine B. ,, hich i� also u,ed a, a parameter. \\'hen calling the �en·er. a 
copy or O 1 is pa,,ed to the ,e1Ter on machine C. along \\'ith only a cop) of the 
refereni:e 10 0 '.!. 

Note Lhal 1, he1her ll'C an: dealing 11 ith a referenc.:e to a local object or a refer­
ence to a remote objec.:t can be highly transparent. �Lich a, in Ja,·a. ln Ja,·a. the dis­
tinction is vbible only becau�e local object� are e,�entially of a different data type 
than n::mote objects. 01her11"i,e. both t) pes of references arc treated very much the 
�ame [,ei: ;1bo \Vollrath i:t al. ( 1996) ). On the other hand. "hen using con,·cn­
Lional progrnmming language, �uch a, C. a reference 10 a local object can be as 
simple a, a poimer. which can llC\'er be used 10 refer to a remote object. 

The side effect of in1·oking a method with an object reference as parameter is 
that ll'e may be copying an object, Obviously. hiding this aspect is unacceptable. 
,o thal \\'e are consequently forced to make an explicit distinction bet\\'een local 
and uistributed object�. Clem·ly. this di�tinc1ion not only violates distribution tran­
sparency. but al�o makes it harder 10 write distribmed applications. 
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Figure I0-8. The <illl:otion \\h�n pa,,in� �" t•hje,·t I" rder�nce ,,r b) '"lue. 

10.3.4 Example: Java Rl\II 

I n  Java. di�tribu1ed objects ha\'e been integrated into the language. An impor-
1�1n1 goal wa, to keep as much of the �emantics of nondistributed objects as pos­
!>1ble. I n  other words. 1he Java language del'cloper� lrn,·e aimed for a hi[!h de!!ree 
of disiri�ution tr:rnspar�nc�·- �O\\el'er. a, \l'e shall �ee. Ja,·a·� de1 elopers 1;a,·e 
also �ec1ded to make d1s1nbuuon apparent where (t high degree of tran�i>arency 
\\'a� simply too inefficient. difficult, or impos5ible to realize. 

The Java Distributed-Objed i\Iodel 

Jam also ad�pts �-em0t_e o_bjects as 1he only form ot' distributed object�. Recall 
that a_ remote obJec1 is a d1stnbmed object \\'hose w1te al\\'ay� re\ides on a �inQle 
machme. but whose in1e1faces can be made UY::tilahle to remote proce5se�. Jnt�r­
foce� are implemented in the usual way by mean� of .i proxy. ll'hich offer� exactlv 
the same interface� as the remote object. A pro,�y il�elf appears a\ a local objcl:I 

in the client's address space. 
There are only a few. but subtle nnd important. differ�nces bet\\'een 1·eniote 

?bjec ts anu local objec1s. First. cloning local or remote objects :ire different. Clon­
rng :'.I loc.il ObJec� 0 results in a new object of the ame type a� O with exactly the 
�ame ��nte. Clonrng thus rewrns an exact copy of the object that is cloned. The�e 
se_manucs are 1:ard to apply to a remote object. If w e  \\'ere to make an exact copy 
of a r.:mote obJec1. \\' e \\'Ould not only have to clone the acrual object at il� �ervcr. 
but also 1he prox� at �ach client that is currently bound to the remote object. Clon­
rng a remote ob�ect 1s therefore an operation that can be executed only by the 
sen·er. l t  results 111 an exact copy of the actual object in the serrer·s address space. 
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-'62 DISTRIBUTED OBJECT-BASED SYSTEMS CHAP. 10 Proxie� of the actual object are thus not cloned. If a client al a rem0IP. machine \\'tllllS access 10 the cloned object at the �er\'er. it \\'ill lirst have lo bind to thnl ob-ject again. .ra,·a Remote Object ln\'OCation As the distinction between local and remote objects is hardly visible at the lan!!uage le\'cl. Java can also hide most of the differences during a remote method im �cation. For example. any primiti\'e or object type can be passed as a parnme­ter to an RMI. provided only that the type can be marshaled. In Java terminology. this means that it mu�I be serializable. Although. in principle. most objects can be �erialized. �erialization i� nol al\\'ay� al l0\\'Cd or po�sible. Typically. platform­dependent objects such as file de�cript0rs and �ockets. cannot be serialized. The onlv di�tinction made between local and remote objects during an R.-.·1 1  is that local o°t1jects nr� pn��ed by value (including large obje<.:l� such as array� ). \\'hereas remote ohjel·l� are p.1�,ed by referenc.:i:. In oilier word·. a local objec::1 i, fir:,t copied after 1\ hich 1he copy i, u�ed as parame1er value. For a remo1c object. a reference 10 1hc objc,1 i, pa,�ed a, parameter instead of a copy of the object. as " a:, also sho\\'n in Fiu. J 0-8. In  Ja\'ll Rl\11. a 1;f'ert!nc.:e to a remote object is e�scntially implemented as 1\t' explained in Sec. 10.:i.:i. Such a reference con,,i,1s of the nel\\'ork address and end point of the �erver, it\ well as a local idemiticr for 1hc actual object in the �er\'er·s ,1ddre�\ 5pace. Thai local identifier is u5ed only by the �ener. A5 \\'e ali.o e)(pl;iined. a ref'crencc 10 ,1 remote object al:,o need:, lo encode the proLOcol stack that is w,ed by a cliem anti the i,en·er to communicate. To under,tand how such a !,lack is encoded in the ca,e of J:l\'a RM I. it is impor1a111 IO realize that e:ich object in Java is an in�iance of a cla��- A cla�:,. in tllrn. conwin, :111 implementation of one or more i n1erfaces. In es,ence. a remote object b builL from 1wo differclll classe�. One cl:is� con­tain, an implemenla,ion or ·server-side code. \\'hich we c:tll the .Ie1Ter elem . This cla�, rnntains an implementation o f' that pan of 1he remote object that will be run­ning on a �erver. In other \\'Ords. it contain, the description of the object"s state. as \\'ell as an implementation of the methocb that operate on that \tale. The �ern�r ­�idc ,tub. that is. 1he skeleton. is generated from the imerface specifications of the object. · The other cl,tss contains an implementntion of the client-�ide code. which \IC call the ctie//1 class. This cla\s contains an implementation of a proxy. Like the ,keleton. this class is al�o generated from the object's interface specification. In its �imple,1 form. the only thing .i proxy does is lo convert each method call into a mes�agc that is sc111 to the ser\'er- side implementation of the remote object. and con\'ert a reply message into the result ii" a method call. For each call. it set, up a connection \\'ith the ser\'er. which is ,ubsequently torn down \I hen the call Is fin­ished. For this purpose. the proxy need, the sen·er" s net \\'Ork address and end 

SEC. 10.3 COJ\li\lUNIC.-\TION 463 PO!lll as memionecl abo1·e. This informa1inn. nlong \\'iLh 1he local identifier of the obJect at Lhe �e1Yer. 1s always \tared as part of the ,tale of a proxy. Com.:-quenlly. a proxy has all the information it needs to let a client in,·oke i11etho�s of 1he remote object. fn Java. proxies are serial iznble. fn other \\'0rds. ii 1s poss�ble to marshal a proxy and send it w, a series of bytes to another process . where ll can be unmarshnled and u�ed to inroke methods on 1he remote object. In  other 1�·ords. a proxy can b� used ,IS n reference t0  a remote object. Tim approach ,� cons1s1ent wi1h fol'::i°s way of i111egra1ing local and t1is1rib­:11ed object�. Recall that i_n an RMI. a local object is passed by making a copy of tt. \\'h1�c a remote obJect 1s passed by means of a sys1emwide object reference. A proxy 1� u:ea_ied as nothing else but a local object. Co11sequen1ly. i1 is possible 10 pass .i scna!Jzable proxy as pnr:1111e1er in an R:Vll. The .,ide effect is 1ha1 �uch a proxy can be used as a reference to the remote object. . In principle. \\'hen mar�hnling a proxy. its complete i111ple111e1Ha1io11. 1h:n i\. all II� �tale anti rnde. is ,·011\ ened LO a _1.erics of b) 1c,. Mar,haline the code like thb i� not \·ery efficient and may lead 10 \'cry large reference,,. Tl,eref'ore. I\ hen mar�ha�ing a pro.xy in fova. 11 hat actually happen., i, that an implementation linndle 1s gcneratl'd . .  ,pccifying prcci,ely 1\ hicl, cla�se, are needed to constru(;t the proxy. Po_:,sibly. �ome of thc',e cla,,e, l'ir�t need to be UO\\'lllo.ided from ll remote �11�. The _1mpleme11tat!�n handle replai:t', 1he mar,halcd code 11, pan or a rcmote­ob:"''(;l rderence. In eltecl. reference\ to remote objects in Jav,1 are in the <1rder of a Jew hundred byte,. Thi� api)ro_ach lO referencing remote object, is highly fle\ible r111d b one of th<'_ d1,ungu1:,h111g femurcs of J:m1 Rl\11 (Waldo. 1998). In partit:ular. i1 :tllO\I, for ob,1ect-,pecil 1c "1ILl11om. For example. rnn�ickr a remote object \1 ho,.:: �Lale ch
'.
111ges only o_nce 111 a 1\htle. \\'e cnn turn ,ui:h an object inw a truly di�1ributed ?bJect b) copying �he entire ,tate to a cliem at binding time. E�ch time the client 11n·_oke, a method. 1l npernte� on the local rnpy. To ensure con,i,tency. each ill\ 0• (::111011 ubo ched.\ \1·he1her the ,late at 1he ,e1Yer ha, changed. in \\'hic:h cu,e the local cop) i, ref're,hed. Like\\'ise. me1hocb 1ha1 modify 1he Wile art' for\\' ,trded I<) the ,efl"er. The �e\el?per of the remote object \\'ill now ha\'e to implement onlv the nece��ary cl1e111-s1de code. anJ ha\ e ii d) m1mically do\\'nloaded \\'hen the t:1i­e1H bind, 10 1hc object. Be_ing able to pa,s proxii:s as parameters \\'Orks only bec.:au,e each proce,s is �,ecuung the same Jnva \"irtunl machine. In other \\'Ords. each proce,s b runnin!! 1n the �-�n!e ex:cutio1! en\·ironrne111. A nrnr,h.iled proxy is simply unmar�haled ,� the rece1\'111g ,1de. ,liter \\'hich i1, code can be e,ecu1ed. In contrn�t. in DCE for e�ample. pa,s!ng �lll�s i� ou1 or the question. a, different procc��e� may be run­nrng 111 execution ennronment� that differ ll'ith rewcct to langunge. operating ,v, -1em. and hardll'are. ln�tead. a DCE proces� fir,t needs 10 (dynumical l))  link i;1 a loc:1lly-a\ ail_able m1b 1hat ha� been pre\ iously compiled specif'ically for the proc­e�s � �xecu1101'. en, 110111ne111. 13y pa,sing a reference to a ,lllb as parameter in an RPC. It 1s pOS!,1b!e to refer 10 objects :icro,s process boundarie�. 
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10.3.5 Object-Based i\lessaging 

AhhoU!!h R:--11 b 1he prefen·ed way of handling communication in object• 
based disiributed �ystems. messaging has abo found ib way a� �n imponant alter­
nati, e. There are ,·arious objcct-ba�ed messaging systems available. an�. as can 
be expected. offer very much the same functionality: ln this )ec�1on 1\'e :v1ll iak.e a 
closer look at CORSA mes�aging, p:111ly bccau,e II abo prol'ldes ''.n 1�11eres11ng 
,,·a) of combinim.? method i111ocation and me,�age-oriented commu111ca11on. 

CORBA is a �,·ell-known specification for dbtributed system�. O,·er the years. 
se,·crnl implementation, have come to e-xi�tencc, ahhough it remains '? be seen to 
\\'hat extent CORSA it,elf II ill el'er become truly popular. 1 lo\\'e:·er. 1ndependen1 
of popularity. the CORBA ,pecitications are comprehen_,il'e c,, h1ch '? many also 
mean, they are ,·c1) complex). RecogniLing th� populan�) of me_��ag1ng S)'!>le1m. 
CORBA was quick 10 include a ,peci ticmion of a messagrng �er1·1ce. . . What make� mcssauinu in CORBA different from 01he1· �y�te1m 1s 11, tnhcrent 
obict-ba,cd approach �o ;ommunication. In particular. 1he _de,

_
igner, of 1he rncs­

,auinu ,en ice needed m retain the model 1ha1 all comrnu111ca11?n tal..e, pl:'.ce b) 
in�ol-.im! an object. In the ca,e of messaging. thb design co11'tra1111 rc,ulte<l 111 1110 
form� <�- as) nchronou, method i111 o..::nion� ( in addi1ion 10 01hcr form, that 11ere 
pro,·ided by CORBA n, 11·clll. 

An as, nchronous method illlocation i, :inalogou� to an a,) nchronous RPC: 
ihe caller ·cominue, after initiating the i111 oration without ll'aiting for a re�ult. In 
CORBA·s callback model. a client pro,·ide� an object that implement, an int_er­
facc t·ont::iinim! ,allback 111e1hods. These methods c::in be callee.I by the L111dcrly_111g 
cornmunicatio; �) \!cm 10 p.i\'> 1he re,ult of an a�yn,hro_nou, in, ocati�m. An 1m­
ponant de<-ign 1,,ue i, that a�) n,hronou� me1Iwd i111

_ 
o�a1101h �o 11?1 

�
fleet •�.: _o_n­

uinal implemelllation of an object. In 01her 11ord,. 1 1  1, the d1ent '> 1e,pon�1b1ht) 
�o ,run1,form 1he original S) nchronous in,·o,aiion into an as) nchronou� 011<�: the 
,crH'r i, presented ll'ith ;i normal (synchronou,) i111 oca1ion rcque�t. . . . Con,1ruc1i11u an a,, nchronou� i11Yoc:1tio11 i, done in 111 o \lt:p�. Fil',!. the ong1• 
nal im.::11·a,e a,-implc�en1ed by 1he object 1, replaced b) 1110 nc11 in1erfac_es that 
are to be implemented by client-side �of111 arc only. One interface con1a111s the 
�pccilka1ion of mc1hnds that the client can call: None or_ the�c l�letho_<�, _r·ctun_

i�
_ 

a 
,·alue or has any output paramc1cr. The ,econd 111terface 1s the c.tllbad:. mte1 face. 
For each operation in 1he original interface. it contains :• method t!1nt ,1111 be ca�l­
ed by the client', rumime �� �,cm 10 pa,, the re,ult!> ot the a,�oc1,Hed method ,t, 
called by the client. . . . . A, an example. con�ider an object implementing a ,implc 1111el'face with JU�l 
one method: 

int add(in int
. 
I. in int j, out int k); 

A��l1111c that 1hi� method l:tke� two nonnegative integer, i and_ ! and retun�s i +_ .i 
a, output parameter k. The operation is a,,umed to return -1 d the operm1on did 
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1101 complete 5ucce��fully. Tran5f'onning the miginal bynchronou�) methotl i ,wo­
cation into an asynchronous one 11 i1h callbach i, achic,· ed by rir�l genera1ing tht: 
following pair of method �pecitication� (for our purpose�. ll'e choose con,enient 
names in5tead of fol lowing 1he strict rules as specilied in O�IG (200.Ja): 

void sendcb_add(in inl i, in int j); 
void replycb_ add(in int reL val, in int k); 

II Downcall by the client 
II Upcall to the client 

In effect. all ou1pu1 parameter� from the original method ,pecification are re­
m01ed from 1he method that is to be called by the client. anJ returned a� input pa­
rameter� of 1hc callback operation,. Likewbe. i f  the origin:il method �pc?citied a 
re1urn , alue. that value i� pa��ed a, an input par,1me1er to the callback opaation. 

The ,ccond �tep con,i,ts of compiling the generated interfaces. A, a result. 
1he client is offered a <olllb thm allows it to a,) nchronmi-,1) illlol-.e sendcb_add. 
Ho11cl'er. Lhe client will need to pr01· ide an implementation for the eallbacl.. inter­
face. in our example ,ontaining the method replycb_add. Th" Ja,1 me1hod i, rnll­
ed b) the dient ·, local runtime \) ,11:-111 ( RTS ). re,ulting in an upcall 10 1he client 
applit:atinn. Note 1ha1 these changes do not affect 1he server-side implemen1a1ion 
of the object. Using thi, example. the callbad, model i, Sl11nnrnrized in Fig. I 0-9. 

1. Call by Iha 
application 

Chen! apptoea1,on 

Chen! 
proxy 

Cl ient : 
ATS -··-··---·· -·-

2. Request lo server 

As 1111 .ilternmh..: to callbacb. CORBA provides a polling model. In this 
model. the client b offered a collection of operations to poll its local RTS for 
incoming results. A, in the callback model. 1he client is re<opon�ible for tran,form­
ing the original �) nchronous method i111 ocation� into a�) nchronous ones. Again. 
most or the \\·ork can be done by automatically deri,·ing the appropriate method 
<opecificu1io11s from the uriginal interfoce as implemented by the object. 

Returning to our e\ample. the method add will lead to the fol1011·in2 111 o uen­
erated method specifications (again. ll'e t·on, eniently adopt our 01111 11.�11ing ;on­
, entions): 

void sendpoll_add(in Int i, in int I) ; II Called by the client 
void replypolLadd(out int rel val, out int k); II Also called by the client 
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The most important difference between the polling and callback 1�10dels is th.at .the 
method replypoll_add "·ill have to be i mplemented by t�1e clrem_�. wr:s. Th.is 1 111-
plernentation can be auwmatically generured from interta�e spe.c1 f1callons. JU�t a, 
the client-side stub is automatically gt'nerated a, \\'e explained tor RPCs. Th: pol-. Iino model is i,ummarized in fig. 10-10. Again. notice rhar the implementauon ot 
the" object as it appears at the �en·cr's side does not ham to be changed. 

Client applicahon 
1. Call by the -====,-- --:!;;::==-

4. Call by the 
application application 

Client 
proxy 

Client 
ATS 

3. Response from server 

2. Request to server 

Fil!ure 10-1 (). CORSA', polling nwdel fllr a,� 11�h1<1m,t" 11w1h,1u in, r•�ation. 

\\'hat i� mbsin!? from thc modeb d6cribed �o far i� that the m<!<-sage� �em bt:­
twecn a client and; scrwr. including 1he re,pon�e lo an a�� nchronou� in\·oc.11 inn. 
are stored by 1he underlying �� s11.�m in ca,e the client or ,er1er i> nL'.l )�I running. 
Fonuna1ely. most of 1he i�suc, concerning ,uch per,i�te1�1 commun1ca11on <l� not 
affect 1he as, nchronous im·ocation model discus,ed �o tar. Whal 1, needed " w 
;el up n coll�c1ion or me,sage ,erYers thal will allow m�ssag.es (b� they imoca ­
tion reque�1, or re�pon,e,). to  be  1empora1i ly �wred un11I their tlelrn·r� can tal,,e 
place. . . .. . . . 

To ihi, end. the CORBr\ ,pecificmiom, al�o include 1 1uerlace det1 n111ons tor 
,,·hat are called routers. which are analogous 10 1he me�sage router, we di�n,,,cd 
in Chap. ➔. and \1·hich can be it11pleme111ed. for example. ming IB;>.r, \\'ebSpherc 
queue manager,. . . . Likewi,e. Ja\·,1 ha!> i1, \1\\'11 Ja\'a :\fcssaging Sen·icc (.1:\1S) \\ hrch ,� aga111 
Yerv ;imilar 10 \1·ha1 we h,n e di�cu�,etl before l�ee Sun :\ licro,) <.1e1m ( 200➔a) J. 
we· will remrn 10 me�,nging more ex 1em,i\ ely in Chap. I ;\  11 hen we di,cu,, the 
publish/�ubscribe paradigm. 

10.4 NAMING 

The imeresting aspect or ,wming in object-ba,ed dbtributed s� �1en:' evoll·e, 
.iroLind the \\ "Y that object reference;, are supported. We already de,cnbed 1he,e 
object references in 1hc ca�e of Java. where they effectiYely corre�pond l'.1 p�n­
uble proxy implemen1a1ion;,. H011 eYer. 1his a language-dependent way ol bc111g 
able to refer 10 remote objects. Again l(lking CORSA a� an example. let us �ee 
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how basic naming can also be pro\·ided in a language and plmform-independent 
\\'ay. \Ve also discuss a con1pktely differem scheme. 1d1ich is used in the Globe 
disrributed system. 

10.4.1 CORBA Object References 

Fundamental to CORBA i;, 1he way its objects are referenced. When a client 
holds an object reference, ii can inrnke the methods implemenred by the refer­
enced object. Ir is i111por1a1H to distinguisl1 the object reference that a client proc­
ess uses to inrnke a method. and the one implemented by the underlvi1rn. RTS. 

A process (be il client or se1Tcr) can use only a language-specific impleme11-
1a1ion of an object reference. In 1110,1 ca,es. this takes the form of n pointer w :i 

local repre�enration of the object. That reference cannot be passed from process r\ 
lO process 8 . .is it has meaning only within the addre.,s space of process rl .  
Instead. process A \\'ill firsc h�1·e to  manhal the pointer into a proce;,s-i11dependen1 
represemation. The opermion 10 do �o is 1-iro, ided by its RTS. Once mar,lrnled. 
1he reference can be p:bsed lo proce,, B. 11 hich can unmar�hal ii a�ain. Note that 
proce;,ses ti and B may be executing programs wri11en in differem 1;1 guages. 

In contra.,t. the underlying RTS 11 ill hal'e i1� 0\\'11 language-independen1 
representation of an <ibject reference. Thb repre�emation may even differ from 
the mar�haled 1·ersion it hands over 10 processe5 1hat 11 ,ml 10 exchan!!e a refer­
ence. The imponam 1hing is 1ha1 11 hen a process refers to an object. i1s 71nderlying 
RTS is implici1ly pns�ed enough information to k 11011 ll'hich object b actually 
being referenced. Such infor11 1a1ion is nonnally pa,sed by the client and ,en·er­
side �1ubs tha1 are generated from 1he i111erfacc specifications of an objecL. 

One of the problems that early 1-er,ion, of CORBA had was that each imple­
mentation could decide on how il ri::pre,ented an object reference. C()nseq uemly. 
if process rl 11·amed lo pas� a reference to proces� /3 a, described abo1·e. this 
11ould generally �ucceed only if both proce)''.',es were u,ing the ,ame CORBA 
implement:uion. Otherwise. the mar,haled 1·ersio11 of the reference held by proc­
ess rl \\'ould be mcaningle,s to the RTS med by proces<. 8. 

Curre111 CORBA systems all �uppon the !'ame language-indepenclern repres­
e111ation of an object reference. ll'hich is called an Interoperable Object Refer­
ence or IOR. Whether or nor a CORBA i 111ple111e111atio11 use, JOR, internally is 
1101 all that important. Howe\er. \\'hen pa�sing an object reference between iwo 
different CORBA syswm. it is passed as an !OR. An !OR contains all the infor­
mation needed to identify an object. The general layout of an !OR is �hown in 
Fig. 10- 1 I. along ll'ilh ,pecific information for the comnmnicaiion protocol used 
in CORBA. 

Each !OR starts 11·i1h a repository identifier. Thi� idemifler is nssirrned l0 an 
interface so that ii can be stored and looked up in an interface repositor)� It  is used 
to retrieve information on an interface at runtime. and can assist in. for example. 
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Repository Profile 
,dentilier ID 

Tagged Profile 

Prohle 

Host Port Obiect key Componenls 

-...... 

Adapter Object Olher server• 
1dent1her 1dent1her spec,hc inlormation 

CIIAP. 10 

Figur� 10-t I. Th� urpni1,11mn uf an IOR I\ ith ,p.:citi,· i11f1>1111,11i,>n for 1101' 

t) pe checking or d) namically con,u·ucting an inYocation. Note that i i  thb itkmi­
lier i ,  10 be u,eful. both the clielll and �er. er mu,1 ha,c acl·e,, to th.: ,:1111(! inta­
foce repository. or at leaq u,e 1h.: ,ame iuent11'1er to identif) interface,. 

The mo,t import:int p.irt of each IOR b formed b) 11 hat are called tagged 
profiles. Each ,uch profile contain, the l'Omplete information 10 in1 o�e an ob­
jec1. If the object ,er,er wppoth ,e,·eral pro1cx:ols. infunnation on em:h prowcol 
can be included in a ,epar:11e tagged profile CORBA u,ed the Internet Inter­
ORB Protocol ( I IOPJ for co1111m111icmion bet\\cen noue,. (An ORB or Object 
Request Broker i, the name u�ed by CORBA for their ohject-ba�t!d runtime �y,-
1em.) IIOP i, e,,e111iall) a dedicated protornl for ,uppo11cd rc11101e method i111·0• 
cation,. Detail, on the profile u,cd for IIOP arc al,o ,ho\\n in Flg. 10- 1 1 .  

The IIOP prolile b idcmiticd by a Prt!file!D field in the tagged prolile. lh 
bod) rnnsi�t� of fh c field,. The I/OP l'C'fli(/11 l'ield identifb the I er,io11 of I IOP 
that is u,ed in thi, profile. 

The Host licld is a ,iring iuemif) ing e,anly on "h1d1 host 1hc object i, 
located. The hc1\I can be ,,�cified either b) mean<, of a l'Ompletc DNS domain 
name huch as wli11g.n.r11.11/). or by u,ing the �Iring rep1e,e111:uion of 1ha1 ho,1·-. 
IP acldrcs,. ,uch ns 130.37.2-1. I I. 

The Part field contain� the port number to " hich the objcc1·s ,en·er i� Ji,1en­
ing for incoming rcque,1.s. 

The Objcu key field contain, ,erver-�pecilic information for cle111ul11ple:--mg 
incoming reque,t, t0 the appropriate object. For example. an object identirier gen­
erated by a CORBA object adapter "·il l ge neral ly be pan of �uch an object ke). 
Also. this key " il l  identify the ,pecific adapter. 

Finally. Lhere i, a Co111po11e11tt field that optionall) contains more 111formmion 
needed for properly invoking the referenced object. For example. thi� field may 
contain �ecurity information indicating how 1he reference should be handled. or 
" hat to do in the case 1he referenced sen·er i� (temporarily) unavailable. 
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10.4.2 Globe Object References 

Let_ u�_ now ta�c :1 look at a different wa) of referencing object,. Jn Globe. 
each d1s1n.but�d sh�red _obje�t i, a�signed a globally unique object identifier 
(01D). ll'htch 1s ;i 2:>6-bn �tnng. A Globe om is a true ide111ilier as defined i n  
�hnp

_. 
�- In  other word�. :i Globe 01D refers 10 a1 111os1 one dist1'ibuted �h:ired ob­

Ject: ll 1s never reu�ed for another object: and each object has at most one OID. 
Globe OIDs can be used only for comparing object references. For example. 

�uppose proce,se, A and B are each bound 10 a di�tributed shared object. Each 
process can rcqucM the 011) of the objec1 they are bound 10. If and only if ti le t\\'0 
OID� ar_e the ,ame. then ,-\ and /J arc consiclen.:d to be bound 10 the same objec1. 

. Unli�e CORBA reference�. Globe O!Ds cannm be u,ed to direct I) con1act an 
ObJect. _111,1:ad. 10 lo�·ate an object. it is nece,sa1") 10 look up a contact addre�s for 
that obJCcl 111 a locatwn ,en-ice. Thi, sen ice return� :1 contact address. "hich is 
compitr_abl� to the locaiion-clepcndcnt object rdcrence� as u<,cd in  COR BA and 
�the 1: d,_,tnbuted s) ,1cnh. A l1hough Globe lhC'- it, 011 n ,peci lie locatiun ,en il·e. 
111 pnnc1ple :m) of the location ,en ice, di�cu,,cd ,n Chap. 5 11ould do. 

Ignonng_ som: }ninor det�ib. a contac1 adc.lre,, has I\\ o pam. The ftr,1 one i, 
:111 address. 1d�nt1l1er b) \I h1ch 1hc location ,en ite can identify the proper leaf 
'!ode IL> which 111ser1 or dele1.: operation� for the u, .. ociateu contact addrc,, an.: 10 
lor\\';irdcd. Recall 1h:11 becau,e contact addre,-,e� arc location Jcpe11den1. ii i, im-
ponam to m,en and delete them ,1a11ing at mi appropriate leaf node. 

· 

The ,econd pan con,iM� of :Jl'lllal addrc,s information. hut 1hi, inform:11ion i, 
�0111plc1cly opaqt1e to 1hc locaiion ��nice. To the location �-=rl'ice. an addre$i, j� 
JU'-1 an arr?y o: b) w,_ tha1 l'an equally stanu for an acwal ne111 ork addres�. a 
mar,halcd _1111erta_ce 11011110.:r. or e1 en a complete mar,lialed pro,y. 

T"o �ind, ol addrc,�e, an.: nirrentl) �upp�1ned in Globe. A stacked address 
�epre�cnh a layered [lflllOl.:ol i,uitc. 11 here each layer i, reprc,.:111cd b1 1hc 1hree-
l 1eld record ,h0\\'ll in Fig. 10-12.  

Field Description 

Protocol ldenhfier A constant represe�known) protocol 
Prolocol address A protocol-specific address 

lmplementalion handle Reference to a file in a class reposilory 

The �rm�c�J/ it�c111i(icr is a co11'tant reprc,enting a kno,1 n protocol. Typical 
pr_otocol 1dent1heri, mclude TCP. UDP. and IP. The Pmtoco/ addre.1.1 fie)� con• 
tams a p1�t0col-specific :iddress. ,t1ch as TCP port number. or an 1P1·-I net\\ ork 
addre,s. 1-innlly, an li11plem1111w1io11 lw11dle can be optionally pr01·ided 10 indica1e 
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where a default i111plementa1ion for the protocol can be found. Typically. an im­
plementation handle is represented as a URL. . . _ 

The second type of coniact addre�� is an instance add res�. wlrn:h cons1s1s ol 
the 111·0 fields shown in Fig. 10-13. Again. che address contains an 1111ple111e11w­
tion fwndle. 11-hich is nothing but a reference to a file in a class re�ository II here 
an implementation of a local objec1 can be found. That local obJeCI should be 
loaded by the process 1hat is currently binding to the object. 

field Description 
Implementation handle Reference lo a file in a class repository 
Initialization string Siring that is used to inltlalize an implementation 

Figure l{}-13. The repre,r11rn1irm of an in,1n11ce coniac1 ad,l re,,. 

Loadin2 !'allows a �tancfarcl protocol. similar to class loading in Ja1 a. After the 
implemem;ion ha� been loaded and the loctil obj_ec1 i:reated. ini_tializ;uion. tak�� 
place by passing the i11itirdi:ario11 .wing to the obJeCl. At that po 1111. 1he obJcct 1-
denti ficr ha� been rnmpleted re,oll·ed. , , Note the difkrente in object referencing between CORBA and Globe. a dJl­
l"erence ll'hich occur, frequently in dbtributed objcct-ba�ed ,y,1e111,. \\'here 
CORBA references contain exact information II here to cont:1ct an object. Globe 
references require an additional lookup step to retric1 c  that information. _Thi, di�­
tinction ah.o appears in system� such ns Ice. \\ here 1he CORSA equ11·a_lem 1s 
reJ'erred ro as a direct refi::rence. and the Globe equivalent as an i11dirC'cl reten::nt·e 
(Henning anti Spruiell. :!005). 

10.5 SYNCHRONIZATION 

There are only a few issues regarding �ynchronization in di�tributed S) ,tenh 
that ,ue specific 10 dealing ll'ilh dbtributed objecb. In particular. the fact that 
implememmion detaib nre hidden behind interface, may cau,e problcn��: whe'.1 a 
process invokes a (remote) object. it ha� no kno11 ledge _whc1he1: tha'. 111\'0Callon 
will lead to invoking other objects. As a consequence. 1f an obJcCl 1s pr�tected 
:rnainst concurrent acce�,es. we nW) have a ca,catling set or loi.:k� that the 1n1·ok-
il�g process is unaware of. as ,ketched in Fig. 10-1-1( a). . ln contra�!. 11·hen dealim! wi1h data re�ource\ sui.:h a� file� or dat.tbase table, 
that are pro1ec1ecl by Jocks. �he patlern for the comrol flow b actually 1·bible to 
the process using those rc�ources, a� sh0\\'11 in Fig. I 0-1-+(?l• As a consequence. 
the process can also exert more comrol at runtime when thmgs go " rang. sue!� as 
giving up lock, when it belie\'es a deudlock has occu_rred_. Note thai transactton 
processing systems generally follow the pauern shown 111 Fig. IO - I 4(b). 
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In objec1-ha,eu di,u·ibuted ,y�tems it i� therefore impona11 1  to kno\\' 11 here 
and 11·hen synchronizaiion takes place. An obl'iom location for �ynchronization is 
ai the object sen er. If multiple invocation requeM� for 1he ame object arri1 e. 1he 
,crl'er can decide 10 �eriali7c tho,e requests (and pos�ibl) keep n lock on an objeu 
when it need� to do a remote invocation itself). 

Ho11 eYer. letling the object ,erver maintain locks complicate� rnaitcrs in the 
c1,e that inl'Oking clients crash. For thi, rea,on. ]()eking can also be done at the 
clit>nt ,ide. 1111 approach that ha� been adopted in Ja1·a. Unfonunmely. 1hi� �<:heme 
ha!> it, own dr:ill'bach. 

As 11·e mentioned before. the differ�nce between local and remote objects in 
Jani is often tlifficult lo make . .\ lauer, become more complicated when objec1s 
are protected by declaring it, metbotls 10 be s�·nchronized. If 1110 proce,,e, ·sim­
ultaneou�ly call a >) nchronized method. only one of the prrn.:e�,es will proceed 
11 hile the other will be blocked. In this way. we can en,ure that ,tccess to an ob­
ject·, imernaJ data b completely ,erialized. A procc,, can also be blo<.:ketl in�ide 
an t\bject. waiting for ,ome condition to become true. 

Logically. blocking in a remote object is simple. Suppose 1hat client rl cnlb a 
sy nchronized method of a remote object. To make ac<.:e,� to remote obj.::cb look 
ahHt) s e.,·ac1/y the ,ame a� lo local objcc1s. il 11·ould be neces�ary 10 block A in 
Lhe cliem-side ,1ub that implements the object's interface and to ll'hich A has 
direct acce,s. Likell'ise. another client on a different machine would need io be 
blocked locally as well before its request can be sent 10 the sen·er. The conse­
quence is that ll'e need to syndu·onize different cJiems a1 clifferem machines. As 
we discu,;,ed in Chap. 6. clistribu1ed synchroniz.ation can be fairly complex. 

r\n alternatiw approach would be to a llo1\· blocking only at the server. In  
principle. thi� works fine. but problems arise when a cliem cra�hes ll'hile its inrn­
ca1ion is being handled by the se1Yer. As we dbcussed in Chap. 8. ll'e ma�· require 
rela1i1·.:ly sophi,tic:ued protocols to handle this situation. and ll'hich that may sig­
niflcantly affect the 01·erall performance of remote method i1ll'oca1ions. 
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Therefore. the designers or Java RMI have chosen to restrict blocking on re­
mote objects only to the proxies (\Vollrath e t  al.. I 996). This means thal threads 
in the same process will be prevented from concurrently accessing the same re­
mote object. but threads in different processe� will not. Obviously. these ;yn­
chronization semantics arc tricky: at the syntactic leYel (i.e .. when reading source 
code) \\'C may see a nice. clean design. Only when the distributed application is 
aclllally executed. unanticipated behavior may be obserYed that should h;;l\'e been 
deal! with a t  design time. Here we see a clear example where striving for distribu­
tion transparency is 1101 the way to go. 

10.6 CONSISTENCY AND REPLICATION 

l'l lany object-based di�tributed sy�tems follow a traditional approach toward 
replicated object,. effecti,·.:ly treating them as co11t,1i11ers of data \\'ith their 0\\·11 
special operation�. A$ u result. \\'hen \\'e consider ho\\' replication is h:indled in 
.',)'�Lem� �upponing Ja,·a beans. or CORBA-compliam distributed �y�tems. there is 
not really that much ne\\' to report other than \\'hat \\'e ha,·e discu�,ed in Chap. 7. 

For this reason. we focus 011 a few particular topics regarding consbtency and 
replication that are more profouncl in object-based distributed sy�tems thnn others. 
\Ve "·ill fir�t consider consi�tency and move 10 replicated i1nocmions. 

10.6.l Entry Consistency 

As we mentioned in Chap. 7. data-c.:ntric: consi,tency for distribut.:-d objects 
comes naturally in the form of en'lry con�istency. Recall that in this case. the goal 
is 10 group operations 011 shared data u�ing sy11chro11iza1io11 \ :wiables (e.g .. in the 
form of locks). As objects naturally combine daia and the operations on t ha1 data. 
locking object� during .in invocation se1ializes acces, and keep, them con.-,i,tent. 

Although conceptually a,sociating a lock \\'ith an object is simple. it does not 
necessarily provide a proper ,olu\ion \\'hen an object is replicated. There are two 
is�ues that need 10 be soh·ed for implememing entry consistency. The fir�t one is 
that we need a means to prC\ 't':111 concurrent execution of multiple in,·oc.1tions on 
the same object. In other \\'Ord�. \,·hen any method of an object is being executed. 
no other methods may be executed. This requirement ensures that access to the 
int.:rnal dara of an object is indeed 5erialized. Simply using local locking mech:rn­
isms_ 11 ill ensure this serialization. 

The second issue is that in tile case of a replicated objec t. 11·e need 10 ensure 
that all change, to the replicated stme of the object are the same:. In other \\'Ords. 
\\'e need 10 make sure that no two independent method invocations take place on 
different replicas at the same time. This requirement implie:, that we need to order 
in\'OCations �Lich that each replica sees all in,·ocations in the same order. This 
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requirement can g_enerally be met in one of t\\'0 ways: ( I )  using a primaiy-based 
approach or (2) us111g totally-ordered multica:,t co 1l1e replicas. 

. • 
In man)'. cases: desi_gning rep!icated objects is done by first designing a single 

obJc:Ct. po5s1bly p1otec11ng II against concurrent access thruuuh local Jockina. and 
s_ubseque:11ly replicating it. rr we \\'Cre to use n primary-based scheme. then�addi­
t1011al eflort from_ 1l_1e application developer is needed to serialize object invoca-
11011s. Therefore. 11 1s often co11\'e11ie11t to assume: tliat the underlying middleware 
supports totally-ordered multicasting. as this would not require any changes m the 
clients. no!' ll'Ould it require additional programming effort from a1;plication 
de_,·eloper�. Of course. how the totally ordered multicasting is realized by the 
1111ddle_w:1rc �hould be '.ran�parent. For all the application may know. its imple-
111c 111n11011 may u�c a pnmary-bascd ,cheme. but ii could equnlly well be bw,cd 011 
Lamport clocks. 

Hm,·e\er. even if the underlying middle11are pro\'ides totally-ordered 111ulti­
�·a,;1 111g. �11on: may he needed to guaramec orderly objec1 inrncation. The problem 
1� <111c: ol gran_ulanty: :1lthm1gh all rL'plka, of an ob_icc:t \Cner may rcceh·e i 1l\'oca-
11n11 requests 1 11 the \ame order. 11·c neeJ w en,ure 1ha1 all threads in those ,cners 
p'.·oce�s tho�e reque.,ts i11 1he correct order a� well. The problem is �ketched in 
Fig. 10- 1 5. 

Compuler 1 

Local OS 

Deterministic 
thread scheduling 

Unordered requesls 

CompuIer2 

Local OS 

Unordered requesls I 
Figurr 10-J.3. Oe1ermi1m1ic 1hrca<l ,.:hcduling for.-ephc111ed objec1 sen a,. 

i\fol1i1_hr-eaded (object) ser\'er, simply pick up an incoming request, pass it 011 
to an a,·::ulable thread. and \\'ai1 for the next 1-equest to come in. The �erver·s 
thread_ scheduler sub�eque1.1tly allocate� the CPU Lo runnable threads. Of course, if 
the 1111ddleware ha� done 11s best to provide a total ordering for request de\i,·ery. 
the thread �chedulers !>hollld opernte in a deterministic fashion in order not 10 mix 
the ordering of 111e1hod in\'Ocations on the same object. l'n other words. If threads 
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T[ and TT from Fig. 10- 1 5  handle the same incomin¥ (replic�tc-d) invoc,11ion re­
qu.:�t. they ,hould both be scheduled before T� and ��: r�,pecu_\'ely. 

Of cour,e. simply scheduling all threads cletern11111s11cally 1s not necessary. In 
principle. if \\'e already ha,·e totally-ordered reque t delivery. ':e need only to 
ensure thal all requests for 1he \ame replicated object are handled 111 the order they 
\\'ere delivered. Such an approach would allow inrncations for different objects to 
be processed conc111Temly. and without funher restrictions from the thread sched­
uler. Unfortun::nelv. only few sy,tems exist that suppo,·t �ueh toncurrency. 

One approach·. describeu in Basile et al. (2002). en�ures th::it thre�ds sharing 
1he �nme (local) lock are scheduled in the same order on every replica. At the 
basics lies a primary-based scheme in which one of the replica server� takes the 
!t::1d in determining. for a specific lock. \\'hich thread goe, fiN. An i111prorement 
that a\'Oids frequent communication bet\\'een se1'\'ers is de�cribed in Basile ct al. 
(2003). Note that threads tilat uo not �hnr� a lock can thu� operate concurrently on 
each ser\'e r. 

One ur:111 back of this scheme is thar it operates ut the le,·cl of the underlying 
operating sy�tem. me;ining that el'cry lock need� to be managed. By pro\'iding ap­
lJlica1ion-le1·d informntion .. a huge impro,·ement in 1�e�for111ance can be_ made by 
identifying only 1l10�e lock� Lhat are needed for �enahz111g ::icces: to repl_1cated ob­
jert::. (Taiani et al .. 2005). \Ve return tc, the,c b�ues II hen we discus� lault toler-
ance ro.- lal'a. 

Replication fnimc" orks 

.'\11 imcre�ting a�pen of 1110,1 disiributed objcct-ba,ed syst.:nh b that b) 
nawre of 1he object technology it is often possible to make a clean �epnrahon _be­
lll'een de\'isin!l functionality and handling e;..1ra-fu11ctional i,�ue, \UCh ns replica­
tion. A� 11 e �xplained in Chap. 2. a powerful mechani,111 to accompl bh 1hi� 
,eparation i� formed by interceptors. 

Babaoglu ec al. (200-+J de�cribe a fra111e1rnrk in which they use intaceptor, 10 
replicate J;rn beans for HEE ser"cr�. The: idea is relati\'ely �imple: in,·ocation\ 10 
objects are intercepted at three differt'tH point,. as al,o �11011 n in Fig. I 0-16: 

I .  At the client side ju\t before the in\'Ocation is pa��cd to the ;.lllb. 

2. ln�ide the cliem·s stub. where the in1en:cp1ion ronm part of the 
replica1ion algori1hm. 

3. At the sern�r side. just before the object is about to be i n,·ol-.ed. 

The first interception is needed when it turns out that the caller i s  replicated. 
In that ca�e. !.ynchroniz.mion with the other caller� may be needed as we may be 
dealing with a replicated invocation as di,cussed before. 
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Client 

Synchronize with 
01her callers 

-.. 

Replicate 
invocation 

[ Ob�ect ) 

Query/update ob/eel. 
allach addlllonat components 

+- - -t>{ ),,•-- -----...............• Acti vate repllca1lon 
components 

Fii:urc lll-16 . .-\ g�neral f1:11nc\\ork lcir ,ep.ira1ing rcplk«1 io11 algori1hm, from 
11bje,·1, in :111 EJB CII\ lrnnmcnl. 
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_Once i1_ha� l�een decided that th� i11 1 oca1ion c;in be e:.irried ou1. 1he intercep­
tor 111 the clieI11-\1de �tub can take ueci�ion, on ll'here to be forward the ll'quest to. 
or po�,ibl) implement a fail-m·er mech,111b111 11 hen a replica l'annot be reached. 

Fin:111). the ,erver-,idc intercep101· handle;. the in,·ocation. rn fal't. thi� inter­
ceptor i, �pli1 into t\\u. Al the fir,1 point.juM after the request has come in rind be­
fore it i, h:111detl O\t'r to :111 adapter. the replication algor.ithm gel\ control. It can 
then analyze for 11110111 1he rcL1ueq is in1endcu all1111 ing it lQ acti1 ale. if nert':,\arv. 
an) replication objcc1s that it neeu, to can') out the replic:11ion. The second poi;11 

i� juq before the inrncation. allo11i11g 1he replication :1lgorithm 10. for e�ample. 
get .111d ,e1 ,lllrihute , aluc, or the replicateu obje1:1. 

The illlt'rc,ting u�pel't i� 1h:11 the frn111e11ork l'an be ,,.et up indcpendcnl of :1111 
replication algc1rith111. thu� leading to a c11111ple1e �eparntion llf nb_i,:,c1 fun,· tiomil it)' 
and replication of  object,. 

I 0.6.2 Replicatl'cl lnrocations 

r\1101hcr problem that needs to be ,oh ed i, that Llf replicated i11\'oc:1tion,. 
Con,ider an object r\ calling anmhcr object B a\ ,ho\111 in Fig. I 0- I 7. Objec1 B i, 
.i��umcd to rnll � et another ob_icct C. If B i, replicated. euch replica of B \\'ill. in 
1�rinci 1�le. rnll C indepcndentl�. The problem i, that C is now called multiple 
llme� 1115teau of only 011l'e. If the calleu method on C results in the tran,l"cr of 
� I 00.000. 1hen cle<1rly. �omcone i� going to l'Omplain ,ooner or later. 

There ure 1101 m:my genernl-purpo;.e ,ulL1tion� t0 �oh e the problem of repli­
l'ated i111oca1ion�. One ,olution is to simply forbid ii ( \faa�sen e1 al.. 200 I J. 
1� hich make, �en,e \I hen performance i;, at stake. Ho\\ ever. \\'hen 1·eplicating for 
tault t0lcra11l'e, lh� following �olution propo�ed by :--tazouni et al. ( 1995) may be 
ueplo) ell. Their �olu1ion is independent of lhe replitmion polic:y. that i�. the exact 
detaib of ho\\' replicas are 1-ept co11�i�1e111. The c�senL·e i, 10 pro,·ide a replicu­
t1011-a\\'are communication layer on lop of which (replicated) objecb execute. 
When a replicated object B inrnke� another replicated object C. the iill'ocation 
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All replicas see 
the same invocation 

Replicated object 

Figure 10-17. The pruhkm c,f replic"t�d method in,·0c:11io11<. 

request i� first assigned the same. uniqlte iclemifier by each replica of B. At that 
point. a ('OOrdinawr of the replicas of B forn ards its request t� all the replicas of 
object C. I\ hile the other replicas of 8 hold back lhe1r copy �f the JIWOCall?n re­
quesl. as shown in Fig. 10-I S(a). The result is that only :i single request 1� tor-
warded 10 each replica of C. 

(a) 

Coordinator 
of object B 

Result 

(b) 

Figure 10-18. (a) For"arding an in,:ocation reque,1 from a replicated
_ 
object to 

another replicated object. tb) Returning a reply from one replicated ob.1ect 10 an-

other. 

The same mechanism is used to ensure that only a single reply message is re­
turned lo the replil:as of B. This situation is shown in Fig. L0-1 S(b). A coordinator 

SEC. 10.6 CONSISTENCY AND REPLICATION 477 

of the replicas of C notices it is dealing with a replicated reply message that has 
been generated by each replica of C. However. only the coordinator forwards that 
reply to the replicas of object 8. while the other replicas of C hold back their copy 
of the reply message. 

When a replica of B receives a reply message for an invocation request it had 
either forwarded to C or held back because it wa� not the coordinator, the reply is 
then handed to the actual object. 

ln essence, the scheme just described is based on using multicast co111111unica-
1ion. but in preveming that the same message is multicast by different replicas. As 
such. i t  is essentially a sender-based scheme. An alternaiil'e solution is to let a 
receiving replica detect multiple copies of ill(;oming messages belonging to the 
same invocmion. and to pass only one topy to its associated object. Details of this 
scheme are left as an exercise. 

10.7 FAULT TOLERANCE 

Like replication. fattll t0lerance in most di'.-.tributt'd object-based system� use 
the snrne mechanisms as in other distributed sy�tems. following the principles \\'e 
discu�scd in Chap. 8. Ho\\'ever. when it comes tO standnrdization. CORBA argu­
ably provides lhe rno�t comprehensive specification. 

10.7.1 Example: Fault-Tolerant CORBA 

The basic npproach for dealing with failures in CORBA is to replicate objects 
into object groups. Such a group consist� of one or more identical copies of the 
same object. Howewr. an object group can be referenced as if it ,,·ere a single ob­
ject. A group offers the same imerfoce as the replicas it contains. In other words. 
replication is transparent to clie11ts. Different replication strategies are supported. 
including primary-backup replication. aclive replica1ion. and quorum-ba�ed repli­
cation. These strategies have all been discussed in Chap. 7. There are various 
other properties associated with object groups. the details of 11 hich can be found 
in OMG (200-la). 

To prol'ide replication and failure transparency as much as possible. object 
groups should not be distinguishable from normal CORBA objects. Ltnless an ap­
plication prefers otherwise. An important issue. in lhis respect. is ho" object 
groups are referenced. The approach folloll'ed is to use a special kind of IOR. 
caJ!ed an Interoperable Object Group Reference (lOGR). The key difference 
11·ith a norm:il !OR is that an !OGR contains multiple references to differe111 ob­
jects. notably replicas in lhe same object group. In conirast, an !OR may also con­
tain multiple references. but all of them will refer to the swne object. although 
possibly using a different  access protocol. 
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Whene\'er a client pa�ses an IOGR 10 ib ru111imc S)",tem (RTS). 1hat RTS 
allempts 10  bind to one of the referenced replicas. In 1he case of JIOP. the RTS 
may po:,sibly use additional information it find). in one of 1he IIOP protiles of the 
IOGR. Such information can be :,lorcd i n  the Cm11po11m1s field 11·c discu�sed pre­
l'iously. For example. a �pccifil.: 11OP profile may refer to 1he primary or a backup 
of an object group. as �hown in Fig. 10-19. by means of the separate 1:1gs 
TAG_PRIMAR>' and TAG....BACKUP. respec:ti1 ely. 

Interoperable Object Group Reference (IOGR) 

Repository Profile Profile-I Profile 
ID Prorile-N 

IIOP 
ver. 

ldenllfler 10 
' ' ' 

Host·1 Port,, Object 
key-1 Components 

TAG Other group• 
PRIMARY specific information 

IIOP Hosl•N Port·N Object 
ver. key-N Components 

TAG Other group• 
BACKUP spec,lrc information 

Figu rr I 0-19. ,.\ f"'"'hk organiL:11ivn of �n IUGR for :in ohJ.:c1 l'"'"i" '"" ing ;1 
pl'inwr� ,mr.J h:tdup,. 

lf hinding 10 one of1he replica� faib. 1he t:lie111 RTS 111:1) cominue by a11e111pt­
i11g 10 bind to another replica. thereby following any policy for nc'(I ,cleni11g a 
replica that it ',t1i1� w be�l. To the client. the binding procedure i, comple1el) 1ran­
,pare111: it appears ,1� if' the client i� binding to a regular CORBA objcc1. 

.-\11 Example ,-\rchilccture 

To �up1iort object gmups and to handle additional l'ailurc management. it i, 
nece�,ary to add components to CORSA. One po,,ible archi1ec1ure or a fauh-
1olernnt ,·er"ion of CORBA i� �ho\\'n in Fig. I 0-10. This architecture b tleril ed 
from 1he Eternal �,�ten, ( i\lo,er et al .. 1998: and Nara�imhan et al .. 2000). ll'hich 
pro1·ides a fault tolerance infra�tructure constructed on top ol' the Totem reliable 
group communication ,y�tem tt--lo�er et al.. 1996). 

There are ,e\·eral component, that play an imponan1 role in thi, architecture. 
By far the most important one b the replication manager. 11 hich b re\pOn!.ihle 
for creating and managing a group of replicated objects. In principle. there i, only 
one replication manager. all hough it may be replicated for fauh wlerance. 

As \\'e ha\'e sttned. to a clie111 there is no fundame111al difference be1ween an 
(lbjec1 group nnd any mher type of COR BA object. To create an object group. a 
client simply i1wokcs the normal create_object operation ns offered. i n  this c:ll,e. 
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� Cllentor 
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Fi�urt 111-W. An c��mpl� ;irrhitcuur� of a 1·.11,1t-11,krn111 CORB \ ') ,,em. 
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h) the replica1ion manager. ,pecifying the type or object 10 cr.:atc. The client 
remnin, unaware (.if 1hc fac1 1hat it i, implicitly crea1ing an object group. The 
number of replica,;; 1ha1 are ne.ttcd 11 hen ,wrting a new object group i, nor111ally 
determined by the ,y�1em-dcpentlen1 default l't1lue. The replica m:rnag'cr i, al,o 
rt',pon,ible for replacing a replica in the ca,e of a failure. thereby ensuring that 
the number of replicas do<'� not drop beloll' a \pecified minimum. 

The arch itecture abo �h0ll's the U',e of 111e�sage-le1 el i111erceptor,. In the ca,e 
uf the Eternal ,y,tem. each inl'oca1ion i� intercepted and p:1�,ed 10 a ,epmat<:: rep­
lirntion component th:11 maintain, the r<'quired con�i\lency for an object group 
and ll'hich en�ure, that me��ages are logged to enable 1·ecm·ery. 

li11·<1c:uion� are ,ubseque111ly ,.:111 to the 01her group 1ne111ber� using rl'!liable . 
101ally-ordered mullica,ting. In the c:i,e of' actil'e replication. an ii11'ocation re­
que,t i\ pa�sed to each rep I ica object by handing ii 10 thlll objec1 · s under! yi ng run­
time system. Ho11·c1·er. in the ca,e of pa,,il·e replication. tin i111·ocation reque,t i, 
pn��ed only to the RTS or the primary. ll'herea, the other M�r,·er� only log the 
inl'()Cation request for reco,ery purpo,es. When the primary has completed the 
i111"ocation. i 1, ,wte is then mu ltica,t w 1he bat·kup�. 

Thi, an::hilec111re i� based on using imercep1ors. Alternatil'e ,olu1ion<; exi,1 a\ 
11ell. inclLtding tho,e in 11hich fault tolerance h:i, been incC>rporated in the runtime 
.,> �tem {potemially affec1ing interoperability). or in 1\ hich special sen ices are 
used on top of 1he RTS to pro\'ide fault tolerance. Be�ides the,e differences. prac­
tice sho11 � th31 there are other problems not (ye1) COl'Cred by the COREA stan­
dard. As ,ln example of one problem that occur� in practice. if replicas arc created 
on differem implcinemations. there is no guarnmee that this approach ll' ill actually 
work. r\ re1·ie1\ of the different approaches and mi assessment of fault tolerance in 
CORSA is di,cul,sed in Felber and Narasimhan (200-n. 
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10.7.2 Example: Fault-Tolerant Java 

Con�idering the popularity of Java as a language and platform for developing 
distributed npplicutions. some effort has also been into adding fault tolerance 10 
the Java runtime system. An interesting approach is to ensure that the Java virtual 
machine can be used for active replication. 

Active replication essentially dictates that tbe replica servers execute as deter­
ministic finite-stnte machines (Schneider. 1 990). An excellent candidate in Jal'a 
to fulfill this role is the lal'a Vinual Machine (JVM). Unfortunately. the JVM is 
not detcrmini�tic at all. There are various cause� for nondeterm inistic beha\'ior. 
identified independently by Napper ct al. (2003) a1 id Friedman and Kama ('.1003): 

I. JVi\1 can execute nutive code. that is. code that is external to the 
JVM and pro\' ided to the la11er through an interface. The JVM treats 
nathe <.:0de like a black box: it sees only 1he interface. hut has no 
clue about the (potentially nondeterministic) behavior that a call 
cau,es. Thererore. in order to use the JVM for acth·e replication. it i� 
necessary 10 make sure that native code behaves in a determini!,tic 
way. 

2. Input duta may be subject to nondetermini,m. For example. a shared 
,·ariable that can be manipu lated by multiple threads may change for 
different in�tnnce� of the JVi\l as long as threads are allo,,·ed to 
operate co11currcn1ly. To control this behavior. slrnred data should at 
the ,·ery least be protected through locks. As it wrned out. the Java 
rnntime cn,·i ro nment did not always adhere 10 this rule. de�pite its 
,uppon for multithreading. 

.:- In the pre�ence of failures. different JVM!> ll'ill produce different out­
put rel'ealing that the machines ha,·e been replicated. This difference 
may cause problem� when the .IVMs need to brought back i1110 the 
same state. J\fatters are �implified if one citn a�sume char all output i� 
idempotent (i .e .. can simply be replayed), or i� testable �o that one 
can check whether output was produced before a crash or not. Note 
that this a��umption is necessary in order to allow a replica sen·er lo 
decide "hether or not it �hould re-execute an operation. 

Practice shows thut wrning the JVi\1 into a deterministic finite-state machine 
is by no means trivial. One problem that needs to be solved is the fact that replica 
�ervers may crash. One possible organization is to let the servers ruu according to 
a primary-backup scheme. In such a scheme. one server coordinates all actions 
that need to be performed. and from time 10 time in�tructs the backup to do the 
same. Careful coordination bet ween pri nuu·y and backup is required. of cm1 rse. 
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Note that despite the fact that replic:i servers are organized in a prirnnry­
backllp setting, \\'e are still dealing with active replication: the replicas are kept up 
to date by letting each of them execl!te the same operntions in the same order. 
l-l0\\"e,·er. to ensure the same nondeLerministic behavior by all of the sen·ers. the 
behavior of one server is taken as the o ne t0 follow. 

fn this setting, the approach folloll'ed by Friedman and Kama (2003) is to let 
the primary first execute the instruction� of what i s  called a frame. A frame con­
si�ls of the execution of se\'eral context �witches and ends either because all 
threads are blocking for 1/0 to complete. or after a predefined number of context 
switches has taken place. \Yhene,·er a thread is�uc� an l/O operation. the thread i s  
blocked by the JVM put on hold. Wilen a frame starts. the primary kts all 1/0 re­
quests proceed. one after the other. and 1he result� are sent to 1he other replicas. In  
this \I'll)'. at lea�t deterministic beh:w ior with respect to l/O operations i s  enforced. 

The problem ll'ith this scheme is ca�ily �een: the primary i� always ahead of 
the tlll1er replicas. There are t\\'O �i tuntions we net:'d 10 consider. Fir�I. i f  a replica 
scrl'er other than the primary cra,hcs. no real harm is done e.xccpt that the de2ree 
of fal!lt tolerance drops. On the other hand. when the prim:1ry cra�he\. ll'e �,av 
!'ind ourseh·cs in a situation that data (or rather. opcrmion,l are lo�t. 

To minimize the damage. the primary \\'Ork� on a per-frame b:.i,is. That is. it 
sends update information to the Other replica� only after rnmpletion or its CL1rren1 
frame. The effect of this approach i5 that 11 hen the primary i, workin!! 011 the k-th 
frame. 1hat the other replica se1Yers ha,'e all the inl'nrmati()n needed ,; pro<.:e�s the 
frame preceding the k-th one. The damage cun be limited by making l'ramcs �mall. 
at the price of more communication bet\\'een the primary and the backup,. 

10.8 SECURITY 

Ob,·iously. security play, an i1111>0rtan1 role in any diwibutetl sy,1cm aml ob­
ject-based ones are no exception. Wilen con,idering mo�t objCl't-ba�ed di,tributed 
systems. the fact that dbtributed obje<:ts are remote objects immediate Iv lead� to a 
,ituation in which ,ecurity architectures for distribu1ed ,y\tems are ,;ry similar. 
In essence. each object is protel'ted through �t;rndard authentication and authoriza­
tion mechanisms. like the ones ire discussed in Chap. 9. 

To make clear how security can fit in specifically in an object-based di-.irib­
uted system. we shall discuss the �ecuri ty architecture for the Globe sy�tem. A� 
,,·e mentioned before. Globe supports truly distributed objects in \\'hich the ,tate 
of n single object can be spread and replicated acro!.s 111ul

0

tiple machines. Remote 
objects nrc just a special case of Globe objects. Therefore. by considering the 
Globe security architecture. we can also see how it� approach cun be equally 
applied ro more tradi1ional object -based disttibuted systems. After disn1��in� 
Globe. we briefly take a look at �ecurjty in traditional object-ba�cd systems. 

-
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10.8.1 Example: Globe 

As ll'e 5aid. Globe b one of the few distribtllcd object-based �yste111� in which 
an object's state can be phys.ically disuibuted and replicated aero�� multiple 111a­
d1i11e5. This approach also introduces specilic �ecurity problems. 11 hicil hal'e led 
to an architecture as descrilbed in Popescu et al. ('.!002). 

When we consider the rreneral case of i1wokim1 a method on a remote object. 
tht're are at lea�l two issue� that are important fro;,, a �ecurity per�pecth·e: ,·, )  is 
the caller invoking the correct object and (]) i� the c.iller ;1ll01red to inroke that 
method. \\'e rder 10 these two i�� ues n, secure object binding and secure meth­
od inn1cation. n:spec1i1·ely. The former ha_, e1·ery1hing to do II ith m1then1k,1tio11. 
whereas the latter i111oll"es authoriz:llion. Fc1r Globe and other �),temi. that ,up­
port either replication or 1110,·ing object, around. ,,e hn,·e ,111 additional problem. 
namely that of platform security. This kind of �ecurit) cumpri,e, t110 bsue,. 
First. how can the platform to II hich a ( local) object is copied be protected :1gain�1 
nny maliciom code conrained in the object. and �ccondl� .  ho11 can the objt'ct be 
pmtet·ted agnin,t a malicicw� repliea ,encr. 

Being able to copy objects to other host5 also brings up another probkm. 
Beeause the object ,er,·er that i, ho,ting a copy or an object need not alll'il)'� be 
fulll' truMed. there must be a mechani,m that pre,·enb that e1 ery n.:plica ,cn.:r 
ho,iing an object from being alloll'ed 10 al50 e�en11e nn) of an object's method,. 
FOi' e.'(ample. an ol,ject·\ 011 ner may 11 ,lilt 10 re\trict the execution of update 
methods 10 a �mall gmup of replica cr1·ers. ll'hcren, method\ that only rl!atl the 
'1ate of an objl:'ct may b.: executed by any authenticated ,cn·cr. Enforc·ing �ul'h 
policies can be done through reverse access control. 11 hil'h llt' dbcu,, in 111nrc 
detail belo\\'. 

There are se1·eral mcchani,nb deployed in Globe to e,tablbh security. Fir,t. 
e, er) Globe object has nn a,sociated public/p1fra1e key p:1ir. referred to as the ob­
ject key. The ba,ic idea i� 1ha1 an�onc ll"hO ha� knoll"leclgc about an Dbject's 
priYatc key can 5e1 the acce,s policie, fur 115er� and ,en·ers. In addition. e,er) 
replica has an a,sociatetl replica key. 11 hich is al,o constructed a, a publil"lp1frate 
key pair. Thi� J..ey pair i� generated b� the object �erwr curremly ho,ti11g the �pe­
ciric replica. As \\'e II i l l  see. the replica key b used to make ,ure that a ,pccific 
replica is pan of a gi,en distributed �hared object. Finall) . each u�er i, also 
,L,,umed to han� a unique public/pril'nte key pair. known a, the user key. 

These keys are u,ed to set rhe 1·ario11, acce,, right, in the form of L"enificaie,. 
Cenil.icates :ire lrnndecl oul per object. There ,Ire three type�. as shO\\'ll in Fig. 10-
2 1 .  A user certificate is as�ociated ll'ith a �pccific user and ,pecitk� exactly 
11·hich methods that user is alloll'ed to inl'oke. To 1his end. the certificate contain, 
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a bit siring U with the same length as the number of methods available for the ob­
ject. U [ i 1  = I i f  and only if the user is allowed to invoke method M;. Likewise. 
there is also a replica certificate that specifies, for a given replica sen·er. which 
methods it is allowed 10 execute. It also has an associated bit string R. where 
R [ i] = i if and only if the server is allowed to execute method M,. 

User certiticate 

U:0 0 1 0 0 1 1 1 00 

sig(O. (U, K;�.l) 

(a) 

Replica cerlificale 

R: 1 1 000 1 1 1 00 

sig(O. {R. KR
eol )} 

(b) 

Administrative cerlificate 

R: 1 1 0 1 1 1 1 1  00 

U : 0 1 1 0 0 1 1 1 1 1  

0:1  

sig(O, {R,U,D. K;
om

ll 

(c) 

Figurr lll -21. Cenilic:ite, in Glo��: f:il a user ,·enifica1e. (bl n replica certifi­
cate. ICI an ad111ini,trn1i,e ,ertilicate. 

For example. the user certificate in Fig. I0-}l(a) tells that Alice (ll'hO can be 
identified through her public key K.�l,n ). hns the right 10 inl'oke methods M , .  J\J , .  
.116. :ind M 1 (note that 11·e stan indexing U nl 0). Likewise. the replica certificnie 
,tales 1hat the server owning Kii,./11 is alloll'ed 10 execute me1hods M 0. M 1 . M 5. 
.\/ 6. and /117. 

An adminbtrative certificate can be used by any authorized entity 10 is.�ue 
user and replica certificates. In the case. the R :ind U bit mings �pecify for ll'hich 
methods and which entities a certificate can be created. Morco1·er. there i5 bi1 
imlicming whether an adrninistraii,·e e111i1y can delegate (pan of) its rights to 
�omeone el�e. Nole that ll'hen Bob in his role as admini,tr:uor creates a user ceni ­
ricate for Alice. he ll'ill sign that certificate with his 01111 si!mawrc. not that of the 
objel'l. As a consequence. Alice·s certificate ll'ill need to b; traced back to Bob·s 
ad111i11istratil'e certificate. and eventually 10 an ad111ini�tra1ive certificate �i!rned 
ll'ith the object·, pril·ate key. -

Adminis1rati1·e certificates come in handy ll'hen considering that some Globe 
objects may be ma;,sively replicated. For example. :in objec ,·� 0ll'ner may ll"ant 10 
manage only a relatil·ely small set of permanent replicas. but delegate the creation 
of �en·er-initiated replicas ro the servers hosting those permanent replicas. In that 
case. the Oll"ner may decide to allow a permanent replica to install other replicas 
for reacl-only aL·cess by all users. Whenever Alice 11·an1s to inl'oke a read-onlv 
method. she wil I succeed (pro1·ided she is authorized). Ho11 e,·er. ll'hen 11·nn1i1H? t� 
i nl'Oke an update method. she will J,ave to contact one of the permanent repli;as. 
llS none of the 01her replica serl'ers i s  allowed to execute such methods. 

As we explained. the binding process in Globe requires uhat an object identi­
fier (OID) is resolved to a contact addrc� . .  I n  principle. any 5)'stem that �uppons 
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flat names can be  used for this purpos.:. To securely associate an  object's public 
key to its OID. we simply compute the OID as a 160-bit secure hash of the public 
key. ln this way. anyone can ,·erify whether a given public key belongs to a given 
010. These identifier arc also known a� self-certifying names. a concepl 
pioneered in 1he Secure File System (i\lazieres et al.. 1999). which we will tli,cuss 
in Chap. 1 1 .  

We can also check whether a replica R belongs to an object 0. Jn that ca,e. 
\\·e merely need 10 inspect the replica cenifkate for R. and check 11''10 b�uetl ir. 
The ,igncr may bt' an entity wi1h adminbtrati,-e righ1�. in which ca,e 11·0:: need !O 

in�pect i� acl111inb1rati1 e cenifitllle. The bonom line is 1hm we cnn cons1ruct a 
chain of cenificate� of 11·hich the last one is ,igncd u,ing 1he objec1·s prirnte key. 
In 1h:11 c::i,e. 11·c know that R is pnn of 0. 

To mutually protcc:1 objects and ho,1, agnin�t each other. technique, for 
mobile code. n, dc,cribed in Chap. 9 arc tkployed. De1ec1ing that object� hal'e 
been t:1mpen::J 11 i1h cnn be done 11 i1h \pecial nmli1ing technique, 11 hich we will 
dc�cribe in Chap. J J .  

Secure i\Jeth,id Im ocation 

Lei u� now look into the details of srcurcl) in, oh.ing .i me1hod of a Globe ob­
jer1. The comple1e pa1h from requesting an i1ll'oca1io11 to acwally e:s.ccuting the 
opera1ion al a replica i s  sketched in Fig. I 0-22. A tolal of U step, need 10 be exe­
cuted in �equcnce. as �hown in the figure and described in the following tex1. 

Request invocation I Clienl-side SIUb 
1 - �--- -- --, , Check user 

permissions 
nlrol _2 Ject 

r.iarshall 3 

r.,•• I 
Request 
secure 
channel 

Se.cu11ly 
ob1ec1 

Ser.er•sille r,;plic� 

Find suitable 
replica 

• 
SJ 
6 --- -� Secullly 

ob1ec1 
Eslabflsh secure 

channel Decrypl & 
authenticate 

request 

9 

Figure 10-22. Secure method inroca1ion in Globe. 

t 
12 Unma,shall 

i 
1 O Pass request 
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J .  First. an application issues a inl'oca1ion request by locally colling the 
associated method. just like calling a procedure in an RPC. 

2. The control subobject checks the user permissions with the informa­
tion stored in the local security objec1. In this case. 1he security ob­
ject should hal'e a valid user cenificn1c, 

3. The request is mnrshnled and passed on. 

-1. The replication subobject requests 1he middleware to set up a secure 
channel to a sui1able replica. 

5. The security object first initiates a replica lookup. To achie,·e this 
goal, it could use any naming serl'ice 1ha1 can look up replicas that 
hnl'e been specified to be able to execme certain methods. The Globe 
locution service has been modified 10 handle such lookups (Balli11-
rij11. :1003). 

6. Once a 5llitable replica has been found. the security subobject can �et 
up n �,:,rnre channel with i IS peer. af1er which control is returned Ill 
the replicmion 1ubobjec1. Note 1ha1 pan of 1his establishment re­
quires thm the replica prOYes it is allowed lO carry ou1 the reque�1ed 
i111ocation. 

7. The request is now pas�ec.J on 10 the communication subobject. 

8. The �ubobject encrypts and signs the request �o tlm it c:111 pa�, 
through the channel. 

9. After its receipt. the request is dee,"} pied and authenticated. 

10. The reque�t is then sim11ly passed on 10 the sen·er-,ide replication 
subobjec1. 

1 1 .  Authorization takes place: in 1hi, case the user certificme from the 
cliem-side sll!b has been passed 10 the replica so that we can verify 
thar 1he reque�t ct111 indeed be carried ou1. 

I 2. The request is rhen t111mar�haled. 

13 .  Finally. 1he opera1ion cnn be execu1ed. 

Although this may seem 10 be a rclnlil'ely large number of step�. the example 
�hows how a secure method invocation can be broken down into small unit!-. t'ach 
unit being necessary to ensure that an authenticated client can carry ou1 an author­
ized invocation at an authenticated replica. Virtually all object-based distributed 
systems follow 1hese steps. The difference with Globe is that a ,uitable replica 
needs 10 be located. and that this replica needs lo pro1·e it may execute the method 
call. We leave such a proof" as an exercise to 1he reader. 
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10.8.2 Security for Remote Objects 

When using remote objects we orren see that the object reference itself is im­
plemented as a complete client-side �tub. containing all the information tha1 is 
needed to access the remote objen. In its simplest form. the refer.:ncc contains the 
exact contact addre�s for 1he objec1 and uses a s1andard marshaling and communi­
cation protocol to ship an i1wocaiion 10 the remote objec1. 

Howe\·er. in sy�tems such as Jarn. the client-side �1ub (called a prOX)') can be 
vinually an) thing. The ba�ic idea is that the de1·eloper of a remote object abo 
de, elops the proxy and �ubsequently regi�ters the pro.,y 1\ i1h a directory �en·icc. 
When a client is looking for rhe object. it ll'ill e\·entually comact the directory ser­
\ ice. reu·ie\·e 1he proxy. anti imaall it. There are obl'iomly some seiious problem� 
wi1h this approach. 

Fir�t. if the directory serYice is hijacked. then :111 :rnad.cr may be able 10 re­
turn a bogus proxy 10 the clielll. In effect. wch a pro.\\ may be abk to c:omprom­
ise all communica1io11 bctll'een the clie111 anti the sen er ho�ting the remote object. 
uamaging bolh of them. 

Seconu. 1he client has no 11':l)' 10 au11lemica1e the �en·er: ii only has 1he pro,y 
anu all communicaiion II i1h 1he ser1·er net:e,�arily gne� 1hrnugh 1ha1 prox� . Thi� 
may be an unde�irable ,i1uatio11. espec:ially because the diem ml\\ simply need� 10 
1ru�1 the proxy that i1 will do i1s ll'Ork correc1ly. 

Likewi�e. it ma) be more tlillkult for 1he sen·er 10 au1hemica1e 1hc client. 
Authemic:11io11 may be necc,sary ll'hcn sensiti\·e infon11a1io11 b scm Ill the client. 
/\l�o. because clienl m1then1ication is 110\\ tiecl LO the proxy. \\'e ma� also ha\·e the 
situation 1hat an at1ncker i� ,poofing a client cau,ing danrnge 10 the remote objerl. 

Li e1 al. (200-lbJ describe a gen.:-ral �ecuri1y arrhi1.:-c1ure rhat can be u,ed 10 
make remot.:: object i111"0nuions ,afer. In thtir model. 1hey :i��ume that pro,ies ure 
indeed prol'icled by the de\"e lorer or a remote object and registered with a direc­
tory �cn·ice. This approac:h i, followc·d in .la\ a RMI. bul al,o .lini (Sun Micro��,-
1e111s. 20051. 

The lir�l problem 10 soil·e is to au1he111ica1e a remote objec1. 111 their ,olutiQll. 
Li am.I t\litchell propo�e a 1110 -s1ep approach. First. the proxy \\hich is down­
loaded from a tlirec10ry sen ice is ,igned by 1hc remote object allowing the cliem 
to wrify i1s origin. The proxy. in turn. will aurhe111ic:11e the objeLI u,ing TLS 1\ith 
se1Ter authentication. ns we di�cus�ed in Chap. 9. Note 1h::11 i1  i:-. 1he object 
de1·eloper'� wsk lO make �ure 111.u 1he prO.\Y indeed properly autl1emica1cs the ob ­
ject. The cliem \\'ill ha\·e 10 rely on this beha\'ior. but because i t  is capabk of 
mnhenlicating the proxy. relying on object m11hen1icmion is nr the same le, el a� 
1rus1ing the remote object 10 beha\·e decently. 

To auLhen1icate 1he client. a separate authemicator is used. When a client is 
looking up 1he remote object. ii will be directed to this authenticator from ll'hich ii 
doll'nlo:ids an authentication proxy. This is a special proxy 1hai offers an inter­
face by which the client can have itself authemicated by the remote object. l f  this 
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au1hentica1ion �ucceeds. 1hen lhe remo1e objec1 (or aclllally. i1s object serl'erJ will 
pass on 1he acuwl proxy 10 the client. No1e 1hat 1his approach allows for m11hen1i­
ca1io11 independem of the protocol used by 1he actual proxy. \I hich is considered 
an imponam ad\·anwge. 

Ano1her i111porta111 ad, antage of separating client authen1ica1ion is 1hat i1 is 
now possible 10 pass dedicated proxies 10 clie111s. For example. cenain clients may 
be allo\n:tl 10 reques1 only e,ecu1io11 of read-only 111e1hods. In such a ca�e. after 
au1hen1ica1ion has lilken place. the client wiU be handed a proxy that offers only 
such me1hods. and no other. j\ lore refined access control can easily be en l'i aged. 

10.9 SUM1IARY 

tl·lost objec1-based dis1ribu1ed sys1ems u,e a remo1e-objec1 model in which an 
object .is ho�1ed by �erwr 1ha1 allo\1·s remote cliems 10 do me1hod in\·ocaiion,. In 
111a�y ca,e,. the,e objects will be cons11'l1c1ed :u ru111i111e. effet:liYely meaning 1hm 
1heir �1:n.:. and po�,1bl) aho code is loaded inlll an obj.-:ct �en·er \\'hen a client 
does a rcmme in\ \1ca1ion. Globe is a system in \\ hich 1ruly distributed shared ob ­
jec:1s are -t1pp(1necl. I n  this case. an objert's �late ma� be phy,ically di�u·ibu1eu 
and replic:a1ed aero�� muiliple marhine�. 

To suppon di,1ribu1ed objects. ii is imponam 10 separate functionaJity from 
ex1ra-fl1m:1ional propenie� such as fauh tolermKe or �calabili1y. To 1hi, end. 
ach·ancctl objec:1 �erver� ha\·e bee 11 tle\·eloped for ho�,i ng objects. An object �en t'r 
pro\·icles ninny �er\'ices to bn�ic objer1s. im: Juding facilities for !>lori112: �bject�. or 
lo c��ur� ,erializmion. of int:oming req ue,1� . .  Another imponnnt role is pro1·iding 
the 1llu�1on to the out�1de world Lhal a colleL'lion of data and procedures opern1inl! 
on that data correi.pond 1t1 the c·oncepl of an object. This role is i111plemen1ed b:, 
mean� of objec:1 .id:ipter�. 

' 

Whe�, it comes 10 rnm1:1 unicrnio11. 1he pre1:il em 11ay w in\oke an object i� b) 
1m:an, ot a re11101e method 1111·orn1ion ( R:'-11 J. \1·hich ii. \·ery �imilar to an RPC. An 
importa111 differenc:e i:, that di�1ribu1ed objects generally pro\·ide a sy�1emwide ob­
ject reference. allowing a proce�� to acce�� an obj�ct fn>m any machine. Global 
objec1 reference �oh e many of 1he para111c1er-pa�,ing proble111;· 1ha1 hinder acce�; 
transparency of RPCs. 

There are many different 1\·ay� in II hich 1he�e objec1 references can be imple­
mented. ranging from �imple pa�si1 e cl:ua �,ructure� de;cribing precisely ll'here a 
re!note obJCCt can be conta�1ed. 10 portable \:Ocie 1ha1 need simply be inrnked by a 
cl1en1. The hiller approach 1� now commonly adopted for .l.1\·a R:\11. 

There arc no �pecial mea;ure\ in most �y,1em� 10 handle object �vnchroniza-
1ion. An impon:1111 exception is lhe \\'ay thill S) nchronized Jara 1;1ethods arc 
trea1ed: the synchroniza1ion lakes place only between rlients running 011 the same 
1:iachine. Clients running on diflerc-111 machine., need to take �pec:i,i �) nchroniza­
uon measure;. These mea,urei. are not pan of the Jam languag�. 
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Entry consistency i s  a n  obvious consistency model for di�tribu1ed objects and 
i�  (often implicitly) �upported in many �ystems. ll is ob\'ious as \\e can naturally 
associate a �epnrate lock for each object. One of the problems resulting fro111 
replicating objects are replicmed in\'ocations. This problem is more evident be­
cause object, tend to be treated as black boxes. 

Fault tolerance in distributed object-based systems very much follows the ap­
proache- used for other distributed systems. One exception is formed by trying to 
m:1ke the Java virnml machine fault tolerant by leuing i t  operate as a de1er111inistic 
finite �late 111achine. Then. by replicating a nu111ber of these machines. we obtain a 
natural way for pr0\'iding fault tolerance. 

Security for distributed objects evolves around the idea of supponing secure 
method i111·oca1ion. A comprchensil· e example that gencrnliLes these invocations 
10 replicated object:s is Globe. As it turns out. it is possible to cleanly separ:ue pol­
icies l"ro111 mechanbms. This is true for authentication a� well a� authorization. 
Sp�dal anemion needs 10 be paid to sys1e111s in which the client is required to 
tlownload a proxy from a directory sen ice. as is commonly the case for Jal'a. 

PROBLE!\1S 

I. \\'c made a di,t i11c1ion be1ll'ecn remote object, nml di,1ribu1ed objec1s. Whm i, 1he 
di !Terence'! 

2. \\'hy i, it u,eful to define the interface, of an  ubject in un Interface Definition 
Language: 

J. Some implement.Hion, of distributed-object 111iddle11are system� ar.: emirely bused on 
d) nnmic method i111 ocations. E, en srntic i111 ocatiom, are compiled 10 d) namic ones. 
\\lh:H is 1he benefit of this approach'? 

�- Outline a ,implc protocol th:'.ll implements at-most-once ,cmantic, for illl object in1·0-
cation. 

5. Should 1h.: client nnd ,ener-,ide objects for :t�ynchronou< me1hod i111·ocation be per­
�i>tenl'? 

6. I n  the te,\t. 11e mentioned 1ha1 an implc111e111::i1ion of CORBA', a,ynchronou, method 
i111oc:uio11 do not affect the ,en er-side i111ple111en1a1io11 of nn object. Explain "hY this 
is the ca,e. 

7. Gi,·e 011 exampk in which 1he (inad,,mem) use of' callback mechnni,ms cnn en,ily 
lead 10 an unw:1111cd ,ituation. 

8. 1� ii po•�ible for :111 object to hove more 1han one serrnn1'! 
9. 1, it possible to ha, e ,ystem-specific i111plemema1ion, of CORBA objec1 reference, 

11 hik still being able 10 exchange references ll'ith 01her CORBA-ba,cd system,? 
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I 0. Holl' <·an _,,e .iu1hc111ica1c the contact addresses returned hy n lookup <en i.·e for secure 
Globe ,1hJcc1s'! 

1 1 .  \\'hat is the key clilTerenc.: bcil\een object references in CORBA and those in Globe'? 
12. Con,i<ler Globe. Outline .i simple protocol b) which a ,ecurc d1:11111el is set up be­llleen :1 u,er l>'."OX) (11l11ch has a�cc,, 10 Lhc Alice·, pri,·mc key) and a rcplic.i 1ha1 I\C knm, fnr ccn:11n can execute a g11 en method. 
D. Gi,·c a�, example implementation or :111 object reference that all1111 s a dicnt ,0 hind 10 

a tr:10�1e111 re11101e object. 
1.;. J:11 a and 01h.:r lnnguagc, ,uppon exception,. 11 hid, are rni,cd II hen a11 error ocnm, 

Hm1 11ould ) l)U imple111e111 exceptions in RPCs and Rillh'? 
15. Hllll 110'.tld _)OU im:orporn1c peri.i,1e111 a,) nchrnnou, communit·:11io11 imo a model c,f 

rn111111un1c:111011 based 011 R:,. lls ro n:11101e objec1s'! 
I 6. Con,idcr a di,1ribtned obJ1x·1-ba,ed <>·,1e111 that supports nbjecl rcplic:uion. in II hh:h 

all mrthod m, 0,:111()11, ure 101;111) orJ.:rcu. ,-\1,o. a"ume 1hu1 ,111 object in, ocation i\ 
atum1...- k.g .• _ becau,c e, er� ubjet'l i, a11to111:t1icall) lock.:d II hen 1111 oi-ed 1. Doc, ,uch a 
') ,11:111 pn11 1di: entr) CCHhi,t,·n,) ' \\"hat uhoul "-"guenti:il cnnsi,rcnc) "! 

17.  De,l·ribe a recei, cr-ba,cd ,cheme for dealing II i1h rcplic:ned i111 oc:11in,is. a, men­
tiuneJ in the 1e,1. 
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