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Secure channels and aceess control require mechanisms to distribute crypto-
graphic keys. but also mechanisms o add and remove users from a system. These
topics are covered by what is knewn as security management. In a separale sec-
tion. we discuss issues dealing with managing cryprographic keys, secure group
manangement, ad handing out certiticates that prove the owner is entitled to ac-
cess specified resources.

9.1 INTRODUCTION TO SECURITY

We start our description of security in distributed systems by taking a look at
some general security issues. First. it is necessary to detine what a secure system
is. We distinguish security policies trom security mechanivms. and take a look a
the Globus wide-area system for which a security policy has been explicitly fer-
mulated. Our second concern is to consider some general design issues for secure
systems. Finally, we brietly discuss some cryptographic algorithms. which play a
Key role in the design of security protocols.

9.1.1 Security Threats, Policies, and Mechanisims

Security in a computer system is strongly related to the notion ot dependabil-
ity. Intormally. a dependable compuiter system is one that we justifiably wust 1o
deliver its services (Laprie. 1993). As mentioned in Chap. 7. dependability in-
cludes availability, reliability. satety. and maintainability. Howexer. if we are o
put our uust in @ computer system. then contidentiality and integrity should also
be tiaken into account. Contidentialily reters to the property ol a computer sys-
tem whereby its information is disclosed only to authorized parties. Integrity is
the characteristic that alterations to a system's assets can be made only” in an auth-
orized way. In other words. improper allerations in @ secure computer system
should be detectable and recoverable. Mijor assets of any computer system e its
hardware, software. and data.

Another way of fooking at securily in compular systems is that we auempt to
protect the services andi data it offers against security threats. There are four
types of security threats to consider (Pfleeger. 2003):

1. Interception

19

Interruption
3. Moditication
4, Fabrication

The concept of interception reters to the situation that an unauthorized party
has gained access o a service or data. A typical example of interception is where
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communication between nwvo pinties has been overheard by someone else. Inter-
ception also happens when data are illegally copied. l'or example. after breaking
into a person’s private directory in a file system.

An example of interruption is when a file is corrupted or lost. More generally
interri!ption refers 1o the situation in which services or datal become unavailable,
unusiable. destroyed. and so on. In this sense. denial of service attacks by which
someone niliciously attempts to make a service inaccessible to other parties is a
security threat that classities as interruption.

Moditications involve unauthorized changing ol data or tampering with a set-
vice so that it no longer adheres 1o its original specitications. Examples ol moditi-
citions include intercepting and subsequently changing ransmived data. ampetc
ing with database entries. and changing a program so that it secrelly logs the
activities o its user.

Fabrication refers o0 the situation in which additional data or activity are gen
erated that would normally notexist. For example. an inruder may atlempt o add
an entry into a password lile or database. Likewise, it is sometimes possible to
break into a system by replaving previously sent messages, We shall come across
such examples later in this chapter.

Nole that interruption, modilication. and fabrication can each be seen as a
form ol data Fulsiliciuion.

Simply stating that a system should be able 10 protect itsell against all pos-
sible security threats is not the way 1o actualty build a secure system, What is tirst
needed is a description ol security’ requirements. that s, a security policy. A secu-
vity policy describes precisely which actions the eatities in a system ure allowed
10 take andd whieh ones are prohibited. Entities include users. services. dati. ma-
chines. and so on. Once a security policy has been laid down. it becomes possible
o concentrate on the security mechanisms by which a policy can be enforced.
Important security mechanisms are:

I. Encryption
2, Authentication
5. Authorization

4. Auditing

Encryption is tundamental to computer security. Encryption transtorms dati
into something an attacker caonot understand. In other wordds. encryption provices
A means to implement data confitlentiality. In addition, encryption allows us to
check whether data have been modilied. It thus also provides support for integrity
chechs.

Autheruication is used to verify the claimed identity ot a user. client. server,
host. or other entity. In the case of clients. the basic premise is that betore a ser-
vice starts to perform any vwork on behalf of a client. the service must leam the
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client’s identity (unless the servive is available 1o all). Typically. users are auth-
enticated by meas of passwords. but there are many other ways to authenticate
clients.

After a client has been authenticated. it is necessary’ to chech whether that cli-
ent is authorized to pertorn the action requested. Access to records in a medical
database is a typical example. Depending on who accesses the database. perinis-
sion may be granted to read records. to madify certain fields in a record. or to add
or remove a record.

Auditing rools are used to trace which clients accessed what. and which way.
Although auditing does not really provide any protection against security threats,
audit logs can be extremely useful for the analysis of a security breach. and subse-
quently- taking measures against intruders. For this reason. attackers are generally
keen not to leave @y traces that could exentually lead to exposing their identity.
In this sense. logging accesses makes attacking sometimes a riskier business.

Example: The Globus Security Architecture

The notion of sccurity policy and the rule that security’ mechanisms play in
distributed systems Tor enforcing such policies is often best explained by taking
look at a concrete example. Consider the security policy detined for the Glohus
wide-arca system (Chervenali et al.. 2000). Globus is a system supporting large-
scile distributed computations in which many hosts. files, and other resuurces are
simultimeously used for doing a computation. Such environments are also reterred
t ag computational grids (Foster and Kesselman, 2003). Resources in these grids
are olten located in dilferent administrative domains that may be located in dif-
lereat parts o the world.

Because users and resources are vast in number and widely' spread across dif -
ferent administrative domains. security is essential. To devise and property use se-
curity mechanisis, it is necessary to understand what exactly needs to be pro-
tected. and what the assumptions are with respect to security. Simplifying matters
somewhat. the security policy for Globus entails the following eight statemeats,
which we explain below {Foster et al.. 1998):

. The environment consists of multiple administrative domains.
2. Local operations (i.e.. operations that are carried out only within a
single domain) are subject to a local domain security’ policy only.

3. Global operations (i.e.. operations involving several domains) require
the initiator to be knowwn in each domain where the operation is car-
ried out.

.
-—

Operations between entities in different domains require mutual
authentication.

5. Global authentication replaces local authentication.
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. Controlling access to resources is sub ject to local security only.
g J 3

[2)]

7. Users can delegate rights to processes.

8. A group of pracesses in the same domain can share credentials.

Globus assumes that the environment consists of multiple administrative do-
mains. where each domain has its ovn local security policy. It is assumed that lo-
cal policies cannot be changed just because the domain participates in Globus, nor
can the overall policy ol Globus override local security decisions. Consequently.
security’ in Globus Will restrict tselt 10 operations that aftect multiple domains.

Related 10 thes issue is that Globus assunies that operations that arc entirely
local to a domain are subject only to that domain’s security policy. In other words,
it an operation is initkued wud carried out within a single domain. all security
issues will be carned out using local security measures only. Globus will not im-
pose additional measures.

The Globus security” policy’ states that requests tor operations ciun be initiated
either globally or locally. The initialor. be it a user or provess acting vn behalf of a
user. must be locally known within each domain where that operation is carried
out. For example. a user may have a global name that is mapped o domain-spe-
citic local names. How exactly that mapping takes place is letl: 1o each domain.

An important policy statement is that eperations between entities in different
domuins require mutual stuthentication. This means. for example. that i a user in
one domam makes use of a service from another domain. then the identity of the
user wifl have to be verified. Equally important is that the user will have to be
assured that he is using a service he thinks he is using, We return to authentica-
tion. extensively, later in this chapter.

The above two policy issues are combined into the following security require-
ment. It the identity of a user has been verified, and that user is atso known
locally in a domain, then he can act as being authenticated for that local domain.
This means that Globus requires that its systemwvide authentication measures are
swlTicient to consider that a user has already been authenticated for a remote do-
main (where that user is known) when accessing resources in that domain. Addi-
tional authentic:ation by that domain shouid not be necessary.

Once a user (or process acting on behalf of a user) has been authenticated. it is
Still necessary to verify the exact access rights with respect to resources. For ex-
ample. a user wanting to modify a file will first have to be authenticuted, after
which it can be checked whether or not that user is actually permitted 10 modify
the file. The Globus security policy states that such access control decisions are
made entirely local within the domain where the accessed resource is located.

To explain the seventh statement. consider a mobile agent in Globus that car-
ries out a task by initiating several operations in different domains. one after an-
other. Such an agent may take a long time to complete its task. To avoid having
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to communiciue with the user on whose behalf the agent is acting. Globus requires
that processes cun be delegated a subset of the user's rights. As a consequence. by
authenticating an agent and subscquently checking its rights. Globus should be ab-
fe to allow an agent to initiate an operation without having to contact the agent’s
owner.

As a final policy statement. Globus requires that groups of processes running
with a single domain and acting on behalf of the same user may share a siagle set
of credentials, As will be explained below. credentials are needed for authentica-
tion. This statement essentially opens the road to scalable solutions for authentica-
tion by not demanding that each process carries its own unique set of credentials.

The Globus security policy allows its designers to concentrate on developing
an overall solution for security. By assuming each domain entorces its own secu-
rity policy. Globus concentrates only on security threats invelving multiple do-
muins. n particular, the security policy indicates that the important design issues
are the representation of a user in a remote domain. and the allocation of re-
sources from a remote domain to a user or his representative. What Globus there-
fore primarily needs. are mechanisms for cross-domain authentication. and mak-
ing a user known in remote domains.

For this purpose. two types of representatives are introduced. A user proxy is
i process that is given permission to act on behulf of a user tor a limited period of
time. Resources we represented by resource proxies. A resource proxy is a proc-
ess running within a specific domain that is used to translate global operations on
a resource into local operations that comply with that particular domain’s security
policy. For example. & user proxy typically communicates with a resource proxy
when access to that resource is required.

The Globus security architecture esseatially consists ot entities such as users.
user proxies, resource proxies, and general processes. These entities are lociuted in
domains and interact with each other. In particular. the security architecture de-
tines tour different protocols. as illustrated in Fig. 9-1 [see also Foster et al.
(19931

The tirst protocol describes precisely howw a user can create a user proxy und
delegate rights to that proxy. In particular. in order to let the user proxy act on
behall of its user. the usergives the proxy an appropriate set of credentials.

The second protocol specifies how a user proxy can request the allocation of a
resource in @ remote domain. In essence. the protocol tells a resource proxy to
create i process in the remote domain after mutual authentication has taken place.
That process represents the user (just as the user proxy did). but operates in the
same domain s the requested resource. The process is given access to the re-
source subject totlie access control decisions local to that domain.

A process created in aremote domain may initiate additional computations in
other domains. Consequently. a protocol is needed to allocate resources in a re-
mote domain as requested by a process other than a user proxy. In the Globus sys-
tem, this type of allocation is done via the user proxy. by letting a process have its
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Figure ¥-1. The Globus security architecture.

associated user proxy request the allocation of resources. essentially following the
second protocol.

The fourth and last protocol in the Globus security architecture is the way a
user can make himself known in a domain. Assuming that a user has an accountin
a domain. what needs to be established is that the systemwide credentials as held
by a user proxy are automatically converted to credentials that are recognized by
the specific domain, The protecol prescribes how the mapping between the global
credentials and the local ones can be registered by the user in a mapping table
local to that domain.

Specitic details of each protocol are described in Foster et al. (1998). The im-
portant issue here is that the Globus security architecture retlects its security pol-
icy as stated above, The mechanisms used to impiement that architecture. in par.
ticular the above mentioned protocols. are common to many distributed systems.
and are discussed extensively in this chapter. The main difficulty in designing
secure distributed systems is not so much caused by security mechanisms. but by

‘'~
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deciding on how those mechanisms are o be used 1o enforce a security policy. In
the ne.xi section. we consider some of these design decisions.

9.1.2 Design Issues

A distributed system. or any computer system for that matter. must provide
security services by which a wide range of security policies can be implemented.
There are a number ol important design issues that need to be taken into account
when implementing general-puipose security services, In the following pages. we
discuss three of these issues: focus of control. layering of security mechanisms.
and simplicity {see also Gollmann (2006)}.

Focus of Control

When considering the protectien ol a {possibly distributed) application, there
are essentially three differem approaches that can be followed. as shown in
Fig. 9-2. The tirstapproach is 1o concentrate directly on the protection of the data
that is associated with the application. By direct. we mean that irrespective ot the
various operationss that cun possibly be performed on a data item. the primary con-
cern is 10 ensure data integrity. Typically. this type ol pratection occurs in data-
bise systems in which various integrity constraints can be formulated that are au-
tomaticilly checked each time a data item is modified [see. for example. Doorn
and Rivero {2002)).

The second approach is e concentrate on protection by specilying exactly
which operations may be invoked, and by whom. when certain data or resourc:es
are to be accessed. In this case. the focuys of control is strongly related to access
control mechanisms, which we discuss extensively later in this chapter. For ex-
ample. in an object-based syvstem. it may be decided to specify for each method
that is made available to clients which clients are permitted (o invoke that method.
Alternatively. access control methods can be applied to an entire interface offered
by an object. or to the entire vbject itself. This approach thus allows for various
granularities of access control.

A third approach is to focus divectty on users by taking measures by which
only specific people have access to the application. irrespective of the operations
they want to carry oul. For example. a database in a bank may be protected by
denying access to anyone except the bank’s upper management and people specif-
ically authorized to access it. As another example. in many universities, certain
data and applications are restricted to be used by luculty and staff members only.
whereas access by students is not allowed. [n effect. control is focused on defining
roles that users have, and once auser’s role has been verified. access to a resource
is either granted or denied. As part of designing a secure system. it is thus neces-
sary to define roles that people may have, and provide mechanisms 1o support
role-based access control. We return to roles later in this chapter.
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Figure 9-2. Three approaches for pruleviivn againsl sceurity threis, ) Pu-
lection against ihalid operalions by Prolection aguinst unauthorized Mca-
lions. (¢ Protection aguinsl mautharized users.

Layering of Security Mechanisms

An important issue in designing secure systcms is to decide at which level se-
curity mechanisms should be placed. A level in this context is related to the logi-
cal organization of a system into a number of layers. For example. computer net-
works are often organized ino layers following some reference model. as we dis-
cussed in Chap. 4. In Chap. ). we introduced the organization of distributed sys-
tems consisting of separate layers for applications. middleware, operating system
services, and the operating system kernel. Combining the laycred organization of
computer networks and distributed systems. leads roughly 10 what is shown in
Fig. 9-3.

In essence. Fig. 9-3 separates generil-pupose services from communication
services. This separation is important for understanding the layering of seourity in
distributed systems and. in particular, the notion of trust. The difference between
trust and security is important. A system is either secure or it is not (taking various
probabilistic measures into account). but whether a client considers a system to be
secure is a matter of trust {Bishop. 2003). Security is technical; trust is emotional.
In which layer security mechanismis are placed depends on the trust a client has in
how secure the services are in a particular layer.
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Figure 9.3, The logical organization L a distrianted sistemintorseveral fayers,

As an example. consider an organization locuted at different sites that are con-
nected through a communication service such as Sywiched Multi-megabit Data
Service (SMDS). An SADS nenwvork can be thought ol as a link-level backbone
comecting various locaktarea newworks at possibly” geographically dispersed sites.
as shown in Fig, 9-1.

LS
LS

Figure 9-4. Seieral sites vomeeted theough a wideares backbane service.

Encryption device

Security can be provided by placing encryption devices at each SVIDS router.
as also shown in Fig. 9<1. These devices automatically encrypt and deerypt pack-
ets that are sent between sites. but do not otherwise provide secure communicir
tion between haosts at the same site. If Alice a site A sends a message (o Bob at
site 8. and she is worried about her message being intercepted, she must at least
trust the encryption of intersite watfic 1o work properly. This means, tor example.
that she must trust the system administrators at both sites to have taken the proper
measures against tampering with the devices.

Now suppose that Alice does not trust the security of intersite traftic. She may
then decide 10 take her own measures by using a wansport-level security service
such as SSL. SSL stands for Secure Sockets Layer and can be used to securely
send messages across it TCP connection. We will discuss the detils of SSL later
Chap. 12 when discussing Web-based systems. The important thing to observe
here is that SSL allows Alice to set up a secure connection to Boab. All transport-
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level messages will be encrypted—and at the SMDS level as well. but that is ol
no concern to Alice. In this case. Alice will have to put her trust into SSL. In other
words. she believes that SSL is secure.

In distributed systems. security mechanisms are often placed in the middle-
ware layer. It Alice does not trust SSL. she may want to use a local secure RPC
service. Again. she will have 1o trust this RPC service 1o do what it promises. such
as not leaking information or properly authenticating clients and servers.

Security services that are placed in the middleware layer of a distributed sys-
tem can be trusted only it the services they rely on to be seeure are indeed secure.
For example. i a secure RPC service is partly implemented by means of SSL.
then trust in the RPC service depends on how much trust one has in SSL.. If SSL is
not trusted. then there can be no trust in the security ot the RPC service.

Distribuwion of Security iMechanisms

Dependencies  between services regarding trust lead to the notion of a
Trusted Computing Base (TCB). A TCB is the set ol all security mechanisms
in a (distributed) computer system that are needed to enforce a security policy.
and that thus need to be trusted. The smaller the TCB. the better. II" a distributed
system is built as middleware on an existing network operating system. its securi-
ty may depend on the security of the underlying local operating systems. In other
words. the TCB in a distributed system may include the local operating systems at
various hosts.

Consider a file server in a distributed file system. Such a server may need o
rely on the various protection mechanisms offered by its loci! operating systen.
Such mechanisms include not only those for protecting liles against accesses by
processes other than the file server. but also mechanisms to protect the file scrver
from being maliciously brought down.

Middleware-based distributed systems thus require trust in the existing local
operating systems they depend on. If such trust does not exist. then part of the
functionality ot the local operating systems may need to be incorporated into the
distributed system itself. Consider a microkernel operating system. in which mest
operatingsystem services run as nornmnal user processes. In this case, the flile sys-
tem, lor instance. can be entirely replaced by one tailored to the specific needs of
a distributed system. including its various security measures.

Consistent with this approach is 10 separite security services from other types
of services by distributing services across difterent machines «lepending on
amount ot security required. For example, lor a secure distributed file system. it
may be possible 10 isolute the file server from clients by placing the server on a
machine with a trusted operating system. possibly running a dedicated secure file
system. Clients and their applications are placed on unttusted machines.

This separation eftectively reduces the TCB to a relatively small number of
machines and software components. By subsequently protecting those machines
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against security atlacks {rom the outside. overall wust in the security ot the distrib-
uted system can be increased. Preventing clients and their applications direct ac-
cess 1o critical services is Followed in the Reduced Interfaces fur Secure Sysiem
Components (RISSC) approach. as described in Neumann (1993). In the RISSC
approach. any security-critical server is placed on a separate machine isolated
trom end-user systems using low-level secure network intertaces. as shown in
Fig. 9-3. Clients and their applications run on ditferemt machines and can access
the secured server only through these network intertaces.

No direcl access
Servers running secured ser/ices from other machines

[ % [1 W | B Access control

} \ device

Clignts Unsecured server

Figure -3, The principle of RISSC ay applied tov secure distributed systems.

Simpliciny

Another important design issue related to dectding in which layer 10 place se-
curity mechanisms is that ol simplicity. Designing a secure computer system is
generally considered a difticult tisk. Consequently. if a systermn designer cuan usc a
few. simple mechanisms that are casily understood and trusted 1o work, the better
it is.

Untortunntely. simple mechanisms are not alywvays suflicient for implementing
security policies, Consider once again the sitwation in which Alice wanis to send a
messige 1o Bob as discussed above. Link-level encryption s a simple and easy-
to-understand  mechanism 10 protect against interception of intersite message
ralfic. However, much more is necded if Alice wants 10 be sure that only Bob
will receive her messages. In that case. user-level authenticalion services wre
needed. and Alice may need te be aware of how such services work in order 1o put
her trust in it. User-level authentication may therefore require at least a notion of
cryprographic keys and avvareness ol mechanisms such as certiticates. despite the
fact that many security services are highly automated and hidden Itom users.

In other cases. the application itsell is inheremly complex and introducing se-
curity only makes matters worse. An example application domain involving com-
plex security protocols (as we discuss later in this chapter) is that of digital pay-
ment systems, The complexity ol digital paymem protocols is often caused by the
fact that multiple parties need to communicate to make a payment. In these cases.
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it is important that the underlytng mechanisms that are used to implemem the pro
tocols are relatively simple and easy 1o understand. Simplicity will contibute 1o
the trust that end users will put into the application and. more importantly. will
contribute 1o convineing the designers that the system has no security holes.

9.1.3 Cryptography

Fundamental 10 security in distributed systems is the use of cryptographic
techniques. The basic idea of applying these techniques is simple. Consider a
sender § wanting 10 transmit message s 10 a receiver R. To protect the messige
agiinst security threats, the sender first encrypts it into an urnintelligible message
m’. and subsequently sends 21”10 R. R. in turn, must decrypt the received mes-
sige into its original form .

Encryption and decryption are accomplished by using cryptographic methods
paramelerized by keys. as shown in Fig. 9-6. The original form ot the message
that ts sent is called the plaintext, shown as £ in Fig. 9-6: the encrypted torm is
referred 10 as the ciphertext. illustrated as C.

Passive intruder Acitive inlruder Ach’e intruder
only lislens to C can alter messages can Insert messages
A A
— | s
Y
. Encryplion Ciphertext Decryption
Plainlext, P = H— 1 t—>
inlex > ethaa C=E(P) — mathod Plalntext
A
. 4
Encryption Deceyption
Sender key. Ex key, Dy Receiver

Figure 9-6. Intruders and eas esdroppers in communteamion,

To describe the various security protocols that are used in building security
services for distributed systems. it is usetul 1o have a notation to relate plaintext,
ciphertest, and keys. Following the common notational conventions. we will use
C = Ex(P) 1o denote that the ciphertext C is obtained by enciypting the plaintext
# using key K. Likewise, P =Dx(C) is used to express the decryption of the
ciphertext C using key K. resultiag in the plaintext £.

Returning 10 our example shown in Fig. 9-6, while transterring a message as
ciphertext C, there are three ditlerent attacks that we need to protect against. and
for which encryption helps. First, an intruder may intercept the message without
either the sender or receiver being aware that eavesdropping is happening. Of
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course. it the transmitted message has been encrypted in such a way that it cannot
be easily decrypted without having the proper key. interception is useless; the in-
truder will see only unintelligible data. ( By the way. the tuctalone that a message
is being wansmitted may sometines be enough tor an intruder to draw conclu-
sions, For example. if during a world vrisis the amount of tratfic into the White
House suddenly drops dramaticuily while the amount of waffic going into a cer-
tain mountain in Colorado increases by the same amount. there may be useful in-
formation in knowing that.)

The second type of attack that needs 1o be dealt with is that of moditying the
message. Moditying plaintext is easy: moditying ciphertext that has been properly
encrypted is much more difficulc because the intruder will First have o dectvpt the
message before he can meaningfully modify it. In addition. he will also have 1o
properly encrypt it again or otherwise the receiver may notice thal the message
has been tampered with.

The third type of attack is when an intruder inserts encrypted messages into
the communication system. attempting to make K believe these messages came
from §. Again. as we shall see later in this chapter. encryption can help protect
against such attacks. Note that iff an intruder can modify messages. he can also
insert messages.

There is a fundamental distinction between different cryptographic systems.
buased on whether or not the encryption and decryptivn key are the same. In a
symmelric cryptosystem. the siime key is used toencrypt and decrypl a message,
In other waords,

P = Dy (Eg(P))

Symmelric cryprosystems are also referred 10 as secret-key or sharedkey systems,
because the sender and receiver are required to share the same key. and to ensure
thian protection works, this shared key must be kept secret: no one else is allowed
to see the key. We will use the wotation K g to denote a key shared by A and B.

In an asymmetric cryptosystem. the keys for encryption and decryption are
ditferent, but 1ogether form a umique pair. In other words, there is a separate Key
Kg Tor encryption and one for decryption, Kp. such that

P =Dy, (Eg (P))
One of the Keys in an asymmetric cryptosystem is kepl private: the othet is made
public. For this reason. asymmetric cryptosystems are also reterred to as public-
key systems. In what follows, we use the notation K3 to denote a public key
belonging 10 A, and K3 as its corresponding private key.

Anticipating the detailed discussions on security protocols later in this
chapter. which one ot the encryption or decryption keys that is actually made pub-
lic depends on bow the keys are used. For example. it Alice wants to send a confi-
dential message 10 Bob. she should use Bob’s public key to encrypl the message.
Because Bob is the only one holding the private deeryption key. he is also the
only person that can decrypt the message.
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On the other hand. suppose that Bob wants to know for sure that the messagre
he just received actually came trom Alice. [n that case. Alice can keep her en-
cryption key private to encrypt the messages she sends. [t Bob can successfully
dectypt a message using Alice's public key (and the plaintext in the message has
enough imlormation to make it meaningful to Bob). he knows that message must
have come from Alice. because the decryption key is uniquely tied to the encryp-
tion key. We return to such algorithms in detail below.

One final application of cryptography in distributed systens is the use of hash
functions. A hash function A takes a message it of arbitrary length as input and
produces a bit string /e having a fixed length as outpeet:

= Hm)

A hash #1is somewhat comparable 10 the extra bits that are appended to a message
in communication systems to allosw for error detection. such a cyclic-redundancy
check (CRC).

Hash functions that are used in cryptogtaphic systems have a number of
essenttal properties. First. they are one-way functions. meaning that it is cotmpu-
wationally infeasible to tind the input # that corresponds 1o 2 known output /i. On
the other hand. computing /r from 1 is easy. Second. they have the weak collision
resistance property. meaning that given an input s and its associated output
Ir=Hun). it is computationally infeasible to find another. different input s’ % w1,
such that HGn)= Hen’). Finally. cryptographic hash functions aiso ‘have the
strong cullision resistance property. which meuns that. when given only A. it is
comptttationally infeasible to find any two different input values m and nt’. such
that A {m) = Him').

Similar properties must apply to any encryption function £ and the keys that
are used. Furthermore. lor any encryption tunction E. it should be computationally
infeasible to find the key K when given the plaintext P and associated ciphertexi
C = Eg(P). Likewise. analogous to collision resistance. when given a plaintext P
and a key K. it should be etfectively impossible 1o find another key K such that
Ex(P) = Ex-(P).

The art and science of devising algorithms tor cryplographic systems has a
long and fascinating history (Kahn, t967), and building secure systems is otten
surprisingly difficult. or even impossible (Schneier. 2000). ltis beyond the scope
of this book to discuss any of these algorithms in detail. However. 10 give some
impression of cryptography in computer systems. we will now briefly present
three representative algorithms. Detailed information on these and other crypto-
graphic algorithms can be found in Ferguson and Schneier {2003), Menezes el ai..
(1996). and Schneier (1996).

Before we gointo the details of the various protocols. Fig. 9-7 summarizes the
notation and abbreviations we use in the mathematical expressions to follow.
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'nNotation Description
KNyy | Secretkey shared by Aand 5
Ky Public key of A
Ky Private key of A N

Figore Y-7, Nowtion used in this chapter.

Symmetric Cryptosystems: DES

Our first example of a cryptographic algorithm is the Data Encryption Stan.
dard (DES). which is used for symmetric cryptosystems. DES is designed 1o
operate on 6-4-bit blocks of data. A block is transformed into an encrypted (6:} bit)
block of output in 16 rounds. where each round uses w difterent 48-bit key for
encryption. Each of these 16 keys is derived from a 36-but master key, as shown in
Fig. 9-8(a). Before an input block starts its |6 rounds of encryption. it is First sub-
ject to an initial permutation, of which the mverse is later applied to the encrypted
output leading to the final output block.

|
1 I LH l Flk'l
2 v
= |2 |
k- o .
Bpre .
gl |5 '
@
5 J y
@ Y L BHR, K]
L —«§-| Round 16 !

-
=

(@) (o)

Figure Y-8, ta) The principle of BES. (b) Oulline of one encryption round.
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Each encryption round i takes the 6--bit block produced by the previous round
i —Las its input. as shoswn in Fig. 9-8(b). The 6-F bits are split into a lett part £;_,
and a right part R,_y. each containing 32 bits. The rtght part is used for the left
partin the next round. that is. L, = B;_.

The hard work is done in the mangler Tunction £ This function takes a 32-bit
block R;_, as input. together with a 48-bit key K;. and produces a 32-bit blowk that
is XORed with Z;_ to produce R,. (XOR is an abbrevtation for the exclusive or
operation.) The mangler Function tirst espands /.y to a 43-bit block and X@Rs it
with K. The result is puwtittoned into eight chunks ot six bits each. Each chunk is
then led into a ditterent S-box. which is an operation that substitutes each of the
6< pussible 6-bil inputs into one of 16 possible 4-bit antpus. The eight output
¢hunks of four bits each are then combined into a 32-bit valpe and permuted
again.

The 48-bit key K, tor round 7 is derived from the 36-hit master key as fol lows.
First. the master Key is permuted and divided into two 28-bit halves. For each
round. each halt'is First rotated one or two bits to the left. after which 2. bits are
extracted. Together with 2+ bits {from the other rotated half, a --8-bit key is ¢on-
stracted. The detailss of one encry prion round are shown in Fig. 9-9.

| 56-bit key ]

|
Initial permutation .

¥

| 28-bit stnng 28-bit string J
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v i |

- l‘\ Used for
[ Rotate eft Rotate right | /| next round

v

-

S
Extract 24 bils

Y
L I ]

48.bit key

Figure 9.9, Details of per-round key generation in DES.

The principle ol" DES is quite stmple. but the algorithm is ditficult to break
using analytical methods. Using a bruteforce attack by stmply searching fora key
that will do the job has become easy as has been demonstrated a number of times.
However, using DES three times in a special encrypt-decrypt-encrypt mode with
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difterent keys. also known as Triple DES is much more safe and is still often
used [see :lso Barker (200-h).

What makes DES difficult to attack by analysis is that the rationale behind the
design has never been explained in public. For example, it is known that taking
other S-boxes than are curreatly used in the standard. makes the algorithm sub-
stantially easier to break tsee Ptleeger. 2003 for a briet analysis of DES). A
rationale for the design and use of the S-boxes was published only alter “new™
attack models had been devised in the 1990s. DES proveci to be quite resistant to
these attacks. and its designers revealed that the newly devised mocdels were
already known to them when they developed DES in 197:4 (Coppersmith. 1994).

BES has been used as a stanclard encryption technigue for years. but is cur-
rently in the process of being replaced by the Rijndael algorithm blocks of 128
bits. There are also variants with larger keys and larger data blocks. The nlgorithin
has been designed to be Fast enough so that it can even be implemented on smart
cards. which form aiv increasingly important application area tor cryptography.

Public-key Cryptosystems: RSA

Our second example of a cryptographic algorithm is very ssidely used lor
public-key systems: RSA. named at'ter its inventors: Rivest. Shamir. and Adleman
(1978). The security of RSA comes from the fuct that no methods are known to
elficiemly (ind the prime factors of large numbers. {t can be shown that each
integer can be written as the product of prime numbers. For example. 2100 can be
writlen as

2100=2%x2x3x3x5x%x7
making 2. 3. 3. and 7 the prime tactors in 2100, In RSA. the private and public
keys are constructed from very krge prime numbers (consisting ol hundreds of
decimal digits). As it turns out. breaking RSA is equivalent to finding those two
prime numbers. So far. this has shown to be compuwationally infeasible despite
mathenuticians working on the problem lor cenuries.

Generating the private and public keys requires four steps:

. Choose two very large prime numbers. p and ¢.
2. Computen =pxgandz=ip—~ 1) xig - 1.
3. Choose a number d that is relatively prime 1o 2.
4. Compute the number e such thate x d = 1 mod =
Ore of the numbers. say «. can subsequently be used for decryption. whereas e is

used for encryption. Only one ot these two is made public, depending on what the
algorithm is being used for.
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Let us consider the case that Alice wants 10 keep the messages she sends to
Bob conlidential. In other words. she wunts 10 ensure that no ome but Bob can
intercept antd read her messages to him. RSA considers each message i 10 be just
a string of bits, Each message is tirst civided into fixed-length blocks. where each
block s, interpreted as a binary number. should lie in the interval 0 < wi; < i,

To encrypt message s, the sender calculates tor each block n#; the value
¢; =i tmod 1) which is then sent to the receiver. Decryption at the receiver’s
<ide takes place by computing sy, = ¢ (maod 1). Note that lor the encryption. both
e and nare needed. whereas decryption requires knowing the values « and ».

When comparing RSA to symmetric eryptosystemis such as DES. RSA has the
drawback ot being computationally more complex. As it turns out, encrypting
nessages using RSA is approximately 100-1000 times slower than DES. depend-
ing on the implementation technique used. As a consequence. many cryptographic
syStems use RSA to exchange only shared keys in a secure way. but much less for
actually encrypting “normal™ data. We will see examples of the combination of
thesiz two technigues laterin succeeding sections.

Hash Functions: MD3

Asa last example ot a widely-used cryptographic dlgorithm. we take a look at
MID>S (Rivest. 1992). MDS is a hash function for computing a 128-bit. fixed
lengih message digest [rom an arbitrary length binary input string. The input
string is first padded to a total length of -H48 bits (modulo 5i2), after which the
length of the original bit string is added as a 6:-bit integer. I n effect. the input is
converted to a series ot 512-bit blocks.

The stewciure of the algorithm is shown in Fig. 9-10. Starting with seme con-
stant 128-bit value, the algorithm proceeds in & phases. where & is the number of
512-bit blocks comprising the padded message. Buring each phase. a 128-bit clig-
est is computed out of a 512-bit block of data coming from the padded messagre,
and the 128-bit digest computed in the preceding phase.

| 128-bit constant | | Padded message (mulliple of 512 bils) |

T T S S I S S

| Digest
L= [ 512 bils

[
e

Figurc 9.1}, The siraciure of MD3,
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SR -] S—
2
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A phase in MD3 consists of four rounds of computations, where each round uses
one of the following tour functions:

Flev) =wAND ¥) OR ((NOT .v) AND 2)
Gvyl) = AND 2) OR (v AND (NOT 1))
H.v.2)=v XOR vy XOR ¢

f(y.v.2) =y XOR (x OR/(NOT )

Each ol these functions operates on 32-bit variables v, v. and 2. To illustrate how
these lunctions are ugd. consider @ 312-bit block & from the padded message that
is being processed during phase 4. Bloch b is divided into 16 32-bit subblocks
hyd>y... b5, During the first round. tunction F is used to change four varables
(denwted as o ¢ 1. and s, respectively) in 16 iterations as shown in Fig. 9-11
These vyariables are carried to cach next round. and af’ter a phase has twished.
pissed on to the next phase. There are a totul of 64 predefined constants €. The
notition v €€ n iy used to denote a fefr rorare: the bits in v are shifted # positions
to the left. where the bit shitted off the left is placed in the rightmost position.

“lterations 1-8 iterations 9-16

pi-p+ Flgrs) +hy+ Gy 7 pesip+ Flyg.rsy+ by +Co) «7’
sets+ Fipgry+hy+ Coa 12 55+ Fipgrit by +Crad = 12
ret + Flspa)+ b+ Cadex 1T retrt Flsgpranp+byy+Chp) < ‘I,7‘
ye—tg+ P+ b+ Car = 22 g+ F_(r._\'.p) +hy +Cpp) e 22
pa—tp+ Flpr.s) +bi+Cael peip+Filgrs) +bi2+ Chrs) = 71
s e (s + Flpynr)+Dhs+ Cora |2 5 e (8 +Fipygnr+bi+C)=x 12
Ve tr+ Flapg)+by+ Co) e 17 1re=tr + Fspg)+ 014+ Crs) e _I‘Z
g e=lgy+ Flrsgp) + by +_(_‘sJ « 22 ¢ <;U1 +_f:g~;\~.ﬂ+ b‘éii’_« 25 |

Figure 9-11. The 10 iterations during the tiest round in « phase in MD3.

The second round uses the funetion G in a similar fashion, whereas H and /
are used in the third and fourth round. respectively. Each step thus consists of 64
iterations. after which the next phase is started. but now with the values that p. g.
o and s have at that point.

9.2 SECURE CHANNELS

In the preceding chapters, we have {recquently used the client-server model as
a convenient vway to organize a distributed system. In this model, servers may pos-
sibly be clistributed anct replicated. but also act as clients with respect to other ser-
vers, When considering security in distributed systems. it is once again useful to
think in terms of clients and servers. In particular. making a distributed system
secure essentially boils down to two predominant issues. The first issue is how te
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mike the communication between clients and servers secure. Secure communica-
tion requires authentication of the communicating parties. In many cases it also
requires ensuring message integrity and possibly confidentiality as well. As part
of this problem. we also need to consider protecting the communication within a
group ol servers.

The second issue is that of authorization: once a server has accepted a request
from a client. how can it find out whether that client is authorized to have that re-
quest carried out? Authorization is related to the problem of controlling access to
resources, which we discuss extensively in the next section. In this section. we
concentrate on protecting the communication within a distributed system.

The issue of protecting communication between clients and servers. can be
thought of in terms ot setting up ua secure channel between communicitting par-
ties (Voydock and Kent. 1983). A secure channel protects senders and receivers
against interception. moditication. and tabrication of messages. [t does not also
necessarily protect against interruption. Protecting messages against interception
is done by cnsuring confidentiality: the secute channel ensures that its messages
cannot be eavesdropped by intruders. Protecting against modification and fabrica-
tion by intruders is done through protoeols for mutual authentication and message
integrity. [n the tollowing pages. we first discuss various protocols that can be
used for authentication. using symmetric as well as public-key cryptosystems. A
detailed description of the logics underlying authentication can be tound in Lamp-
sonet al. (1992). We discuss confidemialiny and message integrity separately.

9.2.1 Authentication

Before going into the details of various authentication protocols. it is worth-
while noting that authentication and message integrity cannot do without eiach
other. Consider, forexample. a distributed system that supports authentication of
o communicating parties. but does not provide mechanisms to ensure message
integrity. In such a system. Bob may know for sure that Alice is the sender of a
message /2. However, it Bob cannotbe given guarantees that »z has not been mod-
iied during transmission. what use is it to him to know that Alice sem (the origi-
nal version of) m?

Likewise, suppose that only message integrity is supported. but no mechan-
isms exist for authentication. When Bob receives a message stating that he has
just won S1.000,000 in the lottery. how happy cin he be if he cannot verify that
the messuge wis sent by the organizers of that lottery?

Consequently. authentication and message integrity should go together. In
many protocols, the combination works roughly us follows. Again, assume that
Alice and Bob want to communicitte, and that Alice takes the initiative in setting
up i channel. Alice starts by sending a message to Bob. or otherwise to u trusted
third party who will help set up the channel. Once the channel has been set up.
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Alice knows for sure that she is talking to Bob, and Bob knows forsure he is talk-
ing 10 Alice. they can exchange messages.

To subsequently ensure integrity of the data messages that are exchanged
after authentication has taken place. it is common practice 10 use secret-key cryp-
tography by means of session keys, A session Key is o shared (secret) Key that is
used Lo cneiypt miessages tor integrity and possibly also contidentiality. Such a
key is generally used only fur as long as the channel exists. When the channel i<
closed. its associated session key is discarded (or actually. securely destroyed).
We return 1o session keys below.

Authentication Based on a Shared Sceret Key

Let us start by taking a look at an authentication protocol based on a secrst
Key that is already shared between Alice and Bob. How the two actually managed
10 obtain a shared Key in a secure way is discussed later in this chapter. In the
description of the protocol. Alice and Bob are abbreviated by A and B. respec-
tively. and their shared key is denoted as K, 4. The protocol takes a common ap-
proach whereby one party challenges the other to a response that can be correct
only il the other knows the shared secret key. Such solations are also known as
challenge-response protocols.

In the case of authentication based on a shared secret key. the protocol
proceeds as shown in Fig. 9-12. First. Alice sends her identity to Bob (me®sage
D). indicating that she wants to set up a communication channel between the two.
Bob subscqyuently sends a challenge Ry to Alice. shown as message 2. Such a
challenge could take the lorm of a random number. Alice is required to encript
the challenge with the secret key Ky g that she shares with Bob, and return the
encrypted challenge 10 Bob. This response is shown as message 3 in Fig. 9-12
containing Ky g3,
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Figure -12. Authentication bused on ashared secret Key.

When Bob receives the response K) g(Rg) 10 his challenge K, he can decrypt
the messige using the shared key again to see if it conttins Rg. I so. he then
knows that Alice s on the other side. for who else could have encrypted Ry with
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K,z in the lirst place? In other words, Bob his now verilied that he is indeed talk-
ing to Mice. However. note that Alice has not yet verilied that it is indeed Bob on
the other side ot the channel. Therefore. she sends a challenge Ry (message ).
which Bob responds 1o by returning K, g(Ry). shown as message 5. When Alice
decrypts itwith Ky 4 and sees her Ry, she knows she is talking to Bob.

One of the harder issues in security is designing protocols that actualiy work.
To illustrate how easily things can go wrong, consider an “optimiziuion™ of the
authentication protocol in which the number of messagex has been reduced from
five 10 three. as shown in Fig. 9-13. The basic ideu is that if Alice eventually
wants o challenge Bob anyway. she might as well send a challenge along witl
her idenuly when seuing up the channel. Likewise. Bob returns his respanse to
that challenge. along sith his ovwn challenge in a single message.

e |

|
[

|
. L LI GALL
| = 2|

Alice

=T
|L—‘!"A a(Rg) f———
L o ||

Figure Y-13. Authenteation bised on 3 shiued secret key, byl using three in-
st of five tessiges.

Untortunately, this protocol no longer works. It can easily be deleated by
what is known as a reflection attack. To explain how such an attack works. con-
sider an intruder called Chuck. whom we denote as € in our protocols. Chuck’s
goal is 10 set up a channel with Bob so that Bob believes he is talking to Alice,
Chuck can establish this it he responds correctly to a challenge sent by Bob. for
instance. by returning the encrypted version of a number that Bob sent. Without
kuowledge of K 4. only Bob can do such an encryption, and this is precisely what
Chuck tricks Bob into doing.

The attack is ilfustrated in Fig. 9-14. Chuck staits out by sending a message
containing Alice’s identity A. along with a challenge Re. Bob returns his chal-
lenge # und the response Ky g{R¢) in a single message. At that point. Chuck
would need to prove he knows the secrel key by returning Ky g(Ry) to Bob. Untor-
twnately. he does not have Ky 4. Instead. what he does is attempt to set up a sec-
ond channel to let Bob do the encryption tor him.

Therefore, Chuck sends A and Ry in a single message as before, but now pre-
tends that he wants a second channel. This is shown as message 3 in Fig. 9-14.
Bob. not recognizing that he. himself. had used Ry belore as u chalienge, responds
with K, g(Rp) and another challenge Rgz». shown as message 4. At that point.
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Figure 9-14. The reflection attuch.

Chuck has K, 4(R;) und tinishes setting up the first session by returning message
5 containing the response Ky 4(Rg). which was originally requested lrom the chal-
lenge sent in message 2.

As explained in Kaufman et al. (2003). one of the mistikes made cluring the
adaptation of the originitl protocol was that the two parties in the new version of
the protocol were using the same challenge in two difterent runs of the protocol.
A better design is to always use difterent challenges for the initator and for the
responder. For example. if Alice always uses an odd number and Bob an even
number. Bob would have recognized that something tishy was going on when
receiving Ry in message 3 in Fig. 9-14, {Unfortunately. this solution is subject 10
other attacks. notably the one known as the “man-in-the-middleattack.”™ which is
explained in Ferguson and Schneier. 2003). In general. letting the two parties sel-
ting up a secure chunel do a number of things identically is not a good idea.

Another principle that ts violited in the adapted protocol is that Bob gave
away valuable information in the lorm of the response Ky ;4 R¢) without knowing
for sure to whom he was giving it. This principle was not violated in the original
protocol. in which Alice first needed to prove her identity. after which Bob was
willing to pass her encrypted information.

There are other principles that developers of cryptographic protocols have
eradually come to learn over the years. and we will present some of them when
discussing other protocols below. One important lesson is that designing security
protocols that do what they are supposed to do is often much harder than it looks.
Also. nweaking an existing protocot to improve its performance. cun easily altect
its correctness as we demonstrated above. More on design principles for protocols
can be found in Abadi and Needhiam (1996).

Authentication Using a Key Distribution Center
One of the problems with using a shared secret key for authentication is scali

bility. [f a distributed system contains V hosts, and each hostis required o share a
secrct key with each of the other N — 1 hosts. the system as a whole needs to
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manage VIV — 1/2 Keys. and each host has to manage NV — 1 keys. For large .
this will lead w0 problems. An alternative is 10 use a centralized approach by
means of a Key Distribution Center (KDC). This KDC shares a secret key with
each of the hosts. but no pair of hosts is required to have a shared secret Key s
well, [n other words, using a KDC requirey that we maige N kevs instead of
NN —1)/2, which is clearly an improvement.

If Alice wants to set up u secare channel with Bob, she can do so with the
help of a tuusted) KDC. The whole idea ix that the KDC hands out a key to both
Alice and Bob that they can use forcommunication. shoswn in Fig. 9-135.
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Figure 9-15. The principle of using o KDC,

Alice First sends a message to the KDC. telling it that she witnls te talk o
Bob. The KDC rewurns a messige containing a shared secret key &y that she can
use. The message is encrypted with the secret key Ky ype that Alice shares with
the KDC. In addition. the KDC sends K x also to Boh. but new encrypted with
the secret key Ky gu¢ it shares with Bob.

The main drawbach of this approach is that Alice may want to start seting up
a secure channel with Bob even before Bob had received the shared key from the
KDC. In addition. the KDC is required to get Bob into the loop by passing him the
key. These problems can be ¢ircinvented if the KDC just passes Ky xnc(Ky 8)
back to Alice. and lets her take care of connecting to Bob. This leads to the proto-
col shown in Fig. 9-16. The message Ky xpcl(&lg) 1s also known as a ticket. [t is
Alice’s job to pass this ticket to Bob. Note that Bob is still the only one that can
niake sensible use of the ticket. as he is the only one beside:s the KDC who knows
how to decrypt the information it contains.

The protocol shown in Fig. 9-16 is aciually a variant of a well-known example
of an authentication protocol using a KDC. known as the Needham-Schroeder
authentication protocol. named after its inventors (Needham and Schroeder.
1978). A diltereat variant of the protocol is being used in the Kerberos system.
which we describe later. The Needham-Schroeder protocol. shown in Fig, 9-17. is
a multiway challenge-response protocol and works as follows.

When Alice wants to set up a secure channel with Bob. she sends a request o
the KDC containing a challenge Ry, along with her identity A ancl. of course. that
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Figure 917, The Needhwn-Sehiveder awthentication protocel.

of Bob, The KDC responds by giving her the ticket Ky xpctKy.p). along with the

ocret kev Ku 5 that she can subseguently share with Bob.

sCLr'er[hlc\zei‘I1Ia<'l‘ihgllg-3 Ry, that Alice ]sends o the KDC ulo.ng \\'ilh‘ her requljes} tlo sel
up a channel to Bob is ulso known as i nonce. A nonce Is 3 r‘anclom‘ num. el H.llfl..s
used only ence. such as one chosen from a very farge set. ”l'ITe mgm p%l‘r'p?aelcv) ‘:
nonce 15110 uniguely relate (wo messages 1o cu.ch‘Oth’r. in Lh;s cuf 111e§~;.|lfe 4||.1L‘
message 2. In particular. by including Ry agam in messiage 2. AIIL‘C ‘\.nl nl?\\. ,91
sure ll;ul piessage 2 is sent s i response (0 messige I. and that it is not. lor ex-

A H ay of an older message.

llmp'lreé Itur\ed?elrls)lu?:d the problem at hand. assume lhulﬁ\e did not use nonce:\'l; ‘Imd
that Chuck has stolen one of Bob’s old’keys.'/sjny ’h‘«"‘f)(.' In ndl(lll!on;i.éfgl:ﬁ ) 1;1;,
intercepted an old response K.\,,‘-DC(L'?.I\',.,B.K;,._‘,\-,)c-(/\.lu,a)) l|\?ll' lEleB - -‘1]|dh~1\-.e
wmed Lo a previous reguest from Alice to talk to Bob. Meanw I?ulg. 0“\\! e 't
negotiated a new shared secret key with the KBC. However. Chuck p'dlh.l‘il)
\\-z;il.c. until Alice again reguests Lo Setup a secure chugnel with Bob :_'\n n"fu-ﬂifnt
he replays the old response. and fools Alice into making her believe she 1s talking
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10 Bob. because he can decrypt the ticket and prove he knows the shared secret
key Ky p. Clearly this is uniacceptable and must be defended againsi.

By including a nonce. such an attack is impossible. because replaying an older
message will immediately be discovered. In particular. the nonce in the response
message will not match the nonce in the original request.

Ivlessage 2 also contains 8, the identity of Bob. By including B. the KDC pro-
tects Alice against the following attack. Suppose that 8 was left out of message 2.
In that case. Chuck could nmodity message 1 by replacing the identity of Bob svith
his own identity. say C. The KDC would then think Alice wunts (o sel up a secure
chunnel to Chucks. and responds accordingly. As soon as Alice wants 10 contact
Bob. Chuck intercepts the message ancl fools Alice into believing she is talking 1o
Bob. By copying the identity of the other party from message | to message 2.
Alice will immediately detect that her request had been modified.

Al'ter the KDC has passed the ticket to Alice. the secure channel between
Alice and Bob can be set up. Alice sturts with sendding message 3. which contains
the ticket to Bob. and a challenge R, 1 encrypted with the shared key &) 5 that the
KDC had just generated. Bob then deerypts the ticket to find the shared key, and
relrns a response Ry 5 — | ulong with achallenge Ry for Alice.

The following remark regarding message - is in order. In general. by re-
wrning Ry> — L und notjust Ry». Bob nat only proves he knows the shared seciet
key. but alsa that he hus actually dectypted the challenge. Again. this ties tessage
-4 to message 3 in the same way that the nonce R, ticd message 2 1o meusage 1.
The protocol is thus more protected against replays.

However, in this special case. it would have been sulficient to just wirn
Ky a(Ry . Rgt. Lor the simple reason thut this message has not yet been used any-
where in the protocal before. Ky g(Ry2.Rp) already proves that Bob has been
capable of decrypting the challenge sent in message 3. Message 4 as shown in
Fig. Y-17 is dlue to historical reasons.

The Needham-Schroeder protocol as presented here still has the weak point
that if Chuck ever got i1 hold of an old key Ky ;. he could replay message 3 and
get Bob to set up a channel. Bob will then believe he is talking to Afice. while, in
fact. Chuck is at the other end. In this case. we need to relate message 3 10 mes
sage 1. thatis, make the key dependent on the initial request from Alice to set up
a channel with Bob. The solwion is shown in Fig. 9-18.

The trick is to incorporate a nonce in the request sent by Alice to the KBC.
However, the nonce has to come from Bob: this assures Bob that whoever wants
to set up a secure channel with him. will have gotten the appropriate information
from the KDC. Therefore, Alice lirst requests Bob 10 sencd her a nonce Ry
encrypted with the key shared between Bob and the KDC. Alice incorporittes this
nonce in her request to the KDC. which will then subsequemly decrypt it and put
the resultin the generated ticket. In this way. Bob will know for sure that the ses-
sion Key is tied o the original request trom Alice to talk to Bob.
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Authentication Using Public-Key Cryptography

Let us now look at authentication with a public-key c‘r'\pxoz.yslem that doc:s‘
not requine a KDC. Again. consider the sittation lhal‘ Ahc‘f‘ wants lo}»ct uglr‘:
sectiwe channel to Bob. and that both are in the possession of each other s !)Ill i
key. A typical authentication protocol based on public-key cryptography is shown
in Fig. 9-19. which we explain next. o o

Alice starts, with scodding a chailenge Ry to Bob encrypted with his pul.){lc iéc)
Kj. Itis Bob's job to decrypl the message and return the chall'enge lo élue, ke-'
cause Bob is the only person that can decrypt the message (using the pnv@ e')
that is associated with the public key Alice used). Alice will know that 3!16 is mll?j
ine to Bob. Note that it is important that Alice is gum‘nnleeq to be using Bob's
pL:blic kev. and not the public key of someone impersonaling Bob. How such
-uurumee; can be given is discussed later in this chapter. -

: When Bob receives Alice’s request 10 set up a clmnne?. he retuns the
deerypted chailenge. along with his own chitienge Rg to {lLI‘lhel.lllCilte. Alice. in.n:l—
dition. he uenerates a session key K, g that can be used for further con'1nl1.-1um%a—‘
tion. Bob's response (o Alice’s challenge. his own challenge. and the session Key
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are put into a ntessage encrypted with the public key K} belonging to Alice,
shown as message 2 in Fig. 9-19. Only Alice will be capable of decrypting this
message using the private key K associated with K.

Alice. finally, returns her response to Bob's chalienge using the session key
Ky g generated by Bob. [n that way. she will have proven that she could decrypt
message 2. and thus that she is actually Alice to whom Bob is talking.

9.2.2 Mlessage Integrity and Cenfidentiality

Besides authenticition. a secure channel should also provide guarantees for
messige integrity and confidentiality. Message integrity nteans that messages are
protected against surrepitious medification: confidentiality ensures that messages
cannot be intercepted and read by euvesdroppers., Confidentiality is easily esta-
blished by simply encrypting a message before sending it. Encryption can take
place either through a secret key shared with the receiver or alternatively by using
the receiver's public key. However, protecting a message against modiliications i's
somewhat ntore complicated. as e disctiss next.

Digital Signatures

Message integrity often goes beyond the actual trunster through a sccure
chinnel. Consider the situstion in which Bob has just sold Alice a collector’s item
of some phonograph record for S500. The whole deal was done through e-mail. In
the endl. Alice sends Bob a message confirming that she will buy the record for
$500. In addition to authentication. there are at Icast two issues that need to be
taken care of regarding the integrity of the message.

. Alice needs to be assured that Bob will not maliciously change the
S500 mentioned in her message into something higher, and claim she
promised more than S300.

(25

Bob needs to be assured that Alice cannot deny ever having sent the
message. [or exaniple, because she had second thoughts.

These two issues can be dealt with if’ Alice digitally signs the message in such
a way that her signature is uniquely tied to its content. The unique association be-
tween a message and its signalure prevents that moditications to the message will
go unnoticed. In addition. if Alice’s signature can be verilied to be genuine, she
cannol later repudiate the fact that she signed the message,

There are several ways to place digital signatures, One popular form is to use
a public-key cryptosystem such as RSA. as shown in Fig. 9-20. When Alice
sends a message s to Bob. she encrypts it with her privare key Ky. and sends it
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off 10 Bab. If she nlso winls (© keep the message content a seeret, she can use
Bob's public key and send Kg0m. Ky, which combines m and the version

signed by Alice,

Alice's computer Bob's computar
5 —»m
Alice's | J Bob's e Bob's . Alice}'(s
m private key. Ly public key, Li g pnvate_ key, pubhc_ ey,
K3 ‘ | % l K3 | K3

A | |

[

15 (m) Ka(m K (m)) Kalm)

]

Figure 9-20. Digital signing o message using public-key cry prography.

When the message anives at Bob. he can decrypt it using Alice’s public key.
L¥ he can be assureed that the public key is indeed owned by Alice. then decryvpting
the signed version of 1 and successfully comparing it to m can mean only that il
came [rom Alice. Alice is protected against any mulicious modifications to 1 by
Bob. because Bob will always have to prove that the modified version of m way
also signed by Alice. In other words. the decrypted message alone essentially
never counts as proot. [Lis also in Bob's own interest to Keep the signed version of
mto protect himsell against repudiation hy' Alice.

There are a number of problems with this scheme. although the protocol i it-
selt is correet. First. the validity ol Alice’s signature holds only as long as Alice’s
private key remains a secret. If Alice wants to bail out of the deal even atler send-
ing Bob her confirmaticn. she could claim that her private key was stolen before
the message was sent.,

Another problem occurs when Alice decides to change her private key. Duing
so may in itsell be not such a bad idea, as changing Keys trom time to time gencr
ally helps aguinst intrusion. However, once Alice has changed her Key, her state-
ment sent 1o Bob becomes worthless, What may be needed in such cases s a cen-
wal authority that keeps track of when keys are changed. in addition 1o using time-
stamps when signing messages.

Another problem with this scheme is that Alice encrypts the entire message
with her private key. Such an encryption may be costly in terms of processing re-
quirements (or even mathematically infeasible as we assume that the message
interpreted as a binary sumber is bounded by a predefned masimum). and is actu-
ally unnecessary. Recall that we need to uniquely associate a signature with a only
specitic message. A cheaper and arguably more elegant scheme s 1o use a mes-
sage digesi.

As we explained. a message digest is a fixed-length bit string ft that has been
computed from an arbitrary-length message m by means of a cryptographic hash
function H. IF s is changed to m ’, its hash H G ’) will be diffierent from & = # {11}
so thatitcan easily be detected thata moditication has tuken place.
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To digitally stgn a message. Alice can first comptite a message digest and
subsequently encrypt the digest with her privane key, as shown in Fig. 9-21. The
encrypted digest is seni along with the message to Bob. Note that the message it-
seli” is sent as plaintext: everyone is allowed to read it. If' confidentiality is re-
quired. then the message should also be encrypted with Bob's public key.

Alige's computer n Beb's computer
> m
m Hash
,] »  function,
v L v
| Hash || | Alice's | [ Alice’s
function, [—b-. private key, —t———————m! public key. Compare —¥OK
! H [ [k | I| J |
l. []
Him) KAlH{m) H(m)

Figure 9-21. Digitally signing 1 message using a message digest.

When Bob receives the message and its encrypled digest. he need merely
decrypt the digest with Alice’s public key. and separiuely calculate the messuge
cigest. It the digest caleulated trom the received message and the decrypied digest
match, Bob knows the message has been signed by Alice.

Session Keys

During the cstablishment ot a secure channel. after the authentication phase
has completed. the communicating parties generally use a unigue shared session
key for confidentiztlity. The session key is sately discarded when the channel is no
longer used. An alternative would have been to use the same keys for confiden-
tiality as those that are used fur setting up the secure channel. However, there are
a number of important benetits to using session keys (Kaufman et al.. 2003).

First. when a Key is used often, it becomes easier to reveal it. In a sense. cryp-
tographic keys are subject to “wear and tear” just like ordinary keys. The basic
iden s that il an intruder can intercept a lot of data that have been encrypted using
the same key, it becomes possible 1o mount attacks 10 find certain characteristics
of the Kkeys used. and possibly reveal the plaintext or the Key itsell. For this rea-
son, it 1s much safer to use the authentication keys as little as possible. in addition.
such keys are often exchanged using some relatively time-expensive out-of-band
mechanism such as regular mail or telephone, Exchanging keys that way should
be kept to a ninimuin.

Another important reason tor generating a unigue key fur each secure channel
is 10 ensure protection against replay attacks as we hiave come across previously
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number of times. By using a unique session key each time a secure channel is set
up. the communicating parties are at least protected against replaying an entire
session. To protect replaying individual messages from a previous session. addi-
tional measures are generally needed such as including timestamps or sequence
numbers as part of the message content,

Suppose that message integrity and confidentiality svere achieved by using the
same key used for session establishntent. In that case. whenever the key is com-
promised. an intruder may be able 10 decrypt messages transterredt during an old
conversation. clearly net a desivable feature. Instead. it is much saler to use per-
session keys, because ifsuch o key is compromised. at worst. only” a single session
is alfected. Messages sent during other sessions stay conlidential.

Related to this last point is that Alice may want 10 exchange some confiden-
tial data with Bob, but she does not trust him so much that she would give him in-
tormation in the form of datathat have been encrypted with long-lasting keys. She
may want 1o reserve such keys tor highly-confidential messages that she ex-
changes with parties she really wusts. [n such cases. using a relatively cheap ses-
sion Key to talk to Bob is sufficient,

By and large. awthenticition keys are often establishec in such a way that re-
placing them is relatively expensive. Theretfore. the combination of such long-
lasting keys with the much cheaper and more temporiry session keys is otten a
good choice for implementing secure channels for exchanging data.

9.2.3 Secure Group Cemmunication

So far, we have concentrated on setting up a securs: communication channel
between two parties. [n distributed systems. however, it is often necessary 1o
enable secure communication between more than just two parties. A typical ex-
ample is that of areplicated server for which all communication between the rep-
licas should be protected against medilication. fabrication. and interception. just
as in the case of two-party secure channels. In this section, we take a closer look
at secure group communication.

Contidential Group Communication

First. consider the problem of protecting communication betsween a greup of
N users against eavesdropping. To ensure confidentiality. a simple scheme is to let
all group members share the same secret Key. which is used to encrypt and de-
crypt all messages transmitted between group members. Because the secretl key in
this scheme is shared by all members, it is necessary that all members are trusted
to indeed keep the key a secret. This prereguisite alone makes the use of a single
shared secret key for confidential group communication more vulnerable 1o
auacks compared 10 two-party secure channels,
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An alternative solution is to use a separate shared secrel key between each
pair of group members. As soon as one member tums owt o be leaking informa-
uton. the others can simply stop sending messages to that member. but still use the
keys they were using 1o communicate with each other. However. instead of having
W maintain one key. it is now necessary to maintain MV = 1)/2 keys. which may
be a difticult problem by itself.

Using a public-liey cryptosystem can improve matters. In that case. each
member has its own ¢public key, private kex) pair. in which the public key can be
wsed by all members lor sending contidential messages. In this case. a total ol ¥
key pain ure needed. [ one member ceases o be trustworthy. it is simply re-
moved Gom the group withow having been able 10 comprumise the other keys.

Seenre Replicated Servers

INow' consider a completely different problem: a client issts a request to a
wroup ol repliciited servers, The servers muy huve been replicated for reasons of
lault tolerance or performance, but in any case. the clieut expects the response to
be trustworthy. In other words, regardless of whether the group ol servers is sub-
ject to By zantine Failures as we discussed in the previous chapler. a client expedts
that the rewned response has not been subject to a security atack. Such an attack
could happen if one or more servers had been successtully corrupted by an in-
truder, )

A solution to protect the client against such aitacks is to collect the responses
from all servears and authenticate each one of them. [F a majority exists anong the
responses lrom the noncorrupted fi.e.. authenticated) servers. the client can trust
the response to be correct as wwell. Unfortunately. this approach reveals the repli-
cation ol the servers. thus violating replication wansparency.,

Reiter et al. (1994) proposes a solution to a secure. replicated server in which
replication transparency is maintained. The advantage of their scheme is that be-
cause clients are unaware of the actual replicas. it becomes much easier to add or
remove replicas in a secure way, We retn to managing secure groups below
when discussing Key management.

The essence of secure and transparent replicated servers lies in what is knoswwn
as secrel sharing, When multiple users (or processes) share a secret. none of
them knows the entire secrel. Instead. the secret can be revealed only if they all
gel together. Such schemes can be extremely useful. Consider. For example,
luunching a nuclear missile. Such an act generally requires the authorization of ai
least 1wo people. Each of them holds a private key that should be used in combi-
nation with the other 1o actually launch a missile. Using only a single key will not
do.

In the case of secure. replicated servers. what we are seeking is a solution by
which at maost & out of the A servers can produce an incorreset anssver. anel of those
k servers. i most ¢ € & have actually been corrupted by an intruder. Note that this
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requirement makes the service itself & fault tolerant as discussed in the previous
chapter. The difference lies in the fact that we now classity a maliciously cor
rupted server as being tuulty.

Now consider the situation in which the servers are actively replicated. In oth-
er words. a request is sentte all servers simultaneously, antlsubsequently handled
by each ot them, Each server produces a response thatitreturns to the client. For
a securely replicated group of servers. we require that each server accompanies its
response with a digital signature. If # is the response from server S,. let md(r,)
denote the message digest computed by server §;. This digest is signed with server
Si7s private key K.

Suppose that we want to protect the client against at most ¢ corrupted servers.
In other words. the server group should be able to tolerate corruption by at most ¢
servers. and still be capable of producing a response that the client can put its trust
in. If the signatures of the individual servers could be combined in such a way that
at least ¢ + | signatures are needed to construct a verfid signature tor the response.
then this swould solve our problem. In other woitls, we want to let the replicated
servers generite a secret valid signature with the property that ¢ corrupted ser-
versalone are not enough to produce that signature.,

As an example. consider a group of live replicated servers that should be able
to tolerate two corrupted servers, and still produce a response that a client can
trust. Each server §; sends its response r, to the client. along with its signature
5ig (Spr = K7 nd(r;n. Consequentls. the client will eventually have received
live triplets <r. mid(r;). sig (§;.0y)> trom which it should derive the correct
vesponse. This situation is shown in Fig. 9-22.

Each digest md {r;) is also calculated by the client. If r; is incorrect. then nor-
mally this can be detected by computing K7 (K7und(r,)}). However. this method
can no longer be applid. because no individual server can be trusted. Instead. the
client uses a special. publicly-kuown decryption function £. which takes a set
V= {5ig(S.r).sig (S r)ig(S".r')} of rivee signatres as input. and produces a
single digest as output:

doyy =D (VY= D (5ig(S.r). sig (S'.r").sig (S".r""))

For details on D. see Reiter (199-1), There are 3!/(3!2!1)=10 possible combinations
of three signatures that the client can use as input for D, If one of these combina
tions produces a correct digest indtrj) tor some response r;. then the client can
consider r; as being correct. In particular. it can trust that the response has been
produced by at least three honest servers.

To improve replication transparency. Reiter and Birman let each server §,
broadcast a message containing its response r; to the other servers. along with the
associated siwnature sig (§;,r;). When a server has received at least ¢ + | of such
messages. including its own message. it attempts to compute a valid signature for
one of the responses. If this succeeds for. say. response r and the set V of ¢ + |
signutures. the server sends »~and V as a single message to the client. The client
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Figure 9-22. Sharing a secret signature in a group of replicated servers.

can subsequently veiily the correctness wb r by checking its sienature. that ix
whether md(r) = DIV, ' : - -

. \\"‘qu we have just described is also knawn as an {nin)-thresholcl scheme
with, in our example. ;=c+ 1 and n = N, the number of servers, In an G-
ll.lreshold scheme. a message has been divided into # pieces. known as shadt).ws.
inee any e shadows can be used to reconstruct the original message. but using
t =1 or fewer messages cannot. There are several \\:l\v’b to con;lrucl (m.n}:-
threshold schemes. Details can be lound in Schneier { 1996),

9.2.4 Example: Kerberos

[t should be clear by now that incorporating security into distribyted systems
is not 1rivial. Problems are cuused by the fact that the entire system must be
secure; if some part is insecure. the whole system may be compromised. To assist
the construction of distributed systems that can enforce i myriad ot secuuity poli-
cies. a number of supporting systems have been developed that can be used as a
basis lor turther development. An important system that is svidely used is Ker-
beres (Steiner et al. 1988: and Kohl and Neuman, 199:1).

Kerberos was developed at M.LT, and is based on the Needham-Schroeder
authentication protocol we described earlier. There are cwrtently two ditferent
versions ol Ketberos in use. version 4 (V4) and version 5 (V3). Both versions are
conceptually similar. with V3 being much more flexible and scalable. A detailed
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description of V3 can be found inn Neuman et al. (2005). whereas practical inlor-
mation en running Kerberos is described by Garman (2003).

Kerberos can be viewed as a security system that assists clients in setting up a
secure channel with wuy server that is part of a distributed system. Security is
based on shared secret keys. There are two different components. The Authenti-
cation Server (AS) is responsible for handting a login request from a user. The
AS autheuticates a user and provides a key that can be used to set up secure chan-
nels with servers. Setting up secure channels is handled by o Ticket Granting
Service (TGS). The TGS hands out special messages. known as tickels, that are
used to convinee a server that the client is really who he or she claims to be. We
give concrete examples of tickets below.

Let us take a look at how Alice logs onto a distributed system that uses Ker-
beros and how she can set up a secure channel with server Bob. For Alice 10 log
onto the system. she can use any workstation available. The workstation sends her
name in plaintest to the AS. which returns a session key Ky ros and a hcket that
she will need to hand over to the TGS.

The ticket that is returned by the AS contains the identity ol Alice, along with
a generated secret key that Alice and the TGS can use to communicide with each
other. The ticker itself will be handed over to the TGS by Alice. Therefare, it is
important that no one but the TGS can read it. For this reason. the ticket is
encrvpted with the secret ey Kys ygs shared between the AS and the TGS.

This part of the login procedure is shown as messages L 2 and 3 in Fig. 9-23,
Message | is not really a message. but corresponds to Alice typing in her login
name at a workstation. Message 2 contains that nume and is sent to the AS, Mes-
sagze 3 contains the session key Ky p;s and the ticliet Ky rgs (AKyires). To ensure
privacy. messiage 3 is encrypted with the secret key K, (g shared between Alice
anct the AS.
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Figure 9-23. Authenlicution in Kerberos.

When the workstation receives the response from the AS. it prompts Alice for
her password {shown as message 4), which il uses to subsequently genetale the
shared key K 1. (Itis relatively simple to take a character string password. apply

Netflix, Inc. - Ex. 1007, Page 000087

SEC. 9.2 SECURE CHANNELS 413

a cryptographic hash. and then take the first 56 bits as the secret key.) Note that
this approach not only has the advantage that Alice's password is never sent as
plaintext across the network. but also that the workstation does not even have to
temporarily store it. Moreover. as soon as it has generated the shared key K} \s.
the workstation will find the session key Kjrgs and can forget about Alice’s
password anduseonly the shared secret K, 5.

After this part of the authentication has taker place. Alice can consider herself
logged into the system through the current workstation, The ticket received from
the AS is stored temporarily (typically for 8-24 hours), and will be used far ac-
cessing remote services. @ course. it Alice leaves her workstation, she should
destroy any cached tickets. If she wams to talk © Bob. she requests the TGS to
generate a session key for Bob. shown as message 6 in Fig. 9-23. The fact that
Alice has the ticket Kys 7g5(A.Ky 7¢5) proves that she is Alice. The TGS responds
with a session key Ky . again encapsulated in a ticket that Alice will later have to
pass to Bob.

Message 6 also contains a timestamp. 7. encrypted with the secret key shared
between Alice and the TGS. This timestamp is used to prevent Chuck from mali-
ciously replaying message 6 again. and trying to set up a channel to Bob. The
TGS will verify the timestamp betore returning @ ticket 1o Alice. If it differs more
than a tew’ minutes from the current time. the request for a ticket is re jected.

This scheme establishes what is known as single sign-on. As long as Alice
does not change workstations. there is no need for her to authenticate herself to
any other server that is part of the distributed system. This feature is important
when having to deal with many different services that are spread across multiple
machines. In principle. servers in a way have delegated client authentication to the
AS and TGS. and will accept requests from any client that has a valid ticket. Of
course, services such as remote login will require that the associated user has an
account. but this is independent from authentication through Kerberos.

Setling up a secure channel with Bob is now siraightforward. and is shown in
Fig. 9-24. First, Alice sends to Bob u message centaining the ticket she got from
the TGS, along sith an encrypted timestamp. When Bob decrypts the ticket. he
notices that Atice is talking © him. because only the TGS could have constructed
the ticket. He also finds the secret key K 4. allowing him to verif'y the timestamp,
At that point. Bob knows he is talking to Alice and not someone maliciously
replaying message [. By responding with Ky g(r + 1). Bob proves to Alice that he
is indeed Bob.

9.3 ACCESS CONTROL

[n the client-server model. which we have used so fur. once a client and a
server have set up a secure channel. the client can issue requests that are to be car-
ried out by the server. Requests involve carrying out operations on resources thal
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Figure 9-24. Seuting up a s2eure chanpel in Kerberos,

are controlled by the server. A general situation is that of an object server that has
a number of objects under its comrol. A request from a client generally involves
invoking a method of a specific object. Such a request can be carried out only if
the client has sufficient access rights for that ivocation.

Formally. verifying aecess rights is referred to as access control. whereas
authorization is about granting access rights. The two terms are strongly related
1o eich other and are often used in an interchangeable way. There are muny ways
to achieve access control. We start with discussing some of the general issues.
conczentrating on ditferent modeis for handling access control. One important way
of uctually controlling access to resources is to build a firewall that protects appli-
cations oreven an entire network. Firewalls are discussed separately. With the ad-
vent of code mobility. access control could no longer be done using only the trudi-
tional methods. Insteid. new techniques had 10 be devised. which are also dis-
cussed in this section,

9.3.1 General Issues in ~AccessControl

In order to understand the various issues involved inaccess control. the sim-
ple model shown in Fig.9-25 is generally adopted. [t consists of subjects that
issue a request to access an ob ject. An object is very much like the objects we
have beendiscussing so tar. [t can be thought of as encapsulating its own state and
implementing the operations on that state. The operations of an object that sub-
jevts can request to be carried out are made availuble through intertaces. Sub jects
can best be thought of as being processes iucting on behalf of users. but can also be
objects that need the services of other objects in order to carry out their work.

Subject | Relerence J__,___ul Objecl
moniter | |

Request for Authorized
ogeralion requesi

Figure 9-23. General model of controlling access 10 abjects.

Controlling the access to an object is all about protecting the object against
invocations by subjects that are not allowed to have specitic (or even any} of the
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methods carried out. Also. protection may include objecl management issues,
such as creating. renaming, or deleting objects. Protection is often enforced by a
program called a reference monitor. A reference monitor records which subject
may dowhat, and decides whether a subject is allowed to have a specific opera-
ton carried out. This monitor is called (e.g.. by the underlying trusteel operating
systenm) each time an object is invoked. Conscquently, it Is extremely important
that the reference monitor is itself wmperproof: an attacker st not be able 10
fool around with it.

Access Contrrol Matrix

A common approach to modeling the access rights of subjects wvith respect to
objects is to construcl an access control matrix. Each subject is represented by a
row in this matrix: cach object is represented by o column, 11 the matrix is denoted
A then an enry A {si.0 | lists precisely which operations subject s can request to
be carried out on object o. In other words. whenever a subject s requests the invo-
cation of method 1 of object o. the relierence monitor should check whether »: is
listed in M [s.0]. [f12is not listed in A/ [s.0 ], the invecation fails.

Considering thar @ system may easily need to support thousands of users and
millions of objects that require protection. implementing an access control matriy
as a true matrix is not the way 10 go. Many entries in the matrix will be empty:
single subject will generally have access to relatively few objects. Therefore.
other. more efficient ways are followed to implement an access control maurix.

One widely-upplied approach is to have each objeel maintain « list of the ac-
cess rights of subjects that want o aceess the object. [n essence. this means that
the matrix is distributed column-wise across all objects. and that empty entries are
lett out. This type of implementation leads to what is callec! an Access Control
List (ACL). Each object is assumed lo have its own associated ACL.

Anotherapproich is to distribute the matrix tow-wise by giving each subject a
list of capabilities it bas for each object. In other words, a capubility corresponds
1o anentry in the access control matrix. Not having a capability tor a specitic ob-
jeet means thatthe subject hits no access rights for that object.

A capability can be compared to atickel: its holder is givien certain rights that
are associated with that ticket. [t is also clear that a ticket should be protected
aguinst modifications by its holder. One approich that is particularly suited in dis-
tributed systems and which has been applied extensively in Amoeba (Tanenhaum
et al.. 1990). is to protect (a list of) capabilities with a signature. We return 1o
these and other mauers later when discussing security nunagement.

The difference between how ACLs and capabilities are used to protect the itc-
cess to an object is shown in Fig. 9-26. Using ACLs. when a client sends a re-
quest to a server. the server’s reference monitor will check swhether it knows the
client and if that client is known and allowed to have the requested operation cir-
ried out, as shown in Fig. 9-26(a).
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Client Server
Creale access request r Object
as subjecl s
(sir)

if (s appears in ACL)
it (r appears in ACL[s])
grant access,

ta)
Client Server
Create access request r QObject
for obf_ecl 0. Pass
capabilty C (0.1)
p———— ) .
if (r appears in C)
grant access:
(b)

Figure 9-26. Comparison betwexn ACLs aand caupabitilies For protecting objects.
ta) Using an ACL. (b Using capubilities.

However. when using capabilities. a client simply sends its request to the
server. The server is not interested in whether it knows the client: the capability
says enough. Therefore. the server need only check whether the capability is valid
and whether the requested opceration is listed in the capability. This approach to
protecting ob jects by means of capabilities is shown in Fig. 9-26(b).

Protection Domains

ACLs and capabilities help in efficiently implementing an access control ma-
trix by ignoring all empty entries. Nevertheless, an ACL or a capability list can
still become quite large it mo further measures are taken.

One general way of reducing ACLs is to muke use of protection domains. For-
mally. a protection domain is a set of (vhject, access rights) pairs. Each pair
specifies l'ora given object exactly which operations are allowed 1o be carried out
(Salizer and Schroeder, 1973). Requests For carrying out an operation are always
issued within a domain. Therefore, whenever a sub ject requests an operation to be
carried out at an object, the reference monitor first looks up the protection domain
associated with that request. Then, given the domain. the reference monitor can
subsequently check whether the request is allowed to be caytied out. Different
uses ol protection domains exisl.
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One approach is to construct groups ot users, Consider. for example. 1 Web
page on a company’s internal intranet. Stch a puge should be available 10 every
employee. bul otherwise to no one else. Instead of adding an entry tr each pos-
sible employee to the ACL lor that Web page. it may be decided to have a sepa-
rate group Employee containing all current employees. Whenever a user accesses
the Web page. the reference monitor need only check whether that user is an
employee. Which users belong to the group Eniployee is Kept in a separate list
(which. of course. is protected against unauthorized access).

Matters can be made more flexible by introducing hierarchical groups. For ex-
ample. if an organization has three different branches at. say. Amsterdam. New
York. and San Francisco, it may want to subdlivide its Emplovee group into sub-
aroups. one for each city. leading to an organization as shovvn in Fig. 9-27.

World

Employee Anonymous
Employee_AMS Employee _NYC Employee SF

71N 4=\ 7=\

Dick Kees

Figure 9-27. The hierarchical ocganization of protection Jonmins as groups of
UNSls.

Accessing Web pages of the organizaiion’s intranet should be permitted by all
employees. However. changing for example Web puages associated swith the
Amsterdam branch should be permitted only by a subset of employees in Amster-
dam. If user Dick trom Amsterdam wants 10 read a Web puge From the intranet.
the reference monitor needs 1o {irst look up the subsets Lmplovee AMS.
Employee_NYC. and Employee_SF that jointly comprise the set Emplovee. [t then
has to check if one of these sets contains Dick. The advantage of having hierarchi-
cal groups is that managing group membership is relatively easy. and that very
large groups can be constructed elficiently. An obvious disadvantage is that look-
ing up & member can be quite costly if the membership database is distributed.

Instead of lening the reference monitor do all the work. an alternative is to let
each subject carry a certificate listing the groups it belongs to. So. whenever Dick
wants to read a Web page from the company’s intranet, he hands over his certili-
cate to the reference monitor stating rhat he is a member of Employee . AMS. To
guarantee that the certificate is genuine and has not been tampered with. it should
be protected by means of. for example. a digital signature, Certilicates are seen to
be comparable to capabilities. We return to these issues later.
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Related to having groups as protection domuains. it is also possible to imple-
ment protection domains as roles. In role-based access control. a user always; logs
into the system with a specilic role, which ts olten associated with a function the
user has in an orgunization (Sandhu et al.. 1996). A user may have several func-
tions. For example. Dick could simiultaneously be heud of a department. manager
of a project. and member of a personnel seawrch committee. Depending on the role
he takes when logging in. he niay be assigned different privileges. In other words.
his role determines the protection domain fi.e.. group) in which he will operate.

When assigning roles 1o users and requiring that users take on a specitic role
when logging in. it should also be poasible Forusers 1o change their roles il neces-
sary. For example. it may be required 1o allow Diek as head of the department to
occasionally change to his role of project manager. Note that such changes are dif-
ficult to exprss swhen implementing protection domains only as groups.

Besides using protection domains. efficiency' can be Ffurther improved by
(hierarchically) grouping objects based on the operations they provide. For ex-
ample. instead ol consicering individual objects. objects are grouped according to
the interfaces they provide. possibly using subtyping [also referred to as imerface
inheritance. see Gamma et al. €199-4)] 1 achieve a hierarchy. In this case. when a
subject requests an operation to be caiied out at an object. the reference monitor
looks up to which interface the operation for that object belongs. It thien checks
whether the subject is allowed 10 call an operation belonging to that interface.
rather than if it can call the operation lor the specilic vhject.

Combining protection domains and grouping of ubjects is also possible. Using
both technigues. along with specific data structures and restricted operations on
objects. Gladney (1997) describes how 10 implement ACLs for very large collec-
tions of objects that are used in digital libraries.

9.3.2 Firewalls

So lar. we have showwn how protection cin be established using cryptographic
technigues. combined with some implementation of an access control miurix.
These approaches work line as long as all communicating parties play according
to the same set of rules. Such rules may be enfewced when developing a stand-
alone distributed system that is isolated from the rest ol the world. However. mat-
ters beconme more complicated when outsiders are allowved o access the resources
controlled by a distributed system. Examples of such accesses including sending
mail. dovwnloading files. uploading tax forms. and so on.

To protect resources under these circumstances. a different approach is need-
ed. In practice. what happens is that external access to aay part of a distributed
system is controlled by a special kind of reference monitor known as a lirewall
(Cheswick and Bellovin. 2000: and Zwicky et al.. 2000). Essentially. a firewall
disconnects any pant of a distributed system from the outside world. as shown in
Fig. 9-28. All oumgoing. but especially all incoming packets are routed through a
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special computer and inspected beftore they are passed. Unauthorized tratfic is dis-
carded and not allowed 10 continue. An important issue is that the firewall itself
shoulct be heavily protected against any kind of security threar: it should never
fail.

Packet Application Pac%&ei
fiitering galeway litering
router rauler

e Mt
Connectlions \ ! -—/ Cannections

tointernal — 7 ] | to oulside

networks //?__- —.E_._I_ T 1 _\';\ networks

' Tlnsde LAN  Outside LAN

Firewall

Figure Y-28. A common implementation of a tirevall

Firewalls essentially come in nwo different favors that are often combined.
An important type of tirewall is a packet-filtering gatewny. This type of firewall
operates a< a router and makes decisions as to whether or not 10 pass a nenwvork
packet based on the source and destination address as contained in the packet's
header. Typically. the packet-fillering gatewas shown on the outside LAN in
Fig. 9-28 would protect against incoming packets. whereas tlie one on the inside
LAN would filter omgoing packets.

For example. 1o protect an intergal Web server against requests fron hosts
that are not on the internal network. a packet-fillering gateway could decide 1o
drop all incoming packets addressed to the Web server.

More subtle is the situation in which a company’s network consists of muli-
ple local-area networks connected. tor example. through an SMDS network as we
discussed before. Each LAN can be protected by means of a packet-filtering gate-
way. which is conligured to pass incoming traff.c only if it originated from a host
on one of the other LANs. In this way. a private virtual network can be set up.

The other type of firewall is an application-fevel gateway. In contrast to a
packet-filtering gateway, which inspects only the header of network packets. this
type of firewall actually inspects the content of an incoming or outgoing message.
A typical example is @ mail gateway that discards incoming or outgoing mail
exceeding a certain size. More sophisticated mail gateways exist that are. for ex-
ample, capable of lHtering spam e-mail.

Another example of an application-level gateway is one that allows extetnal
aceess to a digital library server. but will supply only abstracts of documents. [f an
external user wants more. an electronic payment protocol is started. Users inside
the firewall have direct access 10 the library service.
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A special kind of application-lfevel gateway' is what is knowi as a proxy gate-
way. This type of tirewall works as a feont end to a speciftic Kind of application,
and ensures that only those messages are passed that meet certain criteria. Con-
sider. for example. surfing the Web. As we discuss in the next section. many Web
pages contain scripts or applets that are to be exectited in a user’s browser. To
prevent such cwde to be downloaded to the inside LAN. all Web tratfic could be
directed through a Web proxy gateway. This gateway accepts regulir HTTP re-
yuests. either from inside or outside the firewall. In other words. it appears 1o its
users s o normal Web server, However, it lilters all incoming and outgoing
tralfie. either by discarding certain requests and pages. or modifying pages when
they conain executable code.

9.3.3 Secure Mobile Code

As we discussed in Chup. 3. un importam developuent in modern distributed
systens is the ability to migrate code bewy een hosts insteadd of just migrating pas-
sive data. However, mobile code introduces i number of serivus security threalts,
For one thing. when sending an agent acvoss ihie Tnternet. i owner will want
pratee i agains: malicious hosts that wy w steal or ndily information caried by
the agen|.

Another issue is that hosts need to be protected against malicious agents. Most
users ot distributed systems will nothe exparts in systems technology and have no
way ol telling whether the program ety are fetching {rom another host can be
trusted nat o cotrupt their comptiter. [n nimy cases it may be difficult even tor an
expert to deteer that a program is actually being downloaded ar atl.

Unless security measures are taken. onee amalicious program has setlled it-
self’ in it computer. it can easily corrupt its host. We are tfaced with an access con-
wrol problem: the program should not be allowed uninthorized access o the host’s
resources. As we shall see. protecting a host against dovwnloaded malicious pro-
@rams is not always easy. The problem is not so much as 1o avoid downloading of
programs. Instead. what we are looking {oris supporting mobile code that we can
allow access to local resources in a flexible. yet [tlly controlled manner.

Protecting an Agent

Before we take a look at protecting a computer system against downloaded
malicious code. let us first take a look at the opposite situation. Consider a mobile
agent that is roaming a distributed system on behalf of a user, Such an agent may
be searching for the cheapest wirplane ticket from Nairobi to Matindi. and has
been authorized by its owner to make a reservation as soon as it found a llght.
For this purpose. the agent may carry an electronic credit card.

Obviously. we need protection here. Whenever the agent moves to a host. that
host should not be allowed to steal the agent’s credit card information.  Also, the
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agent should be protected against modifications that make the owner pay much
more than actually is needed. For example, it Chuck’s Cheaper Charters can see
that the agent has not yet visited its cheaper competitor Alice Airlines. Chuck
should be prevented from changing the agent so that it will not visit Alice Air-
lines’ host. Other examples that require protection of an agent against atacks
from a hostile host include maliciously destroying an agent, or tampering with an
agent such that it will attack or steal from its owner when it retuns.

Untortunately. fully protecting an agem against all kinds of attacks is impos-
sible (Farmer et al.. 1996). This impossibility is primarily caused by the tact that
no hard guarantees can be given that a hest will do what it promises. An altema-
tive approach is therefure 10 organize agents in such a way that modifications can
at least be detected. This approach has been followed in the Ajanta system (Kar-
nik and Tripathi. 2001). Ajanta provides three mechanisms that allow an agent’s
owner to detect that the agent has been tampered with: read-only state. append-
only logs. and selective revealing of state to certain servers.

The read-only state of an Ajanta agent consists of a collection of duta items
that is signed by the agent's owner. Signing takes place when the agent is con-
siructed and initialized before it is sent oft to other hosts. The owner Frst con-
structs a messiage digest. which it subsequently encrypts with its private key.
When the agent arrives at a host that host can easily detect whether the read-only
state has been tampered with by verifying the state against the signed message di-
gest of the original state. .

To allow an azent fo collect information while moving between hosts. A junta
provides secure append-only logs. These logs are characterized by the {uct that
data can only be appended to the log; there is no way that clata can be removed ur
modified without the owner being able to detect this. Using an append-only log
works as follows. Initially. the log 1s empty and has only an associated checksum
Cypp calculited as Ciggy = Ky g ANV). where K., is the public key of the agent's
owner, and Vis a secret nonce known only to the owner.

Wheu the agent mov'es toa server $ that wants o hand it some cata X. § appends
X 1o the log then signs X with its signature sig (5.X). and calcutates a checksum:

Cpon = K:;n e (Cypg- Sig (5.X). S)

where Cgyy is the checksum that was used previously.

When the agent comes back toits owner, the owner can easily verity whether
the log has been tampered with. The owner starts reading the log at the end by
successively computing K, ,».(C) on the checksum C. Each iteration returns a
checksum C,.,, for the next iteration. along with sig (S.X) and S for some server
S. The owner can then verity whether or not the then-lust element in the log
maltches sig (S.X). If so. the element is removed and processed. after which the
next iteration step is taken. The iteration stops when the initial checksum is
reached, or when the owner notices that the log as been tampered with because a
signature does not match.
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Finally. Ajanta supports selective revealing of state by providing an amay of
data items. where each entry i intended for a designated server. Each enury is en-
crypted with the designated server’s public key (o ensure confidentiality. The en-
tire arrayv is signed by the agent’s owner to ensure integrity of the array as a
whole. In other words. if ey entry is moditied by a malicious host, uny of the
designated servers will notice and can take appropriate action.

Besides protecting an agent against malicious hosts. A janta also provides vari-
ous mechanisms 0 protect hosts against malicious agents. As we discuss next.
inany of these mechanisms are also supplied by other systems that support mobile
codle, Further information on A janra ean be found in Tripathi et al. 11999).

Protecting the Target

Although protecting mobile code against a malicious host is important. more
atention has been paid 1o protecting hosts against malicious mobile code. I send-
ing an agent into the outside world is considercd too dangerous. a user will gener
ally have alternatives o get the job done for which the agent was intended. How-
ever. there are olten no alternatives to letting an agent into vour system. other than
Jocking it out completely. Theretore. if it is once decided that the agent can vome
in. the user needs full control aver what the agent can do.

As we just discussed. although protecting an agent from modification may be
itpoessible, at least it is possible tor the agent's owner w detect that modifications
liave been made. At worst. the owner will have to discard the agent when it re-
twrns. but otherwise no harm will have been done., However. when dealing with
malicious incoming agents. simply detecting that your resources ltuve been har-
assed is too late. fnstead. it is essential to protect all resources against unautho =
ized access by downloaded code.

One approich o protection is to construct a sandbox. A sandbox is a tech-
nique by which a downloaded program is executed in such a way that each of ity
instructions can be ludly controllecl. [I'an attempt is made t execute an instruction
that has been torbidden by the host. execution of the program will be stopped.
Likewise. execution is halted when an instruction accesses certain registers or
areas in memory that the host has not allowed.

[mplementing a sandbox is not easy. One approach is 10 check the executable
code when itis downloaded. and to insert additional instructions for situations that
can be checked only at runtime (Wahbe et al. 1993). Fortunately. matters
become much simpler when deciling with interpreted code. Let us briefly consider
the approach taken in Java [see also MacGregor et al. (1998)], Each Java pro-
gram consists of a number of classes from which objects are created. There are no
alobal variables and [unctions: everything has to be declared as part ol a class,
Program execution starts at a method called main. A Java progruam is compiled to
a set of instructions that are interpreted by what is called the Java Virtual
Machine (J¥NM). Foraclient o downloadand execute a compiled Java program.
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it is therefore necessary that the client process is running the JVM. The JVM will
subsequently handle the actual execution ol the downloaded program by interpret-
ing each of its instructions. starting w the instructions that comprise main.

In a Java sanddbo.x, protection starts by ensuring that the component that hand-
les the tanster of a program to the client machine can be trusted. Downloading in
Javais wken care of by a set of class loaders. Each class loader is responsible tor
fetching a specified class from a server and installing it in the client's address
spitce so that the W XM can create objects From it. Because a class loader is just an-
other Java class. it is possible that a downloaded program contains its own class
loaders. The first thing that is handled by a sandbox is that exclusively trusted
class loaders are used. In particular, a Java program is not allowed to create its
own class loaders by which it could circumvent the way class loading is normally
handled.

The second componeut of a Jitva sandbox consists of a byte code verificr,
whivh checks whether a downloaded ¢lass obeys the security rules of the sandbox.
[n particular. the verifier checks that the class contains no illegal instructions or
instructions that could somehow corrupt the stack or memory. Not all classes are
checked. as shown in Fig. 9-29: only the ones that are downloaded from an exter-
nal server to the client. Classes that are Jocated on the client’s machine are gener-
ally trusted. although their integrity could aiso be easily verified.
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{ Java program y
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Figure 9-29. The organization oFa Juva sandbex.

Finally, when a class has been securely downloaded and verified. the JVM
can instantiate objects from it and execute those object’s methods. To turther
prevent objects from unauthorized access to the cliemt's resources. a security
manager is used to perform various checks atruntime. Java programs intended to
be downloaded are forced to make use of the security manager: there is no way
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they can circurnvent it. This means, l'er example, that any /@ operation is vetted
for validity and will not be carried out if the security manager says “no.” The se-
curity manager thus plays the role of a reference monitor we discussed earlier,

A typical security manager witl disallow many operitions to be carried out.
For example. virtually all security managers deny access to local files and allow i
program only to set up a connection to the server from where it came. Manipulat-
ing the JVM is obviously not allowed as well. However. a programis permitted to
access the graphics library for display purposes and to catch events such as mov-
ing the mouse or clicking its buttons.

The original Java security manager implemented a rather strict security policy
in which it inade no distinction between ditferent downloadexd programs. or even
programs fiem different servers. In many cases. the initial Java sandbox model
was overly restricted and more tlexibility was required. Below., we discuss an al-
ternative approach that is currently followed.

An approach in line with sandboxing. but which offers somewhat more tlexi-
bility. is to create a playground lfor dowuloaded mobile code (Malkhi and Reiter,
2000). A playground is a separare. designated machine exclusively reserved for
running mobile code. Resources local 10 the playground. such as files or network
connections to external servers are available to programs executing in the play-
ground. subject o normal protection mechanisms. However, resources local to
other machines are physically disconnected trom the playground and cannot be
acceswed by downloaded code. Users on these other machines can access the play-
eround in a traditional way, for example. by means of’ RPCs. However, no mobile
code iy ever downloaded ro machines not in the playvground, This distinction be-
tween a saudbox and a playground is shown in Fig. 9-30.

Untrusted code
Trusted code Untrusted code Only trusted code

R v iy

-

—_—  Sandbox
. Local netwrork
Local netwvork Ptayground

(a) {b)

Figure 9-30. () A sundbox. (b) A playground.
A next step toward increased flexibility is to require that each downloaded

program can be authenticated, and to subsequently enforce a specific security pol-
icy based on where the program came from. Demanding that programs can be
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authenticated is relatively easy: mobile code can be signed. just like any other
document. This code-signing approach is often applied as an alterative to sand-
bo.xing ais well. [n effect. only code from trusted servers is acceptled.

However. the difficult part is enforcirg a security policy. Wallach et al,
(1997) propose three mechanisins in the case ot Java programs. The lirst approach
is based on the use of object reterences as capabilities. To access a local resource
stuch as a file. u program must have been given a reference to a specific object that
handles lile operations when it was downloaded. I no such reference is given.
there is no way that Itles cnn be accessed. This principle is shovwn in Fig. 9-3 1.

Local resources
accessible lhrough objects
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Figure -3 1. The principle vf using Juva objea reboences us capabilities

Al interfuces to objcets that implement the file system are initially hidden
from the program by simply net handing vat any references (o these interfaces,
Juva's strong type vhecking ensures that it is impossible to construct a reference 1o
one of these intertaces at runtime. [n additicn, swe can use the property of Java to
keep certain variables and methods completely internal to a ¢lass, Tn particular, a
program can be prevented from instantiating its oswn file-handling objects. by
essentially hiding the operation that crentes new objects Itom a given class. (In
Java terminology. a constructor is made private to its associated class.)

The second mechanism tor enforcing « security policy is fextended) stack
introspection. [n essence. any call to a method 1 ot a local resource is preceded
by @ cull to a special procedure enable_privllege that checks whether the caller is
authorized to invoke 1 on that resource. If the invocation is authorized. the caller
is given temporary privileges lor the duration ot the call. Bef'ore returning control
to the invoker when 7 is finished. the special procedure disable_privilese is
invoked to disable these privileges.

To enloree calls to enable_privitege and disable_privilege. a developer of in-
terfaces to local resowrces could be required to insert these calls in the appropriate
places. However. it is much better to let the Java interpreter handle the calls
automatically. This is the standard approach foltowed in, for example. Web brow-
sers for dealing with Java applets. An elegant solution is as follows. VWhenever an
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invocation to a local resource is made. the Java interpreter automatically calls
enable_privilege. which subsequently checks whether the call is permitied. If so. a
call 10 disable_privilege is pushed on the stack to ensure that privileges are dis-
abled when the method call retums. This approach prevents malicious pro-
grammers from circumventing the rules.

SlackIrame 02

| ——- | Call enable_privilege
disable_privilege

Stack frame 01

Check access fighls

disable_prlvilege

.
.
.

Stack frame
first method call

disable_privilege
Figure 9-32. The principte of stiek introspection

Another important advantage of nsing the stack is that it enables a much better
way ol checking privileges. Suppose that a program invokes a local object O .
swhich, in wrn, invokes object (2. Although O | may have permission to invoke
02, if the invoker of O is not trusted 1o invoke a specific method belonging 1o
02, then this chain of invecations should not be allowed. Stack introspection
mikes it easy 1o check such chains. as the interpreter need merely inspect eich
stack [rame starting at the top to see il there is a frame having the right privileges
enabled (in which case the call is permitted). or it there iv a frame that explicitly
forbids access to the current resource (in which case the call is immediately termi-
nated). This approach is shown in Fig, 9-32.

In essence, stack introspection allows for the anachment of privileges to clas-
ses or methods, and the checking of those privileges for each caller separately. In
this way. it is possible 1o implement class-bused protection domains. as is
explained in detail in Gong and Schemers (1998).

The third approuch to enforcing a security policy is by means of name space
management. The idea is put forth below. To give programs access to local re-
sources. they tirst need to attain access by including the apptopriate files that con-
tain the classes implementing those resources. Inclusion requires that a name is
given to the interpreter. which then resolves it to a class, which is subsequently
loaded at runtime. To enforce a security policy for a specific downloaded pro-
gram. the same name can be resolved to ditferent classes, depending on where the
downloaded program came from. Typically. name resolution is handled by class
loaders. which need to be adapted 1o implement this approaclt Details of how this
can be done can be found 1n Wallach et al. (1997).
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The approach described so {ar associates privileges with classes or methods
based on where a downloaded program came from. By vittue of the Java inter-
preter. it is possible to enforee security policies through the mechanisims described
above. In this sense. the security architecture becomes highly language dependent.
and will need 1 be developed anew for other languages. Language-independent
solutions. such as. lor example. described in Jaeger et al. (1999). require a more
general approach to enforcing security. and are also hardler to implement. In these
cases. support is needed from a secure operating system that is awiare ot down-
loaded mobile code and which enforces all calls to local resources to run throuyh
the Kervel where subsequent checking is done.

9.3.4 Denial of Service

Access vontrol is generally about carefully ensuring that resources are ac-
cessed only by authurized processes. A partcularly annoying type o attack that is
related 1o access control is maliciously preventing authorized processes [rom ac-
cessing resources, Defenses against such cleniul-of -service (DoS) altacks are
becoming invreasingly important as distributed svstems are opened up through the
Internet. Where DoS atticks that come from one or a few sources can often be
handled quite elfectively, maters become atuh more difficull when having ©
deal with distributed denial ol service (DDoS). .

in DDoS attachs. a huge collection ol processes joimly attempt to bring down
a networked service. In these cases. we olten see that the uttackers have suc-
ceeded in hijacking a large group of machines which unknowingly participate in
the attack. Specht and Lee 12004) distinguish 1wo types of aitacks: those aimed at
bandwidih depletion and those aimed at resource depletion.

Bandwidth depletion can be accomplished by simply sending many messages
© a single machine. The effect is that normal messages will hardly be able 10
reach the receiver. Resource depletion attacks concentrate on letting the receiver
use up resources on otherwise useless messages. A well-linoswn resotirce-depletion
wnack is TCP SYN-llooding. In this case. the attacker attempts 1o initiate it huge
amount of connections (i.e.. send SYN packets as part of the three-way hand-
shake). but will otherwise niever respond to acknowledgments from the recever.

There is no single method 10 protect against DDoS attacks. One problem is
that atiackers makie use of innocent victims by secretly installing software on their
machines, In these cases. the only solution is 1o have machines continuously mon-
ilor their state by checking [iles For pollution. Consiclering the ease by which a
virus can spread over the Imernet. relying only on this countermeasure is not
feasible,

Much better is to ¢ontinuously monitor network traftic. for example. starting
at the egress routers where packets leave an organization's network. Experience
shows that by dropping packets whose source address does not belang a the
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organization’s network we can prevent a lot of havoe. In general. the more pack-
ets can be [iltered close 1o the sources. the better.

Allernatively, it is also possible 10 concentrate on ingress routers, that is.
where traffic flows into an organization’s network. The problem is that detecting
an attack at an ingress router is 100 late as the network witl probably already be
uareachable for regular waffic. Bener is to have routers further in the Internet,
such as in the networks of [SPs. start dropping packets when they suspect that an
attack is going on. This approach is followed by Gil and Poletto (2001). where a
router will drop packets when it notices that the rute between the number- of pack-
ets ro a specific node is disproportionate to the number of packets from that node.

In general. a myriad of techniyues need 10 be deployed. whereas new attacks
continue 1o emerge. A praclical overview of the state-of-the-art in denial-of -ser-
vice attacks and solutions can be found in Mirkovie et al. (2003): a detailed taxon-
omy is presentect in Mirkovie and Reiher (2004).

9.4 SECURITY MANAGEMENT

So tir, we have considered secur: channels and access control. but have
hardly touched upon the issne how. for example. keys are obtained. In this sec-
tion. we tuke a closer look at security management. In particular. we distinguish

three different subjects. First. we need 1o consider the general management of

cryptographic keys. and especially the means by which public keys are distrib-
uted. As it turns out. certificates play an important role here.

Second. we discuss the problem of sccurely managing a group of servers by
concentriting on the problem of adding a new group meiber that is trusted by the
current members. Clearly. in the fuce of distributed and replicated scrvices. it is
important that security is not compromised by admitting a malicious process 10 i
2ronp.

Third. we pay attention to awthorization management by looking at capabili-
ties and what are known as anribute certiticates. An important issue in distributed
systems with respect to authorization management is that one process can del-
egate some or all of its access rights to another process. Delegating rights in a
secure wiy has its own subtleties as we also diseuss in this section.

9.4.1 Key Management

So far. we have described various cryptographic protocols in which we Gimpli-
citly) assumed that various keys were readily available. For example. in the case
of public-key cryprosystems. we assumed that a sender of a message had the pub-
lic key of the receiver at its disposal so that it could encrypt the message to ensure
confidentiality. Likewise. in the case of authentication using a key distnibution
center (KDC). we assumed each party already shared a secret key with the KDC.
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However. eslablishing and distributing keys is not a trivial matter. For ex-
ample, disteibuting secret keys by means of an unsecured channel is ow of the
question and in many cases we need 1o resort to out-of-band methods. Also.
mechanisms are needed to revoke Keys. that is. prevent a key from being used
after it has been compromised or invalidated. For example, revocation is neces-
sary when a Key has been compromised.

Key Establishment

Let us start with considering how session keys can be established. When Alice
wants 1o set up a secure channel with Bob. she may Iirst use Bob's public key to
initiate counttunication as shown in Fig. Y-19. If Bob accepts, he can subsequently
generate the session key and return it 10 Alice encrypted with Alice's public key.
By encrypting the shared session key before its wwansmission, it can be safely
passed across the nenwork.

A similar scheme can be used to generate and distribute a session key when
Alice and Bob already share a seeret key. However. both methods require that the
communicating parties already have the means available 10 establish a secure
channel. In other words. some form of key establishment and distribution must
dlready have taken place. The same argumem applies when a shared secret key is
established by means of o trusted third party. such as a KDC.

An elegant and widely-applied scheme lor establishing a shared key across an
msecure channel is the Diffie-Hellman key exchange (Diffie and Hellman,
1976). The protocol works as l'ollows. Suppose that Alice and Bob wam 10 estab
lish a shared secret key. The Iirst requirement is that they agree on two kirge num-
bers. n and g that are subject to a number of mathematical properties (which we
do not discuss here). Both » and g can be made public: there is no need to hide
them trom ouwtsiders. Alice picks a kwge random number. say v, which she keeps
secret. Likewise, Bob picks his own secret large number, say v. At this point there
is enough information to construct a secret key. as shown in Fig. Y-33.

Alice Bab
picks x picks y
L

L .0

2 e ——
Allce computes 1 grmodan i Bob computes
(g* mod n)* A (g* mod n)Y
=g¥ modn =g"” modn

Figure 9-33. The principle of Diftie-Hellnon key exchunge.

Alice starts by sending g* nod 1 to Bob. along with nand g. It is imporiant to
note that this informatien can be sent as plaintexi, as it is virtually impossible to
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compute x given ¢ mod 1. When Bob receives the message. he subsequently cal-
culates (g' maod 1)¥ which is mathematically equal to g™ maed n. In addition. he
sends g% mod 1 1o Alice. who can then compute (¢ mad ) = g* mod n. Conse-
quently. both Alice znd Bab. and only those two. will now have the shared secret
Key ¢ % mod n. Note that neither of them needed to make their private number {x
and y. respectively). known 10 the other.

Diffie-Hellman can be viewed as a public-key' cryptosystem. In the case of
Alice. v is her private key. whereas g% mod n is her public key. As we discuss
next. securely distributing the public key is essenttal to making Ditfie-Hellman
work in practice.

Key Distribution

One of the more difficult parts in key management is the acuial distribution of
initial Keys. In a symmetric cryptosysten. the initial shared secret key must be
communicated along a secure channel that provides authentication as well as con-
fidentiality. as shovan in Fig. 9-34). [t there are no keys availabie to Alice and
Bob 10 set up such a secuwre channel. it is necessary 10 distribute the Key out-of-
band. In other words. Alice and Bob will have te get in touch with each other

using some other communication means than the network. For example. one of

them may phone the other. or send the Key on a tloppy' disls using snail mail.

In the case of a public-key cryptosystem. we need to distribute the public key
in such o way that the receivers can be sure that the key is indeed paired 1o a
claimed private Key. In other words. as shewn in Fig. 9-3:kb). although the public
key itself may be sent as plaintext. it is necessary that the channel through which
it is sent can provide authentication. The private key. of course. needs 10 be sent
across asecure channe! providing authentication as well as confidentiality.

When it comes 1o key distribution. the authemicated distribution ot public
keys is perhaps the most interesting. In practice. public-key distribution takes
place by means of public-key certificates. Such a certificate consists of a public
key together with a suing identit'ying the entity 10 which that key is associated.
The entity could be a user. but also a host or some special device. The public key
and identilier have together been signed by a certification authority. and this sig-
mature has been placed on the certificate as well. (The identity of the certiFication
authority is naturally part of the certificate.) Signing takes place by meuns of a
private key K¢y that belongs to the certification authority. The correspontling
public key K¢y is assumed 10 be well known. Forexample. the public keys of var-
ious certitication authorities are built into most Web browsers and shipped with
the binaries.

Using a public-key certificate works as fallows. Assume that a client wishes
10 ascertain that the public key found in the certificate indeed belongs to the iden-
tified entity. It then uses the public key of the associated certitication authority 1o
verify the certificate’s signature. It the signature on the certilicate maiches the
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Figure 9-34. @ Secrer-key  distribution. (b) Publicskey distribution hee also
Menezes et ul. (19963l

{(public key. ideniifier)-pair. the client accepts that the public key indeed belongs
10 the identitied entity.

Lt is important 1o note that by accepting the certificate us being in order. the
client actually trusts that the certilicate has not been forged. In particular. the cli-
ent musl assume that the public key K7, indeed belongs 1o the associated] vertili-
cation authority, If in doubt. it should be possiblz to verity the validity of Kta
through another certiticate coming from a different. possibly more trusted certiti-
cation authority,

Such hierarchical trust models in which the highest-level ceatitication author-
ity must be trusted by everyone. are not uncommon. For example. Privacy
Enhanced Muil (PENI) uses a three-level wust model in which lowest-level cer-
tification authorities can be authenticated by Policy Certification Authorilies
(PCA). which in turn can be authenticated by the Internet Policy Registration
Authority (IPRA). [ a user does not trust the IPRA. or does not think he can
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safely talk to the IPRA. there is no hope he will ever trust e-mail messages o be
sent in i secure way when using PENL Nore nformation on this model can be
found in Kent (1993). Other trust models are discussed in Menezes et al. (1996).

Litetime of Certificates

An important issue concerning cerrificates is their longevity. First let us con-
sider the situation in which a certification authority hands out lifelong certificates.
Essentially, what the centificate then states is that the public Key ill always be
valic For the entity identified by the certiticate. Clearly. Such w Statemehil 15 not
what we want. If the private key of the identified entity is ever compromised. no
unsuspecting client should ever be able 1o use the public key tlet wlone malicious
clients), In that case. we need a mechanism 10 revoke the ceruticate by making 11
publicly-known that the certiticate is no longer valid.

There are several ways 1o revoke a certificate. One common approach s with
a Certificate Revocation List (CRL)Y published regularly by the cerufication
authority. Whenever a client checks a certificate. it will have 10 check the CRL 10
see whether the certificate has been revoked or not. This means that the client will
at least have 1o contact the certilication awnhority each time a new CRL is pub-
lished. Note thae if @ CRL is published daily. ivalso takes a day 10 revoke acertifi-
cate. Meanwhile. a compromised certificate can be falsely used unul it is pub-
lished on the next CRL. Consequently. the time between publishing CRLs cannot
be 100 long. In addition. getting a CRL. incurs some overhead.

An alternative approach is 1o resuict the litetime of each certil'icate. In es-
sence. this approach is analogous to handing out leases as we discussed in
Chap. 6. The validity ot a certilicate automaic:lly expires after some unie. It for
whatever reason the centificate should be revoked before it expires. the certitici-
tion awrhority can still publish it on & CRL. However. this approuch will still force
clients to check the latest CRL whenever veritying a certificate, In other words.
they will need 1o contact the certification awthority or a trusted database contain-
ing the fatest CRL.

A tinal exireme case is to reduce the lifetime of a certificate to nearly zero. In
effect, this means that certificates are no longer used: instead. a client will always
have to contact the certification authority to check the validity of a public key. As
a consequence. the certification authority must be continuously online.

In practice. certificates are handed out with restricted lifetimes. [n the case ol
Internet applications. the expiration time is often as much as a year (Stein, 1998).
Such an approach requires that CRLs we published regularly. but that they are
also inspected when certificates are checked. Practice nclicates that client applica-
tions hardly ever consuit CRLs and simply assume a certificate to be valid undl it
expires. [n this respect. when it comes 10 Internet security in practice, there is still
much room for improvement. untortunately,
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9.4.2 Sceure Group Management

Many security systems make use of special services such as Key Distribution
Centers (KDCs) or Certification Authorities (CAs), These services demounistrate a
ditticult problem in distributed systems. [n the first place. they must be wusted, To
enhance the wust in security services. it is necessary 10 provide i high degree of
protection against all kinds of security threats. For example. as soon as a CA has
been compromised. it becomes impossible to verify the validity of a public Key.
making the entire security system completely worthless.

On the other hand. it is also necessary that many security seevices off'er high
availability. For example. in the case of a KDC. each time nvo processes wiant (o
set up a secure channel. at least one of them will need w contact the KDC for a
shared secret key. If the KBC is not wvailable, sccure communication cannot be
established unless an alternative technique for key establishment is available, such
as the Diffie-Hellman key exchange.

The solution 1o high avaikubility is replication. On the other hand. replication
mikes a server more vulnerable 1o security anacks, We already discussed how
secure group communieation can tike place by sharing a secret among the group
members. In eff'ect. no single group member is capable of compromising cerfi-
cates. making the group itself highty secure. What remains to consider is how 10
actually manage a group of replicated servers. Reiter et al. (199-.) propose the lol-
lowwing solution. :

The problem that needs to be solved is to ensure that when @ process asks to
join a group G. the integrity of the group is not compromised. A group G is
assumedd 10 use a secret key CK¢ shared by all group members tor encrypting
group messages. [n addition. it also uses a public/priviate Key pair (K¢, Kg) tor
comumnunication with nongroup members.

Whenever a process P wants 10 join a group G. it sends a join request /R iden-
titsing Gand 2. £'s local ime 7. a generated repfy pad RP and o generated secret
Key Kp. BP and K (; are jointly encrypted using the group’s public key K. as
shown as message | in Fig. 9-35. The use of RF and Ky ¢ is explained in more
detail below. The join request /R is signed by P. and is sent along with a certili-
ciate containing P’s public key. We have used the widely-applied notation [ ] to
denote that message A7 has been signed by subject A.

When a group member O receives such a join request. it First authenticates £.
after which communication with the other group members tikes place o see
whether P can be admitted as a group member. Authentication of P takes place in
the usual way by means of the certificate. The timestamp 7 is used to make sure
that the certificate was still valid authe time it was sent. (Note that we need to be
sure that the time has not been tampered with as well) Group member @ verifies
the signatwure of the certification awthority and subsequently extraets P’s public
Key from the certificate 10 check the validity of JR. At that point. a group-specific
protocol is tollowed 10 see whether all group members agree on admitting P.
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Figure 9-35. Securely admitting anew group memter,

It P is allowed 10 join the group. Q retums i group admittunce message G4
shown as message 2 in Fig. 9-33. identifying P and containing a nonce N. The
reply pad R is used to encrypt the group’s communication key CK;. In addition.
P will also need the group's privite key Kg. which is encrypted with CKg. Nles-
sige GA is subsequently signed by O using key Kp ¢;.

Process £ can now authenticite €. because only a true group member can
have discovered the secret key Apg. The nonce &N in this protocol is not used for
security: instead, when /2 sends back N encrypted with Kp g (message 3). @ then
Knows that P has received all the necessiry Keys. and has therefore now indeed
joined the group.

Note that instead of using the reply pad RP. P and Q could also have encrypl-
ted CKg using P's public key. However. because KF is used only once. namely
tor the encription of the group’s communication key in messige GA. using RF is
sufer. It P°s privite key were ever to revealed. it would become possible to ulso
reveul CKy;. which would compromise the secreey’ ol all group commumicarion.

9.4.3 Authorization Management

Managing secwity in distribwed systems is also concerned with managing ac-
cass rights. So tar. we have hardly touched upon the issue ol how access rights are
initially granted to users or groups of users. and how they are subsequently main-
tained in an unforgeable way. 1 is time to correct this onmssion.

[n nondistribuied systems. managing access rights is relatively easy. When a
new user is added to the system. that user is given initil rights. for example. to
create files and subdirectories in a specific directory. create processes. use CPU
time. and o on. [n other words, a complete account for a user is set up for one
specific machine in which all rights have been specified in advance by the system
aciministrators.

In adistributed system. matters are complicated by the fact that resources wre
spread across severa) machines. If the approach for nondistributed systems were
to be followed, it would be necessary to create an account for each user on each
machine. In essence. this is the approuch tollowed it network operating syStems.
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Matters can be simplified a bit by creating a single azcount on a central server.
That server is consulted each time i user accesses certain resources or machines,

Capabilities and Attribute Certificates

A much better approach that hus been widely applied in diswributed systems is
the use of capubilities. Aswe explained brietly above, a capability is an unforge-
able data structure for a specific resource. specifyving exacily the access rights that
the holder of the capability has with respect to that resource. Different implemen-
tations of capabilities exist, Here. we brielly discuss the implementation as used
in the Amoeba operating system (Tuanenbaum et al.. 1986).

Amoeba wus one of the tirst object-bused distributed systems. Its model ol
distributed objects is that of remote objects. In other words. in object resides at i
server while clients are offered transparent access 10 that object by means ot «
proxy. To invoke an operation on an object. a client passes a capability to its local
operating system. which then locates the server where the object resides and sub-
sequently does an RPC to that server.

A capability is a [28-bit identifier. internally organized as shown in Fig. 9-36.
The first 48 bits are initialized by the object’s server when the object is created
and effectively form a machine-independent identifier of the object's server.
referred to as the server port. Amoebi uses broadeasting to locate the machine
wher the server is currently located.

48 bits

_ 2abis 8 Wils 48 bits
Server port Object Rights Check

Figure 9-36. A capubility in Amoebu.

The next 24 bits are used to identify the object ai the given server. Note that
the server port logether with the object identifier form a 72-bit systemwide unique
identifier for every object in Amoeba. The next 8 bits are used to specify the ac-
cess rights of the holder of the capability. Finally, the 48-bits c¢hieck field is used to
make a capability unforgeable. as we explain in the following pages.

When an object Is created. its server picks a random check tield and stores it
both in the capability as well as intemally inits own tables. All the right bits in a
new capability are initially on. and it is this owner capability that is retumed to
the client. When the capability is sent back 10 the server in a requestto perform an
operition. the check field is verified.

To create a restricted capability, a client ean pass a capability back to the
secver. along with a bit mask for the new rights. The server takes the original
check field frem its tables, XORs it with the ne'w rights (which must be a subset ot
the rights in the capability), and then runs the result through a one-way function.
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The server then creates a new capability, with the same value in the object
field. but with the new rights bits in the rig/es field and the output of the one-way
function in the check field. The new capability is then returned to the caller. The
cliew may send this new capability 1o another process. it it wishes.

The method ot generating restricted capabilities is illustrated in Fig. 9-37. In
this example. the owner has turned ol all the rights except one. For example. the
restricted capability might allow the object to be read. but nothing else. The
meuning of the rghts 1ield is ditterent for each object type since the legal opera-
tions themselves also vary from object type 10 object type.

PropQSai
Capability new righls
'- ol | Object [11111111] C | 00000081

(N

»| Exclusive or |¢—~
15T T

f | Qne-way funchon

Restricted capability

Pon | Objec! [00000001[ HC® 0000000 1)

Figure 9-37. Generitivn ofit resticted capabitily fvom do owiter capability

When the restricted capability comes back to the server. the server sees from
the righty tield that it is not an evener capability because al least one bit is turned
olf. The server then letches the original random number from its tables. XORs it
with the rights Tield from the capability. and runs the result through the one-way
function. It the result agrees with the cheek tield. the capability is accepted as
valid.

[t should be obvious Irom this algorithm that a user who tries to add rights that
he does not have will simply invalidate the capability. Inverting the chech tield in
a restricted capability 10 get the argument (C XOR 00000001 in Fig. 9-37) is
impossible because the tunction fis a one-way Function. N is through this crypro-
graphic technique that capabilities are protected from tampering. Note that fes-
sentially does the same as computing a message digest as discussed earlier,
Changing anything in the original message tlike inverting a bit). will immediuely
be detected.

A generalization of capabilities that is sometimes used in modern distributed
systems is the atteibute certificate. Unlike the certiticates discussed abowe that
are used to verity the validity ol a public key, attribute centificates wre used to list
certain (aHribute. value)-pairs thatapply to an identitied entity. In particular. attri-
bute certiticates can be used 10 list the access rights that the holder ot a certiticate
has with respect 1o the identified resource.
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Like other certificates. anribute certiticates are handed out by special certifi-
cation authorities. usually called attribute certification authorities. Compared
to Amoeba’s capabilities. such an authority coiresponds to an object’s server. In
general. however, the attribute certification authority and the server muanaging the
entity for which a certificate has been created need not be the same. The access
rights listed in a certilicate are signed by the atiribute certification authority.

Delegation

Now consider the tollowing problem. A user wants to have a large file printed
Tor which he has read-only access rights. In order not to bother others 100 much.
the user sends a request 1o the print server, asking it to start printing the lile no
earlier than 2 o'clock in the morning. Instead of sending the emirc file 1o the
printer. the user passes the file name 1o the printer so that it can copy it 10 its
spooling directory. " necessary, when actually needed.

Although this scheme seems to be pertectly in order. there is one major prob-
lem: the printer will generally not have the appropriate access permissions to the
named {ile. In other words. it no special measures are taken. as soon as the print
server wants to read the tile in order to print it the system wiil deny the server ac-
cess 1o the file, This problem could have been solved if the user had temporarily
delegated his access rights for the tile to the print server. .

Delegation ol access rights is an important technique tor implementing pro-
tection i computer systems and distributed systems, in particular. The basic idea
is simple: by passing certain aceess rights fromoune process to another. it becomes
eusier 10 distribute work between several processes withont adversely aftfecting
the protection of resources. In the case ol distributed systems. processes may run
on ditferent machines and even within ditferent administrative domains as we dis-
cussed for Globus. Delegation can avoid much overhead as protection can often
be handled locally.

There are several ways to implement delegation. A general approach as
described in Neuman (1993). is 10 make use of a proxy. A proxy in the context of
security in computer systems is a token that allows its owner to operite with the
sime or restricted rights and privileges as the subject that granted the token. (Note
that this notion of a proxy is dilferent from a proxy as a synonym tor a client-side
stub. Although we try 1o avoid overloading terms. we make an exception here as
the term “proxy ™ in the delinition above & too widely used 10 ignore.) A process
can create a proxy with at best the same rights and privileges it has itself. If a
process creates i new proxy based on one it currently has, the derived proxy will
have at least the same restrictions as the original one, and possibly more.

Betore considering a general scheme for delegation, consider the tfollowing
two approaches. First, delegation is relatively simple if Alice knows everyone. [f
she wants 1o delegate rights to Bob. she merely needs 10 construct a certificate
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saying “Alice says Bob has rights R.” such as [4.B.R],. If Bob wants to pass
some of these rights to Charlie. he will ask Charlie to contact Alice and ask her
foran appropriate certiticate.

In o second simple case Alice can simply constrncet a certificate saying “The
bearer of this certificate has rights R.™ However. in this case we need to protect
the certiticate against illegal copying. as is done with securely passing capabilities
betsveen processes. Neuman's scheme handles this case. as veell as avoiding the
isstte that Alice needs to know everyone o whom rights need to be delegated.

A proxy in Neuman's scheme has two parts. as illustrated in Fig. 9-38. Let A
be the process that created the proxy. The first part of the proxy is a set
C = {R.Spry |- consisting of a set R of access rights that have been dlelegated by
A, along with a publicly-known part ol a secrer that is used o awhenticate the
holder of the certiticate, We will explain the use ot .S,_,"m“ below. The certiticate
carries the signature $/¢(A.C) of /. to protect itagainst modifications. The second
partcontains the other part of the secret. denoted as Spp,y. 1Uis essential that S,
is protected against disclosure when delegating rights to another process.

Cerlificate

P

[ A | Show [soA (R Soa))] [ Sowwr ]

- ~—

I ——
access 1ights publlc parl of secrel signature private parl uf secret

Figure 9-38, The general structure of a proxy as used for delegation.

Another way of looking at the proxy is as follows. If Alice wants © delegate
some o} her rights to Bob. she makes a list of rights (R) that Bob cun exercise. By
signing the list. she prevents Bob Irom tampering with it. However. having only a
signed list of rights is often not enough. II' Bob wwants o exercise his rights, he
may have to prove that he actually got the list from Alice and did not. for ex-
ample. steal it trom someone else. Theretore. Alice comes up with a very nasty
question (5’,?,,,_0) that only she knows the answer o (S, ) Anycne can easily
verify the correctness of the answer when given the question. The question is
appended 1o the list belore Alice adds her signature.

When delegating some of her rights. Alice gives the signed list of rights.
along with the nasty question. to Bob. She also gives Bob the answer ensuring that
no one can intercepl it. Bob now has a listof rights, signed by Alice. which he can
hand over to. say. Charlie. when necessary. Charlie will ask him the nasty ques-
tion at the bottom of the list. It Bob knows the answer to it. Charlie will know lor
sure that Alice had indeed delegated the listed rights 1o Bob.

An important property of this scheme is that Alice need not be consulted. In
fact. Bob may decide to pass on (some of) the rights on the list to Dave. In doing
so. he will also tell Dave the answer o the question. so that Dave can prove the
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list was handed over 1o him by someone entitled 1o it. Alice never needs te know
abont Danve at all.

A protocol for delegating and exercising rights is shown in Fig. 9-39. Assume
that Alice and Bob share a secret key K\ g that can be used forencrypting mes-
vages they send to each other. Then. Alice lirst sends Bob the certificate
C ={R.S5; e ) signed with sig (4.C) (and denoted again as [R. S5, [4). There is
no need to encrypt this message: it can be sentas plaintext. Only the private pait
of the secret needs 1o be encrypted. shown as Ky g1S,,,.) In message |.

1
[P, Sy L Kna (Biony)

Alice

'} oL M {) Tt T Er—— o . 3
Figure 9-39. Using a proxy 1o delesate and prove ownership of access righis.

.Nou suppose that Bob wants an operation 0 be carried out at an object that
restIe\' al zl‘speciﬁc server. Also. assume that Alice is authorized to have that op-
eratton carried out. and that she ha elegated those rights to Boh. Therefore. Boh
hands over his credentials 10 the server in the form of the signed cettificate
RSl o

. AL that point. the server will be able to verify that C has not been lampered
with: any modilication to the list of rights. or the nasty question will be noticed
because both have been jointly signed by Alice. However. the server does no;
know' yet whether Bob is the rightful owner of the certificate, To verity this, the
server must use the secret that came with C. ' ‘

~ Tli‘ere are sg\el'all ways o implement ., and Sumas - For example. assume
iS‘p,,,\.'.. 1; ;1b public ke; and 5.,y the corresponding private key. Z can then chal-

op . < im s . G o : -+ ;
SE ) 0 g N Bl v b g, e BY dectving

w vy rning and is thus the rightty)
holder of the certificate. There are other ways 1o implement secure delegation as
well. but the basic idea is always the same: show you know a secrel. -

9.5 SUMMARY

Secunty plays an extremely important role in diswibuted systems, A distnb-
uted] system should provide the mechanisms that allow a variety of dilferent secu-
rity policies to be enforced. Developing and properly applying those mechanisms
generally makes secunty a difficult engineering exercise.
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Three important issues can be distinguished. The first issue is that a distrib-
uted system shouled offer facilities 10 establish secure channels between processes.
A secure channel, in principle. provides the meuans 1o mutually authenticate the
communicating parties. and protect messages against tampering during their
ransmission. A secure channel generally also provides confidentiality so that no
one but the communicating parties can read the messages that go through the
channel.

An important design issue is whether 0 use only a symmeuic cryptosystem
(which is based on shared secret keys). or 10 combine it with a public-key system.
Current practice shows the use of public-key cryptography tor distributing short-
term shared secret keys. The latter are known as sesision keys.

The second issue in secure distributed systemss is access control. or authoriza-
tion. Authorizition deals with protecting resources in such a way that only proc-
esses that have the proper access rights can actual access and use those resources.
Access control always take place after a process has been authenticated. Related
w access control is preventing deniakof-service. which tuns out to a ditlicult
problem for systems that are accessible through the Internet.

There we two ways of implementing access control. First. each revource can
maintain an aceess control list, listing exactly the access rights of each user or
process. Alternatively. a process can carry a cenificate stating precisely. what its
rights are for a particular set of resourees. The main benetit of using certificates is
that a process can easily pass its ticket to another proeess. that is. delegute its ic-
cews rights, Certilicates, however, have the drawback that they are often ditticult
to revoke.

Special atteution is needed when dealing with access control in the case of
mebile code, Besides being able to protect mobile code aguinst a malicious host, it
is generully more importamt to protect a host against malicious mobile code,
Sevezral proposals have been made. of which the sandbox is currently the most
widely-iapplied one. However. sundboxes are rather restrictive. and more flexible
approiches bused on trie protection domains have been devised as well,

The third issue in secure distributed systems concems management. There are
essentially two important subtopics: key management and awthorizatioty manage-
ment. Key manage ment includes the distribution ot eryptographic keys. for which
certilicates as issued by trusted third parties play an important role. Important
with respect to authorization management wre attribute certiticates and delegation.

PROBLEMS

1. Which mechanisms could a distributed system provide s securily services to applicit
tion dlevelopers tha believe only in the end-lo-end] argument in system’s design, s
discussed in Chip. 67
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(]

s

20,

. Inthe RISSC apprositch, can ull security be concentritted on secure servers o not’?

Suppose thit You were asked to develop a distributed application thiw would allow
teitchers  set up exitns. Give at least three statentents that would be part of the secu-
riry policy fur such an applicaion.

Would it be safe 1o join messiage 3 and wessage 4 in the authentication protocol shosu
i Fig. 9- 120 into Ky g(Rg K4)?

Why is it not necessary in Fig. 9-15 tor the KDC to know Tor sure it was talking 1o
Alice when it receives a request fur it seeret key that Alice can shire with Bob?

\Whit is wrongin impletmenting a nonce as a timestamp?

- I messuge 2 of the Needbam-Scloeder zuthentication protocol, the ticker s

encrypled with the secret key shared between Alice and the KBC. Is this encryplion
necessiary!

Cuan we safely adapt the authentication protecal shovwn in Fig. 9-19 such that message
3 consing only of Ry?

. Devise w simple wthentication pratocol using signatures in o public-key «ryptosystem.

Axsume Alice wants to send it essage a2 10 Bob, Instead of encrypting 7 with Bob's
public key K7. she generites i session Key Ky g and then sends Ky gt ). K5IK )]
Why is this scheme generally better? (# ine: consider performance issues.)

What is the: role of the timestanp in messitge 6 in Fig. 9-23. and why dees it need tn
be encrypled! 3

. Complete Fig.9-23 by udding the communicition for wuthentication between Alice

ind Bob.
How' citn role changes he expressed in an iccess control mauris?
How are ACLs implemented ina UNIX file system??

How' cin un organieiion enforce the tse of a Web prosy gaewiy und prevent its
users 1o directly access external Web seryers?

. Refemving to Fig. 9-31. 1o what extent does the use of Juva objevt references is capu-

bilities actually depend e the Java language?

Nume three problems that will be encountered when developers of intertaces to local
resowrees are required to insert calls 1o enable and disable privifeges 1o protect aguinst
unauthorized iceess by mobile programs its explained in the text.

Name o few advantages and disadvantages of using centralized servers for Key
minagement.

. The Diffie-Heltman Key-exchange protocol can also be uscel te establish a shared

secret Key between three parties, Explain how.

There is no authenticition in the Diffie-Hellman key-exchiinge protocol. By explaiting
thes propenty. i malicious thivd purty. Chuck, can easily breuk into the key: exchange
taking plice between Alice wnd Bob. and subsequently ruin the security. Explain how
this would work.
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21, Give a straightforwird way how capabilities in Amoeba can be revokeil.

22. Does it mike sense to resarict the lifetime of i session key? If so. give an exumple how
that could be established.

23, (Lab assignnient) Install and contigure a Kerberos V3 envimnm.:.nl for a distributed
system consisting of three different machines. One of these machme.s should be run-
nine the KDC. Make sure you can setup it (Kerberos) lelnet connection bewween any
two machines. but making wse of only a single registered password at the KDC. Many
of the details on running Kerberos are explined in Ganman ¢2003).
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DISTRIBUTED
OBJECT-BASED SYSTEMS

\With this chapter. we switch from our discussion of principles o an examina-
tion of various paradigms that are used 10 organize diswributed systems, The tirst
paricdigm consists of distributed objects, I distribuwed object-based sysiems. the
notion of an object plays a key role in establishing cliswibulion transparency. In
principle. everything is weated as an object and clients are otfered services and re-
sources in the form of objects that they can invoke.

Distributed] objects Form an important paradigm because it is relatively easy to
hie disitribution aspects behind an object’s inerface, Furthermore. because an ob-
jectcan be virtualty anything. it is also a poserful paracligm for building svsiems.
In this chuaprer. we willwke alook at how the principles of disributed s ystems are
applied to a number of well-known object-based systems. In particular. we cover
aspects of CORBA. Juva-based systems. and Globe.

10.1 ARCHITECTURE

Object orientution lortns an important pavadigm in software development.
Ever since its introduction. it has enjoved o huge popularity. This popularity siems
from the natural ability 0 build software ino well-detinedd and more or less
independent components. Developers could concentrte on implementing specitic
functionality independem fromother developers.

H3



444 DISTRIBUTED OBJECT-BASED SYSTEMS CHAP. 10

Object orientation began tobe used for developing distributed systems in the
1980s. Again. the notion of an mdependent object hosted by a remate serverwhile
attaining a high degree of distribwtion transparency formed a solid basis for de-
veloping a new generation of distributed systems. In this section. we will first take
a deeper look into the general architecture of object-based distributed systems.
after which we can see how specific principles have been deployed in these sys-
tens.

10.1.1 Distributed Ob jects

The key feature of an object is that it encapsulaes data. called the state. and
the operations on those data. called the methods. Methods are mude available
through an interface. Nt is important o understand that there is no “legal™ way a
process can access or manipulate the state ol an object other than by invoking
methods made available to it via an object’s imertace. An object may implement
multiple interfiices. Likewise. civen an interfivce definition. there may be several
objects that ofter an implementation for i1

This separation between interfitces and the abjects implementing these inter
laces iy crucind for distributed systems. A strict separation allows us o place m
interface at one ntachine. v hile the object itself resides on imother machine. This
organization. which is shown in Fig. 10-1. is commonly rclerred 1o as a disteib-
uted ohject.

Ciient machine Server machine
| Object
Client Se,n.fr____(
| [ ' - State

Same
. L | W [ 0 N -
i | as object |

]
tnvokes ——t—t——— 1 ;:k_/\
ez ,L/‘ Skeleton A

Ll '
invokes _—-———_ﬁ Interiace
Al

same melhod Skeleton |

&l object p— A
Client OS Seiver OS

I8 . /|

Nelwork N\
tarshalled Invocation
is passed across network

r Proxy

Figure 10-1. Common orzanization of a remote object with ¢lient-side prosy,

When a client binds 10 a distributed oBject. an implementation of the object’s
imerfizce. called a proxy. is then louded into the client’s address spiace. A proxy is
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analogous 10 a client swb in RPC systems. The oaly thing it does is marshal meth-
od invocations imo messages and unmarshal reply messages to rewrn the result of
the method invocation to the client. The actual object resides at a server machine.
where it ofters the same interfuce as it does on the client machine. Incoming invo-
cation requests are first passed 1o a server stub, which unmarshals them to make
method invocitions at the object’s intertace at the server. The server stub is afso
responsible fior marshaling replies and forwarding reply messages o the client-
side proxy.

The server-side slub is often referred to as a skeleton as it provides the bare
memns for letting the server middleware access the user-defined objects. In prac-
tice. it often comains incomplete code in the form of a language-specitic class that
needs to be further specialized by the developer.

A characteristic. but somesyhat counterintuitive feature of most distributed ob-
jects is that their state is nor distributed: it resides at a single machine. Only the
interfarces implemented by the object are made available on other machines. Such
objects are also referred 10 as remolte objects. In a general distributed object. the
state itsell may be physically distributed across multiple machines. but this distri-
bution is also hidden from clients behind the object’s intertuces.

Compile-Time versus Runtime Objects

Objects in distributed systems appear in many forms. The most obvious form
is the one that is directly related 1o language-level objects such as those supported
by Java. C++, or other object-ovicnted languages. which are referred to as
compile-time objects. In this case. an object is defined as the instance of a class.
A class is a description of an absuact type in terms of a module with daw ele-
ments and operations on that data (Meyer. 1997).

Using compiletime objects in distributed systems often makes it much easier
o0 build diswibuted applications. For example. in Java. an object can be {ully de-
tined by means of its class and the intertices that the class implements. Compiling
the class definition results in code that allows it to instntiate Java ob jects. The in-
terfaces can be compiled into client-side and serverside stubs. aflowing the Java
objects to be invoked from a remote machine. A Jwva developer can be largely
unaware of the distribution of objects: he sees only Java programming code.

The obvious drawback of compile-time objects is the dependency on a partic-
ular programming language. Therefore. an aliernative way of consttucting distrib
wed objects is {0 do this explicitly during rumime. This approach is followed in
many object-based distributed systems. as il is independent of the programming
language in which distribwed applications are written. In particular, an applicie
tionmay be constructed from objects written in muliple languages.

When dealing with runtime objects. how objects are actaally implemented is
basically lef1 open. For example. a developermay choose to write a C hbrary con-
taining a number of fanctions that can all work on a common dma file. The
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essence is how to let such an implementation appear to be an object whose meth-
ads can be invoked from a remote machine. A common approich is to use an 8b-
Ject adapter. which acts as a wrapper around the implementition with the sole
purpose Lo give it the appearance of an object. The term adapter is derived from a
design puttern described in Gamma et al. (1994). which allows an interface to be
converted into something that a client expects. Anexample object adapter is one
that dynamically binds 1o the C library mentioned above and opens an associated
data file representing an object’s current site.

Object adapters play an important role in object-based disiributed systems. To
make swrapping as easy as possible. objects are solely defined i terms of the in-
terfaces they implement. An implementation of an interface can then be registered
at an adapter. which can subsequently make that interface avaituble tor (remete)
invocations. The adapter will take care that invocation requests are caried out.
and thus provide an image of remote abjects to its clients. We return to the organi-
zation ol object servers and adapters Jater in this chapter.

Persistent and Transiemt Objects

Besides the distinction between language-level objects and runtime objects,
there is also a distinction between persistent and transient objects. A persistent
nhject is one that continues to exist even il it is currently not contamed in the ad-
dress space of any server process. In other wards, a persistent object is not depen-
dent on its current server. In practice. this means that the server that is currenly
managing the persistent object. can store the object’s state on secondiary storage
and then exit. Luater. a newly started server can read the object’s state Itom storage
ite its own address space. and handle invecation requests. In conrast, a tran-
sient abject is an object that exists anly as long as the server that is hosting the
object. As soon as that server exits. the object ceases to exist as well. There used
10 be nmuch controversy about having persisten objects: some people believe that
transient objects are enoutgh. To take the discussion away From middleware issues.
most object-based distributed systems simply support both types.

10.1.2 Example: Enterprise Java Beans

The Java programming language and associated model has formed the foun-
dation for numerous distributed svstems and applications. Its popularity can be
attributed 1o the straightforward suppert for object orientation. combined with the
inherent support for remote method invocation. As we will discuss later in this
chapier. Java provides a high degree of access transparency. making it easier o
use than. for example. the combination ot C with remote procedure calling.

Ever since its intioduction. there has been a strong incentive to provide facili-
ties that would ease the development of distributed applications. These facilities
go well beyond language support. requiring a runtime enviromnent that supports
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traditional multitiered client-server architectures. To this end. much work has
been put into the developmeint of (Enterprise) Java Beans (EJB).

An EJB is essentially a Java object that is hosted by a special server offering
differem ways f'or remote clients to invoke that object. Crucial is that this server
provides the support 1o separate application functionality from systemsoriented
funciionality. The latter includes functions far looking up objects. storing objects.
letting objects be pant of a wansaction, and so on. How this separation can be real-
ized is discussed below when we concentrate on object servers. How to develop
EJBs is described in detail by Monson-Hafael et al. {2004), The speciliciations
can be found in Sun Microsystems (2005a).

Conlamner 4
B

Server __
-]
[ *= [ —
Services —f- 2l 2o
b g
L
l Server kernel |
Local OS l
Nelwork |
P S

Figee 10-2. General archi@cre of un EIB server.

With this separation in mind. EJBs can be pictired as showwn in Fig, 10-2,
The important issue is that an EIB is embedded inside a container which etfec-
tively provides intertaces to underlying services that are implemented by the ap-
plication server. The container can more or less wtomatically bind the EJB 1o
these services, medning that ihe correct references are readily avatlable 10 o pro-
grammer- Tipical services include those for remote method invecation (RM]).
database access (JDBC). naming (JNDN. and messaging (JMS). Making uxc of
these services s more or less automated. but does require that the programmer
makes a distinction betswveen four Kinds of EJBs:

. Swateless session beans

2. Stateful session beans
3. Entity beans
4. Message-driven beans
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As its name suggests, a stateless session bean is a transient object that is
imvoked once. does its work. after which it discards any information it needed 10
perform the service it offered 10 a client. For example. a stateless session bean
could be used 10 implement a service that lists the top-rinked books. In this case,
the bean would typically consist of an SQL query that is submitted 10 an database.
The results would be pul into a special format that the client can handle, after
which its work would have been completed and the listed books discarded.

In contrast. a stateful session bean maintains client-related state. The canoni-
cal example is a bean implementing an elecironic shopping cart like those widely
deployed forelectronic commerce. In this case. a client would typically be able to
put things in a cart, remove items. and use the cart to 2o 10 an electronic checkout.
The bean. in tum. would 1ypically access databases lor getting current prices ind
information on number of items still in stock. However. its lifetime would still be
limited. which is why it is referred 1o as a session bean: when the client is finished
tpossibly having invoked the object several times). the bean will automatically be
destroyed.

An entity bean can be considered 10 be a long-lived persistent object. As
such. an entity bean will generaily be stored in a database, and likewise, will aften
also be part of distributed rumsactions. Typically. emity beans store information

that may be needed a next time a specific client access the server. In setiings l'or

electronic commerce. an entity bean can be used to record customer information.
for example. shipping address. billing address. credit card information. and so ou.
In these cases. when a client logs in. his associated entity bean will be restored
and used for further processing.

Finally. message-driven beans are used 1o program objects that should react
o incoming messages (and likewise. be able to send messages). Message-driven
beins cannot be invoked directly by a client, but rather fitinto a prebtisfesubscribe
way of communication. which we brie(ly discussed in Chap. <. What it boils
down to is that a message-driven bean is automatically called by the server when
a specific message a is received. 10 which the server (or rather an application it is
hosting} had previously subscribed. The bean contains application code tor han-
dling the message. after which the server simply discards it. Nlessage-driven
beans are thus seen 1o be stateless, We will returnn extensively to this type of com-
nimication in Chap. t3.

10.1.3 Example: Globe Distributed Shared Objects

Let us now take a look at a completely dilferent type of object-based distriby
uted system. Globe is a system in which scalability plays a central role. All
aspeclts that deal with constructing a largescale wide-area system that can support
huge numbers of users and objects drive the design of Globe. Fundamental 1o this
approach is the way objects are viewed. Like other abjec tbased systems. objects
in Globe are expected 10 encapsulate state and operations on that siate.
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An important difference with other object-based systems is that abjects iure
also expected to encapsulate the implementation of policies that prescribe the dis-
tribution of an object’s state across multiple machines. In other words, eich object
determines how its state will be distributed over its replicas. Each object also con-
trols its own policies in other areas as well.

By imd large. abjects in Globe wre put in charge as much as possible. For ex-
ample. an object decides haw. when. and where its state should be migrated. Also.
an abject decides il its state is to be replicated. and if so. how replication should
take place. In addition. an object may also determine its security policy and
implementation. Below. we describe how such encapsulation is achieved.

Object Mudel

Unlike most other object-based distributed systems. Globe does not adopt the
remoteobject model. Instead. objects in Globe can be physically distributed.
meining that the state of an abject can be distributed and replicated across nuli-
ple processes. This arganization is shown in 7ig. 10-3. which shows an object that
is distribuucd icross tour processes. each running on a different machine. Objects
in Globe are referred to as distributed shared objects. 10 reflect that objects are
normally shared benwcen several processes. The object model originates trom the
distributed ebjects used in Orca as described in Bal (1989). Similar approaches
have been followed for fragmented objects (Mukpangou et al.. 1991,

Dislributed shared abject

Local object

)

Process

| Network |

Interface

Figure 10:3. The ergunization uf' s Glube distibuted hated objevt,

A process that is bound to a distributed shared object is offered a local imple-
mentation of the interfaces provided by that object. Such a local implementation is
called a local representative. or simply local object. In principle. whether or not
a local object has state is completely taunsparent 10 the bound process. All imple-
mentation details of an abject are hidden behind the interfaces offered 10 a proe-
ess. The only thing visible outside the local object are its methods.
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Globe local objects come in o llavors. A primitive local ohject is a local
object thut does not contain any other local objects. [n contrast. a composite local
ebject is an object hat is composed ol muliple (possibly composite) local ob-
jects. Composition is used to construct a local object that is needed for implemen-
ting distributed shared objects. This local object is shown in Fig., 10--t and consists
ot at least four subob jects.

Same inlerface asimplemented

by semantics subobject

Control
subobjecl

Replication I | Semantics |
subobject suboblect

|

A 4
y N . N
[Communication
L_ subobject J

e

¥

Communication
wilh ether local
objecls

Figure U0-a 4The generad ovgmization Wi a il ehjet for distiibated shited
obajecis in Glube.

The semantics subobject implements the functionality provided by a distrib-
uted shared object. In essence. it corresponds to ordinary remote objects. similar
in Navor to EIBs.

The communication subobject is used 10 provide a standard inerface to the
underlying netyork. This subobject offers a number of message-passing primi-
tives tor connedion-oriented as well as connectionless communication. There are
also more advimeed communication subobjects available that implement multi-
casting intertaces. Communication subob jects can be used that implement reliable
communication. while others offer only unreliable communication,

Crucial to virtually all distributed shared objects is the replication subob ject.
This subob ject implements the actual distribution stritegy for an object. As in the
case of the communicalion subobject. its interface is standlardized. The replication
subobject is responsible for deciding exactly when a method as provided by the
semintics subobject is 10 be carried out. For example. a replication subob ject thai
implemems active replication will ensure that all method invocations are carried
out in the same order au each replica. In this case. the subobject will have to com-
municate with the replication subobjects in other local objects that comprise the
diswributed shared ob ject.
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The control subobject is used as an intermediate between the user-detined
interfaces of the semamics subobject and the standardized mertaces of the repii-
cation subobject. In addition. it is responsible tor exporting the interfuces ot the
semantics subobject to the process bound to the diswributed shared object. All
method invocations requested by that process are marshaled by the control subob-
ject and passed to the replication subobjeet.

The replication subobject will eventually allow the comrol subobject 10 coury
ohr with an invocation request and to return the results to the process. Likewvise,
invocation requests from remote processes are eventually passed to the comrol
subobject as well. Such a requestis then unmarshaled. atier which the invocation
is carried ow by the conwrol subobject. passing results back 10 the replication
subob jecl.

10.2 PROCESSES

A Kkey 1ole in objectbased distributed systems is played by object servers. that
is. the server designed ta host distributed objects. In the lollowing. we tirst con-
centrate on general aspects of object servers. afler which we will discuss the
open-source JBoss server.

10.2.1 Object Servers :

An object server is a server tailored 1o support distributed objects. The impolr-
tam ditference between a generii object server and other imore traditional) ser-
vers is that an object server by itself does not provide « specitic service. Specitic
services are implememed by the objects that reside in the server. Essentially. the
server provides only the means to invoke local objects. based on requests from re-
mole clients. As a consequence. it is relatively easy ro change services by simply
adding and removing objects.

An object setver thus acts as a place where objects live. An object consists of
o parts: data represeming its state and the code lor executing its methods.,
Whether or not these parts are separated. or whether methodl implementations are
shared by multiple objects. depends on the object server. Also. there are differ-
ences in the way an object server invokes its objects. For example. in a mul-
tithreaded server. each object may be assigned a separate thread. or :« separate
thread may be used for each invocation request. These and other issues are dis-
cussed next,

Alternatives lor Inveking Ohjects
For an object to be invoked. the object server needs to know which code 1o

execute. on which dita it should operate. whether it should start a separate thread
to take care of the invocation. and so on. A simple approach is to assume that all
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objects look alike and that there is only one way to invoke an object. Unlor
wnately. such an approach is generally injlexible wnd often unnecessarily con-
strains developers of distributed objects.

A much better approach is for a server to support different policies. Consider.
for example. transient objects. Recall that a transient object is an object that eXists
only as Jong as its server exists. but possibly for a shorter period of titne, An -
memory. read-onty copy of a file <ould typically be implemented as a transicnt
object. Likewise. a calculator could also be implemented as a wansient object. A
reasonable policy is to create i ransient object at the lirsl invocation request md
to destroy il as soon as no ¢lients are bound to it anyvimore.

The advamage of this approach is that a wansient vbject will need a server’s
resources only as long as the object is really needed. The drawback is that an in-
vocation nuy take some time to complete. because the object needs to be created
{irst. Therefore, an aflernative policy is somelimes to ereate all wansient objects at
the time the server is initialized, at the cust ¢l constuning resources even when no
client is making use ol the object.

In a similar fashion. a server could follow the policy that cach ol its vbjects is
placed in amemory seement ol its ow [n other worcls. objects share neither code
nordata. Such u policy may be necessary wwhen an object iplementtation does not
scparate code and dali. or when objects need to be separited for security reasons.
[n the latter case. the server will need to provide special meusures. or require sup-
porl from the underlying operating system. to enstire that segmen boundaries are
not violated,

The alternative approach is to let objects at least share their code. For ex-
ample, o database containing objects that belong to the sanie class can be elti-
ciently implemented by loading 1he class implementation only once into the ser-
ver, \WWhen a request for an abjevt invocation comes in, the server need only letch
that object’s stule from the database and execute the reguested method.

Likewise. there are many dilferent policies with respect to threading, The
simplest approach is 1o implement the server with only a single thread of control.
Alternatively. the server may have several threads. one for each of its objccts.
Whenever an invocation request comes in for an object. the server pisses the re-
quest 10 the thread responsible for that object. [f" the thread is currently busy. the
request is temporarily queued.

The advantage of this approach is that objects are automatically protected
against concurrent access: all invocwions are serialized through the single thread
associited with the object. Neat and simple. Of course. it is also possible to use a
separate thiead for each invocation request. requiring that objects should have
already been protected against concurrent access. [ndependent ol using a thread
per object or thread per method is the choice of wwhether threads are crecated on
demand or the server mintains a pool ol threads. Generally there is no single best
policy. Which one 1o use depends on \whether threads are available. how much
performance matters. and similar factors
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Object Adapter

Decisions on how to invoke an object are commonly referred to as activation
policies, to emphasize that in many cases the object itself must fiest be brought
ito the server's address spitce (i.e.. activated) before it can actually be invoked.
What is needed then is @ mechanism 10 group objects per policy. Such a mechan
ism is sontetimes called an object adapter. or altlematively an object wrapper.
An object adapter can best be thought of as softwire implementing a specilic ac.
tivation policy. The main issue, however, is that object adapters come as generic
components to assist developers of distributed abjects. and which need only to be
configured for a specilic policy.

An object adapter has one or more objects under its control. Because a server
Should be capable of simultaneously supporting objects that require difTerent
activation policies. severul object adapters may reside in the same server at the
same time. When an invocation request is delisered to the server, that request is
first dispatched to the appropriate object adapter. as shown in Fig. 10-35.

Server with three objecls
\ Server machine

hY

Objecl's stub .
(skelslon)

e

Object adapter ’_Ob:ect adapter
‘

Request
demultiplexer

A
Local OS

Figure 10-3, @rganization of an objedt server supparling diffeient gctisiion poticies.

An important observation is that object adapters are iumawate ot the specific
intertaces ol the objects they control. Otherwise. they could never be generic. The
only issue that is important to an object adapter is that it can extrict an object ref.
erence from an invocation request. and subsequendy dispatch the request to the
referenced object. but now following a specific activation policy. As is also o:-
lustrated in Fig. [0-3. rather than passing the iequest directly to the object. an
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adapter hands an invocation request to the server-side stub ot thar wbject. The
stub. also called a skeleton. is normally generated from the intertiice definitions of
the object. unmarshals the request and invokes the appropriate method.

An object adapter can support difterent activation policies by simply configur-
ing it at runtime. For example, in CORBA<compliant systems (OMG. 2004a). it is
possible 10 specify whether an object should continue 10 exist afler its associated
adapter has stopped. Likewise. an adapter can be contigured to generate object i-
dentifiers, or 10 let the application provide one. As a final example. an adapter can
be contigured 10 coperate in single-threaded or multithreaded mode as we ex-
plained above.

As a side remark. note that although in Fig. 10-3 we have spoken about ob-
jects, we have said nathing about what these objects actually are. In particular, it
should be siressed that as part of the implementation of such an object the server
muty (indirecily) access databases or call special library routines. The implementa-
tion details are hidden for the object adapter who communicies only with a sKele-
ton. As such. the actual implementation may have nothing 10 do with whar we
often see wilh language-level (i.e.. compile-time) objects. For this reason. a dif-
ferem terminology is generally adopled. A servant is the general term for a piece
of code that forms the implementation of an abject. In this light. o Java bean can
be seen s nothing but just another kind of servant,

10.2.2 Example: The Ice Runtime System

Let us take a look at how distributed objects are handled in practice. \Ve
brietly consider the Ice distributed-object system. which has been partly de-
veloped in response 1o the intricacies ol commercial objectbused distributed sys-
tems (Henning. 200-h). In this section. we concentrate on the core of an lce object
server and defer other parts ot the system 10 [ater sections.

An object server in Ice is nothing but an ordinary’ process that simply starts
with initializing the Ice runtime system (RTS). The basis of the runtime environ-
ment is formed by what is called @ commmunicator. A communicator is a compon-
ent that manages a number of basic resources, of which the most imporant one is
formed by a pool of thieads. Likewise. it will have associited dynamically allo-
cated memory, and so on, In addition. a communicator provides the means for
configuring the environment. For example. it is possible to specify maximum
message kngths. maximum invocation retries. and so on.

Normally. anaobject server would luve only a single communicator. However.
when differem applications need 1o be tully separated and protected trom each
other, a separate commmnicator (with possibly a different conliguration) can be
created within the same precess. At the very least. such an approach would sepa-
rate the differemt thread pools so that it one application has consumed all its
threads. then this would naot affect the other application.
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7]

A communicator can also be used to create an object adapter. such as shown
m Fig. 10-6. We note that the code is simplitied and incomplete. More examples
and detailed information on lce can be tound in Henning and Spruiell (2005).

main(int argc, char* argvl[j) {
ice;:Communicalor ic;
Ice::ObjectAdapter adapter;
Ice:Object object:

ic = Icezinitialize(argc, argv);
adapter =
ic->crealeObjectAdapterWithEnd Poinis( "MyAcapter*."tcp -p 10000");
object = new MyObiject;
adapler=add{object. objectID);
adapler->activate();
ic->waitForShuidowni();

Figure in-6, Example af creuing an obiect senverin lce.

In this example. we start with creating and initializing the runtime. envirom-
ment. When that is done. @ object adapter is created. In this cuse. it is instructed
to listen for incoming TCP connections on port 10000. Note that the adapter is
created in the context of the just created communicator. We are now in the posi-
tien 1o create an object and 1o subsequently add that object 10 the adapter. Finally.
the adapter is activated, meaning that. under the hood. a taread is activated that
will start listening lor incoming requests.

This code does not yet show much differentiation in activation policies. Poli-
cies can be changed by modif ving the properties of an adapter. Ope family ol pro-
perties is related 10 maintaining an adapterspecific set of threads that wre used for
handling incoming requests. For example. one ¢an specity that there should al-
wivs be only one thread. eftectively serializing all accesses 10 objects that have
been added to the adapter.

Again. note that we have not specilied MyObject, Like befare. this could be a
simple C++ object, but also one that accesses databases and other external ser-
vices that jointly implement an abject. By registering MyObJect with an adapter,
such implememation details are completely hidden Irom clients. swho now believe
that they are invoking a remote ob ject.

In the example above. an object is created as part of the application. atter
which itis added to an adapter. Effectively. this means that an adapter may need
to support many objects ar the same time. leading 10 potential scalability prob-
lems. An aliernative solution is 10 dynamically load objects into memory when
they are needed. To do this. Ice provides support for special objects known as
locators. A locator is called when the adapter receives an incaming request for an
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object that has not been explicitly added. [n that case. the request is forwarded to
the Jocator. whose job is to further handle the request.

To make matters more concrete. suppose a locator is handed a request for an
object of which the locator knows that its state is stored in a relational database
system. Of course. there is no magic here: the locator has been programmed expli-
citly to handle such requests. In this case. the object’s identitier may cotrespond
to the key of a record in which that state is stored. The locator will then simply do
a lookup on that Key. fetch the state. and will then be able to further process the
request.

There cun be more than one locator added to an adapter. In that case. the
adapter would keep track of which object identifiers would belong to the same
locator. Using multiple locators allows supporting many objects by a smgle
adapter. Of course. objects (or rather their state) swould need to be loaded at run-
time. but this dynamic behavior would possibly make the server itself rclatively
simple.

10.3 COMMUNICATION

We now draw our attention 1o the way communication is handled in object-
based distributed systems. Not surprisingty. these systems generally offer the
meins tor a remote client to invoke an object. This mechanism is largety based on
remote procedure calls tRPCs). which we discussed extensively in Chap. 4. How-
ever. before this can happen. there are numerous issues that need to be dealt wiih.

10,3.1 Binding a Client to an Object

An interesting difference between truditional RPC systems and systems sup-
porting distribute d objects is 1hat the latter generally provides systemwide object
references. Such object references can be treely passed between processes on dif-
ferent machines. for example as parameters to method invocations. By hiding the
actual implementation of an object reference. that is. making it opaque. and
perhaps even using it as the only way to reference objects. distribution trans
parency is enhanced compared to traditional RPCs.

When a process holds an object reference. it must first bind to the referenced
object before invoking any of its methods. Binding results in a proxy being placed
in the process’s address space. implementing an mterface containing the methods
the process can invoke. In many cases, binding is done automatically. When the
underlying system is given an object reference. it needs a way to locate the server
that manages the actual object. and place a proxy in the client's address space.

With implicit binding. thie client is offered a simple mechanism that allows it
to directly invoke methods using only a reference to an object. For example. C++
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allows overloading the unary member selection operwor (=) permitting us o
introduce object refcrences as if they were ordinary pointers as shown in Fig, 10-
7). With implicit binding. the client is transparently bound to the object at the
moment the reference is resolved to the actual object. In contrust, with explicit
binding. the client should first call a special Function to bind to the object betore
it can actually invoke its methods. Explicit binding generally returns a pointer to i
proxy that is then become lovally available. as shown in Fig. [0-7tb),

Distr_object™ obj_ref; // Dectare a systemwide object reference
obj_ref = ...; // Initialize the reference to a distrid. obj.
obj_ref-sdo_something(); // Implicitly bind and invoke a method

(a)
Distr_object obj_ref; /I Declare a systemwide object reference
Local_object” obj_ptr; // Declare a pointer {o local objects
obj_ref = ...; // Initialize the reference to a distrib. obj.

obj_ptr = bind{obj_ret): /] Explicitly bind and get ptr to tocal proxy
obj_ptr—do_something( ).  # Invoke a method on the local proxy
{»)

Figure 10-7. tay An eximmple with implicit Binding using valy global references
1) An exaiipte with eaplicit binding using ptubal and tocal 1eterences .

Implementation of Ohjuct Relerences

IUis clear that an object reference must contain enoug h information to allow a
client to hind to an ohject. A simple object reference would include the network
address of the machine where the uctual object resides. along with wn end point
identifving the server that manages the object. plus an indicition ol which object.
Note that part of this information will be provided by an ebject adupter, However.
there we a number of drisvhicks to this scheme.

First. it the server’s machine crishes and the server is issigned a differem end
point after recovery. ll object references have become invalid. This problem can
be salved as is done in DCE: have a local duemon per machine listen to a well-
knovwin end point and keep track of the server-to-end point assignments in an end
point table. When binding u client to an object. vwe first ask the daemoa far the
server’s current end point. This approach requires that \we encode a server [D imto
the object reference that can be used as an index into the end point table. The
server. in tur. is alvviys reguired to register itsell” with the locul daemon.

However. encoding the network address of the server’s machine into an object
reference is not always a good idea. The problem with this approuch is that the
server can never move to another machine without invalidating all the references
to the objects it manages. An obvious solution is to expand the idea of a locut
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daemon maimaining an end point table to a location server that keeps wack of the
machine where an object's server is currently running. An object reference would
then contain the network address of the location server. along with a systeniwvide
identitier for the server. Note that this solution comes close 1o implementing
name spaces as we discussed in Chap. 5.

What we have tacitly assumed so far is that the client and server have some-
how already been configured 1o use the same protocol stack. Not only does this
meiun that they use the same transport protocol. for example, TCP: furthermore it
meins that they use the same protoco! for marshaling and unmarshaling parame-
ters. They must also use the same protocol for selling up an initial connection.
handle errors and flow conwrol the same way. and so on.

We cun sifely drop this assumption provided we add more inlormation in the
object reference. Such information may include the identification of the protocol
that is used to bind 10 mn object and of those that are supported by the object’s
server. For example. a single server may simultineously support ditta coming in
over a TCP connection. as well as incoming UDP daagrams. It is then the client's
respansibility 10 get a proxy implememation tor at least one of the protocols iden-
tified in the object reference.

We cin even take this approach one step further. and include an Hmplemema-
tion handle in the object reference. which refers 10 a complete implementation of
a proxy that the clitent can dynamicilly load when binding 10 the object. For ex-
ample. an implementation handle could) ke the form of a URL pointing to an
archive file. such as fipAlip.clicuncareorg/proxies/ivcaproxy L lazip. The
binding protocol would then only need to prescribe that such a tile should be
dynamically downloaded. unpacked. installed. and subsequenly instantiated. The
benefit of this approach is that thet cliemn need not worry about whether it has an
implementation of a specitic protocol available. In addition. it gives the object
developer the freedom 1o design object-specific proxies. However. we do need 10
ke special security measures to ensure the client that it can tust the downloaded
code.

10.3.2 Static versus Bynamic Remote Method Invocations

Aler a client is bound to anobject. it can invoke the object’s methods through
the proxy. Such a remotc method invocation. or simply RMI. is very similar 10
a1 RPC when it comes to issues such as marshaling and parameter passing. An
essential ditference between an RNl and an RPC is that RMIs generally support
systemwide object references as explained above. Also. it is no1 necessary 10 have
only general-purpose client-side and server-side stubs available. Instead. we can
more easily accommodate abject-specific stubs as we also explained.

The usual way to provide RMI suppor! is 1o specify the object’s interfaces in
an imerface definition language. similar 10 the approach followed with RPCs.
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Alernatively. we can make use of an object-based language such as Java. that
will handle stub generation awtematically. This approach of using predelined in-
tetface definitions is generally weferred to as statié invocation. Static invocations
require that the inerfaces of an object are knosvn when the client application is
being developed. It also implies thav if imerfaces change. then the client applica-
tion must be recompiled betore it cin mike use of the new interfaces.

As an alterniive. method invocations can also be done in a more dynamic
tashion. In particular. it is somelimes convenieni to be able 10 cornpase a method
mvocation at runtime. also referred 10 as a dynamic invocation. The essential
ditference with static invocatton is that an application seleds at runtime which
method it will invoke at a remote object. Dynamic invacation generully 1akes a
torm such as

invoke(object, method, input_paramelers. output_parameters);

where ohject idemilies the distributed object. merlod is a parameler Specitying
exitctly which method should be invoked. tupiri_perameters is a data structure that
holds the values of that method’s input parameters. and outpni_paramiciers refers
1o & data structure where output vilues can be stored.

For example. consider appending an integer inr 10 a tile objecl fubjeer. for
which the objeet provides the method append. In this case. a static invocation
would ke the Form

fobject.append(int)
whereas the dy namic invocation would look something like
invoke(fobjecl, id(append), int)

w here the operation idfappend) returns an identilier for the methad append.

To illuswite the usefuliess of dynamic invocations. consider un abject
browser lhat is used lo exiamine sets of objects. Assume that the browser supp orts
remote object iy ocations. Such a browser is capable ol binding 10 a distributed
object and subsequently presenting lhe object’s imerface 10 its user. The uscr
could then be asked to choose a method and provide values for its parameters.
after which the browser can do the acwal invocaton. Typically. such an object
browser should be developed to support any possible interface. Suvh an approach
reguires that mterfaces can be imspected al runtime. and that method invocations
can be dynamically constructed.

Another application of dynamic invocations is a baich processing service to
which mvocation requests can be handed along with a time when the invocalion
should be done. The service can be itnplememed by a quete of invecation re
quests, ordered by the time that invocations are lo be done. The main loop of the
service would stmply wait until the nest invoeation is scheduled. remove the re-
quest trom the queue. and call invoke as given above.
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10.3.3 Parameter Passing

Because most RM1 systems support systemwide object references. passing pir
rameters in method invoeations is generally less restricted than in the case of
RPCs. However, there are some subtleties that can make RMlIs wrickier than one
might initiully expect. as we briefly discuss in the following pages.

Let us (irst consider the situation that there are only diswibuted objects. In
other wordds. all objects in the system can be accessed from remote machines. In
that case. we can consistently use object references as parameters in method invoe-
cations. References are pussed by valuc. and thus copied from one machine 1o the
other. When a process is given an object reference as the result of a method invo-
cation. it can simply bind to the object referred to when needed later.

Unfortnately. using only distributed objects can be highly inefficient. espe-
cially when objects are small. such as integers. or worse yet. Booleans, Each invo-
cation by a client that is notcolocuted in the same server as the object. generates a
request benween dilferent address spaces or. even worse. between difTerent ma-
chines. Therelore. references 10 remote objects and those (o local objects are often
treated differently.

When invoking a method with an object reference as parameler. that relerence
is copied and passed ax a value parameter only when it refers 1o a remote object.
In this case. the object is literally passed by reference. However. when the refer-
ence referss 10 a local object. that is an object in the same address space as the cli-
ent. the referred abject is copied as a whole and passed along with the ittvocation,
[n other words. the object is passed by« value,

These two situations are illustrinedt in Fig. [0-8. which shews a client program
running on machine A. and a server program on machine C, The client has a refer-
enve Lo a local object O 1 that it uses as a parameter when calling the server pro-
gram on machine C. In addition. it holds a reference 10 a remote object G 2 resid-
ing w machine B. which is also used as a parameter. \When calling the server. a
copy of ¢ is passed to the sevver on machine C. along with only a copy of the
reference 10 O 2.

Note that whether we e dealing with a reference to a local object or a refei-
ence 1o a remote object can be highly transparent. such ax in Juva. In Java. the dis-
tinction is visible onlybeeiuse local objects are essentially of a differem data type
than remote objects. Otherwise. both types of references arc wreated very much the
same |see wlso Wollrath et al. (1996}]. On the other hand. when using conven-
tional programming languages such as C. a reference to a local object can be as
simple as a pointer. which can never be used to reter 1o a remote object.

The side etfect of invoking a method with an object reterence as paramelter is
that we may be copying an object, @bviously. hiding this aspect is unacceplable.
so that we are consequently forced 10 make an explicit distinction between local
and distributed objects. Clewrly. this distinction not only violates distribution tran-
sparency. but also makes it harder 1o xwrite distributed applications.
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Figure 10-8. The sittkation when passing an object by reference or by \alue

10.3.4 Example: Java RMI

In Java. distributed objects have been integrated into the language. An impor
tant goal was 1o keep as much of the semantics of nondistributed objects as pos-
sible. In other words. the Java language developers have aimed for a high degree
of distribution transparency. However. as we shall see. Java's developers have
also decided 10 make distribution apparent where «t high degree ot trunsparency
wwas simply too inefficient. difficult, or impossible 1o rcalize. ’

The Java Distributed-Ob ject Model

Java also adopis remote objects as the anly torm of distributed objects. Recall
that &4 remate object is a distribnted object whose stute ahways resides on a single
machime. but whose inletfaces can be made available to remote processes. Inter-
faces are impiemented in the usual way by means of a proxy. which offers exactly
the sume interfiices ats the remote object. A pro.xy itself appears as a local object
in the client’s address space.

There are only a few. but subie and importan. differences benveen remote
abjects and local objects. First. cloning local or remote ob jects ure diflerent. Clon-
ing alocal oblect O results in a new object of the same type as O with exactly the
same stute. Cloning thus returns an exact copy of the object that is cloned. These
semantics are lard to apply 1o a remote object. If we were to make an exact copy
of a remote object. we would not only have to clone the actual ob ject at ils server.
but alse the proxy at each client that is currently bound to the remote object. Clon-
ing a remote object is therefore an operation that can be executed only by the
server. ltresults in an exact copy of the actual objectin the server's address spuce.
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Proxies of the actual object are thus not cloned. If a client ata remote machine
wants access to the cloned object at the server. itwvill First have to bind ta that ob-

jectagain.
Java Remote Object Invecation

As the distinction between local and remoate abjects is hardly visible at the
language level. Juva can also hide most of the differences during a remote method
invocation, Far exanple. any primitive or object type can be passed as a pirame-
ter to an RMIL provided only that the type can be marshaled. In Java terminology.
this means that it must be serializable. Although. in principle. most aobjects can
be serialized. serialization is not always allowed or possible. Typically. platform-
dependent abjects such as file descriptors and sockets. cannot be serialized.

The only distinction made between local and remate objeets during an RN is
that local objects are passed by value (including large objects such as arrays).
whereas remote ohjects are piussed by reference. In other words. u local object is
first copied after which the copy is used as parameter value. For a remote object. a
reference to the objecet is passed as parameter instead of a copy of the abject. as
was also shown in Fig, 10-8.

In Java RiviL a referencce to a remote abject is essentially implemented as we
explained in Sec. 10.3.3. Such a reference consists of the network address and end
point of the server. as well as a local identitier Far the actual object in the server’s
address space. Thar local identifier is used only by the server. As we also
expliined. a reference 1o a remote object also needs lo encode the protacol stack
that is ased by a client and the server 10 communicate. To understand how such a
stack is encoded in the case of Juva RML it is important to realize thateuch object
in Java is an instance of a class. A class. in wrn, contains an implementation of
one or more interfaces,

In essence. a remote object is built from two differem classes. One clus€ con-
tains an implementaiion of server-side cade. which we cull the server class. This
class contains an implementution of that part of the remote object that will be run-
ning on a server. In other words. it contains the description of the abject’s state. as
well as an implementation of the methocls that operate on that State. The server
side stub. that is. the skeleton, is generated fram the interface specifications of the
object.

The other class contains an implementation of the client-side code. which we
call the ¢fient class. This class contains an implementation of a proxy. Like the
skeleton, this class is also generated from the object’s interface specification. In
its simplest form. the only thing a proxy daes is to convert each method call into
message that is sent 1o the server-side implementation of the remote object. and
convert a reply message into the result if’ a method call. For each call. it sets up a
connection with the server. which is subsequently torn down when the call is fin-
ished. For this purpose. the proxy needs the server's netwark address and end
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point as mentioned abowe. This infermation. along with the local identifier of the
object at the Server. is always stared as part of the state of a proxy.

Consequently. a proxy has all the information it nceds to let a client invoke
methods of the remote abject. {n Java. proxies are sertalizable. Tn other words. it
is possible to marshal a proxy and send it as a series of byltes to another process.
where it can be unmarshaled and used to invoke methods an the remote object. In
other words., a proxy can be used as a reference 1o a remate object.

This approach is consistent with ivaa’s way of integrating local and clistrib-
uted objects. Recall that in an RMI. o local object is passed by making a copy ol
it. while a remote abject is pussed by means of a systemwide abject reference, A
proxy is treated as nothing else but a local object. Consequenly. it is possible 1o
pass a scrfalizable proxy as paratneter in an RML. The side effect is that such a
proxy can be used as a reference 1o the remote object.

In principle. when marshaling a proxy. its complete implementation. that is.
all its stale and code. is converted o a series of bytes. Marshaling the code like
this is not very elticient and may lead to very large references. Therclore. when
marshaling a proxy in Java. what actually happens is that un implementation
handle is generated. specifying precisely which classes are needed to construct the
proxy. Possibly. some of these classes lirsineed to be downlouded from :u remote
Ste. The implementation handle replaces the marshaled code as part of a remote-
abect reference. In elfed. references to remate objects in Java are in the order of
alew hundred bytes.

This approach to referencing remote objects is highly flexible :ud is one of
the distinguishing feawres of Java RNV {Waldo, 1998). In particular. it allows fr
objiect-specilic soltiions., For example. consider a remote object whose state
chinges only once i a swhile, We can twn wich an object into a truly distributed
object by copying the entire state toa client at binding time. Each time the client
invokes a method. it operites on the local ¢opy. To ensure consistency. each invo-
cation wlso chechs whether the state at the server has changed. in which ¢ase the
local copy' is refreshed. Likewise. methodls that modify the stute ure forvearded o
the server. The developer of the remete object will now have to implement only
the necessary client-side code. and have it dynamically downloaded when the cli-
ent binds 1o the object.

Being able 10 pass proxies as parameters works only because each process is
executing the same fava virtual machine. I other words. each process is running
in the same execution emvironment. A marshaled proxy is simply unmarshaled ut
the receiving Side. alter which its code can be executed, In contrast. in DCE l'or
example. passing stubs is out of the question. as different pracesses may be run-
ning 1 execution environments that differ with respect to lainguage. operuting sy s
tem. and hardware. Instead. o DCE provcess first needs to tdynamically) link in a
locally-available stub that has been previously compiled specifically l'or the proc-

ess’s execunion envitommnent, [3y passing a reference 1o a stub s parameter in an
RPC. it ts passible 1o refer to objects @cross pracess boundaries.
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10.3.5 Object-Based Messaging

Ahhough RM]I is the prefened way of handling commusication in object-
based distributed systems. messaging has also found its way as an important alter
native. There are various object-based messaging systems available. and. as can
be expected, offervery much the same functionality. In this section we will tuke a
closer look at CORBA messaging, pattly because it also provides un interesiing
way of combining method invocation and message-oriented communicaion.

CORBA is a well-known specification For distributed systems. Over the years.
several implementations have come to existence. although it remains to be seen to
what extent CORBA itself will ever become truly popular. However. independemt
of popularity. the CORBA specifications are comprehensive (which to many also
means they are very complex). Recognizing the poputarity of messaging systems.
CORBA waus quick 10 include u specificiation of a messaging service.

What makes messaging in CORBA different from other systems is its tnherent
object-bascd approach to communication. In particular. the designers of the mes-
saging service needed to retain the model ihat all communication takes place by
invoking an object. In the case of messaging. this design constraint resulied in nso
forms of asynchronous method invocations tin addiion 1o other forms that were
provided by CORBA aswell).

An asynchronous method invocation is analogous to an asynchronous RPC:
the caller continues after initiating the invocation without waiting tor a result. In
CORBA s callhack maodel. a client provides an object that implements an inter-
fuce containing callback methods. These methads can be called by the underlying
communication sysicm to pitss the result ot an asynchronous invocation. An im-
portant dexign issue is that asynchronous meihod invocaons do not affect the or-
oinal implementation of an object. In other words. itis the client’s responsibility
to wunsform the original synchronous invocation into un asynchronous o the
server is presented with anormal {synchronous) invocation reguest,

Constructiug an asvnchsonous invocition is done in 1svo steps. First. the origi-
nal interface as implemented by the object is replaced by 1\wo new interfaces that
are 10 be implecmented by client-side software only. One interface comains the
specitication of methods that the client can call. None ol these methods returns a
value or has any output parameter. The second interface is the cullback interfuce.
For each operation in the original intesfuce. it contains i method that wili be call-
ed by the client’s runtime system 1o pass the results of the associated methad s
called by the client.

As an example. consider an object implementing a simple isterface with just
one method:

int add(in int L in int i, out int k);

Assume that this methad takes two nonnegative integers ¢ and j and retuns 7 + f
as output parameter 4. The operution is assumed 1o return =1 if the operation did
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not complete successfully. Translonning the original (synchronous) method ipvo-
cation into an asynchronous one with callbacks is achieved by first generating the
tollowing pair of method specifications {for our purposes. we choose convenient
names inStead of following the strict rules as specitied in OMG (2004a):

void sendcb_add(in int i, in int j};

g Vs b /1 Downcall by the client
void replycb_add(in int ret_vai, in int k);

/1 Upcal! to the client

In effect. all outpm parameters {7om the originul method specificition are re-
mozed {rom the method that is to be called by the client. and returned as input pa-
ramelers of the callback operations. Likewise. if the original method specitied a
return value, that value is passed as an input parameter lo the callback operation.
The second step consists of compiling the generated interfaces. As a result.
the client is oftered u Suib that allows it 1o asynchronously invoke sendcb_add.
However. the client wiil need to provide an implementation tor the callback inter-
face. in our example containing the method replycb_add. This kisi method is call-
ed by the client’s local runtime sysiem (RTS). resulting in an upcall 10 the client
application. Note that these changes do not atfect the server-side implementation
of the object. Using this example. the callback model is stunmarized in Fig. 10-9.

Ciient application

1.Call by the - T
application A 4
Ctlient Callback | 4. Call by the RTS
proxy interface
: $ : 3. Response from server
Cliert | o
RTS I'-,....._-_..‘:::J_7_>

2. Reques! 1oserver

Figure 10-9. CORBA's callback model for asynchronous method invocation

As an clternative to cullbucks, CORBA provides a polling model. In this
model. the client is offered a collection of operations ta poll its local RTS for
incommg results. As in the callback model. the client is responsibie for transferm-
ing the original $ynchronous methud invocations into asynchronous ones. Again.

most of the work cun be done by wuwomaticully deriving the appropriate method
specifications from the original interface as implemented by the object.

Returning 10 our example. the method add wilt fead to the following nwo gen-

erated method specifications (again. we conveniently adopt our ovwn naming con-
ventions):

void sendpell_add(in int i, inint [); # Called by the client
void replypoll_add(out int ret_val, outint k) 4 Also called by the client
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The most important difference between the polling and callback models is that the
method replypoll _add will have to be implemented by the client’s RTS. This im-
plementation can be automatically generated trom interface specifications. just as
the client-side stub is automatically generated as we explained tor RPCs. The pol-
ling model is summarized in Fig. 10-10. Again. notice that the implementation of
the object as it appears at the server’s side does not have 1o be changed.

Client application l

1. Gallby the ‘t=———=g- T———— 4. Call by the
application h 4 T application
Client | Polling
proxy : interface
[ A 3. Response from server
Client | R
10, (G PR >

2. Reques! ‘o server
Figure 10-16. CORBA's palling madlel fur asynchromads method invocation.

What is missing trom the modeis described so far is that the mesisages sent be-
tween a client and a server. including the response to an asy'nchronous invocition.
are stored by the underlyving sy siem in case the client or server is not yet running.
Fortunately. most of the issucs eoncerning such persistent communicition do not
affect the asynchronous invocation model discussed so tar, What s needed is 1o
set up a collection of message servers that will allow messages (be they invocr
tion reguests or responses), to be emporadly stored until their delivery’ can take
place. S
To this end. the CORBA specifications also include interface definitions tor
what are called routers. which are analogous w the message routers we disctissed
in Chap. 4. and which can be implemenited. tor example. using IBNT'S \WebSphere
queue managers.

Likewise. Java has its awn Java Messaging Service CLIMS) which is again
very similar 1o what we have discussec] before [see Sun Nlicrosystems (2004a) ],
We will reiwrn 1o messaging more extensively in Chap. 13 when we discuss the
publish/subscribe puaradigm,

10.4 NANMING

The interesting aspect of naming in object-based distributed systems evolves
around the way that object references are supported. We already described these
object references in the case of Juva. where they effectively correspond o port-
able proxy implementations, However. this a language-dependent way ol beiug
able 1o refer to remote abjects. Again tiking CORBA as an example. let us see
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how basic naming can also be provided in a language and plarform-independent
way. We also discuss a completely different scheme. which is used in the Globe
distributed system.

10.4.1 CORBA Object References

Fundamemal 1o CORBA is the way its objects are referenced. When a cliem
holds an object reference. it can inveke the methods implemented by the refer
enced object. It is important 1o distinguish the object reference that a client proc-
ess uses lo invoke a methad. and the one implemented by the underlying RTS.

A process (be il client or server) can use only a language-specific implemen-
tation of an object reference. In nost cases. this tikes the form of i peinter 1o it
local representation of the abject. That reference cannot be passed from process A
to process B. as it has meaning only within the address space of process 4.
Instead. process A will first have to marshal the pointer into a process-independent
representation. The operation to do so is provided by its RTS. Once marshuled.
1he reference can be passed to ptocess B. which can unmarshal it again. Note that
processes A and B may be executing programs written in different L guages.

In conrast. the underlying RTS will have its own language-independent
representation of an ¢bject reference. This representation may even difter from
the marshaled version it hands over 10 processes that wint 10 exchange a refer
cnce: The importam thing is thar when a process refers to an object. its Linderlying
RTS is implicitly passed enough information to know which object is actually
being reterenced. Such inforntion is normally passed by the client and server-
side stubs that are generated from the interfice specifications of an object.

One of the problems that early versions of CORBA had was that euch imple-
mentation could decide on how it represented an object reference, Conseqpently.
if process A wanted to pass a reference 1o process B as deseribed above. this
vwould generally succeed only if both processes were using the same CORBA
implementation. Otherwise. the marshaled version of the reference held by proc-
ess A would be mcaningless 1o the RTS used by process B.

Current CORBA systems all support the same language-independent repres-
entation of an object reference. which is called an Interoperable Object Refer-
ence or [®R. Whether or not a CORBA implementation uses IORs internatly is
not all that important. However, when passing an object reference between two
ditferent CORBA systeims. it is passed as an 1@R. An [OR contains all the inlor
mation needed to identity an object. The general layout of an IOR is shown in
Fig. 10- 1 1. along with specific information For the communicatien protocol used
in CORBA.

Each IOR starts wWith a repository identilier. This identitier is assigned to an
interface so that it can be stored and looked up in an interface tepository-. It is used
1o retrieve information on an intertace at runtime. and can assist in. for example,
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Tagged Profile

| Interoperable Object Reterence (IOR)
Reposilory | | Profile Profile i3 T‘:\\"
idenilifier o]
lIOP
daton Hos1 Port | Object key = Componenls

Adapter ‘ Object I Olher senver- |
identfier | identifier | specific inlormalion J

Figure 10-U8, The organization o Lan IOR with speciti infomnation for 110P

type checking or dynamically constructing an invocation. Note that if this identi-
lier is te be useful. both the cliel and server must have access to the same inter-
face repository. or at least use the same identilier to identif'y intertirces.

The most important part of each IOR is formed by what are called 1agged
proliles. Each such profile contains the complete information to invoke an ob-
ject. If 1he object server suppons several protocols. information on euch protocol
can be included in a separite tagged profile, CORBA used the Internct Inter-
ORDB P’rotoco! (1LOP) for connnunication between nodes. (An ORB or Ob ject
Request Broker is the name used by CORBA for their abject-based runtime sys-
tem.) HOP is esseniially a dedicated protocol for supported remote method invo-
cations. Details on the profile used for IIOP are also shown in Fig. 10-11.

The IIOP profile is idemitied by a Prefile/D field in the agged profile. lts
body consists of five fields, The #OP version Tield identifies the version ol IIOP
that is used in this profile.

The Host Tield is a siring identifyving exacdy on which host the object is
located. The host can be specified either by means of a complete DNS domain
nime (such as sofing.esaiif). or by using the siring represenitation of that host’s
[P address. such as /30.37.24.11.

The Porz field contiins the port number 10 which the object’s server is listen-
ing for incoming requests.

The Ohject key field contains server-specilic information for demultiplexmg
incoming requests to the appropriate object. For example. an object identifier gen-
erated by a CORBA object adapter will generaliy be purt of such an object key.
Also. this key will identif'y 1the specific adapter.

Finally. there is a Components field that optionally contiains more mlormation
needed for properly invoking the referenced object. For example. this field may
contain security information indicating how the reference should be handled. or
what 10 do in the case the referenced server is lemporarily) unavailable.
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10.4.2 Globe Object References

Let us now take u look at a different way of referencing objecis. In Globe.
each distributed shared object is assigned a globally unique object identitier
(OID). which is & 256-bit string, A Globe OID is a true identifier as defined in
Chap. 5. tn other words, a Globe OID refers 1o at most one distributed shared ob-
Jject: it is never reused lor another object: and each object has at mosi one OID.

Globe OIDs can be used only for comparing object references. For example.
suppose processes A and 8 are each bound to a distributed shared abject. Each
process can request the Ol of the object they are bound to. If and only if tpe tvo
OIDs are the same. then A and £ are considered 1o be hound to the same object.

Unlike CORBA references. Globe OIDs cannot be used to direcily contact an
object. Instead. to locate an object. it is necessary to look up a contact address tor
that object n @ location service. This service returns a eontact address. which is
comparible 1o the location-dependent object references as used in CORBA and
other distributed systems. Although Globe uses its oswn specific location service.
in principle iy of the location services discussed in Chap. 3 would do.

Ignoring some minor details. a contact address has two parts. The tirst one is
an address identilier by which the location service can identity the proper leaf
node to which insert or deleie operations for the associated contact address we 1o
lorwarded. Recall that because contact addressies are location dependent. it iy im-
porant to msert and delete them starting atan appropriate leaf node. ’

The second pari consists of ictual address information. but this intormation is
completely opagute to the location service. To the location service. an addresy s
Just an array of bytes that can equally stand for an actual network adkdress. a
marshaled injerface pointer. or even a complete marshaled proxy.

Two kinds ol addresses are currenity supported in Globe. A stacked address
represents a layered prowwol suite. where each layer is represented by the three-
Neld record shown in Fig. 10-12.

___ Field i Description
_Protocol identifier A constant representing a (known) protocol |
Protocol address A protocol-specilic address |

Implementation handle  Reterence lo a file in a clas?re_po'silozy

y 12, T T . i
Figure 10-12. The representation of a protocol layer in o stacked contact address.

The Prosocol identifier is a constant representing a known protocol. Typical
protocol identifiers imclude 7CP. UDP. and IP. The Protocol address lield con-
tains a protocal-specific address. such as TCP port number. or an IPv.l nctwork
address. Finally. an fimplementation handie can be optionally provided 1o indicate
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where a default implementation for the protocol ¢an be Found. Typically, an im-
plementation handle is represented as a URL.

The second type of contact address is an inslance address. which consists ot
the nwo fields shown in Fig. 10-13. Again, the address contains an iplentenic-
tion hendle. which is nothing but a reference to a file in a class repository where
an implementation of a local abject can be found. That lacal object should be
loaded by the proeess that is currently binding to the ob ject.

Field = Descriplion _
implementation handle = Relerence Lo a fite in a class reposilory
Initialization slring String that is used lo inlilalize an implementation

Figure 10-13. The representation of an insiance comact address.

Loading fellows a standard protocol. similar to class loading in Java. After the
implememation has been loaded and the locid object crewed. initialization takes
place by passing the inftialization siring to the object. At that point. the object i-
dentifter has been completed resolved.

Note the difference in object referencing between CORBA and Globe. a dit-
lerence which occurs Fequently in distributed objcct-based systemis. Where
CORBA references contain exict informution where to contixet in abject. Glabe
references require an additional lookup step to retricve that information, This dis-
tinction also appears in systems such as Ice. where the CORBA equivalent is
relerred to as a direct reterence. and the Globe equivalent as an fidircer reterence
tHenning and Spruiell. 2005).

10.5 SYNCHRONIZATION

There wre only a few issues regarding synchronization in distributed sy stenis
that ate specific to dealing with distributed objects. In particular. the fact that
implementation details are hidden behind interfaces may cause problems: when a
process invokes a (remote} abject. it has no knowledge whcther that invocation
will lead to inveking other objects. As a consequence. if an objcct is protected
against concurrent aceesses. we may have a cascacling set ol locks that the invok-
ing process is unaware of. as sketched in Fig. 10-1-4ta).

[n contrast. when dealing with data resources such as files or database tables
that are protectec] by locks. the pattern tor the control flow is actually visible to
the process using those rcsources, as shown in Fig. 10-14(b). As a consequence.
the process can also exert more control at runtime when things go wraong. such as
giving up locks when it believes a deadlock has occurred. Note that ransuction
processing systems generally follow the pattern shown in Fig. 10-14tb).
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Figure 10-14. Dilferences in concrol fluw Tor lacking oljects

(n object-hased distributed systems it is therefore important to know where
and when synchronization takes plice. An obvious location for synchronization is
atthe object server. If multiple invocation requests tor the same object wrrive. the
server can decide (o serialize those requests (and possibly keep o lock on an object
when it rreeds to do a remote invocation itself).

However. letting the object server maintain locks complicates matters in the
case that invoking clients crash. For this reason. locking can also be done at the
client side. an approach that has been adopted in Java. Unfortunately. this sicheme
has its own drawbacks.

As we mentioned before. the difference between local and remote objects in
Java is oflen difficult to make. Matters become more complicated when objects
are protected by declaring its metiods to be synchronized. If two processes sim-
ultaneously call a synchronized method. only one of the precesses will proceed
while the other will be blocked. In this way. we can ensure that ceess o an ob-
jectUs internal data is completely sertalized. A process can also be blocked inside
an object. waiting for some condition to become true.

Logically. blocking in a remote object is simple. Suppose that client A calls a
synchronized method of a remote object. Te make access to remote objects look
always exac/y the same as to local objcets. it would be necessary to block A in
the client-side swb that implements the object’s interface and o which A has
direct access. Likewise, another client an a different machine would need to be
blocked locally as well before its request can be sent to the server. The conse-
quence is that we need to synchronize different clients at different machines. As
we discussed in Chap. 6. distributed synchronization can be fairly complex.

An alternative approach would be to allow blocking only at the server. In
principle. this works fine. but problems arise when a client crashes while its invo-
cation is beinghandled by the server. As we discussed in Chap. 8. vve may require
relatively sophisticated protocols to handle this situation. and which that may sig-
niticantly affect the overall performance of remote methad invocations.



472 DISTRIBUTED OBJECT-BASED SYSTEMS CHAP. 10

Therefore. the designers of Java RMI have chosen to restrict blocking on re-
mote objects only 1o the proxies (Wollrath et al.. 1996). This means that threads
in the same process will be prevented from concurrently accessing the same re-
mote object. but threads i different processes will not. Obviously. these syn-
chronization semantics are tricky: at the synactic level (i.e.. when reading source
code) we may see a nice. clean design. Only when the distribuied application is
actally execwted. unanticipated behavior may be observed that should hive been
dealt with at design time. Here we see a clear example where swriving for distribu-
tion transparency is nof the way to go.

10.6 CONSISTENCY AND REPLICATION

Many object-based distributed systems tollow a wraditional approach toward
replicated abjecis. eftectively treating them as contwiners of dwa with their own
special vperations. As o result, when we consider how replication is handled in
systems supporting Java beans. or CORBA-compliant distributed systems. there is
not really that much new to report other than what we have discussed in Chap. 7.

For this reason. we fncus on a few particular topics regarding consistency and
replication that are more profound in object-based distributed systems than others.
We will first consider consistency and move (o replicated invocations.

10.6.1 Eatry Consistency

As we mentioned in Chap. 7. data-centric consistency for distributed objects
comes natwally in the form of entry consistency. Recall that in this case. the goal
is to group operations on shared data using synchronization variables (eg.. in the
form of locks). As objects naturalfy combine data and the operations on thar daa.
locking objects during an invocation serializes access and keeps them consistent.

Although conceptually associating a lock with an object is simple. it does not
necessarily provide a proper solution when an object is replicated. There are 1wo
issues that need to be solved tor implementing entry consistency. The first one is
that we need a means 1o prevem concurrent execution of multiple invocations on
the same object. In other words. when any method of an object is being executed.
no other methods may be executed. This requirement ensures that access 1o the
intemnal data of an object is indeed serialized. Simply using local locking mechun-
isms. will ensure this serialization.

The second issue is that in tive case of a replicated object. we need to ensure
that all changes 10 the replicated state of the object are the same, In other words,
we need 0 make sure that no two independent method invocations take place on

different replicas at the same time. This requirement inmplies thal we need to order

invocations such that each replica sees all invocations in the same order. This
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requirement can generally be met in one of two ways: (1) using a primary-based
approach or (2) using totally-ordered multicast to tlie replicas.

In many cases. designing replicated objects is done by {irst designing a single
object. possibly ptoteciing it against concurrent access through local Jocking. and
subsequently replicating i, It we viere to use a primary-based scheme. then addi-
uonal effort from the application developer is needed to serialize object invoca-
uons. Theretfore. it is often conveniertt to assume that the underlying middleware
supports wally-ordered multicasting. as this would not require any changes at the
cliems. nor would it require additional programming effort from application
developers. Of course. how the totally ordered multicasting is realized by the
middleware should be transparent. For all the application may know. its imple-
mentaton may use a primary-hased scheme. but it could equally well be based on
Lamport clocks.

However, even il the underlying middleware provides totally-ordered multi-
casting. more may be needed w guarantee orderly object invocation. The problem
is one ol gramulanty: aithough all replicas of an object serser may receive invoca-
tion requests in the same order. swe need to ensure that all threads in those servers
process those requests in the correat order as well. The problem is skeiched in
Fig. 10-15.

Computer 1 Compuler2 -
Object

)
T ™) Daterministic
Threads | = \hreas scheduling
Thread ‘ '
1]l
clheciuler T N

Tolally ordered
Middleware —[D:E'-— TP Middleware \—EDI«—] N
Local OS Loczl OS [_
Unordered requesis Unorder:ed requestsT
1

Figure 10-13. Determinssiic thread scheduting forreplicated object sersers,

Multithreaded (object) servers simply pick up an incoming request, pass it on
to an available thread. and wait for the next requestto come in. The server's
thread scheduler subsequently allocites the CPU to runnable threads. Of course, if
the middleware has done its best to provide a total ordering for reguest delivery.
the thread schedulers should operme in a deterministic fashion in order not 1o mix
the ordering of method invacations on the sane object. In other words. If threads
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T| and 77 from Fig. 10-15 handle the same incoming treplicated) invocation re-
guesl. they should both be scheduled betore Té and T%. respectively.

Of course, simply scheduling «ff threads cleterministically is not necessary. In
principle. it we already have totally-ordered request delivery. we need only to
ensure that all requests for the same replicated object are handled in the order they
were delivered. Such an approach would allow invecations for different objects to
be processed concutrently. and without further restrictions trom the thread sched-
uler. Unfortunately. only few systems exist that support such concurrency.

One approach. described in Basile et al. (2002). ensures that threads sharing
the sume (local) lock are scheduled in the same order on every replica. At the
basics lies a primary-based scheme in which one of the replica servers takes the
lead in determining. for a specific lock. which thread goes first. An improtement
that avoids frequent communication between servers is described in Basile et al.
(2003). Note that threads tizat do not share a lock can thus operate concurrently on
each server.

One drawback of this scheme is that it operates at the level of the underlying
operating system. meaning that every lock needs 1o be m‘;muged. By providing ap-
plication-level information. a huge improvenient in performance can b; made by
identif ving only those locks that are needed for serializing access to replicated ob-
jects (Taiani et ab.. 2005). \Ve return Lo these issues when we discuss tault toler-
ance for Juva,

Replication Framew orks

An interesting aspect of mest diswributed object-bused systems is that by
nature of he object technology it is ofien possible to make a clean separation be-
wveen devising functionality and handling estra-functional issues such as replica-
tion. As we explained in Chap. 2. a powerful mechanism to accomplish this
separation is formed by interceptors.

Buabaoglu er al. (2004) describe a framework in which they use intérceptors to
replicate Java beans for J2EE servers. The ide is relatively simple: invocations to
objects are intercepled at three different points. as also shown in Fig, 10-16:

L. Atthe client side just before the invocation is passed to' the teb.

2. Inside the client’s stub. where the interception forms part of the
replication algorithm.

3. Atthe server side. just before the objectis about to be involied.

The first interception is needed when it twns out that the caller is replicated.
In that case. synchronization with the other callers may be needed as we may be
dealing with a replicated invocation as discussed betore,
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Figure 10-16. A general Mimework tor separating wplication aleorithms from
wbjects in cn EIB em lconment.

Once it has been decided that the invocation can be corried out. the intercep-
tor in the client-side stub can take decisions on where to be forward the request to.
or possibly implement a {nil-over mechiunisin wwhen a replica cannot be reached.

Finalis. the server-side interceplor handles the invoeation. In fact. this inter-
ceptor is split into tvwo. At the first point. just after the reguest has come in and be-
fore it is handed over 1o :n adapter. the replication algorithm geis control. It can
then analyze for wltom the request is intended allowing it (0 activate, if necessiry.
any replication objeets that it needs 1o cany out the replicittion. The second point
is just hefore the invocation. allowing the replicition ulgorithm to. for example.
getimd set atribute values of the replicated object.

The imeresting aspect is that the frimework van be set up independent of any
replication algarithim. thus leading to a complete separation of abyect funetionality
and replication ot ob jects.

10.6.2 Replicated Invocations

Another problemt that needs o be solved is that of replicated invocitions.
Consider an ohject .4 calling another object B as shown in Fig. [0-17. Object B is
assumed to call vet another dbjeet C. If B is replicated. each replica of B will. in
principle. cull C independently. The problens is that C i1s now called multiple
times instead ol only once. It the calied method on C results in the wansler of
S100.000. then clearly. somcone is going to complitin sooner oy later.

There are not msmy general-purpose solutions 10 solve the problem of repli-
vated imocations. One solution is 1o simply torbid it (Maassen et al.. 2000).
W hich makes sense when performance is at stake. However. when replicating for
tault tolerance. the following solution proposed by Mazouni et al. {1993) may be
deployed. Their solution is independent of the replication policy. that is. the exact
details of how replicas are kept consistent. The essence is te provide a replica-
tton-awire communiciation layer on top of which (replicated) objects execute.
When a replicated object B invokes another replicated object C. the invocation
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Client replicates
invocation request

Object recelves
the same invocation
three times

All replicas see «
the same invocation

Heplicaled object
Figure {0-17. The problem of replicuted method invocitions.

tequest is first assigned the same. uniqule idemifier by each replica of B. Al that
point. a coordinuwr of the replicas of B forwards ils request to all the replicas of
object C. while the other replicas of B hold back thewr copy of the invotation ve-
guest, as shown in Fig. 10-18(a). The result is that only a single request i tor-

warded to each replica of C.

Coordinator
of object C

Ceordinstor
of object 8

Clienl replicates
invacation request

e
Result |

Resull

(a (b)
Fioure 10.18. () Forwarding an invocafion reguest from a replicated abject to
another replicated object. th) Returning g reply from one replicated object (0 an-

oliver,

The same mechanism is used to ensure that only a single reply niessage is re-

turned to the replicas of 8. This situation is shown in Fig. 10-18(b). A coordinator
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of the replicas of € nalices it is dealing with a replicated reply message that has
been generated by each replica of C. However, only the voordinator forwards that
reply to the replicas of object 8. while the other replicas of C hold back their copy
of the reply message.

When a replica of B receives a reply message for an invocation request it had
either forwarded to € or held back because it was not the coordinaltor. the reply is
then handed to the actual objecl.

In essence, the scheme just described is based on using multicast communica-
tion. but in preventing that the same message is multicast by different replicas. As
such. it is essentially a sender-based scheme. An alternative solution is to let a
receiving replica detect multiple copies of incoming messages belonging to the
same invocation. and to pass only one copy to its associated object. Details of this
scheme are left as an exercise.

10.7 FAULT TO®LERANCE

Like replication. fawlt telerance in most distributed object-based systems use
the same mechanisms as in other distributed systems. following the principles we
discussed in Chap. 8. However. when it comes to standardization. CORBA argu-
ably provides the most comprehensive specitication.

10.7.1 Example: Fault-Tolerant CORBA

The basic approach tor dealing with Failures in CORBA is to replicate objects
into object groups. Such a group consists of one or more identical copies of the
same object. However, an object group can be referenced as it it were a single ob-
ject. A group ofl'ers the same imerface as the replicas it contains. In other words.
replication is transparent to clients. Different replication strategies are supported.
including primary-backup replication. active replicamion, and quorum-based repli-
cation. These strategies have all been discussed in Chap. 7. There are various
other properties associated with object groups. the details of which can be tound
in OMG (200:4a).

To provide replication and failure transparency as much as possible. object
groups should not be distinguishable from normal CORBA objects. tnless an ap-
plication prefers otherwise. An important issue. in this respect. is how objecl
eroups are referenced. The approach follovved is to use a special kind of IOR.
cailed an Interoperable Object Group Reference (1OGR). The key difterence
with @ normal IOR is that an IOGR contains multiple references to differen: ab-
jects, notably replicas in the same object group. In contrast. an IOR may also con-
tain multiple references. but all of them will refer to the same object. although
possibly using a different access protocul.
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Whenever a client passes an JOGR 1o its runtime system (RTS). that RTS
altempts to bind to one of the referenced replicas. In the case of 11OP. the RTS
may possibly use additional information it finds in one of the IIOP protiles of the
IOGR. Such information can be wored in the Componerns field we discussed pre-
viously. For example. a specific HHOP profile may refer 10 the primary or a backup
of an object group. as shown in Fig. 10-19. by meuns of the separate Lags
TAG_PRIMARY and TAG_BACKUP. respectively.

Interoperable Object Group Relerence (IOGR}

i Repository| | Profile R Proﬁle[ :
4 % &g Prolile-N
{|'iwentifier || 1D FIeah D | '
1oP Objecl N o ) Object
lvet. ‘ Hosl-1 | Poil-1 ey! Components verl Host-N [Poil-N Key-N Components.
| TAG Other group- | 1aG | Other group: l
1PF!IMAFW specific informslion BACKUP |specilic informalion |

Figure 10.19. A possthle organizadon of an IOGR for 2 obpeect group hining «
primary amd backups.

It hinding o one of'the replicas fails. the client RTS may' continue by anempt
ing to bind 10 another replica. thereby following any policy for nexi selecting a
replica that it suits to best. To the chient. the hinding procedure is completely tran-
sparent: it appears as if the client is binding 10 a regular CORBA object.

An Example Architecture

To support object groups and o handle additional Tailure management. it is
necessary 10 add components 10 CORBA. One possible architeciure of a fauh-
tolerant version of CORBA is shown in Fig. [0-20. This architecture is derived
from the Eternal system (Aloser et al.. 1998: and Narasimban et al.. 2000). which
provides a tault tolerance infrastructure constructed on top ol the Totem reliable
group communication system tMoser et al.. 1996).

There are «everal components that play an importanl role in this architecture.
By tar the most important one is the replication manager. \which is responsihle
for creating and managing a group of replicated objects. In principle. there is only
one replicition manager. although it may be replicated for fauh wlerance.

As we have stted. 10 a client there is no fundamental difference between an
object group and any other type of CORBA object. To create an abject group. it
client simply invokes 1the normal create_object operation as offered. in this case.
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Figure =200 An example swrehiteciuce of o @ lokeenon CORBA systen

by the replication manager. specifying the type of object 10 create. The client
remains unaware of the fact that i is implicitly creating an object group. The
number of replicas that are crewted when starting a new object group is nornally
determined by the system-dependent detiwult vidue. The replica manager is also
responsible for replaicing a replica in the case of a failure, thereby ensuring thit
the number of replicas does not drop below a specified minimum.

The architecture also shows the tse of message-level interceptors. In the case
of the Eternal system. each invocition is intercepted and pussed 1o a sepurale rep.
lication component thit maintains the rquired consistency for an object group
and which ensures that messages are logeed to enable recovery,

Invacations are subsequently sent 1o the othier group metnbers using reliable.
wially-ordered multicasting. In the cuse of active replication. an invocation re-
quest is pissed to eich replica object by handing it to thit objeel’s underlying run-
time system. However. in the case of passive replication. an invocation request is
pnssed only to the RTS of the primary. whereas the other servers only log the
invocation request for recovery purposes. When the primary has completed the
invacation. its state is then multicast 1o the backups.

This architecture is based on using interceptors. Alternative solutions exist as
well. including those in which (il 1oferance has been incorporated in the runtime
wwstem (potentially affeciing interoperability). of in which special services are
used on top of the RTS to provide faul tolerance. Besides these differences. pric-
tice shows that there are other problems not (yet) covered by the CORBA stan-
dard. As an example of one problem that occurs in practice. if replicas are created
on different impleimentations. there is no guarantee that this approach will actually
work. A review of the different approaches and au assessment of fault 1olerance in
CORBA is discussed in Felber and Narasimhan (200-4),
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10.7.2 Example: Fault-Tolerant Java

Considering the popularity of Java as a language and platform tor developing
distributed applications. some effort has also been into adding fault wolerance to
the Java runtime system. An interesting approach is to ensure that the Java virtual
machine can be used lor active replication.

Active replication essentially dictates that the replica servers execute as deter
ministic finite-state machines {Schneider, 1990). An excellent candidate in Java
to fulfill this rale is the Java Virtal Machine (JVM}. Untortunately. the JVM is
not deterministic a1 all. There are various causcs for nondeterministic behavior,
identified independently by Napper ct al. (2003) and Friedman and Kama (2003):

. IVM can execute native code. that is. code thal is external 1o the
JVM and provided 10 the latter through an interface. The JVM wreats
native code like a bluck box: it sees only the interface. but has no
clue about the tpotentially nondeterministic) behavior that a call
causes. Therefore. in order 1o use the JVM for active replication. it is
necessary to make sure that native code behaves in a deterministic
way.

2. Input duta may be subject to nondeterminism. For example. a shared
variable that can be manipulated by multiple threads may change for
dilferent instances of the JVX as long as threads are allowed 10
operate coucurrenly. To contral this behivior. shared dati should
the very least be protected through locks. As it tarned out. the Java
runtime environment did not always adhere to this tule. despite its
support for multithreading.

kPN

In the presence of lailures. differenmt JVMs will produce different om-
put revealing that the machines have been replicated. This difference
may cause problems when the JVMs need to brought back into the
siame state. Matters are simplilied if one cun assume that all output is
idempotent ti.e.. can simply be replayed). or is testuble so thal one
can check whether output was produced before a crash or not. Note
that this assumption is necessary in order to allow a replica server lo
decide whether or not it should re-execute an operation.

Practice shows that turning the JVA into a deterministic [inite-state machine
is by no means trivial. One problem thit needs to be solved is the fuct that replica
servers may crash. One possible organization is 10 let the servers run according to
a primary-backup scheme. In such a scheme. one server coordinates all actions
that need to be performed. and from time to time instructs the backup to do the
same. Carefal coordination between primery and backup is required. ot ceurse,
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Note that despite the fact that replica servers are organized in a primary-
bickup setting, we are still dealing with aclive replication: the replicas are kept up
to dite by letting each of them execute the same operations in the same order.
Ilowever. to ensure the same nondeterministic behavior by all of the servers. the
behavior of one server is tuken as the one to follow.

In this setting, the approach followed by Friedman and Kama (2003) is to let
the primary tirst execute the instractions of” what is called a frame. A frame con-
sists of the execution of several context switches and ends either because all
threads are blocking tor I/O to complete. or after a predefined number of context
switches has taken place. Whenever a thread issues an /O operation. the thiead is
blocked by the JVM put on hold. When a frame starts. the primary lets all 1/O re-
quests proceed. one after the other. and the results are sent 1o the other replicas. In
this way.  least deterministic behiavior with respect to I/O operations is enf'orced.

The problem with this scheme is casily seen: the primary is always ahead of
the other replicas. There are two situations we need 1o consider. First, if a replica
server other than the primary crashes. no real harm is done except that the degree
of faul tolerance drops. On the other hand. when the primary crashes. we may
Ind ourselves in a situation that data (or rather. opcrations) are lost.

To minimize the damage. the primary works on a per-{rame busis. That is. it
sends updite information to the other replicas only alter completion ol its current
frame. The effect of this approach is that when the primary is warking on the &-th
frame. that the other replica servers have alt the informatiom needed 10 process the
frame preceding the &-th one. The damage canbe limited by making Iraumes small.
at the price of more communication between the primary and the backups.

10.8 SECURITY

Obviously. security plays an importam role in any distributed] system al ob-
jectbased ones are no exception. Wlien considering most object-based distributed
systems. the fact that distributed objedts are remote objects immediately leads o a
situation in which security architectures for distributed systems are very similar,
In essence. eich object is protected through stundard authenticiion and authoriza-
tion mechanisms. like the ones we discussed in Chap. 9.

To muke cleir how security can fit in specilically in an object-based distrib-
uted system. we shall discuss the security architecture tor the Globe system. As
we mentioned before. Globe supports truly distributed objects in which the state
of 4 single object can be spread and replicated across muliple michines. Remote
objects are just a special case of Globe objects. Therefure. by considering the
Globe security architecture. we cin also see how its approach can be equally
applied to more traditional object-based disuibuted systems. Atter discussing
Globe. we brietly take a look at security in traditional object-based systems.



482 DISTRIBUTED OBJECT-BASED SYSTEMS CHAP. 10
11.8.1 Example: Globe

As we sitid, Globe is one of the few distribtited object-based systems in which
an object’s state can he physically disiributed and replicated across multiple ma-
chines. Thisapproach also intraduces specilic security problems. swhicl have led
to an architecture as described in Popescu et al. (2002).

Overview

When we consider the general case of invoking a method on a remote object.
there are at least two issues that are important from a security perspeetive: (1) is
the caller invoking the correct object and (2) % the culler allowed to invoke thal
method. \We refer 1o these two isstes as secuve object binding und secure meth-
od invocation. respectively. The former has everything 1o do with awthentication.
whereas the latter imvolves authorizition. For Globe und other systems that sup-
port either replication or moving objects around. sve have un additional problem.
namely that of platform secuarity. This kind of security comprises t\wa issues.
First. how can the platforns to which a (local) object is copied be protected against
any malicious code commined in the ohject. and secondly. how cun the object be
protected against u malicious replicu server.

Being able to copy objects to other hosts also brings up another problem.
Because the object server that is hosting a copy of an object need nol always be
fully trusted. there must be a mechunism that prevents that every replica serer
hosting an object from being allowed to also execute any of an object’s methods.
For example. an ohject’s owner may svant to restrict the execution of update
methods 10 a small group of replica servers. whareas methods that only read the
state of w1 object muy be executed by any authenticated server. Enforcing <uch
policies cun be done through reverse access control. which we discuss in more
detail below-.

There ure several mechanisms deployed in Globe to establish security. First.
every Globe object has an associated public/private key puir, refersed to as the ob-
ject key. The basic idea is that anyone who has knowledge about an wvhject’s
private key can sel the access policies for users and servers. In uddition. every
replica has an associated replica key. which is also constructed as a public/private
key pair. This key pair is gener:ted by the object server currently hosting the spe-
cific replica. As we will see. the replica key is used to make sure that a specitic
replica is part of a given distributed shared object. Finully. each user is also
assumed 1o have a unique public/private key pair. known as the user key.,

These keys are used to set the various access rights in the form of vertificates.
Certificates are handed out per object. There e three types. as shown in Fig. 10-
21. A user certificate is associated with a specific user and specities exactly
which methods that user is allowed to invoke. To this end. the certificate contains
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a bit swing U with the same length as the number of methods available for the ob-
ject. U[i1=1 if and only if the user is allowed to invoke method M;. Likewise.
there is also a replica certificate that specifies, for a given replica server. which
methods it is allowed to execuwte. It also has an associated bit string R. where
R[i] =iif and only if the server isallowed to execute method M,.

User certificate Replica cerlificale Administrative cerlificale
K;':o K;hnl K;yn
U:001001110C R:1100011100 R:1101111100
SIgO. {U. Kipee)) sig(O. {R. KR )) U:0110011111

01
| sigO: {R.U.0.Kaam!)
(a) {b) (c)

Figure 1121, Certiticutes in Globe: () w user ceriticute. h) a replica certifi-
eate. (¢) an administative certitivate

For example. the user certificate in Fig. 10-21(a) tells that Alice (who can be
identitied through her public key K3z, ). has the right 1o invoke methods A4, M.
M. and My (hote that we start indexing U at 0). Likewise. the replica certificate
states that the server owning ’}‘,’., is allowed 1o execute methods M. Af . M s,
Me.oand M.

An administrative certificate can be used by any authorized entity 1o issue
user and replica certificates. In the case. the R and U bit strings specif'y for which
methods and which entities a certificate can be created. Morcover, there is bil
indicating whether an administrative entily can delegate {puart of'} its rights to
someone else. Note that when Bob in his role as administrator creates a user certi
ficate for Alice. he will sign that certificate with his own signuture. not thatof the
object. As a consequence. Alice's certificate will need to be traced back to Bob's
administrative certificate. and evenwally 10 an administrative certificate signed
with the object’s private key.

Administrative certificates come in handy when considering that some Globe
objects may be massively replicated. For example. an object’s oviner may wal 1o
manage only a relatively small set of permanent replicas. but delegate the creation
of server-initiated replicas to the servers hosting those permanent replicas. In that
case. the owner may decide to allow a permanent replica 1o install other replicas
for read-only access by all users. Whenever Alice wants to invoke a read-only
method. she will succeed (provided she is authorized). However. when wanting to
invoke an update method. she will have to contact one of the permanent replicas.
s none of the other replica servers is allowed 1o execute stuch methods.

As we explained. the binding process in Globe requires that an object identi-
fier (OID) is resolved to a contact address. In principle, any system that supports
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flat names can be used for this purpose. To securely associate an object’s public
Key to its OID. we simply compute the OID as a 160-bit secure hash of the public
Key. In this way. anyone can verify whether a given public key belongs to a given
OID. These identifier arc also known as self-cerlif ving names. a concepl
pioneered in the Secure File System (Mazieres et al.. 1999 which we will discuss
in Chap. (1.

We can also cheek whether a replica R belongs 1o an object @. In that case.
we merely need 1o inspect the replica certificate For K. and check who issued it.
The signer may be an entity with administrative rights. in which case we need to
inspect its administrative cenrtificate. The bottom line is that we can construct a
chain ot certilfcates of which the last one is signcd using the abject’s private Key.
In thin case. we know that R is part of O,

To mutually protect objects and hoats against each other. techniques for
mobile code. as described in Chap. 9 are deployed. Detecting that objects have
been tampered with can be done with special auditing techniques which we will
desceribe in Chap. 12,

Secure Methud Invocation

Let us now look into the details of securely invoking i method ot a Globe ob-
jevr. The complete path from requesting an iuvocation to actually executing the
operation at areplica is sketched in Fig. 10-22, A 1otal ot 13 steps need to be exe-
cuted insequence. as shown in the figure and described in the following text.

Recuest invoealion | Clien !+ de st Servgr-side replica
! Chaek user R Execute
Conrol | Wm‘; e’ Semant. Om:ram“ Cortrol
olject | object ohject
Fing swiable i —
tarshall — replica |
reques! 3 Request b ctv ) 12 Unmatshalt
secure oY J Aumon_zte
Repl channel let—5 reques
object | 4 ? Secunty 11
6 abjaet =
Pass request Esladlsh sacure i
to channel Encrypt/sign channel Dearyp! & 10 Pass request
| network aulr:;::‘ale
Comm. P Comm,
obigal [ 8™ =39 object
—

Figure10-22. Secure method invocution in Globe.
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I, First. an application issues a invocation request by locully calling the
assaciated method. just like calling a pracedure in an RPC.

~

The control subobject checks the user permissions with the inferma-
tion stored in the local security object. In this case. the security ob-
ject should have a valid user cenificate.

3. The request is marshaled and passed on.

. The replication subobject requests the middleware 10 set up a secure
channel to a suitable replica.

W

The security object first initiates a replica lookup. To achieve this
goal. it could use any naming service that can look up replicas that
have been specified 10 be able to execute certain methods. The Globe
location service has been madified 10 handie such lookups (Ballin-
tiju. 2003).

6. Once a suitable replica has been found. the security subobject can set
up a secure channel with its peer. after which control is returned v
the replication subobject. Note that part of 1his establishment re-
quires that the replica proves it is allowed to carry out the requested
invocation.

7. The tequest is now passed on 1o the communication subaob ject.

8. The subobject encrypts and signs the request so that it can pass
through the channel,

0. After its receipt. the request is decrypted and authenticated.

10. The request is then simply passed on 10 the server-side replication
subob ject.

L. Awhorization takes place: in this case the user certificate from the
client-side stub has been passed 10 the replica so that we can verity
that the request can indeed be carried out.

12, The request is then tnmarshaled.

13, Finally. the operation can be executed.

Although this may seem 10 be a relatively large number of steps. the example
shows how a secure method invocation can be broken down into small units. each
unit being necessary to ensure that an authenticated client can carry out an author
ized invocation at an authenticated replica. Virtually all object-based distributed
systems follow these steps. The difference with Globe is that a suitable replica
needs 10 be located. and that this replica needs o prove it may execute the method
call. We leave such a proof as an exetcise to the reader.
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10.8.2 Security for Remote Objects

When using remote objects we often see that the object reference itself is im-
plemented as a complete clientside swb. containing all the information that is
needed 10 access the remote object. In its simplest Fornu. the reterence contains the
exact contact address for the object and uses a standard marshaling and communi-
cation protacol to ship an invocation to the remote abject.

However. in systems such as Java. the clientside stub (called a proxy) can be
virwally anything. The basic idea is that the developer of a remote object ulso
develops the proxy and subsequently registers the pro.xy with a directoty service,
When a clientis looking for the object. it will eventually contact the directory ser-
vice. rewieve the proxy. and install it. There are obviously some serious problems
with this approach.

First. if the directery service is hijacked. then an aacher may be able to re-
wen a bogus proxy o the client. In effect. such a proxy’ may be able to comprom-
ise all communication between the clien and the server hosting the remote object.
damaging both ot them,

Second. the clien has no way o awhenticate the server: it only has the proxy
and all communication with the sertver necessarily goes through that proxy. This
may be an undesirable situation. especially because the client now simply needs to
trust the proxy that it will do its work correctly.

Likewise. it may be more dilficult tor the server 10 authenticiie the client.
Authentication may be necessary when sensitive informatiou is sent to the client.
Also. because client authentication is now tied to the proxy. we may also have the
sitwation that an atacker is spoofing a client causing damage to the remote object.

Li et al. (2004b) describe a general security architecture that can be used to
mike remote abject invocitions sater. In their model. they assume that proxies are
indeed provided by the developer of a remote object and registered with a direc-
tory service, This approach is followed in Java RMIL but also lini (Sun Microsss-
tems. 2003).

The first problem to solve is to authenticate a remote object. hr their solution.
Li and Milchell propose a lwo-slep approach. First. e proxy which is down-
loaded from a clirectory service is signed by the remote object allowing the client
to verify its origin. The proxy. in turn. will authenticate the object using TLS with
server authentication. as we discussed in Chap. 9. Note that it is the object
developer’s task to make sure that the proxy indeed properly authenticiues the obr
ject The client will have to rely on this behavior. but because it is capable of
amhenticating the proxy. relying on object authentication is at the same level as
trusting the remote object 1o behave decently.

To authenticate the client. a separate authenticator is used. When a client is
looking up the remote object. it will be directed 1o this authenticator trom which it
downloids an authentication proxy. This is a special proxy that offers an inter
face by which the client can have itself authenticated by the remote ohject. If this
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authentication succeeds. then the remote object (or actually, its object server) will
piss on the actdl proxy to the client. Note that this approach allows for awhenti-
cation independent of the protocol used by the actual proxy. swhich is considered
an important advantage.

Another important advantage ol separating client authentication is that it is
now possible to pass dedicated proxies to clients. For example. certain clients may
be allowed to request only execution of read-only methods. In such a case. afer
authentication has tuken place. the client will be handed a proxy that offers only
such methods. and no other. More refined access control can easily be envisaged.

10.9 SUMMARY

Most object-based distributed systems use a remote-object model in which an
object is hosted by server that allows remote clients 1o do method invocations. In
many cases. these objects will be constructed at runtime. effectively meaning that
their state. and possibly also code is loaded intu an objccet server swhen a client
does a remote imvocation. Globe is a system in which wuly distributed shared ob-
jeets are supportedd. In this case. an object’s statre may be physicully disuibuted
and replicated across multiple machines.

To support distributed objects. it is important to separate tunctionality fcom
extra-tunctional properties such as lauh tolerance or scalability. To this end.
advanced object servers have been developed tor hosting objects. An object server
provides many services to basic objects. including lacilivies for storing objects. or
to casure serialization of incoming requests. Another important role is providing
the illusion 10 the outside world thin a collection of data and procedures operating
on that data correspond to the concept of an abject. This role is inplemented by
means of object adipters.

When it comes 1o communication. the prevalent ttay 10 invoke an object is by
means of a remote method invocation (R:11), which is very similar to an RPC. An
importam difference is that distributed objects generally provide a systemwide ob-
ject reference. allowing a process o access an object from any machine. Global
object reference solve many of the paraineter-passing problems that hinder access
ransparency of RPCs.

There are many ditferem way< in which these objeat references can be imple-
mented. ranging Irom simple passive duta structures describing precisely where a
remolte object can be contacted. 1o portable cotie that need simply be invoked by a
client. The latter approach 1s now commanty adopted lor Jiava RMIL

There are no special measures in most systems to handle object synchroniza-
tion. An importaut exception is the way that synchronized Java methods e
treated: the synchronization takes place only between clients running on the same
machine. Clients running on different machines need to take special synchroniza-
tion measures. These measures are not part of the Java language.
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Entry consistency is an obvious consistency model tfor distributed objects ind
is (often implicitly) supported in many systems. It is obvious as vve cin naturally
associae a separate lock for each object. One of the problems resulling tfrom
replicating objects are replicated invocations. This problem is more evident be-
cause objects tend to be weated as black boxes.

Fault tolerance in distributed object-based systems very much follows the up-
proaches used for other distributed systems. One exception is formed by trying to
make the Java virtual machine fault tolerant by letling i t operate as a deterministic
finite state wachine. Then. by replicating & number of these machines. we obtain a
natural way for providing Fault tolerance.

Security for distributed objects evolves around the idea of supporting secure
method invocation. A comprehensive example thar gencrilizes these invocations
to replicated objects is Globe. As it wms out. it is possible to cleanly separate pol-
icies rrom mechanisms. This is wrue for authemication as well as authoriziuion.
Special attention needs to be puid to systems in which the client is required to
Jdownload a proxy trom a directory service. as is commonly the case for Java.

PRORBILENIS

1. We made a distinciion between remote objects and distributed vbjects. What is the
dilfenance’?

2. \Why is it usetul 1o define the interlaces of an object in an Interface Definition
lLuanguage?

3. Some implementations of distributed-ob ject niiddlewire systems are entirely based on
dynamic method imv acations, Even static invocations are compiled 1o dynamic vnes.
Whiat is the benefit of this approach?

4. Outline at simple protocol that implements at-mostonce senmitntics tor an object invo-

cittion,

Should the client and server-side objects l'or asynchronous method invacation be per-

sistent?

‘n

In the te.xt. we mentioned thin an implementation of CORBA’s usynchronous method
imocition do not affect the server-side implementuion of an object. Explitin why this
isthe case.

6

7. Give an example in which the (inadsviertent) use o callback mechanisins can easily
leid 1o an unwimed situation.

8. Is it possible for an object to have more thin one servant?

Is it possible to have system-specific implementations of CORBA object references
while «1ill being able 10 exctuinge references with other CORBA-bitsed systems?

&=
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6.

How cun vwe anthenticate the contact addresses returned hy a lookup service lor secure
Globe ohjects?

. Whintis the key diiference beiween object references in CORBA uand those in Globe?

Consider Globe. Outline a simple protacol by which a secure chamnel is sel up be-
ween a user proxy (which has access 1o the Alice’s private key) and a replica thin we
know for cenain can execulte it given method,

Give ah example implementation of an object reterence that allows a client to hind 10
a ransient remote object.

Javi and other languages suppost exceptions. which are ritised when an error oceurs
How' would you implement exceptions in RPCs «nd RiMIs?

How woeuld you incorporate persisient asynchronous communicition into a model of
communicaaion based on RMIs to remole objecis?

Consider a distributed object-bused system thit suppurts object replication. in w hich
aff method my ociiens are oilly ordered. Also, assume that an object inyocition is
wone e, because every object is amoninicilly locked when myoked ). Boes stich i
system provide entry comsisteney 7 What ahout sequential consisieney?

Dexcribe a receiver-bised scheme far dealing with replicated hwociions. is men-
tioned in the texi.





