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GAMETALK SERVICE BUS

BACKGROUND OF THE INVENTION

Cross-Reference to Related Applications

[0001] This is a continuation-in part of application Serial No. 10/120,635, filed April

10, 2002, which claims the benefit under 35 U.S.C. §119(e) of provisional application Serial No.

60/332,593, filed November 23, 2001, both applications of which are hereby incorporated herein

by referencein their entireties.

Field of the Invention

[0002] Embodiments of the present invention relate generally to the field of pay

computer-controlled games and entertainment devices, including both gamesof skills and games

of chance. More particularly, embodiments of the present invention relate the field of methods,

systems and devices for the automated monitoring and control of a large numberofclusters of

such pay gaming and entertainment devices.

Description of the Related Art

[0003] Conventional pay entertainment and gaming systems,either of the cash or the

cash-less type, are seriously limited due to the technical choices that are typically made to

comply with regulatory requirements. Indeed, regulators are mainly concerned with fraud,

cheating and stealing, as may occur when legitimate winners are deprived of their just winnings

or when illegitimate users receive illegitimate winnings. Because of these security concerns,

regulators are reluctant to approve licenses for state-of-the-art "open" multimedia and Internet

technologies, opting instead for known but antiquated technology.

Atty, BYESaDRae
IGTZynga v.
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[0004] However, the security of such antiquated technology (i.e., technology

developed prior to the present advanced multimedia and Internet age) is mostly illusory. Such

conventional technologies are only perceived as being more stable and secure becausetheir flaws

are not widely publicized. Computer technology being extremely complex, there are always

latent imperfections and flaws, which maybe exploited by the ill intentioned. This is even truer

with antiquated technology, as hacker-crackers have now access to considerable information on

software weaknesses as well as sophisticated attack strategies and tools that they may apply to

older software.

[0005] Legacy entertainment and gaming systemsthat are authorized for use in public

places are usually aggregates of old technologies bundled together with some PC hardware

featuring basic fault tolerance, basic data integrity and ad-hoc security means, together with

some LAN networking functionality to enable some primitive centralized auditing. Although

some advanced security means have been proposed (such as disclosed in, for example WO

01/41892) that promote off-line gaming security using smart cards, this approach in fact exposes

the system to latent unidentified security threats that hacker-crackers or employees will likely

eventually exploit. Off-line or semi-on-line systemsare totally in the hands of very few people.

In short, these systems operate essentially with little means for detecting under-the-radar fraud

(to push the analogy farther, finer-grained and smarter radar means would be uneconomical for

casino and gaming operators to implement).

[0006] In contrast, lottery and pari-mutual wager systems have evolved to modern

fully on-line very-high-capacity mission-critical systems funneling billions of dollars annually

while offering significantly greater security means than the security afforded by banks. Since

these organizations have come on-line, lawsuits resulting from complaints, flaws and fraud,

ity, DEINEDBR
IGTZynga v.
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including internal fraud by employees, have virtually disappeared. However, although pay

entertainment and gaming machines based on secure Internet web browser and cash-less

payment technology are ideal centralized candidate solutions to equip casinos and like sites,

these may rapidly kill the traditional gaming support industry.

[0007] The entertainment and gaming systems lag behind state-of-the-art multimedia

PC, gaming console, wireless and interactive TV technologies; consequently these systemsare ill

preparedto attract the younger player generation accustomed to flashy and networked games.

SUMMARYOF THE INVENTION

[0008] It is therefore an object of this invention to provide an architecture that

overcomes the technical lag, security limitations and lack of stability of the prior art. It is a

further object of this invention to provide an architecture that overcomes rapid obsolescence of

technology. It is yet another object of this invention to provide a flexible architecture that may

more easily accommodate the variety of specific regulatory requirements encountered around the

world. It is a still further object of this invention to provide specific function peripheral devices

with means of secure identification and secure network communication.

[0009] An embodiment of the present invention is a distributed gaming system. The

distributed gaming system may include a communication bus; at least one first node, each

including a first computer coupled to the communication bus, and at least one second node, each

including a second computer coupled to the communication bus. Theat least one first node may

further include at least one first service oriented software executing in the first computer of each

first node, the first service oriented software including at least one high-level function anda first

service oriented protocol, the first service oriented protocol being configured to negotiate service

° avy. BARRELORRZynga v.
IPR2022-00368
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messages over the communication bus, the first service oriented software being configured to

selectively:

publish the at least one high-level function;

providethe at least one high-level function upon receiving a request to consumethe at
least one high-level function;

enable execution of the at least one high-level function upon receiving a request for
execution;

perform a call back upon receiving a request to consumeor execute the at least one
high-level function, and

return a reply subsequent to receiving a request for execution of the at least one high-
level function.

[0010] The at least one second node may include a second computer coupled to the

communication bus, and at least one second service oriented software executing in the second

computer of each second node, the second service oriented software including at least one

function call and a second service oriented protocol configured to negotiate service messages

over the communication bus, the second service oriented software being configured, upon

execution of the at least one function call, to selectively:

subscribe to or consumethe published or provided at least one high-level function;

requestthat the at least one first node execute the at least one high-level function;

accept the reply subsequent to receiving a reply from theat least one first node, and

acceptthe call-back upon receiving a call-back from the at least one first node.

[0011] The first service oriented software may be configured to provide the at least

one high-level function upon receiving a request to consumethe at least one high-level function

via a remote procedurecall. The first service oriented software may be configured to provide the

at least one high-level function upon receiving a request to consume the at least one high-level

function via a HTTP request. The first service oriented software may be configured to enable

execution of the at least one high-level function upon receiving a request for execution via a

‘ avy. BARRELGPRORZynga v.
IPR2022-00368
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HTTPrequest. The first service oriented software may be configured to perform a call back upon

receiving a request to consume or execute the at least one high-level function via a remote

procedure call. The first service oriented software may be configured to return a HTTP reply

subsequent to receiving a HTTP request for execution ofthe at least one high-level function.

[0012] The service oriented protocol is the Service Oriented Architecture Protocol

(SOAP), for example. The communication bus may include loosely coupled and/or tightly

coupled nodes. The loosely coupled nodes may include nodes coupled via Ethernet, Wi-Fi,

Internet, radio-link, RS-422, micro-wave link and/or satellite link, for example. The tightly

coupled nodes may include nodes coupled via inter-process communication, USB, Bluetooth,

RS-232, RS-422 and/or IEEE1394 Firewire, for example. The at least one high-level function

may include a business function, an audit function, an authentication function, a biometric

identification function, a graphics rendering computation function and/or an outcome

determination function, to name but a few of the possible high-level functions. The at least one

first node may include a gaming machine, an entertainment machine, a paymentverification unit,

a specialized device, an IP enabled peripheral, a server, a server farm, a computer device, and/or

an automatic teller machine, for example.

[0013] The at least one second node mayinclude, for example, a gaming machine, an

entertainment machine, a paymentverification unit, a specialized device, an IP enabled device, a

server, a server farm, a computer device, and/or an automatic teller machine. The first and/or

second service oriented protocol may include asynchronous notification of events, COM+,

DCOM, Microsoft Remoting, Microsoft .NET, Corba, SOAP, IBM SOA and/or UDDI, for

example. Security over the communication bus may be provided by implementing the IPSec

protocol, the VPN tunneling protocol and/or the SSL protocol, for example.

ity, DEINERnb
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[0014] The at least one second node may include a gaming machine. Theat least one

second node may be includedinside a gaming machine. Theat least one first node may include a

gaming machine. The at least one first node may be included inside a gaming machine. Theat

least one second node mayinclude a gaming machine played by a player and may be configured

to execute at least one function call during a gamesession. The at least one second node may be

included inside a gaming machineplayed by a player and may be configured to execute at least

one function call during a game session. The at least one first node may be configured for load

balancing with another one ofthe at least one first node. The negotiating of service messages on

the communication bus may includeat least one of, for example, naming, discovery, message

routing, publishing eventing, subscribing eventing, message transformations, workflows, and

communication recovery from nodes powering-off then on again.

[0015] According to another embodiment thereof, the present invention is a

distributed gaming system that may include a communication bus; a first gaming machine

coupled to the communication bus; the first gaming machine being configured to selectively

publish, execute and provide at least one high-level function, and a second gaming machine

coupled to the communication bus, the second gaming machine being configured to selectively

subscribe to or consumethe at least one high-level function published or provided bythefirst

gaming machine, and selectively request that the first gaming machine execute the at least one

high-level function.

[0016] The first gaming machine may be further configured to perform a call back

upon receiving a request to consumeor execute the at least one high-level function, and return a

reply and wherein the second gaming machine is further configured to accept the reply

subsequent to receiving the call-back from the first gaming machine. The distributed gaming

° anWOH8 Res ARRRaZynga v.
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system may further include a service-oriented device coupled to the communication bus, the

service oriented device including at least one of a paymentverification unit, a specialized device,

an IP enabled peripheral, a server, a server farm, a computer device, and an automatic teller

machine, for example. The service oriented device may be configured to selectively publish,

subscribe, provide, execute and request that either the first or the second gaming machine

execute the at least one high level function.

[0017] According to another embodiment thereof, the present invention is a method

for distributed gaming over a communication bus. The method may include steps of, for

example, providing a first gaming machine and coupling the first gaming machine to the

communication bus; publishing, by the first gaming machine,a first high-level function over the

communication bus; providing a node coupled to the communication bus; receiving, from the

node, a request to subscribe to the published first high-level function; accepting the subscription

request; initiating a gaming session on the first gaming machine, and responsive to updates

occurring during the gaming session, providing call backs, by the first gaming machine,the call

backs returning a result of the execution of the first high-level function to the node over the

communication bus.

[0018] The receiving step may be carried out with the node including a second gaming

machine. The receiving step may be carried out with the node including at least one of an

entertainment machine, a paymentverification unit, a specialized device, an IP enabled device, a

server, a server farm, a computer device, and/or an automatic teller machine, for example. The

high-level function may include at least one of a business function, an audit function, an

authentication function, a biometric identification function, a graphics rendering computation

function and/or an outcome determination function. The method may further include a step of

’ ayBN8 RANGABalZynga v. IG
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receiving, from the node, a request that the first gaming machine executes the high-level

function. A step may be carried out of the first gaming machine performing a call back upon

receiving the request to consume or execute the high-level function. The second providing step

may be further carried out with the node being configured to selectively publish, subscribe,

provide, execute and request that the first gaming machine execute the high level function.

[0019] According to yet another embodiment thereof, the present invention is a

method for distributed gaming over a communication bus. The method may include providing a

first node and coupling the first node to the communication bus; publishing, by the first node, a

high-level function over the communication bus; providing a first gaming machine coupled to

the communication bus; receiving, from the first gaming machine, a request to subscribe to the

published high-level function; accepting the subscription request; initiating a gaming session on

the first gaming machine, and responsive to updates occurring during the gaming session,

providing call backs, by the first node, the call backs returning a result of the execution of the

high-level function to the first gaming machine over the communication bus.

[0020] The receiving step may be carried out with the first node including a second

gaming machine. The receiving step may be carried out with the node including an entertainment

machine, a payment verification unit, a specialized device, an IP enabled device, a server, a

server farm, a computer device and/or an automatic teller machine, for example. The high-level

function may include a business function, an audit function, an authentication function, a

biometric identification function, a graphics rendering computation function and/or an outcome

determination function, for example. The method may further include a step of receiving, from

the first gaming machine, a request that the node execute the first high-level function. A step

maybe carried out of the node performing a call back upon receiving the request to consumeor

° ayBNI8ANDAsBaZynga v. IG
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execute the high-level function. The second providing step may be further carried out with the

first gaming machine being configured to selectively publish, subscribe, provide, execute and

request that the node execute the high level function.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021] Figure 1 is a diagram of a gaming system in accordance with an embodiment

of the present invention.

[0022] Figure 2 is a diagram of an exemplary cash gaming machine in accordance

with an embodimentof the present invention.

[0023] Figure 3 is a diagram of an exemplary cash-less gaming machine in accordance

with an embodimentof the present invention.

[0024] Figure 4 is a diagram of an exemplary entertainment machine in accordance

with an embodimentof the present invention.

[0025] Figure 5 is a diagram an exemplary PVU (Payment Verification Unit) in

accordance with an embodiment of the present invention.

[0026] Figure 6 is a diagram of an exemplary compact PVU in accordance with an

embodimentof the present invention.

[0027] Figure 7 is a diagram depicting an exemplary Automatic PVU (APVU) or

“Smart Cashier” in accordance with an embodimentofthe present invention.

[0028] Figure 8 is a diagram depicting a tightly coupled configuration of a gaming

machine in accordance with an embodimentof the present invention.

[0029] Figure 9 is a diagram depicting a modular software architecture of a gaming

machine in accordance with an embodimentof the present invention.

° anWNH8 Res ARRRachZynga v.
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[0030] Figure 10 is a diagram depicting a loosely coupled software configuration of a

gaming machine in accordance with an embodimentofthe present invention.

[0031] Figure 11 is a diagram depicting a virtual configuration of the software

architecture of a gaming machine in accordance with an embodimentof the present invention.

[0032] Figure 12 is a diagram depicting an extended virtual configuration of the

software architecture of a gaming machine in accordance with an embodimentof the present

invention.

[0033] Figure 13 is a diagram depicting a number of Internet-ready, specialized

devices coupled to an APVU,according to an embodimentofthe present invention.

[0034] Figure 14 is a diagram depicting partial processing by central server(s) 112 in

accordance with an embodiment of the present invention.

[0035] Figure 15 is a diagram depicting a central server system, according to an

embodimentof the present invention.

[0036] Figure 16 is a diagram depicting processing of gaming machine functions by

PCs within a central server system, in accordance with an embodimentof the present invention.

[0037] Figure 17 is a diagram depicting each remote gaming machine connected to an

individual PC or computer server located within a central server system 112, in accordance with

an embodimentof the present invention.

[0038] Figure 18 is a diagram depicting a central server system that includes a server

farm for performing operating system and applications boot to the individual PCs of a central

server from a central storage facility, in accordance with an embodimentofthe present invention.

" aonWOH8 Res ARRRacZynga v.
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[0039] Figure 19 is a diagram depicting a simplified Plug and Play protocol, in

accordance with an embodiment of the present invention.

[0040] Figure 20 is a diagram depicting asynchronous notification of events, in

accordance with an embodiment of the present invention.

[0041] Figure 21 illustrates a view of the service based gaming system according to an

embodimentof the present invention, including a plurality of nodes arranged suchas to offer one

service publisher and multiple service subscribers.

[0042] Figure 22 illustrates a view of the service based gaming system according to an

embodiment of the present invention, including a plurality of nodes arranged such as to offer

multiple service publishers and one service subscriber.

[0043] Figure 23 illustrates a view ofthe service based gaming system according to an

embodiment of the present invention, including a plurality of nodes arranged such as to offer

multiple service publishers and multiple service subscribers.

[0044] Figure 24illustrates a view ofthe service based gaming system according to an

embodiment of the present invention, including a plurality of nodes, wherein each nodeis

arranged such as to offer a one service publisher, multiple service publishers, one service

subscriber and/or multiple service subscribers.

[0045] Figure 25 illustrates a view of the service based gaming system according to an

embodiment of the present invention, including a plurality of nodes, wherein each nodeis

arranged such as to offer one service publisher, multiple service publishers, one service

subscriber and/or multiple service subscribers and wherein the communication network is

pictured as a service bus that may include loosely coupled and/or tightly coupled nodes.
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DETAILED DESCRIPTION OF THE INVENTION

[0046] Reference will now be made in detail to the construction and operation of

preferred implementations of the present invention illustrated in the accompanying drawings.

The following description of the preferred implementations of the present invention is only

exemplary of the invention. Embodiments of the present invention are not limited to these

implementations, but may be realized by other implementations.

[0047] Figure 1 illustrates a gaming system 100 according to an embodiment of the

present invention. The system 100 mayinclude a plurality of gaming machines 200, 300; one or

a plurality of gaming machines clusters 106 located in the same site or in geographically

dispersed locations; a plurality of Payment Verification Units 500 (hereafter, “PVU”), at least

one such PVU 500 being associated with each gaming machinescluster 106, and one or more

central server(s) 112. Instead of or in addition to the PVU 500, a compact PVU 600 (Figure 6)

and/or an automated PVU or APVU 700 may be associated with individual gaming machines

200, 300 and/or cluster(s) 106. The clustering of gaming machines maybe carried out according

to geographical location, type of gaming machine, regulatory requirements, type of application

and/or any criteria for grouping the gaming machines in a physical or logical cluster 106. The

gaming machines 200, 300, PVUs 500, 600 or 700 and central server(s) 112 are networked

together within a wide area network 102 (which mayinclude, for example, the Internet).

[0048] The gaming system 100 may further include oneora plurality of entertainment

machines. Alternatively, the entertainment machines 400 may be substituted for all or some of

the gaming machines 200, 300. Within the context of the present inventions, gaming machines

200, 300 include machines that enable the player to plays games of chance while entertainment

machines 400 include machines that enable the player to play games of skill, to watch

aonNO98 Res ARRRaZynga v.
IPR2022-00368



Zynga Ex. 1002, p. 17
                Zynga v. IGT
            IPR2022-00368

entertainment materials or to even participate in interactive entertainment sessions with groups of

players or other individual players. Monetary payouts from gamesof skills and entertainment

machines 400 are usually illegal and prizes may commonly be awarded in the form of longer

play sessions or rankinginto a higherskill level.

[0049] Central server(s) 112 may be located on the same premises as the gaming

machines 200, 300, entertainment machines 400 and PVUs 500, 600, 700 or elsewhere. A

plurality of servers 112 may be used in various configurations. For example, the server(s) 112

may be located on same premises for fault tolerance backup, located on different premises for

disaster tolerance backup, located on same or different premises for load balancing and/or

configured in a hierarchical structure, whereby a hierarchically-higher server 112 provides

consolidated services for one or a plurality of hierarchically-lower servers 112.

[0050] Figure 2 illustrates a gaming and identification verification machine 200 that

accepts and redeemscash.It is to be understood that the gaming machine 200is but one possible

implementation of such gaming machines and that embodiments of the present invention are not

limited thereto. Indeed, the system 100 may include any mix of any gaming and/or entertainment

machines of most any kind. The gaming andidentification verification machine 200 may include

a display 202, a coin acceptor 204, a banknote acceptor 206, a coin hopper 210, a gaming

machine identification (hereafter, “ID’’) device 212 and a plurality of user interaction means 208,

which may include buttons, trackballs and/or joysticks, for example. The gaming machine ID

device 212 is commonly used for identifying players that subscribe to a loyalty program to

benefit from advantages and promotions offered by the gaming operator. Figure 3 illustrates an

exemplary cash-less gaming machine 300 that does not accept or redeem cash. It is to be

understood that the gaming machine 300 is but one possible implementation of such a cashless
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gaming machine and embodiments of the present invention are not limited thereto. For cash-less

operation, a gaming device ID device(s) 304, 306 is/are necessary. The gaming machine ID

device 304, 306 may include a magnetic card reader, a SmartCard reader and writer, a barcode

reader, a ticket printer, a biometric reader, a touch-screen, keyboard or keypad to enable players

to enter a PIN (Personal Identification Number) and/or a “Pay” button. The gaming machine

identification device 304, 306 may further include an ID token reader to read other forms of

advanced ID devices such as ID buttons, ID key-chains (such as disclosed, for example in

commonly assigned US design patent entitled “Personal Communicator and Secure ID Device”

patent number D441,765 issued on May 8, 2001) as well as secure communication means for

securely communicating with, for example, personal wallets, hand held PCs or computer wrist-

watch via infra red, magnetic field, capacitive charges or RF (Bluetooth, IEEE 802.11, etc.) for

player identification purposes. According to one embodimentof the present invention, a player

initially establishes a player account with the central server(s) 112 and receives a player ID card

or ID token bearing the player's account number and other relevant information. Alternatively,

gaming machine 200, 300, may include a printer 314 (Figure 3) to provide the player with a

printed ticket 312 including a human and/or a machine-readable ID code. Alternatively, the

printed ticket 312 may be provided by the PVU 500, 600 or 700 and read by the gaming machine

200, 300 via a ticket reader 316. Alternatively still, the player may register a biometric feature

such as fingerprint, voiceprint and/or face print, and a PIN to be entered whenever confirmation

of identity is required. All of these ID devices mayallow the player to remain anonymous;in that

case, the player’s personal information is not requested and the assigned or chosen ID is

associated with a numbered account instead of a personal account. Wager debits and prize credits

are controlled by the central server(s) 112. Players may redeem any account balance by pressing

the “Pay Button” (which may halt the current gaming session) and by claiming the funds from a
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cashier that is connected with the central server(s) 112. A machine coded (e.g., bar coded)

printed ticket 312 may be generated by the gaming machine 200, 300 as additional means for

claiming the funds or to begin a new gamesession on another gaming machine 200, 300 by

causing the ticket reader 316 of the other gaming machine 200, 300 to scan the machine code on

the printed ticket 312.

[0051] Electronic purses such as those based on the SmartCard technologies may also

be used, either in on-line or off-line modes, although off-line operation is to be avoided to

preclude latent and under-the-radar fraud, especially from inside employees.

[0052] Figure 4 illustrates a cash-less entertainment machine 400 including the

following identification and payment means: a magnetic card reader or a SmartCard

reader/writer 404, a ticket printer 412 for printing a ticket 410, a touch-screen 402 (and/or a

keyboard or keypad) to enter a Personal Identification Number "PIN" and one or more buttons

406, 408, at least one of which may be a “Pay” button. It is to be understood that the gaming

machine 400 shown in Figure 4 is but one possible implementation of such an entertainment

machine and that embodiments of the present invention are not limited thereto. The

entertainment gaming machine 400 may further include a biometric reader such as voice

recognition (for example), to enable media-less identification means. The entertainment machine

400 may be configured for cash-less and/or for cash payment. Such entertainment machines 400

may have more than one screen, may allow for 3D, 360-degree vision and/or immersive vision,

may include advancedinteractive controls, force feed-back, motion feed-back, motion control,

immersive sound and/or any technology that enhances the player's entertainment sensory

experiences.
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[0053] Moreover, the entertainment machines 400 and/or gaming machines 200, 300

may further include a video camerato allow for face-to-face action, face ID recognition, creation

of avatars (movable three-dimensional images that may be used to represent a person or part

thereof - such as a head - in cyberspace) and the like. Incorporating functionality for identifying

players based upon recognition of their facial features in the entertainment machines 400 and/or

the gaming machines 200, 300 would allow any pre-registered person to be immediately greeted

and his or her account retrieved as soon as he or she stands by the entertainment machine 400

and/or the gaming machine 200, 300. Alternatively still, entertainment machines 400 may enable

the player to participate in a game of chance while offering the player a superb multimedia and

sensorial experience.

[0054]|Because of the technical similarities and potential functional overlap between

gaming machines 200, 300 and entertainment machines 400, the term “gaming machine”, as used

herein below will collectively refer to both gaming machines 200, 300 and entertainment

machines 400 and/or any variant or combinationsthereof.

[0055] Figure 5 illustrates a payment verification unit or PVU 500, according to an

embodiment of the present invention. The PVU may include a computer 502 connected to the

network 102 with the gaming machines and/or the central server(s) 112 and a ticket printer 504.

The ticket printer 504 may include an integrated printer for printing tickets or receipts 506 that

include a human and/or machine readable code imprinted thereon and code reader 508 for

reading the code(s) imprinted on the ticket 506. The PVU 500 mayalso include, for example, a

magnetic card reader 510, a SmartCard reader 512, a biometric reader 514 (such as a fingerprint

reader, for example), a display 520 and input devices such as a keyboard 518 and/or a mouse

516.
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[0056] When a player wishes to redeem the credit available in his or her account, the

player may consult a nearby cashier equipped with a PVU 500 who mayidentify the player's

account using one of the ID media provided by the player, query the central server(s) 112 for

paymentauthorization, and proceed with payment. When processing the payment authorization,

smart pattern analysis software may be used to detect possible fraud resulting from

counterfeiting whereby (for example) the player would deposit some cash funds for credit to his

or her account, play very small wager amounts then claim the totality of the balance at another

cashier. In that case, there is a high probability that the coins or notes remitted by the player may

be counterfeits or originate from suspicious origin. The PVU 500 mayalso be used for crediting

the player’s account when the player remits cash to play on one of the cash-less gaming

machines.

[0057] Figure 6 illustrates a compact version of the PVU 500, according to another

embodimentof the present invention. The PVU 600 mayinclude an enclosure 602, a data display

616 (which may include a touch screen), a magnetic card 606, a smart card reader 608, a printed

ticket exit 612 through which a printer (internally mounted, not shown) dispensesprinted tickets

or receipts, an optical reader 610 and/or a speaker 604, for example. The optical reader 610 may

include a barcode reader or most any machine vision system. The printer and the optical reader

610 may draw, for example, from aspects of the printers and scanners disclosed in commonly

assigned Patent No. 6,710,895, issued March 23, 2004, and/or Patent No. 6,732,920, issued May

11, 2004, both patents of which are hereby incorporated herein by reference in their entireties.

[0058] Figure 7 illustrates an embodiment of an automated PVU or APVU 700, which

dispenses with the need for a human cashier. The APVU 700 may include an internal computer

connected to the network 102 with the gaming machines and/or the central server(s) 112, a coin
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acceptor 722, a note acceptor 720, a coin dispenser/hopper 718, a SmartCard or magnetic card

dispenser 704, a note dispenser 714, a ticket printer 710 for printing a ticket 712, a magnetic card

reader 702, a SmartCard reader/writer 706, a barcode reader 708, display with touch-screen 726,

a keypad 724, a video camera 728 and/or a UL 291 certified cash safe 716, for example. The UL

291 certified cash safe 716 prevents robbery of the cash stored inside the APVU 700. The APVU

700 may further include biometric ID readers, ID token readers to read other forms of advanced

ID devices such as ID buttons, ID key-chains, etc. as well as secure communications means for

communicating with personal wallets, hand held PCs or computer wrist-watch via infra red,

magnetic field, capacitive charges or RF (Bluetooth, IEEE 802.11, etc.) for identification

purposes.

[0059] When a player wishes to redeem the credit available in his or her account, the

player may consult a nearby APVU 700 or “smart-cashier’” who will identify the player's account

using one of the ID media provided by the player, query the central server(s) 112 for payment

authorization, then proceed with cash payment via the coin hopper 718 and note dispenser 714,

for example. When processing the payment authorization, smart pattern analysis software may be

used to detect possible fraud. The APVU 700 mayalso allow the player to credit directly his or

her account by remitting cash via the note acceptor 720, the coin acceptor 722 or alternatively

via Electronic Fund Transfer ("EFT") with his or her bank account, to play one of the gaming

machines. Any of the ID media may be used to allow the player to play on any of the gaming

machines connected to the network 102.

[0060] Figure 8 illustrates a typical tightly coupled configuration that may be used

with the present gaming machines. The gaming machine main processing platform may be built

on a PC or equivalent hardware platform 801 that communicates with the central server(s) 112
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and the PVU 500, 600, 700 via a network link. In addition to the PC platform, operating system,

low level software, power supply, the main enclosure and any physical intrusion security, a

gaming machine according to an embodimentof the present invention may include payment and

identification devices, high-level application software modules, network communication means

for enabling the gaming machine to exchange data with external devices (such as the central

server(s) 112 and the PVU 500, 600, 700). The present gaming machine mayalso include an

internal true RNG 808 (Random Number Generator) or means for receiving random

combinations via the network 102 from external devices.

[0061] A hardware RNGis extremely desirable in order to ensure maximum entropy

of encryption of the secret keys such that the encrypted keys are formed of true random bits,

thereby rendering a brute force attack thereon to its maximum theoretical level of difficulty. An

embedded true RNG based on diode noise, for example, enables systematic use of the highest

encryption strength for the encryption algorithms and key length allowed by government. Flaws

in RNGs and badly chosen encryption keys are responsible for highly publicized cracked

systems. Although 128-bit encryption such as RSA, 3DES, etc. requires a considerable

theoretical computer powerto crack, a badly chosen encryption key mayresult in the secret keys

being cracked within hours. There is a need to provide the gaming machinesand external sources

of random numbers coupled to the present gaming machines with almost “Military Defense

Class” security. Virtual private Networks (VPNs), Secure Socket layer (SSL) and other secure

communication protocols that rely on locally generated encryption keys are solutions that are

widely available today. The resilience of such encryption protocols to attack depend on the

quality of the encryption keys or their maximum entropy, such as discussed in Schneider, Secrets

" anWOHResARRRARZynga v.
IPR2022-00368



Zynga Ex. 1002, p. 24
                Zynga v. IGT
            IPR2022-00368

and Lies: Digital Security in a Networked World, Wiley& Sons, Inc. © 2000, pages 102-106,

whichis incorporated herein by reference.

[0062] The present gaming machine may also include one or more player video

displays 802 driven directly by a multimedia controller within the gaming machine or driven

externally thereto, one or more non-video displays 804 such as status indicators, digital

indicators, mechanical indicators, blinking lights illuminations and the like and one or more

player interactive controls 806 such as a one-arm bandit handle, push-buttons, trackballs or a

joystick. As shown, the payment and identification devices of the present gaming machines may

include a coin acceptor 810, a coin dispenser or hopper 812, a bill or note acceptor 814, a bill

dispenser 816, a smart card reader and writer 818, a smart card dispenser 820, a bar or other

machine readable code reader 822, a ticket printer 824, a magnetic card reader 826, a biometric

ID reader 828 and/or other devices, generically referenced at 830. The payment and

identification devices may advantageously be coupled to the platform 801 via RS232/ RS485 or

similar connections.

[0063] The payment and identification devices listed above are collectively referenced

herein as “specialized devices” herein below and may not all be present in a given gaming

machine configuration. For example, a gaming machine may only be configured for cash-less

payment using voice ID; in that case, only a microphone and touch-screen (and/or display and

keypad) need be present. Moreover,the list of specialized devices aboveis not limitative, as new

specialized devices may becomeavailable such as interfaces with personal wallets, contact-less

smart cards or ID tokens, for example. Any such specialized devices may readily be incorporated

within the present gaming machines. It is to be noted that the purpose for listing a significant

numberof specialized devices is not to recommend equipping gaming machine with each listed
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specialized device, but rather to teach the benefits of designed-in modularity, as is discussed in

detail herein below. Furthermore, the same architecture may be advantageously applied to the

APVU 700 (Automated Payment Verification Unit or Smart-Cashier).

[0064] In legacy gaming machines, the connection between specialized devices and

the processing hardwareis rather ad-hoc, as a wide variety of interfaces are encountered such as

RS232, RS422, Parallel, via dedicated add-on board, etc. More recent specialized devices are

now capable of providing a Universal Serial Bus ("USB") interface. However, all of these

devices require that special software (software device drivers) that understands the inner

characteristics of the hardware be developed. Software device drivers are well known to be

difficult to develop and to introduce computer instabilities and limitations, especially when there

is a large numberof devices that may give rise to resource sharing conflicts.

[0065] As shown in Figure 8, the high-level software application modules for a

gaming machine according to an embodiment of the present invention may include an audit

engine 832, an authentication engine 834, a business engine 836 and/or a_video

entertainment/game engine 838. The audit engine 832, as a passive observation layer,

transparently intercepts all the important events and all regulatory critical parameters associated

with the operation of the specialized devices such as cash/cash-out or submitted identification

information, the serial numbers of all connected devices and generates a non-modifiable

reference audit log 840 that may consulted by the central server(s) 112 or the PVU 500, 600,

700. In addition, the audit engine 832 comparesall devices connected to the gaming machine

with a map of authorized regulatory configurations and mayalert responsible personnel and/or

regulators whenever non-valid device configurations are encountered, such as may occur after

replacing devices or relocation of the gaming machine. The audit engine 832 may include
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instantly accessible non-volatile data storage, which data storage may be locally or remotely

located (accessible via network 102). This would allow resolving data coherence and correctness

in case of powerfailure, interruption, virus infection and/or software crash so as not jeopardize

the accuracy of the game record keeping. For example, the audit engine 832 allows resolving

conflicts wherein a record indicates a win and a payout amount although a powerinterruption

has prevented the full payout from occurring. Moreover, the audit engine 832 may keep very

specific accounting data as required by a given jurisdiction to meet locally applicable gambling

regulations. For example, the audit engine 832 may keep a log of each drawn random number

combination for audit purposes.

[0066] The audit engine 832 may keep audit trails separately for all of the different

forms of monetary value that may be accepted by modern gaming machines such as, for

example, audit trails of all wagers found in the coin and currency cash boxes. In gaming

machines equipped with coupon readers, audit trail of the currency box may contain bar coded

coupons of varying amounts in addition to cash. In the case of cashless wagers(e.g., those placed

from player charge accounts or using some form of electronic money), as there is no currency in

either of the coin or currency cash boxes, the audit trail may include relevant information

exchanged during the player identification process, retrieval of the balance held in the central

server(s) 112, the wager debits and the prize credits, for example.

[0067] The authentication engine 834 may include functionality to consult a

Certificate Authority (which may be located on a server on the network 102 or on a computer

network connected thereto), certify the authenticity of the identification presented, authorize a

given operation, ensure data integrity of data exchanged, securely time-stamp the operation (to

ensure non-repudiation of the operation) and/or revokeillegal identifications, for example.
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[0068] The business engine 836 handles the games rules and the associated

bookkeeping and may be subject to regulatory requirements. The business engine 836 handles

the business aspects of the game and/or entertainment provided, controls wagers and maintains

the prize matrix. This software application module customarily requires extensive testing by an

independent laboratory to receive the certification mandated by local regulatory requirements.

The regulatory requirements essentially insure that funds are reliably disbursed to legitimate

players and insure that funds are not acquired by other individuals because of flaws, cheating

and/orstealing.

[0069] The business engine 836 may include a transaction engine 842 for online

operation with the central server(s) 112. In the case of game of chance, the video / entertainment

/ gaming engine 844 receives the current draw from one or more random numbergenerators 808

located inside the gaming machineor outside the gaming machine (see reference numbers 902

and 904 in Figure 8), in accordance with local regulatory requirements. In case of games of

skills, the gaming engine 844 receives the bonus from the business engine 836 in accordance

with a given skill strategy, which may also require certification by a regulatory body and

compliance with local regulatory requirements. An example of skill strategy may be rapidity,

precision, ability to reach a given score, intelligence, memory,ability to focus on critical events

amongst less critical events, etc. The business engine 836 may have received the applicable

regulatory certification as illustrated by the star-shaped stamp 846.

[0070] The video / entertainment / game engine 844 communicates with the business

engine 836 to translate the business rules into an attractive interactive experience for the player.

Indeed, the video / entertainment / game engine 844 handles the player user interface, the

multimedia interactive and entertainment and game graphics, sound, motion feedback and video
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streaming. The video / entertainment / game engine 844 may include a library 838 that offers a

variety of entertainment multimedia, game multimedia and video streaming to suit the player’s

taste and expectations, as well as to accommodate a given strategy formulated by the game

operator. For example, the engine 844 and library 838 may implement the methods and systems

disclosed in commonly assigned Patent No. 6,921,331, issued July 26, 2005, which patent is

hereby incorporated herein by referencein its entirety.

[0071] The central server(s) 112 provides on-line control of the gaming machines, the

PVU 500, 600 and APVUs 700. An advantageous embodimentof the present invention is for the

central server(s) 112 to instantly capture all the critical events occurring within the entire gaming

system 100, including for example when each coin is inserted in the coin acceptor 810, noting its

value as well as each coin rejection event. Further operation of the gaming machine may be

prevented uponfailure of the network 102. This principle is the basis of operation of large lottery

systems, whereby thousands of terminals are deployed in remote areas. Such a model has proven

to be extremely successful at avoiding fraud, including fraud committed by employees having

access to sensitive data such as program source code. Performance is not an issue, as central

server(s) 112s may use a farm of Intel Pentium® (for example) —based servers and a

transactional protocol such as described in commonly assigned application Serial No.

09/862,165, filed May 21, 2001, which application is hereby incorporated herein by reference in

its entirety, may handle tens of thousands of transactions per second with a guaranteed latency

for each individual transaction no greater than 200 milliseconds.

[0072] Figure 9 illustrates a modular configuration that may be applied to a gaming

machine according to an embodiment of the present invention, in which the gaming machine

includes the same elements as described above but arranged in a modular fashion with their
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software Application Programming Interfaces or APIs clearly identified. Moreover, Secure APIs

or S-APIs are also employed when data and programmingsecurity are essential. As represented

in Figure 9, the constituent elements of the present gaming machines communicate with one-

another only via their associated APIs or S-APIs.

[0073] It is to be noted that APIs not only define the exchange of information between

the adjacent modules but also define how one module may provide services that may be

consumedbythe other. In this manner, one module may be madeto control another module.

[0074] The specialized devices may be configured to possess the necessary embedded

processing resources to control the entire operation of the device and to communicate with high-

level application software via a clearly defined API or S-API. In Figure 9, the capability to

control the hardware is represented by the elements named "Driver"; consequently, the low level

details necessary to operate the specialized device are not made available to the high-level

software module. According to embodiments of the present invention, the device drivers may

form part of the embedded software of the specialized devices or may form part of the software

of the platform 801 (such as a PC or other computing platform), so as to offer an API to the audit

engine 832. Each specialized device may also be configured to supply its identity to the central

server(s) 112; this is represented by the element named "ESN", which is an acronym for

Electronic Serial Number. It is advisable to rely on secure means of authentication that may

cooperate with the authentication engine 834 to ensure that the ESN is not associated with an

illegal specialized device. Embodiments of the specialized devices may include secure ESN

(secure serial numbers) that may be seeded with, e.g., a X509 certificate or a secret private key

via a configuration step such as embedded smart card modules and TPM (Trusted Platform

Module of the Trusted Computing Group). The authentication engine 834 may advantageously
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maintain a registry of authorized devices and maydispatch alerts to prevent illegal devices from

operating. The player video displays 802, other player displays 804 and player interactive

controls 806 are preferably modular devices capable of communication via a clearly defined API.

Moreover, the audit engine 832 may read and record the serial numbers of each device connected

to or coupled with the gaming machine.

[0075] According to embodiments of the present invention, some or all of the

specialized devices may have their hardware aggregated such as to present only one coupling

interface. For example, video displays 802, non-video displays 804, interactive controls 806 and

card reader 818 may be aggregated into a single specialized device mounted in, on or coupled to

the gaming machine. For example a player tracking device running Windows CE maybeloosely

coupled via the communication network to a high-level software module running in the central

server, the high-level software module implementing a player tracking managementfunction.

[0076] Figure 10 shows another configuration of a gaming machine according to

another embodiment of the present invention, showing how components once having a clearly

defined APIs may be controlled instead by components via a LAN (Local Area Network) and/or

a WAN (Wide Area Network) 1002 via Remote Procedure Calls “RPCs.” A more modern

control model is object-oriented, whereby a module may offer network services for consumption

by other modules. Widely used standards for such object-oriented models include, for example,

Distributed Common Object Module ("DCOM", developed by Microsoft Corporation) and

Simple Object Access Protocol "SOAP", a vendor independent protocol based on eXtensible

Markup Language ("XML").

[0077] SOAP forms the foundation layer of the Web services stack for providing a

service oriented messaging framework, featuring a basic messaging framework that more
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abstract layers can build on. SOAP is a protocol for exchanging XML-based messages over

computer networks using the HTTP/HTTPSstack, notably the following two methods: HTTP-

request (or GET) and HTTP-response (or POST). There are several different types of messaging

patterns in SOAP,but by far the most commonis the RPC pattern, in which one network node

(the client) sends to another node (the server) a request message for a service to be provided (the

request may contain input parameters), and the server subsequently sendsto the client a response

message containing the return (which may contain output parameters) in accordance with the

provided service. A node is a device that is connected as part of a computer network. For

example, a node maybe or include a computer, a personal digital assistant, a cell phone, a router,

a switch, a hub, a server, a workstation, a handheld PC, gaming machine,specialized device or

ATM.

[0078] SOAP is the successor of XML-RPC. SOAP originally stood for Simple

Object Access Protocol, and lately also Service Oriented Architecture Protocol, but is now

simply SOAP. The SOAP specification is currently maintained by the XML Protocol Working

Group of the World Wide Web Consortium. SOAP is encapsulated in the Microsoft WCF —

Windows Communication Foundation available in ““.NET Framework 3.0” and later versions.

[0079] In a preferred embodiment, abstract layers may be build on SOAP for

providing a service oriented architecture (SOA) such as a game service bus, whereby the game

service bus provides a publish-and-subscribe message bus. A bus, according to embodiments of

the present invention, is a service messaging engine based on, for example, standards such as

SOAP, RPC, Microsoft Remoting, CORBA, RSS and/or Microsoft WCF (Windows

Communication Foundation of .NET Framework 3.0).
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[0080] The game service bus according to embodiments of the present invention

provides high level applications and specialized devices with a uniform set of mechanisms for

negotiating service messages on the communication bus such as naming, discovery, message

routing, publish and subscribe eventing, message transformations, workflows, communication

recovery from nodes powering-off then on again, and so on. The game service bus may be

deployed within a casino property via private Intranet or across casino properties via public

Internet (using secure communication means such as VPN, SSL or IPSec, for example).

Microsoft “Biztalk Services” (www.biztalk.net) may advantageously be used to quickly deploy a

service bus across properties. Biztalk Services is an Internet Service Bus, i.e. a fabric that

interconnects distributed applications.

[0081] The service bus framework (or fabric) allows participating communicating end

points (or nodes) to publish services or subscribe to services in a simple high level fashion,

enabling the devices to understand one-another, thus to “talk” to one another. The “talking

together” paradigm is rather appropriate as it emphasizes the value that the service bus brings to

a complex distributed casino gaming system that may include thousands of devices manufactured

by dozens of vendors.

[0082] According to an embodiment of the invention, a casino progressive Jackpot

server may advantageously be built on the game service bus framework, whereby the progressive

Jackpot is a service provider to gaming machines that subscribe to the services offered by the

Jackpot service provider. The jackpot grows progressively as each spin/hand played on a

connected gaming machine adds a small credit to the running jackpot total. Several casinos may

join together to form an inter-casino progressive jackpot that can generate very large sums. In

this example, a progressive Jackpot high level application service may be hosted on a server and
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published across the network. Each participating gaming machine maysubscribe to the published

progressive Jackpot service, may contribute to the jackpot at every spin/hand played and may

claim the jackpot if the winning jackpot combination is drawn.

[0083] According to embodiments of the present invention, each gaming machine may

publish its accounting meters via the gametalk service bus and then authorized management

servers, workstations, mobile handhelds and peer gaming machines mayregister to receive all or

a subset of the accounting meters each time they are updated, at a predeterminedinterval or upon

the occurrence of a predefined event, for example.

[0084] The ticket printer in each gaming machine may, according to further

embodiments of the present invention, publish its printing services via the gametalk service bus.

Authorized management servers, workstations, mobile handhelds and/or peer gaming machines,

for example, may then register to print a ticket. For instance, a promotional central server may

print a free meal ticket for the player currently playing on the gaming machine he or she is

currently playing on, either as a random bonus, or because the play profile of the player meets

predeterminedcriteria for the awarding of such a mealticket. Likewise, a floor manager carrying

a wireless mobile handheld and observing a player may print on the player’s gaming machine

printer a free trial coupon for a new gamethat has just been released and that may suit the

player’s playing style, style as observed by the floor manager.

[0085] According to further embodiments of the present invention, a central logistic

support server may subscribe to the printers’ services (a printer being installed in each gaming

machine) for a paper low or paper jam alert, and the technician closest to the gaming machine

having the necessary repair skill or paper supply may receive instantly an SMS messageonhis

location-finder equipped mobile phone to attend to the problem. The central logistic support
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server and the location-finder equipped mobile phones may be supplied by a third-party vendor

specialized in automated geo-localized logistic support or geo-localized services for large

factories, such as car manufacturing plans, airplane manufacturing plans, airports, harbor

facilities, for example. The central casino management system may also subscribe independently

to the printers’ alerts for general accounting purposes.

[0086] Each gaming machine, according to still further embodiments, may publish

player tracking services that (a) reads the player tracking card inserted in a card reader

specialized device, (b) displays player tracking information on at least one of the player display

(e.g. via a dedicated video display, via pop-up overlapping windowsover a player video display,

via a sliding overlapping windowsover a player video display, via alpha-blended outlined data,

iconsor sprites over a player video display, or any other mechanismsto overlay information over

a player video display), and (c)interacts with the player (e.g. via a touch-screen, a keypad, a

pointing device, a joystick, biometric input). A central player tracking management system (that

may advantageously leverage on intelligence data retrieved from the casino property hospitality

network and servers) may subscribe to the player tracking services (offered on each gaming

machine) in order for the central player tracking high level applications to interact directly with a

player at the gaming machine.

[0087] According to an embodiment of the invention, client-side player tracking

services may be offered by a specialized device including, for example, (a) an embedded

computer controller running WindowsCE,(b) a touch-screen video display, (c) a card reader (or

any other meansof player identification such as smartcard reader, PIN entry, pseudot+password

entry, biometric identification, etc.), (d) a network interface for communicating over the game
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talk service bus and (e) controlling software to provide the client-side player tracking software

Services.

[0088] Ina service oriented architecture such as SOAP, IBM SOAand a gameservice

bus, the term publishing a service (or services) encompasses within its scope the functionality of

providing a service (or services), and the term subscribing to a service (or services) encompasses

within its scope the functionality of consuming or invoking a service (or services). The binding

term is associated with the capability for allowing the publisher/provider to perform an

asynchronouscallback to the subscriber/consumer when a subscribed service (or services) is/are

available (data update for example). The term publishing a service (or services) includes within

its scope the functionality of exposing a service (or services).

[0089] In a service oriented architecture (based on SOAP, CORBA, IBM SOA and

Web-services, for example), services may be discovered using service discovery protocols.

Service discovery protocols are network protocols which allow automatic detection of devices

and services offered by these devices on a computer network. There are many service discovery

protocols including, for example, DNS Service Discovery (DNS-SD), Service Location Protocol

(SLP), Simple Service Discovery Protocol (SSDP) as used in Universal Plug and Play (UPnP),

Universal Description, Discovery and Integration (UDDI) for Webservices, Jini for Java objects,

Bluetooth Service Discovery Protocol (SDP), WS-Discovery (Web Services Dynamic

Discovery), Internet Storage Name Service (SNS), Web Proxy Autodiscovery Protocol and

Dynamic Host Configuration Protocol, to name but a representative few.

[0090] At least the high-level engines 832, 834, 836, and 844 may communicate with

the central server(s) 112 and/or the PVU 500, 600, 700.
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[0091] |The RNG (random number generator) located within the gaming machine 808

preferably behaves in the same manneras a specialized device and, therefore, has the same

networking, API and secure communication characteristics, requirements and behaviors. The

gaming machines mayselectively receive random numbers for the game draw from different

sources 902 904 to accommodate the various regulatory requirements mandated by given states

or given countries. As represented in Figs. 8 and 9, the sources for such random numbers may be

internal to the gaming machine as shownat 808 (wherein the RNG is configured as a specialized

device), may originate from a RNG generator 902 internal or coupled to the PVU 500, 600 or

APVU 700 and/or from a RNG generator or generators 904 internal or coupled to the central

server(s) 112. According to one embodiment of the present invention, a RNG generator may be

provided for each gaming machine 200, 300, 400, each PVU 500, 600, 700 and for each central

server 112. For example, a single or a plurality of RNG generators 904 coupled to the central

server(s) 112 may provide random number combinations to a large number of geographically

distributed gaming machines. Also, a single or multiple RNG generators 902 coupled to the PVU

500, 600 or APVU 700 may provide random number configurations for selected gaming

machines at a single location, within a cluster 106 and/or to several clusters 106, as shown in

Figure 1. This configuration offers a great degree of flexibility and allows the present gaming

system to meet most any applicable regulatory requirementrelating to the RNG generators.

[0092] It is to be noted that all the modern technologies for offering network services

and consuming network services via wired or wireless networks have very high security

protection using advanced security techniques such as authentication, encryption, Secure Sockets

Layer ("SSL"), Public Key Infrastructure ("PKI"), Kerberos, True Random Number Generators

(for generating secret keys with maximum entropy), hopping keys (constantly changing keys),
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128-bit Wired Equivalent Privacy ("WEP") algorithm,etc. In addition, a Virtual Private Network

("VPN") tunnel may be used for secure inter-module communication. For example, a VPN

tunnel may be established between the bill dispenser 816 specialized device and the central

server(s) 112, or one or more software modules located on the central server(s) 112. A preferred

embodimentof the present invention is to use the IPSec communication encryption standard that

can be conveniently applied as a system widepolicy.

[0093] Moreover, a “Network Access Point” component 1004 may be introduced that

simply allows the APIs of the specialized devices to be directly supported and controlled over

the network 102, 1002. These Network Access Points 1004 are sometimes called “IP

Converters”. Examples of such network access points or IP converters include the USB to

Ethernet converter from Inside Out Networks (www.IONetworks.com) and the RS232 to

Ethernet from Moxa Technologies (www.moxa.com). Ideally, an Ethernet interface would be

directly embedded on processing hardware that controls the specialized device.

[0094] An embodimentof the present invention includes the use of the IP protocol for

intercommunication between each of the modules shown in Figure 9. Other existing or future

protocols may also be used such as, for example, IPX from Novel; however, the IP protocolis

universally used for the Internet and many communicating products and components support it.

The payment and identification devices may be coupled to the Network Access Point or IP

Converter 1004 by an RS232, RS485, USB, I2C, 802.11, Blue Tooth, Ethernet, Fire Wire or

most any standardized interface.

[0095] An embodiment of the present invention includes automatic binding of

specialized devices with the central server(s) 112 following their activation for example after

power-onorreset. Figure 19 showsa simplified diagram wherein a specialized device coupled to
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the central server(s) 112 by network 102 sends, following its activation, broadcast packets over

the network 102 indicating its availability. The broadcast packet may contain data identifying the

specialized device and describing its location and capabilities. The server 112 that needs to

communicate with this specialized device then enters into a binding protocol in order to establish

bi-directional communication. A preferred embodiment for the automatic binding is the

Universal Plug and Play standard proposal led by Microsoft, although other binding protocols

maybe used.

[0096] According to another embodiment of the present invention, the specialized

devices may be configured to offer asynchronous notification of events directly to the central

server(s) 112 over a communication network, such as shown at 102, for example. Figure 20

showsa simplified diagram wherein a specialized device, coupled to the central server(s) 112 by

a network, sends asynchronousnotifications packets to the central server(s) 112 following an

event being received by the specialized device or an event generated by the specialized device.

For asynchronous notification of events, the server(s) 112 may register (subscribe) with the

specialized devices for the list of events that are of interest. Then, the event notification process

running in the specialized device may producea call back to the server(s) 112 (thus the name

callback) in order to pass details on the event information when it occurs. A mechanism to un-

register (unsubscribe) may be provided wherein the server(s) may inform the specialized device

to stop sending asynchronous notification of events. A preferred embodiment of the

asynchronous notification of events is the callback feature of COM+, DCOM, REMOTING

technologies from Microsoft and the callback capability of SOAP, although other technologies

may be implement within the context of embodiments of the present invention.
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[0097] Figure 11 shows another embodiment of the present invention, in which the

present gaming system is network-centric. In Figure 11, the network 1102 is the centerpiece thus

allowing all the elements internal to as well as external to the gaming machineto interact with

one another over the network 102. This wheel and spoke network topology brings great

flexibility benefits, as detailed herein under, as it allows virtually any configuration to be chosen

for assembling the present gaming machines. For example, the business engine 836 may be

located within the gaming machine, within the PVU 500, 600, 700 or within the central server(s)

112. Likewise, the video/entertainment/games engine 844 mayalso be located within the gaming

machine, within the PVU 500, 600, 700 or within the central server(s) 112. The same holds true

for the audit engine 832. The video/entertainment/games engine 844 may support real time

MPEGcompression. For example, the broadband channel between the LAN/Wan 1102 and the

video/entertainment/games engine 844 may accommodate video streams encoded using the

MPEG4 compression standard (for example) at 100/1000Mbits/sec, enabling high quality

graphics and video to be rendered on the player video displays 802 of the gaming machine(s).

[0098] Moreover, the technologies for offering and consuming services over a

network such as network 1102 work equally well without any network; consequently the high-

level software modules may remain unchanged whether or not a network exists inside the

gaming machine for inter-module communication. Thus, the same high-level software modules

may be used whether the gaming machinerelies on a tightly coupled configuration as shown in

Figure 8 or on a loosely coupled configuration as shownin Figs. 10 and 11.

[0099]=The flexibility to configure a gaming machine in a variety of ways and avoid

modifying high-level software modules (especially certified modules) is immensely valuable for

a company that produces gaming machinesto the global market, as regulatory requirements vary
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significantly from country to country and from state to state. Moreover, a manufacturer may

more readily leverage on advanced integrated software developmentplatforms such as Microsoft

.NET to promote significant re-use of code across the product line, accelerate development time,

improve code quality, facilitate code maintenance and upgrade and reduce developmentcost.

[0100] Figure 12 represents an extension of Figure 11, in which the specialized

devices are directly capable of network communication using, for example, technology

developed for smart IP peripherals, according toastill further embodiment of the present

invention. Smart IP peripherals are commonly called Internet Appliances. According to an

embodiment of the invention, the specialized devices may each be controlled by a processor

capable of supporting an operating system such as Microsoft Windows CE, Microsoft Embedded

XP or Embedded Linux; IP networking may be carried out via a wired or wireless link. With

such advanced operating system, applications may be loaded from the network. Therefore,

applications need not be stored locally within the specialized device, thereby avoiding software

upgrade issues. Indeed, application software may be loaded into the gaming machines 200, 300,

400, any specialized device thereof from a remote server 112 and/or from a PVU 500, 600, 700.

Similarly, application software may be loaded into the PVUs 500, 600, 700 and/or into any

specialized devices therein from a remote server 112. Moreover, the entire operating system of

the present gaming machine maybe replaced over the network 1202. The operating system may

be booted from the network 1202 using PXE (Preboot Execution Environment), for example.

[0101] Figure 13 represents the APVU 700 equipped with IP-Ready specialized

devices. These specialized devices are preferably interchangeable with the IP-Ready specialized

devices that equip the present gaming machine. Therefore, the APVU’s specialized devices may

interact directly with the central server(s) 112 via network services, thus benefiting of the same
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advantages as the gaming machine. As shown, the APVU 700 may incorporate hardware and

corresponding software modules for a microphone 1302, a sound system 1304, a video camera

728, a display 1308, a keypad 1310, an alarm system 1312, a active security system 1314 for the

internal safe, a power supply 1316 and an Uninterruptible Power Supply ("UPS"). Network

Services, as referred to herein, relate to service-oriented architectures such as Microsoft DCOM,

Common Object Request Broker Architecture (CORBA), Microsoft .NET and Sun Java 2

Platform, Enterprise Edition (J2EE), for example. Microsoft .NET and Sun J2EE are also

commonly referred as “Web Services” and offer a universal solution over the Internet using

XML, SOAP, Web Services Description Language (WSDL) and Universal Description,

Discovery and Integration (UDDI) standardized technologies. UDDI nodes enables developersto

publish web services and enables their software to search for and bind to services offered by

others.

[0102]|Network Services deliver loose coupling services between service requestors

and service providers. Service requestors “consume” services provided by services providers.

Publication of service descriptions play a central role to enable service requestors to discover

available services and bind to them. The service descriptions allow service requestors to bind to

the service provider. The service requestor obtains service descriptions through a variety of

techniques, from the simple "e-mail me the service description" approach to techniques such as

Microsoft DISCO and sophisticated service registries like UDDI.

[0103]|Network services offer a network distributed objects/services infrastructure for

transparent activations and accessing of remote objects/services. Objects are typically the EGD’s

peripherals such as a note acceptor, and the services are the functions performed by the

peripheral that are accessible externally via the IP network such as the value of the banknote
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entered. The central server is typically a service requestor. Peripherals are commonly service

providers as well as service requestors (consuming services provided by the central server). In

the same way, the central server is a services requestor and a services provider.

[0104] For embodiments of the present invention, Microsoft DCOM is a currently

preferred technology, as DCOMsupport is already integrated into Microsoft Windows CE and

Embedded XP,although embodiments of the present invention may bereadily configured using

other technologies, as those of skill in this art may appreciate. In the long term, Microsoft .NET

web services over a private IP network (or VPN over Internet) may become the preferred

technology, as it offers flexible and dynamic discovery of Net/Web services. The notion of a

private or non-operator UDDI nodeis critical to the emergence of a dynamicstyle of a service-

oriented architecture. As of this writing, Microsoft has announced support of .NET webservices

in Windows CE.NET.

[0105] Figure 14 illustrates a possible configuration that leverages on a virtual

configuration architecture in which partial processing may be carried out at the central server(s)

112 (.e., the gaming machines 200, 300, 400, the PVUs 500, 600, 700 may offload all or a part

of their processing to the central servers 112. In this case, the audit engine, the authentication

engine and the business engine software modules 832, 834, 836 may be located externally to the

gaming machines, such as in the central server(s) 112, noting that the modules securely interact

with one another precisely via their APIs, as defined in Figure 9. That is to say, the specialized

devices located in the present gaming machineinteract directly with the audit engine 832 located

in the central server(s) 112 via network services. In the same manner, the video/entertainment/

games engine 844 located in the gaming machine interacts directly with the business engine 836
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located in the central server(s) 112. The specialized devices and the video entertainment/games

engine 844 located inside the gaming machine do not communicate or interact with one another.

[0106] The advantages of the configuration described above include significantly

increased data integrity (fully on-line system, fault/disaster tolerant central server(s) 112),

significantly strengthened fraud control (fully on-line system, centralized audit log, centralized

code execution, quality code, centralized authentication), significantly increased stability (server

class operating system, quality code, fault tolerant central server(s) 112), immediate code

upgrade capability, accurate and instantly available audit (all the gaming machinecritical events

are instantly logged in the centralized audit log 840). Moreover, the hardware necessary to

support the execution the video entertainment/games engine software module may be a very

economical yet extremely multimedia capable game console such as Microsoft Xbox® or Sony

PlayStation®, for example.

[0107] Figure 15 illustrates the trend in server hardware to increase the processing

powerper square foot of floor space. As shown, computer cabinets are available in multiples of

the standardized “U” size and 42U high cabinets are commonly used for computer servers. 1U-

size “pizza box like” servers are very popular with Internet service providers, which form factor

allows 42 computer servers to be stacked on top of one another in a 42U size cabinet, as shown

at 1502. Already, computer suppliers are packing twice and even 4-times this density, whereby 2

and 4 computer servers are integrated in a 1U rack, thus offering 84 and 168 computer servers

112 per 42U cabinet, as shownat reference numerals 1504 and 1506, respectively.

[0108] An alternative to the 1U pizza size form factor serversis the “blade” size factor

whereby a complete server 112 may be integrated on a narrow board or blade. One presently

proposed configuration allows 9 (reference numeral 1508) or 10 blade servers to be logged into a
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3U size rack as shown onthe right side of Figure 15. These racks may then be stacked, as shown

at 1510. The complete server fits on a small board that may be very easily accessed for

replacement or upgrade. Higher density dense servers are being developed that make use of very

low power processing components such as fitted in laptops and hand held PCs, to help resolve

the heat dissipation problem. It is to be noted that each of the servers discussed above may

include a complete computer with CPU, memory, disk, network interface, and optionally full

graphics. Large server farms that have on the order of 10,000 servers employ this type of dense

server technology.

[0109] According to one embodiment of the present invention, each server shown in

Figure 15 corresponds to a central server 112 and may beassociated with and connected to a

remotely located gaming machine. Preferably, each server 112 shown in Figure 15 is configured

for multimedia graphics, generating 3D video and data streams encoded according to an MPEG

standard, for example. In this manner, the central servers 112 may be constructed of an array of

inexpensive servers, such as off the shelf PCs. Indeed, according to another embodiment of the

present invention, the video stream shown to the player is generated (in MPEG4 format, for

example) and streamed to the gaming machineover a broadband connection.

[0110] Figure 16 illustrates another embodiment of the present invention in which the

execution ofall the high-level software modules maybe carried out at the central server(s) 112,

including the video entertainment/game engine module 844. Forthis, a high-speed network 1602

is required to bring the video signal to the gaming machine, which may then be fitted with a

simple video receiver. Each remote gaming machine may be connected to and associated with an

individual server 112 within the central server system or farm of server 112. Other player
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displays and interactive control may also be controlled directly by the central server(s) 112 via

network services.

[0111] Suitable means of transmitting such a video signal to the present gaming

machine may include, for example, cable or wireless TV, HDTV or digital TV broadcast

whereby each gaming machine is tuned to receive a separate predetermined frequency

corresponding to the image to be displayed to the player, high quality video streaming such as

MPEG2, MPEG4,or other emerging digital video standards via Fast Ethernet such as 100Mbps,

1000Mbpsand upcoming higher bandwidth protocols, a fiber optic network, a wireless network

such as IEEE 802.11b (11Mbps), 802.1la (54 & 72 Mbps @ 5 GHz), 802.11g (54 Mbps @

2.4GHz) and upcoming higher bandwidth protocols. It is to be noted that the means of video

transmission and reception listed above, whether based on TV technology or media streaming

technology, are already fairly economical and it is believed that the associated costs will

continue to decrease rapidly.

[0112] Figure 17 illustrates another embodimentof the present invention, in which a

server (an individual PC, for example) located in a 42U Bay (for example) is associated with

each gaming machineat the central server(s) 112. The server 112 associated with each gaming

machine would then execute all or part of the software modules (audit engine 832, the

authentication engine 834, the business engine 836 and the video entertainment/game engine

844) of the gaming machine. Interaction between the gaming machinesand the central server(s)

112 is via network appropriate services as detailed above.

[0113] In particular, intensive video rendering to the player may be best if generated

by an individual server at the central site and then the generated video signal may then be

transmitted to the gaming machine.In this manner, there is considerable power to generate very
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advanced andattractive graphics for the player. Real-time translation to video streaming such as

MPEG2 or MPEG4 may require hardware acceleration that may be carried out by a separate

dedicated integrated circuit or alternatively may be directly integrated within the graphic

processing unit of the server associated with the gaming machine.

[0114] Devices to receive high quality video information from the central server(s)

112, decode it and display it on a TV screen or a video display monitor are readily available.

These devices use advanced electronic components developed for the latest generation Internet

ready set top boxes and interactive TV systems. For example, such devices may be drawn from

the devices and systems disclosed in commonly assigned application Serial No. 09/932,282,filed

August 17, 2001, which application is hereby incorporated herein by referencein its entirety.

[0115] According to further embodiments of the present invention, each of the gaming

machines may be configured to selectively offload computations to the farm of computer servers

over the communication network. This may be done in a one-to-one manner whereby a computer

serveris entirely allocated to a given gaming machine, in a one-to-many manner wherebyseveral

computer servers are allocated to one gaming machine,or in a many-to-one manner whereby one

computerserver is allocated to several gaming machines.

[0116] Figure 18 shows another embodiment of the present invention in which the

operating system and/or applications of each server 112 (collectively referenced by numeral

1806) may be booted from a central data storage such as a Storage Area Network (SAN) device

1804 coupled to the network 1802. This approach is commonly used for large server farms, asit

enables each server 112 to obtain the same software image from a central repository (SAN

1804). Consequently, software upgrades are immediate. The PXE (Preboot Execution

Environment) standard may be advantageously adopted to enable booting of the operating
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system within each of the server computers 112 via the network 1802. In this manner, each

server 112 boots and loads the same software image from a centralized network accessible

storage 1804.

[0117]|The video rendering and distribution approach described above whereby the

intensive graphics operations are performed at the central server(s) 112 has considerable benefits

for the gaming machines, notably:

a. Low cost computer hardware (no CPUintensive graphics operation, no expensive

graphics accelerator);

b. Stability and reliability as the gaming machine computer platform (hardware and

software) are simple and do not need to be upgraded;

C. Future proofing (prevents obsolescence), as no software or hardware upgrades are

required to accommodate extremely resource intensive multimedia advances such

as future generations of advanced graphics animation, voice recognition, face

recognition, avatar creation, etc. Moreover, selection of a given microprocessor

architecture, operating system platform and supplier do not impact the future

capabilities of the gaming machine, and

d. the video encoding, transmission, reception and decoding means mayuse low cost

and mass-produced economical TV and streaming media components.

[0118]|Moreover, this approachis ideally suited for offering wireless mobile gaming

machines that players may take to the bar, the restaurant, the swimmingpool, their hotel room,

etc.

[0119] According to one embodimentof the present invention, Microsoft DCOM may

be advantageously used; DCOM support is already integrated into Microsoft Windows CE and

Embedded XP. In the long term, MicrosoftNET web services over a private IP network (or

VPN over Internet) may become the preferred technology, as it offers flexible and dynamic
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discovery of Net/Webservices. The notion of a private or non-operator UDDI nodeiscritical to

the emergence of a dynamic style of a service-oriented architecture. As of this writing, Microsoft

has announced support of .NET web services in Windows CE.NET. These network technologies

are encapsulated in the Microsoft WCF — Windows Communication Foundation available in

‘**NET Framework 3.0”and later versions.

[0120] Figure 21, 22, 23, 24 and 25 illustrate views of a service based gaming system

in which SOAPis used, according to embodiments of the present invention. In the figures, a

node maybe or include a computer, personal digital assistant, cell phone, router, switch, hub,

server, workstation, handheld PC, gaming machine, specialized device, an ATM orother device

or process having the requisite processing functionality.

[0121] Figure 21 illustrates a view ofthe service based gaming system according to an

embodimentof the present invention including a plurality of nodes 2104, 2106, 2108, 2110, 2112

and 2114 arranged such as to offer one service publisher 2128 and multiple service subscribers

2130, 2132, 2134, 2136 and 2138. The network 2102 is representative of a physical

communication medium that may be loosely coupled (e.g. LAN, WAN, Ethernet, Internet, Wi-

Fi, Bluetooth, USB-to-LAN adapters or a combination of them), tightly coupled(i.e. interprocess

communication within a device or via USB) or a combination of loosely coupled and tightly

coupled communication mediums. A SOAP communication stack 2116, 2118, 2120, 2122, 2124

and 2126 may be included in each node to allow the communication of services. The publisher

2128 may publish (or provide) services that one or a plurality of subscribers (or consumers) may

consume, over the network 2102. The services provided by the publishing node 2104/2128 may

be (a) high level functions such as from a business application server, a bonusing server, a

customer loyalty server, a progressive jackpot server and a player tracking server, or (b) services
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from a specialized device, e.g. a network connected printer, a network connected bill acceptor, a

player tracking combo(video display + touch-screen + card reader) and devices connected to a

network bridge USB to Ethernet or RS232 to Ethernet. The services provided by the publishing

node 2104/2128 may be consumed independently by multiple subscribing nodes 2106/2130,

2108/2132, 2110/2134, 2112/2136 and/or 2114/2138.

[0122] Figure 22 illustrates a view of a service based gaming system, according to an

embodimentof the present invention. As shown,the service based gaming system mayinclude a

plurality of nodes 2204, 2206, 2208, 2210, 2212 and 2214 arranged such as to offer multiple

service publishers 2228, 2230, 2232, 2234 and 2236 and one service subscriber 2238. The

network 2202 is representative of a physical communication medium that may be a loosely

coupled (e.g. LAN, WAN, Ethernet, Internet, Wi-Fi, Bluetooth, USB-to-LAN adapters or a

combination of them), tightly coupled (i.e. interprocess communication within a device or via

USB) or a combination of loosely coupled and tightly coupled communication mediums. A

SOAP communication stack 2216, 2218, 2220, 2222, 2224 and 2226 may be included in each

node to allow the communication of services. The services provided by the publishing node

2204/2228, 2206/2230, 2208/2232, 2210/2234 and/or 2212/2236 maybe (a) high level functions

such as from a business application server, a bonusing server, a customer loyalty server, a

progressive jackpot server and a player tracking server, or (b) services from a specialized device,

e.g. a network connected printer, a network connected bill acceptor, a player tracking combo

(video display + touch-screen + card reader) and devices connected to a network bridge USB to

Ethernet or RS232 to Ethernet. The services provided by the publishing nodes 2204/2228,

2206/2230, 2208/2232, 2210/2234 and 2212/2236 may be consumed independently by one

subscribing node 2214/2238; for example, network connected printers installed in gaming
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machines may publish a range of services and a maintenance server may subscribe to, e.g., a

paper jam alert and the paper low alert services such that the maintenance server may forward a

job order to a technician on his or her mobile device.

[0123] Figure 23 illustrates a view of a service based gaming system according to

another embodiment of the present invention that may include a plurality of nodes 2302, 2304,

2306, 2308, 2310, 2312, 2314, 2316 and 2318 arranged such as to offer multiple service

publishers 2336, 2340, 2346 and 2350 and multiple service subscribers 2338, 2342, 2344 and

2348. As described relative to Figs. 21 and 22, the network 2302 may berepresentative of a

physical communication medium that may be a loosely coupled (e.g. LAN, WAN, Ethernet,

Internet, Wi-Fi, Bluetooth, USB-to-LAN adapters or a combination of them), tightly coupled(i.e.

interprocess communication within a device or via USB) or a combination of loosely coupled

and tightly coupled communication mediums. A SOAP communication stack 2320, 2322, 2324,

2326, 2328, 2330, 2332 and 2334 may beincluded in each node to allow the communication of

Services.

[0124] Figure 24 illustrates a view of a service based gaming system according to an

embodiment of the present invention. As shown, the service based gaming system of Figure 24

may includea plurality of nodes 2404, 2406 and 2408, wherein each nodeis arranged suchas to

offer one or more of: one service publisher, multiple service publishers, one service subscriber

and multiple service subscribers. The network 2402 is representative of a physical

communication medium that may be a loosely coupled (e.g. LAN, WAN,Ethernet, Internet, Wi-

Fi, Bluetooth, USB-to-LAN adapters or a combination of them), tightly coupled(i.e. interprocess

communication within a device or via USB) or a combination of loosely coupled and tightly

coupled communication mediums. A SOAP communication stack 2410, 2412 and 2414 may be
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included in each node to allow the communication of services. For example, node 2404 may

include a central media server that may be configured to publish, for example, music content

2416, advertising video content 2418, promotional video content 2420 and a live TV feed 2422

to authorized participating nodes in the distributed gaming system. Node 2406 may include, for

example, a billboard in a bar section wherein one network connected streaming plasma display

2424 may subscribe to the live video TV feed 2422 and the network connected ambience audio

system may subscribe to the music content 2416. Node 2408 may include, for example, a gaming

machine wherein an instance of a media player process 2430 may subscribe to the live video TV

feed 2422 and another instance of a media player process 2432 may subscribe to the advertising

video content 2418, and the video contents may be displayed simultaneously on the video

gaming display or displays through a separate video window or 3D viewport. The gaming

machine 2408 may publish 2428 its gaming meters using the GSA G2Sprotocol (Game Standard

Association Game-to-System protocol), and any authorized node may subscribe to receive the

gaming meters such as a casino management system (whose primary function is to satisfy

regulatory accounting), a game download server, a security server, a marketing server, a player

tracking server and/or a maintenanceserver, for example.

[0125] Figure 25 illustrates a view of the service based gaming system according to an

embodiment of the present invention. As shown, the present service based gaming system may

include a plurality of nodes, and each node may bearranged suchasto offer one or more ofthe

following: (a) one service publisher, (b) multiple service publishers, (c) one service subscriber

and (d) multiple service subscribers. The communication network labeled “network bus” 2502

may include loosely coupled and tightly coupled nodes carrying network services via the SOAP

stack. Node 2504 mayinclude, for example, a USB printer specialized device located within an
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ATM for publishing printing services in the ATM. Node 2508 may include, for example, a

technician Wi-Fi handheld mobile device subscribing to alerts to repair jammedprinters or bill

acceptors. Node 2510 may include, for example, a billboard subscribing to a Keno server (not

shown) that displays the published results of that Keno server.

[0126] In the illustrations of Figure 21, 22, 23 24 and 25, the service discovery is not

shown but may include any service discovery protocol as discussed previously, such as UDDI

and SSDP. UDDI(Universal Description, Discovery and Integration) is a platform-independent,

XML-based registry for businesses worldwide to list themselves on the Internet. UDDI is an

open industry initiative, enabling businesses to publish service listings and discover each other

and define howthe services or software applications interact over the Internet. UDDI mayalso

be applied in an Intranet network. SSDP (Simple Service Discovery Protocol) is the basis of the

discovery protocol of Universal plug-and-play. SSDP provides a mechanism through which

network clients can use to discover network services. Clients can use SSDP with little or no

static configuration. SSDP provides multicast discovery support, server-based notification, and

discovery routing. SSDP uses XML UDP unicast and multicast packets to advertise their

Services.

[0127] Nodes may be added and removed to the network; new services will be

discovered and bound automatically, and services that are no longer available will be detected

and their associated binding will be terminated. Nodes may be provided by any supplier

complying with the service bus protocol. In the figures, the SOAP stack is the network service,

but as maybe readily inferred by personsofskill in the distributed network architecture arts, any

other network service stack offering similar capability may be used, including the associated

service discovery scheme.
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[0128]|Embodiments of the present invention offer a modular architecture for an on-

line gaming system that may readily accommodate the wide variety of regulatory requirements

encountered around the world. The strongest open security standards may be used. The very

complex software code is located in the high-level software modules that may advantageously be

developed using an advanced unified integrated development environment(such as, for example,

Microsoft NET). The various elements may be arranged in a tightly coupled configuration,

loosely coupled configuration or in a mixture of tightly and loosely coupled configuration

without requiring the high-level software modules to be entirely redesigned, retested and re-

certified. In most cases, the high-level software modules may be re-used without modification

thus saving enormouscost and development, validation and testing time. A gaming system may

be constructed using a wide variety of computer hardware and software platforms, and make use

of the latest multimedia technologies to attract the younger generation of players used to flashy

and networked games. IP-Ready specialized devices using Internet appliance technologies offer

tremendousbenefit as the gaming machines, entertainment machines and payment verification

units become a simple shell; the devices may be fully managed by the central server(s) 112. An

advantageous embodiment of the invention is one in which the processing ofall the high-level

software modules, including graphics rendering,is carried out by the central server(s) 112, which

relies on a server-class operating system and fault tolerant computing platform. Consequently,

embodiments of the present invention provide an architecture that overcomes the technical lag,

security limitations and lack of stability of the priorart.

[0129] Rapidity changing technologies, such as advanced multimedia graphics and

biometric recognition that require continual increase in processing power are, according

embodiments of the present invention, processed at the central server(s) 112. The present gaming
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machine, according to one embodiment thereof, only requires means of receiving and displaying

high quality video images and meansfor sending locally captured biometric data (such as voice

or video image of player) to the central server(s) 12. Wireless mobile gaming machine may be

readily constructed. The central server(s) 112 (constructed with advanced server blades in one

embodiment of the present invention) may be readily upgraded at any time by plugging in new

replacement blades. Moreover, it is likely that entire server blades will soon fit on a single

integrated circuit. One or more servers 112, therefore, may fit on a single integrated circuit. The

present gaming machines do not require costly upgrades to take advantage of such multimedia

advances. Consequently, embodiments of the present invention provide an architecture that

overcomesrapid obsolescence of technology. The devices, methods and systems disclosed herein

provide a flexible architecture that enables international suppliers to readily accommodate the

variety of specific regulatory requirements encountered around the world.

[0130] Embodiments of the present invention also offer a modular architecture for an

on-line gaming system that may readily accommodate the wide variety of regulatory

requirements encountered around the world. The strongest open security standards may be used.

The very complex software code is located in the high-level software modules that may

advantageously be developed using an advanced unified integrated development environment

(such as, for example, Microsoft .NET). The various elements may be arranged inatightly

coupled configuration, loosely coupled configuration or in a mixture of tightly and loosely

coupled configuration without requiring the high-level software modules to be entirely

redesigned, retested and re-certified. Similarly, a subset of the specialized devices may haveits

hardware aggregated such as to present only one coupling interface. Embodiments of video

displays 802, non-video displays 804, interactive controls 806 and card reader 818 may be
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aggregated into a single specialized device mounted in the gaming machine, for example a player

tracking device running WindowsCEthat is loosely coupled via the communication network to a

high-level software module running in the central server, the high-level software module

implementing a central player tracking management function. In most cases, the high-level

software modules may be re-used without modification, thereby affording significant saving in

costs and development, validation and testing time. A gaming system may be constructed using a

wide variety of computer hardware and software platforms, and make use of the latest

multimedia technologies to attract the younger generation of players used to flashy and

networked games. IP-Ready specialized devices using Internet appliance technologies offer

tremendous benefit as the gaming machines, entertainment machines and payment verification

units become a simple shell; as the devices may be fully managed by the central server(s) 112.

An advantageous embodiment of the invention is one in which the processing ofall the high-

level software modules, including graphics rendering, is carried out by the central server(s) 112,

which relies on a server-class operating system and fault tolerant computing platform.

Consequently, embodiments of the present invention provide an architecture that overcomes the

technical lag, security limitations and lack of stability of the conventional gaming systems.
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WHAT IS CLAIMEDIS:

1. A distributed gaming system, comprising:

a communication bus;

at least one first node, each includinga first computer coupled to the communication bus;

at least one first service oriented software executing in the first computer of eachfirst node,

the first service oriented software including at least one high-level function and a first service

oriented protocol, the first service oriented protocol being configured to negotiate service messages

over the communication bus, the first service oriented software being configuredto selectively:

publishthe at least one high-level function;

provide the at least one high-level function upon receiving a request to consumetheat least

one high-level function;

enable execution of the at least one high-level function upon receiving a request for

execution;

perform a call back upon receiving a request to consumeor execute the at least one high-

level function, and

return a reply subsequent to receiving a request for execution ofthe at least one high-level

function;

at least one second node, each including a second computer coupled to the communication

bus, and

at least one second service oriented software executing in the second computer of each

second node, the secondservice oriented software including at least one function call and a second

service oriented protocol configured to negotiate service messages over the communication bus,
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the second service oriented software being configured, upon execution ofthe at least one function

call, to selectively:

subscribe to or consumethe published or providedat least one high-level function;

requestthat the at least one first node execute the at least one high-level function;

accept the reply subsequentto receiving a reply from the at least one first node, and

accept the call-back upon receiving a call-back from the at least one first node.

2. The distributed gaming system of claim 1, wherein the first service oriented

software is configured to provide the at least one high-level function upon receiving a request to

consumetheat least one high-level function via a remote procedurecall.

3. The distributed gaming system of claim 1, wherein the first service oriented

software is configured to provide the at least one high-level function upon receiving a request to

consumetheat least one high-level function via a HTTP request.

4. The distributed gaming system of claim 1, wherein the first service oriented

software is configured to enable execution of the at least one high-level function upon receiving a

request for execution via a HTTP request.

5. The distributed gaming system of claim 1, wherein the first service oriented

software is configured to perform a call back upon receiving a request to consumeor execute the at

least one high-level function via a remote procedurecall.

6. The distributed gaming system of claim 1, wherein the first service oriented

software is configured to return a HTTP reply subsequent to receiving a HTTP request for

execution of the at least one high-level function.
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7. The distributed gaming system of claim 1, wherein the service oriented protocolis

the Service Oriented Architecture Protocol (SOAP).

8. Thedistributed gaming system of claim 1, wherein the communication bus includes

loosely coupled and/or tightly coupled nodes.

9. The distributed gaming system of claim 8, wherein the loosely coupled nodes

include nodes coupled via at least one of Ethernet, Wi-Fi, Internet, radio-link, RS-422, micro-wave

link and satellite link.

10. The distributed gaming system of claim 8, wherein the tightly coupled nodes

include nodes coupled via at least one of inter-process communication, USB, Bluetooth, RS-232,

RS-422 and IEEE1394 Firewire.

11. The distributed gaming system of claim 1, wherein the at least one high-level

function includes one of a business function, an audit function, an authentication function, a

biometric identification function, a graphics rendering computation function and an outcome

determination function.

12. The distributed gaming system of claim 1, wherein the at least one first node

includes one of a gaming machine, an entertainment machine, a payment verification unit, a

specialized device, an IP enabled peripheral, a server, a server farm, a computer device, and an

automatic teller machine.

13. The distributed gaming system of claim 1, wherein the at least one second node

includesat least one of a gaming machine, an entertainment machine, a paymentverification unit, a
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specialized device, an IP enabled device, a server, a server farm, a computer device, and an

automatic teller machine.

14._—‘The distributed gaming system of claim 1, wherein the first service oriented

protocol includes one of asynchronous notification of events, COM+, DCOM, Microsoft

Remoting, Microsoft .NET, Corba, SOAP, IBM SOA and UDDI.

15. The distributed gaming system of claim 1, wherein the second service oriented

protocol includes one of asynchronous notification of events, COM+, DCOM, Microsoft

Remoting, Microsoft .NET, Corba, SOAP, IBM SOA and UDDI.

16. The distributed gaming system of claim 1, wherein security over the

communication bus is provided by implementation ofat least one of the IPSec protocol, the VPN

tunneling protocol and the SSL protocol.

17. The distributed gaming system of claim 1, wherein the at least one second node

includes a gaming machine.

18.—The distributed gaming system of claim 1, wherein the at least one second nodeis

included inside a gaming machine.

19. The distributed gaming system of claim 1, wherein the at least one first node

includes a gaming machine.

20. The distributed gaming system of claim 1, wherein the at least one first node is

included inside a gaming machine.
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21.—The distributed gaming system of claim 1, wherein the at least one second nodeis a

gaming machineplayed by a player and is configured to execute at least one function call during a

gamesession.

22. The distributed gaming system of claim 1, wherein the at least one second nodeis

included inside a gaming machine played by a player and is configured to execute at least one

function call during a gamesession.

23. The distributed gaming system of claim 1, wherein the at least one first node is

configured for load balancing with another one oftheat least one first node.

24. The distributed gaming system of claim 1, wherein the negotiating of service

messages on the communication businclude at least one of naming, discovery, message routing,

publishing eventing, subscribing eventing, message transformations, workflows, and

communication recovery from nodes powering-off then on again.

25. A distributed gaming system, comprising:

a communication bus;

a first gaming machine coupled to the communication bus; the first gaming machine being

configured to selectively publish, execute and provide at least one high-level function, and

a second gaming machine coupled to the communication bus, the second gaming machine

being configured to selectively subscribe to or consume the at least one high-level function

published or provided by the first gaming machine, andselectively request that the first gaming

machine execute the at least one high-level function.

26. The distributed gaming system of claim 25, wherein the first gaming machine is

further configured to perform a call back upon receiving a request to consume or execute the at
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least one high-level function, and return a reply and wherein the second gaming machineis further

configured to accept the reply subsequent to receiving the call-back from the first gaming machine.

27. The distributed gaming system of claim 25, further including a service-oriented

device coupled to the communication bus, the service oriented device including at least one of a

paymentverification unit, a specialized device, an IP enabled peripheral, a server, a server farm, a

computer device, and an automatic teller machine, the service oriented device being configured to

selectively publish, subscribe, provide, execute and request that either the first or the second

gaming machine execute the at least one high level function.

28.|A methodfor distributed gaming over a communication bus, comprising:

providing a first gaming machine and coupling the first gaming machine to the

communication bus;

publishing, by the first gaming machine,a first high-level function over the communication

bus;

providing a node coupled to the communication bus;

receiving, from the node, a request to subscribe to the publishedfirst high-level function;

accepting the subscription request;

initiating a gaming session on the first gaming machine, and

responsive to updates occurring during the gaming session, providing call backs, by the

first gaming machine, the call backs returning a result of the execution of the first high-level

function to the node over the communication bus.

29. The method of claim 28, wherein the receiving step is carried out with the node

including a second gaming machine.
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30. The method of claim 28, wherein the receiving step is carried out with the node

including at least one of an entertainment machine, a payment verification unit, a specialized

device, an IP enabled device, a server, a server farm, a computer device, and an automatic teller

machine.

31. The method of claim 28, wherein the high-level function includesat least one of a

business function, an audit function, an authentication function, a biometric identification function,

a graphics rendering computation function, and an outcome determination function.

32. The method of claim 28, further comprising a step of receiving, from the node, a

requestthat the first gaming machine executes the high-level function.

33. The method of claim 28, further comprising a step of the first gaming machine

performinga call back upon receiving the request to consume or execute the high-level function.

34.|The method of claim 28, wherein the second providing step is further carried out

with the node being configured to selectively publish, subscribe, provide, execute and request that

the first gaming machine execute the high level function.

35.|Amethodfor distributed gaming over a communication bus, comprising:

providinga first node and couplingthe first node to the communication bus;

publishing, by the first node, a high-level function over the communication bus;

providinga first gaming machine coupled to the communication bus;

receiving, from the first gaming machine, a request to subscribe to the published high-level

function;

accepting the subscription request;

initiating a gaming session on the first gaming machine, and

8 nty24092 FX-A002s.8s
Zynga v. IGT

IPR2022-00368



Zynga Ex. 1002, p. 63
                Zynga v. IGT
            IPR2022-00368

 

responsive to updates occurring during the gaming session, providing call backs, by the

first node, the call backs returning a result of the execution of the high-level function to the first

gaming machine over the communication bus.

36.|The method of claim 35, wherein the receiving step is carried out with thefirst node

including a second gaming machine.

37. The method of claim 35, wherein the receiving step is carried out with the node

including at least one of an entertainment machine, a payment verification unit, a specialized

device, an IP enabled device, a server, a server farm, a computer device, and an automatic teller

machine.

38. The method of claim 354, wherein the high-level function includes one of a

business function, an audit function, an authentication function, a biometric identification function,

a graphics rendering computation function, and an outcome determination function.

39.|The method of claim 35, further comprising a step of receiving, from the first

gaming machine,a request that the node execute the first high-level function.

40. The method of claim 35, further comprising a step of the node performing a call

back upon receiving the request to consumeor execute the high-level function.

Al. The method of claim 35, wherein the second providing step is further carried out

with the first gaming machine being configured to selectively publish, subscribe, provide, execute

and request that the node execute the high level function.
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ABSTRACT

A service-oriented bus for distributed gaming systems allowing gaming machines,

servers, workstations, mobile PCs, handheld devices and automatic telling machines to talk

together over a network. The gameservice bus provides a publish-and-subscribe message bus

over a private network within a gaming property and/or over the public Internet across several

properties. The service bus framework allows participating communicating end points to publish

services or subscribe to services in a simple and standardized high level fashion, thereby

enabling the devices to understand one-another, thus “talk” together. The “talking together”

paradigm is rather appropriate, as it emphasizes the value that the service bus brings to a

complex distributed casino gaming system that may include thousands of devices manufactured

by dozens of vendors. Gaming machines maytalk together in a peer-fashion over the service bus,

which is well suited for multiplayer gaming. The service-oriented bus allows third party ultra-

specialized vendors to offer dazzling plug-in services directly on the casino floor, such as

automated geo-localized logistic support and other geo-localized services.
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Description the stringent regulatory oversight and control exercised
by reguiatery authorities in many jurisdictions. In many.

[0007] Cross-referance is made to U.S. Serial No. and perhaps all, regulated gaming jurisdictions, down-
09/088,205 {Attorney File No. 3735-905-CON) filed
June 1, 1998, which is a continuation of Serial No.
08/600,311 (for "PERIPHERAL DEVICE DOWNLOAD
METHOD AND APPARATUS"filed February 12, 1996),
both incorporated herein by referance.
[0002] The present invention relates to a method
and apparatus for downloading information to a gaming
device andin particular, to a process for using a compu-
ter, directly or remotely, to transfer informatian to a gam-
ing device in a secure fashion.

BACKGROUND INFORMATION

{9003} Many current gaming machines are contig-
ured with electronic components, commonly mounted
on one cr more printed circuit boards (PCBs). Many
such electronic components use programming or other 20 ally, owing to differences in manufacturing dates, main-
information stored in memories. in at jeast one typical tenance history and the like, gaming davices are often
configuration, a gaming terminal or gaming machinewill encountered with a wide variety of different hardware
include a controller board, a communtcations board ar and software components which may not be apparent
module, and ona or more so-called peripharal boards for may be discernable only with difficulty) from a visual
such as a display controller board, a currancy acceptor 25 inspection of the gaming device, tis components, or its
board, a coin handler board, and the like. Typically at operation. For this reason, when it is desired to dawn-
isast one board, such as the game controller board, ‘oad software to a particular gaming terminal,it is typi-
includes a processor (€.g., 4 microprocessor) or other cally necessary to select a particular software version
computer unit which often operates based on program- jor downloading, baaring in mind the types of scttware
ming or other information (software) stored ina memery 30 and hardware found on the particular gaming terminal,
such as One or more electronically erasable program- lest the newly-downloaded software is incompatible with
mable read-only memories (EEP ROMS). Such software the gaming terminal or results in operation which is not
may be programmed or stored in the memory locations approved by a particular jurisdiction. Additionally, it is
during the manufacturing or assembly of the gaming possible that the software which is to be downloaded is,
davice. Additionally, software may be provided to 35 in fact, already present on a particular gaming terminal,
replace or supplernent the software in a gaming device se that the download process represents a waste of
which is in operation (in the fiald), a-g. to add mew fea- time and effort.
tures, implement new games and thelike, and/orto cor- fo00s)] Although many types of memories can be
rect programming errors. In aither case, the new modified to store other or additional programs (such as
software is transferred or “downloaded” from a source 40 an erasable programmable read-only memory or
(which may be, 6.9., a computer such as 4 workstation EPROM), in many previous devices this was often a
personal computer, laptop computer, and thelike) to the labor-intensive and time-consumptive procedure, some-
“target" memory in a particular gaming terminal or times involving removing the EPROM or other memory
machine, davica and reprogramming it in a separate device
[0004] Downloading fram one computer to anothar 45 and/or replacing it with a differentiy-programmed mem-
is & process that is known,in general. in one previous ory device. Many pin-type rnemory devices are config- |
system,information from a host system such as a state ured to tolerate only 4 limited number of removal and
lottery host has been downloaded to a cerk validation insertion operations. Other memory devices are config-
terminal (CVT). A clerk validation terminal is used for ured tor solder connection or are otherwise not readily
verifying a ticket obtained from a lottery terminal e.g. ta s¢ replaceable, necessilating replacement of an entire
verify a validation number, amount and the like before a board to effact updating.
lottery ticket is paid, e.g. as an anti-counterfaiting proce- [0003] Such manual operations have, in the past,
dure. However, downlcading software to componentsaf typically required a significant investmentof time, espe-
gaming devices and/or to a plurality of gaming devices cially when a relatively large number of gaming termi-
of Componants thereof presents particular problems not ss nals are baing programmed or reprogrammed. To make
readily addressed by conventional downloading tech- matters worse, the time investment is typically made by
niques. ralatively highly-trained personnel. Such investment of
[0005] One aspect applicable to gaming devices is time by relatively highly-trainad personnel represents a

2

loading of software to a gaming terminal will not be per-
mitted without some assurance that the new software

will comply with local regulations.

(0006) For example, a gaming regulatory authority
in one jurisdiction may require assurance that down-
loading to, 6.g., update bill sccepter software will resuit
in a machine having bill acceptor sottware appropriate
(and approved) for that jurisdiction (and will not, €.g.,
run the risk of inadvertently and/er intentionally down-

loading bill acceptor software that was approved in a dif-
ferent jurisdiction).
[007] it is also commonly found that gaming
devices occur in a wide variety of configurations, such
as amploying numerous diferent tyoes of processors,
memories, game configurations , versions and types,
peripheral hardware and software and thelike. Addition-
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significant expense involved in storing or updating gam-
ing terminal programming or other information which,
owing at least partly to the regulatory environment
found for gaming devices, was previously believed to be
a largely unavoidable cost. Furthermore, it has bean

found that even relatively highly-trained personnei have
an undesirably high erros rate when attempting to per-
form a download which may lead to inoperability or
improper operation of a gaming device, or violation of
gaming jurisdiction laws or rules and may require an
additional investment of time to correct such errors.

[001 0} This situation is particularly burdensome in
the context of garming devices in which it is sometimes
necessary or desirable to change the programming in a
large number of peripherat devices in a relatively short
amount of time. One example of such a situation is
whenit is desired to reprogram a bill acceptor, e.g. to
ihwart a previously-unknown counterfeiting scheme.
Previous systems which required iabor-intensive and
time-intensive reprogramming methods increased the
risk of incurring losses during the timeit took to perform
this reprogramming for all the various gaming machines
(e.g., in a plurality of differant casinos) or their various
components. An important feature of the invention is
that it allows for download of data to multiple gaming
devices simultaneously.
{001 Tt] Another feature of many gaming devices
which affects the manner in which revisions of software

can or should be performed is the fact that gaming
devices are often configured to dispense money so
there is a potential for modifications or downloads to be
perormed in an unauthorized fashion in such a manner

as to create unauthorized or improper payouts. This is a
potential which is typically not present in many other
types of downloads from one computer to another.
Accordingly, it is important, not only to gaming reguia-
tory authorities but also to casinos or othar game oper-
ators, fo achieve a level of confidence that not only will
inadvertent (e.g. crossjurisdictional) downloads be
avoided but there are procedures in place to avoid or
prevent intentional or unauthorized downloads.

[0012] Furthermore, previous reprogramming took
place in a relatively conspicuous manner requiring per-
sonnel to access the interior of each individual periph-
eral and/or terminal, often for an extended period of
time, thus potentially alerting the counterfeiters that thay
had been detected and decreasing the likelihood of
using the new software to identify (possibly leading to
apprehension of) the counterfeiters. in addition, the time
during which a machine was being fitted with the new
programs was time that the machine was out of service

and not generating revenues.
[0013] In some situations, it may be advantageous
to update the programming of two or more different
gaming terminals and/or two or more different periph-
eral devices coupled to a single gaming device. Previ-
ous methods would, in this situation, typically have
required separately accessing each of the gaming ter-
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minals and/or peripheral devices in order to modify or
update programming. ,

[0014] As noted, it is often desirable to reprogram
gaming terminals, 9.g. io accommodate new games,
regulatory changes, correct bugs or other programming
errors, install new features and the like. Preferably, this
should be accompished with a minimum of down time
of gaming devices (which often are intended normally to
be accessible 24 hours 4 day) and a minimum ofincon-
veniencato players.
[6017S]==Accordingly, it would be advantageous to
provide a method and apparatus for downloading pro-
gramming infermation in a manner which is less labor-
intensive and less costly than previously provided, pref-
erably without requiring individual direct access to each

peripheral device which is being reprogrammed, and
preferably while providing sufficient security and reliabil-
ity safeguards thai fully and partially automatic down-
loads will be permitted by garning regulatory authorities.

SUMMARY OF THE INVENTION

[0016] The present invention provides for securely
loading information, received from an axternal device
(such as a laptop or a networked central computer) to
one or more gaming devices. Preferably, the secure
downloading system provides identification, negotia-
tion, data transfer and verification features. Identifica-

tion involves cbtaining information for characterizing the
hardware and/or sottware on a gaming terminal or other
target. The identification information can be used to pro-
vide assurance that the pragramming or other data to
be downloaded and/or the download procecures are
appropriate for the target device. Negotiation involves
providing information from the source to the target,
relating to tha download, such as where to load, com-

pression information (if any) and the like. Preferably the
source requests approval trom the target device before
data transfer begins. Preferably, data transfer is per-
formed block-wise with checking of each block. Verifica-
tion can be performed by the source requesting a digital
signature calculated from the transferred cata, prefera-
bly based on a4 public key decryption algorithm.
[0017] In ons embodiment, the update or modified
peripheral device program is raceived in the gamingter-
minal (or other computing device) from an extemal
device (such as a hand-held or portable davice or a cen-
tral computer coupled via a communicationslink) and is
dewnlaaded from the gaming terminal controller board
to one or mor coupted peripheral devices.
[0018] Preterably, the programming information is
downtoaded in such a way as to reduce or minimize the
amount of down time or inconveniance to players. In
one embodiment, when the new peripheral program is
downloaded from a central computer to each gaming
terminal, the method avoids disabling all gaming termi-
nals at the sama time, such as by waiting until the gam-
ing terminal is idle for a predetermined period before
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downloading the new program fo peripheral devices or
by cycling through various gaming terminals or groups
of gaming terminals so that a relatively small numberof
the gaming terminals are disabled (for reprogramming)
at any one time, Additionally, the invention allows for
download to multiple gaming devices or peripheral
davices simultaneously.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019}

Fig. 14 is a block diagram depicting components of
a multi-terminal gaming system, including compo-
nents of a gaming terminal, of a type which may be
used in connection with the present invention.

Fig. 1B is a block diagram of a plurality of gaming
terminals, each coupled to a plurality of peripheral

1a

1

the information defining the type ot game and making
determinations of the winioss local outcome {as

opposed te, 6.g., a progressive win/loss outcome) for
the gaming terminal 112a. Because of the central rale of
the game controlier board 122 in determining any mon-
atary payout, it is particularly important to assure the
presence of the correct software for the gare controller
board tc avaid improper or incorrect payouts and ta
assure compliance with local reguiatory authorities.
Aithoughit is possible to combine numerous functions
onta a given board, typically numerous boards will be
provided in a gaming terminal for forming a plurality of
functions. In the depicted embodimeni, the game con-
frotter board communicates with a communications

board 124 which provides information to and, receives
the information from a local controller 114 and/or central

computer 116, for purposes such as monitoring use anct
performance, assuring compliance, performing
accounting and similar functions, and facilitating imple-

devices, and 4 central computer coupled to the 20 mentation of progressive or other mufti-terminal based
gaming tarminals which can be used according to games or prizes. In one embodiment, the communica-
an embodiment of the presentinvention; tons board 124 includes one or more ports by which a

laptop 128 or other computer may be coupled to the

Fig. 2 is a flow chart of a procedure for downloading gaming terminal 112a for, among other purposes,
information according to an erbodimeni of the 2 downloading as described more fully below. In the
presentinvention; embodiment of Fig. 1A, a plurality of peripheral boards

128 a-d communicate with the game controller board

Fig. 3 is a block diagram of gaming terminals linked 122 and control various peripheral devices for perform-
to a central system, usable according to an ambod- ing various functions such as bill acceptor functions
imentof the present invention; ao ©6«182a, coin handling functions 132b, video functions

132c¢ and audio output functions 132d. In many contigu-

Fig. 4 is a block diagram of a gaming terminal rations, some or all of the peripheral and other boards
assembly and development system usable in 128 a-d, 124 will contain EEPROMs or other davices for
accordance with an embodiment of the present storing software for running on microprocessors or
invention: and 35 other computing devices on such boards.

(0021) As depicted in Fig. 1B, a computing davice
Fig. 5 is a flow chart depicting a download proca- such as one or more gaming terminals 1702a, 1102b
dure in accerdance with an embodiment of the may be coupled to various peripheral devices
present invention. 1104a,b,¢,d,e,f. Many types of peripheral deices can be

40 provided, including the currency acceptor as depicted
DETAILED DESCRIPTION OF THE PREFERRED including, for example, printers, display screens or
EMBODIMENT devices, keypads and the jike. More than three periph-

eral devices may be provided, or fewer may be pro-
[0020] Although the present invention can be used vided, the gaming terminal or other computing device
in connection with many types cf gaming terminals 45 may be housed in the same housing 1106a, 1106b as
sither as stand-alone devices or coupled in any number the peripheral devices 1104a-f, and more than two gam-
of different multi-terminal configurations, ane example ing devices may be used in connection with the down-
of a gaming terminal 112a coupled, along with other load procedure. In one embodiment, download of
gaming terminals 112b,¢, via one or more local contral- information to the gaming terminals 1102a, 1102b is
fers 114a,b,c to a central computer 116 is depicted in 50 provided from a central computer 1108. However,it is
Fig. 1A. In the embodiment of Fig. 14, gaming terminal possible to use the prasent invention in connection with
112a (and, typically, alt gaming terminals in tha group} stand-alone gaming terminals and peripherals which
includes a game controller board 122 which will typically are not connected to a central computer 1108.
includé, among other items, a microprocessor and a [0022] in the depicted embodiment, each gaming
memory such as an EEPROM storing programming 55 terminal includes a processor 1110a, 7110b, a memory
and/or other information jor controlling an operation of 1112a, 1112b, and a communications module 1114a,
the contraller board 122. Typicaily the hardware and 11146. In the depicted embodiment, the processor 1110
software of the game controller board 122 will contain is Coupled to both the memory 1112 and the communi-

4
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cations module 1114 and the memory and communica-
tions modules 1114, 1112 are coupled together to
permit communication therebetween. In one embadi-
ment, the processor 1110a is an Intel processor model
80960, although the invention can be used in connec-
tion with computing devices having other types of proc-
essors and in connection with gaming tarminais which
are controlled by devices other than microprocessors
such as ASICS.

(0023) Following the establishment of the communi-
cation fink 206, (Fig. 2} information is transterred from
the information source to ane or more gaming terminals.
In one embodiment, if desired, the information is

encrypted before being transmitted to the gaming termi-
nal, particularly if the information is transmitted over a
local area or wide area network to avoid the possibility
of unscrupuious individuals gaining access tc the infor-
mation. Many types of data transfer can be used includ-
ing serial and parallel transfer. in one embodiment, the
information which i¢ downloaded may include informa-
tion within more than or different from information to be

used for reprogramming the memory of one of the cou-
pled peripherals. For example, the downloaded informa-
tion may contain naw programming information for two
or more different peripherals coupled to a gaming termi-
nal and/or may include information for programming the
gaming terminalitself, in addition to, or rather than, one
or more of the peripherals.
[0024 In the strict regulatory environment for many
gaming devices, if is typically necessary to provide
assurance that approved and proper software is pro-
vided in the peripheral and cther boards, in addition to
that provided on the game controller board.
[0025] Fig. 3 depicts an embodiment in which a net-
work intarlace system 312 is used to connect a gaming
terminal 112a, which may in turn be connected, such ae
in a daisy-chain fashion, to other gaming terminals
112b, 112c¢ in a group, via a cluster controller 314 to a
local server or controllar 114. In the depicted embodi-
ment, the gaming terminal 112a includes a central or
controller (CPU) board 122 and one of more peripheral
controller boards 1280, 128f. Although the present
invention can be used in connection with a wide variety
of systems and applications, in the depicted embodi-
ment, while the gaming terminals 172 a-c would typi-
cally be located in a gaming area such as a gaming
region of a casino, the local servers 114 and associated
devices would typically be located in a casino jocal
office 318. The local server 114 (and, in some embadi-
ments, additional local servers for the sama or other

casinos) may be coupled, 6.9. via modams 322a, 222b
over a LAN line or wirelass link 324 to a central compu-
ter 116 typically located in a central office 325 different
from the local office 318 of the casino. As depicted,pref-
erably each gaming terminal 112 also includes a port or
other connector for coupling a computer such as a lap-
top computer 128 e.g. via a fiber-optic, cable or other
connector 326. Thus, asillustrated in Figs. 1A, 7B and
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4, transferring programming data or other information
according to the present invention may be used in con-
nection with transferring information from a remote loca-

tion such as a central computer 116 or, in some cases,
local server 114 to a gaming terminal 112. This proce-
dure provides the desirable ability to download pro-
grams or other information to one, some, all or various
combinations of the gaming machines 112a-c con-
nected te the network, preferably substantially simulta-
neously, if desired. Such an ability is particularly uset.l
when the target devices 112 may be relatively numer-
ous, such as inthe case of a casino or multi-casino net-
work and/or when target devices are soread across a

relatively wide region such as a plurality of lottery termi-
nals. The download rates in such a system would typi-
cally be governed by the communication rates of the
network or telecommunication system 324, 312. Also as
depicted in Figs. 14 and 3, itis possible, in addition to or
in place of downloading from a central computer orlocal
controller, ta download from a computer, such as a lap-
top 128, coupled directly to a gaming terminal. in one
embodiment, the laptop computer 128 is coupled by a
fiber-optic connection 326 directly to the game controi-
ter board 122. If the programming cata or other informa-
tion is intanded for storing on a peripheral controller
(end use device a-f) the data, in this embodiment, is
channeled through the game controller board {in a
pass-through moda) to the peripheral controller board,if
desired. This procedure can be used, 6.g., on a casino
floor (for repairing of updating gaming terminal soft-
ware) at a Icttary location, or in the manufacturing proc-

ess, such as ina final assembly stage. Preferably, suct
adewnload method doas not require peripheral control-
lers 128a-f or other boards of components to be
removed from the machine and can be used on
machines that have no suitable network interface 312.

[0026} In addition te downloading programming or
otherinformation to gaming terminals or similar devices
at a casino location, the present invention can also be
used in connection with downloading information during
a gaming terminal or similar device manufacturing proc-
ess. Fig. 4 depicts a system usable in subassembly or
final assembly downloading, ¢.g., in a gaming terminal
manufacturing environment. Fig. 4 includes a plurality of
computers such as workstation computers, network
server computers, and/or PC-type computers coupled
by network lines and a firewall 452 in a manner well-
known to those of skill in computer network technolo-
gias.

(0027) At various stages in employing the system of
Fig. 4, programming data or other information is stored
in a number of different storage systems such as data
bases (typically providing storage on hard drives or
other well-known storage media}. In the depicted
embodiment, information, during program design proc-
ass, is held in an engineering database 454. And soft-
ware and firmware engineers use and modify such

information via computers 456, 458 having at least indi-
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rect access to engineering database 454. Preferably,
programs or other data which are siill in the develop-
ment phase are restricted to the engineering database
454 and are not stored in other databases. At some

point, engineering will release the program or other
information to product assurance 462 which, after
raviaw, will submit the programming or data to a gaming

jurisdiction for approval. Aiter the program or data is
approved by the gaming jurisdiction, the program is cap-
ied to a production download server 466 and, preferably,
stored in a released database 468. Information about

the approved program is orovided to a customer order
systam 472 and other systems such as engineering
4744 and product assurance 474b. Although released
programs may be provided in various forms such as on
CD ROM 476a via a CD duplicator 476b, Fig. 4 also
illustrates a system for downloading programming data
or other information as part of a gaming terminal
assembly or fabrication system. The programming or

7a

15

poses such as data gathering, progressive game sys-
tems and ihe like) and can thus be cantigured or
optimized to achieverelatively high rates of data trans-
fer.

[0030} in orderto facilitate security in downloading
information, preferably sc as to achieve approval for
such downloading by gaming regulatory bodies, a
downloading process as depicted in Fig. 5 may be used.
According to the process of Fig. 5, an initial or early
siage of the process involves identification. Although it
may be possible to configure gaming terminals to pro-
vide identification using only software procedures (such
as by providing encrypted identification data, hand
shaking procedures and the like), according to one
embodiment,it is preferred to provide a garning terminal
with one or more hardware-based identification compo-
nents such as one or more one-time programmable
and/or add-only memory devices for storing information
which identifies or characterizes the gaming terminalor

data may be loaded onto boards or other subassem- 29 components thereof. In one embodiment, a gaming
blies 478, e.g. via a translator/power assembly 482 and identification apparatus and system can be used in
download terminal 484 or may be loaded into one or accordance with that described in U.S. Patent Applica-
more gaming terminals 486a,b, e.g. via connection to a tion Serial No. {Attorney File No.
communication board for downtoacing,in turn,to target 3735-924) for "GAMING DEVICE IDENTIFICATION
peripheral devices or other subassemblies within the 25 METHOD AND APPARATUS’filed on even date here-
gaming terminals 486a, 4886, e.g. via a downioad ter- with and incorporated herein by reference. Providing
minal 488, ene or more gaming terminals with such identification
(0d23) Downloading on the fabrication or assembly capability means that such gaming terminals have been
line, as depicted in Fig. 4 in the strict regulatory environ- placed in a “download ready” configuration according to
ment for many gaming devices, it is typically nacessary 30 an embodimentof the invention.
to provide assurance that only approved and proper [0031] As depicted in Fig. 5, in the identification
software and data is used in the gaming terminals, phase, the source device sends a message to the target
including peripheral and other boards (in addition to that device requesting identification information 512. When
provided on, 6.g., the game controller board). Depend- downloading is intended to download information to two
ing on the nature of the download, it will be advanta- 35 orf more devices, the identification {and/or the down-

geous, in performing assembly line downioading, to load) can be performed serially, by polling each cavice,
recognize or distinguish different boards, e.g. to obtain of a single request addressing all target davicas may ba
information regarding characteristics of the Board sant. |f the identification response is not received 514,
andorits identity or history. the systam enters a failure mode and no connaction is

(0029) Inthe environment of tha system of Fig.4,a 40 astablished 516. The identification response which is
host device such as the download terminal 484 con- acceptable can include many types of information,
nects directly to the subassembly or through a test box examples of which incluce serial or other hardware
482 that provides tha physical connection and power. A identification numbers, manufacturing ID information or
download terminal 488 can also be used to download codes, manufacturer name, hardware or software revi-

information to boards which have aiready bean assem- 45 sion dasignations, date of manufacture, installation,
bled into gaming terminals 486a,b (which, provide phys- sale, shipping and the like, date of software revision,
ical connection and power and thus can be used for soitwarsfile size, memory addresses andthelike. Prat-
downloading without a test box 482). The host device erably, a starting address for the program to be down-
484, 498 can be network-connected as depicted or can foaded is returned. Preferably, data integrity information
be a standalone device. In a standalone configuration, 50 such as a GRC (cyclic redundancy check) signature is
the program information can be stored on a CD ROM returned. The identification information returnad in
476a or other storage medium. The depicted download response of ihe request 512 is used to verify that the
system can be used on the production floor as depicted information to be downloaded and/or the downoad pro-
or, at a service bench, ¢.g. for repair purposes. Prefera- cedures (such as data transfer rates} are appropriate for
bly the download media 492a, 492b are configured to 65 the hardware and software praesent in the target
facilitate downloading of information (as opposed to, devices. For example, the returned identification inior-
e@.g., the components 312, 324 of a casino or multi- mation can be used to verify that the gaming jurisdiction
casino system which may be configured for other pur- to which the gaming terminal is subject, has approved

6

Zynga Ex. 1002, p. 104

Zynga v. IGT
IPR2022-00368°

BNSOOCID: <EP_ oo t4e70A2 1 >



Zynga Ex. 1002, p. 105
                Zynga v. IGT
            IPR2022-00368

BAARIn for

an

the software which is to be downloaded, that the soft-
ware which is t0 be downloaded is compatible with soft-
ware or hardware already present in the gaming
terminal and the like. If, on the basis of the identification

information, it is determined that the gaming terminal
already possesses the download information, the down-
load step can be skipped.

[0032] Following the identificatian phase, a negotia-
tion phase includes the sending of a negotiation mes-
sage 518. The negotiation message includes
information which is used to enable or facilitate the

download procedure. For exampie, it may be necessary
to inform the target deviceof the location or locations in
mamory where the downloaded information is ta be
stored, the size of the downloadfile, the data transfer
rate, whether any special transfer procedures such as
compression, decompression, encryption, decryption
and the jike, are required. Preterably the negotiation
message inctudes (ar is interpreted to include) a
request for a response such as an approval response,
from the target device or devices. For example, waiting
for approval from the target device is useful to, ¢.9.,
avoid initiating a download when there is someone cur-
rently playing the game, or when the garning terminalis
in an error mode. In one embodiment, if there are cur-

rent credits on a gaming terminal, the gaming terminal
is assured to be in an actively played state. As

depicted In Fig. 5, if the approval or "ready" response
522 is not received, a failure state is declared and error-
handling procedures are required, such as outputting a
notification to an operator and/or reinitiating the down-
load procedure. If the ready response is received, ihe
download phase can begin.
[0033] In the ambodiment of Fig. 2, the data is
transmitted in a block fashion, i.¢., by transmitting a pre-
determined number of bits of the information (such as
1024 bits) from the source to the gaming terminal 208,
and than checking for errors in the black 210. As will be
wall-known to those of skill in the art, other block lengths

can also be used. Preferably, tha data is transmitted by
a serial transmission protocol. in one embodiment, ver-
ification or other checking is performed to asast in
detecting data transmission or other errors. A numberof
well-known verification or error detection schemes can

be used, such as a CRC. One type of GRC check is
described in U.S. Patent Application Serial No:
06/348,268, filad November 30, 1994, for "METHOD
AND APPARATUS FOR VERIFYING THE CONTENTS

OF A STORAGE DEVICE"(incorporated herein by ref-
erence). These or other verification or error checking
schemes can be adapted for use in the present inven-
tion in @ manner that will be apparent to those ofskill in
the art, ater understanding the present disclosure.
[0034] If there are errors detected in ine block aft
information (using, 6.g. a cyclic redundancy check error
detection routine, or other error detection routines well-

known to these of skill in the art), the procedure loops
back 212 to retransmil the block. Preferably, after some
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blocks have been successfully downloaded, errors in
subsequent blocks do not necessarily require reinitiat-
ing the download from the beginning but, onfy requires
downloading, anew, those blocks which have not thus
far beon successfully transmitted. tn one embodiment,
only a limited number (@.g., 3) of the re-tries are permit-
ted before a “total error”is daclared and, a.g., the device

is put out of service. At the end of each block transmis-
sion, it is determined 528 whetherall blocks have been
transmitted 214, If not, the procedure loops back 216 to
transmit the next block. Preferably, following the CRC or
other error detection for each block, an overall CRC or

other error check (e.g. digital signature) is performed
after ali blocks have been downloaded to the gaming
terminal. Thus, at the end of thefirst portion of the pro-
cedure 202, the antire desired information will have
been transmitted, block-wise, with error detection, fram
the information source 108 to at least one gaming termi-
nal 102.

[0035] After all blocke have bean successfully
downloaded, a verification stage is initiated by sending
a@ message to the target device {or devices} which
requests certain verification information 532. In one
embodiment, the verification information is based on

(such as being calculated from) information stored in
the target device, and preferably including at least come
of the downloaded information. Far example, a CRC or
other digital signature based on someorall of the dawn-
loaded information can be used. Preferably, the portion
of the information which is used as the basis for calcu-

lating verification information or signature is selected in
a fashion thai is not readily known or predictable in
advance or by unauthorized persons. For example,
rather than always calculating the verification signature
based on information starting fram a predetermined
andor unchanging starting address,it is preferred that
the verification signature be calculated from a starting
address which is different for different download opera-
tions and/ordifferent terminals. In one ambodiment, the

starting address is randomly selactad and communi-
cated (¢.9. as part of the verification request message
532). For further promoting confidence in the verifica-
tion system,it is possible to use a digital signature cal-
culation procedure which is based on a private key
value which is preferably randomly selected by the
source computer and used to encrypt part of the down-
load information. In response, the gaming terminal uses
a known procedure (such as a decryption calculation
procedure) to calculate the verification signature. If the
calculated verification signature matches the expected
verification signature, verification is considered to have
been accomplished.
[0036] Upon receiving a valid verification 534, the
download session can be completed. If a valid verifica-
tion is not obtained, a failure is declared 538 and an

érror-handting procedure can beinitiated e.g. to provide
notification to operators and/or reinitialize the download
procedure.
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[0037] As will be agparent to thoseof skill in the art
after understanding the present disclosure, the particu-
lar procedures illustrated in Fig. 5 may be modified or
varied in a number of ways. For exampie, although it is
believed a high and desirable level of security is
achieved when all four phases (identification, negotia-
tion, downloading and verification) are usad, it is possi-
ble to provide for downloading procedures in which one
or more of the phases is elimineted or abbreviated. For
example,it would be possible to provicte for a somewhat
secure download procedure without including a verifica-
tion step. Additionally, the download mathed accarding
to the presentinvention is not necessarily strictly limited
to the order of steps illustrated in Fig. 5. For exampte,it
may be possible to perform some or all negotiation
steps prier to some or all identiication steps. Some or
all of the steps or phases described in connection with
Fig. 5 can be used in connection with purposes other
than downloading, such as using identification and/or
verification transactions to query and check loaded pro-
grams é.g. by regulatory agencies.

[0033] In light of the above description a number of
advantages of the present invention can be seen. The
present invention makesit feasible to reduce or elimi-
nate the need for manual operations (such as physically
visiting, and opening gaming terminals, analyzing, test-
ing and/or replacing boards or components) in connec-
tion with program updating, replacement, modification
and the like, whila maintaining a high leve! of security
and reliability. The present invention provides the ability
to query & gaming terminal to obtain hardware and soft-
ware information for reguiatory, maintenance, repair,
inventory, and similar purposes. The present invention
makes it feasible te download information to one or

many machines at the same time. The downloaded
information may be information particularly directed to
peripheral davices (such as & updating a bill acceptor
program) and/or may involve changing features of a
game such as upgrading or adding a bonus game or
similar feature to a gaming terminal. The present invan-
tion is useful in facilitating the standardization of pro-
gramming or other data across a variety of gaming
terminals. The present invention provides the ability to
permit local customers such as individual casinos or
similar locations, to download their own customized

video and/or audio filas (6.9., using the security features
described to provide requiators with assurance that
downloading of such files will not change or result in
unacceptable modifications to other features of game
operation). The present inventionfacilitatas the ability of
casinos, game operators, game manufacturers and the
like to obtain and maintain accurate inventories on pro-
grams and board modules in gaming machines. The
present invention facilitates locating or identitying par-
ticular printed circuit boards (or particular classes or
types of PCBs or other components on a casino floor).
The present invention facilitates tha secure and reliable
automatic electronic loading of programs into machines
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in a manufacturing (assembly liné) environment 2g.
based on customer orders, with reduction or elimination

of manual steps in such process. The present invention
facilitates querying and verifying the presence and
nature ofhardware or software componants thereof 6g.
at the end of an assembly or fabrication procass such
as beiore shipping to customers, upon receipt, and the
like. The present invention facilitates a verification of
installed programs ¢.9. by gaming and/or lottery regula-
tory agencies.

[0029] Providing downloading from a central com-
puter to individual gaming terminals has a number of
advantages. The dawnload can be aasily performed on
@ number of gaming terminals at the sametime, so that
the amount of time required to perform the download for
all the various gaming terminals is reduced. Further, itis
nol necessary to have personnel physically walk from
terminal to terminal, and perform 4 download at each
terminal, so that labor costs are also reduced.
[0040] The present invention makes it possible to
provide for new or additional programmingfor peripheral
devices in a manner which is secure, less labor inten-

sive, less time-consumptive, and less obtrusive than
previous methods. The present invention makes it pos-
sible to download the programmingto a plurality of gam-
ing terminals (or other computing devices) substantially
simultaneously.
(0041] A numberof variations and modifications of
tha invention can also be used.In addition to download-

ing computer program information, the invention can be
used to download data such as data which defines the

mannerin which peripherals accept currency (or, detect
countertarting). In addition te a central computer and a
portable computer hand-held device, the information
may ba downloaded to the gaming terminal from other
devices, such as a cluster controller. When reprogram-

ming of two or more peripherals attached to a given
gaming terminal is desired, in ona embodiment, the naw
programming information for each peripheral to be
reprogrammed ig downloaded to the gaming terminal
and the gaming terminal bagins downloading the infor-
mation to the attached peripherals preferably only after
all information hasbeen downloaded to the terminal. In

this way, only a single session of downloading to the
garting terminal is needed in order to provide eventual
updating of two or more coupled peripherals.
[0042] In situations in which security is a concern,
such as systams in which money handling accurs (a.9.,
gaming terminals, lottery terminals, and the like) the
information may be encrypted whenit is transferred to
the computing device and is decrypted either in the
gaming device or in one or more peripheral devices.
{0043} Preferably the transactions are controlled
and monitored automatically 6.9. using an information
tile generated from information from firmware, mechan-
ical, configuration, jurisdiction approvals and production
bill of materials. Preferably such an information file is
always encrypted, although program or other dawnload
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data can be compressed and/or encrypted e.g. depend-
ing upon jurisdiction requirements. in one embodiment,
the information file contains a numberof fields including
the filename, source directory or path, destination direc-
tory, version number or other version designator, CRO
value, platform code (e.g. indicating the type of gaming
terminal), target code (e.g. indicating the type af periph-
eral (e.g. bill validator)), agancy approval(s), and game
name or other gameindicator.

[0044] Although the procedures and steps ittus-
trated and described in connection with Fig. 5 are

believed to provide a high lavel of security, itis believed
that security of the antre system is particularly
anhanced by the combination of the identification, espe-
cially hardware and/or memory-based identification
{residing on the gaming terminal or gaming terminal
components) and the procedures and steps illustrated
in Fig. 5, particularly when combined with an informa-
tion file as described.

[0045} In the embodimentof Fig. 18 it is possible to
download the information to two or more gaming termi-

nals 102a, 102b, substantially simultaneously. However,
in sore configurations, it will be necessary to suspend
use of the gaming terminal during the downloading
process, In this case, it may not be desirable to suspend
operation of all gamirg terminals at the same time.
Therefore, in one embodiment information is down-

loaded from the central computer 108 to a first subset of
jhe connected gaming terminals (during which time, use
of that subset of gaming terminals is suspended), and
following downloading to that subset of gaming termi-
nals thefirst set of gaming terminals will be available for
normal use, and downloading to the second subset of
gaming terminals will be initiated, suspending useof the
second subset of gaming terminals during downloading
thereof. The process is repeated for various subsets of
the gaming terminals untl the information has been
downloaded to all desired gaming terminals. In some
situations, it may be desired to download information
only to some of the connected gaming terminals. For
example, if the information to be downloaded is
intended to thwart passing of $10 counterfeit bills, there
would be no need to download the new information to

gaming terminals which are connected to currancy
acceptor peripherals that accept only $5bills.
[0046] in the embodiment depicted in Fig. 1B, each
gaming terminal 1102a, 1102b is coupled to a central
computer 1108. The coupling may be by communication
link 1124, such as a common local area network con-

naction {¢.g., Ethernet, Token Ring, LocalTalk, atc.), a
wide area network and the like, using any of a variety of
physical media such as cables, optical fibers, radio,
infrared or other wireless links and the like. The type of
communication module 11144, 1122, which will be used

dapends on the type of communication link which is
being used and mayinclude, 6.g., commercially-availa-
ble network boards and supoorting software, modems,
universal asynchronous receiver/transmitter (WART)
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devices and thelike.

[0047] As noted above, in sore contigurations it
may he necessary to suspend operation of the gaming
terminal during downloading from the information
source to the gaming terminals, and/or from the gaming
terminal to the peripheral. In one embodiment, the gam-
ing terminalwill provide an indication of the suspended
status, so that a userwill have the option to move to a
different gaming terminal or to await reactivation. in one
embodiment, the display 103 will provide an estimate of
the amount of fime before reactivation of the terminal.

This estimate can be baseci, if desired, an an empiri-
cally-derived relationship between the average down-
load time and the number of blocks of information te be

downloaded, (or other indication of the size of the infor-
mation to be downloaded).
[0048} In situations in which operation or use af the
gaming terminal must be suspended while the informa-
tion is baing downloadad to peripherals, it may be desir-
able to configure the gaming terminal to wait until thare
is an apparentidle périod on the gaming terminal before
commencing downloading to a peripheral. Thus, in the
procedure of Fig. 2, the gaming terminal will determine
whether it has been idle for at least a predetermined
minimum period {such as about one minute, 220). for
example, when the gaming terminal is an electronic slot
machine, the gaming terminal can use at timer circuit to
determine if there has been any wager placed or any
hancle-pull or electronic equivalent thereof) for the pre-
determined period. If the gaming terminal has not been
idle for at least the predefermined period, the gaming
terminal will optionaily wait another predetermined
period 227 (such as about one minute} before testing to
determineif the gaming terminal is idle. Once the gam-
ing terminalis idle, the garning terminal can commence
procedures to transmit information to appropriate
peripherals 224, preferably in a blockwise fashion, with
enor checking.
[o049} The present invention, in various embodi-
ments, includes components, mathods, processes, sys-
tems and/or apparatus substantially as depicted and
described herein, including various embodiments, sub-
combinations, and subsets thereof, The present inven-
tion, in various embodiments, includes providing
devices and processes in the absence of items not
depicted and/or described herein or in various embodi-
ments hereof, including in the absence of such items as
may have been used in previous devices or processes,
6.g. for achieving ease and reducing cost of implamen-
tation.

focso] The foregoing discussion of the invention
has been presented for purposes of illustration and
description. The foragaing is not intended to limit the
invention to the form or forms disclosed herein.

Although the description of the invention has included
description of one or more embodimenis and certain
variations and modifications, other variations and modi-

fications are within the scope of the invention, ag. as
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may be within the skill and knowledge of those in theart,
after understanding the present disclosure. It is
intended the appended claims be construed to inetude
alternative embodiments te the extent permitted.

Claims

1.

BNSDOGIE: <EP_

A method for downloading data from a source to a

gaming device, wherain said gaming device is sub-
ject to governmental regulations, the method com-
prising:

transmitting first information to said source,
identitying at least a first hardware component
of said gaming device;

verifying that said data is appropriate for said at
{eastfirst hardware; .

transmitting second information from said
source to said gaming device describing at
least a first characteristic of said download;

transmitting third information from said gaming
device to said source indicating that said garn-
ing device is configured ic receive said down-
load:

transmitting said data from said source to said
gaming device;

calculating a signature based at least partially
on said data and transmitting said signature to
said source; and

comparing said signature with a signature
available to said source.

A method as claimed in Claim 1 wherein said first

information includes information identifying soft-
ware stored on said gaming devica.

A mathod as claimed in Claim 7 further comprising

outputting a message when said first information
indicates said data is already stored on said gaming
device.

A method as claimed in Claim 1 wherein said gam-
ing device includes a plurality of circuit boards, and
wherein said source is coupled to a first of said cir-
cuit boards and wherein said first information iden-

tifies hardware on at least a second of said circuit

boards.

A method as claimed in Claim 1 wherein said gam-
ing device includes a plurality of circuit boards
which contain a non-programmable memory storing
hardware identification information.
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A method, as claimed in Claim 1, wherein said data
includes data for programming at least a first pro-

grammable memory chip.

Amethod, as claimed in Clair 1, wherein said step

of transmitting said data from said source to said
gaming device uses a serial data transmission pro-
tocol.

A method, as claimed in Claim 1, wherein said step

of caiculating a signature comprises calculating a
signature based on data stored in a memory, bagin-
ning with a random address in said memory.

Amethod, as claimed in Claim 1, wherein said step

of calculating a signature comprises calculating a
signature using a seed value, wherein said seed
value is available to both said source and said gam-
ing terminal.

Apparatus for downloading data from a source to a
gaming device, wherein said gaming device is sub-
ject to governmental regulations, the apparatus
comprising:

means for transmitting first information to said
source, identifying at least a first hardware

component of said gaming device:

means for verifying that said data is appropri-
ate for said at least first hardware;

means for transmitting second information from
said source to said gaming device describing at
least a first characteristic of said download;

means for transmitting third information fram
said gaming device to said source indicating
that said gaming device is contigured to receive
said download;

means for transmitting said data from said
source to said gaming davice:

means for calcuiating a signetura based at
least partially on said data and transmitting
said signature to said source; and

means for comparing said signature with a sig-
nature available to said source.

Apparatus as ciaimed in Claim 10 whereinsaid first
information includes information identifying soft
ware stored on said gaming device,

Apparatus as claimed in Claim 10 further compris-
ing Means for outputting a message when said first
information indicates said data is already stored on
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said gaming device.

Apparatus as claimed in Claim 10 wherein said
gaming deviceinciudes a plurality of circuit boards,
and wherein said source is coupled to a first of said
circuit boards and wherein said first information
identities hardware on at laast a second of said cir-
cuit boards.

Apparatus as claimed in Claim tO wherein said
gaming device includes a plurality of circuit boards
which contain a nor-programmable memory storing
hardware identification information.

Apparatus, as claimed in Claim 10, wherein said
data includes data for programming atleast a first
programmable memory chip.

Apparatus, as claimed in Claim 10, wherein said
means for tranemitting said data from said source
to said gaming device uses a serial data transmis-
sion protocol.

Apparatus, as claimed in Claim 10, wherein said
means for calculating a signature comprises means
for calculating a signature based on data stored ina
memory, beginning with a random address in said
memory.

Apparatus, as claimed in Claim 10, wherein said
means for calculating a signature comprises means
for calculating a signature using a seed value,
wherein said seed value is available to both said

source and said gaming terminal.

Apparatus, as claimed in Claim 10, wherein said
maans for calculating a signature comprises means
for calculating a digital signature based on data
stored in memory using a public key encryption
decryption algorithm.
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Description

{9001] The prasent invention relates to transferring
data to o1 from a cash or token operated machine, or

to reduce costs. Thus,if there is a power failure at the
central location, the accumulated data may be losl or
corrupted.

[007] A known interface which transmits data out of
between a plurality of cash or token operated machines. § a game machine (to Ihe server)is called a "datapak". Ht
Each cash or token operated machine may, for example, is connected to the main processor of the game machine
be a vending machine or a game machine, for example and receives data from the main processorat a standard
a game machine used for gambling. The invention fur- rate of up lo 1200 baud, No higher Lansmission rate is
ther relates to a natwork of cash or token operated ma- passibla, Cue to the low power of a typical game ma-
chines, and a method oftransferring data within the net- 72 chine processor. This interface can transmit data either
work, by a permanentelectrical connection (e.g. a wire to the
[0002] Asinglo site, c.g. a public placc such as a pub- Scrves}, or to at intervals a recording medium connoctod
lic house, amusement arcade or railway station, may bo to tho gamo machine by an oporater.
provided with many cash or token operated machines, [0008] In fact, since thea concept of transferring data
such as vending machines or game machines. in this 18 viaan interface into a game machine has not se farbeen
contex! the term "cash or token operated machine"is realised, local parameters are actually input by inserting
traditionally used to mean any machine which delivers an exira physical unit into the game machina, such as
goods or a service upon receiving a payment(e.g. by a an exira ROM memory device or a mechanical "key".
coin, a banknote, or a token such as a pre-purchased [0009] At this point we should distinguish between
token or a credit or debit card), but nowadays can also 22 game machines which merely entertain the user by
include machines fer which ‘payment’ is made remotely sound and visual stimuli (for exampie video racing
é.9. at a bar in a pub, anc the machine is then given games}, and those which provide the user with a poaten-
appropriate ‘credits’ and also machines which may be tial financial return (i.e. gambling machines). The iattar
operated wholly ar periodically without payment. The type are here referred to as "gaming machines".
term is used in this specification in this broader sense. 25 [0010] An example of a game machine whichis not
[0003] Nowadays many, though not all, cash or token conventionally a gaming machine is a poo!table (a term
operated machines include a data processing unil. For used here to include a snookerorbilliards table or sim-
axampié, a moder game machine conventionally in- ilar). Conventionally pool tables contain littia or no elec-
cludes 4 GPU communicating with many information tronic circuitry, even the coin receiving mechanism be-
output devices(lights, sounders etc.) andinputdevices 20 ingmechanical, so pool machines are not integrated into
(8.9. push buttons) based on game software which it a site-wide accountancy system.
reads from a memory device. Each coin or token oper- [0011] A popular form of gaming machine {often
ated machine ala given site may be designed,installed, called a “fruit machine") amploys spinning reels which
or maintained by a different supplier, yet it ts desirabla aré ai least partly visibie io. a user, and ganerates com-
for hem to ba able lo communicale with a centralloca- 35 plex electronic control signals to operate sounders and
tion, to allow control, security or accounting operations lights.
io be performed centrally. (0012] In the complex software of gare machines
[0004] For example, it is known to connect a plurality (especially gaming machines)it is inevitable that bugs
of machines to a coordinator ("server") at a central lo- of various kinds will occur, leading to unwanted behav-
cation, so that each machine can transmit signals tetho =jour of the gamo machine. Some such bugs will come
ceniral location. Tha signals may incluce alarm signals to light as the designer tests the software on a PC which
(8.9. to indicate that 4 machinais baing intarfared with), emulates the low power processor of a garne machine.
financial information about the money taken by the ma- Tha designer may eradicate these bugs by interrogating
chine, or information about the usage of the machine, the emulator in the PC to determine exactly what has
4.g. statistical information conceming tha number of 4 gone wrong, i.e. axactly what state the emulated the
plays made. The latter type of information is useful to processor was in when the unwanted behaviour of the
identify when a machina is not being frequentiy used, to game machine cecurred.
determine that it should 5€ updated or replaced. [0013] However, other bugs only bacome evidentaf-
[0005] This data would ba useful alsa off-site, far ex- ter extensive actual use of the game machine. For ex-
ample to a designer of game machines, andforthisrea- 5°? ample, in the case of gaming machines, some bugs only
sonit is known for the server to transmit data out of the generate unwanted offects in the avent ihat the gaming
network by telephone. In practise, however, the ex- machine raaches a tare configuration.
pense of doing this means that only a selection of the [0014] Furthermore, if the unwanted behaviour oc-
data available to the serveris transmitted. curs afler the game machine has been commercially re-
fOOOS]=Conventionally the data received by the server 55 eased, or even during pre-release testing of tha gama
is accumulated forlater analysis. For exampls, in a case ata commercial site, the game may acquire a commer-
thatit is tobe transmitted out of the server by telephone, cial reputation for unreliability, In this case, even if the
iis accumulated during the day and transmitted at night bug is corrected, the reputation of the game is hard to
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restore. For example, in the case cf gaming machines,
it is an unfortunate fact thal many perfectly adequate
gaming machines, which have been developad ai great
expense, are withdrawn from the market place and dis-
carded simply because of an adverse commercial rep-
utation caused by bug which has already been correct-
ed.

[0015] Game sollware is irequanlly wrillen so ihal iL
automatically procuces run-time indicators of the usage
and operation of the game machine, such as statistical
information about how often a particular button is
pushed or tha values of (c.g. critical) registars at certain
moments. Theso indicators arc used whon the game
software is written, bul once the softwareis installed in
a real game machine it is hopeless to try to extractit
using the interface since the volume of cata is much

greater than the capacity of the interface. Evenif it were
possible ta transter the indicator data out of the game
machine into the network as mentioned above,it would

not be practical to transmit it out of the network (2.9. to
the writer of game machine software). For example, a
given machine may generate 4Kbyles of indicator data
avery 10 minutes, and the network may contain 127 ma-
chines. so that each day more than 20Mbytes of data
would be generated.
[0016] Aparl from correcting bugs, thara are other
faasons why 4 game manufacturer modifies existing
game software. One of these is when he raleasas an

improved version of a game. In this case axisting game
machines are usually not supplied with the now game
software; instead the new software is only provided in
new game machines. One reason forthis is tha shear
technical difficulty of installing replacement memory
chipsin off-site (i.e. away from the manufacturar's base)
game machines. Also, here are security issues involved
in supplying memory chips containing proprietary soft-
ware separalely from game machines. Another reason
for modifying software is to bring ft into line with (6.9.
new) tagal requirements.
[0017] Security is of groat importance in the installa-
tion of any cash or token operated machine, since there
is 2 great potential (dishonest) profit available to an op-
érativa who succeeds in instailing a machine incorrectly.
Furthermore, an inadvertent installation error (opera-
lives are not always highly skillad) may also lead to a
loss by the operator of the machines. Thereis therefore
a general nead to control installation of machines to
make it more secure andreliable. and to improve the
accountability of operatives.
[0018] The present inveniion seeks to provide a naw
and useful game machine, and especially (though nat
exclusively) a gama machine which is a gaming ma-
chine.

[0019] The invention further saeks to provide new and
useful msihods and davicasfortransferring data to and/
or from a game machine or a cash or token operated
machine.

{0020] The conceptof transmitting game soitware to
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a game machine constitutes an independent aspect of
ihe invention, which is a game machine including:

paymentreceiving means:
a writeable memory:
a processorfor pracessing game software stored in
the memory; and
an interlace for receiving game soliware [rom oul-
side the game machine, and writing it to the marm-
ory.

[0021] An operator may be able to pragram (usually
re-program) tho game machine, for examplo updating
some orall of the game software to modily the gama(a.
g. to correct bugs, or ta improve the pleasure of the
game}. For exemple, the game operator may be able to
provide data ta keep the gametopical (e.g. with rafar-
ences 10 contemporary world events, personalities or
other news), or with updated quiz questions.
[0022] If the manufacturer devises an improvementto
the game software in the game machine (6.9. corrects
a Sug in the game software) he or sneé may be able to
implement thal improvament (6.9. correct the bug) by
transmitting to the game machina throughthe interface
replacement game software which includes the im-
provement (@.9. a debugged portion of the game solt-
ware).
[0023] Within the scopeofthis aspect of the invention,
€ game machine which is a part of a network may be
able to input the game sofiware which it is to process
from a central location (e.g. serverjin the network, 6.g.
according to an instruction generated at the contra! lo-
cation. This gives the operatorof the network great flex-
ibliity, in determining which of a plurality of game ma-
chines is used to play which of a pluralily of games
stored at the cental location. The game manufacturer
may be able to update the game software at the central
location, for subsequent transmission to game ma-
chines.

[0024)  indoced, it is possible for new game software to
be transmitted (e.g. from the central location of a net-
work) whenever the gama is used. ThatIs, a plurality of
games may be stored in a cantral location in communi-

cation with the central location, and an operator or the
user may select ona game which is then transtarred to
the machinefor the user to play.
[6025] [na further aspect, the praesent invention pro-
vides a method of reprogramming a gama machine ac-
cording to this aspect of tha invention by transmitting
game sofiware to tha game machine. .
[0026] In an aspect the invention proposes a game
machine, having a data interface for transterring data
into and/or out of the game machine or cash or token
operated machine.
[0027] Preferably tha interface penmits a data transfer
tate which is e.g. at least 10,000 baud, at least 100,000
baud, or at feast, 1,000,000 baud. Preferably the baud
rate is not over 10,000,000
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[0028] Preferably, the interface transmits information
both into and out of the machine.
[0029] !n the case that tha interlace transmits intor-
mation out of ne machine, the interface preferably

vides (@.g. acash or token operated) game machine in-
cluding:

payment receiving means
Wansmits indicators characterizing the operation of the  § means for analysing usage of the game machine to
game software. The indicators may include any one or generate usage data; and
more of (i) data characterizing when the machine is a radie communication device for transmilting sig-
used, (if) dala (6.g. slulislical cata) on Ihe limings al nals carrying said usage dala oul of lhe machine.
which the user inserts money or operates information

input devices (e.g. buttons), (ili) the state of the display 10 [0036] Ina first embodiment, the data may be trans-
and/or sound generated by the machine at timas when
the usor inserts monoy or operates information input de-
vices. {iv} financial information concerning the cash or
ickens received by the machine, and (v) data concern-
ing the internal running of the game software (e.g. val-
ués stored in particular ragisters).
(2030) Preferably, enough information is transmitted
out of the interface to reconstruct the play of the game.
For example,al least anough information may be irang-
mitted to reconstruct the display generated to a user of
the machineandhis reactions to that display. More praf-
erably, the transmitted data allowsidentification of bugs
in the software or other portions of the software which
should be improved.
[0031] The information may be transmitted in real time
{as the game is played) or stored in the mamory and
transmitted in bursts, e.g. with a predeterminedtiming
(@.g. periodically} or in response to a triggering signal
received from outside of the machine, e.g. through the
interface.

(8032) The possibility of transmitting large amounts of
data into a game machine or cash or token operated
machine makes it possible to conceive of a possibitity
net envisaged in the fiterature, of transmilting not just
Parameters into lhe game machine but actually applica-
tions (that is game software consisting of instructions),
[0033] As a separate independent aspect of the in-
vention, the interlace may inciude data storage means
@.g. memory, The data storage means may also have a
battery beckup power supply or othor suitablo power
means in order to retain data in the data storage means
in the event of a mains powerfailure. in this way data
relating to, for example, the operation of the interface @.
g. the protocols to be used, can be stored and updated
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mitted to a radio receiver on the sama site, so that the
game machine can be intograted with the data collection
at that site. That is, one er moro machines according to
the third aspect of the invention may compose part of a
syslom which includes a collating device (server) which
receives radio signals from the machines and collates
tham.

[0037] Forexample, the game machine may be a pool
table, such as a pool table which is not controlled by a
processor. However, even though the game machineis
net controlled by a processor, the means for analysing
the usage of the game machine mayinclude device(s)
to monitor the usage of the game machine (e.g. ameas-
uring device, such as an opteelactronic devica, io meas-
ure when ¢oins are inserted into a mechanical coin re-

ceiving device (so that the total take of the machine can
be transmitted outof the machine}, or to indicate thefall
of the final ball of the game). The gama machine may
include @ processor to analyse the usage data befcreit
is transmitted out of the game machine.

[0038] This aspectof the invention can be particularly
useful for game machines (6.9. a pool table} which are
not powered by mains electricity or, even if they are ca-
pable of being powered by mains electricily, are situa-
lion in @ location i which il is inconvenient to supply
mains power. For such machines, in the absence of
mains powerit may be difficult to operate data transfer
apparatus in accordance with other aspects of the in-
vention. Often it will be more convenient to transfar data

using 4 radio communication dovice in accordance with

this aspect of the invention.

[0039] In a second embodiment, the data may be
transmitted off-site, for axample to a manufacturer of
game machines.

a5 necessary. 45 [0040] Preferably, 4s in the first aspect of the inven-
(0034) Further independent aspects cf tha invention tion, the game machine of the third embodiment in-
relate to using radio communication to transfer data into cludes a processor running game software.
and/or oui of a cash or token operated machine (espe- (0041) In efthar embodiment, the communication de-
cially a game machine), or between networks of cash or vice may just emit a certain signal once whenever the
token operated machines. In some embodiments radia 5° game software is run. Thus, an operator (on site or off
communication gives the advantage of secrecy, while in site) can count how often the gameis playad by counting
sorna ambodimanis it gives the advantage that one or the emitted signals. Alternatively, the game machine
more game machines can be easily integrated into a might include meansfor storing information on how of-
network (e.g. on a single site). In some embodiments, tan tha gameis played and the communication device
the radio communication device is a mobile telaphone $§ may transmit this stored information, for example pari-
which can exchange data with a conventional mobile tat odically or in response to an interrogation signal (e.g.
ephone natwork. received by the radio davics}.
[0035] Specifically, in athird aspect, the invention pro- [0042] Alternatively or additionally, the data may be
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data (indicators) concerning the state of the game. For
example, ihe data maybe sufficient that an operator can
use the signals to iollow the play of the game from a
remote location. A further possibility is thal the data may
describe any problems which have arisen during play
(@.g. due to software bugs}, and the configuration (inter-
nal state) of the game machine at that time, so that the
raceiver of [he dala can allempt lo deduce the reason
ior the probtern. In any of these cases, ihe receiver of

the data may monitor features of the play, even if the
game machineis located out of the premises of the man-
ufacturer, for oxample during commorcial testing of the
gamo machine, or evon once the gare machine has
bean commercially relaased
[S043] in fact, a fourth independent aspect of the
present invention is a method of monitoring a game ma-
chine according to the third aspect of the invention, by
receiving and analysing signals transmitted fram it.
[0044] The communication device of the machine of
the third aspect may also be capable of receiving radio
signals. These signals may be signals to control the
game machine. For example, the signal may be a signal
activating the game machine (e.g. iransmitted to the
game machine to turn it on), or a signal which enables
the game machineto indicate that the user has paid to
Use it. In this case the payment receiving means may
just be a register recording thal the enabiement signal
has been transmitted.

[0045] In afurther example, the garne apparatus may
be arranged to run one of anumber of garmas according
io @ signal received by the game machine via an inter-
face.

[0046] Alermatively, and preferably, tha signals in-
clude game software, for example as describad above.
This may, for example, be done even wiihout Ihe knowi-
edge of the keeperof the game machine. Thus, de-bug-
ging is possible without even making public the axist-
ence of the bug.
[0047] The third aspect of the invention has been ex-
plained abovoin reiation to transforring data by radio to
or from a single game machine. However, alternatively
there may be a plurality of game machines, arranged
into ona or more networks of electrically connected ma-
chines. Fach network may optionally alsa include othar

components, such as other cash or token oparated ma-
chines or data collators and storage davicas. The ona
or more networks may transfer data off-site or batween
themseives by radio. In the latter case this means that
even physically separated natworks at a single site (a.
g. on different storeys of the same building) can be co-
ordinated.

[0048] Specifically, in a fitth aspect the invention may
provide a network of game machines (e.g. cash or token
operated machines), each inciuding:

payment receiving means: and
maans for analysing usage of the machine to gen-
erate usage data:
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said machines being arranged in one or more
groups of electrically connected groups, each group be-
ing provided with a radio communication device for re-

celving and/or transmitting signals carrying said usage
data (e.g. off-site or to another of the groups).
[0049] Sixth. saventh and eighth aspectsof tha inven-
tion relate to transferring data into or out of a game ma-
chine or a nelwork ci game machines by providing them
with an interface for communicating with a physical re-
cording medium. In the case of the sixth and seventh

aspects of the invention, the data is input to the game
machine or network of game machinas to configure the
machino(s). Profarably, the data is accompaniad by da-
ta identifying the operator {tha holderof tha recording
medium).

[0050] Specifically, in a sixth aspect, the invention
proposes thal a (e.g. cash or taken operated machine}
game machine having payment receiving means in-
cludes 4 reader interlace tor reading data from a phys-
ical recording medium, the data including configuration
data for determining operation of the machine.
[O081] Preferably, the recording medium is a smart
card, and the reader interface is a smart card reader de-

Vice for reading data from the smart card.
[0052] By means of the invention, an operative can
instal! a néw game machine by supplying it and thenal-
lowing it 10 read configuration data trom the recording
medium io configure it. Since the data is read from a
racording medium, the installation is relatively simpie
compared to inserting extra mechanical components in-
to the machine.

{9053} Furthermore, the recording medium (smart
card) preferably incluces identification data identifying
the halder of the recording medium. The garne machine
may slore this identification data, so thal in ihe fulureit
is possible to determine which operative set up the ma-
ching. Alternatively or additionally, if the game machine
is parl of a network of game machines, it may cammu-
nicate the identification data out of tha game machine
into the network, so that (0.9. at a central location) the
identity of the operative may be chackad and optionally
racorded, Since the operative must supply the icentifi-
cation data in order to complete the set-up of the game
machine, the systern is open to less abuse than the con-
ventional system deseribad above. Furtharmore, the
identification data can be used to checkthat the correct

recording medium (smart card) is being used, thus re-
ducing the chance of an srror being madein set-up.
[0054] In a further aspect, the invention proposes a

natwork of game machines, aach machine having pay-
mant receiving means and baing electrically connected
to at least one coordinating device (9.g. at a central lo-
cation of the site), the coordinating device including a
rgader interface for reading data from a physical record-
ing madiurn, the data including configuration data for de-
termining operation cf the network.
[0088] The recording medium raad by the coordinat-
ing device may carry the jocal information about the site,
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for example the price per unit of the game. The coordi-
nating unit may transfer this data to the machinefs), for
example when the machineis first installed or when the

machine is first turned on. Thus, the recording mediurn
read by the coordinating device may function as a key
for the contrel of the entire network

(9056] Preferably the recording mscium read by the
coordinaling device contains identilicalion dala, so thal
itcan be checked thatit is the correct recording medium

mits such a small arnount of data into a network that
telecommunicalions may be adequate to transmit the
data cut ci [he network, even if the game machinesin
the eight aspeci of the invention are capable of trans-
mitting @ high level of data into the network (e.g, a game
machine according to thefirst aspect of the invention) a
nelwork aécording te the eighth aspectof the invention
is capable of lransmilling i} oul.

[0062] [In aninthaspect, the presentinvention propas-
tor'that network. This makesit more difficultto incorrect- 72 6s a network of
ly configure the network by Using the recording medium
of another site. one of more game machines, aach machine inelud-
[0067] Proforably, the sixih and seventh aspects of ing a writable memory dovice and cach machine
the invention are combined, so that both a coordinating generating data characterising the operation of ihe
device (server) of a network has an interface for reading 75 machine:
from the first recording medium, and at least one cash al laast one collating device in two-way communi-
or taken operated game machina includes an interface eation with the machines and including a writable
for reading data from a (e.g. respective) second record- memory device, the collating device receiving said
ing medium. The installation of a new game device can data from the machines, writing data to its memory
then involve a coordinated process in which the opera- 20 device, and re-transmitting data to the machinesto
tiva inserts a second recording medium into the game storeit in the raspective memory devicesofat least
machina(s}, which transmits information to the coordi- one (prelerably more than one) of the machines,
nating device, to identify the type of game machine wherebyif there is a power failure to one of the ma-
which has 5een inserted. The coordinating device reads chines or to the collating davice the datais notlost.
local information from the first recording medium, and 25

transmits it back to the game machineta configureit to (0063) Preferably, the collating davice also processes
operate according to the local standards. the data, and it is the processed data which it stores in
{0058] The sighth and ninth aspects of the invention its own memory device and stores in the raspective
gachrelate to methods of handling reliably and econom- memory devices of at least one of the machines.
ically within a network a high volume of generated data, 30 [0064] Alternatively, instead of or in addition to the
such as the volume of data which can bs generated by network including the collating device (andthe data stor-
one or more game machines according to the first as- age device associated with the collating device), one or
pact of tha invention. mers of the machinas may each include data storage
fO05¢]=In an eighth aspect, the present invention pro- means (¢.g. mamory) for storing the type of data which
poses a nelworkof: 36 would otherwise be lransmilted on ihe nelwork.In elfect

the data storage means can act as a buffer to store data

one of more game machines, aach machine gener- relating to certain events or a certain time period, for
ating data characterising the operation of the ma- example for latar or periodic transmission over the net-
chine; work.

al least one cojlating device reeciving said data 40 [0065] The feature of the data storage moansis also
from the machines and including a data storage de- particularly advantageous whare some ar all of the ma-
vice, the collating device further including a writer chines each include an external data port via which data
interface for transferring the cata to a recording me- can be accessed other than over the network.
dium. [0066] in practical embodimenis, this may be used for

45 manual callaction of the data e.g. at periodic intarvals.
[0060] The present invention makes it possible to Fer example, someone could connect to the data port a
transfer large amounts of data economically out of a nat- data collection device ¢.g. a hand-held unit and go to
work by incrementally, e.g. periodically, transferring it io each machina in turn coilacting the appropriate data
a recording medium. Thus it makes possible for exam- The data thus stored by the hand-held unit can than be
pla economical transmission out of the network of the §@ processed remotely. In some embodiments, the data
volume of indicator data which ona or more game ma- collection unit may also write data to the data storage
chines according to the first aspect of the invention can means, for example, the date andtime at which the data
transmit inte the network, and which may then optionally is collected, The internal clock of the data collection
be sent to a producer of game software. means may of course not be consistent with the clock
[9061] In other words, in the eighth aspect of the in- 55 of the network and so ft could cause problernsif these
vention the machines are prefarabiy game machines ac- two ciock times were canfused. Accordingly, the data
cording to the first aspect of the invention. That is, in - storage means preferably records the clock time of the
contrast to a conventional game machine which trans- hand-held storage device and comparesit to the current
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clack time according to a natwork.
[0067] A further aspect of the present invention re-
lates to the architecture and/or topology of the network
used to link the machines. More particularly, the network
includes a piurality of machines and each machines is
linked io at least one other machine. Preferably only one
of the machines (or one point on the portion of the net-
work connecting Ihe machines lo each olher) is in lurn
also connected to a controller 6.9. a server. The server
may De connected e.g. viaa PSTN, ADSL or ISDN link
fo an external network. As described previously, the
server may then be used to read and/or write data to

each or all of tho machines. This topology enables im-
proved data communication as compared tothe prior art
topology.
[0068] As mentioned previously, ane or more of the
machinesin the natwork may in fact be substituted by
radio communication means for radio communication

with equipment not directly included in the network.
Preferably the machines of the network are connected
in @ line |e. each of the machines is connected to only
two other machines with the exception of the two ma-
chines one al each end of the network which are of

course connected to only oné machine. Preferably the
or each end of the network is terminated in a suitable

impedance. Preferably each machine raceivesall ol the
data being transmitted on the network. Ina separate em-
bodiment the machines may be connectedin a loop i.e.
gach machinesis connected to only two other machines.
[9069] As a separate aspect, one or more of the ma-

chines in a network may each include backup power
supply means e.g, one or more batiaries. The purpose
of such a backup powersupply is of course to enable
some or all of the machine to continueto be able tofunc-

lion in the evenl of a mains power supply failure. Pref-
erably the network controller includes power manage-
ment means for managing the power consumption of a
machine connected to the network in the event that the

machine is disconnected from mains power, Preferably
in the event of such a disconnection, the machine af-

fected sends a suitable notification signal to the contro}-
lar. The controller may then instruct the machine te ter-

minate certain functions whilst maintaining other func-
tions in order to conserve power consumption. Typically,
the functions which willbe maintained will be those re-

lating to monitoring the security of the machine e.g. a
tarmper alarm etc.
[O070} The term "payment receiving means" is used
throughout this documentto include a cain receiving ce-
vice (e.g. having a coin authenticating function), a ban-
knote receiving device, a token receiving device which
raceives a pre-purchased token raprasenting money or
a credit or debit card (which is hars regarded as a kind
of token). In fact, it includes any device by which the
user can pay to usa the machine, or by which a signal
is transmitted to the machine (e.g. through a network)
to indicate that the user has paid to use the machine.
{0071] Preferably the game machine cf the invention
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is A gaming machine, and includes payment dispensing
maans, euch as coin dispensers, tokan dispensers, or
means for transmitting a signal to an external device
which acts on the signals to make a paymentto the user.
The game machine preferably includes inforrnation out-
put devices (lighis, souncers, spinning reels, etc), and
information input devices (butions, arms, pedals, ete).
[0072] Il will be apprecialed that while (he above as-
pects have been explained in relation to game ma-
chines, preferably each orall are also applicable more
generally to coin or token operated machines.

[9073) Any of the above aspects of the invention may
be used in canjunction with any or all of the other as-
pecis.

[0074] Embodiments of the invention will now be de-

scribed, for the sake of example only, by reference to
the accompanying figures, in which:

Fig. 1 shows schematically a first game machine ac-
cording to the invention:
Fig. 2 shows schernaticaliy a network of cash or to-
kan operated machines:

Fig. 3 shows a second game machine according to
the invention.

Fig. 4 shows a prior art network:
Fig. § shows a second smbodiment of a network of

the machines according to the present inyention.

[0075] A first embodiment of a game machine 1 ac-
cording to the invention is shown schematically in Fig.
1. It includes a coordinator unit (gate) 3 which coordi-
nates transfer of data between a mamory device 5 and
& processor 7 (which mayin fact consist of several phys-
ically separate processing units). The memory 5 in-
cludes al least a component of wrileabla memory.
[0076] The processor may for example bea Hitachi
32bit microprocessor fram the family known as Super
"H®, The gate 3 may be a custorn gate array. This gate
is also able to provide a high speed muti alement inter-
changeinterface for external I/O devices. The interface
runs at §571KHz and can fully service all external re-
sources in 128uS. The main system processor 7 has no
connection with this process,ail transfers are performed
by tne ASIC and data is read or written directly toAram
tha main battery backedstatic RAMs.

[0077] The game machine also includes a payment
raceiving device 9 (e.9. a coin receiver), and cutout de-
vicas such as sounders and lights (not shown). These
may all ba controllad by tha procassor 7, for example

via the coordinator unit 3.
[oo78}] The game machine further includes a sman
card reader 15, which can read data from a smart card

inserted inte it. The smart card data includes set-up da-
ta, for example setting a first configuration of the game
machine, and/or portions of game software. The smart
card dala further includes identification cata identifying
the holder of the smart card.

[0079] The game machine further includes an inter-
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face 17 for interlacing the game machine with leads 19
which connecl the game machine to 4 coordinating/col-
lating device {"server") 21 (described below in relation
to Fig. 2). ;

(9080) The coordinator device can read data (e.g.
game sofiware) from the network through electrical
leads 19 and transferil into the mamory 5 withoutinter-
action by the processer7 (2 g, on a lime scale which is
independent of the clock speed of the processor 7).
[0081] Onreceiving data trom a smart card using the
reader 15, the game machine can exchange dala via
the intorfaco 17 with the rest of the notwork, for oxamplo
to sond information ta tha coordinating device 21 to
identify the game machine. In particular, the identifica-

EP 1 074 955 A2 14

tifying the game machine 1, for example data charac-
terizing its requirements. Also, at this time the coordi-
nating device 21 receives via the cables 19 from the
game machine(s} identitication data from a smart card

read by the game machine. The coordinating unit 21
may store this identification data in a storage device 29,
or alternatively transmit it (e.g. by telephoneline 33), to
the suppiier of game machines lor example.
[0088] A smartcard stored on-site can be read by the
reader 31 ta insert a local information inte the network,

The coordinating device 21 may transmit this focal in-
formation via the cables 19 to machines 1, 27, 40.
[0088} information may be sent out of the network, co.
g. to an sacent network of equivalent form, using ap-

tion data on the smart card may be stored within the 7 fionalra: -erial 35.

memory device 5 and/or in the data storage davice [Go90} on it is decided to update the software in
which is part of the coordinating device 21. the gam: —=chines, this can be done by a telephone
{0082] The game machine further includes a racio re- signal tra .oitied by the supplier of games software
ceiver and transmitter, including an aerial 11 and signal
processing device 13.

[8083] The coordinator 3 may transmit cata (e.g. sta-
tistical data) oul of the game machine using radia sig-
nals transmitted by the aerial 11. |t may receive data via
radio signals received by the aerial 11. These radic¢ sig-
nals may include contral instructions (¢.g. when the
game machine is turned on or off) and/or game soft-
ware, The coordinator 3 can transmit the game software
imo the writeable portion of the memory 5.
[0084] The aerial 11 and processor 13 may, infact, be

20

25

along telepnone cable 33 to the coordinating device 21,
which re-transmits it along cable 19 to the game ma-
chine 1, where the game softwareis transferred through
interlace 17 and coordinator unit 3 to the memory 5.
(209%) !n use, the gama machines 1 generate large
volumes of data (e.g. at least tans of Kbytes), and this
is transmitted (e.g. alter a temporary storage in the
memory cevice 5) via the interface 17 to the network

through cabie 19, so thatit is received by the coardinat-
ing device 21, optionally collated (a.g._ formatted and an-
alysed)}, and stored in the storage device 29. Accurnu-

technologically compatible with a mobile telephone net- 32 lated data may be transferred using adala writing device
work. Thus, an operator of the game machine may be 37 to. a recording medium such as a diskette orzip disk,
able to transmit or receive radio signals using a conven- 80 that the recarding medium can be transferred to the
tional movile telephone network, for exampie by dialling writer of games software to enabie improvements to be
a telophone number associated with the game machine. made. Although as shown above, the smart card reader
Similarly, the radio apparatus 11,13 may be able todial 35 3% and lhe wriler 37 are separate unils, it is allernatively
up the gana machine operatorby transmitting a dialling possible to form them as a single unit which both reads
request to a conventional mobile telephone network. from and writes to a recording medium.
[0085] Turning te Fig. 2, a network of coin operated {0092] The coordinating device (6.9. periodically)
machines is shown, including a plurality of game ma- backs up the data stored in the storage device 2a by
chines 7 illustrated in Fig. 2. Tho notwork further in- 40 copying it to at least ono of the game machines 1 to ba
cludes an aerial 23 and corresponding signal processar written into the memory 5. Thus, ovenif the memory de-
25 for receiving data transmitted from an on-site game vicas 29,5 are volatile the radundaneyof storage means
machine which is not in electrical contact with the net- that the network as a whole is less vuinerable to loss of

work {as cescribad below in relation to Fig. 3), and a power (or ather influences) at one or more points in the
cash or token operatad machine 27 whichisnotagame 5 network. Optionally, the storage devica 29 can be omit-
machina. in the figure, the various machines are shown ted and the systern can rely antirsly on the memory de-
connecied to the coordinating device 21 by 4 single ca- vicas 5 of ihe game machines 1.
bia 19 arranged along a closad path, but there may in [0093] The game machine shown in Fig. 3 is a ma-
fact be many cables arranged in other formations (sae chine such as @ pool table In which the game is not con-
for example Fig. 5}. 60 trolled (or only to a limited extent) by a processor, A
[0086] The coordinating device 21 includes a proces- measuring device 110 (e.g. an optical switch tor count-
sor 22 a dala storage device 29, asmart card reader 31, ing coin input) ts provided for obtaining measurements
a connection to a telephone jine 33 and an aerial 35. about the insertion of money inte a payment receiving
[0087] The coordinating unit 21 receives various data device (not' shown) of for measuring characteristics of
from the game rnachines | via the cables 19.Forexam- 68 the play. The measuring device 110 transtars data to a
ple, it may receive set-up dala transmitted by the game processor 117 which processesif, and transmits it toa
machines from the smar card operator. At the same signal proceséer 113 for generating a radio signal to be
time, the coordinating device 21 may receive data iden- transmitted from the gama machine using aeriat 111.
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The signal transmitted from aerial 111 is raceived by the
aerial 23 of the network {shown on Fig. 2), decoded by
the unit 25 and transmitted to the coordinating unit 21.
Thus, the coordinaling unit 21 is able to derive informa-
tien (e.g. financial information) fram the gare machine
40 without a wire connection existing between the game
machine 40 and the coordinating unit 21,
[0094] Fig. 4 shows a prior arl nelwork used to con-

nect four gaming machines 400. Each of the gaming ma-
chines 400 is connected directly to a server 402 which
in turn may be connected to a lelaphoneline for trans-
mission of data out of the natwork. Such a network typ-
ically had a maximum transmission rate of 1200 board.
[0085] By way of contrast, Fig. 5 shows a second em-
bodiment of a network according to an aspect of the
prasent invention. 4 central contrallar or server 500 is
connected or connectable to an external network 502

{for example a PSTN of (SDNlink). The server 500 also
includes a smart card device 504 for reading or writing
data to a suitable smart card.

[0086] Three game machines 506, 508 and §10 are
connected to the network and thereby indirectly con-
nacted te the controller 500. As will be seen, machine

508 is effectively connected to both machines 506 and
510. Machine 506is effectively at one end of the network
and is therefore connected only to machine 508. Ma-
chine 540 is connected to machine 508 and a AF base

station 512 which can be considered to take the place
of a further fourth machine. Base station 512 is effec-

tively at the other end of the network and is therefore
only connected to machine 510.
(G097] Associated with RF base station 512 is an RF
Unit 514 which may be located in a further machine, pos-
sibly one which does not have ready access to mains
power lor example a pooltable. Effeclivety therefore the
pool table or other remote machine is incorporated into
the network via an FF tink between the base station 512
and the unit 514.

[8098] As willbe seen from Fig. 5, the network can be
considorad to be in a *horsoshoe" arrangement and tha
raspective andes of the network are larminated by imped-
ance terminations 516, 518. The impedance of tarmina-

tions 516, 518 may be selected or adjusted so as to min-
imise reflections in the network.

f0099] Infact, as willba seen in Fig. &. tha machines
506, 508, 510 and RF base station 512 are not connect-

ed directly to each other by single cable runs bul instead
are interconnected via a series of junction boxes 520,
522, 524 and $26. Machines 506, 508 and 510 are as-

sociated with junction boxes 520, 522 and 526 raspec-
tively, whilst commander 500 is connected to the re-
mainder of the network via junction box S24.
[0100] The embodiments above have been given for
the sake of example only, and various modifications are
possible within the scope of the inventian.
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Claims

t. A game machine including:

payment féeceiving means:
a writeable memory:

a processor for processing game software
slored in the memory; and
an interface for receiving game software from
outside the game machine, and writing it to the
memory.

A network including a plurality of game machinos
according to claim 1 and a serverfor transferring
the game software to the game machines.

A natwork according to claim 2 wherein the server
is provided wih a plurality of gamas selected ones
of which are transferrable to selected machines for

the users to play.

A cash or token operated game machine, having a
data interface for transferring data into and/or out
of the machine ata data rate of at least 10,000 baud.

A machine according to claim 4 wherein the inier-
face is usable to transmit indicators characterizing
tha operation of the game software including any
one or more of (i) data characterising when the ma-
chine is used, (ii) data on the timings at which the
user insers money or operates information input
devices, {iii) the state of the display and/or sound
generated by ihe machine at times when the Liser
inserts Money or operates Information input devic-

. 88, (i¥} linancial infomnmalion concerning the cash or
tokens received by the machine, and (v)} data con-

cerning the internal running of the game software.

A machine according to claim 4 wherein the inter-
faco is usablo to transmit enough information to re-

construct a play of the garns.

A machine according to claim 5 or claim & wherein
the information is transmittable in real time (as the

gameis played)or is stored in a memory and trans-
mitted periodically or in responseto a triggering sig-
nal received from outside of the machine.

A machine according to any one of claims 4 to 7
wherein the interlace includes data storage means

anda backup power supply meansin order toretain
data in the data storage means in the event of a
mains powerfailure.

A cash or token operated or game machina includ-
ing:

payment receiving means;
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means for analysing usage of the machine to
generate usage data; and

a radio communication device for transmitting
signals carrying said usage data out of the ma-

EP 1 074 955 A2 18

chine includes a writeable memory device and the
collating device is in two-way communication with
the machines and includes a writeable memory de-
vice, the collating davice including means for re-

chine. s caiving said data from the machines and writing da-
ta [6 Its memory device, and meansfor re-tranamit-

10. A machine according to claim 9 which is not pow- ling data to the machinesto storeit in the respective
ered by muins electricily, memory devices of al least one of lhe machines,

wherebyif there is @ power failure to one of the ma-
17. A machine according to claim @ or 10 including 70 chines or to the collating device the data is notlost.

means for storing information relating to operation :

of the machine and wheroin the communication de- 20. Anctwork according to claim 18 or 19 whergin some
vice is usable to transmit this stared information po- or ali of the machines cach include an oxtornal data
“iodically or in response to an interrogation signal. port via which data can be accassed other than over

8 the network.

12. A machine according to claims 9 to 11 wherein the

communication device is also capabie of receiving 21. A network including a plurality of gama machines,
radio signals. wherein each machineis linked to at laast one other

machine and only one of the machines is in turn
13. A network including a machine according to any of 20 connected to a controlar.

élaims 8 to 11 and a radio receiver and/or transmit-

ter for recaipt and/or transmission ot radio signals 22. A network according to claim 21 wherein aach of
to/from ihe machine. the machines is connected to anty two other ma-

chines with the exception of two machings one at
14. A cash or token operated machine or game ma- 28 each end of the network which are connected to on-

chine including a reader interface for reading data ly one machine.
from a physical recording medium, the data inciud-
ing configuration data for cetermining operation of 23, Anatwork according to claim 22 wherein the or each
the machine. end of the network is terminated in @ suitable im-

30 pedance,
15, A machine according to claim 14 wherein the ré-

cording medium is a smart card, and the readerin- 24. A network according to claims 21 to 29 wherain
terface is asmant card reader device for reading da- gach machine receives all of the data being trans-
ta from the smart card. mitted on the network.

38

16. A machine according to claim 14 or 15 wherein the 25. Anetwork according to claims 21 to 24 wherein one
recording medium includes identification data iden- or more of the machines includes backup power
tifying ths holder of the recording medium. supply means.

17. A networkincluding a plurality of cash or token op- 40 26. Anotwork according to claim 25 wharein a network
srated machines being slectrically connected to at controlier includes power management means for
least one coordinating device, the co-ordinating de- managing the power consumption of a machine
vice including a reader interlace for reading data connacted to the network in the event that the ma-
trom a physical recerding medium, the data inelud- chine is disconnected from mains power.
ing configuration data. 45

18. A network including one or more cash of token op-
érated machines, each machine including:

means for generating data characterising the 52
operation of the machine;

at least one collating device receiving said data
from the machines andincluding a data storage
davice, the collating device further including a
writer interface for transferring the datatoare- 55
cording medium.

19. A network according to claim 18 wherein each ma-
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Fig. 3
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(54) Data transfer devices and methods

{57} In one aspect, the present invention provides a
network of gamne machines (506, 508, §10, 514) inctud-
ing a central controjler (500). The central contralier is
useable to receive data from the game machines and

also lo Lransmit data lo lhe game machines, for example
to upload new or corrected software te the game ma-
chines. Some of the game machines may be connected
to the network via radio link (512}. Higher baud rates,
such as 10,000 baud, are acheivable with the network

of the present invention.  
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j TheSearch Division considers that the presani Europeanpatent application does not comply with the
requirements of unity of invention and relates to several Inventions or groups of inventions, namely:

1. Claims: 1-13, 18-20

1.1. Claims: 1-3

Claims 1 to 3 deal with the problem of transmitting
came software to a gaming machine (9.7, 1.17-19) by
providing an interface for receiving game software
from outside the machine and writing it to a memary.

1.2. Claims: 4-8

Claims 4 to & deal with the problem of transferring a
sufficient amount of data into and/or out of the game
machine for allowing identification of flaws im the
software (p.9, 1.21-14 and p.10, 1.14-16) by providing
an interface for transferring data at arate of at
Jeast 10,000 baud.

  
1.3. Claims: 9-13

Claims 9 to 13 are directed at easily integrating one
or more game machines into a network (p.il, 7.20-21)
by providing the game machine(s) with a radio
communication device from transmitting data out of the
machine(s).

1.4. Claims: 18-20

Claims 18 ta 20 deal with the problem of handling a
high volume of generated data reliably and
economically within a network (p.19, 1.14-15) by
providing a collating device with a writer interface
for transferring data to a recording medium.

2. Claims: 14-17

Claims 14 to 17 aim at a simple installation of a new game
machine / a network of game machines (p.17, 1.4~9) by
reading configuration data from a physical recording medium.

3. Claims: 21-26

Claims 21 to 26 deal with an improved data communication
(p.23, 1.1-4) by providing a network topology where each
game machine is linked te at Jeast one other game machine
and only one of the machines ts jn turn connected to a
controller.
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(54)

(57) Acentrallzed gaming system comprises a cen-
tral server system and a plurality of display terminals re-
mote from and linked to the central server system. The
central server system includes a master game server, a
game execution server, and a database server, The
master game server stores a plurality of games of
chance. Each game Includes respective game play soft-
ware and respective audiovisual sofiware. In response
to ane of the games being selected for play at one of the
display terminals, the game play softwarefor the selact-
ed game le loaded from the master game serverinto the

 
 

Centralized gaming system with modifiable remote display terminals

game execution server and |s executed by the game ex-
ecution server to randomly select an outcome, The au-
diovisual software for the selected game is selectively
executed at the display terminalto visually represent the
outcome on a display of the display terminal. The data-
base server coliecls game activily data based on the
outcome and maintains such data for report generation

and player tracking purposes. The master game server
may evaluate the collected game activity data and, in
turn, modify one or more of the display terminals for
maximizing earnings and target marketing.
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Description

FIELD OF THE INVENTION

ware. in yet another technique, the new software can
be downloaded to the gaming machine from either the
central server of apersonal computer temporarily linked
to the gaming machine. This downloading technique fa-

jao01] The present invention relates generally to 5 cilitates modifications to ihe game software in that It
gaming syslems and, more particularly, Lo a centralized dees nol require removal of lhe gaming machine and
gaming system wilh modiliabie remote display lermi- does nol require service personnello visil Ihe gaming
nats. machine site or the gaming machine itself, Nonetheless,

the procedure for downloading the new game software
BACKGROUND OF THE INVENTION 70 to the gaming machine across a communications link

can be time-consuming and subject to security con-

[o002} Heretofore, gaming systems have generally cerns. The machina is generally out of service and
been decentralized daspite the presence of a central therefore not generating any revenues during the time
server, !n such systems, the central serveris linked to at which the new software is being downloaded. Also,
a pluratity of gaming machines. In response to awager, 15 regulated gaming jurisdictions may be reluctant to per-
the gaming machines execule game software to ran- mit new software to be downloaded to the gaming ma-
domly select an cutcome and awarding an appropriate chine without some assurance that the downloaded
payout based on the outcome. The game software re- software complies with local regulations. Therefore, the
sides in memory located within the gaming machines. downloaded software may need to be verified and au-
Accounting meters and a random number generater 20  thenticated.
may reside in either the machines or the centrat server. [0006] Fourth, decentralized gaming systems typical-
The above-described arrangement suffers from numer- ly limitthe games availabie for play on each gaming ma-
ous drawbacks. chine. Because different casino players are attracted fo

[0003] First, if a gaming machine malfunctions and/or different types of games of chance, a player mayfindit
suffers an unplanned powerloss, game activity data at 25 difficult to locate a garning machine configured to play
the time of powerloss can be difficult to precisely track. his/her preferred game. Haratofore, the player generally
Untracked data may void a payout for a valid outcome has had to walk around and search the casino floor for
that occurred just prior to the loss of pawer. Also, be- the preferred gaming machine.lf the playeris part of a
cause the game software resides in the gaming ma- group and different members of the group wish to play
chine, the gaming machine must be re-booted and must 3¢ different games, the members of the group have had to
initialize the game software when brought back online. split up to play their preferred games.
[e004] Second, because live and historical outcome [0007] Although more centralized gaming systems
data are stored In the gaming machine, itcan be difficult have heretofore been proposed, such proposed sys-
to generate reports concerning the activily ol each gam- lems have merely incluced a central game bank con-
ing machine. Such data must be individually download- 35 taining multiple gaming machines playable with nand-
ed from each gaming machine. To generate a campre- held units plugged into “plug and play pods" remote tram
hensive report of all gaming machines, the downloaded the central game bank, If one of the gaming machines
data mustthen be combined. in the central game bank is being used by one of the
[9005] Third, techniques for modifying or replacing remote handheld units, the system does not allow that
the game software in the gaming machines are ganer- 40 gamingmachine tobe selected by anotharof the remote
ally inconvenient, time-consuming, and expensive. In handheld units for play at the same time. Thus, the cen-
one technique, the entire machine is cisconnected from tral garne bank is net a true multi-user game server, but
the central server and replaced with a new machine. rather provides a limited one-on-one system where
This invelves the shipment of machines to and from a each gaming machine Inthe central game Dank can only
gaming establishment and requires the services of an 45 be used by one of the remote handheld units at a time
appreciable numberof skilled and semi-skilled service [0008] A need therefore exists for a centralized gam-
personnel. The service personnel must Identify the ma- Ing system that overcomes one or more of the afcre-
chines to be replaced, jacate the machines on the gam- mentioned shortcomings associated with existing gam-
ing establisament floor, and then replace the existing ing systems
machines with the new machines. In anothertechnique, 52
the memory chip{s) containing the software is replaced SUMMARY OF THE INVENTION
with new software. Once again, the service personnel
must identify the machines to receive the new memory [OG09} In accordance with the present invention, a
chip(s}, locate the machines on the gaming establish- centralized gaming system comprises a central server
ment floor, and then replace the existing memory chip 34 system and a piurality of display terminals remote fram
{§) with the new memory chip(s). Also, any game-spe- and Jinked to the central server system. The central
cific elements (6.9., artwork, button labals, efc.) must be server system inciudes a master game server, a game
replaced so that the machineis tailored to the new soft- axecution server, and a database server. The master

2
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gameserverstores a plurality of games of chance. Each
game includes respective game play software and re-
spective audiovisual sotiware. In response to one ofthe
games being selected for play at one of the display ter-
minals, the game play software for the selected game
is foaded from the master game server inlo the game
execution server and is executed by (he game execulion

serverto randomly select an outcome. The audiovisual
software for the selected gameis selectively executed

at the display termina! to visually represent the outcome
on a display of the display terminal. The database server
collects game activity daia based on the outcome and
maintains such data for report generation and player
tracking purposes. The master game server may eval-
uate the collected game activity data and, in turn, modify
one or more of the display terminals for maximizing
earnings and target marketing.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The foregoing and other advantages of the in-
vention will become apparent upon reading the following
detailed description and upon reference to the drawings.

FIG. 1 is a block diagram of a centralized gaming
system embodying the present invention.
FIG. 2 is a block diagram of a game avaiiabie for
play on the centralized gaming system.
FIG. 3 is an isometric view of a smart card terminal

employed in the centralized garning system.
FIG, 4 is an isometric view of a remote display ter-
minal employed in the centralized gaming system.
FIG. 5 is a side view of the remote display terrninal.
FIG. 6 is a [low diagram of a method of configuring
remote display tenninals in the centralized gaming

system te maximize earnings.

[0011] While the invention is susceptible to various
modifications and alternative forms, specific ermbedi-
ments have been shown by way of example in the draw-

ings and will be described in detail herein. It should be
understood, however, that the invention is not intended

to be limited to the particular forms disclosed. Rather,
the invention is to cover all modifications, equivalents,
and alternativesfalling within the spirit and scope of the
invention as defined by the appended claims.

DESCRIPTION CF ILLUSTRATIVE EMBODIMENTS

[6012] Turning now to the drawings andreferring ini-
tially te FIG. 1, there is depicted a centralized gaming
system comprising a central server system 10 and aplu-

rallty of remote display terminals 12, ,. The remote
display terminals are identified hereafter by the reter-
ence numeral 12, whether referring tc one terminal or
multiple terminals. The central server system 79 in-
cludes a master game server i4, a multi-user game ex-
ecution server or play engine 16, and database server

TO

1s

20

25

30

og

40

50

55

18. The servers 14, 16, and 18 may be physically

housed in separate boxes externally linked to each other
by transmission iines or wireless technotogy, or may be
physically housed in acommon bex and internally linked
by wires and/or computer bus architecture, or may run
on the same hardware.

[0013}9The piuralily of remole display lermina!s 12 are
linked to each other and the central server systern 10

by a high-speed local or wide area network using a data
transfer protocol such as 100Base-T Ethernet or Gigabit
Ethernet, which support data transfer rates of 190 meg-
abits per second and 1 gigadlt persecond, respectively.
Alternatively, the remote display terminals 12 and the
central server system 10 may each be outfitted with
transceivers that support two-way wireless communica-

tion. Each remote display terminal 12 is assigned a re-
spective permanentidentification number (PIN) for iden-
tifying the terminal 12 to the central server system 10

and allowing the central server system 1C to address
the terminal 2.

[0014] The master game server 14 stores master cop-
ias of all games of chance available for play on the re-
mote display terminals 12 The games of chance may,
for example, include slots, poker, blackjack, kene, and
bingo. The games are preferably stored in nonvolatile,
read-only memory such as a hard drive, CD, DVD,etc.
foots] As best shown in FIG. 2, each game of chance
20 may be defined as inciuding two components: exe-
cutable audiovisual software 20a and executable game
play software 20b The audiovisual seitware 20a in-
cludes all audiovisual routines of the game 2D and all

game-related I/O functions except for peripreral /O
functions that are not game specific. The audiovisual
routines selectively play audio and visual resources to
manage the content of visual images displayed by a re-
mote display terminal 12 on which the routines are ex-
ecuted and the content of sounds emitted from speakers
of the terminal 12. The game play software 20b, which
includes underlying game play routines invelving math
tables, a random number generator, metering, auditing,
ate., manages the game play execution for the game 20.
The outcome randomly selected by the game 20 is
stored in the database server 18. Referring back to FIG.
1, in response to a player's request at one of the remote
display terminals 12 te play a game, the masler game
server 14 downloads the audiovisual software 20a for

that game to the requesting terminal 12 and loads the
game play software 20b for that qame into the game ex-
ecution server 16,

[0016] The game execution server 16 contains the
game piay software of all games currently selected for
play (Le., games in session) at the remote display ter-
mings 12. As stated above, the game play softwareis
loaded from the master game server 14 into the game
execution server 18. If tha same game is selected for
play at more than one of the remote display terminals
12 atthe sametime, the gameplay softwareutilizes true
multi-user procedures so that only one copy of the game
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play software for that garne need be leaded into the
game execution server 16.
[0017] The database server 18 stores any data to be
maintained and usec to generate reports. Such data
may, for example, include live and historical game ac-
tivily dala and accumulaled accounling meters. The
game aclivily data includes Lhe oulcomes randomly se-
lected! by the games played on each terminal 12. The
accounting meters store credits in. credits out, credits

may be battery-backed random access memory. The
secondary storage buffer 24b may be a hard drive or
dise storage used only for buffering/caching. The sec-
ondary storage butfer 245 contains the audiovisual soft-
ware 20a (see FIG. 2) for the jast N number of games
selected for play al [he associaled lerminal 12, where N
depends upon slorage capacily. For example, the slor-
age buffer 24b may contain the audiovisual software for
the fast ten games selected for play at the associated

played, credite won, etc. for each of the remote display 7? terminal 12. Alternatively, the storage buffer 24b may
terminalis 12. The data residing in the database server contain sufficient storage capacity to contain the audic-
18 may be marked with the PIN of the terminal 12 that visual software of all the games stored in the master
genorated the data. The database server 18 may,in game server 14.
turn, include an openinterface for player tracking or gen- [0020] After a player at a remote display terminal 12
erating audit reports. The audit reports may be organ- #5 has redeemed any credits remaining on terminal 12 and
ized by record type, terminal PINs, game name, game the terminal 12 has remained idle far a predetermined
type (slots, poker, keno, bingo, etc.), or some other cri- period of time ranging from a few secondsto a few min-
teria. utes, the remote display terminal 12 may be configured

[0018] The multi-game remote display terminai 12 al- to notify prospective players as to the games available
ijows a player atthe terminal 12te play any ofthe games 2? for play on the remote display terminal 12. Toward that
of chance stored inthe master game server 14. Far ex- end, the remote display terminal 12 displays a game se-
ample, if the master game server 14 contains eighty- lection menu with a plurality of game selection indicia If
seven slot games, ten poker games, one blackjack the remote display terminal 12 has not remainedidle for
game, one keno game, and one bingo game, any of the predetermined period of time, instead of the game
these one hunecred games may be played at each re- 25 selection menu the tenninal 12 may display the primary
mote display terminal 12 even if the same gameis al- screen ot the last game played on the terminal 12.
ready being played al another one of the remote dispiay [9021] To play one of the games available for play on
terminals 12. Because the central system 10 is a true the remote display terminal 72, a new player selects one
"server of game software utilizing multi-user proce- of the game selection indicia on the game selection
dures, the same game or different games canbe simul- 32 menu. If the video display of the remote display terminal
taneously played on different ones of the remote gaming j2 is outfitted with a touch screen, the player makes this
terminals 12. Each time a gameis selected for piay on selection by touching the video display at the iocation of
one of the remote dispiay terminals 12, the game play the game selection indicia for the gamethe player wish-
sofiware for the selecled gameis loaded [rom the mes- es to play. Allernatively or in addilion, the remole cisplay
ter game server 14 into the game execution server 16 35 terminal 12 may include physicai lighted push-buitens
and run on the game execution server 16. If the same or other meansfor selecting the game selection indicia.
gameis selected for play on multiple terminals 12 at the The push-buttons are arranged relative to the game se-
same time, the game play software for the selected lection indicia in such a way that visually associates the
game is merely loaded into the game execution server push-butions with respective ones of the gameseiection
16 the firet time the game is solected. The game play 42 indicia.
software utilizes multi-user procedures to accommo- [0022] In response to selecting one of the game se-
date players at different tarminals 12 who wish to play lection indicia, the remote display terminal 12 sends a
the same gameat the sametime.In an alternative em- messageto the master game server 14 identifying the
bodiment in which the gameplay software does not uti- sending terminai's PIN and the selected game(including
lize multi-user procedures, the game play software for 45 the version of any audiovisual software residing in the
the selected gameis loaded inte and run on the game secondary storage buffer 24b). If the audiovisual! soft-
execution server 16 each time the game is selected ware for the selected gameis buffered in the secondary
such that multiple copies of the game play software for storage buffer 24b and the master game server 14 ver-
the same game are simultaneously running on the game ifies that the buffered version matches the version
execution server 16. 50 stored in the master game server 14, the master game
(0019) The remote display terminal 12 includes a cen- server 14 loads the gameplay software for the satected
tral processing unit (CPU) 22 and memory structure 24. game into the game execution server 16 and directs the
The GPU 22 includes the terminal's operating system, remote display terminal 12 to {oad the buffered audio-
which is responsible for managing general peripheral |/ visual software from the secondary storage buffer 24b
O functions such as bill validators, coin mechanisms, 58 into the primary storage unit 2da.
printers, hoppers, ete, The memory structure 24 preter- [0023]=If the correct version of the audiovisual soft-
ably includes a. primary storage unit 24a and a second- ware is not buffered inthe secondary storage buffer 24b,
ary storage butter 24b. The primary storage unit 24a the master game server 14 may immediately update any
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buffered version with the correct version by download-
ing the correct version of the audiovisual software to the
secondary storage buffer 24b of the appropriate remote
display terminal 12. Alternatively, the master game serv-
er 14 may directthe remote cisplay terminal12 to Inform
ine player thal the selecled game is temporarily unavail-
able and implement the updale process according lo a
predefined schedule. The schedule may callfor updates
on all or groups of the remote display terminals 12 at
predetermined times, such as during off-peak hours.
[0024] With the game play software loaded into the
game execution server 16 and ihe buffered audiovisual
software loaded inio the primary storage unit 24a, the

game execution server 16 proceeds to execute the
game play software for the selected game initially, the
game execution server 16 directs the operating system
of the remote display termina! 12 to execute an audio-
visual routine that will display tne main screen of the se-
lected game. If, for example,the selected gameincludes
a multi-line, five-ree! video siot game, the main screen
may include five symbol-bearing reels, game session
meters, and various on-screen "soft" buttons for placing
wagers, cashing out, obtaining help, and initiating play.
The game session meters vary from game Io game but
with respect to slots, for example, may include credits,
line bet, total bet, and paid.
{0025} Next, the player places a wagerat the remote
dispiay terminal 12. To be able to place a wager, the
player must add credits to the "credits" meter for the re-
mote display terminal 12 on whichthe player wishes to
play, Toward that end, the centralized gaming sysiem
preferably prormotes wagering without cash, i.e., cash-
less gaming, fo minimize the needfor service personnel
Io visil Lhe remote display terminals 12, Te realize wa-

geéring without cash, smart card terminals 26 of the type
illustrated in FIG. 3 are interspersed throughout the

gaming establishment.Alternatively, cashless gaming
may be accomplished by other means such astickets/
coupons, magnetic cards, or the like.
[0026] Seferring briefly to FIG. 3, tha smart card ter-
minal 26 includes a smart card reader/dispenser 28, a

cash acceptor 30, and a cash dispenser 32. To obtain a
smart card prior to playing at one of the remote display
terminals 12, the player deposits cash (bills) into the
cash acceptor 90. After the desired amount of cash has
been deposited, the player presses a vend card button
34 to cause the terminai 26 to dispanse a smart card
fromihe smart card dispenser 28. The smart card is em-
bedded with a microcontroller having a memory storing

funds corresponding te the amount of cash depositec
into the smart card terminal 26. The use of srnart cards

for cashless gaming is advantageous over other cash-
less media, such as credit cards, because smart cards

generally heighten a player's awareness of funds spent.
[0027] [nan alternative embodiment, the smart card
not only serves as a funds handling card Dut also serves
as a player tracking card. To be able to track the player,
the smart card terminal may include a player interface,
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such as a keyboard and/or a touch screen, that allows
the player to enter player tracking information. The play-
ef tracking information may belimited to persenal iden-
tification information or may include additional details
such as play data as disclosed in U.S Patent No,
5,179,517 lo Sarbin et al. and player preference dala as
disclosed in U.S. Patent No. 6,110,047 lo Walker etal.

Instead of vending new smart cards at the smart card
terminal 26, the gaming system may require the player
to obtain @ new smart card directly from a registration

authority in the gaming establishment, which acquires
the player tracking information prior te tendering the
smart card. The piayer tracking information is preferably
stored in a personal record residing in the database
server 18 in FIG. 1 or a separate player tracking data-
base coupled to the open interface of the database serv-
er 18. The smart card stores a personalidentifier for ad-

dressing and accessing this personal record. if the
smart card terminal 26 only accepts smart cards but
does not vend new cards, then the player inserts his or
her smart card {obtained from the registration authority)
into the smart card reader 28 prior to depositing cash
into the cash acceptor 30.

[0028] Aeferring back to FIG. 1, to place a wager at
the remote display tenninal 12. the player inserts his or
her smart card into a card reader (see FIG. 4) of the

remote display terminal 12. The remote display terminal
12, in tum, sends a message to the game execution
server 16 identifying the sending terminal's PIN, the per-
sonal identifier on the smart card, and the amount of

funds on the smart card. The personal identifier is used
to address and access the player's personal record in
the player tracking database and thereby implement
player tracking functions in a manner heretofore known
in the art. The game executian server 16 updates its
game session meters based on the amountof funds on
the smart card, and then directs the operating system
of the remote display terminal 12 to correspondingly up-
date the terminal's on-screen game session meters. The
actual funds maystill raside on the smart card, which is
locked in the terminal's card reader, but the amount of

funds is visually represented on the main screen so the
player is aware of the amount offunds on the card and
available for gama play. Alternatively, the funds may ac-
tually be electronically transferred from the smart card
to the game execution server 16.
[0029] Next, the player enters a wager amountvia the
touch screen or push-buttons on the remote display ter-
minal 12. If the selected game includes a multi-line, five-
reel video slot game, the player's wager includes the
numberof pay lines to play and the wager amount per
pay line The remote display terminal 12 displays the
number of pay lines played on the terminal's on-screen
"ines" meter, the wager amount perpayline on the "bet
per line“ meter, and the total wager amount on the "total
bet' meter.

[0030] To spin the reels simulated on the video dis-
play, the olayer presses a "play" or "spin reels” button
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on the remote display terminal 12. The remote display
terminal 12, in tum, sends a message to the game ex-
ecution server 16 identifying the terminal's PIN, the
number of pay lines played, ihe wager amount per pay
line, and the Instruction to play. The game execution
server 16 updalesils game session melers and then di-
racis lhe aperaling system of lhe remole display lermi-
nal 12 to correspondingly update the terminal's on-
screen game session meters. Using a random number
generator (ANG) in the game play software, the game
execution server 16 randomly selects an outcome tor
ihe selacted gama. The outcome may, for exampie, be
represented by a particular set of reel stap positions and
a payout for a symbel combination along each active
pay line. The outcomeis randomly selected from a plu-
rality of possible outcomes. The payouts depend upon
the probability of occurrence of the respective outcomes
such that the lower the probability of occurrence of an
outeome, the higher the payout awarded for that cut-
come. The payout may. of course, range from zero to a
yalue much greater than zero, A pay table identifies the
non-zero payouts and the outcomes corresponding to
those payouts and may be accessed by pressing a "pay
table" button an the remote display terminai 12.

[0031] After randomly selecting an outcome, the
game execution server 16 updates its game session
meters based on the payout for that outcome. To report
the outcometo the player, the game execution server
16 sends a messageto the remote display terminal 12
identifying the outcome. Based on the outcome, the re-
mote display terminal 12 executes audiovisual routines
that will display a simulation of spinning reels, stop the
reels at the stop positions corresponding to the selected
outcome, and updale Lhe vaiues in (he terminal's on-
screen game session meters to correspondto the serv-
er's game session meters.

[0032] The above-described process for executing &
game selected for play on the remote display terminal
12 is repeated until the player wishes to stop playing the
game and "cash out" any eredits remaining on the "cred-
its" meter. To cash out, the player presses a “collect”
button on the remote display terminal 12. The remote

display terminal 12, in turn, sends a message to the
game execution server 16 Identifying the sending termi-
nal's PIN and the cash out instruction. The game exe-
cution server 16 responds by updating its game session
meters, modifying the amount of funds on the card to
correspondtothe'credits* meter, and instructing the ter-
minal's card reader to unlock and dispense the smart
card. The database server 18 updates its aecumulated

accounting meters based on the completed game ses-
sion and may, from limeto time, also update its aecount-
ing meters during a game session. if funds remain on
the smart card, the player can insert the smart card into
a smart card terminal 26 of the type depicted in FIG. 3
and collect the funes in the form of cash dispensed from
the cash dispenser 32.

[0033} In one embodiment, the remote display termi-
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nals 12 only permit cashiess gaming and therefore con-
tain no bill validators, no coin mechanisms,and no hop-
pers. If the player uses up all the funds on the smart
card, the smart card is autornaticatly dispensed from the
card reader so that the player can take the card to a
smart card lerminat 26 (see FIG, 3) and load additional
funds onio the card. In an allernalive embodiment, the
remote display terminals 12 include bill and/or coin ac-
ceptors for the sole purpose of loading funds onto ihe
card should the player use up the existing funds. With
this arrangement, the player neednot leave the remote
display terminal 12 to reload. In yet anotheralternative
ernbodiment, the cill and/or coin acceptors can addition-
ally be employedto directly toad funds onto the credits"
game session meterfor the remote display terminal12.
[0034} In addition to being linked te the remote display
terminals 12, the certtrai server system 10 is optionally
linked by the local or wide area computer network to a
progressive controller 33, 4 display controller 35, and/
ora linked game controller 37. The progressive control-
lar 33 establishes a common progressive jackpot based
on wagers placed atthe remotedisplay terminals 12 and
awards the jackpot to a player at one of the terminals
12 based on predeterminedcriteria such as a highly un-
likely outcome triggered by that termina! 12. The display
controller 35 may control various overhead video cis-
piays for displaying the amount of 4 progressive jackpot,
displaying a shared bonus game or bonus arnounttrig-
gered by one of the remote display terminals 12, repro-
ducing the images appearing on one of the terminals 12
such as 4 terminal 12 in a bonus mode, attracting atten-

tion to the terminals 12 or a particular bank ofthe tarm!-
nals +2,or just generally Increasing the level of excite-
mentin Lhe gaming esladlishment. The display contral-
ler 35 may also selectively illuminate various overhead
non-video signs such as neonsigns.
[0035] The linked garne controller 37 may be integrat-
ed into the game execution server 16 or may be a sep-
arate hardware componentlinked te the game execu-
tlon sarver 16. Tho linked game controller 37 praterably
allows individual terminals 12 or groups of terminals 12
to play a common gamefeature in which the terminals
compete against each other or play together toward a
common goal. If the terminals compete against aach
other, each terminal may be assigned a respective vis-
ual element such as a character, symbol, or thelike. For
example, if the visual elaments are horses, race cars,
or runners, the participating terminals may complete
against each otherin a race where movementof the vis-
ual elements along the race track is entirely rancom or
based on subsequent wagers or outcomes on the par-
ticipating terminals. If the terminals play together toward
acommengoal, achievementof that goal may generate
a bonus shared by the participating terminals. The bo-
nus may be distributed to the participating terminals in
equa! or unequal shares, depending upon the extent to
which each terminal contributec toward the achieve-

ment of the common goal. The common game feature
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may be depicted on a large central display and/or par-
ticipating terminal displays under the control of the
linked game controller 37.
fo036} Participation in the common game feature py
a terminal 12 maybe triggered by either the linked game
controller 37 or the lerminal 12. The linked game con-
trojler 37, for example, may trigger participation al ran-
dorm or predetermined timesof day. The terminal 12 may
trigger participation of that terminatin the common game
feature in response ta a special start-feature outcome
generated by the game played yia the terminal 12, ora
player's election to participate in thecommen gamefea-
ture. Also, one terminal's participation may cause one
or more other terminals te also participate in the com-

mon game feature.
[0027] FIGS 4 andSillustrate one embodiment of the
remote display terminal 72. In this embodiment, the re-
mote display terminal 12 includes upper and lowerdis-
plays 36 and 38. The upper display 36 is preferably a
flat panelvideo display mounted to a vertical support 40
and selected from a group consisting of a liquid crystal
display (LCD), plasma display, field emission display,
digital mieromirrer display (DMD), dot matrix display,
vacuum florescent display (VFD)}, etc. While the remote
display terminal12s in an attract mode, the upper video
display 36 may be used to depict billboard indicia for
attracting attention to the terminal 12. While a playeris
playing a game at the terminal 12, the upper video dis-
play 36 may continue to display thebillboard indicia, or
may alternatively display special effects or secondary
gameplay features.
[0038] The lowerdisplay 28 may be any of the afore-
mentioned video displays, a CRT, or 4 plurality of me-
chanical slol reels viewable through a display window.
if the lower display 38 is a video display, it is preferably
outtitted with a touch screen. While a player is playing

a gameat the terminal 12, the lower display 38 displays
primary gameplayfeatures (e.g, slot reels, poker cards,
keno beard, bingo board, etc.) according te messages
fram the game execution server 16 identifying routines
of the tarminal's audiovisual software that should be ex-

ecuted (see FIG. 1}.
[0039] The remote display terminal 12 includes a gen-
erally horizontal support 42 for housing the lower dispiay
38, a smart card reader 44, and the electronics of the
CPU 22 and memory structure 24 discussed in connec-
tion with FIG. 1. The horizontal support 42 is preferably
hinged to the vertical support 40 such that it can be ro-
tated upwardly as shown 5y an arrow in FiG. & to permit
aceess the electronics within the horizontal support 42
via an access panel on a lowerside of the support 42.
f0O40} The remote display terminal 12 also includes
a swivel seat 46 mounted to a honzontal seat support

48, The seat support 48 contains a footrest 50 beneath
the horizontal support 42 and extends forwardly from the
vertical support 40.
{0041] The present invention hes several advantag-
es, First, because the central server system 10 in FIG.
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1 executes the game play software, malfunctions or un-
planned power losses on the remote display terminals
12 generally do not affect game outcomes. The central
server system 10 itself is redundantly protected from
such problems. Further, game developmentis simpil-
fied.

[0042] Second, because historical dala is centrally
stored in the database server 18 in FIG. 1, the central

server system 10 facilitates generation of reports con-
cerning the activity of the remote display terminals 12.
Using off-the-shelf database tools manufactured by
such companies as Oracle Corporation, such reports
can be easily generated and organized as desired.
[0043] Third, the present invention facilitates modlfi-
cation to the games available for play via the remote dis-
play terminals 12, Because games are centrally stored
onthe master gameserver 14, a gameis easily changed
by simaty updating the software residing in the master
gameserver 14. Modifications or updates do not require
the entire software to be installed in each of the remote

display terminals 12 in what would be a time-consuming
process subject to elevated security concerns.
(0044) Fourth, due to the ease of modifying the games
available for play via the remote display terminals 12,
the remote display terminals 12 may be configured to
maximize earnings using the method depicted in FIG.
6. More specifically, the remote display terminals 12
may ba arrangedin a plurality of banks (groups) coupled
to the central server system (steps 100 and 102). The
terminals 12 in the same bank may have a common

characteristic, such as the type of game (slots, poker,
bingo, keno, ete.), game theme, minimum wager for
playing a game,volatility of a game, payback percent-
age, etc. Based on the hisiorical data collected in the
database server 18 (step 104), i may be determined
that certain banks perform better, e.g., are played more
frequently or earn mere money, than other banks. This
determination may be explained by market research
and/or by evaluating the performance statistics of cer-
tain games when placedin different banke (step 106).
Using a graphical user interface at the master game
server, the master game server 14 may then be contig-
ured te modify the selection, content, and/or math of
games available to each terminal 12 according to pre-
determined criteria, such as performance(e.g., frequen-
cy of play or money earnings), time, lacation of terminal,
or various player or casino preferences (step 198). If,.
for example, it is determined that low volatility slot
games with a low minimum wager(e.g., 5 cents) are
mast popular when available in Bank X% near the front
doorof the gaming establishment batweenthe hours of
6 pm and 11 pm, then the master game server 14 may
be configured to modify the games available for play via
the terminals 12 in Bank X te be iow volatility slot games

with a low minimum wager between 6 pm and 11 pm.
The master game server14 is preferably linked to a dis-
play fer graphically presenting the programmed config-
uration to an operator and allowing the operatorto easily
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modify the configuration. Modifications can preferably
be done not only on a bank-by-bank basis, but also a
terminal-by-terminal basis. Thus, the earnings generat-
ed by the remote display terminals 12 can be maxi-

in response to a player's selection of that game. The
secondary storage buffer 24b is therefore eliminated,
but at the expense ef a more time-consuming download
from the master game server 14.

mized. 3 [0051] Further, instead of executing the gare play
[0045] Fillh, ihe remote display lerminals 12 may sim- soflware in lhe game execulion server 16, Ine game play
ilarly be configured for targel marketing. For example, sollware may be downloaded from the master game
terminals 12 near the front door may offer a new game server 14to arequesting remote display terminal 12 and
to bring the gameto the attention of prospective players locally executed by the terminal 72. In other words, the
and get players acquainted with the game. 10 game execution server 16 in FIG. 1 can be eliminated,
[0046] Sixth, to facilitate a player's ability to play a va- and the game play software can reside in and be exe-
riety of games on a remotedisplay terninal 12 without cuted locally by the terminal 12, Whether the game play
having to search the casine floorfor his or her preferred software is executed remotely by the game execution
game, the terminal 12 may be configuredto offer a large server 16 in FIG. 1 orlocally by the terminal 12, the ter-
numberof games. By buffering the audiovisual software #5=~minal 12 already includes a central processing unit with
but not the game play software for each game, the re- memory suchthat few additional components would be
mote display terminal 12 may be constructed to have required for the terminal 12, and nat the central game
sufficient memory capacity to accommodate the large execution server 16, to locally execute game play soft-
number of games. To the extent that the games cn the ware.
remote display terminal 12 have a wide range of char- 2 [0052] Each of these embodirnents and obvious var-
acteristics, the games may be arranged in e heirarchy iations thereof ts contemplated as falling within the spirit
of primary and secondary game selection menus to em- and scope of the claimed invention, whichis set forth in
phasize those gamesthat will maximize earnings as dis- the follawing claims.
cussed above.

[9047] Seventh, the remote display terminals 12 are 25
reliable and require minimal maintenance because they Claims
have few parts that are easily repaired if a problem
should oecur. 1. Acentralized gaming system, comprising:
f9048] While the present invention has been ce-
scribed with reference to one or more particularembod- 3? a central server system storing a4 plurality of
iments, those skilled in the art will recognize that many games of chance and including a play engine;
changes may be made thereto without departing from and
the spirit and scope of the present Invention. a plurality of remote display terminatslinked to
[0049] For example, ihe game of chance selected [or the centrai server system, each remote display
play on a remote display terminal 12 may include mul- 39 terminal including a display;
tIlple stages involving more interaction between the
game and the player than justthe initial wager. Video wherein in response to one of the games be-
draw poker, for exarnple, requires the player to select ing selected for play at one of the remote display
which cards to held and which cards to diseard after the ierminais, game piay software fer the selected
initial deal. Likewise, many slot games include bonus 4¢ gameis loaded inte and executed by the play en-
features triggered by certain outcomesin the main slot gine to randomly select an outcome, and the out-
game and requiring the player to select from multiple comeis visually represented on the cisplay of the
game playing eiements. Such interactive games require one of the remote display terminals.
multipnia messages between the game execution server
16 and the remote display terminal 12 where the game 45 2. The gaming system of claim 1, wherein each game
execution server 16 may need to update its game ses- includes audiovisual software, and wherein in re-
sion meters in mid-game, randomly select an outcome, sponse to one of the games being selected for play
and remotely request the operating system of the termi- at one of the remote display terminals, the audia-
nal 12 to changeits display based on the outcome more visual software for the selected game is download-
than once during the game. 50 ed frem the central server system to the one of the
[0050] In addition, instead of buffering the audiovisual remote display terminals and is selectively execul-
software in the secondary storage buffer 24b for each ed at the one of the remote cisplay terminalsto vis-
of the gamesavailabie for play on a remote display ter- ually represent the outcome on the display of the
minaj 12 and then loading the auciovisual software for one of the remote display terminals.
a selected game from the secondary storage buffer2dp 35
into the primary storage unit 24a, the aucicvisual soft- 3. The gaming system of claim 1, wherein each game
ware for the selected game may be loaded intothe pri- includes audiovisual software selectively executed
mary storage unit 24a from the master game server 14 at the one of the remote cisplay terminais to visually
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represent the outeome on the display of the one of
the remote display terminals.

The gaming system of ciaim 1, wherein the game
play software includes a random number generator
for randomly selecting [ne oulcoma.

The gaming system of claim 1, wherein each remote
display terminal includes upper and lowervideo dis-
piays, the upper video display depicting billboard in-
dicia, the lower display visually representing the
outcome.

The gaming system of claim 5, wherein the upper
display is a flat panel disolay selected from a group
consisting of a liquic crystal display (LCD), plasma
display, field emission display, digital micromiror
dispiay (DMD), dot matrix display, and vacuum flo-
rescent display (VFI).

A centralized gaming system, comprising:

a central server system storing a plurality of
games of chance and including a play engine;
and

adisplay terminal remote from and linked to the
central server system;

wherein in response to one of the games be-
ing selected for play at the display terminal, game
play software for the selected gameis loadedinto
and executed by the play engine to randomly select
an outcome, and the outcomeis visually represent-
ed on a display of lhe display lerminal.

The gaming system of claim 7, wherein in response
to one of the games being selected for piay at the
display terminal, audiovisual software for the select-
ed gameis downloaded from the central server sys-
tem te the display tarminal and is selectively exe-
cuted at the display terminal to visually represent
the outcome on the display of the display terminal.

The gaming system of claim 7, wherein audiovisual
software for the selected gameis selectively exe-
cuted at the display terminal to visually represent
the outcome on the cisplay of tha display terminal.

The gaming system of claim 7, wherein in response
to one of the games being selected for play at the
display terminal, the display terminal informs the
central server system of a version of any audiovis-
ual scfiware for the selected game already residing
in the display terminal; and wherein if the version is
up to date, the audiovisual sottware Is selectively
executed at the display terminal te visually repre-
sent the outcome on the display of the display ter-
minal; and wherein if the version is not up to date,
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updated audiovisual software for the selected game
is downloaded from the central server system ta the

display terminal andis selectively executed at the
display terminal to visually represent the outcome
on the dispiay of the display terminal.

The gaming system of claim 7, wherein in response
to one of the games being selected forplay at the
display terminal, the centrai server system com-
pares versions of audiovisual software for the se-
lected game residing in the central server system
and the display terminal; wherein if the versions
match, the audiovisual! software is selectively axe-
cuted at the display terminal to visually represent
the outcome on the display of Ine display terminal,
and wherein if the versions do not match, the audi-

ovisual software in the central server system is
downloaded to the display termina! and is selective-

ly executed at the dispiay terminal te visually repre-
sent the outcome on the display of the display ter-
minal.

Acentralized gaming system, comprising:

a central server system including @ master
game server and a gameexecution server, the
master game serverstoring a plurality of games
of chance; and

€ display terminal remote from and linked to the
central server system;

wherein in fasponse to one of the games be-
ing selected fer play at the display terminal, game
play software for the selected game /s loaded Irom
the master game server into the game execution
server andis executed by the game execution serv-
erta randomly select an outceme, and the outcome

is visually represented on a display of the display
terminal.

The gaming system of claim 12, furtherincluding a
database server for storing game activity data
based on the outcome.

A centralized gaming system, comprising:

@ central server system including a master
game server and a game execution server, the
master game serverstoring e plurality of games

of chance, eachof ihe games including respec-
tive game play software and respective audio-
visual software: and

a display terminal remote from and linked to the
central server system,

wherein in response to one of the games be-
ing selected for play at the display terminal, the
game piay software for the selecied game ts loaded
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from the master game server into the game execu-
tion server and is executed by the game execution
server to randomly select an cutcome, and the au-
diovisual software for the selected game is selec-
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ing the audiovisual software from the central server
system to ihe one of the display terminals prior to
the step of selectively executing the audiovisual
software.

tively executed at the display terminal to visually =
represent the oulcome on a display of the display 21. The method of claim 17, further including compar-
lerminal. ing versions of audiovisual sollware for (he selecled

game residing in the central server system and the
15, The gaming system of claim 14, wherein in re- one ofthe display terminals; if the versions match,

"spongeto one of the games being selected for play 10 selectively executing the audiovisual software at
at the display terminal, the master game server the one of the display terminals to visually represent
compares versions of the audiovisual software for the outcome on the display of the oneof the display
the selected game residing in the master game terminals; and if the versions do not match, down-
server and the display terminal; wherein if the ver- loading the audiovisual software in the central serv-
sions match, the audiovisual software is selectively 15 ar system to the one of the display terminals and
executed at the display terminal to visually repre- selectively executing the audiovisual software at
sent ihe outcome on the display of the display ter- the oneof the dispiay terminals to visually represent
minal: and wherein if the versions do not match, the the outcome on the display of the one of the display
audiovisual software in the master game serveris terminals.
downtoaded to the display terminai andis selactive- 20
ly executed at the display terminaito visually repre- 22. Amethod of executing a game of chance, compris-
sent the cutcome on the display of the display ter- ing:
minal.

providing a central server system including a
16. The gaming system of claim 14, further including a 25 master game server and a game execution

database server for storing game activity deta server, the master game server storing a plu-
based on the outcome. rality of games of chance,

providing a plurality of display terminals remote
17. A method of executing a game of chance, compris- from and linked to the central server system;

ing: 30 receiving a players selection of one of the
gamesto be playad at one of the display termt-

providing a central server system storing a plu- nals:
rality of games of chance and including a play loading game play software for the selected
engine; game [rom the masler game server inlo ihe
providing apturality of display terminals remote 35 game execution server,.
from and linked to the central server system, executing the game play software in the game
receiving a player's selection of one of the execution server to randomly select an out-
games to be played at one of the display termi- come: and
nals; visually representing the cuicome on a display
foading game play software for the selected 40 of the ang of the display terminals.
gameinto the play engine; .
executing the garne play software in the play 23. The method of claim 22, further including selectively
engine to randomly select an outcome; and executing audiovisual software for the selected
visually representing the outeame on a display game at the one of the dieplay terminals to visually
of the one of the display terminals. a5 represent the outcomeon the display of the one of

the display terminals.
18. The method of claim 17, wherein the step of exe-

cuting the game play software includes generating 24. Themethodofclaim 23, further including download-
a random numberfor randemly selecting the out- ing the audiovisual software from the central server
come. 50 system to the one of the display terminals prior to

the step of selectively executing the audiovisual
19, The method ef claim 17, further including selectively software

executing audiovisual software for the selected
game at the one of the display terminals to visually 25. The method of ciaim 22, further including compar-
represent the outcome on the display of the one of 55 ing versions of audiovisual software for the selected
the display terminals, gameresiding in the central server system and the

one of the display terminals;if the versions match,
20. The method of claim 19, further including download- selectively executing the audiovisual software at

10
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26.

27.

28.

29,

30.

31.

32.

19

the one ofthe display terminalsto visualiy represent
the outcomeon the displayof the one ofthe dispiay
terminais; and if the versions do not match, down-
loading the audiovisual software in the central serv-
er system to the one of the display terminals and
selectively executing lhe audiovisual software at
the one af the display terminals to visually represent
the outcome on the display of the one of the display
terminals.

The method of claim 22. wherein the central server

system includes a database server, and further in-
cluding storing game activity based on the outcome
in the database server.

A game-on-demand gaming system, comprising:

a central server system storing a plurality of

games of chance; and
aplurality of gamingterminais remote from and
jinked te the central server system,

wherein in response to one of the games be-
ing selected for play at one of the gaming terminals,
the central server systern downloadsat ieast some
software for the selected game to the one of the
gaming terminals so that the game can be played
via the one of the gaming terminalis, the selected
game being concurrently playable via anotherof the
gaming terminals.

The gaming system of claim 27, wherein the down-
loaded software Inciudes game play software.

The gaming system of claim 27, wherein the down-
loaded software includes audiovisual software but

not gamepiay software

The gaming system of claim 27, wherein each gam-
ing terminal includes a video display for cisplaying
a plurality of game selection indicia associated with
the respective games.

The garning system of claim 30, wherein the plural-
ity of game selection indicia are displayed on the
viceo display in response to the gaming terminal be-
ing idle for a predetermined period of time.

Amethod of operating gaming terminals, each gam-

ing terminal being remote from and linked to a cen-
tral server system storing a plurality of games of
chance, the method comprising:

receiving a player's selection of one of the
games to be played at one of the gaming ter-
minals; and

downloading at least same software for the se-
lected game from the central server system to

20

25
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a5

40
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50

55
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33.

34.

35.

36.

a7.

38.

39.

41.

42.

20

the one of the gaming terminals so that the
game can be played via the one of the gaming
terminals, the selected game being concurrent-
ly playable via anotherof the gamingterminals,

The method of claim 32, further including receiving

a wager al the one of lhe garming Lerminals to play
the selected game.

The method of claim 32, wherein the downloaded

software includes game play software.

The method of claim 32, wherein the downloaded
software includes audiovisual software but not

game piay software.

The method of clairn 32, further including executing

the selected garne to randomly select an outceme,
and visually representing the outcome on a display
of the one of the gaming terminals.

The method of claim 32, further including displaying
a plurality of game selection indicia associated with
the respective games on a clsplay of each gaming
terminal.

The method of claim 37, wherein the displaying step
eccurs in response to the respective gaming termi-
nai being idle for a precetermined period of time.

A mathod of configuring remote garning terminals
that permit games of chance io be played in re-
sponse to a wager, comprising:

coupling the remote gaming terminals to a cen-
tral server system;

generating game activity data at the remote
gaming terminals;
transmitting the game activity cata to the cen-
tral server system;
evaluating the gameactivity data; and
using the central server system to modify the
remote gaming terminals based an the game
activity data.

. The method of claim 39, wherein the game activity

data is selected from a group consisting of frequen-
cy of play of the remote gaming terminals and eam-
ings generated by the remote gaming terminals.

The method of claim 39, wherein the step of evalu-
ating the gameactivity data is performed by the cen-
tral server system.

The method of claim 39, wherein the step of evalu-

ating the geme activity dala is performed by a de-
vice or person external to the central server system.
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47.

48.

49.
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51.
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The method of claim 39, wherein the step of using
the central server system to modify the remate gam-
ing terminals includes modifying the games of
chance thal can be played via the remote gaming
terminals.

The method of claim 39, wherein Lhe slep of using
the central server system to modify the remote gam-
ing terminals includes modifying one or more of the
following:

aselection of the games of chance available for
play via tha remote gaming terminals, menus
identifying the garnes of chance available for
play via the remote gaming tenminals, the con-
tent of the games of chance, and math tables
associated with the games of chance,

The method of claim 39, wherein the remote gaming

terminals are arranged in groups, and wherein the
step of using the central server systemfo modify
the remote gaming terminals includes modifying the
remele gaming terminals in the same group in a
similar manner.

. The method of claim 39, wherein the step of using

the central server system to modify the remote gam-
ing terminals includes making a modification effec-
tive for a limited period of time.

A gaming system comprising:

a plurality of remote gaming terminals for gen-
eraling game activity dala in response to
wagers on games of chance played via the re-
mote gaming terminals;
acentral server system for recefving the game
activity data and modifying the remote gaming
terminals based on the game activity date, the
central server system being coupled te the ra-
mote gaming terminals; and
meansfor evaluating the gameactivity data ra-

ceived by the central server system.

The system of claim 47, wherein the game activity
data is selected from a group consisting of frequen-
cy of play of the rernote gaming terminals and earn-
ings generated by the remote gaming terminals.

The system of claim 47, wherein the central server
system includes the means for evaiuating the game
activity data. :

The system of claim 47, wherein the central server
system modifies the games of chance that can be
played via the remote gamingterminals.

The system of claim 47, wherein the central server

_1B31577A2_ |»
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52.

53.

54,

22

system modifies one or more of the following: a se-
lection of the games of chance availabieforplay via
the ramote gaming terminals, menus identifying the
gamesof chance available for play via the remote
gaming terminals, the content of the games of
chance, and math tables associated wilh the games
of chance.

The system of claim 47, wherein ihe remote gaming
terminals are arranged in groups, and wherein the
central server system modifies the remote gaming
terminals in the same group in a similar manner.

The system of claim 47, wherein the central server
system makes a modification to the remote gaming
terminals effactive for a limited period of time.

A method of configuring remote garning terminals
that permit games of chance to be played in re-
sponse to a wager, comprising:

coupling the remote gaming terminals to a cen-
tral server system; and
using the central server system te modify the
remote gaming terminals.
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DATA GENERATED BY THE
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SERVER SYSTEM
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Master game server stores a plurality of games of
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ware and respective audiovisual software. in response
to one of the games being selected for play at one of the
display terminals, the game play software forthe select-
ed gameis Joacied fromm the master game serverinto the

Centralized gaming system with modifiable remote display terminals

game execution server and is executed by the game ex-
ecution server to randomly select an outcome. The au- |
diovisual sofiware for the selected game is seieclively
executed atthe display terminalto visually represent the
outcome on a display of the display terminal. The data-
base server collects game activity data based on the
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turn, modify one or more of the diaplay terminals for
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Gaming executed on a central station and accessed by means
of remote display terminals.

2. Claims: 27-3¢ |

Concurrent gaming on remote terminals enabled by download of
game software.

3. Claims: 39-64

Reconfiguration of gaming terminals from a central station
accordtng to data gathered cancerning gaming activity. 

   
5 Zynga Ex. 1002, p. 159

Zynga v. IGT
IPR2022-00368

4ORt RFA Ey



Zynga Ex. 1002, p. 160
                Zynga v. IGT
            IPR2022-00368

EP 1 231 577 A3

ANNEX TO THE EUROPEAN SEARCH REPORT
ON EUROPEAN PATENT APPLICATION NO. EP O1 40 2888

This annex lists the patent family Members relating to lhe patent documents cited in the sbove—mentioned European search report,
The members are as contained In the European Patent Office EOP tlle on
The Europaan Patent Office is in no way liable for trese particularswhich are merely given for the purpose ol alomation.

30-10-2002
 

 

  
 

Patent document Publication ‘| Patent farnily | Pubheatandled in search report Gal: member(s} ate |

EP 843272 A 20-05-1998—RU 2095112 C1 10-11-1997
RU 2162790 C1 20-01~1998
EP 0843272 Al 20-05-1998
WO 9705557 Al L3-O2~-1997
US 6117011 A 12-09-2000

US 6117013 A 12-09-2000 BE 19502613 Al 01-08-1996
AT 184721 T 15-10-1999
AU 6664296 A {4-98-1996
BR S606B47 A 25-11-1997
CA 2211297 Al 01-08-1996
CN 1174620 A 25-02-1998
Ce 9702296 Aa 17-12-1997
DE 59603068 D1 21-10-1999
WO 9623289 Al 01-08-1996

EP 0806024 Al ‘{2-11~1997
FI 973046 A 19-09-1997
HU 9860695 AZ 28-07-1998
JP 10512984 T (}8-12-1998
NO 973385 A 05-09-1997
PL 321544 Al 08-12-1997
SK TQ1397 A3 04-02-1998

WO 9941718 A 19-08-1999 CZ 9800434 A3 15-03-2000
Al 2148299 A 30-08-1999
wo 9941718 Al 19-08-1999

WO 0025281 A 04-05-2000 US 2002019260 Al 14-02-2002
Au 1100600 A 16-05-2000

BR 9914897 A 17-07-2001
EF 4125263 Al 22-03-2001 |
wo DO25281 Al 04-05-2000

US 5917725 A 29-06-1999 CA 1245361 Al 22-11-1988
DE 3522136 Al 09-01-1986

GB 2161629 A ,B 15-01-1986
GE 2194369 A .B 02-03-1988
Hk: 101792 A 24~12-1992
HK 138793 A 24-12-1993
JF 2112763 ¢ 21-11-1996
JP 8029189 B 27-03-1996
JP 61076182 A 18-04-1986
US 5083271 A 21-01-1992

3 EP 1004970 A 31-05-2000 AU 5401399 A 20-04-2000
; EP 1Ob4970 Az 31-05-20007

& For mote details aboul tiie annex. - see Official Journal of the European Patent Office, No. 12/82

s Zynga Ex. 1002, p. 160
BNSDOCID: <EP, | 12316773 i_> Zynga v. IGT

IPR2022-00368



Zynga Ex. 1002, p. 161
                Zynga v. IGT
            IPR2022-00368

RANIERASIR, oon

EP 1 231 S77 A3

ANNEX TO THE EUROPEAN SEARCH REPORT
ON EUROPEAN PATENT APPLICATION NO. EP O1 40 2888

TS annex lists the palant tamily menibersreiating to tre patanl documents cited in (he above-menticned European search recert,
The members ate as contamed mm tha European Patent Office EDP fe on
The European Patent Office is in no way liable for these particulars which ara merely gven for the purpose ol nformation.

 

 

30-10-2002

weneia napa eine tenn es oa teara a aPatient document i Publican Patent family Puthcationcited in se@6rech report | Gatr | mamber(si l datefestermeteaenentcane reer tenaee eeneect eee fererrmimeriereiines mime cpiruarater, Ceih

EP 1004970 A ZA 9906467 A 17-04-2000

us 5759102 A Q2-06-1998 AU 705117 Bz 13-05-1999
Au 1267097 A 21-08-1997
US 6135887 A 24-10-2000

US 4652998 A 24-03-1987 NONE

EP 556846 A 25-08-1993 JP 5228259 A 07-09-1993
JP 5237265 A 17-09-1993
JP 3391634 B2 16-07-2002
oF 5324509 A 07-12-1993
IP 3268838 B2 25-03-2002
IP 6044269 A 18-02-1994

JP 3268839 82 25-03-2002
JF 6044159 A 18-02-1994
JF 6044160 A 18-02-1994
AU 672770 82 17~10-1996
AU 3912193 A 19-08-1993
CA 2069774 Al 19-08-1993

CH 1076537 A .B 22-09-1993
DE 69329160 D1 14-09~2000
DE 69329160 T2 11-01-2001
EP 0556840 Az 25~08- 1993
EF 0962900 Az 08-12-1999
ES 2148187 T3 16-10-2000

§ 5547202 & 20-08-1996 |
 

  

aaa ettas t

 
Zynga Ex. 1002, p. 161

Zynga v. IGT
IPR2022-00368



Zynga Ex. 1002, p. 162
                Zynga v. IGT
            IPR2022-00368

muneee
Ref. 3/6

BUNDESREPUBLIK (@ Offenlegungsschrift @ tnt. ci:
peurscniann@DE 19941504 A1 folie

 if GOBE 161:00 ‘

@) Aktenzeichen: 199 41 504.8 ‘
G Anmetdeteg: 31. 8. 1999 l

DEUTSCHES Offenlegungstag: 1. 3.2001 ‘

PATENT- UND ‘
MARKENAMT ‘

b
t

@) Anmelder: @ Erfinder:
Internet Special Services Inc., Appenzell, CH Meier, Viadimir, Dr, 82008 Unterhaching, DE

Vertreter:

Brase und Kollegen, 82319 Starnberg 
Die folgenden Angaben sind den vom Anmelder oingersichten Unterlagen entnommen

Verfahren zur Durchfihrung von Spielen iber das Internet
Verfahren zur Durchfiih rung von Sptealen Uber das Inter-

net mit mindestens ainam Teilnehmer mit ainam Rechner,
wobei das Spiel selbst auf einem Server ablauft, jadach
dia gesamt Animation und Banutzerschnittstelle durch
gin Programm auf dem Rechner des Teilnehmers darge-
stellt wird und eine Datendbertragung zwischen Server
und Rechner des Teilnehimers nur auf Anforderung des
Programms auf dam Rechner das Teilnahmers erfolgt,
und solche Anforderungen immer cann erfolgen, wenn
der Teilnehmer einen Spiaizug durchfiihrt ader eine vor-
gegebeneZeit T abgelaufen ist.

@@

 DE19941504At
BUNDESDRUCKERE] 01.01 002 069/956/1 14

RNSIINGI & Me 4OndtAdAt | >

Zynga Ex. 1002, p. 162

Zynga v. IGT
IPR2022-00368



Zynga Ex. 1002, p. 163
                Zynga v. IGT
            IPR2022-00368

ENSDOCIO: <DE__

DE 199 41504 Al
]

Beschreibung

Die Hrfindung betcin Verfahren zur Durchfiihnung
von Spiclen iiber das Internet. mil mindestens cinem ‘Teilneb-
mer tml cingRechner, wobei das Spicl sclhst aul cinens
Server ablduft, jecloch die gesaaite Animation und Benut-
verschiniitsielle durch ein Programm: uet dem Reehner dos
Teilnehmers dargestelli wird.

Solche Verfahren sind in Stand der Technik bercils be-

kannt, Tau einfachsien Tall wird cin Spiclzug oder cin Fin-
saty zur Server iibertragen, dieser Gberiragi dann sofort das
Spielergchnis oder den Gewion/Verlust zurtick, Dies 143!
sich auch problemlos nit der ini Inlemet-hitp §.0-Protokall
yorgeschenen Antrage des Nutzers-Aniwort des Servers-

1

2

niers) einen neuen Aufbau ciner Inivrnet- Verbindung bedeu-
tel. Dabei muaber gegeniiber dem: Server jeweils cine Au-
thentilizicrung des anrufenden Teilnebmers crindglicht wer-
den, und gleichzeitig muB der entsprechende Anruf deri
richligen ‘Teilnehmer zugeordne: werden, damit die richti-
gen Spielstandsdaten iibertragen werden kGnnen,

Zur Vereintuchung der Abldule ist es bevercugl, dab der
AutheniGzierungseade dabei urspriingheh yom Server er-
veugt und dem Rechner des ‘Teilnehmers iiberminell wird.

lis ist dabei besenders bevorsugt, dal der Authentifizie-
rungseode nur in verschlisseter Form dberiragen wird.

Da ohne permanent sichende Verhindunagen nicht sicher-
gestelli ist, daB jeder Anru!cines ‘leilnchmers aus dem In-
lemet rechizeilig beim Server cininltt, ist es bevorzugt, dal}

Struktur realisieren. 15 jede Aniorderung und jede Dateniibertragung mil einer lau-
Sofern jedoch komplizicriere Spiele, wie heispicisweise lenden Nurimer yersehen ist. Dadureh kénnen ‘eilneimer,

Roulelic oder Black Jack. bei denen das Spiclgeschehen Reehner und Server leststeilen, ob cine ewischenzecitlich ge-
komplivierter ist als der Spiclzug des ‘leilnehmer-Ergehnis, sendele Anfordetung byw, Daleniibertragung verloren ge-
oder wenn gar mehrere ‘Teilnchmer gemeinsam Spicle wie gangen ist.
Black Jack oder Roulelic. diber das Internet spiclen sallen, 20) Bei komplexeren Spicten mit mehreren ‘leilnehtuern be-
wobei jeder 'letInchmer auch die Spiclziige der anderen sicht das Problem, dadas Spict erst dann beendet werden
‘feilnchiner beobachten kann, ist diese Stuktur ungceignet. kann, wenn jeder ‘[eilnehiner beslimmie Spiclzige vorge-

GemaB demStand der Technik war es dann nur miglich, nommen hal. Dammit miBlen alle anderen Teilnehimer aul
cine permanente TC'P- Verbindung ¢wischen dem Server ond den "Lelzien" warien, Dies kano dann zum Problem werden,
allen ‘Teilnchrnern aulyubauen und wahrend des ganzen 25 wenn heispiclsweise die Intermel-Verbindung zu diesem
Spicles aufrecht zu erhalten, Teilnchmer abgcrissen ist. Man kGnote nun einfach den Bin-

Dics Mhrte jedoch zu erheblichen Problemen, da ciner- satz dieses ‘Teilnchimers iuir yerloren erkliren, und das Spied
seiis dic meister an das Inicrnct angeschlossenen Rechner mit den resilichen ‘leilachmern zu Ende (tihren, Dies wiirde
heulzulage durch sogenannie "Virewalls" gegen Manipula- jedoch «u groficr Vertirgerung bei denjenigen Teitnchmern
lionen geschiiasind. Diese lirewalls lassen jedoch Jedig- 30. fiihren, die ibre Linsiilve verlicren und dic ja meisi fir cin
lich eine pany geringe Angah! von gleichzeiligen TCP-Ver- fusammenbrechen der Inlernet-Verbindung gar nichts kén-
bindungen zu. AuBerdemuntersiiitzt das Internel-Proickel! nen. s wird daher vorzugsweise vorgeschlagen, da cin
http 1.0 keine dauernden TC'P-Verbindungen. Selbst wenn ‘Teilnehmer, der cicht innerhalb einer yergegebenen Zeit
man diese Probieme jedoch ldst, so ist (Gr permanenic Ver- scine Spielzlige durchfihri, aus dem Spiel mit mehreren
bindungen ein grofier Hardware-Aufwand und erhebliche 35 Teilnchinern ausseheidel, und [tir ihn allein ein weileres
Syslemresourcen erforderlich, und die Betrichssysieme der Spiel aufdemt Server erzcugl wird. Auf diese Weise kann er
micislen Server kdnnen nur eine geringe Zah! dauernd oite- allein unicr den gleichen Bedingungen weiterspielen, sobald
oer Yerbindungen handhaben, seine [niernet-Verbindung wieder bergestelil ist, Sein Ein-

Bsist daher Aufgabe der Hrfindung, ein solches Verfahren sala geht thm nicht verloren,
zur Durchftihrung von Spielen fiber das Intersel vorzuschia~ 40° [n diesen Zusammenhangist. ¢s auch bevorzugt. da dem
gen, bei dem auch komplizierte Spiele mit mebreren Teil- Teilnchimer cine Zcitanacige zur Verfiigung gestellt wird,
nehimem, die ihre Spiclzige gegenseilig beobachten kén- die anzeigt. wie lange er noch Zeit hal, seinen Spielzug
nen, moplich sind, ohne da8 permanente Daienverbindun- durchzufiihren, damit dieser noch beim gegenwiirligen Spicl
gen zwischen den Teilnehnem und dem Server aufrecht. er- vom Server berticksichtigt werden kann.
halen bleiben tiissen. 45° Da die Laulveil der enisprechenden Spielzugdaten imIn-

Tirfindungsgemift wird dicse Aufgabe dadurch gcléat, dai lemel nicht praise vorhergesagl werden kann, und umpe-
eine Datendberiragung zwischen Server und Rechner des kebrt auch eine privise Synchronisalion zwischen Server
Teilnehmers nur auf Anforderung des Programms aul dem und Teilnehmer wegen der unterschiedlichen Nachrichten-
Reehner des Teilpehmers erfolgt. laufzeiten auf dem Internet nicht mdglich ist, ist es beyor-

Erfindungsgemaf ist es besonders bevorzugi, daB Anfor- 50 zug, dasur Erzeugung der Zeilanzeige der Server bei jeder
derungen zur Datenitbertragung immer dann erlalgen, wenn Datentibertragung eine Information ber dic fiir den Spiel-
der Teilnehmer einen Spiclzog durchfilbri, oder nach Ablauf=zug: verbleibende Zeit milsendet, und das Programm auf
einer vorgegebenen Zeit T seil der letvien Anforderung, Da- dem Rechner des Tetluehmers die Zeiidauer zwischen Ab-
durch wird sichergestelli, daB (ir den Teilnehmer sclber sein sendung der Anforderung und der Ankunft der Dalentiber-
Spielzug, den er gerade durchgefiihri hat, sofort auf dem 55 (ragung davon ahzicht. .
Bildschirm sichibar wird, wahrend er die Spielziige anderer Die vorgenannle Lésung gibi: jedoch nur eine grobe
Teilnchmer beispielsweise erst. nach fin oder zehn Sekun- Schitvung fiir dic Laufzcit der Daten zwischen Teilnehmer-
den auf seiner Bildschirm sich. Dies stéirt aber nicht, da rechner und Server, da sie davon ausgeht, dali diese der Gie-
der cinzelne Teiinehiner ja nicht weif, wann penau der je- samllaufzeit der Daten zwischen Anforderung durch den
weiis andere Teilnehmer seinen Spielzug durchgefiihn hal, 6 Teilnehmerrechner und Ankunfl. der Daten beim Teilneh-
Scheinbar ldufl das Systemdann so, als ob permanente Ver- merrechner entspricht, .
bindungen zwischen den Teilnchmern und dem Server he- Es ist daher weiter bevorzugi, da® verschiedene Zonen
stehen wiirden. der Zeilanzeige erzeugt werden, nimbich cine erste Zone, in

Es ist dabei weiter bevorzugl, dal das Progranim auf den der die fiir den Spielzug verbleibende Zcil grdBer ist als dic
Rechner des Teilnehmer jeder Aufforderung zur Datentiber- 65 Zeildauer zwischen Absendung der Anforderung und der
tragung einen Authentifizicrungscode beifiigen muB. Damit
wird das Problem: gelost, daB jede Auflorderung zur Daten-
lbertragung (und natilrlich auch jeder Spielzug des ‘Teilneh-

____. TEO41 50441] >

Ankunft der Dateniibertragung, cine zweite Zone, in der die
fiir den Spicizug yerbleibende Zeit grifer ist als die halbe
Zeitdauer zwischen Absendung der Anfordcrung und der
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Ankunlt der Dalenlbertragung und cine dite Zoac, in der
die [ur den Spielzug verbicibende Acit kleiner ist als die
halhe Aciidauer zwischen Absendung der Anfordcrung und
der Ankuntl der Daleniibertragung.

Auf diese Weise verldgt der Spielteiinchimer tiber cine
recht genaue Information, wie walirscheiniich es ist, daB
seine Spiclzige noch beriicksichugt werden kGnnen: So
lange sich die Zeilanzeigein der ersten Zone befindet, ist mit
erdBier Wahrscheinlichkeil dami za rechnen, da der Spiel-
vug noch ausgelihrt werden kann. In der zweiten Zone he-
stebl leciglich eine gewisse Wahrscheinlichkeit daltr, and in
der dritien Zone isl es nahevu auspeschlossen, daB der Spicl-
zug noch rechtzcitlig durchgeruhn werden kann,

Ikevoriegeade Hrfindung wirdimfolgenden anhand ¢i-
nes in der Acichnung dargesiellien Ausfiihrungsbeispiels nii-
her erliutert, lis zcigt:

Fig, 1 den grundsatsdichen Autbau der ertindungsgenti-
Ben Datenverhindungen,

Der technische Aufbau der varhegenden lrlindung um-

we

{

wt
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der Dalenkonimunikation kann sogar um"richtiges” Geld
#espiell werden.

Dabei miissen jedoch die Probleme der Kommunikation
ber das Internet berticksichlig! werden. Da die Iniernet-
Kommunikation niet 100-prozeniig verlaBlich isi, kann es
passicren, daB die ServerAnbwort su spat, nur teilweise,
oder Gberhaupt nicht ankommit. In diesem Vall niuB der
Spicler die Maglichkeil haben, den Sptelzug ve wiederho-
len, so daB cine neue und holfenthich erfolgreichere hip
Verbindung mil. dem Server zustande kommen kana. Dabei
nacht ¢s keinen Uniterschied, ob der Server dic letzte Spie-
ler-Nachricht bekommien hal, aber scine Antwort verloren

ging, oder ob er sic tiberhaupt aicht bekommen hat, da erfin-
dungspemaf in beiden Tallen das Resultat richtig bearbeitet
werden mu. Wenn cin Spielaug vom Server nicht ausge-
(Gh wird, und daher keine entsprechende Riickmeldung er-
folgtist, muB der Spicler lediglich crneut das entsprechende
Thisplay-Lélement anklicken.

Wahrend des Spiels kontaktiert das Client-Progranun 10
lat cinen Client 10, das heikl cin Progranuu, welehes auf 20° den Server 18 in regelmiltigen Abstiinden und ‘ordert den
dem Rechner des Spiclteiinehmers lull, Dieses sieht tber nevesien Spielsiand an, Die Komiuunikation wird dabei im-
hilp baw, abhGepeschiizic biip/ssl-Verbindungen mil dem mer von dem Client-Pragranini 10 gestartet: Hs sendel cine
Interne! £2 in Verbindung, Uber das Interne! 12 isi cing wei- Nachricht. an den Spiele-Server 18 und der Server 18 schick!
tere Verbindung im hupéssl-Protokell mit der Rechner 14, ihmeine Antwort zurick,
den beispicisweise cin Intermel-Spielcasino betreibt. verbun- 25 Eis ist daher erforderlich, daB cin entsprechendes Client-
den. Auf diescin Rechner 14 laufen verschiedene Server, Program16 auf dem Rechner des Spielteilnchmers ver-
wobei die Nachrichten aus dem[niernet 12 zuersi cinem si- fiigbar isl, Dieses Programm kann entweder chenfalls iiber
cheren www-Server 16 vugeleitel werden, Dicser steht mil Internet. oder aber aut (13-Romzur Verligung gestellt wer-
den cinzelnen Job-Servern 18, das heigl, den Programmen, den. Imersteren Valle kann das Programm ¢inma! aus dem
auf denen die cinzelnen Spicle laufen, in Verbindung, Die 30 Internet gcladen und dann auf der Mestpiatic des Jokalen
Job-Server £8 sind mil einem Zufallszahlengencralor 20, Reehners beim ‘Teilnehmer gchalten werden,
der Konioverwaltung 22, die die Konten der cinze|nen Spic- Wihrend cines Spiels mii mehreren Milspiclern mufi je-
ler verwallet, und einer Protokolliereinheil, 24 verbunden. der Mitspieicr in der Lage sein, den gogenwartigen Spicl-

Das Client-Programm10 isi ein Programm, das auf dem stand zu schen, der liinsilze und andere Spielziige aller an-
Spiclerconipulter ldufi und das dic Schnitistelie zumeigent- 35 deren Mitspieler umfa8i, Nachdem jede Kommunikation
lichen Spiel verkGrpert, Es veig! dem Spieler den aktuellen nach demInternet~Protokoll immer von demClient angefor-
Spielstand an und kommuniziert fe ifn mit dem Spicle-Ser- dert werden muB, hat der Server keine Méglichkeil, dem
ver. der prakiisch cin Beslandteil des Inierncl-Spicleasinos Client mitzuteilen, dal sich der Spiclstand geiinderthat. Der
ist. Der Spicle-Server ist ein Programm, das (tir den Benut- Server muB vielmehr warien, bis der Client den aktuellen
zer dus Spiel realisierl. Er akzeptiert. alle seine Spiclziige 40 Spielsiand abfraglt. Daraus folgt, daB die Clicnis den Server
und reagicrt auf sie. Bin Spicle-Server kann im Prinzip flir in regelinéBigen Absiinden abfrapen miissen, auch wenn ihr
eine belichige Anzahl von Spielen zustandig sein, In der Re- Spieler keine Aktion ausfiihrt. Dies kénnte unbefriedigend
gel wird jedoch ein Server nur cinen beslimmien Spieltyp erscheinen im Vergleich 2u Spielstandsaklualisierungen, dic
bedienen, durch den Server bei jeder Anderung des Spielstands veran-

Der Spiele-Server konlakiier. die Datenbank [tir jeden 45° lait werden, Ls istjedoch tatsuchlich div einzig ausftiirbare
Spielzug, ut die genutverdaicn zu Uberpriifen und das Re- Art, ute im vorliegenden Pull Aktualisicrungen des Spicl-
sullat zu speichern. Diese Kommunikation ist fiir den Spie- standes zu verbreiten, Wenn das Spiel P Milspieler hat, und
ler transparent, denn er sieht keine Details aus der inneren jeder von ihm B Hinsatze oder andere Spielztige wihrendci-
Struktur des Spicle-Servers 18, nes Spiels durchfiihri, muifie der Server 3B - P* Aktualisic-

Jeder Spieler benul#t. ein lokales Programm 10, das mit 50 rungsmeldungen an die Clients schicken. Bei Abfrage durch
dem Spiele-Server 18 kommuniziert. Dieses benutel entwe- den Client, und unter Annahme von N Abfragen pro Spiel,
der nur den www-Browser, den Browser erweilert durch mu der Server lediglich P - (B+N) Miticilungen senden,
“Plug do's", “Applets” oder ainliches, oder ein selbstandig wodurch Spicle mit wesentlich ache Teilnehmern realisiert
austiihrbares Programm. Jedes Spiel wird vuerst aus einer werden kénnen,
oder mehreren Spiclauswahlsciten ausgewtihlt. Danach wird 5§ Der Spielstand muB in regelmiSigen Abstiinden, bei-
gin neues Spiclfenster pedflnet, os zcigt die Spielgraphik an spiclsweise im Abstand von 10 Sekunden abgelragt werden.
und der Spicler kann anfangen zu spielen. Er kann zuerst Die Abfragen solllen jedoch nicht zu hiufig erfolgen, damil
seinen Hinsat. wihlen, der ganz einfach (Slot-Machine), nicht zuviel Datenverkehr beim Server anfallt. Die regetmi-
oder ganz komplizier! (Rouletic) sein kann, und schlie@lich Bige Ablragefrequenz von N Sekunden wird nur unterbro-
fordert er einen neuen Spielzug an, Das Spieler-Programm 60 chen, wenn der eigene Spieler einen Spiclaug machi: Mil
10 kann dann cine Animation starten, 2, B. das Rouletle-Rad der zugehdngeo Antwort sendet der Server auch den gesam-
drehen, es sendet cine Naeliricht an den entsprechenden ten Spiclsiand. Die niichste Erneuverung des Spiclslandes
Spiele-Server und wartel auf die Antwort, Wenn die Ant- kann deshatb nach N Sekunden aach der Antworl aul den
wort des Servers kommt, stoppi das Prograrmm die Animia- Spielzug stat. N Sekunden nach der letaien Erneuerung des
lion, zeigt das Resultal an und wartet auf weilere Benutzer- 6 Spielstandes erfolgen. Auf diese Weise hat der Spieler den
aklionen.

Auf diese Weise kann vin virtuciles Spicleasine im [nter-
net realisiert werden, und bei entsprechender Absicherung

Gindruck, dadie entsprechenden Spielziige in Echtzeil. an-
gezcig! werden, da er scine eigenen Spielziige sofort im
Spiclstand berlicksichilig: findet. Hinsichilich der Spielzige
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der anderen Mitspicler (chli ihm ja cine zeitliche “Zuord-
nung. Das erfindungsgemaBe Verfahren erweckt daher bei
jedem Mitspieler den Hindruck cines “eebien" Tehizcitbe-
trichs, obwoh! die Spielsidnde cigentlich nur in Acilabstin-
den yon 10 oder 15 Sekunden erneuert werden.

Tin welteres Problem, welches das erfindungsgemibe
Verfahren iést, beruht duraul, da8 Spiele mit mehreren Mii-
spiclern cine Synchronisation zwischen den Spiciern une
den Server erlordem, Dies ist schon in ciaen loka] vertell-

len System schwieng ypenug, und ist naliirlich in einem In-
lernel-Systernm noch schwieriger, da das Interne: keine lesien
Nuchrichtenlaufeiten bietet.

Der Client mud niaulich beispivisweise wissen, wand der
letzic Aciipunkt gekommen ist, um cine Mitleilung vu schik-
ken, so dat diese den Server vor dem Ablaul viner bestitnm-
jen fail, heispiclsweise der Acil zum Setven im Rouletic. er-
reichl. Dies bedeutet, daB der Client die Serverscit als auch

suine vigene Acildistany zu dem Server kennen mu. um
seine Aklionen mit dem Server zu synehronisieren.

 

IQ

6

Alle diese drei Angaben kénoten auch beispiclswuise als
Analog-Uhr mil zwei Carbigen “Zeiger oderals eine Digital
Ubr mil avei Anveigen dargestellt, werden, wobci cine dic
Server-/eit und dic andere die Server-4ecit plus Lautveis
zwischen Client unc! Server anzeigt, Der farbige inter
grund der Uhren kann daaseine Parbe eotsprechend dn-
dern.

Bein Roulette-Sptel ist ciese Synchironisation im wesem-
hchen nur nétig, damit der Mitspicler weif, bis wann er
scine Uinsdlze noch selven oder findern kann unc wann das
“nen oe va plus" autirilh.

Wesendich kompliaierier ist die Situation jedoch bei
Black Jack, da dieses Spiel detinicric Spiclabschnilte (Sel-
ven, Spiclen) hat, und alle Spieler ihre Aktionen rechizcilig
durchfiihren miissen, Bei ginem Spicl tibers Internet ver-
vichlei man vorzugsweise aud dic normale Regel, daft alle
Spieler sequentiell awcheinander spiclen miissen. da der
SpicbServer im Gegensaly cu cioem menschlichen "Black
Jack-Deaier” mehrere Spicler gleichzeitig bedienen kann

lirtindungsgemali wird diese Synchronisation tit einen 200 und die Krewingung ciner Reihenlolge das Spiel wesentlich
sehr cinfachen Verfahren erreicht, welches darauf beruht. langsamer und wesentlich abhingpiger von Spielern machen
daB die Rundiaulzeit gemessen wird, c,h, dic Laufzeit zwi- wirde, die our cine sehr langsame Inlernei-Verbinding ha-
schen der Absendung ciner Nachricht vomClient bis su dem ben.
“eiipunki, an demdie Antwort des Servers vorliegi. Zusiilz- Wenn cin Spieler trolzdemseine erforderlichen Aklionen
lich enihall jede Nachricht des Servers bei Spiclen tif mieh- 25 nicht rechtzeilig durchfGhert, wird er aus demSpiel mit meh-
reren ‘fetlnehmern dic Variable “Server-Aeil", Dies kann reren Teilnefinern entfernt und an einen "Prival-Tisch" ver-

beuispiclsweise cine ganvzahlipe Zall sein, die jede Sckunde selvl, wo er ailein spieli und keine Acilbeschrinkungen zur
wabrend der Setricbsdaucr des Servers heraulgezihlt wird. Beendigung des Spicts fal. Er kann sogar das Spiel unier-
Dic Clients nulzen digse zusarnunen mit der gemessenen brechen und spiter weilersptelen. Der Uhergang von einem
Rundlaufreiliheer Mitteilungen, um daraus die aktuelle Ser- 30 Spiel mit mehreren ‘leilnchmern an cinen Privat-‘lisch wird
ver-Zeil abzuletien. Wenn der Client beispielsweise cinen yom Server iiber ein "Private"-Vlag an den Client mitgetei.
Server-Zen-Wert von 100 zuriickgeschickl bekormnt, und Wenn das Clicnt-Progranim diese Meldung erhdlt, mub es
dic Rundlaufzeit 6 Sekunden belrug, kann der Client mil ci- den Spicler daraber informieren, daB er aus dein urspriingii-
niger Sicherheit darauf schheBen, dafi zu demAciipunki, an chen Spiel entferm worden ist. Dies muB in unmifyerstand-
dem er dig Nachricht vom Server erhalten hal, dic Server- 35 licher Weise geschehen. Ublicherweise passier: es dadurch,
Zcit 103 betregen hal, und dafi es 3 Sekunden clauert, um den dal die Ant,in der das Spiel am Bildschirm des ‘Teilnehmer-
Server zu erreichen. Nehmen wir nun an, daB bei dem niich- rechners dargestelll wird, gelinder wird, so daB der Spicler
alen Nachrichtenauslausch die Rundlaufecit 12 Sekunden wei, was passicrtist,
betrigt Tn diesem Fall weil der Client, dal seine laufende Bei ali diesen Spielen sendet der Server nach jeder Ab-
Annahme hinsichilich der Server-Zeit genauer jst als die 40 frage des CHenls stets den pesamlen Spiclzustand, d. h. es
neue, weil nun die Rundiavfzeil linger ist und es nicht mog- werden keine inkrementeilen Anderungen iibertragen, Da-
lich ist, festzustellen, ob beide Ubertragungswege der Nach- durch gihl es weniger Probleme, wenn eine Riickmeldung
richt die gleiche Zeit gebraucht haben, oder ob ciner nur eine vor Server an den Client ausgefallen ist. Das Client-Pre-
Sekunde und der andere 1] Sckunden gebraucht bat. Andc- grammmu® prufen, ob sich der Spiclstand gedindert hat, und
Terseils weilt der Chien nun, daB er die Nachricht 6, und 45 deientsprechend die Anzeige aktualisieren, Wenn bein
mdglicherweise sogar 12 Sekunden eher senden mui, um Roulette ein neues Spiel beginnt, wird der Tisch (wie itn
den Server noch rechtveilig zu erreichen. Wenn der nachste echien Casino) abgeraumt. Das wtirde normialerweise den
Nachrichtenaustausch eine Rundlaulzeit von 4 Sekunden er- letzten Binsalz des Spielers und das Ictale Spiclergebnis 1é-
reicht, kann der Client seine Annahme fir die Server-Zci1 schen, méglicherweise beyor der Spicler genligend Zoil
korrigieren, aber er solile den Sicherheits-Zeilabstand nicht 50 halle, das Spiclergebnis 7u betrachicn, oder bei schr langsa-
korrigieren, es sei denn, dali dic meisten der folgenden men und schlechten Intemel-Verbindungen sogar bevor das
Nachrichlen ahniiche Ubertragungsgeschwindigkeiten er- Spiclergebnis vollstandig tiheriragen wordenist, Umdicses
reichen, Problem zu ldsen, schlag! cie vorliegende Erfindung vor,

Aul diese Weise sieht man, dal mit jedem neuen Nach- diese Informution dem Spieler zusiitzlich auf bequeme
richtenaustausch der Client cine genauere Annahine hin- 55 Weise zuganglich zu machen, Beispielsweise kann der Spic-
sichtlich der Server-Aeil hal und Gber mehr Daten verfiigt, ler selbsi entscheiden, wann der Tisch abgeriumtist und cin
um zu schélzen, wie lang es dauert, um den Server zuerrei- adver Spielstatus abgefragt ist, oder das levzle Ergebnis kann
chen, Diese Daten sollien in ciner bequemun Weise angege- gespeichert und vorn Spieler durch Anklicken einer Schall-
ben werden: flache nochmals dargestellt werden. Nhenso konnie das
Die verbleibende Zeit bis zum Ablauf der Frist zur Durch- 60 Cient-Programm auch einige oderalle iriihere Kinsdize und
filbrung cincs Spiclzuges (in Server-Zeit) sollte immer an- dic entsprechenden Spielergebnisse zwischenspeichern und
geveigt und aufgefrischt werden, diese der Spieler auf Anforderung zugiinglich machen.
der mittlere Abstand, also dig Zeit, die notwendig isl, um Wenn ein Spieler beim Rouletic wahrend ciniger aufein-
den Server zu errcichen solic ebenfalls angezcigt. werden. anderfolgender Spiele keine Einsdize machi. wird er eben-
cin farbiges Kaisichen kann zeigen, oh es ziemlich sicher ist, 65 falls an einen Prival-Tisch versetat, Um den Benutzer zu
daB der Server rechizeitig erreicht werden kann (grin).
wann es weniger walrscheinlich wird (gelb oder orange)
und wenn es sehr unwalirsebeinlich oder unmdglich ist (rot).

warnen, daB er bald verselzl werden wird, sendelder Server

mit allen Ubertragungen von Spielvustandsdalen eine ent-
sprechende Meldung wahrend der ictien Runde vor Ablaut
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der Zahl der Spicle, as Clicnt-Programin kano dann rechi-
cilig cine cntsprechende Warnung ausgeben.

Erfindungsgemd8 ist es auch indglich, da} ein ‘leilnehmer
nurals “Ciast" feilnime:, Er bendtigt dann kein Konto, kann
daftir aber auch keine Tinsdive machen, Das Client-Pro-

granundieses ‘leilnchiers fragt dann our alle N Sckunmden
den Spielstand ab und stellt diesen dann nach Tbermittlung
durch den Server au! dem Bildschirm dar, Wenn der Bosu-
cher vu lange bleibL. kann der Server ihn nach ciniger “cil

8

Coruligate ist cine Folge von Bytes. die bestétigen, dal dic-
ser Benutzer sich erfolgreich cingeloget hat und de® er be-
rechtigi ist, an den Spielen unter Benutzung cines bestinim-
len Kontos teilzunchmen. Jedes AC gilt for cinen bestimni-
len Zeitraum, Wear es ia diesen Zeitraum fiir mindestens
cin Spic! benutyt wordenist, sendet das System dem Clin
cin acucs, fosehes AC. Aufl diese Weise kano der Benutver

die ganze “ei spielen, chne sich erneul cinzuloggen. Diese
Maglichkeil ldult aber nach einer bestimmiten “wil, in der

enfernen und weitere Anforderungen des Client-Pro- 10° der Benutzer nicht gespiclt, ab.
grammis mit ciner entsprechenden Pehlermeldung beantwor- Tis ist dabei zu beachien, da@ das ACin einem gesicherien
len. , Ubertragungsverfahren, beispiclsweise mit der SST-Teeh-

Tingichtlich der Zeilsynchronisation ist es erlindungsge- nik tiheriragen werden mui, da jeder Drive, der das AC ab-
mG besonders heverzugt, dal} der Server mil jeder Antwort hort, auf Rechnung eines anderen spielen kann.
dig Server-Zeil iberiragt, die noch dbrig ist, bis das Spiel 18 Da man durch Virraten eines piiltigen AC's dieses zum
(oder der enisprechende ‘Teil des Spicls) endet und dic ur- Spielen verwenden kGnnic, mu® das AC eine ausreichendd
spriingliche Gesarmilinge des gesamten Zeitintervalls. Der lange “ulallsfolge von Byles umfussen, um“Brute foree at-
Client mul die Rundlaulzeit einer Meldung beriicksichti- tacks" durch ausprobieren entsprechendvieler Kombinatio-
gen, die zwischen demClient und dem Server ausgelauscht nen sinolos 4u machen. Hine Kopie des AC wird in der Da-
wird, und die verbleibende vil sowol! als Clicnt als auch 20 lenbank der Server gespeichert, so dab die Giilligkeil stets
als Server-Zeil anvcigen, Mit jeder Meldung, die er von dem uberpriift werden kann,
Server erbalt, bekommder Client cine genauere Schatzung Tin Benutzer kénnie. zwar sein cigenes AC verwenden
der Server-Zeil und kann sich syachronisieren, selbsl wenn und damit Betriigercien versuchen. Die ist jedoch ketn Pro-
die Rundlaufzeil sich Hinder. Wenn die Zeit in cinemgraphi- blem, da die Tchensdauer eines AC's beschrinkt isi und cs
schen Balken dargestellt wird, cnispricht die gesamile Bal- 25 auf jeden Fall nur fir das cigene Konto des Benulvers ver-
kenlange der Linge des Gesamiintervalls und dic abgelau- wendel werden kann,
feneLange der bereils vergangeaen Zcil. Erlindungsgemab emthill das AC lolgende Daten:

Das imInternet tibliche hilp-Protokel! weist dartiber hin-
aus noch die Problematik auf, daG es durin nicht mglichist, 1, line Zufallsfolge von Bytes
Meidungen, die auf vorherigen Aktionen beruhen, zu identi- 30 2. Tiinen Account Index, der es erlaubt, den Bereich
Gxieren. Erfindungsgemi® wird daher vorgeschiagen, ein der Daenbank zu finden, der dic Dalen des Benutzers
sogenanntes “Zugangs-Zertifikal” (Access Certificate = AC) enthilt. Dies kann die Konionurmmer oder cia weniger
jeder Meidung hinzuzuliigen, um deni Kommunikationsver- auffalliger Schlissel dafiir sein.
fahren Stabiliuil zu verleihea und gleichzeitig die Metdun-
gen der cingeinen Spieler zu identifizieren. Das ACdient ci- 35 Dic erfindungsgemiéBe Aufteilung der Spielprogramme
nem doppellen Zweck: Zuers! dient es davu, Meldungen von auf Client und Server ermiglicht also Spiele ohne perma-
Spielern zu idemifizicren, dic sich vorher erfolgreich cinge- nente Rechner-Verbindung, insbesondere mit mehreren
loggl haben, und zweitens zur Hinfthrung von Stabililat. Teilnchimnern gleichzcilig, dic gegenscilig ihr Spicl beobach-
Wenn eine Meldung vom Client zum Server oder dic Ant- ten kénnen, cinen geringeren Telekommunikationsverkebr
wor des Servers verloren wordenisi, wei8 der Client nicht, 40. und eine Sprachunabhingigkcil des Servers, da alle Ausga-
ob seine Anforderung akseptiert worden ist oder nicht und ben dic in Sprache erfolgen miissen, durch das Client-Pro-
so kann er nicht wissen, ob er sie wiederholen soll oder gramm durchgeflihrt werden kénnen, wahrend die Kommu-
nichi. Dies ist aber ein schr wichliger Unterschied, denn nikation mil dem Server nur durch einheitliche Codes er-
wenn der Server die Anforderung nicht erhallen hat, kann folgl.
der Spieler ewig aul die Aniwort waren, Weno anderersvils 45
der Spigler dic Anforderung wicderholt und der Server sie Palentanspriiche
deppeli crhak, kénnte er beispielsweise den Hinsalz zwei-
mal setzen oder zwei neue Karten vichen, ohne dies zu wol- 1. Verfahren zur Durchfiihrung von Spielen tiber das
len. Infernet mit mindesiens einein Teilnehmer mit einem

Das AC! bilft dieser Problemalik ab, Mitdem AC kann der 50 Reehner, wobei das Spiel selbst auf einem Server ab-
Server Originalanforderungen von denen unterscheiden, die Yaufi, jedoch die gesamte Animalion und Benutzer-
beispiclsweise von cinem ungeduldigen Benutzer erzeugt schnitisielle durch ein Programm auf dem Rechner des
wurden, der cine Schaltfliche mehrfach angeklickt hat, be- Teilnehiners dargestellt wird, dadurch pekenazeich-
yor er cine Besiiitigung erhalten hat. Die vorliegende Erfin- net, dof eine Daleniibertragung zwischen Server und
dung benutzt einen Meldungsparameter, um dem Benutzer 35 Rechner des Teilnehmers nur auf Anforderung des Pro-
mitzuteilen, daB seine Anferderung medrlach empfangen
wordenist und nur die erste Anforderung akzepticn’ worden
ist.

Lirfindungsgem46 kénnen die Access Certificates auch als
/ugangskennung diesen. Nachdem ja auf demInternet fur
jede Mitteilung vom Client zum Server cine neve Verbin-
dung erG{inet werden mu, mu® sich der Client jedes Mal
aulhentifizieren, wenn er Kontakt mit demServer aufnimmt,
fis ist dem Benulzer aber nicht zuzummuien, jedes Mal ein
Passwort cinzugeben, wenn er cinen Spielzug vornimmt,

Lirfindungsgena® wird daher vom Server an den Chent
cine Antwort gesehickt, die ein Access Certificate enthalt,
wenn der Benutzer erfolpreich cingelogg) hal, Das Access

60

65

grarms anf dem Rechnerdes Teilnchmers erfolgt.
3, Verfahren nach Anspruch 1 dadurch gekennzeich-
nel, daf Anforderungen zur Datenitbertragung immer
dann erfolgen, weon der Teilnehmer einen Spielzug
durchfiihri, oder nach Ablauf einer vorgegebenen Zcil
‘T seit der letzten Anforderung.
3. Verfahren nach Anspruch | oder 2, dadurch gekeno-
zeichnel, duB das Programm auf dem Rechner des Teil-
nehmers jeder Anforderung zur Delentbertragung ci-
nen Autheniifizierungscode beifiigen mul,
4. Verfahren nach Anspruch 3, dadurch gekeanzeich-
net, daB der Authentifizierungseode urspriinglich vor
Server crecugt und dem Rechner des ‘Teilnehiners iber-
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Tuiltell wird,

5. Verfahren nach Anspruch3 oder 4, dadurch pekean-
cerchnet, daB der Autheniilizicrungseode nur in yer-
senllsselier Form dhertragen wird,
6. Verfahren nach efnein der Anspriiche 1 bis 5. da- 2
durch gekennvichnel, dal jede Anforderuog und jede
DBalendbertragung mit einer laufenden Nummer verse-
hen ist.

7. Verfahren nach einem der Anspritche 1] his 6, mil
tuchreren ‘leiInehmnern, dadurch gekennzeichnet, dab 10
cin Tedlachmer, der nicht innerhalb einer vorgegebenen
Zeil seine spiclziige durchfGhri, aus dem Spich mil
mehreren Teilnehmern ausscheidet, und fiir ihn allein
cin wetleres Spicl aul dem Server erzcug! wird.
$. Verfahren nach cinem der Anspriiche | bis 7 mil
nichreren Teilnehmern, dadurch gekennzeichnet. dal
dem‘lcilnchmer cine Zeilanzeige zur Vorfligung ge-
stellt wird, die anveigl, wie lange er noch “cil hat, sci-
nen Spielzug durchzulihren, damit dieser noch beim
gegenwértigen Spiel von Server beriicksichtigt wer- 20den kann.

9. Verfahren nach Anspruch 8, dadurch gekennyeich-
nel, daB zur Erecugung der Acilanzeige der Server bei
Jeder Daleniibertragung eine Information iiber die Fir
den Spielzug verbleibende “cit mitsendet, und das Pro 25
grammauf dem Rechner des Teilnchmners die Zeildauer
zwischen Absendung der Anforderung und der An-
kunft der Dateniibertragune davon abzicht,
10, Verfahren nach Anspruch 9, dadurch gekennzeich-
nel, daB verschiedenc Zonen der Zeitanzeige erzcugl 30
werden: eine erste Zone, in der die fiir den Spielzug
verbleibende Zeit grdBer isi ais die Zeildauer zwischen
Absendung der Anforderung und der Ankunfi der De-
lentberiragung, cine zweile Zane, in der die fiir den
Spielzug verbleibende Zeil groBerist als die halbe Zeit- 35
dauer xwischen Absendung der Anforderung und der
Ankunfl der Datentibertragung, und eine drilte “one, in
der dic fiir den Spiclzug verbleibende Zeit kleinerist
als dic halhe Zeitdauer zwischen Absendung der An-
forderung und der Ankunft der Datentibertragung. a)

aT

Hierzu 1 Seite(n) Zeichnungen
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30
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{57} A garaing systemis provided with biometric fa-
ailities for identifying or verifying the identity of a player
or perspeciive player, In one aspect reference biematric
data ia stored in a portable biometric data storage device aE isuch as & smart card, PCMCIA card or the like and is aN TOR
preferably left in the possession or controlof the individ- :
ual or individuals to whom the biometric data relates. mm oncn
The reference biometric data is read in individual gam- ~

ing terminals and compared, In individual gauning fermi-
nals io measured biometric data of a player ar perspec-

tive player. In one aspect, gaming icnninais use biome
ric verification orindication to implament a practical and 2 | &
feasibie cashiees gaming tarminal, : | 8
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Description

i001] The present application claims prionty in US.
Provisional Pelent Application Serlal Number
AO183,745,filed Sept. 13, 1999, incorporates herein by
reference.

(G03) The present invention relates to a gaming sys-
iem organizer terminal, such aa a slot machine, ¢lec-
lronis card game terminal and the Hike, including 9 bic-
matric facility and, in partioular, a gaming sysienor ter
minal and biometric facilityidentifying, or veriiying ider-
ity of, a player or wagerer,

BACKGROLIND INFORMATION

70003} The majorily of gaming terminals including ca-
sing garning terminals such as mechanical or electronic
sict machines, keno machines, poker, blackjack or otfar
card playing machines, arvi the ike aperate an @ coin,
cash or token basis, Le., socal wagers in the form of
government-issued coins, casing-minted tokens, and/or
standard cash. Although some gaming devices or sys-
tems permit wagers based on standard credit or debit
cards, there has been some reluctance in the gaming
industry te wide-spread ageption of such devices, both
on the pari of casinos (and other gaming operatars} and
on the pari of players. it is believed that at least seme
part of the reluctance arises fram a perception that wedkg-
snread adaption af credit or debit cards for gaming could
lead to unauthorized usage of such cards, such as use
af stolen or iosi cards. if was possibile to implement 4

sysiem which sould prevent, reduce or datect unauthor-
ed card uaace, a number of benefita could be realized.
The entertainment value of a gaming davica ip 4 player
would be enhanced because there would be reduced

need for a Mayer te obtain, trangnori, cantral and use
ralatively bulky and/or cumbersome coins, of cash.
Game operators could potentially benefit by davelaping
gaming terminais or eystems which had file or no need
for cash or coin handling, thus simplifying or eliminating
jiems such as the design, fabrication, installation, and
maintenance of cain or cash handling devices, resup-

plying davices with coins or cash, developing and rmain-
taining appropriate security procedures and systems for
handling relatively large amounts of coins and cash and
the ike.

[O004) In many current garning terminals, a relatively
large partion of the volume, mass and cast of a gaming
terminal is attiouted te coin or cash handling devices.
ifthe need for such davices is reduced ar eliminated, a

resullant reduction in volume, size and coat of gaming

terminais can not only be of imraediais benefit in context
af current casines and other gaming systerns bul alse
provides an opportunity to develop additional gaming
markets, Accordingly, It would be useful fo provide a
garning terminal and system which can facilliate the de-
veloorent of anc/or use of gaming terminals while ra-
ducing oF eliminating the need for coin or cash handling

78
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davices, such asia facilitate a card-based or other cash-
less gaming terminai. i
fOG0S) fn ner-gaming confexts 4 nurnber of systems
have been prasesed for implementing machine-maas-
urement of human features or characteristics. For ex-
ample, bometricmeasurement devices are available for
use in connection with audomatic teller machines and for
use with personal computers. Such biometric systems
include retinal, iris, ar fingergrint scans, voice print or
volte recognilion systems, facial recognition systems
and the fike, In a typinal biometric aysterm, reference bi
omatric data for known individuals ia siered in a central .

oornpuler orother central dala repository. Whenit is de-
sirad to identify of verify identify of a person, appropriate
biometric data for such individual is measured and such
measurements are compared ip the praviousty-stored
data in the central reposiiory. Although such systems
are yeetul in many contexts, thay are believed to be lass
than idesi for use in ie gaming industry for a number
of reasons, itis believed thal many gauring industry pa-

trons (as well as many members of the general public}
are reduciant in use @ system which requires personal
information such as fingerprint, retinal acan, iris goan or
other Glomeiric Information, fo be stared in a central Ip-

cation, affsctivedy out of the indhidual's posagesion and
santral. Acearingky, B would be useful ic provide a sys-
tem for Slometric idantifcation or identily verification

(authentication) which permis a user io effectively
maintain possession and control of his or har biometric
inkanaiion

GCs] Systame which store rafarence blametric data
in a central computer or other central raposhary neces-
sarily require access te such reference data in perform:
ing a verification or authentication or identification. in the
context of the gaming industry, where players typically
wish to have ireeciom to move fram tenninal io terrninal,

or game to gama, with relative eage, previous approach-
es would raquire each terminal to have the facilityfor
rarrigte aocees to the cerdral dala repository, Providing
remote acoses in a system that potentially haa thou-
sands of gaming terminals would involve a cornputer
network or other remote access system with a relatively
high (and accordingly expensive) bandwidth and, aven
with relatively advanced communication sysiams, (Twas
belleved auch a system would involve substantial delay
for a player each time the player moves Irom one lermi-
nal to another,it ic believed thal, while individuals might

iderate a degree of delay in certain non-gaming biemet-
rie vevdication or identification procedures, # is thal
there woukl be relatively low tolerance for delay in the
gaming industry. Accordingly, i would be useTiul to oro-
vite a (preferably lightweight, portable and iow cost) bi
omatric identification or authentication system in which
sost of bandwith and delay associated with the centrai
atorage of biometric deta on a computer or similar sys-
tern can be reduced or eliminated.

Zynga Ex. 1002, p. 171

Zynga v. IGT
IPR2022-00368



Zynga Ex. 1002, p. 172
                Zynga v. IGT
            IPR2022-00368

ta

SUMMARYOF THE INVENTION

i007] The preseni invention Involves a recagalion of
certain problams and deficiencies in previcus approach-
es, including as described herein. According to one as-
pect, reference blornatric information, ratherthan being
stored in a central repository, is stored in a small ports:
ble biometric dala storage device (EDSD*} which the
player can readily retain in his or her possession and
under his or her control. in one aspect, the portable
SOSH alse stores debt, credit or other financial infar-
mation and thus can operaie as a crac card or debit
card. The BOSD preferably is substantially in a standard
Yormat such as in a “senaricard” format, POMCIA farmat

or the jike. in this manner, when a player wishes to ern-

ploy the BOSD for placing a wager or other gaming pur-
poses, appropriately cordiqured gaging terminals can
obtain (measure) blometric data of he person alernpt-
ing {9 use the BOSO and can cornpare such data with
the previously-stored biometric data of the authorized
user of the EDSD. in this way i is puasible to use the

sefequarde afforded by biometric systems while allow-
ing players fo retain possession and cantral of the Gia-
metic data and avoiding costs and delays assuciaied
with central or remote storage of Siometric reference da-
ta,

FHO08] Acearding fo one aspect af the inveniian, a
practical cashlees garning terminal is provided which In-
cludes blemeftric identification ar verification. According
to this gapect of the invention, a garning terminalis pro-
yided in the absence of same ar all components of typ-
ical coin handling or cash handling apparatus and ays-
tems. As used herem, coin handling, SDSD handling an

Currency handling equigment refers to equinpmeni for
physically moving and/or recognizing physical coins,
physical BOSDs or physical paper currency.

BRIEF DESCRIPTION OF THE DRAWINGS

{0009}

Fig. 1 is a schematic perspective view of cumpo-
nents of a gaming system according fs one ernbad-
iment of the present invention,
Fig. 2 is a few chart depicting a process involving
biometric identification or verficalion according to

one embodiment of the present invention;
Fig. 3 is a perspective view of a cashless gaming
terminal of the type which may be used in accurd-
ance with an ernbediment of the present invention,

DETAILED DESCRIPTION OF THE PREFERRED
EMBOOIMENT

ROIS} in one embodiment, ax Wkietrated in Fig. 1, &
user wishing to engage in gaming using the aystems da-
scribed herein would initigte or request a issuance ar
yaiiation of a smart card or other BOSD. Athough a

is
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nurnber of registration procedures can be used, includ-
ing those describes below, in one soanario provided as
an example, a user would request or iniliaie regisination,
#.q., from a registration dask 112 for example at a cus-
tomer service counter or location in a casing, hotel or

other ineniian, In some configuratkiie regisivation is per-
formed by 4 hotel and may be accomplished substan-
ilely simultaneously with, of as part of a hotel registra-
tion procedure, e.g. such that all quesis are issued 2
gaming smearl card ar other BOSD. ¢.¢., having & srmail
complimentary balance, augmmentable on the casine
flooy, ta inraduee or encourage use of a amart card or
BDSD.

foOd1] When s prospective player approaches a req-
istration desk 112 and requests a BOSD 212. if the pre-
spective player has not already esiablished an aoceutt,
account establishment wil be inlated 2i4. The regis-

tration entity wii perform a number of steps including,
in the depicted embodiment, acquiring biometric refer-
ance data 218 and, in at least sere arnbodiments, ab-

jaining personal andéacfinancial information 220 relative
io the prospective player. The personal anc financial in-
formation can include information such as mame, ad-

dress, social security or taxidentification number, local
hotel or other address, credit card ar bank account in-

formation anc the like. fn same embodiments, ihe sma
cand or ather BDSD will be used ie sore information in-

dicative of a current balance available ta the praspactive

payer far wagering. In these embodiments, the player
may provide funda directly in the regisiration entity in
the form a check, account charge anclor cash payment,

wheraupen the aapronriate balance will he recorded on
the emart card of other BSD,

f0G12] The type of biornetric: reference dala acquired
2418 wil depend on the aystera being used. Examples
include storing the results of 4 fingerprint scan, retinal
acan, ivis scan, voice print, earfold ecan, jacial scan and
the like, in ihe embodiment depicted in Fig. 1, a finger
or thumb print scan window 714 is provided at ihe reg-
istraiion site C12. A number of thumb oriet or fingerprint
scan devices can be used including inase sold under

. the fade name "Uru" available from Digital Persona .

“{043] The reference biometric data thus-cbiained
may be stared and/or processed in a number of fashions
including compressing and/or encrypting the dais, as
willoe clearto those of skill in the art alter understanding

the present disclosure. Typically, a computer, such as
an IGM-type personal computer, work station, laptop,
and the like, can be used for this purpose. The prefera-
bly encrypted or otherwise processed biometric: tefer-
ence data is then starad on the smart card or other

ROSD 222, Aamart card deviog, typically having a pro-
fie about the size of 4 typical credit card (alihough gen-
erally sornewhatthicker), typicallyincludes a dafa sior-
age device such aa flash memory, electronically erasa-
bie programmable read only mamory (EEPROM) oraim-
lar small and dightwaight storage device, typically cou-
pled fo a micraprocesser andfor application specific in-
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tagrated circu (ASIC). A nurmner of Gavices can be
used for data input and oulput including wall-known pin
and socket arrangements, inductive, infrared, radin or
ather wireless communication sysierns and the like.
Ciiher types of BGDs capable of staring biometric data
ean aise be used such as cards or other davices with

magnetic surfaces or atrips, PCMCIA devices, and the
like. & number of fyoes of information, in addition to Bi
ametro reference information, can be stored on the
BOSD, ¥ dested, including, for example, gocount bal-
ance information, raune, identity nurrber or frequent
player number or other personal identifier numbers,he-
tel identification and/ar room nurnber, The arnart card or
BOS0 can algo be used for sioring user preference in-
formation such as indications of tyoes of games, drinks,
enierisinment and the like orefarred, food, smokings
nonsmoking preferences, preferred machine denom>
nationg and the tke. When the desired information haa
seen stand on the BOSD, the BOSD is issued 224, a.

g., by a BOSD recording or generation device 116.
fo0d4] Thereafter, when the player wishes to access
@ gaming terminal 226, the player may insert 228 the
RBDSD 119 in a gaming terminal 122, ¢.g., using a alot
ar other apaning 124 provided for the purpose. The
gaming terminal 122 may be configured io ba used only
in cannaction with 4 BOSD 119 or may be configured for
use either with the BDSO or with other conventional

gaming systems such as coin systems, cash systems
and the ke, Although iis possible fo configure & systern
in which some or all of the blernetric data acquired duy-

ing the 7egigiration pracess 2178 is stored centrally such
as ina caging, camputer, bank computer and the like,
in at least one embodiment, al least some, and prefer

ably substantially all of the kiometric information ac-
quired from measuring the prospective player during the
registration process is stored only on the BOSD and thus
ig posseased Dy, and under the controlof, the individual
or individuals io whom the biosmitric date relates.

{O01S] in response to receipt of the BPSD 116, the
gaming terminal 122 will perform a numberof steps 230.
in response to receipt of the BOSD 118, the garning ter
minal 122 actuates an authorization system or subrou-

ting 242. In thia configuration, the gaming learninal 122
includes not only a smart card reader (ar other device
for reading the blometric reference dala from the
BOSD}, but alsa Includes electronic dala processing ca-
pabiities such as including one or more micmproces-
sors. The garning terminal 122 alac includes a device
for obtaining biometric data from players, of a type sire
ilar fo atieast some of the blornatric data atered an the
BOSD 116. in the embodiment iiustrated in Fig. 1, since
the biarnetric deta stored js (or includes) finger or thumb
soan information 114, the gaming terminal 122 algo in-
cludes a finger orthumb print scan device 126. Accord-
ingly, the player is prompted te place his of her finger or
thumi on the seanner 126 for agpropriata biarmstric

measuremenis (in thie case a finger or thumb scan) in
order to allow the torminal 122 to acquire the appropriate
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biometric data to 34, The data measured at the terminal
io tis then compared 236 te (decrypted) reference data
fr. ythe BOSD 118. ifthers ia amatch, 238, the terminal
4D mleroproceaso’ oulpuls an authorization allowing
ihe player to access his or her account and/or use the
debi card balance 242. if there is no maich, the micro-

processor 122 may output a notifinallon 244, a.g., fo car
sine personnel to investigate posaltde use of a lost or
sicien BOSD, or may prompt the user te rapaat the fin-
ger or thurn acan or olher biometne measurement step
andver to insert a diferent BOSD. Preferably the rnicno-
processor is configured such that the match need nat
be exact, L@., such that the measured and received bt-
ormatric data is considered to match if the received and
measured biometric data are within a predetermined tob
arance of one another, as will be understood by those
of skill in the ar.

fWO16] in one embodiment, ali of the players’ wagers
are charged to, anc ail of the players’ prizes or winnings
afe credited to, the players’ account and/or dekit card
balance, Accordingly, such a system pernis affective
ard efficient gaming in a cashless system, i.e., without
ihe use of coing, tokens, currency or other cash.
[QG17] Gy eliminating the need for coin handlers, cur
rency handlers ancl the fika, il is poseible to provide at-
fective gaming terminals which are relatively amall, light-
weight and low cost. Fig. 9 depicts a garring terminal
whioh can ba implamented anconiing t an embodiment
of the present invention having a width 312 of about 20
inches or iass, oreferably about 12 inches or legs, a
depth 314 of about 6 inches or less, preferably about 4
inches or jess and « height 316 of aboul 24 Inches or
lees, preferably about 20 inches or leas, moluding a
BOSD slat 418 and finger or thumb orint scanner or ath-
ar biometric mesauremiant device G22. The garning de-
vice may Include a video display such as an LOD dis-
play, CAT display or the fe which may be a touch
sorean device, although other inpuffoutput devices or
comrols can also be provided, along with other items
commen in the induatry, if dasired, such aa speakers or
ether audio output daviogg, lights, reels ar other moving
parts, signage, Instructions, displays, atlract compe-
nants, etc. The gaming terminal ilustratedin Fig. 2, how-
ever, does not include coin handling (coin receipt anc
or cain payout and handling, currency handling or other
cash handling components} and accordingly is a cagh-
lass garning tervinal. The cashless gaming terminal,
according to the present invention (which includes bie-
metric measurement componenis, may, optionally in-
clude a BDSO reader or receiving unit}, is suificiently

arnall, lighbweight and/or with sufficiently low powercan-
sumption that i can be employed in numerous fashions
oraviously infeacible for the larger and heavier gaming
terminals which niolude coin handling and/or cash han-

ding. In one embodiment, a cashless gaming terminal
has amass of less than about 5 ins, preferably less than

about 2 pounds (ess than about 1 kg}, The small size
of the cashless gaming terminal and the fact that there

Zynga Ex. 1002, p. 173

Zynga v. IGT
IPR2022-00368



Zynga Ex. 1002, p. 174
                Zynga v. IGT
            IPR2022-00368

wah

ig RO need fo access the gaming terminals fer adding ar
removing coms, currency and the like, allows 4 relatively
large number to be positioned in a given floor space or
fooatonint (compared to traditional gaming terminals
which include coin handling and/or currency handling)
and/or allow gaming terminals to be positionad in loca-
tions not narmeally used for garning tarminais in current
usages such 28 being hung or mounted directly on a
wall or similar vertical surface such as in restalrani, ca-

fes, hole! guest reorm walls, aircraft ar sutarnebila seat
backs, fhealer seat backs or sporiing arena seat backs
or sirdilar locations. in ona embodimant, € is preferred
io use the BOSD as the acle means for physical auiput
of winnings or account information and, in this way it is
possible lo provide a gaming lerminal which alsa does
not include & printer,

(OGIS] Even though the present invention can make

itjeasifie to provide a relatively small gaming terminal,
itis possible fo implement embodiments cf the present
invention in which standard-sized gaming terminals are
used. For exarnpie there may be regulations or stand-
ards which affect ine size or positioning of garning ter-
minais. Even in auch situations, however, the abiltiy to
éliminale, @.g. coin handlers or to otherwise reduce or

eliminate the need for ceriain Gaming terminal compo-
nents can contribute io an advaniageeus reduction in
the cost and/or weight of a gaming terminal.
fS01S] in ight of ire above description, a number of
advantages of the presant invention can be seen. The

prasant invention provides an easy to use and highly
secure syatem fer implernenting gaming without the
need for cains, takens or currency, The present inven
von affords ihe securlly and accuracy associated with
biometric identification or authentication systems in a
context of a gaming environment. The prasant invention
provides the securlly and accuracy associated with bi-
ometric systems while allowing individuals to retain pos-
session and contral of ihe biometric data, The present
invention reduces the arnaunt of storage necessary to
implement @ biornetric identification or varfication sys-
tem by distributing the biometric data In a pluralhy of
Storage devices which are carfied by users. The present
invention avoids cost and deiays associated with remote
aiceass of a central database since at least sore, and
preferably all, of the blometric-based Identiieation ar
verification je performed al each individual gaming ter
minal, substantially withoul the need to access a ceniral

aysiem. The present invention makes cashless garning
terminals feasible by providing a practical system which
addresses concerns of both players and casinos. The
present invention orovides a practical cashless qaming
eystern which is relatively srnail, lightweight, sneray ef-
ficient and icw cost and makes it practical io provide
gaming terminals having substantially all non-cash func-
tions of a traditional casino garning terminal, out in fo-
cationg previoushy substantially unavailable or unused
for gerning tarmminals (@.g. bacause of size, weight or
power constrainis}, The present inveniian can achieve
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a ralatively amall, lightweight and inexpensive, practical
gaming terminal or sysierr, @.g., for use in new or
emerging gaming markets such as hotel in-room darn-
ing, smad-fooiprint casino gaming, tansporiation-
based gaming such as automobile or alrcrafi (e.g... seat
back} gaming terminals, cruise ship or other shipboard
gaming terninals of a rlatively compact andyor light-
waight nature, wall-mounted and/or thin-profile gaming
terminalis, wireless (e.g., satellite, radia or infrared-
based} gaming terrninals and/or mult-terminal gaming
systems, practical gaming systerns for implernentation
an small or portable computing devices such as laptop
computers, personal digital assistance (PDAS) palm-fop
computers ar computing devices, intemet anplances or
infemet-coupled computers, including in-home coraput-
es, ielevision-based systems (inlenactive television

and/or “Web Ty") television cable systems dnteractive
cable, internet cadle and the tke} and similar systerns.
fO020] A nurnber of variations and modilications of the
present invention can be used. {ils possible te use sore

jeatures of the invention without using others. Far ex-
ample, if is posaible ta use a gaming terminal having a
blametric mesaurement device without using biometric
data storage devices inserted into the gaming terminals,
it is paseibie to provide gaming lemninals which imple-
ment biometric denification or variication but whieh are
not cashless

{O21} Although isaturas of the present invention
have been described in the context of, and with regard
to, a particular usefulness in, the gaming industry, there
ig no theorelical reason why some or all leatures of the
prasenl invention can not be used in other context such

as the banking Industry, purchase of goads or services,
@.g., at retail locations, through the internet or other
electronic commerce channels and the fika. Although
the present invention has been described in the context
af a system which cfores at least sare biometric data
on a partable card or other BOSD, f is aise possible to
provide gaming tarminale which can measure and/or
use biamairc data withaut comparing to nference data
sicred on a cari or other BOSC (such a3 by comparing
measured data to date stored in a central computer or
‘ather central repository). For example, in one embadi-
ment a cashless gaming terminal can be used by any
individual who has pravioualy registered appropriate oi
Onetrin date, a.g., with 8 casing ar other registry, and

without using or inserting 4 card, such that 4 player can
merely approach a terminal, be measured for biomeric

Gata and be permitted to place weders after the biornel-

nc data is verified, 6.g., by comparing in a centralized
data base. The biometric system described above can
be used substantially as the sole identification or verifi-

cation systam or can be combined with other systerns.
For example, fis possiie io configure a system such
that a player is permitted to place wagers only after the

sysiem has both authenticated biometric data and au-

thenticated a player-inpuf persenal idantification
number {PIN}, password or similar cede. Ht is possible
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to uae the biometric identification system oly under ser
tain conditions, auch as when the total wagars for a play-

er or given time period or at given terminalis less than
a threshold amount, greater than a threshold arnount ar
the fika. it is passible to combine two or more diferent
authentication sysieme or identification systems which
have diferent levels of irust or security, diferant cosis
ortime delays and the like. For example, a system could
he configured such that for a relatively low ammount of
total wagers, a jaw-securily verification of a ngerprint
scan versus dala stored on a player's credit or debit card
is used but, da player wishes te make wagers greater
ihan a threshold, a more rigorous identification system,
auch as comparison of retina scans, ins sean, & com
parison of or detailed fingerprint scan information and
ihe fixe ie performed, possibly using processing capa-
hiliies and/or daia at a central location (and possibly

inveiving ammeter delay). Alfhougls, i af hast ane érn-
badiment described stove, ihe initial reference biormal-
vic data is siored onto the user's card or other BOSD

during a separate registration process, if is also possible
ic provide far automatic registration such as regisiration
ai gaming terminals. Por example, a system oan be pro-
vided in which, if a user uses a amar card or other ap-

propriate BOSD which nas no blometric data, ihe user's
biametric data will be measured and appropriate data

stored (preferably in ancrypied form) on the card, the
first tirne the user atlampts tc use 4 (appropriately can-

figured) gaming terminal. Thereafter, any subsequent
use of the card will involve the recognition that the card
has Glometric data stored thereon. in same cases, i may

be desirable to provide for hwo or mare persons {6 ac-
ess a giver account of use a given BOSD. in one em-
hodiment, the BOSD stores blametric dala from hwo or
mone different authorized account holders or BOSD-us-
ars. in sore cases, ii may be desirable to provide the
sama (or siniar biometric date for a gaan person, an
two or mere different cards or othar BOSDs, e.g, so that

a user may, i desired, play on two or mare different gar
ing terminals at one time orsc ihal two or more persons,
both authorized may play al iwe or more different tenmi-
nais al the same time.

{0022} Although examples have been described hare-
in invelving Biometric data representing 4 single char-
acteristic, auch as a fingerprint, is possible to inpie-
ment systems secording to ihe pragant invention in
which Iwo ar more differant blometric data sete are used

auch as using beth fingerprint and voice print infeama-
tion, reting scan and ins scan infarmation and the like.
Although the invention has been described in connac-
tion with an erbodiment involving issuance of a BOS

by @ casing, the prasant invention can alse be imple-
rented uging numerous other types of registraiien or
igsuing ideniities. For example, amert cards, credit
cearde, debit cards or similar BDSO which may be used
in conpestion with the present invention can be issued
by finenelal institutiane auch as Ganks, oracit card con
panics, tourism bureaus, airlines, ocean liner compar

a
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nies and the like. In some systems, if may be desivaia
to provide diferent BDSOs\far use in different casings,
oy groups of casinos while in olher systems it may be
desivable io provide smart card or other GDSD which
ean be used in substantially any casino, 2.9., ina given
oy or geographic localion, ar et substantially any ipca-
tion. Cashigss gaming terminals accerding to the
present invention can be stand-alona {1.<., not coupled
te other gaming terminals} or can be par of a network
of gaming terminals such as a coupled to a casino chus-
ier contralter and/orfor implementation of a multi-terni-
nal orize system such a8 a progressiea grize system.
Although examples have described configurations in
which blometric data is stored electronically, fis alsa

gossiole te use other machine-readable methods of
storing biornatric data auch as digital optical storage and
the fice. Although embodiments described above have
provided numerous components, inchicing nlometric
scanning components or BDOD receivers or readers po-
gihened internally to, or formed as part of, ihe gaming
terrninal, K is also possible to crevide these or other
components in separate and discrete locations or hous-
ings, &.g., communicating with ihe garning terminal by
cables or wireless communication links.

fadae} Any of a number of registration procedurss can
be used in connection with embodiments ofthe present

invention, aa will be understoad by theseof skill in the
art after undersianding the present disclosure. As Hlus-
trative examples, in ong Scenario, a user may pre-fag-
ister using @ process similar te player tracking ragistra-
tion, Dut alsa including biometric (2.q, fingerprint) regis-
tration. if desired, sre-registration can include establish-
ing & credit or debil account, e.g, for use in connection
with cashless gaming terminals. in a second scenaric,
ragisivation can occurdirectly at gaming terminal foca-
fions. Ht is anticipated this option may be attractive te
players who which tc have the convenience of ueing a
debit card, but aniy for his er her day winnings. In this
scenario, a garning terminal may be configured with a
bill validater, a smart card mader and a biomeiric sensor.
in fagponse to receipt of currency, using the bill accep-
for, the device will dispense a (pregrammable} srvrt-
card, The player will be prompted fo insert the smart
gard ina card reader and wil prompt the player to place
a finger on a fingerprint sensor (or otherwise provide bP
ometric data}. ii will register and verify ihe fingerprint
data, then program (preferably in enorypted form) the
fingerprint data and will credit an arnount on the amart
card and will send ihis data, via the casing or other net

work to a central computer system. When the player
leaves, the player can go ip a casino cashier or Kiosk
for cashing out any remaining oredit left on the card. Our
ing registration, gaming and cash-oul tranaactiona, ine
cagine's central system performs debiting and crediting
on the player's account and at least ihe balance is stored
on the player's smart card. ff @ card is lost or stolen, a
caging cashier can verify identity of a player by hie or
her fingarorini and then acceas ihe players account. in
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another scanaria, 8 smartcard is nol needed. All trans-
actions are mainiained on the casine computer system,
with biometric sensors being used fer authentication. In
this sceanara, the casino (or other) computer system

must be operational far the transactions fo qocur fas op-
posed to a systemusing a amart card, in which the card
can o6 used to provide the media fur the transaction).
Those of skill in the art will understand how to modify e.

q. the scenario Gapicted in Fig. 2 in orderip implement
such ather registration scenarios.
(9024) The present inventon, in various embod
ments, includes components, methods, pracesses, sys-
tems and/or apparatus substantially as depicted end de-
scribed herein, including various erntodimenis, sub-
combinations, and subsets therecf. Those of skil imihe
art wil undersiand how to make and use the present

invention after understanding the present disclosure.

The present invention, in various embodiments, in-
cludes providing devices and processes in fhe absence
of items not depicted and/or describect herein or in: var
ious embodimenis hereof, including in the absence of
such items as may have been usad In previous devices
or praceases, @.g. for improving performance, achieving
ease andor reducing cost of implementation. The
present invention includes iteme which are novel, and
terminology adapied fram previous and/or analogous
technologies, for canvaniance in describing novel tems
ar processes, do not neceesarily retain all aspects of
conventional usage Sf euch temminology.
{9025] The foregoing discussion of the invention has
been presented for purposes of Ilustration and descrip-
Hon. The foregaing is nol inlended to limit the invention
to the form or forms disclosed herein. Athough the de-

scription of the invention has included description of ane
or more arntodiments and certain variations and modi
fioations, other variationa and modifications are within
the scape of the invention, 6.q. as maybe within the skill
ard knowledge of those inthe art, alter understanding
the present disclosure. it is intended to obtain rights
whieh include allemalive ermbodirnenis to the axtert

permitied, including altemate, inferchangeable and/or
equivalent structures, functions, fanges or steps fe
those claimed, whether or riot such alternate, inier-
changeable and/or equivalent sinuctures, functions,
ranges or steps ace disclosed herein, and without in-
lending to publicly dedicate any patentable subject mat-
ter.

Siaims

1. Agaming apparatus comprising:

a portable biometric data storage device aloring
tiret biormetric date for alleasi a first user;

& gaming terminal, confiqured for playing at
least first game;
a reader, coupled to ihe gaming teqminal which

wa an
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receives said first hiornetric data stored on aaid
biometric data storage device:
a blometric measurement device for measunng

biametric data of a user to provide measured
blernetrie data; and

a comparatorfor comparing said measured bi-
aretric data to said first biarietric data and aut-

nutiing at ieaat 2 first solifieation Hf there ia an
absence of match.

& Apparatus as claimed in Claim 1, wherein.
said lomatric data siorage device is provided

it @ card having a thickness less than about 0.08
inches,

3. Apparatus as claimed in Claim 2, wherein,
said card includes a microprocessor.

4. Apparatus ae claimed in Claim 2, wherein:
said card is a debil card.

8. Apparatus ae claimed in Claim 2, wherein:
seid card turther storas the current account

balance for an account established for said first us-
or

& Apparatus as claimed in Clainn 1, wherain:
said blometria measurement device is selected

fram among:

a thumb orint scanner,

a fingerprint scanner,
a retina scanner,

a iris soanner,
af @ar scanner

a voice data sensor:

4 facial scanneror
an infrared scanner,

7. A gaming terminal comprising:

atleasi a first control device which initiates or

controls playing of a game,
atleast @ frst culput device which Guipute re-
sulla af gare play;
a blometric measurement device which obiains

biometric measured information relaiing fo a

orespective game player,
a microprocessor which compares said meas-
ured biometric infarnation te slorad biornetric

infenmation;

seid microprocessor configured ta oharge
wagers, in connection with sald game, agains!
a pre-established account only i said maas-
ured biometric information sufficiently closely
matches said sterad blornetric information, and

wherein sald gaming terminal is provided in the
absence of coin handling, token handling or
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currency handling equiprnant.

A gaming method comprising:

storing first blometric deta fer at least a first user
in a portable biometric daia storage device;
a gaming terminal;
coupling @ reader te a gaming temminal, config.
ured for olaying af least fret garne, wherein said
reader receives said first blometric daiz atorad

on saicl blometic data storage deyice,
measuring blometric data of a user io provide
measured biornetric data; and

eomparing saict measured biometric data fo
said fret biormnatric data and aulputiing at lsest
a firat notification # there is an absence of
match.

Ameibod as claimed in Gialn 8, wherein:

saiol step of storing includes storing in a card
having 4 thickness less than aboul 6.05 inches.

A method as claimed in Claim 9, wherein:

said card includes « microprocessor,

A method as claimed in Claim 3, wherein:
said card is a debit card.

Amedhod as claimed in Claim 8, further comprising
storing, on said biometric dain siorage device,

ihe current aocount balance for an account estab-
fished for said firet user

A method as claimed in Claim 8, wherein:

said steo of measuring includes 3 slap selected
from among:

scanning a thumb print:
soanning a fingerprint;
scanning 8 retina;
scanning an iis;
Scanning an Sar;

sansing volte data: ar
Scanning & isce.

74. A garning method comprising:

indlating or contralling playing of a game using
at isast a first control device;

oulputting results of game play using al least a
frat oulgut device:
obtaining biornetric measured information re-
lating fo @ prospective game player using 8 bi-
ametric measurement device ;

comparing said meaeurad biornetric inforna-
tien to stored blometrie infermation:

charging wagers, in canmection wih said game,
against @ pre-astablished account only ¥ sald

bay
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measured biomeliric information sufficiently
closely maiches sdid stored biometric informa-
tian: and

wherein said gaming terminal is provided in the
absence of coin handing, token handling or
currency handling equipment,

A gaming apparaius comprising:

portable means for storing first biometric data
for at loast a first user;

gaming terminal means for playing at least first
game:
reader means for receiving said first blametric
dala stored on said porlable means for storing:
means for measuring biometric data of & user
to provide measured biometric data) and
means ier comparing said meagurad bismeiric
data to said first biomatric data and outputting
atleast a lirst notification if there is an absence
of match.

. Apparatus as claimed in Claim 15, wherein
eaid raeans for storing is provided in a card

having a thickness less than about ¥/4inch,

. Apparatus as claimed in Claim 15, wherein:
aaid means for storing Includes a rcroproc-

@eeor

Apparaius as claimed in Claim 15, wherein:
said means for staring further stones ihe cur-

rent soncunt balance for an account established for
said first user,

Apparatus as claimed in Claim 15, wherair:
aaid means far measuring is aeiected fram among:

@ thumb print scanner means;

a fingerprint scanner means,
4 retina scanner means:

& iis scanner means;
an aer scanner means;

A voice data sensor Means; ar

a facial scanner means.

A gaming tenrninal comprising:

mmans for initiating ar controlling playing of a
Gane,

means for cuiputting resulia of garne play;
means for obtaining biometric rneasured infor-
mation relating to a prespective game player,
means for comparing said measured biomstric
information ta stored biometric Information;

means for charging wagers, in connection wilh
said gate, againgt a pre-established account
only if said meaagured biometric information sul-
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ficiently closely rnaiches said stored biometric
information: and

whergin said gaming terminal is providedinthe
absence of coin handling, token handling or
currency handling equipment.
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{54} A wireless system for interacting with a virtual space

{S7) A wireless comrnunication systemfor interact-
ing with a virtual space. The wirgless system may in-
diude same or all of the following: a mobile stalion. a
server supporting the viriual Soaca, a gateway, a game
center, aad a game service. The virtual space may be
an interactive fiction game where tha user of a mobile
station may interact with other players and software ar-

 

 
 

tities in the virtual space, The virtual space may de used
for other purposes such a9 a virtual our of @ meal world
city, quitied perhaps by a software antity or agent. The
virtual space may Ge used for business activities such
as a virtual conferance that allows pariicipants who are

physically remote from each other to mteract in the vir-
tual space.
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Dascription

Fietd of ihe Invention

001] The invention relates to the Heid of wireless 5 managed within the context ofthis goltware applicahan.
sormmunications, and in particular, to a syatem whereby The virtual space encompasses Those users and ele-
5 Luger of a wireless terminal can efficiently and simply ments of which the mobile slation user Can Rave a per
interact with @ viriual space. in one aspect, his relates captual awareness. Interaction with the virlual apace
to ine field of wirsless games, anc in particular,ic inter can be had by textual ar veiee Cammunicaiions. Percep-
aciive multi-player games played using 2 hand-held 19 tual awareness is realized by textual, graphic, or audio
wireless tarrninal. COMAMUNICAHONS.

jaqO7] In the presently preferred embodiment, ihe
Background of the invertion Rams are iext Based. A comraand set is provided for

each siate of the virtual space within the game. The

fouge2] Elecironic games have hecome amajorpartol 75 choice of 2 coramand from ihe command séi changes
Ho entertainment industry in today's modem word. The ine ganie state. individual games are designed to be
nlaying of electronic games on stand-alone terminals customizable, That is, atuibuies of tha motile Siathanie
nas long been popular, However, in recent years these terface can be used to adjust gaming parameters. The
gamas fave migrated info a network envionment, game paramelers Gan Ge aciusted based an, fay exarm-
[0003] As the complexity of elecironic games, paw 20 ple, attbutes such as current location of the mobile Sia-
ered by increasingly sophisticated hardware and soft- tion, cali usage on ihe moble station, or wireless aery-
ware, improves Game-players often find themselves mes ulliced by the motiia station,
naying games which are aot necessarily sulled to their
particular ternperaments, habits, and reactions. Clearly, Brief Description of the Drawings
designers and manufacturers of electronic games must 25
dates to the broadest passible commerciai market, How Pook] The disclosed embodiments wit oe described
aver uso doing there are many game players who are with referance to the acecmpanying drawings, whieh are
lags than satisfied with the final rasuk. incorporated in the specification hersof by relarence,
fG0G8} The resivictive user interfaces presented by wherein:
moabie stations geesent 4 particular challenge when 20
congiiering gamé-playing across a mobile network. in Figure 1 shows a fiior ari system wherein a user af
particular, when considering network garnes of thea “mn- a mobile station communicates wih anciher mobile
teractive fiction” or “aciventure” style, a game-playariyp- siaiion user and a fixed terminal voice usen
ically aullers from 4 limited perceptua! gunaciguanass of Figure 2 depicts enhanced mobiie iglacommunica-
the potential context of the game, baing constrained by 35 dons according 6 a preferred embodiment,
the firnited user interlace presented by the typical mabe Figure 3 presents a sysiem configuration of a wire-
giation. The richness of environmental variables whISR lasa comrnunicaion systam which can support 3
can potentiaily be brought into ihe context of af adven- "virtual space’ communication paradigm,
ture game are nol easy incorporated inte such games Figure 4 depicts aspecis of a mpechanism by which
in current mobile slation systems. 40 the gininie intuitive dynanucs previously described

may be implamented;

Surnmary of the invention Figure 5 presents a more detailed view of the infra-
structure supporting the virtual space:

(on08] The present popularity of electronic games Figure 6 depicts various paricinants “inhabiting”
makes il dasirabie tat such games migrate technolag-=4 the virtual space: Figure 7 represents @ process
ically from stand-aione, hand-held or PO pased termi- flow far a segmant of an interactive fiction game as
nals fo network based gavies Wlllzing wialess cormrnu- in ihe oresently orafavred embodiment,
nication systams, Figure & shows further detail of ihe stony segment,
fOQ0G] KCisclosed herein is a wireless syatemnfor inter- Figure $ depicts the interactive segment i more Ge-
acting with a virtual space. in the presently preferrad 40 tal,
embodiment, the virtual space is an interactive multi- Figure 10 demots another ernbodiment of an inter-
player game, The interactive game af the presently pre- active fiction game;
ferred amoodiment is played in a wirelags enviranmant Figure 11 depicis network-related mobile station us-
using a mobile station as a user interface. The game is age information associaied with the olayer 100
tracked and contvallad using the mobile station anda 35 which ig used to enhance the reaiism and anjay-
game server, The game server is tytieally at 4 location
remote framihe mobile station. Mareavar, OOTLITTOa-
Hon belwean the game server and the mobile stationis

typically performed using abase siation connected to a
talacommunicatiang natwokk, The gaia server sup-
poris a game center and execules 4 software applica-
ton that defines the virtual apace. Individual games are

ent of the game of the presently preferred amboa-
ment,

Figura 12 depicts haw information ragaming the
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manner in which player 100 slays the interactive fic-

tion game of ihe gresentl preferred embodiment

being incomorated into the game:
Figure 13 depicts a lghtwaight interactive ficlion en-
ging language (LIFE) used ico create the virtual
space in 4 cost effective and wei documented man-
Aer

Figure 14 depicts a game player 1100 using a mn-
hile Stalign 1702 fo play an interactive fiction game
on a mobve network:

Figure 15 depicts the prafhing of mobile station ac-
tiviy in ordar to customize the serviog context:
Figure 18 denicts deployment of virtual volce-based
characters in a Game setting within a wireless game
environment:

Figures 17A-N depict a working exampte of the
fresently preierred embodiment showing user in-

formation distiayed on the cishlay of a rable sta-
fan:

Figure 18 depicts a block diagram of a mobile sta-
tion 1800 that can Oe used in the disclosed ambod-

iments; and

Figure 19 depicts a block diagram of a cellular com
municalions system suitable for implementing the
cisciosad embodimenis,

Oesiaied Description af the Preferrad Embodiments

D008} The numerous innovative teachings of the
present application will be described with particularref-
erence ia the presently prefarred amboadiment. Howev-
er, it shoufd be undarsiogd that ihis class of embodi-

maenis provides only a faw examples oi the many advan-
lagecus uses of ine Innovative legchings hersin. in gan-
gral, statements made in the specification of the present
application do not necessarily delimit any of the variqus
claimed inventions. Moreover, some slalements may
apply to some inventive features bul mot to others.
fa0IO} Figure 7 depieis a prior art systeni wherein a
user T&S) of a mobide station Hie communicates wih an-

other mobile station user 104 and a fixecl tarminal voice

user 106. Volce carmiuniogtion tetween ihe initial user

106 and the ciher two users 104 and 106 is well sarved

by the present mobile network and terminal infmerue-
ture, However, the user 100 has only iimiled access to
data services 108 and avenless to imageAidea services
W1G. Figure 1 graphically Wustrates howthe mobile sta-
ionuser 10 is provided with any very restricted access
to a rich carmmmunications environment.

TO31} Figure 2 depicts enhanced mobile telecormmu-

nicaliana according to a preferred armnibodiment of the
invention. A numberof additional glements, dapicted by
shaded boxes 200, 202 and 208, ara introduced. Thase

additional elaments provide ihe mobile station usar 100

with an enhanced access capability to the telecammu-
nations envionment. The shaded block 206 depicts a
simpler and mors effective man/machine interface be-
tween ihe mobie station user 108 and his or her mobile

3G

gsa

in

EP 1 O87 323 34 4

station 162. A mobile siaton user interface is designed
primary for gating up voice seramunications, therafora,
it ig inherently unsuited to the task of oroviding a rich
environment for perception af a virtual space. The new
elament 200 is descrited in mora detail in tha discussion

of Figure 4.
MOi2] The slerment 202 depicts the use of “profiling”
io adapt the telecommunicalions anyviranment io the
habits, tendencies, and history of the user 160. The use
of profiling enahies services within ihe breadar telacom-
munications environment io be “customized”. This cus-

tomization afiactively iailora the services to ihe particu-
lar user 700. Thus, insiead of generic telecormmunica-
Hons services being provided tc users who are anything
Dul genanc, tw sernices became individuallyiallored.
Tailoring ihe Services sarvea io sirgamline and make
more sifsctive communications with the user 160. This

effect ig explained in more detail in relation ta Figures
Vi and iz.

{Q013] The elernent 208 depints use of adjunct sup-
port equipment, such 48 interactive voice rasponse sys-

tems. Such equipment is used is augment and support
garvises Daing provided from the islecommunications
environment to the user 100. This equioment is ex-
plained im more detad in Figure 16.
f014] The abstract concept of “virtual space" repre-
senting the felecormmunicaions envvanment wihin
which the mohde slation user can interact is intraduced

in the fallawing figuras. This abstract conoamtis firal out-
iined in general terms, and then a specific example of a
Virtual space is used fara more detailed description. The
virtual space in the presently orafarrad embodiment is
desorbed as bemg an interactive fiction game which is
played across a wireless network, However, i should be
noted that most fool all of ive features described in the

presently preferred embodiment ans useful ko a mobie
gation user for other pursuits, such as, business activ-
ities, for axanygis.
GIS], As will be explained further, interactive fiction
games can enable a user 100 fo interact with other users
194 and28, with various data structures, and with in-

. teligant software entities which can 66 supneriad an da-
ta services 108.

TOS] Figure 3 presents a system confiquration of a
wieless communication system which can support 4
“virtual space” communication paradigm. A mobile user

100 cammunicaies, by means of a mobile station 122,
which in tum uses 4 wireless connection to @ network

308. The network 306 in turn, is connectedto a sarver

#10. The sarver 31d is described in mors deiaiin Figure
§, inthe presently preferred ambadinient, ine elements
described in Figure 3 constitute interacting carmponent

paris supporting @ virtual space 342. In the oresently

preferred embodiment, the virtual space 312 orovides a

mobile station user 100 with &@ perceptual awareness of
other mobile station usere 194, as in 4 telephana volre
oall The virtual space 312 aiso provides a mobile station
user 100 with a perceptual awaranese of the various oth-
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direciad ta the interactive segment (Step 708).

fH0S3] Figure 9 depicts the interantive sagment 708
in more detail. in the mulll-tlaverinteractive fiction game
of the orasenily orelerred embodiment, the interactive
aeqment 705 takes place in a cafe, wherg the various
players 106 and 104 car “meei" and interact. Further-
more, the software agants 612 and 014 can aisn partic-

ipate and the various obfacts 619 and G08 can be fund.
Therefore, while the stor segment 7O4 provides a
machanism by which the player 100 can navigale spa-
tially arrong a geouraphic set of connented locations,
the interactive segment 708 is a process whereby ihe
olayer 100 interacts with the varioua players anc fea-
tures in the virtual space 212. in Figure 9, a decision
iStep 500} presenis a sumber of aptiens fo ine player
100. Linkke die decision block (Step B00) of Figure 8,
this decision block (Step 900) allows the player 100 ta
siiect one or more of ihe options. Thus, assuming that

ihe player 100 is required lo obtain a certain amount of
rooney, he may elect to play poker (Step 04), | he wins
the game, the winnings constituic the needed cash. The
mayer coufd alga elact to take cash fromthe office {Step
909}. The process can then be directed back ic the de-
cision ootion (Stes 900) The player 100 can now elect
to pigk up a key {Step G12} and take itinte his posses-
sion, ANernatively, tne player 100 can elect fo enter a

shelter and purchase 3 disguise (Step S18). However,
in order io enter the shelter, a key is required. in order

fo purchase a disguise, a certain armourd of cagh is re-
quired. Therefore, the prioractions of the mayer 100 de-

lerming fis ability io proceed onwarnis in ine process or
his need tn return and retrace his stans, if he is so able
io do by the definithin of the game softwar,

fO026] Figure 10 depicts anothar ambadiment of an
interactive fiction game. Figure 10 inclucias an expanecd-
ad version of 4 vieual wortd with possible oqursea af

navigation.
foO25] Figura 17 depicts a working example of the
presenily preferred ambodiment showing user informa-
tion displayed on the display 414of a motile station 102.
The user 100 can interact with the games via the present-

ed options by way of acral and input keys 402 forming
a part of the reduced Keypad 400. Conventional monite
stations have such keys. Voice cormmands may alge be
used for interaction wih. the game, Voice carmmrands
may be used, for example, when responding to a

promot, such as, from a character in the garnae.

(26) To commence the game, the olayer 100 must

login with a user name and password using the Lagin

screen 1702. The user name and password are precon-
figured on tis game server. The game server valigates
ihe user name and password, if successful, the player
is logged into ine game and is presented with an initia!
sel of instructions 77048. In the prasantly preferred an

bodiment, the instructions are: “Welcome, <player
names! You can use the roller key to scrall text and men-
us. The scrollbar on the right indicates when mare text

is available for viewing. Select the “Cotions" menu to

a0

48
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begin a new gama, restore & previous game orto get
more instructions an haw toglay"

oe?) The player may elect fa start a new ganim.
resume a saved game, get ihe ful aeof instructions for
the dame, or quit the game completely 1706. W the play-
ar dlects to play a new gains, the story begins. Thefirst
story elernent is presented to the player 1708. A stary
giement can read, for example, “You arrived af the office
thls morning in a state of despondency. You were dis-
satisfied. Hagny and successful, but al the same time
ihera if @ nagging feeling of something being wreng
Here you are in this job that ien't quite right, Niwas a job
ihal you hadi ko aocem to pay the ollls. You'd wanted to
be a painter really, bul your mother said al the time ‘noe-
ane gives you any money 'H you're dead’. And what
good ig money to a dead quy" Al the end of this story
glament, he olayer is presented with 4 list of actions
that can be taken al this stage in the story 1740. The
salecied action will determine ihe next course to be tak-

an in the story, for example, “Do you go dewnstairs, go
ia the window, or go back to work?"
f0O28] The story elernent related to the setection, far
axampis, io go downstairs, is presented 1712. The story
alerneant can read, for example, “You go to ihe elevator
and head down to the lobby. You walk slowly across it

toward the street bul cannot see anybodly thal you rec-

ognize through the glass facade. You step gut through
the aulomatic Gear and anto the street. The crowe

seems to part and you sea a woman by the curh. She
ig talking to a policeman with his back turned diagonally
toward you. Yau circle around to your right 2 litte in order
to ace ihe wornan’s lace from front on. The ooficernan

if saying ‘Do you know who cid thie?’ The women Inoks
un and over the policeman's shoulder and in your eye
wilh a look of reproach and your stomach falls. She
paints siraighi at you and says 'He cdl. The police move
quickly. They arg headieg straight lowaris you”
fase] Al ihe end of this story element, tha playeris
presented wih 4 list of actions thai can be taken at this
silage in the siory 1714, for example, "Do you stay or de
you run?" The story element related to the selection, for

‘example, to run. is presented 1796. The story slament
gan read, for example, “You stand there in amazement
as several police walk over to you and grab you. Pinning
your arms behing you they oul handcufis on your wrists
and drag youoff ic a waiting car. When you arrive arihe
station they tell you that you are accused of industrial
espionage - citing your brieicase as evidence, You insist
that fis your briefoase anc they say We'll scon see’.
They open it and papers that are clearly not yours are
revealed. ‘You protest bul it falls on deaf ears. On the

way to the cells, now with your handcuffs rernaved, the
guard ginps to talk io gomeéone else. He has his sack
turded anc behind youis an open door fo the carpark.
You can't believe this turn of everis. Arrested”

(OG30] At the anc of this story aleniant, ihe playeris
presenied wih a list of actions that can be taken at this

sisge in the story 3778, for example, "Do you remain
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calm or try to escape?" The story element related to the
sgiection, far example, to escape, is prasenied 172d.
The story clament can read, for examole, "You don’ re-
aliy know why you co this but you turn andi run. Sorne-
how you know what will happen if you etey. You will be
jnisaly accused and will have to go through a whale load
of legal rgmarile. Yourlife and all you have worked Tor
could be erased in the ansuing publiciy. The policeman
again calls on you fo stop but yau just keap running. You
duck into an alley with the policeman not far behind. As
you run pasta doorway you hear iaughter thai somehow
stems to be diracled af you. You turn another comar
and iS a dead end. You can fear the running boots of
the cogs right behind. You look around desperately for
an escape. There is a garbage skip righ! Dasiie you with
a fire escape above i. If you leap to Gre iop of the bin
you might just raaeh the ladder. Or perhaps now migni
be tha righi time to give yourself up."
FIGS] At the and of this story elemerd, the olayer is
presented with a lst of actions nat can be taken af this
stage in the story 1722, for example, "Do you give upoF
climb the lacdder?® The story element related to the ¢a-
lection, for example, to give up, is pragented 1724. The
etary Glement can read, for example, “You can't believe
thig urn of events. Arrested!’ At the and of this story

glamoent, the player is prasertad with 4 list of actons
that can Ga taken af this stage in the story 1726, for ex-
ample, “Oo you remain calm or try lo escape?" The sary
@iement ralated ip the selection, for araripis, to namain

calm, ig presented 1728. The story alernant can read,
for examole, "You spend most of the day and night im
the cel, funous at what has happened. The next morn

ing bail is posted for you by a mysterious person who
will notallow themselves to be dlentfied. As you leave

the police station yau isel quite confused. You do nat
want to ga hame or hack to work just ye. You Rave to
work oul what to do about all of this. You siap into a café
across the street irom the police station. What you really
need i a quiel coffae and some timeto figure ait of this
out. Thera is an ancrmous amount on your mind. This
has been an incredibly confusing day.” Wren the story
segment is camplete, the player is given the option ic
coniinue wilh te game are move inte the interactive
environment atlached to this story segment 17H).

fG032] The mode of game play now changes from a
directad siary into navigating and taking actions within
a planned erwironment. To move thigughthe interactive
envirgamedi and complete the apisode, ihe player 100

will need to get engugh money to buy & costume a5 a
disguise. Once acquired, the player #00 must gat a phe-
to taken with the costume on, buy a passportfram aman
in the bar, take ¢ tad i the aimart, buy a ticket, and
board a plane io Halsinki. Al aach lacalian in the inter-
active anyironment, a descrintion of the looation is pre-

santed along with list of iteme thatcan he seen at the
location and the actions that the player can take at that

locadion, WH the player 100 chooses to continue, the next
story olorment ig presented 1732.
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fHO33] in the pragently oreferredi embodiment, 8 de-
scription of ihe caie is presented, far example, “You are
id @ Café. There are booths by the wall and tables in the
cerder A bar runs along another wall. There are two
women sitting at ane of the tables. deeply engaged in
conversation” At ihe and af this story element, ine play-

afig presented with a list of actions that can be taker at
this stage in the story. The stary element related te the
selection, for example, to inok around, is presented. The
story alament canread, for example, “At the café, you
$86 a proximity card and a one doar coin” 1734.
fO034] At ihe end of this description, the playeris pre-
gented with a list of actions that can be taken 17348, for
example, go, look, drop, axarnine, or use an object. A
ligt of options panaining to the action elected, for axarm-
ple, go, ig presented 1738, The options oan include, for
example, go oulside the cafe. The player is presented
with a description of the environmentthal iney Can move
into, the items that they can sae, and the actions Wat
they can take af inis time 1740. The descriphon can
read, for example, You are in an did lane. The backs af
several buildings ines onte it. Bare, black meatal ladders
lead from: the ground up into ihe hare. Dirty red orick
walle with oraffiti, soot and bird droppings fkawise nee
up out of sight. it smatis bad. A few rats slip into the
ghadews as you approach, in frant of you is the entry to
what looks like a coalume shop.”

70Q38} At ihe snd of this description, the playeris pre-
sented with a list of actiona that can be taken 1742, for
example, gc, look, drop, examine, or use an object. A
fiat of options pertaining to the action electad, for exam
ple, do. is presented 1744. The lst can include places
to go, for example, info the costume shop, aast, west or
back into the café. The story elament related to the se-
lection, for axamale, go into the costurme shop, is pre-
sented 1748. The story clement can include, for axam-
pie, a list of things thal the player 100 car see in the
casiume shog and actions that ha can take. The story
gamed can read, for exampin, “You see a shop ciul-
tered with masks and wigs, costumes and hats. Racks
of body farts are on the east wall behind the counter,
Also betind the counter stands a middi-aged man with
lank Black curly hair, You don't notice him at first De-—
geause he blencis in with the noses, cars, false mous-

teaches, and wigs behind him. He ignores you, pointedy,
itseems, in the south wedi a door with dinty glass Inacs
to ihe main street.”

fO0S6] At the end of thig story elernent, the player is
oresenied with a list of possibilities 1748. The list can
inclucie, for example, seeing a shopkeeper. A list of ac-
tions that can be taken at this stage in the storyis cis-

played 1780, for example, the player 100 can ge, talk
to, dak, examine ar use an object at this locadian. Tha
characters related to the selection, for example, talk to

gomeone, are pragented 1782. The dialogue relatedto
the person the player 100 chooses to speak fo is dis-
clayed TPS4. The diaingue with the ahopkeaparfrom the
player's 100 parspactive, for example, can read:need
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a disguise” He says. ‘Oisquigas, disguises? That's all

anybody ever wants hese days, whatever hanpened ta
the good oid days of just gelling dressed up forfun. What
you like, | have a whole bunch of disguises, same are
better than others and their oricas reflect that. | mean,

a cheap disguise i6 really easy to see trough but the
more oxoangive ones are impossible - your own mother
wan't racagnize you. Here’s the lat with the prices clear
iy shown in red beside them. By the way, weren't you
just in here?”
fOOS7] Al the end of this story elemant, the player is
presented with 3 fel of achans that can be taken 1756.
The figi an include, for example, ga, iook. drop, axam-
ine, Duy, or use an object at this location. & bet of tems

pertaining to the chasenaction, lor example, buy an ob-
ject is digglayed 1788. The display can read, far exam
nie, “You can buy any one of three differant costumes,
each ala differant price, and sach associated with a off-
fareal level of probability that the police wort recognize
you when they sea you. if you Guy ihe $100 outfit, you
won't be sean, lf you buy the cheapest outfit, there is a
great chance that you wil be recagnized by the palice.
you Suy & reasonable costume, you have a reasonable
chances of fooling the police."
PBOs8] Aline and of this explanation, the playeris ore-
sented witha story elament relating ip ihe choise «1, for
example, attempting fo buy tha most axpensive cos-
tume 1760. The story element can read, kar example,
“YOU can pay with cash ar with your credit card, You only
have $45 in your wallat (you cen see tis if you look al
your inventory}. Baing short of cash, you hand the shop
keoper your creditcard. After a brief phone call frarn the
hack room, he shopkeeper retums and pecintedy in-
forms you that the card has been cancelled. He promptly
euls the card in half and throws it inte the bin. To buy
ihe castumeé, you will need to find some money, Perhaps
you have some money in your office or you can win
some money al fe poker machines in the bar.”
fO039] At the end of this story element, the playeris
presented with 2 list of ooesible achons 1763. The list
car include, for exemple, go, talk to, look, @xamie or

use an abject af this fonation. The locations related to
the selection, for éxampls, ga, are oreseried 1764. The
availiable iscation, for example, can read “You can only
go Gut Ifo the jane frorn the casityne shop.” A lst of
actions perigining to the selectionis displayed 1768, Se-

cause the oltyor 100 has already Deen ta ihe lane, onty
a short description of the lane is presented along with
the actions possible.

P0840] At any pointin the game,the player can review
hig ravenion 1768. When ihe player reviews his inven-
itwy, 4 list of Kerns in the inventory is prasanted 1770.
The inventory can fad, for example, “You have a leath-
ar wailat and a mobile phone." Any item in inventary can
he examined. A description af the item examined 1772,

for example, the wallet, can be that your leathar wallel
if af expensive loaking leather wallet coniaining $45
and [ite €iss,
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flO44] The game is contnued afier examining Ihe in-
ventory teme. The player may, for examele, mave from
ihe jane back into the café." A tist of Hanis that may be
gaan at ihe café is displayed 1774. The list may include.
for example, a proximity card and a one-dollar coin. Ob-
jects are Taken using the lake action 1778. When an oh-

ject is tgken fram a incation, il ig aided ic the players
inventory. Selecting the take ootion displays a hist of
iigens thal the player can see 1780. Items to be taken
are selaciead farrn the list, When an item is taken, iged-

back indicating success of failure is displayed 1782.
Taking the proximity card, for example, can yield the
feedback “You manage to swipe the card fromthe lable
WIHHOUL anyhoch noticing."
OG4S] The player may lock around any current inea-
Torn 1784. Looking around 2 heel, iar example, will yield
a description of whal can be seen 1786. The description
can toad, forexaninie, “in the south wail is a screen door

igading to the kitchen af a hotel. You can haar the chef

singing and see cooks wandering to ard fro across your
field of vision. In the north wall, above your head is a
barred window that you know is a call windowaf the po-
ice station.”

fe0437 ff the player, lar example, moves Inia ie Hotel
bby, a description of the lobbyis presented 1788. The
player is told that there is a ghete booth ithe comar,
tar example, "In the south wall a rotating door leads to

the main street. in the carneris a phota booth. You stap
mig a quiet alcove behind a palm...“ Tha Take Proto
action will appear in the list of allwed actions at ihe end

of the focation descrition,
fG44} Nf the layer procends into the bar, a daserip-
tion of fhe bar will ba displayed, for example, a guyina
raincoat and a poker machine 1786. Obtaining a pass-
port requires talking to the guy in the raincoat. Playing
the poker machine requires select the use action far the
coin 1782. Selscting the use item from the dst of actions
retrieves a ligt of Hams from the player's inventory 1794.
Selecting an item, lor example, the coin, displays a list
of items upon which the coin can be used 796. if the
poker machine is selected, a description af the residing

"action is displayed 1788. The description can read, for
’ @xaninie, “You ingert the coin in the shat and oul ine har-

dis. Against all odds, ‘777" apowRars aN Gar-plercing hors

ANNOUNCES yOu as the winner of the jacknot. The bar-

man lumbers over, hands you 5 big anes and...” The -
game Gan be saved i ifs Gurent alate al arnylirne 1789.

$9045] Figure it depicts network-redated mobile gla-

tion usage information associated with the player 106
which is used to enhance the realism and enjoyment of
the game af the aresently preferred embodiment. in Fig-
ure 11, “mobile usage orofiing" information, namely m-

formation regarding the oattemns of use of mohite com-

munications by the playar 100, ig communicated from

ihe network 306 io ihe server 310. Such orofile informa-
iinn includes, lorexampia, the fact that player 100 is cur-
renily actually located in the city of Los Angeles. This
information can be used in the multi-player interactive
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fiction game of iha presenily preferred ambodiment by
creating a virtual space 312 made up of jocations in the
city of Loa Angeles, thus lending additional realism and
interest to ihe game. The garne itself can be designed
with profiling information in mind. For example, within
the definition of a virtual world, 2.g., lightweight interac-
tive fiction engine language (LIFE), profile tags can be
specified. The profile tags are used to indicate that the
virtual world should be custamizedal the tag point. Cus-
tornizing can include extracting relevani information
fram the mobile station or trom 4 profiling dalabase on
a server. For example, if the game space dictates that
a playeris moving (or walking) towards, &.g., alain sta-
tion, @ profile tag oan De used io indicate that a relevant
station name be inserted inte the virlual world. Por ex-
ample, Waterlon Station im London can be ngertent into
a virlual apace Dulll around @ London theme.
fO046] Figure 12 depicts how information regarding
the manner in which player 100 plays the multi-player
injeractive fiction game of the presently preferred em-
bodiment ig incomeorated into ihe garne. This infoma-
tion ig calied "game play profiling" information. Thus, if
the player 100 shows, during the course of a game, @
prefernnce for a padioular type of action, say one 4950-
ciated with travel, this preference can be conveyed be-
tween the lightweight language application 406 and the
garver 410. The game can then be adapted to include
more options of this type ior the player 100 on a real
trae basis. Thus adding additional credisiity and later-
est to ihe garna.

fOQ47] Figure 13 depicts a ightwaight interactive fic-
tion engine language (LIFE} used ip create the virtual
space in a cost effective and well documented manner.
Thus, allowing {he virtual space to be evolved aver time.
LIFE is a generic description language which ulilizes tha
Java™environment.
i048} A LIFE world 1312 which forms the basis for
the game of the presently preferred embodiment, is one
of the gat of worlds 1300 which can be supported in the
sysiem. The world 1972 ig made up of a set of “levels”
1302, ane of which can, for example, be defined as “Las
Angelas* 1376.
job4g] Each level, e.g. 1316 is made up of a number
of connected “locations’, a.g., The Grand Hotel in Los
Angeles 1920, The Grand Hotelis one of tne set af fo-
cations 1404 in Los Angeles 1316. Within each location
ig a set of chiects 1306 2.9. a door 1326 in the hate! on
the second floor, which is a subsel of tha sei of objects
4306. Each guoh object 1306 is “interactabie” and the
user may Interact with the object through associated &c-
tions. An action, in a set of actions 1908, can be, for
example, "tc open” 1390. Finally, associated with each
action ig @ sei of objest atinbutes 1318, for example,
‘opened’ 1334. Thus the specific world baing consic-
ered 1212 is divided into 4 sat of levels, for example,
Los Angeles 1316. Each ievel has asat of locations, for
exampia, The Grand Hotel 1920. The Grand Hotel 1220
has a get of objects, for example, a door 1328 of the
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second floor with which a player may interact. intarac-
Hon rules are dafined by a set of actions, for exampia,
to open 1380, ihat may be associated with sitter abjecis
‘er lonations. The consequence af the action i6 an at-
tribute, for example, door opened 1334 A player Gan
aither be a human player 100 or a sollware agent 614.
The "view"of ihe virtual space which is prasanted te he
player 100 or B14 will vary according to the qurrant ac-
tual logation of the player 100 ar 614. The available in-
teraction options and objecis will vary correspondingly.
fO0SG] Locations, forexampie, The Grand Hotel 1320,
dafine the fabric of the LIFE world. Locations deseribe
all roams, laces, otc, which are aoceseibie tc giayers
100, 104, or 604. Each location has a description wh ich
allows a player to datarming his position. Each location
has @ set of connections fo other locations, for example,
an airport 1922. Cannections define the topology of the
LIFE world and are used by the LIFE engine to define
the navigational options available to 6 player. Location
specific interaction is defined via 4 set of specific ac-
Hons.

fagSt] Object definitions, for example, the door 1328,
are used to dascribe items with which a player can in-
teract, Like locations, objects have a description allow-
ing players 100, 104, or 604 to know what the object is.
Tne players are made aware of a set of sotions datining
parmitte, object specilic, iieraction ruiss, far example,
io open 1330. A set of object aliributes 4340 renresant-
ing ihe state of the object, for exampit, donr is apan
1994, is alse arovicied.

io082] in the presently prefarrad embodiment, ac-
tions, for example, to open 1230, may require mere ad-
yancad interaction than merely agplying them to an abe
ject. Ag an example, a key May be required fo open a
lockecl door. LIFE handles these situations by allowing
antions to have arguments of 4 specilic type. For axam-
ple, ihe “unlock” action on the “doorwould nquire 4
“*koy’ as an arguraent,
10053] Figure 14 depicts a game player TUG using 2
mobile station 102 to play an interactive fiction gare on
a mobile network. in the presently preferred ambodi-
raant, the mobile station 102 asiablishes 4 connection
through 4 mobile network 1408 to a garne server 1412.
A user agent 1404 is a sirulacrum of the user 100. The
user agent 1404 is a software entity acting for ihe game
player 10 (or for the mobile station 102). Hahould be
aopreciated that reference is made to the user 100 anc
og the user terminal 102 in an interchangeable manner,
the intended meaning being olear from the particular
context, The user agant 1404is thus responsible for pre-
geniing a curren! state of ihe interaction hetion game fo
the user 100, and equivalently, acts as a communication
intermediary between the user 100 and the game saver
1412. The mobile astwork 1408 supports a connection
behwean the mobile station 102 and the game server
1412. An interactive fiction engine (wirelass game Cert-
ar) 1444 runs on the game server 1412. The engme
1414 supgoris the execution of a virtual ward 1406 on
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ihe game server 1412. From an imolemantation per-
Spective, inthe presently preferred embodiment, the vir-

tual word 1466 ig an execulabis soffyare component
running on the interactive fiction engine 1444, Tre vir
tual wortd 1406 updates states which define ft based on

action requesis received frorn the user 100 by means of
the user agent 1404. Actions which can be taken in the
game by the user 100 sre determined bythe state of the
virtual world 1406. In the oresently preferred ernbodi-
rhant, the virtual world is based upen 9 structured defi-
nition of content as desenbed in Figure 13. The game
server {412 also cantains a presentation engine 1416
which processes data relating to the game and the vir-
tual world 1408 into @ fonmat that oan be preseniad by
thé user agent 3404 on the mobile station 102. The pres-
entation engine 1416 output can be tailored according
tothe limited man/machine interface available an the us-
er terminal 102.

fooS4} The virtual world 1406 can be defined using an
>ML schema, which is run through a world compiler,
generating & compuler language apecific version of the
particular virtual word 1406 definition being used. The
language specific world is thus compiled into an execut-
able form. Suppert for both the language and the virtua
world concepis embodied in the definition of the virtual
world, exist on the game server 1412.

POSS) it should be appreciated that the utilization of
mang text preseniadians and icon display claments
combined with hypertext user selectable menu items
signsicantly ameiorates or substantially overcomes the
complexities and difficulties of typing in irae text cam-
rrands on a mobile station keyboard. The particuiaris-
suas encountered in 4 wireless communication environ-

raent, for axempla, low data rates, significant arror rates,
and wireless communication protocals, require ozrtiou-
lar fechnical solutions to present the aforementioned
manuficon/nypertext base system.

fHO56] Predefined game options both within the atory
segment 7O4 and the interactive geqrnant 708 result in
a “ree" type of struoture. The siructura reprsenis nos-
sible “routes” which a game player can travel dapanding
on his or her choices as they move through the game.
This ype of game structure supports @ “prediotive com-
Mand style implementation” thus, providing a $tream-
lined form of interaction, in particular, by optimizing tne
options presented during garne play, the amount of data
transmitted ta ine rnobike station is decreased. Thus, a
more elective resporise time results. This result is oar-

boularly useful when utilizing iow banchwicih, high laten-
cy networks,

{O087} Figure 15 depicts the profiting of mobile station
activity in order to cusiomize the service context. In the

presently oreierread ernbocimert, custuvization relates

io ihe playing of an interactive fiction game. As a player
100 makes use of a mobile station 102, we note that

inere is a distinction bebween the virtual ward within

which the player olays the game, and the real world with-
in which the playar actually funciians. Having made that
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distinction, i is noted that while fantasyis tyoically a de-
sired characteriatic of games, a degree of reality or map-
ping between the "real world” and the "virtual world” can,

in fact, add a drama and a realism to the fantasy which
enhances in¢ enieriainment impact. in one embod
ment, the mobile station 102 maintains key environment
information 144-1818 in a sinvage memory 1504. This
anvironment information 1514-1516 relates io the real

world in which the player actually is sluated. For cxam-
ple, the mooie shahon 102 can store in the onboard

memory 1804 statistics such as call frequency, average
cal duration, inp five looal localions visited (that is, ic-
cations in ihe players horne country), top fave globalto-
cations visited, top five wireless services accessed (for
example, hollow me’ enables calls diractad to @ partic-
ular Mobde station to be forwarded to anainer mobile

Station}, top fave local numbers called, top five countries
called, etc. Thase statistics can te constantly main-
lained, updated and stored in the memary 1504 of the
mobile station 102. Thus they are available te be used
in customizing a service which is required by ihe user
frorn the user terminal 102.

f0058] Flacing this information 1614-1516 into the

game context, the various story segments can take

place in particular, anc familar cles. The particular city
provided aS 3 vittual world whan ihe user chooses to

Rlay A Gewvie can be made ta correspond with the par-
hoular city in which ihe user is actually residing at the
time. For example, 7 the uger is presently in Sycinay,
Australia, the gare context can be placed in Sydney
and the virtual world, its various connected locations,

and even the particular objects within the virtual warid

can all be tadored te provide a feeling of pleasing famil-
larity with the actual city in which the user is currently
localed. A native of Sydney willbe able to actually rec-
ognize aspects of the virtual worid if this is desirad. in
ihe presently preferred embodiment, when a game is
started, a set of locations, that ig, cities, can be aute-

mahcaily selacted based upon the mhonnation in a4 user
profile siored in the mamory 1804. ff 4 player calis Lon-
don and Helsink! frequently,instead of selecting the city

, where the player currently resides, these cities could be
selected instead, This feature is particularly pedinent ff
ihe user uses his mobile staten when he is in those ch-

i6S, 48 # Dravides an insight that the playar has actually
vised hose cities, and would thus be expected io nave
some farniliarity with their physical surroundings.
PO088] fis possible to use this prafiling of mobile sta-
Hon achyity both af the level of city selection, ancYor at
the level of particular location profiling within a given cily.
Thus, the virtual world 372 can be customized to inglude

those lonations that tha game player lrequents, such as
suburbs, stredia, cafes etc. This level of customization

tlepends upan the invel of accuracy asacciaied with ihe
incalion algstics which are gathered. The usage profile
of a mobile station can include many attributes aside
from telephone calls. For éxample, usage profiling can
include imormation from the calendar, addrasa book,
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contacts list, messages, and other nan-phone applica-
tions that reside on the mobile station 102. This type of

profiling can be seen in the iollowing example: when 3
player receives notification that "They need to meet ihe
fat man on the comer of Sth and Park Avenue al Spm’,

# booking for that time is placed inte the mobile station
calendar. Another example from an interactive Action
game: when two people sit down af a fable in a cafe and
exohange busingss cards. in such aA acenada, gach
players contacts list would be updated by the Server
with the business card of the other player Thus, the us-
age profile can affectihe garne state and the game state
oan be made to affect the usage profile.
fO080] in acidition to usage profiling, the mobile station
itself can be used to introduce real world data to affect

the game state. For example, the clack in ihe mobile
glation could be used [0 Set the time in the virtual game

space, in anciher instance, a modig station equipped
with @ sound recorder and voice delection facilities can

be used to modify the stale ofa game. For exampte, the
game may require the player to proceed to a particular
location and obtain a clue. The clue could be a sound

segment that when "found? Ghatis, recorded and trans-
mitted), changes the state af the game. Thus, the mobile
siation can affact the game state and the game state, in
turn, can alfect the mobile station.

fOOS1] Mabie station activity profiling is 4 seltwarea
component 1520 which resides in the mobile station
102, and can inchide an antional software camponent
4518 residing on a remote server 1442. The Hexitility io
distribute this information between information gathered

gy the mobile station 102 Realf and infarnation gathered
wilhin @ network 1900 is extremely useful. While infor-

mation gathered by the mobile station 102 wil have a
first level of accuracy and detail, being gathered by the
mohile station 102 itself, there ig noieaue in gaining priv-

Hlegad access to information which a network aperation
May be unwilling to provide. This latter tyne of informa-
ton would raside on the remote server 1412. On the oth-

er hand, tha richness of information avaiable to the op-
erator of a nenvork 1560 is undoubtedly greater than
that affordest by information gathering capabilities within
a motile station 102, The resent embodiment thus en-
ables thase two types of Infamnation ta be mixed and
matcnad as desired.

FOOGS} His appreciated that while mobile station ac-
tivity profiling has been deserbed above irr ina cortex
of a network based electronic game, this type of profiling
nan equally be apnlied to ciher types of services which
ark accessed by means of the mobile sintion 102. Other
services can include, for gaample: a nestaurant guide in
which is restaurants are listed aocording to mobile sta-
tion lecatian, an antertainment quide in which options
ara listed according to time and mabile station location,
a8 virtual city tour can be preeanted based on locahon of
the mobile station ardestinahons cated! or a Yavel ser-

ies which notifies a user ai travel deals Gased on call

history, contact list information, calendar antrigg, man-
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ing locations, ate.
Paes] carly, he user can be given the ability to iurn
gutome ofie daia acquisition and aracessing on
and aff + the robe station, and within ihe proacter
Nenwairk iext, as he desiras. This feature enables us-
ers iG hays control over their own personal mformatian
and, more to the pointin the preserdt context, information
which is secondary but canatheless derved from their
own behavior patterns.

(0G84} in order to INcomorate user profie information
it a game, user orafile information retrieved from the
memory 1504 in the mobile station 102 ig sent te the
server 1412. The server 1412 incomporaigs this profile
information into the game senice 1414. The virtual
world 1406 is {hen caneiructed while taking account of

the user profile information. If i@ apariciated that maxr
mum user canivol over confiderdial information is pro-

vided by maintaining the above described capability pr-
marty within the mobile giailon 102 ised.
fHG8H] Figure 16 depicts deployment of virtual voice-
based characters in & gamma setting within a wireless
game environment 4 voice character, which car for @x-
armnle, be ently 612 makes use of an interactive voice
rasponed unit (IVALD 1600 in ordarto incorparate voice
cortantinio ihe game. The game runs on the game sorv-
@r i412 to which 8 connection has bean established by

the mobile station 102 being used by the user 100. The
VALU 1600 interacts with ihe server 1412, enabling the

server 1412 te incorporate veins response dlernants at
the correct “time and olace" within a gare faking place
within (he virlual word 1406. As will be explained in
mare detail below, the NVRU 1600 interacts alsa wilh ine

mobile network 1408. This interaction is required to pra-

vide the actual voice inguito the game and also to pro-
vide call cannection and astablichment facility,

fO0G6] The game player 100 playing @ Game encom-
gassing a virtual world 1406 using a mobite station 102
ean arrive al a point in the gama where interactian with
a voice based virtual character is possible. At this paint,
the game Glayer 100 interacts with the character by vo-
calizing a game action, Le. speaking inte the mobile sta-
ion. The (VRU 1600 acte aa a voice recognition unit id
convert the vonalized command to 4 text response that
can be sent to the garne server 1472 across he con
nection. Tha game server 1472 receives the command
and updates the game state (virtual world) 1406 acoord-
ingly. The gare server 1412 then issues 4 Gararnand to
the mobile station 102 to undate the game contest being
orasented on the mobile stalian 102. Should the garne
nawrequir that the virtual voice based character vo-
cally raspond to the garne players command, the gare
server 1442 issues a command to the IVAU 1600, di
reoting the (VAU 1500 to ganarate a voaal response, An
{VAL 1800 reaiding on the game server 1412 can send
that vocal response to (ha mobile station 102 by means
of a yoios channel on the wireless. f an IVRU 1600 re-

gitlea on the on the mobile station, a command san be

gant io ihe mobile station 102 by ihe game server 1412
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and then converted (0 4 voice rasponse.

fOOG7} in reference to the game described in Figure
17, al some pom in the story segment, the player 100
may be presented wilh a promot such as “your mabile
phone is ringing’. The game sever 1412 could then
place 4 call to the players mobile terminal. Upon an-
swaring the call, the player wil be grested by a virtual
voice character, The IVA1600 is used Io realize ihe

virtual voice character. The virtual voice character rer
resents a virluai ofaracierinthe game randered invoice
form. The character can be randered in a textual format

as well, An example realization of a virtual voice char-
acter can be, for instance, “ri <player name>, ifs ihe
Cammissionerhere. Seems like we havealiltie orablers
and need your help. Samecone is ring to frame you."
The player 1Q0 may then be prampted on the text dis-
play with a series of options. The series of aptions can
be, for example, “What do you mean, someone is trying
to frame me?” The player 100 may either select the op-

tion via the Inout keys 406 or ray speak the phrase. The
VALE 1900 is uged as a voice recognition unit to dater-

ming the selected option, in the event the player 100

chooses to speak ine phrase, to be sent to the game
server 1412.

fO68] in response, the game server 1412 chooses
the aogropriate story sagment to deliver to the player
100. Tha story can be, for example, that the commis-
sionercontinues ta warn the olayer. The commissioners

words are synthesized by an VAU 1600 and can he, for
axanie, “Lock <player names! We think it's Joe Dia-

mond, bul we can't be sure. Pi was you, I'd watch my
back and try to tind out what he's up to." The player 100
can then be presented with a series of options on a tex-

tual display. The options can be, for example:

"1, Thanks far the pointer Commish. | will watch my
back. Lat me knowif you hear anything more.”
2. Give me a break! Jue’s in the slammer Anyway,
why would he want fo set me up?"
3. Don't be stupid Commissioner Joe would never
cio that to me. Goodbye, ard bye the way, don’t call
me again!

fees} The player 100 can speakthe options into the
mobile station 102 of use the text input keys 400 to make
a selection, Speaking the ontions invekes the voice rec-

ognition of the MRU 1600.
foO70] As another example, ihe game player 100 can
get id 8 point in the game whens same types af advies is
reacuirad. The dame player can ask “what can | do hare?

"by directing this question to ihe mabile station migro-
phone. This question is translated to fast by the IVAU

1609 and seri to the game server 141e over the cor
nection. A sofbware aniity reaidiant in ihe Game exan-
ines ihe various aptions available to the mayer al this

paint, and replies “you can either take the lefi stairs
down to the ground! floor to escape the paling or you can
go up io the roof and catch the halicogier, via a vaice
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call to the staton. .
{9071} in another exampla, a player can be initially

rawn into a game via a seresaf phone calls placed to
the player 100. Phone calls initiated by software entities
io a player 100 inviting him ic initiate 4 game would, lyp-
ically, be based upon a user profile indicahng that such
calls would be welcome.

f0e?72] To facilitate use of he VAU 1800, an interae-
tive application, for example, the game deseribed in Fig-
ure 13 can be configured with tage [or flags} which indi-
cate that the IVAU 1600 carn be used. For axampls, in
the game described in Figura 19, aither the game uni-
Verse of @ particular seqmant {or segmenis} of the game
can be flanged as voice interactive. In [nis example,
when the game server 1472 process a game or siary

segment that can uliize ihe WRU 1600, the IWRU 1800
ig activated for the particular game or Story segment.

(G07) The IVRU 160G can be resident on the mobile
station 102 in order to implement the tansiatian be-
tween voice cornmrnaancs from the game player 100 and
the charactersirings whion are sent over the connection

id [ht game server 1412.

{0078} In an allemative embodiment, the (VRU 1600
oan be rasiderd in the game server 1412.
(G75) ieshourl be appreciated that voice and cellular
(GSM, COMA, or TOMA) short message service can co-
exist, supporting the voice/daia mix which is required in
the aforementioned deecrigtion. This is only ore ambad-
iment using 3 aricular set of tachnolagies toimpleament
this (ype of functionality, it shouki hathar be appreciated

that conversion from speachto text, or rather to charac-
ley, can be implemented af the mobile sialon 102, thus
enabling data only to be carried on the connection ta the
gare server 1412. Altlernabyvely, voice can be carried
directly between the mobile station (fe and the game
server 1412 over the connection and canverted at the

server. Various Wadeolfs between processing power
and network bandwidth enable different solutions ta be

found.

fG076] Figure 18 depicts a block diagram of a mobile
station 1800 {and 102) hat cari be used in the disclosed
embodiments. The mobile station 1800 inclucies, im this

example:

{6077} Aconirol head 1802 containing an audio inter-
iace, Le. a speaker 1804 and microphone 1806. The
control head 1802 generally includes a diaplay assem-

by 1808 allowing a user to see dialed digits, stored in-
forrnation, messages, calling status mformation, includ-
ing signal strength, aie. The contral head generally in-
chides a keypad 1074, or other user control device, al-
iowing & user to dial numbers, answer incoming calls,
anter stored information, and perianrn ather mabile sta-

tign functions. The kaypacd 1810 functions as the re-
duced keypad of the prasantly preferred embodiment
Tha controt head also has a controller usil 1834 that in-

ferfaces with a logic control assembly 1818 responsivis,
frorn the conirotier unit 1894 perspective, for receiving
commends from the keypad 1810 ar other control de-
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vieas, and providing status information, alerts, and other
information to the disolay assembly 1608:

fo078} A traneesiver unil 1812 containing a transmit
ter unit 1874. a receiver unit 1818, and the logic conirai

assembly 1818. The tranemittar unit 1814 converts iow
level audio signals frora the microphone 1806 to digital
coding using a codec (a data caderdacoder 1820. The
digitally enceded audie is represented by modulated
shifts, for exarnpie, in the frequency domain, using a
shift key modulatorderncdulator 1822. Other cades
transmission ulllized by tha logic control assembly 1819,
such as station parameters arid control information, may
aise ba encoded for transmission, The raodulated signal

ig then amolified by RF arnpliier 1824 and bansmitted
yia an antenna assambly 1826,

fours] The antenna assembly 1626 contains a TR
itransmitterreceiver) switch 1946 to orevent simultane-
ous reception and transmission of a signal by the mobile
station 1800. The transceiver unit 1972 is connected to

the antenna assembly 1826 through the TR switch
4836, The antenna assembly contains at least one an-
jenna 1838,

(G680] The receiver unit 1816 receives a transmitted
signal via the antenna assembly 1826. The signal i arm
plified by receiver amplifier 1824 and demodulated by
shift key Gemoduiator 1822. lf the signal is an audio sig-
nal, hig dacoded using the cadec 1820. The audis signal
is then reproduced by the speaker 1804. Other signals
aye handied bythe logic cantral agsembly 1814 after de-
modulation by demodulator 1822: and
fOO81] A logic control assembly 1818 usually contain
ing an application specific integrated circuit (or ASIC)
combining many functions, such as @ general purpose
migroprocessor, digital signal processor, and other furc-
tions, into one integrated circuit. The logic control as-
sembly 1818 coordinates the overall operation of the
transmitter and recebver using coniral messages. Gen-
erally, the logic cantral assembly operates Narn a pro-
gram thal is stored in flash memory 1828 of the mobile
station. Flash memary 1828 allows upgrading of oper-
ating software, software correction or adkition af new
features. Flash memory 1828 18 also used to hold user
information such as speed dialing names and stored
nuntbers. The mobile station 102 aspects af the garning
environment oan be stored in this mamory.

fO082] Additionally, an IVAL 1600 can be connected
te the fogie cantrol assembly or WRU software can be
executed by the logic cortrol assembly in arder to per-
forrn the voice input aspects of he presently preferred
erabodirmnent,

TOOBS}] in addition to fash mamory 1828, ihe mobile
station will tyeically contain read anly memory (ROM)
4890 for atoring information that should not change,
such as startup procedures, and random: acress marr
ory (RAM) 1832 to hold temporary information such as
channel number and system identiier.

fG084) Figure 19 depicts a Glock diagram of a callular
cornmunications system suitable for implementing the

aH

70

tek, tn

2o

“]
ts

t Sa)

40

55

42

te

disclasad embodiments. A.celluiar telephone system 10
has a plurality of mobile sivitchine senders (MSC) 12, 14,
18. of mobile telephone awitchi: aMices (MTSO}, that
are commected to gach other ar. to a public switched
telephone network (PSTN) 18 Fach of the mobile
switching centers is connected io a respective group of
hase station controtiers (BSC} 20, 22, 24. Each pase
station controller is conmected to 4 group of individual
hase transceiver stations (BTS) 26, 28, 40. Each base
transceiver station of the groups 26, 28, 30 defines an
individual cell of the cellular talephone system.

{0095} Each base transceiverstation of the groups 26,
28, 30 includes hardware and soflware functions re-
quired to communicaie over communications channals
of the system 10; and includes transmitters andi rereiv-
ers for communication with mobile telephone units.

Each base transceiver station 26, 28, 30 also inciuads

apluralityof individual standard receivers (Std7) 37 and
scanning receivers {SR} 32 for scanning selected por-
fons of the cormmunications channel. Each basetrans-

aciver station 25, 24, 3furtherincludes digital multiginx
aquinmenfor iransmission of audio traffic to its associ-
ated hase station controller. it is the base transceiver

stations 268, 28, 20, alang with their associated base sta-
tion controtiers 20, 22, 24 and mobile switching Centers

12, 14, 16 that perfarm the steps described herain in
order to carry out one embodiment of the Invention.
fonss} A plurality of digital mobile stations 1800 (or
102} ia used with the system10 for communication over
the corarmunications channel (or radio frequency tralfic

channel) with a oarticular base transceiver station of a
nariinuiar cell in which ihe particular base transceiver
station is located. According ta the various disclosed
amibacimenis, associated with each digital mobile sta-
don 1800 ig a soanning receiver for scanning selected
portions af ihe communiogiions charnme! between the
mobile gladion 1800 and the base transceiver station of

serving and neihboring ceils.
f087] Each pase station controller of the groups 20,
22, 24 implements audio compression/decompression,
handles call establishment, disconnect, and handoff

procedures, and allocates sysiam ragources between
the individual base transceiver stalions 28, 25, 30 asso-
Ciated with each of the base stalin contraders 20, 22,

24. More snecifically, each base station coniraier 2a,
22, 24 performs handoff execution for transtarring on-
going communications from one cell io ancther wihin
the group of base trangoeiver stations 26, 8, 20 con-
neoted to the parhoular base stalion convoller 20, 22,
24, Each base station controller 20, 22, 24 cormmuni-
gatas with tg associated mobile switching center 12, 74,

19 for affeating a handoff involving a cel or base trang-
eeiver station 26, 26, 30 associated with a diferent base
station controller. Each mobile switching canter 12, 14,

16 processes all requests for calls, switching functions,
as well aa the mobility functions of ragistration, authen-
lication and handoff,

f8G88] As willbe recognized bythage skillect in ihe art,
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the innovative concepts desorbed In the present appi-
cation can be modified and vaded over a tremendous

range of anplications, and accordingly the scope of pat-
anted subject matter is not limited by araof the specific
exemplary teachings given.

fo0es} For example, ihe disclosed ambadiments are
described as uging a reduced keypad. Such keypads
san be found on conventional mobile slations. However,

any suitable input device may be used, such as a touch-
pad or volce-based system, for example.
[0060] For another examole, ihe disclosed embod
mans are described as providing an entertainment en-
vironment, Howaver, fhe method and system described
can be used foraducational purpasas as well, Moreover,
a city selection made on the basis of 4 city the user
would like to visit may be used to creale an onportundy
for Travel or tourism oromotion.

F909} For another example, the disclosed ambadi-
ments are described inthe context of a mobile station.

However, it should b¢ obvious to one skilled in the art

that any suitable wireless terminal may be substituted
for ine mobile station described herein.

fo088] For another example, ihe disclosea embodi-
ments are described as providing a text based game.
However, the garne could be played in the context of a
graphical user interface and retam its customizable
qualifies,

Claims

1. A wireless system far interacting with a virtual
space, GOMPTISING:

a Server, said server supporling a virtual space:
a mobile station for allowing a firal user iointer-
act with said virtual Space, saxi mohile station
nayving atleast! a ciaplay for displaying informa-
tion about said virtual space ta sand first user
and data entry means £5 allow said firsi user to
interact with said virtual seace, and
a communications setwork coupled between
said server and said mobile station, Said net

work having & wireless link to Said motile sta-
ton.

2. Thesysiem of Claim 1, wherain said server hosts 3
game Service.

3. Thesystem of Claim 1, wherein said network further
comprises a data link, said data link supporting sah-
were antihkes.

8 Theasysiemof Claim 1, wherein said network funher
comprises a video link fo said mobile station.

5. Tha system of Claim 1, wherein said viriual space
ig an interachve fiction game,
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The system of Claim 1, wherein said virtual space
ig an interactive tour,

The system of Claim 6, wherein said interactive tour
covers at feast one portion of a city where said first
user is physically located at the time of said inter-
achve tour,

The system of Claim 1, wherein said virtual space
if @ business activity.

Tha system of Claim §, wherein said businesa ac-
nvily is retall shopping.

The system of Claim 8, wherein said business ac-
tivity is @virtual conference bealween Said first user
and al taast @ second physically remote user,

The system of Claint 8, wherein saki business ac-
tivity is wholesale shopping.

. The system of Clann 1, wherein said virtual space
provides said first user with a pamentual awareness
nf a second user, said second user being phyakally
raniaie from said first user.

The systam of Claim 1, wherein said virtual space
provides said first user with a perceptual awareness
of a software entity, said software entity being sup-
parted by said server.

The systern of Giaim 1, wherein said viriual space
orovicies said firstuser with a percentual awareanasa
of obiects in said virtual space, said oblacts renre-
senting feaiures in said virtual space.

The system of Claim 1, said virlual snace fucther
comprising a lightweight lanquage apchcation.

The sysiem of Claim 1, wherein said commiunica-
Hon network further comprises a connection io &
public switched telephone nabwark.

The system of Claim 1, wherein said mobile station
has a reduced keyboard, for accepting input froma
uger, and said server hag means for munning an in-

teractive language application, far creating said vir-

iual space, :

The aystern of Claim 1, wherain said mobile station
has been arranged to allow a user to establish an
interactive session with said virtual space: sald

server has bean arranged to host @ gania center,
and wherein the sysiem further comprises

a wireless application praiocol gateway connected
between said network and said server, anda game

Sarvice running on said game center
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The system of Claim 1, wherein said server has
means for running a aniiwara application compra-
ing @ plurality of related segmienis,

aaiti mobite siation has been arranged to allow
imeraction with said software aociicalian by

means of said display and sai data entry
Meas,

wherein said plurality of related sagmants is
comprisad of:
a story segment, gaid story seqment further
comprising action options that allow a first play-
er to navigate snatially within said virtual space,
an interactive seqment, said interactive séq-
meant algwing said fret player to Pderact with
features of said virtual space via aaid data input
means, and

a dacisian process sagmant, said decision process
sagment aliowing said first playerto choose fo con
tinue tO a new story segment or to gull interacting
with said virtual apace.

. The system of Claim 19, wherein said interactive
gegrnaent further allows said firet player to interact
with other players in agid viival space.

The system of Clasn 1, wherein:

said server is a rernote server, and the sysiermn

further comprises an interactive language, of-
erative within al least one of sak] mobile ciation

and said remote server, for defining a virtual

rapresentation of said first user, and wherain
said communication network links said mohile

station and said remote server, wherein stud

first user establishes an interactive sasgion

with oaid server, wherein said mobile stationre-
calves data canserning said virtual space to be
displayed on aaid display, and further wherein
said frat user can affect a change in @ state of
ihe virtual apace by inpuiting data via the dala
aniry means.

The ayatern of Claim 21, wherein said mobile station
data entry rna@ans includes al least 4 selact key
means ard an enter key meara.

The system of Claim 22, wherein a state of said vir-
tual space is changeable by said first user using the
said select key maans to selec! an item, then said
efter key means to interact with the selected Rem,
at jeast some of the interactions aflecting a change
in State of said virtual space.

The system of Claira 23, wherein ihe items in the
virtual space are selected framthe group consisting
of a word, a level, a location, an interactable abject
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and an aifibute of the object, 3 virtual represanta-
ton of a second user ol.another iarminal, a virtual

representation of a software ently, and a software
agent.

Tha syatem of Claim 23, wherein said iterns ir gaia
virtual soace comprise @ plurality of sehiclable in-
cations, wherain said virtual representation of said
firet ugar is movably Incated at a first hocation, ard
further wherein said virtual representation of sec
firsl user can selectably move to a secand location,

. The syste of Claim 21, wherein said display can
display a visual representation of one ar mere lems
in said viriual epace.

. The systern af Claim 21, wherein sai selection
means include scroll up and scroll down keys.

The sysiem of Claim 21, wherein an em within said
virtual space is changed dependent upon a partic-
ular prolit of said frat user

. The systern of Claim 28, whergin said prafie is de-
gerdant upon a mannarin which said first user ull-
izes the network.

Thesystem of Claim 28, wherein said profile is cle-
pendent upon a mannerin which ihe user changes
the slaie of said virtual space.

The sysiem af Claim 21, wherein said interactive
seasion comprises a multi-player interactive fiction
game.

. Awireless terminal having a display anda selection
means, said terminal feng operable to cormmuni-
onte with @ remote server and to provide a user with
an interactive session with said server, said server

being configured in suppert a virtual space trough
which at least one virtual regresantation of saiduser
can move, and wherein said terminal recaives data

conceming sa virtual space to be dignlayead on
said display, and wherein said user can input data
via said gelection mpans ic effact a changé to ite

state of sain virtual space

The tarrninal of Claim 32, wherein sal wireless ter-
minai selection means includes alleast a select key
means and an enfer key means, and whergin said
iaplay can display a visual representation of one
ar more ilems in said virtual space, and wherein &
state of said virtual space is changeable by sakd us-
gr using said seleet kay rneans to sefent an tem,
then the anter key meansto interact with the select-
ad item, at least sorag of the interactions effenting
a change ina stale of said virtual space.
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The terminal of Claim 32, whergin said wirsiess ter-

minal can Support at least ane of voice or data com-
MuUnications.,

The systam of Ciaim 1, wherein:

said mobile station cormprises a transceiver for

sending and receiving 4 signal ta and fram a
DASE Station;

gaid base siation comprises a iransceiver for
sending and receiving 4 signalio and from said
mobite station, wherein said base statan is

coupled ia said cormunications network:
Said virlual space is a game,
said server hag means forrunning a game cent
er software application, said application rur-
ning sali game:
wherein said base station is adapted to corn.
mnunicais wilh said game conter software appil-
CaO:

wherein said mobile stagon is adapted to com-

municale a game state to said first user, to re-
osive a command from said first user in re-

aponas io said gaia state, and to conveya pre-
determined instruction associated with said

command acrass a network to 3aid server, and

wherein said server ss adapted ta change said

game state dependent unon said instruction,

and to communicates the changed slate to said
mobile station.

. The systemof Claim 35. wherein the changed state
is carmrnunicated fo said user via a menu, and

wherein a menu selection by said user produces the
associated sredetermined instruction,

The system of Claim 36, wherein said menu com-
prises text and graphics.

The system of Claim 35, wherein the change in
game slaie by sail server is dependent upon an
earlier mobile station use by sald user,

The system of Claim 35, wherein said base station
communicates with said game center software an-
plication through & gateway.

The system of Glaim 35, wherein aaid server is
adapted to change the game state from a first game
state ta @ Second game state, wherein said first
game state and said changed game state are re-
spective states of said virtual space.
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{87s Abstract: A method for cashless and iokenless access to casino machines is provided including the steps of providing 3 bio-
metric registration apparatus commected to a computer having ag inpot for a user fo iyput a biomeitic sample (14) and 4 payment
input (19), “The player registers including the steps of inputting a biometric sample into the biometric input and inputting money.
The money is input inte a unique player’s account in the central computer (20) associated with the biometric sarmple of the player
‘The playeris identified at a gaming machine (26) by the entering of a biometric sarnple and coriparing if to the uinkque biometric

data stored in the central computer. The player is then authorized to play and his wate ngaEx. “TOheoon the player'swing and losses. The playerie chen paid any money remaining in his account after the
Wometric sample to access his acecunt.
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BlometricGaming Access System

SPECRICATION

BACKGROUND OF THE INVENTION

This invention relates generally to casino gaming and, more particularly, to an

improved system for operating cashless and tokenless gaming apparatus using an account

accessed solely by a biometric sample. |

Various means to use biometric samples are known, including use of fingerprints,

hand prints, voice prints, retinal imapes, handwriting samples, and the like. Presently, most

biometric data are stored on a token in electronic form, such as on a smart card or the like.

Thus, the biometric data for a particular individual can be fraudulently copied and

reproduced, for example, if a card is lost or stolen.

A tokenless biometric ATM access system is disclosed in U.S. Patent 3,764,789

wherein a customer registers with a computer system. Here, the customer registers a

personal identification nuraber (PIN), one or more biometric samples, and one or more

financial accounts. The customer initiates account access at an ATM or other financial

device by entering the customer's personal authentication information which includes a PIN

and a biometric saniple, The personal authentication information is compared with the

, registration biometric sample to produce a successful or failed identification of the

customer. Ef there is a successful identification of the customer, the customer is allowed to

access the account. |

This system positively xentifies a person’s identity to that person’s specific account

or accounts. in any typical bank or other financial account where a user has access to ATM
machines, essential to the transaction is the relating of numerous details conceming the

particular person to a particular account where that person is known to the bank or financial
institution by address, social security number, birth date, and the ftke. The present systern is
not necessarily concerned with a person’s details ofhis identity, such as social security

munber and the like. The present system is concemed with relating a only a particular

biometric seanple to a financial account, The person need not be identified further. Thus,

effectively, the account is held in the “name” of the biometric santple, rather than in the

name of the person. This allows for a certain level of anonymity that numerous gaming
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patrons deemto be of great importance. Thus, this systern may be more similar to 4 system

that uses currency. Of course, onthe other hand, if deriserd, the present system allows @

gaming organization to keep detailed records of the details of specific gaming patrons and

groups of gaming patrons. Obviously, if desired, an alternate embodiment ofthe present

system would give the gaming organization the abilityto tie a particular biometric sample to

a particular gaming patron and track that patron’s activity within the system.

Finally, U.S. Patent No. 6,012,039 (offinan et al.) discloses a tokenless biometric

electronic rewards system where a recipient registers a biometric sample. The system

authorizes reward transactions and the debiting and crediting of reward units ftom a reward

recipient’s electronic account, either at the retail point of sale or over the intemet. The

rewards recipient is not required to directly use any man-made personalized token in order

to effect the transaction.

OBIECTS OF THE INVENTION

Accordingly, it is a general object of the present invention te provide a biometric

gaming access system.

itis a further object of the present invention to provide a biometric gaming access

system that providesfor playat casino games without the need to carry currencyoF tokens

during play.

It is still a further object of the present invention to provide a biometric gaming

access system that utilizes a central account opened solely with a biometric sample and an

amount of money, where a pluralily of gaming apparatus may be plaved utilizing the central
account with access obtained bythe biometricsample.

Tt is still a further object of the present invention to provide a biometric gaming
" access system that utilizes an account accessed by a biometric sample of a fingerprint, hand

print, voice print, retinal image, or the like, at a plurality of gaming apparatus,

It is still a firther object of the present invention to provide a biometric gaming

acoess system that utilizes an account accessed by a biometric samnple and, optionally, a

personal identification number (PIN).
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it is yet another object of the present inventionto provide a biometric gaming access
systern that utilizes an account accessed by a biometric sample ai a plurality of gaming

apparatus and gives accountinformation on a display.

¥ is still another object of the present invention to provide a biometric gaming access

system where a player does not have to be concerned with losing cash, a debit or credit card

or a cash-cut voucher.

itis a further object of this invention to provide a biometric gaming access system

where a gaming organization can wack players’ use of various machines and amounts used

by a particular player.

it is a still further object of the present invention te provide a biornetric gaming

access system that utilizes garcine apparatus that require less labor to maintain due to the

apparatis not requiring to dispense cash or tokens.

It is a still firther object of the present invention to provide a biometric gaming

access systemthat reduces fraud.

Yc is a still further object of the present invention to provide a biometric gaming

access systemthat does not require a token to be used that can be lost.

It ig still a further object of the present invention to provide a biometric gaming

access system that operates in a commercially acceptable time frame, for example, in less

than five seconds.

SUMMARY OF THE INVENTION

These and other objects of this invention are achieved by providing a method for
cashless and tokenless access to casino machines including the steps of providing a

blometric registration apparatus connected to a computer having an mput for a user to input

a biometric sample and a payment input. The player registers including the steps of

inputting a biometric sample inte the biometric input and inputting money. The moneyis

input into a unique player’s account inthe central computer associated withthe biometric

sample of the player. The player is identified at a gaming machine by the entering of a

biometric sample and comparing it to the unique biometric data stored in the central

computer. The player is then authorized to play and bis account is credited or debited based

on the player's wins and losses. The playeris thenpaid any money remaining in his account
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after the player no longer desires to playby entering a biometric sample to access his
account. The account can be kept indefinitely for fiture play ona gaming machine within

the system.

DESCRIPTION OF THE DRAWINGS

Other objects and many attendantfeatures of this invention will become readily
appreciated as the same beconies better understood by reference to the following detailed
description when considered in connection with the accompanying drawings, wherein:

BIG. 1 is a schematic diagramofa biometric gaming access sysiom in accordance

with one preferred embodiment of the present invention.
FIG. 2 is a simplified front elevation view of a biometric registration apparatus for

use with the biometric gaming access system of PIG. 1.

FIG. 3 is a siraplified front elevation viewof an alternate biometric registration
apparatus for use wilhthe biomeinic gaming access system ofFIG. 1.

FIG. 4 is a simplified front view of a slot machine for use with the biometric gaming
access system of FRG. 1.

FIG, 5 is a simplified front view of a video gaming machine having a touch screen
for use with the biometric gaming access sysiem of FIG.1.

FIG. 6 is a schematic diagramof a biometric gaming access system in accordance
with a second preferred ermbodiment of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

Referring now to the drawings wherein Uke reference numbers refer to like parts
throughout the several views, there is shown in FIG. 1 a schematic diagram ofa biometric
gaming access system 10 in accordance with one preferred embodiment of the present
invention, Ag can be seen in FIGS. 1 and 2, a player desiring to access yarlous gaming
apparatns, including slot machines, video machines, and the like, first registers at a
biometric registration apparatus 12, There, the player provides an appropriate biometric to a
biometric Input means 14. For example, the biometric inpat means 14 could be based on
one or more fingerprint, hand print, voice print, retinal image, or the Eke. Once the
biometric registration apparatus 12 acknowledges acceplance of the biometric sample, a
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player then “cashes in” to the biometric registration apparatus 12 by providing a desired
amount of currency to a currency Input means 16 such as a bill validator as known in the art,

ar by providing a credit card, debit card, or other money access card to a card input means

18 as are known in the art. I the card input means 18 is used, the player authorizes an

appropriate dollar amount, for example 30 or 100 dollars on an input device 13 (see FIG. 2}

on the biometric registration apparatus 12. Based on this information, the biometric

registration apparatus 12creates a unique player's account where account informationis

stored on a central computer 20 connected to the biometric registration apparatus 12. The

computer 20 has a central data reposiiary 22 containing unique players’ acocunts for all

players onthe system, This computer 20 may be a personal computer, maim frame

computer, or any other computer that meets the requiremenis of the present invention. The

biometric registration apparatus 12 may optionally provide a paper receipt via a receipt slot

i9 and/or provide a display 24 mdicating the unique player’s account information (see FIG.

2}.

FIG, 2 depicts a simplified biometric registration apparatus 12 which melides a

biometric mpot means 14, a currency inpul means 16 in the form ofa bill validator, a card

reader 18, a display 24 and keypad 38 on an input device 13, and a receipt slot 19. FIG. 3

depicts a simplified biometric registration apparatus 12‘ that only has a biemetric input

means 14’, a bill validator 16' and 4 receipt slot 19,

lt must be noted bers that the registration process only requires input of a biometric

andinput ofmoney in same form. No personal data beyond the biometric is required,

thereby providing al least some level of anonymity to the player. However, optionally,

additional personal information can be requested or required, A gaming organization may

desire to collect information concemimg its patrons. Obtaining this information bya

biometric as mudicated shove can be accomplished quickly and nonintrusively.

Once a player has successfullyregistered ante the system by providing the biometric

sample and money, the player then may proceed to any slot machine 26a, video machine

26b, or other access machine 26c in the system and begin play. When the player selects the

desired machine that is equipped with the required apparatus as described herein, he

provides the appropriate biornetric to a biometric Inpul means 28 for whichthe machine js

capable of reading, for example, a fingerprimt. See, for example, FIG. 4 which depicts 4
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slot machine 26s, a thumbprint scanner as biometric mput means 28s, a display30s, a logoff

button 32s and a receipt slot 19s. Likewise, see, for example, FIG. 5 which depicts a video

gaming machine 26y, a thumbprint scanner as biometric input means 28v, a display 30v
which is incorporated in the gaming machine’s touch screen, a logott button 32, and a
receipt slot [9v. The desired machine will then communicate back to the central computer
36 to obtain account information based on that biometric sample. Preferably, a display 30

on the machine will then indicate the account balance. Additional information may be

provided on the displayif that informationis available. For example, the display, may
indicate “Good Morning Mr. Smith. You have $255.00 in your account.” The player then

begins play, with his account balance increasing or decreasing according to the players wins
and losses.

Once the player decides to cease playing on the particular machine,thal player logs
off the machine bypressing a logoffmeans 32 such as a buiton, or, if the machine has a

proximaty sensor logoff as described below, the machine would log off automatically when
the player leaves. The player could then move to another slot machine 26a, video machme
°6b or other access machine 26c on the system, provide the appropriate biometric sample,

and again begin play. Once a player is fished all play and desires to “cash out,” the player
then proceeds to a payout machine or a cashier 34 (or he may cashout a specific machine as
described below). There, again, the player provides the appropriate biometric sample fo 4

biometric input means 36, and receives the balance of the moneyin his unique player’s
accom. Typically, the player would onlybe required to regisier once, so long as & balance
remains in the player's unique player’s account,

Additionally, a biometric registration apparatus 12, including associated biometric
input means 14, and card input means 18 and/or currency input means can be Incorporated
into all or a plurality of gaming machines 26a, 26b, 260,ofc. This could eliminate a need for
a separate biometric registration apparatus kiosk. For example a ganung patron could enter
a casino, insert money and a thumbprint to a slot machine to create an account, That player

could play that machine, then logo!and move to another machine and log on by applyme
his tamberint to the new machine. As long as the player’s account dees not drop to zero,
he can cominue moving from machine to machine in this manner. Additionally, one or

Zynga Ex. 1002, p. 231

Zynga v. IGT
IPR2022-00368



Zynga Ex. 1002, p. 232
                Zynga v. IGT
            IPR2022-00368

ca)

10

2 Ls

30

WO OUETITE PCT/AUSOLI2715

Ideally, most or all of the major manufacturers of gaming machines would

manufacture machines that utilize the present system and all would be connected back to the

central computer, within a particular system. A player is able to move from gaming

machine to gaming machine by merely providing the appropriate biometric sample, without

having to use debit cards or cash-out slips, or the like. When a player moves from one
machine to another, his account would automaticallybe credited or debited through the

central computer 20, Therefore, a player can freely move frommachine to machine keeping

a single account. Ag indicated above, once a playeris finishedplay on a particular gaming

machine, that player would log off the machine to prevent another from playing on his

account. Here, numerous means to reduce fraud maybe utilized. For example, the systera

may be set up to allow for only one player to play on 4 single account such thatif that player
moves to a second machine without logging off, the firat machine would suiomaticallylog

off. In any event, since the unique player's account may only be accessed by one player,

only that player could ultimatelycollect any account balance since the biometric sampleis

required to be presented for payment. Another possible way to reduce fraud associated with
the present system would be to include a proximity sensor for logging off, as known, for

exammle for plumbing in some public restrooms, that automatically logs a user or player off
the machine when that user walks awayfrom that machine.

The system mayalso be used for other related monetary transactions. For example,

a biometric input means with associated access machine might be placed at Idosks in vanious

other locations arownd a casino or hotel. Such an apparatus might be placed af a restaurant

such that a player can deduct a dinner bill from his balance. Likewise, in any other facility

within the hotel that requires payment of monéy, including spas, fitness clubs, cocktail

lounges, shops, sports facilities, theaters, and the like, may use the biometric gaming access

system 10 of the present invention. Special generic biometric gaming access machines can
be provided that allowsuchtransactions or gaming play (for example blackjack or roulette)
from a unique user’s account. Here, the user would register at the biometric registration

apparatus and then register at the generic biometric access machine. ‘The dealer or other

person then would credit or debit the acconnt accordingly.
Additionally, the system may be used on a more widespreadnetwork. For example,

the central computer may extend to other hotels or casinos within a particular area, or even
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nationally or internationally. The system could kkewise extend beyond the gaming industry

where the private account and security of the present system is desired, but the privacy

associated with this system, which, as indicated above, only requires a biometric to open an

account and not necessarily a name, address, social security mumber, or the like. No further

information is required.

Another possible application is for use of the present system by a movie or other

type oftheater. Here, a player could register in the same manner as deacribed above with

respect to gaming. A player would provide the appropriate biometric any time be wished to

enter the movie theater. His unique account would be adjusted accordingly. Of course, this

application could be applied to substantially any retail establishment.

An obvious benefit to the present system is that players would not be required to

carry around large amounts ofmoney or credit/debit cards after the initial buy-in,

particularly coins, that might be heavy and burdensome. Gaming facilities around pools or

beaches would greatly benefit.

if the gaming organization or other organization using this device desires to use the

devices to track usage, the gaming organization could provide additional benefits to the
player based on that player’s known usage. For example, a player might receive bonus play

for playing the gaming machines for a particular periad of time. Additionally, usage

tracking may be used to determine which machines are more popular with certain

demographic groups, by requesting that additional identifiers be supplied during the
registration process. Promotional activities could also be better targeted based on

information obtamed.

Another advantage of the present system is that, ultimately, the machines require less
laborto service since, if nc actual money was inserted or dispensed, there wauld be fewer

moving paris, no coin bins to enupty or fill, and the like.

As indicated above, use of the present invention would also substantially decrease

fraud since accounts are kept, transactions are recorded, and there are no credit cards,

vouchers, or other tokens that are used after registration that may be stolen. [tis unlikely

that a player would atternpt to use another’s credit card during the registration process,

since a biometric such4s a fingerprint must be provided.
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The gaming organization would benefit because the amount ofplay per machine, per

hour, will likely increase because the playeris buying in only once and does not have to buy

in at each machine theyplay. Additionally, the gaming machines would not have down time

caused by the requirement to fl and refill hoppers.

Finally , another unique application of the present invention is that, based onthe

player wacking information obtained, other unique games may be devised. Por example, a
feature that may be added to the gaming device is an instant winner game. In this example,

the central computer of the present invention may be programmed to randomly select a

biometric registered in its system within the last hour, day, week, or the like. When a

player registers and moves from machine to machine, if the biometric matches the biometric
that the central computer has randomlyselected, that player becomes an instaal winner of a

prize.

Without further elaboration, the foregoing will so fully Hlustrate our invention that

others may, by applying current or future knowledge, readily adopt the same for use under
various conditions ofservice.
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CLAIMS

A method for cashless and tokenless access to a plurality of casmo gaming

apparatus, said method comprising the steps of

{a}

(b)

(@

(¢)

iD

(g)

providing a biometric registration apparatus having at least one rogisixation

biometric input means for a user to input a biometric sample, said biometric

registration apparatus having at least one payment inpul means, said

biometric registration apparatus connected to a central conrputer having a

central data repository;

providing the plurality of garning apparatus, each gaming apparatus

connected to said central computer, cach gaming apparatus having at least

one gaming apparatus biometric input moans and a player logoff means;

registering a player comprising the steps of inputting at least one biometric

sample of the player into the registration biometric input means, storing

wnique biometric data created bythe biometric input means in the central

daia repository, inputting into the payment input means an amount ofmoney,

and storing the ammount of money bypul in a unique player's account m the

central computer associated with the at least one biometric sample of the

player;

identifying said player at one of said plurality of gaming apparatus bysaid

player entering a gaming apparatus biometric sample imput into said one of

said plurality of gaming apparatus biometric input means and comparing it to

said unique biometric data stored in said central data repository,

authorizing said playeral said one of said plurality of gaming apparatus to

play on said one of said plurality of gaming apparatus;

debiting and or crediting said unique player’s account based on the player’s
wins and losses at the gaming apparatus until said player logs offusing said

player logoff means or until said player's account is exhausted; and

paying said player any moneyremaining in said player’s accountafter said

plaver no longer desires to play;
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whereby a player can move to another of the plurality of gaming apparatus, input a

biometric sanuple into one of the at least one gaming apparatus biometric put means, play

the gaming apparatus for a period oftime, and log off the gaming apparatus, said unique

player's account being credited and debited for wins and losses on the gaming apparatus .

aad

4, method for cashless and iokenless access to a plurality of casine gamung apparatus

according to claim 1, wherein the step ofproviding the plurality of gaming apparatus

with the player logoff means includes providing a player logoff proximity sensor.

A method for cashless and tokenless access to a plurality of casino gaming apparatus

according to claim 1, wherein the step ofproviding the plurality of gaming apparatus

with the player logoff means includes providing a player logoffbutton.

A method for cashless and tokenless access to a plorality of casino gaming apparatus

according to claim 1, where the step ofpaying aaid player money remaining in said

player’s account includes providing a payout machine having a payout biometric

input means.

A method for cashless and tokenless access to a plurality of casino gaming apparatus

according to claim 4, where the step ofproviding the payout machine includes

providing a payout machine that is integral fo at least one of said casino gaming

apparatus.

A method for cashless and tokenless access to a plurality of casino gaming apparatus

according to claim 1, where the steps including providing the registration biometric

imput means and the gaming apparatus biometric inpul means that utilize

fingerprints, hand prints, retina scans, or voice prints.

A method for cashless and fokenless access to a plurality of casino gaming apparatus

according to claim 1, where the step inchiding providing the payment input means
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includes providing a payment mput means that accepts credit cards, debit cards, or

money access cards,

A tmnethod for cashless and tokenless access to a plurality of casins gaming apparatus

according to claim 1, where the step including providing the payment input means

includes providing a payment input means that accepts currency.

A method for cashless and tokenless access to a plurality of casino gaming apparatus

according to claim 1, where the step ofproviding the plurality of gaming apparains

meludes providing slot machines and video gaming machines.

Aimethod for cashless and tokenless access to a plurality ofcasino garning apparatus

according to claim 1, where the step ofproviding the plurality of gaming apparats

includes providing generic access machines.

A. method for cashless and tokenless access io a plurality ofcasino gaming apparatus

according to claim 1, further including the step of collecting player data related to

players’ use of said plurality of casino gaming apparatus to the central computer

having the central data repository.

Amethed for cashless and tokenless access to a plurality of casino gamung apparatus

according to claim 11, where the plaver data collected inclides daia concemme type

of casino gaming apparatus, quantity oficasine garaing apparatus played, time spent

on cach casing paring apparatus, and money spent on each casmo gaming

apparatus.

A method for cashless and tokenless access to a plurality of casino gaming apparatus

according to Claim1, including the step ofpurging the unique biemetric data and
the unique player’s account from the central computer afer the step ofpaying said

player any money remaining in said player’s account, to provide for privacyof the

player.
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A method for cashless and tokenless access to a plurality of casino gaming apparatus

according to claim 1, including the step of providing a keypad on the biometric

registration apparatus for using a PIN and whereim the step of registering a player

includes entering a PIN.

A method for cashless and tokenless access to a plurality of casmo gaming apparatus

according to claim1, wherein the step ofproviding the plurality of gammg apparatus

inchides providing gammge apparatus having a video scroen for displaying

information related to the player's unique player’s account.

A method for cashless and tokenless access to a plurality of casino gaming apparatus

according te claim 1, where the step ofproviding a blometric registration apparatus

includes providing a biometric registration apparatus connected to an accountat a

financial mistitation network.

A method for cashless and tokenless access to a financial account, said method

comprising the steps of:

{a} providing a biomevric registration apparatus having at least one registration

biometric input means for a user to input a biometric sample, said biometric

registration apparatus having at least one payment input means, said

biometric registration apparatus connected to a central computer having a

central data repository;

(ob) providing a plurality ofkiosks, each kiosk connected to said central

computer, each kiosk having at least one kiosk biometric input means;

(c} registering a user comprising the steps of inputting at least one biometric
sample of the user into the registration biometric input means, storing unique

biometric data created by the biometric input means in the central data

repository, inputting inte the payment ixput means an amount of money, and

storing the amount of money imput in a unique user's account in the central

computer associated solely with the at least one biometric sample of the user,
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(a) identifying said user at one of said plurality ofkiosks by said user entering a
kiosk biometric sample input into said one of said plurality ofkiosk

biometric input means and comparingit to said unique biometric data stored

in said central data repository;

(ec) authorizing said user at said one ofsaid plurality of kiosks io access said

unique user’s account for a iransaction;

(f debiting andor crediting said unique player’s accomnt based onthe

transaction; and

(g) paying said user any money remaining in said user’s account, when said user

desires to cancel said unique user's account.

A method for cashless and tokenless access to a financial account according to claim

17, where the steps including providing the registration biometric imput means and

the kiosk biometric input means that utilize fingerprints, hand prints, retina scans, or

voice prints.

A method for cashless and tokenless access to a financial account according to claim

17, where the step inchiding providing the payment input means includes providing 4

payment input means that accepts credit cards, debit cards, or money access cards.

A method for cashless and tokenless access to a financial account according to claim

17 where the step including providing the paynient input means includes providing 4

payment input means that accepts currency.

A method for cashless and tokenless access to a financial account according to

Claim 17, including the step of purging the unique biometric data and the unique

user’s account from the central computer after the step of paying said user any

money reciaining in said user’s account, to provide for privacyof the user.
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A method for cashless and tokenless access to a financial account according to claim
17, including the step of providing a keypad on the biometric registration apparatus
for using a PIN and wherein the step ofregistering a user includes entering a PIN.

A metbod for cashless and tokeniess acess to 6 financial account according to claim
17, wherein thestep of providing the plurality of Kiosks inchides providing kiosks
having a video screen for displaying information related to the user's unique user’s
account,

A method for cashless and tokenless access t© a plurality of casino gamme
apparatus, said method comprising the steps of .
{a} providing the plurality of gaming apparatus, each ganung apparatus

connected to 4 central computer having a central data repasitory, cack
gaming apparatus having at least one gaming apparatus biometric input
means and a money inpul means,

fp}_allowing a playerto play on any of said ganling apparatus tryinputtrog,
money inte said money maput means;

(ec) affer the player plays on a gaming apparatus, rogistering said player
comprising the steps of inputting at least one biometric sample of the player
into the gaming apparatus biometric input means, storing unique biometric
data created bythe biometricmpot means in the central data repository,
crediting to a unique player's account in the central computer an amount of
moneyassociated with theat iéast onebiometric sample of the player;

{cg} allowinga player to play on another of said gaming apparatus by mputiing
money into said money input means OF byaccessing said unique player's
account of said player by inputting said biometric sample ofsaid player mio
the gaming apparatus biometric input means and comparing said blometdc
sample to said umque biometric data stored in said central data repository;

fe)—debiting and of crediting said unique player's aceunt based on the player's
wing and losses at said another gaming apparatus until said player logs offby
exhausting his accounl, collecting his winnings, or until said player inputs the
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biometric sample of said player into said gaming apparatus biometric input
means; and .

) comparing said biometric sample to said biometric data stored in said centiral
data repository and crediting or debiting said unique player's account

accordingly;

whereby a player can move to another of the plurality of gaming apparatus, mput a
biometric sample into one of the at least one gaming apparatus biometric input means, play
the gaming apparatus for a period oftime, and log off the aaming apparatus, said unique
player's accoumt being credited and debited for wins and losses on the gaming apparatus.

NO ia

26,

bo mad

A method for cashless and tokenless access to a plurality of casino gaming apparatus

according to claim 24, where the step of paying said player inoney remaining in said
player's account includes providing a payout machine having a payout biometric
input means.

A method for cashless and tokeniess access to a plurality of casino gaming apparatus

according to claim 25, where the step ofproviding the payout machine includes
providing a payout machine that is integral to at least one of said casino gaming
apparatus.

& method for cashless and tokenless aceess to a plurality of casme gaming apparatus

according to claim 24, where the steps including providing the gaming apparatus
biometric input means thal utilizes fingerprinis, hand prints, retina scans, or voice

prints.

A method for cashless and tokenless access to a plurality of casino gaming apparatus

according to clain 24, where the step including providing the payment Input means
includes providing a payment input means that accepts credit cards, debit cards, or
money access cards.
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A method for cashless and tokenless access to a plurality of casine gaming apparatus

according to claim 24, where the step inchiding providing the payment imput means

includes providing @ payment mput means that accepts currency.

A method for cashless and tokenless access fo a plurality of casino gaming apparatus

according to claim 24, where the step of providing the plurality of gaming apparatus

includes providing slot machines and video ganung machines.

A method for cashless and tokenless access to a plurality of casino gaming apparatus

according to claim 24, where the step ofproviding the plurality of garning apparatus

includes providing generic access machines.
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extraction unit, or else for transfer

to a central host network. Gaming
wansaction data may be aggregated
by the portable date extraction unit
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SEECIEICATION

TITLE OF THE INVENTION

METHOD AND SYSTEM FOR SECURE CASHLESS GAMING

BACKGROUND OF THE INVENTION

Field of the Invention

The field of the present invention relates to gaming devices and systems and,

more particularly, to secure cashless gaming devices and systems utilizing portable data

storage devices such as smaricards.

Background

Casinos and gaming establishments have traditionally relied upon com-operated

paming devices. Such coin-operated gaming devices have a number of drawbacks or

limitations. For example, they generally require customers to carry around large

numbers of coins, which can be inconvenient or burdensome to customers. Also, the

only type of feedback they provide to the machine owner is the raw mumber of coins

played and paid out. Thus, coin-operated gaming devices have no way io track the type

of customers using the machines. Such information, if available, could be of significant

value to the casinos and gaming establishments.

To imcrease the convenience to customers, and to make an attempt at tracking

game machine use by individual customers, casinos and gaming establishments have for

a number of years sought io provide a cashless gaming system, whereby the customers

do not have to play the machines using coins and hence need not carry around large

quantities af coms. Some proposed systems, for example, allow customers to use
gaming establishment credit cards to transfer playing credits to, and retrieve unused

credits from, a particular gaming machine. A similar proposed system allows use of a

player-carried device such as a magnetic-stripe card to allow customers to use coin-
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operated game devices by paying 4 lump sum m lieu of using individual coms. Such 4

system is described, for exampic, in U.S. Patemt No. 4,575,622.

Yet another proposed approach is described in U.S. Patent No. 5,179,517,

which discloses a system im which a credit account for a particular customer is
BS

maintained on a portable data carrier commonly known as a “smart card.” A smart card

is a device generally in the size and shape of a standard credit card, encapsulating solid-

stale memory, circuitry for allowing the memory to be read from or written to, and, in

certain cards, microprocessor circuitry for performing various programmable functions.

Smart cards may be equipped with an interface having electrical contacts which make a

physical connection with a smart card reader, or else may be equipped with a radio

frequency (RF) interface to allow a smart card reader to interact with the smart card

electronic circuliry over an RF communication link. A standard (ISO) protocol has been

developed within the smart card dustry for communicating between smart cards and

smart card readers.

Cashless gaming systems are most often deployed in an environment in which the

various gaming devices are all connected to and controlled by a central computer, which

serves as the host for a local area network, and such systems are referred to as “on-line”

systems. While on-line gaming systems have certain advantages such as centralized

control and player tracking capability, they can create a “bottleneck” at the central

computer when too many transactions need to be processed due, for example, to the

number of on-line gaming devices being played simultaneously. On-line gaming systems

are also more expensive than so-called “off-line” gaming devices, which are not directly

tied to a host computer or a network. One probable reason that mest cashless gaming

systems have been developed for on-line (rather than off-line) gaming devices is because

of the ability of the central computer to account for changes to the player’s account and

the machine’s payment in/payment out during play, by instantly adjusting accounting

data relating to the player and/or the gaming device which is being played. Accurate

centralized accounting is highly important, because when machines can be played with

coins or with credit (via a cashless technique), the number of coins in and ont will not

necessarily reflect the total intake or payout of a gaming device. Rather, the influx of
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cashless “credits” in a gaming device would, in the absence of careful monitoring, cause

a discrepancy in the accounting for each garning device. In an on-line gaming sysiem,

each bet and each pay-out is typically run through the central computer, which is thereby

able to keep a running account of the monetary balance at each gaming device.

On the other hand, such a capability does not exist with off-line gaming devices,

since they are not connected to a central computer. Accounting for off-line machines is

usually conducted by manually checking various meters ai the gaming device. When the

number of off-line machines is large, meter checking can be a long and tedigus process.

It can also be inconvenient to the casinos or gaming establishments, as it requires that

ihe gaming devices be taken off Hne for a certain period of time during meter checking

activity.

While cashless garning techniques have been proposed for off-line gaming

devices, such techniques are inadequate from a security and accounting standpoint. A

major potential security problem is the possibility of theft of cashless data unit (e.g.,

smart card) readers, particularly by employees of the casinos or gaming establishments.

In this regard. it may be noted that a high percentage of casino thefi is estimated to be

eaused by internal company employees. With a stolen data unit reader, an individual can

illegally add money in the form of credits to one or more cashless data units. The

individual could then “cash out” the amount of credit on the cashless data units, without

the casino or gaming establishment being aware that the money was illegally added to

the cashless data units. The possibility of such covert action puts casinos and gaming

establishments at untoward risk of being bilked of large amounts of money. This

possibility is generally not present in an on-line system, which requires all transactions

to be processed through the central computer.

Another drawback of conventional off-line gaming devices is that they are

generally incapable of providing the same level of accounting and targeted player

feedback as on-line gaming systems. With conventional techniques, there is no practical

and viable way for casinos and gaming establishments issuing portable data units (such

as smart cards) to determine their outstanding Hability on a given portable data unit.

Also, there is no practical and viable way to obtain accurate, timely and comprehensive
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information as to the playing habits of individual players, which, as noted, could be of

significant value to casinos and garning establishments.

Thereis a need for a cashless gaming system particularly well suited for off-line
gaming devices. There is further a need for a cashless gaming system which provides

increased security for off-line gaming devices. There is further a need for such a

cashless gaming system which allows rapid and convenient accounting for off-line

gaming devices, and which allows information to be gathered concerning the playing

habits of individual players. There is also a need for a cashless gaming sysiem that

reduces the probability of bottlenecks occurring at the central computer in an on-line

gaming system, and further for such a system which can provide an increased level of

security for on-line gaming devices.

SUMMARYOF THE INVENTION

The invention provides in one aspect systerns, methods and techniques for secure

cashless gaming which can be used with off-line or on-line gaming devices. In one or

more embodiments, gaming credits are stored on portable data devices such as smart

cards, which can be presented to garning devices in a cashless gaming environment to

allow players to use the gaming devices.

In one embodiment, a secure cashless gaming systern comprises a plurality of

gaming devices which may or may not be connected to a central host network. Each

gaming device preferably includes an intelligent data device reader which is uniquely

associated with a security module interposed between the intelligent data device reader

and the gaming device processor. A portable data device (such as a smart card) bearmg

credits is used to allow players to play the various gaming devices. When a portable

data device is presented to the gaming device, it is authenticated before a gaming session

is allowed to begin. The intelligent data device reader in each gaming device monitors

gaming transactions and preferably stores the results for later readout im a secure format

by a portable data extraction unit, or else for transfer to a central host network. Gaming
transaction data may be aggregated by the portable data extraction unit from a number of

different gaming devices, and may be transferred to a central accounting and processing
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system for tracking the number of remaining garning credits for cach portable data unit

and/or player. Individual player habits can be monitored and tracked using the

aggregated data,

In another embodiment, a gaming device includes an intelligent data device

reader which is uniquely associated with a security module interposed betweenthe

intelligent data device reader and the gaming device processor. Each time an attempt is

made to iniliate 4 gaming session (by, ¢.g., presenting a portable data device such as 2

smart card}, and periodically thereafter, if desired, an authentication process is

performed to ensure that the correct intelligent data device reader and the correct

security module are present. If one or the other is missing, then the player will be

unable to utilize the gaming device, and the portable data device will not be updated.

The intelligent data device reader may, In certain embodiments, be programmed

to automatically transfer gaming credits from a portable data device inserted in the

intelligent data device reader to the gaming device. Each time the number of credits

falls below a predetermined minimum level, the intelligent data device reader may be

programmed to transfera given number of additional gaming credits to the gaming

device, thus alleviating the need for the player to manually enter an amount of gaming

credits to transfer to the gaming device.

Further embodiments, variations and enhancements of the invention are also

described herein.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagramof a secure cashless gaming system in accordance with

a preferred embodiment as described herein.

Fig. 2 is a block diagram of an intelligent data device reader as may be used in

the secure cashless gaming system shown in Fig. 1.

Fig. 3 is a block diagram of a security module as may be used im the secure

cashless gaming system shown mm Fig. 1.
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Fig. 4 is a process flow chart of a cross-authentication procedure as may be

carried out between an intelligent data device reader and a security module of the secure

cashless gaming system shown in Fig. 1.

Fig. 5 is a conceptual diagram illustrating the different interfaces among some of

the primary components for one embodiment in accordance with the secure cashless

paming system shown im Fig. 1.

Fig. 6 is a diagram ofa data extraction device such as may be used in the secure

cashless gaming system shown in Pig. 1.

Fig. 7 is a diagram of a portion of a transaction list fle format.

Figs. SA - 8E are diagrams illustrating the format of records which may be

included in the transaction list file transmitted from a data device reader to a data

extraction device.

Fig. 9 is a block diagram illustrating processing of transaction data extracted

from a data device reader.

Fig. 10 is a diagram of a secure cashless gaming system illustrating interactions

between players and the various components of the gaming system.

Fig. 11 is a diagram of a gaming device system wherein on-line gaming devices

having intelligent data device readers are connected to a centralized network

Fig. 12 is a diagram illustrating one manner of connecting a gaming deviceto a

centralized network in accordance with one embodiment as disclosed herein.

Fig. 13 is a diagram illustrating another manner of connecting a gaming device to

a centralized network, in accordance with another embodiment as disclosed herein.

Fig. 14 is a block diagram of a preferred security and authentication module

usable in various embodiments of an intelligent data device reader.

Fig. 15 is a diagram of a portable data device, dlustrating the information storage

format for the portable data device.

Fig. 16 is a flow chart diagram illustrating from a global perspective the

operation of a gaming system in accordance with a preferred embodiment as described

herein.
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Fig. 17 is a conceptual diagram illustrating the different interfaces among some

of the primary components for an alternative embodiment in accordance with the secure

cashless gaming system shown in Fig. 1.

Figs. 18 - 21] are additional flow chart diagrams illustrating the operation of a

gaming system in accordance with an embodiment as described herein.

DETAILED DESCRIPTION OF PREFERRED EMBODIMEN

Fig. 1 is a block diagramof a secure cashless gaming system 100 im accordance

  

with a preferred embodiment as described herein. As illustrated im Fig. 1, the secure

cashless gaming system 100 comprises one or more gaming devices 110, a cashier

station 120 and a data extraction device 140 which collectively provide for secure

cashless gaming activity by an arbitrary number of players on various garning devices

110, the ability to securely and accurately monitor the gaming activity at each of the

gaming devices, and the ability, if desired, to track individual player gaming habits. In

the typical environment which is contemplated, a large mumber of gaming devices 110

(in the order of tens or hundreds) may be included in the cashless gaming system 100,

but the principles and concepts described herein do not depend upon any particular

number of gaming devices 110 being utilized in the cashless gaming systern 100,

As further illustrated in Fig. 1, each gaming device 110 preferably comprises an

intelligent data device reader 112, a security modwe 113 connected to the intelligent data

device reader 112, and a game device processor 114 connected to the security module

113. The cashier station 120 preferably comprises a data device reader 121, a cashier

station processor 122 connected to the data device reader 121, and a database 123

accessible to the cashier station processor 122. The cashier station 120 also may

comprise a data port 124 for receiving daia from the data extraction device 140, or

alternatively may comprise a disk drive (not shown) or other media reading device for

receiving information from the data extraction device 140 via a portable storage medium

(e.g., disk}.

In an exemplary embodiment, the gaming devices 110 are off-line machines, in

that they need not be connected to a central computer for handling each wagering

Zynga Ex. 1002, p. 257

Zynga v. IGT
IPR2022-00368



Zynga Ex. 1002, p. 258
                Zynga v. IGT
            IPR2022-00368

10

is

WO G/TR92 POCTAGSUG/42285

iransaction. However, it will be apparent that various concepts and principles of the

secure cashless gaming system 100 illustrated in Pig. 1 would be applicable to gaming

devices in an oi-line gaming environment as well, and thus, in certain alternative

embodiments, the gaming devices 110 may be on-line machines.

As will be described im further detail herein, a player utilizes a portable data

device 130 ta obtain gaming credit, and to expend the credit in the various gaming

devices 110, while the system operator uses the data extraction device 140 to extract data

from the gamime devices 110 concerning player wagers, winnings and other Information

about gaming sessions. In a preterred embodiment, the portable data device 130

comprises a smart card, which, as previously noted in the Background section herein, is

a device generally in the size and shape of a standard credit card, encapsulating solid-

state memory, circuitry for allowing the memory to be read from or written to, and, ina

preferred embodiment as described herein, microprocessor circuitry for performing

various programmable functions. As also noted previously, smart cards may be

equipped with an imterface having electrical contacts which make a physical connection

with a smart card reader, or else, alternatively, may be equipped with a radio frequency

(RF) interface to allow a smart card reader to interact with the smart card electronic

circuitry over an RF communication link. Techniques for manufacturing smart cards,

and for communicating between a smart card and a smari card reader via either physical

contacts ar an RF communication link, are well known and conventional.

Alternatively, rather than a smart card, the portable data device 130 may

comiprise another type of data storage and retrieval unit. An embodiment in which the

portable data device 130 comprises a smart card is preferred, however, because of the

ability, with on-board microprocessor circuitry, to imbue the smart card with

intelligence, thereby facilitating some of the security and other features described

elsewhere herein. Accordingly, the portable data device 130 may occasionally be

assumed herein to be a smart card, and the daia device readers 112 and 121 would m

such a case be assumed to be smart card readers, as further described herein.

Alternative data storage and retrieval units used imstead of smart cards preferably have
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built-in intelligence in the form of programmable microprocessor circuitry or the

equivalent, to carry oul the security and other features described elsewhere herein.

Prior to using a gaming device, the player first obtains gaming credit on the

portable data device (e.g., smart card) 130 by providing the portable data device 130 to

the cashier station 120. Typically, this might be done by the player handing the portable

data device 130 to a cashier (an employee of the casino or gaming establishment), who

would be responsible for inserting the portable data device 130 in the data device reader

121 (which, if the portable data device 130 is a smari card, would take the form ofa

smart card reader). Thecashier would then issue gaming credit to the portable data

device 130, and collect an appropriate cash or payment from the player. In a typical

embodiment of the cashier station 126, the cashier is presented with a screen interface

{not shown), and can select among a number of options, one of which is adding gaming

credit to the current portable data device 130. The cashier station 120 is preferably

configured with a keyboard, keypad or other data input device (not shown), so as to

allow the cashier to select the desired amount of gaming credit to add to the portable

data device 130. When the player is finished gaming and wants to redeem (i.c., “cash

out"}, the data device reader 121 may read the amountof credit left on the portable data

device 130, and display the amount of credit left on the screen for the cashier to read,

The cashier may then select an option of deleting the remaining gaming credit on the

portable data device 130, and may disburse cash or other form of payment to the player.

In some embodiments, the portable data device 130 may have a programmed “retain

value” which cannot be used for gaming, but is redeemable at the cashier station 120to

encourage the player to return the portable data device 130 whenall of the available

credit has heen exhausted.

In addition to storing gaming credit, each portable data device 150 also

preferably includes a player identification code, which allows the card to be correlated to

a particular individual or entity. The player identification code is used for accounting

purposes when information about particular gaming sessions is extracted from the

gaming devices 110.
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Fig. 13 is a diagram of a portable data device as may be used im the system

shown in Fig. 1 or the various other embodiments herein, illustrating the information

storage format for the portable data device. As shown in Fig. 15, a portable data device

1506 (which may, for example, comprise a smart card} comprises an identify file 1503

which stores identification and other information concerning the player and issumg

gaming establishment, a keys file 1510 containing the secret keys for performing

authentication checks, a transaction log file 1515 for storing data from the last gaming

transactions (e.g., last 40 transactions), and a session fog file 1520 storing data from the

last gaming sessions (e.g., last 40 sessions).

Once gaming credit has been placed on a portable data device 130, the player

may take the portable data device 130 to any of the gaming devices 110 and utilize them

in a manner generally similar to com-operated gaming devices, but only requiring a

single simple act on the part of the player to obtain garning credit on the gaming device

110. The player mserts the portable data device 130 into the intelligent data device

reader 112, which communicates with the portable data device 130 over a

communication link, such as is conventionally done with smart cards and smart card

readers. According to well known communication protocols used with smart cards and

smart card readers, data may be transmitted from ihe portable data device 130 to the data

device reader 112 over the communication link (either with physical electrical contacts

or an RF connection), and may likewise be transmitted from the data device reader 112

io the portable data device 130 over the communication link.

When the player inserts the portable data device 130 into the intelligent data

device reader 112, the gaming device 110 validates the portable data device using a

security module 113. If the portable data device 130 comprises a smart card, then the

intelligent data device reader 112 preferably takes the formof an “intelligent” smart

card reader, as further described herein. In a preferred embodiment, details of which

are provided later herein, the intelligent data device reader 112 and security module 115

perform a cross-authentication check at the start of each new gaming session, and

periodically during each gaming session. In such an embodiment, a gaming session is

not enabled unless the cross-authentication check is passed without error.
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In a preferred ernboadiment, the intelligent data device reader 112 and the security

module 113 are uniquely associated with one another, such that the intelligent data

device reader 112 will only operate with the security module 113 uniquely associated

with it, and the security module 113 will only allow authentication of the intelligent data

device reader 112 uniquely associated with it. Thus, an imtelligent data device reader

112 which has been removed from its gaming device 110 will not be operable becauseits

attempt to cross-anthenticate with the associated security module 113 will result in a

failure. Similarly, an intelligent data device reader 112 that is removed from one

gaming device 110 and imserted in a different gaming device 110 will not be operable,

because its attempt to cross-authenticate with the proper security module 113 will lead to

an error. The security module 113 is preferably fastened securely to the gaming device

110 so that its removal is made as difficult as possible. For example, the security

module 113 may take the form of an integrated circuit (.e., chip) on a small printed

circuit board, attached to the interior housing of the gaming device 110 bycabling

passing through the printed circuit board, or by any other suitable means. Alternatively,

the security module 113 maybe integrated with the same electronic circuitry as the game

device processor 114. In such a case, the random number generator used by the gaming

device may also be incorporated within the security module 113, to prevent gaming from

occurring without proper authentication. Placing the random number generator within

the security module 113 also provides the capability of generating an electronic signature

that allows verification of the authenticity of a jackpot (whether the gaming device 116 is

in cash mode or cashless mode).

In addition to performing a cross-authentication check, the gaming device 110

also runs a validation test to ensure that the inserted portable data device 130 has been

issued by an authorized casino or gaming establishment.

If the cross-authentication check passes, and if the portable data device 130 is

determined to be valid, the gaming session is allowed to take place. The intelligent data

device reader 112 reads the gaming credit on the card, and transfers part of the gaming

credit to the game device processor 114. The security module 113 acts as a pass-

through channel, allowing the intelligent data device reader 112 and the game device
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processor 114 to communicate freely, so long as the periodic cross-authentication checks

are passed without error. The intelligent data device reader 112 stores gaming session

information, such as the amount of gaming credit transferred in for the particular

session, the amount played for the session, the amount won far the session, and the

amount paid out for the session. The inielligent data device reader 112 stores the player

identification code along with the gaming session information. A preferred set of

information stored by the intelligent data device reader 112 is described hereafter in

relation to Figs. SA ~— 8E.

Each player can, using a single portable data device 130, play as many of the

gaming devices 110 as desired, so long as the portable data device 130 has gaming credit

available. Likewise, each gaming device 110 is capable of accepting portable data

devices 130 from as many players as desire to play the gaming device 110. For each

player, the gaming device 110 stores information pertaining to the player's gaming

session,

At periodic intervals, which may be once each day or ance every set number of

days (primarily dependent upon the level of usage of the gaming devices 110}, the

gaming session information stored in the intelligent data device readers 112 of the

yarious gaming devices 110 is extracted and delivered to a central accounting and

processing system (an example of which is shown in Fig. 9 and discussed later herein).

In a preferred embodiment, a data extraction device 140 is utilized to collect the gaming

session information stored in the intelligent data device readers 112 of the various

gaming devices 110. The data extraction device 140 preferably comprises a probe 141

connected to a portable high-volume memory storage device 142, which may simply be a

laptop, personal computer, or a custompiece of equipment. The probe 141 is

constructed in the size and shape of a smart card, and is configured with a smart card

interface, including circuitry for commumicating over the communication link between

the probe 141 and the intelligent data device reader 112. When the probe 141 is inserted

into the intelligent data device reader 112, the same type of validation and cross-

authentication checks as described with reference to the portable data device 130 may, if

desired, be carried out to ensure that the probe 14] is associated with an authorized data
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extraction device 140, and to ensure that the data device reader 112 is associated with

the proper security module 113.

Once the validation and cross-authentication checks, if any, are carried out, a

user of the data extraction device 140 may, using predefined buttons, a keypad, or user

interface of any sort, instruct the intelligent data device reader 112 to transfer the

collected gaming session data to the data extraction device 140. In response to such an

instruction, the intelligent data device reader 112 downloads its collected gaming session

jnformation, and possibly other information (such as the number of incidents or

mishaps}, across the communication link to the data extraction device 140, via the probe

141. The type of data that may be transferred is described in more detail later herein

with reference to Figs. 7 and 8A ~- 8E. Among other things, the data extraction device

140 obtains gaming session information for eachplayer that has played the gaming

device 116 since the last time the data was extracted from the gaming device.

The operator ofthe casine or gaming establishment proceeds in a sumilar manner

with the relevant gaming devices 110, collecting garning session information en masse

from all of the gaming devices 110 which are a part of the secure cashless gaming

system 100. After gaming session data is read out from a particular gaming device 110,

the gaming session memory for the intelligent data device reader 112 may be cleared,or,

alternatively, the gaming session memory may be re-circulated, with new gaming session

information as it comes in overwriting the oldest gaming session information. In the

latter case, should the extracted gaming session information be lost for whatever reason,

it can be reconstructed by re-reading the data preserved in the gaming session memory

of the intelligent data device reader 112.

Once the aggregate gaming session information has been obtained from the

various gaming devices 110, the data extraction device 140 may be comnected to a

central accounting and processing database (e.g., database 123), through, for example, a

physical cable comnection to a data port 124 located at the cashier station 120 or

elsewhere at the host system. Alternatively, the gaming session data may be transposed

from the data extraction device 140 to a portable, permanent storage medium (such as a

floppy disk), and then transferred to the central accounting and processing system
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through a reader (e.g., disk drive) of the permanent storage medium. In such a manner,

the aggregate gaming session data is provided to the central accounting and processing

system.

Once the aggregate paming session data is provided to the central accounting and

processing system, data for individual players and individual portable data devices (e.g.,

smart cards) are accumulated and processed. The current amount remaining on each of

the portable data devices 130 can be determined, as of the date and time of the last

extraction of gaming session data by the data extraction unit 140. Also, reconciliation

for each of the gaming devices 110 can be accomplished. If desired, various data

concerning individual player gaming habits can be collected and processed, for use by

the casina or garning establishment to track individual play and to allowthe casino or

gaming establishment to improve its targeted marketing efforts to the type of players 1

seeks to attract.

Fig. 2 is a block diagram of one embodimentofan intelligent data device reader

200 as may be used in the secure cashless gaming system shown in Pig. | (for example,

as intelligent data device reader 112). The intelligent data device reader 200 is

particularly geared for use in reading smart cards, but can be adapted with different

interfaces to other types of portable data devices as well. As illustrated in Fig. 2, the
intelligent data device reader 200 comprises a smart card reader 201 and a expansion

module 250 which allows various interface functionality. The smart card reader 201

comprises 4 smart card interface 211, which is capable of reading information from and

transmitting information to smart cards inserted therein over a standard smart card

communication link. The smart card interface 211 is connected to a microprocessor

212, which in turn is connected to a memory 214 (divided into data memory 215 and

program memory 216), a serial interface (suchas an RS-232 imerface) 213, and a

security and authentication module (SAM) 210 and associated interface. The memory

214 preferably comprises a combination of random-access memory (RAM) and

electrically erasable programmable read-only memory (EEPROM), and programming

code (or part of the total programming code) may be downloaded to the memory 214 m

order to programthe intelligent data device card reader 200. The expansion module 250
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is connected to the smart card reader 201, and comprises a liquid crystal display (LCD)

interface 251, a keypad interface 252, additional (external) program and data memory

253, a real time clock 234, and 4 universal external device switch 255,

ln operation, data received from a smart card via the smart card interface 211

may be stored in local memory 214, or else may be communicated across the serial

interface 213 to the security module 113 and/or the gaming device processor 114 (see

Fig. 1). Similarly, data received over the serial interface 213 may be stored by

microprocessor 212 in the local memory 214, or else may be communicated via the

smart card interface 211 to an inserted smart card. Gaming session data 215 may be

stored in the data memory 215, and/or in the external program and data memory 253,

and may be read out to a data extraction device 140 (sce Pig. 1) via the smart card

interface 211 when the microprocessor 212 receives the appropriate commands.

The intelligent data device reader 200 may keep track of date and time

information relating to gaming session data, and may use the real time clock 234 in

expansion module 250 for obiaining accurate date and time information. The

microprocessor 212 of the smart card reader 201 may be programmed to display

pertinent information on the LCD interface 251, such as gaming credits currently

remaining on the inserted smart card, the player’s name, or any other desired

information. The intelligent data device reader 200 may read a language field from the

portable data device 130 in order to learn the preferred language of the player, and select

the language of the information displayed on the LCD interface 251 accordingly. The

keypad interface 252 of the expansion module 250 provides the ability for the playerto

manually select an amount to wager, to enter a personal identification number (PIN) to

utilize the portable data device 130 (in a manner similar to a bank or credit card), or to

otherwise communicate with the gaming device 110. It can also be used by gaming

establishment personnel for maintenance, such as entering test data. The universal

external device switch 255 of the expansion module 250 may comprise an electrical

switch which can be used to allow the microprocessor 212 of the smart card reader 201

to activate an audible buzzer, beeper, LED, light, or the like.
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A block diagram of a preferred security and authentication module GAM) 1400

usable in various embodiments of the intelligent data device reader 200 is shown in Pig.

14. The security and authentication module 1400 mayphysically comprise a smart card

core (.e., smart card electronics) 1450, and is preferably constructed to be a completely

iitegral component encased in a secure housing (like an integrated chip), so thal Ns

internal connections are not externally accessible. As illustrated in Pig. 14, the security

and authentication module 1400 comprises external contacts 1415 which are connected to

a processor 1410 via an interface manager 1412 (preferably configured so as to be

compatible with [$0 7816 interface standards). The processor 1410 is connected to a

memory 1420, which is divided into data memory 1423 and program memory 1424.

The processor is also preferably connected to a electrically erasable programmiable read-

only memory (EEPROM) 1421, or other form of non-volatile, erasable memory, for

storing programming code or data that may need to be kept even if power is removed

from the gaming device.

The EEPROM1421 within the SAM 1020 maybe used to store various cashless

meters Gin the form of program variables}. Once stored, the cashless meters cannot be

changed or cleared without proper access to the security and authentication module 1400

{generally requiring a master card giving the holder such privileges), even if power is

removed from the gaming device. The cashless meters may be maintained by the SAM

1460 in addition to the cash meters which are typically maintained by the game device

itself, and the provision of separate cashless and cash meter allows easier and more

convenient accounting for the gaming device afier the meters are read out. Preferably,

both the cashless meters and cash meters may be read out using the portable data

extraction device 140, which is described elsewhere in more detail herein.

As explained in connection with the secure cashless gaming system 100 of Fig. 1,

the intelligent data device reader 200 may interface with a security module (such as

security module 113 shown in Fig. 1), a preferred embodiment of which is illustrated m

Fig. 3. As shown in Fig. 3, a security module 300 comprises a first interface 313 (such

as an RS-232 serial communication port), which is connected to the intelligent data

device reader 200 (or 112}, a microprocessor 310, a memory 314 (which is divided imto
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data memory 320 and program memory 321), and a second communication interface 312

{such as an RS-232 serial communication port), which is connected to the game device

processor. Two conununication port managers 311, 315 (each of which may take the

form of a universal asynchronous transceiver/receiver (UART)) are resident with the

microprocessor 310, for handling communications over the communication interfaces

312 and 313, respectively. Alternatively, the communication port managers (€.g.,

UARTs) 311, 315 may be located off-chip from the microprocessor 310.

in a preferred embodiment, the microprocessor 310 of the security module 300is

programmed to, among other things, perform one side of the cross-authentication check

when a gaming session starts, and periodically thereafter. Programming instructions for

iis part of the cross-authentication check are stored in program memory 321. Likewise,

programming mstructions for the counterpart of the cross-authentication check conducted

by the intelligent data device reader 200 are stored in the program memory 216 of the

smart card reader 201.

Fig. 16 is a flow chart diagram illustrating the operation of a gaming system in

accordance with a preferred embodiment as described herein. The flow chart diagram of

Fig. 16 will be described in relation to the gaming system 110 illustrated in Fig. i and

the preferred intelligent data device reader 200 illustrated in Fig. 2, but many of its

principles may be applied to other embodiments, including on-line embodiments, as

well. Further, for purposes of illustration, the portable data device 136 will be assumed

to be a card (e.g., smart card), although other cypes of portable data devices could also

be used.

As illustrated in Fig. 16, in a first step 1601 of the operation of the gaming

system, a card is inserted into the intelligent data device reader 112. In a preferred

embodiment of the gaming system, tie card may be one of several types. The card may

be, for example, a user card, a master card, or an operator card. In a next step 1602,

the intelligent data device reader 112 identifies the type of card. This identification

process may be accomplished by reading the response from the data device interface

(e.g., smart card reader 211 shown in Fig. 2), for example, the “answer to reset” or

“ATR” returned by a smart card reader. Besides being a user, master or operator Card,
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the input could also be a probe 141 froma data extraction unit 140, in which case

gaming session data may be read out, with or without authentication as described

elsewhere herein.

If the input is identified as a master card, then the process moves to step 1610,

wherein the card is cross-authenticated with the intelligent data device reader 112 and,

more specifically, with the security and authentication module (SAM) 210 (shown in

Fig. 2). For the cross-authentication referred to in step 1610, the microprocessor 212 of

the smart card reader 201 acts as an intermediary between the processor located on the

master card and the processor (such as processor 1410 shown in Fig, 14) located on the

SAM210. A first common key is used for this cross-authentication check, which may

be carried out, for example, in accordance with the same general techniques described

hereinafter with respect to Fig. 4. If the cross-authentication check fails, then, moving

ta step 1612, the process is aborted and the card is expelled, The cross-authentication

check may be done multiple times (twice, in the example shown) to increase security.

If the crosg-authentication check succeeds, the process then moves to step 1613,

wherein the master card checks whether the gaming device 110 has been initialized and,

specifically, whether the intelligent data device reader 112 has been initially configured.

If not, then an initial configuration is ran in step 1616, wherebythe intelligent data

device reader 112 is “matched” to the security module 113 by downloading the unique

security module identifier to the SAM 200, which may be done using the portable data

extractor 140 in its programming capacity. Once the SAM 200 has been loaded with the

unique security module identifier, the SAM200 and security module 115 jointly build a

second common key for subsequent use in later authentication checks, and the intelligent

data device reader 112 thereby becomes uniquely associated with the particular security

module 113 for the gaming device 110. If the intelligent data device reader 112 has not

been initially configured, then there is no way for a player with a user card to attempt to

cross-authenticate with the security module 113, and no way for the player to utilize the

gaming device 110.
Once the intelligent data device reader 112 has been initially configured and

associated with the security module 115, the SAM 200 may be enabled using the master
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card. The SAM 200 preferably is programmed so that it needs to be re-enabled by the

master card whenever the gaming device 110 is reset or power is removed from the

gaming device 110.

if the inserted card is an operator card, then the process moves to step 1630,

wherein the card and SAM200 carry out a cross-authentication as described above for

the master card. . Alternatively, one-way authentication of the operator card (but not the

SAM 200) may be performed. If the cross-authentication or one-way authentication

check not successful, the process aborts and the card is expelled. Otherwise, the

intelligent data device reader 112 may perform a second cross-authentication, this time

with the security module 113 itself (although this step 1632 may be skipped, if desired,

since the operator card generally does not atternpt to communicate with the game device

processor). In particular, the second cross-authentication, if done, may be carried oui
between the SAM 200 and the security madule 113, using the second common keythat

is stored in the SAM 200 and in the security module 113 (and developed during initial

configuration). The cross-authentication check may be carried out according to the

process shown in Fig. 4 and described later herein. If not successful, the process aborts.

Otherwise, the intelligent data device reader 112 displays gaming session data from the

last several sessions. In one embodiment, for example, the intelligent data device reader

112 displays the total gaming session results from the last five sessions, as well as the
most recent results from the last several gaming transactions associated with the most

recent gaming session. The operator card can thereby be used by gaming establishment

personnel on the floor to check wins, losses, jackpots and the like that have recently

occurred ata machine. The gaming session data may be automatically scrolled through

bythe intelligent data device reader 112, or else, if'a keypad or keyboard is provided,

the operator may select which gaming session information to display. In addition to its
other functions, the master card may also be provided with the same privileges as an

operator card.
If the card inserted is a user card, then the process moves to step 1650, wherein

eross-authentication between the card and the SAM200 is carried out in a manner

similar to that described for the master card. [If not successful, the process aborts.
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Gtherwise, the intelligent data device reader 112 queries the game device processor 114

to see whether any credits (i.e., coins or other cash input) remains on the game device

110. If so, then a message to that effect is displayed in step 1653, and the process aborts

with the user card being expelled. Otherwise, the intelligent data device reader 112

imstructs the game device processor 114 to enter a cashless mode, and refuse to accept

cash until the end of the gaming session. Transferring between cash and cashless mode

in gaming devices is conventionally done in on-line gaming devices, and is well known

in the art. Once cashless made is entered, in step 1655 a second cross-authentication is

carried out, this time between the intelligent data device reader 112 and the security

module 113. More particularly, the cross-authentication is carried out between the SAM

200 and the security module 113 using the second common key stored in the SAM 200

and the security module 113. The cross-authentication check may be carried out

according to the process shown in Fig. 4 and described later herein. If the cross~-

authentication check fails, then the process aborts. Otherwise, in step 1657, a gaming

session is allowed to begin.

Figs. 18 - 21 are additional flowchart diagrams illustrating the operation of a

gaming system in accordance with a preferred embodimentas described herein,

providing some additional details and some variation over the flow chart diagram of Fig.

16. Fig. 18 illustrates a top-level flow chart, wherein, similar to the flow chart diagram

of Fig. 16, a master card is required to be inserted and authenticated, and association of

the security module 113 accomplished. After association of the security module 113 and

intelligent data device reader 112 is accomplished, the intelligent data device reader 112

awaits insertion of a portable data extraction unit 140, a user card, or an operator or

master card.

Fig. 19 illustrates a preferred process flow in the case that the probe 141 of the

data extraction unit 140 is imserted into the intelligent data device reader 112. According

io the process flow shown in Fig. 19, various options are provided to the operator,

including the setting of parameters and uploading of various data, as described later

herein. Fig. 20 illustrates a preferred process flowin the case that a master card is re-

inserted or an operator card is inserted into the intelligent data device reader 112. As
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shown in Fig. 20, various authentication checks are performed prior to allowing

application of the operator card or master card functionality. Fig. 21 illustrates a

preferred process flow in the case that a user card is imseried into the intelligent data

device reader 112. Again, various authentication checks are performed prior to allowing

user card functionality to be applied.

Fig. 4 is a process flow chart of a preferred cross-authentication procedure as

may be carried out between the intelligent data device reader (¢.g., mtelligent data

device reader 200 shown in Fig. 2) and the security module (e.g., security module 300

shown in Fig. 3), or between the intelligent data device reader and portable data device

(e.g., portable data device 1500 shown in Fig. 15). As illustrated in Fig. 4, in a first

step 401, a random number R} is generated bythe intelligent data device reader 200. In

a next step 402, the random number Ri is enciphered by the intelligent data device

reader 200 using a common key (which may be stored in SAM interface 210), yielding

enciphered random number Ri’. Concurrently, in step 420, a random number RZ is

generated by the security module 300, and in a following step 421, the random number

R2 is enciphered by the security module 300 using the same common key, yielding

enciphered random number R2°. The enciphered random numbers Ri’, R2° are then

exchanged by the intelligent data device reader 200 and the security module 300. In step

403, the intelligent data device reader 200 deciphers enciphered random number R2’

using the common key, thus obtaining the origmal random number R2, and generates a

session key S from Ri and R2 in step 404. Likewise, in step 422, the security module

300 deciphers enciphered random number RI’ using the common key, thus obtaining the

original random number Rl, and generates the same session key 3 from Ri and R2 in

step 423, using the same algorithm to do so as the intelligent data device reader 200.

In step 405, after the session key S has been generated, random number R2 is

enciphered by the intelligent data device reader 200 using the session key 5, yielding an

enciphered resultant AZ’. Similarly, in step 424, random number R1 is enciphered by

the security module 300 using the session key S, yielding an enciphered resultant Al’.

The enciphered resultants Al’ and A2’ are exchanged bythe intelligent data device
reader 200 and the security module 300. In siep 406, the intelligent data device reader
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200 deciphers enciphered resultant Al’ received from the security module 300, while in

step 425 the security module 300 deciphers enciphered resuliant A2’ received from the

intelligent data device reader 200. In step 407, the intelligent data device reader 200

compares the deciphered resultant Ri against is originally generated random number

Ri. Ifa match is found, then, im step 408, the gaming session is enabled, while if ne

match is found an error condition is returned in step 409, Similarly, m step 426, the

security module 300 compares the deciphered resultant R2 against its originally

generated random number R2. Ifa match is found, then, in step 427, the gaming

session is enabled, while if no match is found an error condition is returned in siep 428,

The results of each part of the cross-authentication check may be shared between the

intelligent data device reader 200 and the security module 300.

if either part of the cross-authentication check fails, then the security module 300

will not open up the communication pathwayto the gaming device processor 114 (see

Fig. 1, and the player will essentially be locked out from utilizing the gaming device

110. Similarly, if either part of the cross-authentication check fails, then the intelligent

data device reader 200 is programmed to prevent communication with the gaming device

processor 114 and to shut downits further communication with the portable data device

130. Thus, even if the security module 300 were physically bypassed (for example, by

wires) after a gaming session had started, the periodic cross-check would determine that

the security module 300 was no longer present, and the intelligent data device reader 200

would not allow the gaming session te continue.

Fig. 5 is a conceptual diagramiMustrating the different interfaces among some of

the primary components in a preferred secure cashless gaming system. As shown in

Fig. 5, a smart card 501 is configured to communicate according to a standard (e.g.,

1SQ) card interface protocol 502. An intelligent data device reader 305 is configured to

communicate with the smart card 501 using the same standard (e.g., ISO} card interface

protocol $07. The intelligent data device reader 503 is also configured to communicate

with a security module 510 using a standard gaming device interface protocol 508, such

as SAS or SDS, for example, both of which are conventional and well known in the field

of gaming devices. The security module 510 is configured so as to allow pass-through
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communication .c., transparency}, once the cross-authentication and validation checks

have cleared. The intelligent data reader 505 thereby communicates with the gaming

device processor 515, which is also configured to communicate using a standard gaming

device interface protocol 518 (the same gaming device interface protocol 508 as used by

the intelligent data device reader 505), such as SAS or SDS.

The interfaces illustrated in Fig. 5 may be utilized in the cashless gaming device

system 100 shown in Fig. 1, or in connection with the specific intelligent data device

reader 200 or security module 300 illustrated in Figs. 2 and 3, respectively.

Fig. 17 is a conceptual diagramillustrating the different interfaces of some of the

primary components of the secure cashless gaming system shown in Fig. 1, in

accordance with an alternative embodiment as described herein. As Hlustraied in Pig.

17, similar to the embodiment shown im Fig. 5, a smart card 1701 is configured to

comumunicate according to a standard (e.g., ISQ) card interface protocol 1702. An

intelligent data device reader 1705 is configured to communicate with the smart card

171 using the same siandard (e.g., ISO) card interface protocol 1707. The intelligent

data device reader 1705 is alsa configured to communicate with a security module 1710

using a special protocol, designated as a security module (SM)/Reader interface protocol

L711 in Fig. 17. A security module 1710 also is configured to communicate with the

intelligent data reader 1705 using the SM/Reader protocel 1712. The security module

171 translates between the SM/Reader protocel 1712 and a standard gaming device

interface protocol 1708, such as SAS or SDS. The security module 1710 is configured

0 ag to communicate with the gaming device processor 1715, which is also configured

to use the standard gaming device interface protocol 1718 (i.c., the same gaming device

interface protocol 1708 as used by the security module 1710), such as SAS or SDS.

The SM/Reader interface protocol 1711, 1712 preferably supports at least of

subset of commands and capabilities as provided by the standard gaming device interface

protocol 1768 and 1718, but need not provide all of the capabilities thereof, particularly

if the gaming device is used off-line. The SM/Readerinterface protocol 1711, 1712

may, for example, support commands or capabilities for crediting the gaming device,

debiting the gaming device, checking the denomination of the gaming device, checking
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the gaming device identification number, checking the currency of the gaming device,
checking the amountof credit left on the gaming device, and receiving gaming device
activity (such as, for example, how muchthe player is betting, result of gaming

transaction (winner, loser, jackpot, etc.), or error conditions at the gaming device).

An advantage of the protocol structure ilhustrated in the embodiment of Fig. 17 is

that the same intelligent data device reader 1705 could be used without modification

along with garning devices using any standard gaming device interface protocol that is
supported by the security module 1710. For the protocol structure illustrated in Fig. 3,
by contrast, it may be necessary to download the specific standard gaming device
interface protocol 508 to the intelligent data device reader 503 prior to operation, unless

the memory space of the intelligent data device reader 505 is sufficient to contain the

various standard gaming device interface protocols from which the desired one may be

selected. By moving the responsibility for interfacing with the standard gaming device

interface protocol to the security module 1710, as illustrated in Pig. 17, the memory

requirements for the intelligent data device reader 1705 may be alleviated somewhat.
As with the embodiment shown in Fig. 5, the interfaces illustrated in Pig. 17 may

be utilized in the cashless gaming device system 100 shown in Fig. 1, or in connection

with the specific intelligent data device reader 200 or security module 300 Ulustrated in

Figs, 2 and 3, respectively.

When the cross-authentication and validation checks first pass, and a gaming

session is enabled, the intelligent data device reader 112 maybe programmed with

additional capability to start off a gaming session without extra effort by the player.

Specifically, the intelligent data device reader 112 may be prograramed to remove

gaming credits from the credit amount stored in the portable data device 130, and to
transfer those credits to the gaming device processor 114 to allow play to begin. The

number of credits to be so transferred may be programmably set. The intelligent data

device reader 112 uses an link layer protocol (such as a smart card protocol) fer reading

and adjusting the credits on the portable data device 130, then uses the gaming device

protocol (such as SAS or SDS) to transfer the credits over to the paniing device

processor 114. The monetary value and/or number of credits transferred (and hence
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available) may be displayed to the player on an LCD display, along with other

information, as desired, such as the players name or pseudonym. The portable data

device 130 may have a player language data field, which may be read bythe intelligent

data device reader 112, which can adjust the language of any special messages

accordingly.

The intelligent data device reader 112 may further be programmed such that each

time the number of available credits drops below a predefined level, the intelligent data

device reader 112 transfers additional gaming credits from the current credit amount on

the portable data device 130 to the gaming device processor 114. The imtelligent data
device reader 112 is aware ofthe number of current credits, as well as the outcome of

the most recent gaming transaction, because the gaming device processor 114 is typically

programmed to make such information available according to standard gaming device

protocels (such as SAS or SDS). Thelevel at which the intelligent data device reader
112 re-credits the gaming device 110, and the amountof credits transferred in a re-credit

transaction, may both be programumablyset. By automatically re-crediting the machine

each time the number of credits drops below the predefined minimum,the player does

riot need access to a keypad or other similar means for transferring credits, and is not

iurdened with the inconvenience of constantly refreshing the amount of credits at the

machine.

At the end of a gaming session, or periodically during the gaming session as

gaming credits are transferred to the gaming device 110, the intelligent data reader 112
transmits hack to the smart card (or other portable data device 130) update information

which alters the amount of gaming credit remaining on the portable data device 150.

When the player leaves the gaming device, the new gaming credit amount will reside on

the portable data device 130. Preferably, the portable data device 130 stores a

predefined number of previous gaming transactions {Le., wagers}, such as 10 or 20
previous gaming transactions. Generally, memory space on devices such as smart cards

is very lintited, which prevents storage of large amounts of information. Storage of a

limited number of gaming transactions may prove beneficial in certain circumstances.

For example, should the player contest a pay-out on a recent wager, the portable data
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device 130 could be read (at the cashier station 120) to determine what transpired at the

gaming device 110.

Fig. 6 is a diagramof a preferred data extraction device 600 such as may be used

in the secure cashless gaming system shownin Fig, 1 (for example, as data extraction

device 140 shown in Fig. 1). As illustrated in Fig. 6, the data extraction device 600

includes a probe 630 connected to a portable high-volume data retention unit 610via a

cable 640. The probe 630 consists of an interface 631 which is compatible with the

interface utilized bythe intelligent data device reader 112 (see Fig. 1). Signals received

by the interface 631 from the intelligent data device reader 112 are amplified by a

voltage converter interface 632, so as to make them of the appropriate voltage level for a

serial (e.g., RS-232) interface 635. Typically, signals output by the interface 631 are 5-

volt signals, while an RS-232 interface operates with 12-volt signals. The amplified

signals are transmitied by the serial interface 635 over the cable 640 to another serial

(e.g., RS-232) interface 614, which is part of the portable high-volume data retention

unit 610, The portable high-volume data retention unit 610 also comprises a processor

611 and a memory 612 for receiving and storing information received by the probe 630

from the intelligemt data device reader 112. Memory 412 is preferably of sufficient

capacity so as to allowstorage of gaming session information from a large number of

gaming devices 110. Alternatively, garning session information may periadicaily be

written to floppy disks or other intermediate storage devices, when the memory 612 gets

full.

In operation, the operator inserts the probe 630 into the intelligent data device

reader 112, generally in the same manner as a player would insert a portable data device

130. For example, if the portable data device 130 is a smart card, and the intelligent

data device reader 112 includes a smart card interface, then the operator would insert the

probe 630 in the slot of the smart card interface intended to receive smart cards. The

operator then triggers the extraction of data from the gaming device 110, by manually

pressing a bution, or entering a code on a keypad, or otherwise generating a manual

input. Alternatively, the presence of the probe 630 maybe automatically detected by the

intelligent data device reader 112, which then proceeds to transmit accumulated gaming
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session information to the data extraction device 600 via the communication link

established by the probe 636. The intelligent data device reader 112 maystore, for

example, hundreds or thousands of the last garning sessions played at the machine. Ina

presently preferred embodiment, the intelligent data device reader 112 stores the last

3000 gaming sessions played at the machine.

Figs. 7 and 8A - 8Eare diagrams illustrating various formats in which data is

transferred from the intelligent data device reader 112 to the data extraction device 600,

and stored therein. In a preferred embodiment, the gaming session information is made

secure and tammper-resistant by providing a special integrity code (referred to as a

“MAC”) for each gaming session record, and then again by providing a separate MAC

for all of the gaming sessions transmitted with the file as a group, so as to prevent the

erasure of an entire gaming session. Fig. 7 is a diagram of a portion of a transaction list

file format illustrating the use of MACsto preserve data integrity. As shown in Fig. 7,

a transaction list file 700 comprises a header record 701, one or more gaming session

records 702a-702n, each of which has its own individual MAC 703a-703n, respectively,

and a group MAC 785.

Figs. 8A ~ 85 are diagrams illustrating the format of records which may be

included in the transaction list file transmitted from a data device reader to a data

extraction device. Figs. 8A and 8B showa header records 800 and 820 for transactions

and meter readings, respectively. Fig. 8C shows a gaming session record 840. Fig. 8D

shows a header record 860 for recorded incidents during previous gaming sessions, and

Fig. SE shows an incident file record 880.

Header record 800 shown in Pig. 8A mayinclude, for example, a record number

identifier field 801, a machine identifier field 802, a data device reader identifier field

803, a denomination field 804, a total money m field 805, a total money out field 806, a
total money played 807 field, a total money wonfield 808, a siart date field 809,a start

time field 816, a last time field 812, a mumber of sessions field 813, and a total feild

814.

Header record 820 shown in Fig. 8B may include, for example, a record

identifier field 821, a cumulative moneyin field $22, curmulative money out field 823,
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cumulative money played field 824, a cumulative money won field 825, and a total field

826.

Gaming session record 840 shown in Fig. 8C may include, for example, a record

identifier field 841, a session numberfield 842, a portable data device (e.g., smart card)

identifier field 843, a transaction type field 844, a session money in field 845,a session

money out field 846, a session money played ficld 847, a session money won field 848,

a player identifier field 849, an offset data field 850, a start ime field 851, a duration
field 852, and total field 833.

Header record 860 shown in Fig. 8D may inchide, for example, a record

identifier field 861, a machine identifier field 862, a data device reader identifier field

863, a number of incidents field 864, and a total field 865. Incident file record 880

shown in Fig. 8E may include, for example, a record identifier field 881, a incident type

code field 882, a date of incident field 883, a time of incident field 884, a program stahus

field 885, and a data message field 886.

The data extraction device 600 may, in a preferred embodiment, provide the

aperator with a choice of various commands. Examples of commands include: (1) read
transaction list (.e., gaming session information); (2) read incident list: (3) read

parameters; (4) load new parameters; (5) erase transaction list (from memory of the

intelligent data device reader 112}; and (6) erase transaction list (from memory of the

intelligent data device reader 112). The parameters which maybe read with command

(3) may include, for example, display messages, machine denomination($1, $5, etc.),
initial credit transfer amount, level at which to re-credit, and how much to re-credit. By

using command (4), the parameters (including the machine denomination and display

messages) may be re-programmed using the data extraction device 600.

Once the aggregate gaming session data has been downloaded from all of the

gaming devices to the data extraction unit 600, the gaming session data is transferred to
a central accounting and processing system. The gaming session data may be transferred

via a physical cable connection through a data port 615 of the data extraction device 600
(using a physical cable 655 with a port connector 650 and a cable wire 651}, or clse may
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be written to one or more floppy disks or other storage media and read by computer

equipment associated with the central accounting and processing system.

Further details concerning the entry of data mito the central accounting and

processing system are provided with reference to Fig. 9, whichis a block diagram

illustrating processing of transaction data extracted from a data device reader. As

illustrated in Fig. 9, gaming device data (including transaction list data and cident data)

is received from the data extraction device 140 (or 600) over an interface 901 (such as a

parallel port comnection, for example, or via a disk or other storage medium). The

transaction data is validated by validation function routine 915 by checking the MAC for

each gaming session and checking the group MACforall of the gaming sessions(see,

e.g., Fig. 7). The running totals for each portable data device 130 are then updated by

ait update function routine 917, The transaction data is stored in a transaction database

925, and the incident data is stored in an incident database 926. A database interface

3910 may format the data and otherwise facilitate storage in the transaction database 925

or incident database 926. Via a user interface 941 (such as at a cashier station 120), an

authorized employee or agent of the casino or gaming establishment may view the

transaction or incident data by issuing a query te the database 925 or 926, respectively.

A batch process 930 may be run on the information stored in the transaction database

925, 10 allow profiling or information gathering concerning particular players. Tracking

of any of the types or fields of data obtained from the portable data devices 130 orthe

portable data extraction unit 140 may be done by the gaming establishment in a batch

mode. The results of such tracking may provide a basis for the gaming establishmentto

issue coupons, gaming credits, or other perquisites to customers to encourage their

continued business.

Fig. 10 is a diagram of one embodiment of a secure cashless gaming system

1001, illustrating from a graphical perspective, examples of interactions between players

and the various components of the gaming system 1001. As illustrated m Fig. 10,

players can obtain variable amount portable data devices (such as smart cards) from a

cashier station, and otilize them in various gaming devices as may be provided by the

gaming establishment. Information stored in the intelligent data device readers

Zynga Ex. 1002, p. 279

Zynga v. IGT
IPR2022-00368



Zynga Ex. 1002, p. 280
                Zynga v. IGT
            IPR2022-00368

10

ee ss

20

30

WO 1/4882 POCTAUSORH42288

hag aan)

(designated as “internal reader” of the “game” in Fig. 10) may be read out using a

portable daia extractor, such as a laptop or other computerized device connected to a

probe,

Fig. 11 is a diagram of a cashless gaming system 1100 using on-line gaming

devices 1110 having intelligent data device readers connected to a network host 1151] in

a centralized network configuration. In the embodiment illustrated in Fig. 11, a network

host 1151 communicates with the various on-line gaming devices 1110 over a network

communication bus 1150. Each gaming device 1110, similar to those shown in Fig. 1,

comprises an intelligent data device reader 1112, a game device processor 1114, and a

security module 1113 interposed between the intelligent data device reader 1112 and

gare device processor. The data device reader 1112 accepts and reads portable data

devices 1113, in a manner similar to that described for Fig. 1. The intelligent data

device reader 1112 also stores gaming session data as previously explained herein.

Rather than using a portable data extractor to obtain the gaming session data

stored in the intelligent data device reader 1112, the garning session data is transferred to

the setwork host 1151 during convenient periods of time, depending on the traffic at the

network host 1151. In most, if not all, conventional on-line gaming systems, the gaming

devices transmit gaming information to a network host for each gaming transaction. The

network host thus can get overwhelmed when the attached garning devices are very

busy, and botilenecks or slow response of the network host can occur. In the

embodiment illustrated in Fig. 11, on the other hand, the intelligent data device reader

1112 alleviates the processing burden on the network host 1151 by temporarily storing

gaming session information that may accrue over hours or even days, wotil the network

host 1151 requests it, With such a configuration, the network host 1131 need only

perform a fraction of the processing of conventional on-line gaming systems.

As further Ulustrated im Fig. 11, the network host 1150 may be connected to a

cashier station 1120, which is generally of the same character as that described with

respect to Fig. 1. Players can receive portable data devices 1130 from the cashier

station 1120, or else can redeem remaining credits on portable data devices 1130after

they have been used, by taking them to the cashier station 1120.

Zynga Ex. 1002, p. 280

Zynga v. IGT
IPR2022-00368



Zynga Ex. 1002, p. 281
                Zynga v. IGT
            IPR2022-00368

10

20

WO O1/41892 PCTOSHNVS228S

31

The content and format of the gaming session (and related) data stored by ihe
intelligent data device reader 1112 may take the format,for example, which is shows in

Figs. 8A ~ 8E. Transferring information in such a format would generally require an

adaptation to a standard network communication protocol format, such as SAS or SDS.

There are a variety of ways in which the intelligent data device reader 1112 may

be connected to the network communication bus 1150 for communication with to the

network host 1151. Two examples of such connection are shown in Figs. 12 and 13, .

respectively. In the first example, shown in Fig. 12, a gaming device 1210 includes the

game device processor 1214 connected to both a network communication port 1238 and
a local communication port 1237. The game device processor 1214 selects between the

local communication port 1237 and the network communication port 1238 as

circumstances dictate. The local communication port 1237 is connected to a local area

network including a local network bus 1261. The local network includes a security

module 1213, and may optionally include a keyboard 1235, a display 1236, or any other

additional component desired. The security module 1213 is connected to an intelligent

data device reader 1212. The security module 1213 and intelligent data device reader

1212 are in most respects analogousto the security module 113 and intelligent data

device reader 112 depicted in Fig. 1. However, rather than extracting data from the

intelligent data device reader 1212 using a portable data extractor (as im a preferred

embodiment in accordance with Fig. 1), instead the gaming session data is transmitted

over the network communication bus 1250 to the network host 1251. The transfer of the

gaming session data can be initiated by either the intelligent data device reader 1212, the

game device processor 1214, or the network host 1251. The game device processor

1214 acts as the intermediary between the intelligent data device reader 1212 and the

network host 1251. The intelligent data device reader 1212 transfers gaming session

data to the game device processor 1214 via the local communication port 1237, and the

game device processor 1214 then forwards the gaming session data to the network host

1251 via the network communication port 1238. The gaming session data need not

necessarily be formatted with MACs, depending uponthelevel of security of the lines

comnecting the network host 1251 to the gaming device 1210.
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Fig. 13 is a diagram ilusirating another manner of connecting 4 gaming device to

a network host. As illustrated in Fig. 13, a gaming device 1310 includes a game device

processor 1314, and imelligent data device reader 1312, and a security module 1313

imerposed between the game device processor 1314 and the intelligent data device reader

1312. The security module 1313 internally has a “T” data path configuration, such that

data may be routed over a first data path 1324 between the intelligent data device reader

1312 and the gare device processor 1314, or else over a second data path 1323 between

the gare device processor 1314 and the network host 1351. In operation, whenthe

gaming device 1310 is in a cash mode, the security module 1313 allows the game device

processor 1314 to communicate freely with the network host 1331. However, when a

portable data device is inserted in the intelligent data device reader 1312, and when the

gating device 1310 enters a cashless mode after the portable data device and intelligent

data device reader 1312 are authenticated, the security module 1313 temporarily shots

down data path 1323 between the game device processor 1314 and the network host

1351, until the gaming session is complete. The embodiment shown in Fig. 13 thereby

allows gaming devices having only a single communication port to have a cash or

cashless capability, and still be connected to a centralized network host 1351 for on-line

control,
In a number of embodiments that have been discussed above and/or ilusirated in

the drawings, specific types of interfaces (such as RS-232) have been enumerated. ft

should be understood thai no Jimitation is intended by the specific type of interface that

has been included as part of the various embodiments, and those skilled im the art will

recognize that various alternative serial or parallel interfaces may be used, depending

upon such things as cest, available space, preferred protocol, and other design

considerations which are routinely addressed by engineers.

While preferred embodiments of the invention have been described herein, many

variations are possible which remain within the concept and scope ofthe invention.

Such variations would become clear to one of ordinaryskill in the art after inspection of

the specification and the drawings. The invention therefore is not to be restricted except

within the spirit and scope of any appended claims.
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CLAIMS

What is claimed is:

i. A gaming device for use in a cashless gaming system, compnising:

a data device reader adapted to receive and read portable data devices,

a game device processor; and

a security module interposed between said data device reader and said game

device processor, said security module preventing communication between said data

device reader and said game device processor unless said data device reader is

authenticated by said security module upon one of said portable data devices being

received by said data device reader.

Z. The gaming device of claim 1, wherein said portable data devices

comprise smart cards, and wherein said data device reader comprises a smart card

reader.

3. An intelligent data reader for use in a gaming device, comprising:

a data device interface adapted to receive and read portable data devices, each of

said portable data devices associated with a player;

a gaming device interface for conection to the gaming device;

a memory; and

a processor connected to said memory, said data device interface and said gaming

device interface, said processor configured to communicate with the gaming device over

said gaming device interface and to store session gaming data for cach player im said

MeMary.

Zynga Ex. 1002,p. 283

Zynga v. IGT
IPR2022-00368



Zynga Ex. 1002, p. 284
                Zynga v. IGT
            IPR2022-00368

WO 01/41892 POCTAISOON2285

34

4. The intelligent data reader of claim 3, wherein each portable data device

stores a credit amount allowing the player associated with the portable data device to

Utilize the gaming device.

5 5. The intelligent data reader of claim 4, wherein a portion of sani credit

amount is automatically conveyed by said intelligent data device reader to the gaming

device upon presentation of said portable data device to said data device interface.

6. A security module for use im a gaming device, comprising:

10 a data device reader interface for connection to a data device reader;

a gaming device interface for connection to a garne device processor; and

a processor interposed between said data device reader interface and said gaming

device interface, said processor configured to prevent communication between said data

device reader and said game device processor unless said data device reader is first

15 anthenticated.

7. The security module of claim 6, wherein said pracessor allows

communications to pass through unimpeded between said data device reader and said

game device processor after authentication of said data device reader.

20

&. The security module of claim 6, wherein said processor is configured to

perform periodic authentication of said data device reader after said data device reader is

first authenticated, and to prevent communication between said data device reader and

said game device processor if said data device reader fails said periodic authentication.

25

9. The security module of claim 6, wherein said data device reader is first

authenticated when said processor generates a first random number, enciphers said first

random number using a common key to generate a first enciphered random mumber,

sends said first enciphered random mumber to said data device reader aver said data

30 device reader interface, receives a second enciphered random number from said data

Zynga Ex. 1002, p. 284

Zynga v. IGT
IPR2022-00368



Zynga Ex. 1002, p. 285
                Zynga v. IGT
            IPR2022-00368

10

15

23

WOH OL/41a82 PCT/USGG/42285

tad Cas

device reader over said data device reader imerface, deciphers said second enciphered

random number using said common Key to generate a second random number, generates

a session key from said first random number and said second random number, receives a

third enciphered number from said data device reader over said data device reader

interface, deciphers said third enciphered number using said session key to generate an

authentication test value, and verifies that said authentication test value matches said

second random number,

10. <A secure, cashless gaming system, comprising:

a plurality of gaming devices, each of said gaming devices comprising

a securny module;

a gaming device processor; and

an intelligent data device reader adapted to receive and read

portable data devices, said imtelligent data device reader storing data for

individual gaming sessions ma local memory;

a portable data extractor adapted to be received by said intelligent data device

reader, said portable data extractor comprising memory for storing said data for

individual gaming sessions from said plurality of gaming devices.

it. The intelligent data reader of claim 3, wherein said processor is configured

io store session gaming data for each player im said memory.

12. The intelligent data reader of claim 3, wherein said processor swiiches the

gaming device from the cash mode of operation to the cashless mode of operation by

sending a command across the gaming device interface in response to reading a portable

data device at said data device interface.

13. The intelligent data reader of claim 12, wherein switching of the gaming

device from the cash mode of operation to the cashless mode of operation is inhibited if

credit is still remaining on said gaming device.
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i4. The intelligent data reader of claim 12, wherein switching of the gaming

device from the cash mode ofoperation to the cashless mode of operation is inhibited if

said portable data device docs not pass an authentication check.

15, The intelligent data reader of claim 14, further comprismg an internal

security access module, wherein said authentication check meludes a first cross-

authentication check between said portable data device and said internal security access

module, and a second cross-auihentication check between said intemal security access

module ofthe intelligent data reader and an external security module interposed between

said gaming device interface and the gaming device.

16. The intelligent data reader of claim 12, wherein said processor switches the

gaining device from the cashless mode of operation back to the cash mode of operation

by sending a command across the gaming device interface in response to termination of a

gaming session.

i7. The intelligent data reader of claum 16, further comprising cashless meters

for storing session gaming data, including credit information relating to said portable

data devices.

18. The intelligent data reader of claim 17, wherein credit information is

transmitted from said cashless gaming micters over the data device interface to the

portable data device upon termination of a gaming session.

19. The intelligent data reader of claim 16, wherein the commands sent from

said processor to said gaming device to switch said gaming device to the cashless mode

of operation or the cash mode of operation are transmitted using a standard gaming

device communication protacol.
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20. The intelligent data reader of claim 19, wherein said Standard gamingdevice communication protocol is either SDS or SAS

21. A data reader, comprising:

5 a data device interface adapted to receive and read portable data devices, each of
said portable data devices storing credit information;

an external device interface for comnection to an external device having a cash
imput mechanism:

a memory, said memory including cashless meters for storing credit information
10 relating to said portable data devices: and

a processor connected to said memory, said data device interface and said
external device interface, said Processor configured to communicate with the external
device over said external device interface and to switch said external device between a
cash mode ofoperation and a cashless made of operation.

iy

22. The data reader of claim 21, wherein said external device comprises an
electronic gaming machine, and wherein said external device interface comprises a
gaming machine interface.

20 23. The data reader of claim 22, wherein each portable data device stores a
credit amount allowing a player associated with the portable data device to utilize the
gaming device.

24. he data reader of claim 23, wherein a portion of said credit amount is

25 automatically conveyed to the gaming device over the gaming device interface upon
presentation of said portable data device tosaid data device interface.

25. The data reader of claim 23, wherein said processor is configured to store
session gaming data for each player in said memory.

30
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26. The data reader of claim 22, wherein credit information is transmitted

from said cashless gaming meters over the data device imterface to the portable data

device upon termination of a gaming session.

2?. The data reader of claum 22, whereim the commands sent from said

processor to the gaming device to switch the gaming device to the cashless mode of

operation or the cash mode of operation are transmitted using a standard gaming device

conumunication protocol,

28. The data reader of claim 27, wherem said standard gaming device

communication protocol is either SDS or SAS.

29. The data reader of claim 21, wherein said processor switches the external

device from the cash mode of operation to the cashless made of operation by sending a

command across the external device interface in response to reading a portable data

device at said data device interface.

30. The data reader of claim 29, wherein switching of the extemal device from

the cash mode of operation te the cashless mode of operation is inhibited if credit is sull

remaining on said external device.

31. The date reader of claim 12, wherein switching of the external device from

the cash mode of operation to the cashless mode of operation is inhibited if said portable

data device does not pass an authentication check.

32. The data reader of claim 31, further comprising an intemal security access

module, wherein said authentication check includes a first cross-authentication check

between said portable data device and said internal security access module, and a second

cross-authentication check between said internal security access module of the data reader

and an extemal security module interposed between said external device interface and the

external device.
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33. ‘The data reader of clam 32, wherein said external security module allows

conumunications to pass through unimpeded between said data device reader and said

external device after the cross-authentication check between said internal security access

module with said external security module.

34. The data reader of claim 33, wherein said external security module is

configured to perform periodic authentication of said data device reader after said cross-

authentication check between said intemal security access module with said external

security module, and to prevent communication between said data device reader and said

external device if said periodic authentication fails.

35. The data reader of claim 22, wherein said second cross-authentication

check is carried out when said internal security access module generates a first random

number, enciphers said first random number using a common key to generate a first

enciphered random number, sends said first enciphered random number to said external

security module over said external device interface, receives a second enciphered

random oumber fram said external security module over said gaming device interface,

deciphers said second enciphered random number using said common Key to generate a

second random number, generates a session key from said first random mumber and said

second random number, receives a third enciphered number from said external security

module over said data device reader interface, deciphers said third enciphered number

using said session key to generate an authentication test value, and verifies that said

authentication test value matches said second random number.

36. A method of controlling operation of a gaming device, sald gaming device

comprising a cash input mechanism, the method comprising the steps of:

reading portable data devices af a portable data device interface of an intelligent

data reader, said portable data device storing credit mformation; and
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transmitting commands from said intelligent data reader to the gaming device over

a gaming device interface, to switch the gaming device between a cash mode of operation

and a cashless mode of operation.

37. The method of clann 36, wherem the step of transmitting commands from

said intelligent data reader to the gaming device over the garning device interface

comprises the steps of transmitting a first command to switch the gaming device to the

cashless mode of operation when a portable data device is initially read at said portable

data device interface, and transmitting a second command to switch the gaming device to

the cash mode of operation when 2 gaming session initiated using the portable data device

has terminated.

38. The method ofclaim 36, wherein said portable data device are smart cards.

39. The method of claim 36, further comprising the step of cross-authenticating

each portable data device with an internal security access module upon initially reading

the portable data device.

40 The method of claim 39, further comprising the step of cross-authenticating

the internal security access module with an external security module interposed between

said gaming device interface and the gaming device, upon initially reading the portable

data device.

41, The method of claim 36, further comprising the step of automatically

transferring, without manual intervention, a fixed amount of credit from a portable data

device to the gaming device whenever an amount of credit remaining at the gaming device

drops below 4 predetermined threshold amount.
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COMBINED DECLARATION AND POWER OF ATTORNEY

As a below namedinventor, I hereby declare that:

Myresidence, post office address and citizenship are as stated below next to my name.

I believe I am theoriginal, first and sole inventor of the subject matter that is claimed and
for which a patent is sought on the invention entitled GAME TALK SERVICE BUS,and for
which an Application for United States Letters Patent wasfiled in the United States Patent and
Trademark Office on August 20, 2007, as application Serial No. 11/842,147. 

I hereby state that I have reviewed and understood the contents of the above-identified
specification, including the claims, as amended by any amendmentreferred to above.

This application discloses and claims subject matter from application Serial No.
10/120,635, filed April 10, 2002.

I acknowledge the duty to disclose information which is material to patentability as
defined in Title 37 of the Code of Federal Regulations, Section 1.56, and which is material to the
examination ofthis application, namely, information where there is a substantial likelihood that a
reasonable examiner would considerit important in deciding whether to allow the application to
issue as a patent.

I hereby claim foreign priority benefits under Title 35 of the United States Code, Section
119(a)-(d), on any foreign application(s) for patent or inventor’s certificate listed below and have
also identified below any foreign application for patent or inventor’s certificate having a filing
date before that of the application on whichpriority is claimed:

Priority Claimed
  

(Number) (Country) {(Day/Month/Year Filed) Yes No

I hereby claim benefit under Title 35 of the United States Code, Section 119(e) of United
States provisional application Serial No. , filed .

I hereby claim benefit under Title 35 of the United States Code, Section 120 of any
United States application(s) listed below and, insofar as the subject matter of each of the claims
of this application is not disclosed in the prior United States application in the manner provided
by the first paragraph ofTitle 35 of the United States Code, Section 112:

 10/120,635 April 20, 2002 pending
(Application Number) (Filing Date) (Status - patented, pending, abandoned)

The undersigned hereby authorizes the U.S. attorney or agent named herein to accept and
follow instructions as to any action to be taken in the Patent and Trademark Office regarding this
application without direct communication between the U.S. attorney or agent and the undersigned.

Serial No. 11/842,147

Atty. Docket No. CYBS5805CIP
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In the event of a change in the persons from whom instructions may be taken, the U.S. attorney or
agent named herein will be so notified by the undersigned.

As a named inventor, I hereby appoint Alan W. Young, Registration No. 37,970, to
prosecute this application and transactall business in the Patent and Trademark Office connected
therewith.

Address all communications to Alan W. Young at YOUNG LAW FIRM,P.C., 4370
Alpine Rd., Ste. 106, Portola Valley, CA 94028.

I hereby declare that all statements made herein of my own knowledge are true andthatall
statements made on information and belief are believed to be true; and further that these statements

were made with the knowledgethat willful false statements and the like so made are punishable by
fine or imprisonment, or both under Section 1001 of Title 18 of the United States Code andthat
such willful false statements may jeopardize the validity of the application or any patent issued
thereon.

First and Joint Inventor Name: Thierry Brunet de Courssou

Residence Address: 975 Seven Hills Dr., Apt. 1317, Henderson, NV_ 89052, US

Post Office Address:

Citizenship:

 

 
 
 

Signature: Date: August 30, 2007

Serial No. 11/842,147

Atty. Docket No. CYBS5805CIP
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Post-Allowance-and-Post-lssuance:

Extension-of-Time:
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Oath or Declaration filed 5805CIPSIGNEDDECL.paf 9451122769866c37ea03d3a2ae2217e26
336db0e

Warnings:

Information:

Fee Worksheet (PTO-06) fee-info.pdf 45b408d60c15950eded971 b5a089d3e

This Acknowledgement Receipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidenceof receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this AcknowledgementReceiptwill establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submissionto enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/E0O/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary
componentsfor an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Numberandof the International Filing Date (Form PCT/RO/105)will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the internationalfiling date of the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTSP.O. Box 1450

Alexandria, Virginia 22313-1450www.uspto.gov.

APPLICATION NUMBER PLINGor371 (S) GRP ART UNIT|FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS

11/842,147 08/21/2007 3711 1115 CYBS5805CIP 41 4

 

CONFIRMATION NO.2880

22430 FILING RECEIPT

YOUNG LAW FIRM, P.C.
ALAN W. YOUNG

4370 ALPINE ROAD

SUITE 106

PORTOLA VALLEY, CA94028

Date Mailed: 09/04/2007

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any
correspondence concerning the application must include the following identification information: the U.S.
APPLICATION NUMBER, FILING DATE, NAME OF APPLICANT, and TITLE OF INVENTION. Fees
transmitted by checkor draft are subject to collection. Please verify the accuracy of the data presented on
this receipt. If an error is noted on this Filing Receipt, please write to the Office of Initial Patent
Examination's Filing Receipt Corrections. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please
submit any corrections to this Filing Receipt with your reply to the Notice. When the USPTO
processesthe reply to the Notice, the USPTO will generate another Filing Receipt incorporating the
requested corrections

Applicant(s)
Thierry Brunet de Courssou, Henderson, NV;

Assignment For Published Patent Application

CYBERVIEW TECHNOLOGY,INC., Palo Alto, CA

Powerof Attorney: None

Domestic Priority data as claimed by applicant

This application is a CIP of 10/120,635 04/10/2002
which claims benefit of 60/332,593 11/23/2001

Foreign Applications

If Required, Foreign Filing License Granted: 08/31/2007

The country code and numberof your priority application, to be usedfor filing abroad under the Paris Convention, is
US11/842,147

Projected Publication Date: To Be Determined - pending completion of Missing Parts

Non-Publication Request: No

Early Publication Request: No

** SMALL ENTITY **
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Title

GAME TALK SERVICE BUS

Preliminary Class

273

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughoutthe territory of the United States and have
no effect in a foreign country, an inventor who wishes patent protection in another country must apply for a
patent in a specific country or in regional patent offices. Applicants may wish to consider thefiling of an
international application under the Patent Cooperation Treaty (PCT). An international (PCT) application
generally has the same effect as a regular national patent application in each PCT-membercountry. The
PCT process simplifies the filing of patent applications on the same invention in member countries, but
does notresult in a grant of "an international patent" and does not eliminate the need of applicantstofile
additional documents and fees in countries where patent protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must
make an application for patent in that country in accordancewith its particular laws. Since the laws of many
countries differ in various respects from the patent law of the United States, applicants are advised to seek
guidance from specific foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the
USPTO mustissue a license before applicants can apply for a patent in a foreign country. Thefiling of a U.S.
patent application serves as a requestfor a foreign filing license. The application's filing receipt contains
further information and guidance asto the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically,
the section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlinesfor
filing foreign patent applications. The guide is available either by contacting the USPTO Contact Centerat
800-786-9199,or it can be viewed on the USPTO website at
http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you
may wish to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of
Commerceinitiative, this website includes self-help "toolkits" giving innovators guidance on howto protect
intellectual property in specific countries such as China, Korea and Mexico. For questions regarding patent
enforcementissues, applicants may call the U.S. Governmenthotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN
FILING LICENSE GRANTED"followed by a date appears on this form. Such licenses are issued in all
applications where the conditions for issuance of a license have been met, regardless of whether or not a
license may be required as set forth in 37 CFR 5.15. The scope andlimitations of this license are set forth in
37 CFR 5.15(a) unless an earlier license has been issued under 37 CFR 5.15(b). The license is subject to
revocation upon written notification. The date indicated is the effective date of the license, unless an earlier
license of similar scope has been granted under 37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date
thereof unlessit is revoked. This license is automatically transferred to any related applications(s) filed under
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37 CFR 1.53(d). This license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the
subject matter as imposed by any Government contract or the provisions of existing laws relating to
espionage and the national security or the export of technical data. Licensees should apprise themselves of
current regulations especially with respect to certain countries, of other agencies, particularly the Office of
Defense Trade Controls, Department of State (with respect to Arms, Munitions and Implements of War (22
CFR 121-128)); the Bureau of Industry and Security, Department of Commerce (15 CFR parts 730-774); the
Office of Foreign AssetsControl, Department of Treasury (31 CFR Parts 500+) and the Department of
Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been grantedatthis time, if the phrase "IF REQUIRED, FOREIGN
FILING LICENSE GRANTED" DOES NOTappear on this form. Applicant maystill petition for a license
under 37 CFR 5.12, if a license is desired before the expiration of 6 months from the filing date of the
application. If 6 months has lapsed from the filing date of this application and the licensee has not received
any indication of a secrecy order under 35 U.S.C. 181, the licensee may foreign file the application pursuant
to 37 CFR 5.15(b).
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTSP.O. Box 1450

Alexandria, Virginia 22313-1450www.uspto.gov.

APPLICATION NUMBER PLINGor371 (S) GRP ART UNIT|FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS

11/842,147 08/21/2007 3711 1115 CYBS5805CIP 41 4

 

CONFIRMATION NO.2880

22430 UPDATED FILING RECEIPT

YOUNG LAW FIRM, P.C.
ALAN W. YOUNG

4370 ALPINE ROAD

SUITE 106

PORTOLA VALLEY, CA94028

Date Mailed: 09/04/2007

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any
correspondence concerning the application must include the following identification information: the U.S.
APPLICATION NUMBER, FILING DATE, NAME OF APPLICANT, and TITLE OF INVENTION. Fees
transmitted by checkor draft are subject to collection. Please verify the accuracy of the data presented on
this receipt. If an error is noted on this Filing Receipt, please write to the Office of Initial Patent
Examination's Filing Receipt Corrections. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please
submit any corrections to this Filing Receipt with your reply to the Notice. When the USPTO
processesthe reply to the Notice, the USPTO will generate another Filing Receipt incorporating the
requested corrections

Applicant(s)
Thierry Brunet de Courssou, Henderson, NV;

AssignmentFor Published Patent Application

CYBERVIEW TECHNOLOGY,INC., Palo Alto, CA

Powerof Attorney:
Alan Young--37970

Domestic Priority data as claimed by applicant

This application is a CIP of 10/120,635 04/10/2002
which claims benefit of 60/332,593 11/23/2001

Foreign Applications

If Required, Foreign Filing License Granted: 08/31/2007

The country code and numberof your priority application, to be usedfor filing abroad under the Paris Convention, is
US11/842,147

Projected Publication Date: 12/13/2007

Non-Publication Request: No

Early Publication Request: No
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** SMALL ENTITY **

Title

GAME TALK SERVICE BUS

Preliminary Class

273

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughoutthe territory of the United States and have
no effect in a foreign country, an inventor who wishes patent protection in another country must apply for a
patent in a specific country or in regional patent offices. Applicants may wish to consider thefiling of an
international application under the Patent Cooperation Treaty (PCT). An international (PCT) application
generally has the same effect as a regular national patent application in each PCT-membercountry. The
PCT process simplifies the filing of patent applications on the same invention in member countries, but
does notresult in a grant of "an international patent" and does not eliminate the need of applicantstofile
additional documents and fees in countries where patent protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must
make an application for patent in that country in accordancewith its particular laws. Since the laws of many
countries differ in various respects from the patent law of the United States, applicants are advised to seek
guidance from specific foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the
USPTO mustissue a license before applicants can apply for a patent in a foreign country. Thefiling of a U.S.
patent application serves as a requestfor a foreign filing license. The application's filing receipt contains
further information and guidance asto the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically,
the section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlinesfor
filing foreign patent applications. The guide is available either by contacting the USPTO Contact Centerat
800-786-9199,or it can be viewed on the USPTO website at
http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you
may wish to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of
Commerceinitiative, this website includes self-help "toolkits" giving innovators guidance on howto protect
intellectual property in specific countries such as China, Korea and Mexico. For questions regarding patent
enforcementissues, applicants may call the U.S. Governmenthotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN
FILING LICENSE GRANTED"followed by a date appears on this form. Such licenses are issued in all
applications where the conditions for issuance of a license have been met, regardless of whether or not a
license may be required as set forth in 37 CFR 5.15. The scope andlimitations of this license are set forth in
37 CFR 5.15(a) unless an earlier license has been issued under 37 CFR 5.15(b). The license is subject to
revocation upon written notification. The date indicated is the effective date of the license, unless an earlier
license of similar scope has been granted under 37 CFR 5.13 or 5.14.
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This license is to be retained by the licensee and may be used at any time on or after the effective date
thereof unlessit is revoked. This license is automatically transferred to any related applications(s) filed under
37 CFR 1.53(d). This license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the
subject matter as imposed by any Government contract or the provisions of existing laws relating to
espionage and the national security or the export of technical data. Licensees should apprise themselves of
current regulations especially with respect to certain countries, of other agencies, particularly the Office of
Defense Trade Controls, Department of State (with respect to Arms, Munitions and Implements of War (22
CFR 121-128)); the Bureau of Industry and Security, Department of Commerce (15 CFR parts 730-774); the
Office of Foreign AssetsControl, Department of Treasury (31 CFR Parts 500+) and the Department of
Energy.

NOTGRANTED

No license under 35 U.S.C. 184 has been grantedatthis time, if the phrase "IF REQUIRED, FOREIGN
FILING LICENSE GRANTED" DOES NOTappear on this form. Applicant maystill petition for a license
under 37 CFR 5.12, if a license is desired before the expiration of 6 months from the filing date of the
application. If 6 months has lapsed from the filing date of this application and the licensee has not received
any indication of a secrecy order under 35 U.S.C. 181, the licensee may foreign file the application pursuant
to 37 CFR 5.15(b).
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Page 1 of 2

UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
Alexandria,oe 22313-1450

 
www.uspto,

11/842,147 08/21/2007 Thierry Brunet de Courssou CYBS5805CIP

CONFIRMATION NO. 2880

22430 : FORMALITIES
YOUNG LAW FIRM, P. C. LETTER
ALAN W. YOUNG
4370 ALPINE ROAD
SUITE 106

PORTOLAVALLEY, CA 94028

Date Mailed: 09/04/2007

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER37 CFR1.53(b)

Filing Date Granted

Items Required To Avoid Abandonment:

Anapplication numberandfiling date have been accordedto this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHSfrom the date of this Notice within which tofile all
required items and pay any fees required below to avoid abandonment. Extensionsof time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

e The oath or declaration is missing. A properly signed oath or declaration in compliance with 37 CFR 1.63,
identifying the application by the above Application NumberandFiling Date, is required.
Note: If a petition under 37 CFR 1.47is being filed, an oath or declaration in compliance with 37 CFR 1.63

signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary
interest, is required.

Replies should be mailed to: Mail Stop Missing Parts .

Commissionerfor Patents

P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web mayalternatively submit their reply to this notice via EFS-Web.
https://sportal. uspto.gov/authenticate/AuthenticateUserLocalEPFhtml

For more information about EFS-Webpleasecall the USPTO Electronic Business Centerat 1-866-217-9197 or
visit our website at http:/Awww.uspto.gov/ebc.
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Page 2 of 2

Ifyou are not using EFS-Web to submit your reply, you must include a copy ofthis notice.

Office of Initial Patent Examination (571) 272-4000, or 1-800-PTO-9199
PART3 - OFFICE COPY

Zynga Ex. 1002, p. 333

Zynga v. IGT
IPR2022-00368



Zynga Ex. 1002, p. 334
                Zynga v. IGT
            IPR2022-00368

a
ios ?

99/17/2007 87:31 6588517232 YOUNG LAW FIRM PC RECEIVED PAGE @1
CENTRAL FAX CENTER

SEP 1 7 2007
PATENT

IN THE UNITED STATES PATENT AND TRADEMARKOFFICE

       

In re the Application of: ) Examiner:
. ) |

Thierry BRUNET DE COURSSOU Art Unit: 3711
Serial No.; 11,842,147 Confirmation No.: 2880

Filed: August 20, 2007 ) Customer No.: 22430
For: GAME TALK SERVICE BUS Total Pages: 2

)
Atty. D. tNo.: 5C NOTICE OF LOSS OF ENTITLEMENTtty. Docket No; CYBSS805CIP TO SMALL ENTITY STATUS AND

) PAYMENT OF DEFICIENCY OWEDeeeee

CERTIFICATE OF FACSIMILE TRANSMISSIO DER37CER 81.8
T hereby certify that this document and the documents referred.to herein are being transmitted bry facsimile to the Commissioner

for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, at 571-273-8300, on September 17, 2007.

a J, Miller

Commissioner for Patents
P. O. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

Applicants hereby give notice under 37 C.F.R. §1.27(g)(2) of their loss of entitlement to
small entity status. Attached hereto is a form PTO-2038 authorizing paymentof the deficiency
owed pursuant to 37 C.F.R. § 1.28(c)(2), calculated as follows:

iia innnaa
Utility search / August 20, 2007 $250.00 ~ $250.00

 

  

 

   
 

  Utility examination / August 20,2007|$100.00 $200.00
Independentclaims / August 20, 2007 $100.00 $100.00 

  

 

TOTAL $450.00 $900.00 $450.00

09/20/2007 TLUUL1§=§—00000011 11842147 Respectfully submitted,
01 FC:1461 450.00 OP

Date:__ September 17, 2007 By:

Attomey for Applic
Registration No. 37,97

YOUNG LAWFIRM,P.C.
4370 Alpine Road, Suite 106
Portola Valley, CA 94028
Tel.: (650) 851-7210
Fax: (650) 851-7232
AVifgerveryINCLIENTSUMGI\CYBS\S80S\CIPS805CIP NOTICE,doo
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PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re the Application of:

Thierry BRUNET DE COURSSOU

Application No.: 11,842,147

Filed: August 20, 2007

For: GAME TALK SERVICE BUS

Atty. Docket No.: CYBS5805CIP
[Nwemme”sme”Name”nee”nemonner”Neemneemeeeeeeeenee”nee”

Examiner:

Art Unit: 3711

Confirmation No.: 2880

Customer No.: 22430

PRELIMINARY AMENDMENT

 

Commissioner for Patents

P. O. Box 1450

Alexandria, VA 22313-1450

DearSir:

Please amend the aboveapplication as indicated below.

Amendments to the Specification begin on page 2 of this paper.

Remarksbegin on page3 ofthis paper.

Serial No. 11/842,147
Atty. Docket No. CYBS5805CIP

Zynga Ex. 1002, p. 335

Zynga v. IGT
IPR2022-00368



Zynga Ex. 1002, p. 336
                Zynga v. IGT
            IPR2022-00368

IN THE SPECIFICATION:

Please amend paragraph [0001] as follows:

[0001] This application is related in subject matter to is-a-continuation-in_partof

applieation-Serial Application No. 10/120,635, filed April 10, 2002, whieh-elaims-thebenefit

23,2004,_beth_appleations-of-vhich-are which application is hereby incorporated herein by

reference in its entirety theientireties.

Serial No. 11/842,147
Atty. Docket No. CYBS5805CIP
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REMARKS

This Preliminary Amendmentis being filed for the purposes of disclaiming priority under

35 U.S.C. §1.20. Submitted herewith in support thereof are a Supplemental Declaration and

PowerofAttorney and a Supplemental Application Data Sheet.

Applicants believe that this application is now in condition for examination. If any

unresolved issues remain, please contact the undersigned attorney of record at the telephone

numberindicated below and whateveris necessary to resolve such issues will be done at once.

Respectfully submitted,

(x. >.

Alan W. Young
Attorney for Applicants
Registration No. 37,970

Date:___ October 29, 2007 By: 

YOUNG LAWFIRM,P.C.

4370 Alpine Rd., Ste. 106
Portola Valley, CA 94028
Tel.: (650) 851-7210
Fax: (650) 851-7232

\\Ylfserver\yl{CLIENTSJMG\CYBS\5805\CIP\S805CIP PRELIM AMEND.doc

Serial No. 11/842,147
Atty. Docket No. CYBS5805CIP
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COMBINED DECLARATION AND POWER OF ATTORNEY

As a below namedinventor, I hereby declare that:

Myresidence, post office address and citizenship are as stated below next to my name.

I believe I am the original, first and sole inventor of the subject matter that is claimed and

for which a patent is sought on the invention entitled GAME TALK SERVICE BUS,and for

which an Application for United States Letters Patent was filed in the United States Patent and

Trademark Office on August 20, 2007, as application Serial No. 11/842,147. 

I hereby state that I have reviewed and understood the contents of the above-identified

specification, including the claims, as amended by any amendmentreferred to above.

I acknowledge the duty to disclose information which is material to patentability as

defined in Title 37 of the Code of Federal Regulations, Section 1.56, and which is material to the

examination of this application, namely, information wherethere is a substantial likelihood that a

reasonable examiner would consider it important in deciding whether to allow the application to

issue as a patent.

I hereby claim foreign priority benefits under Title 35 of the United States Code, Section

119(a)-(d), on any foreign application(s) for patent or inventor’s certificate listed below and have

also identified below any foreign application for patent or inventor’s certificate having a filing

date before that of the application on whichpriority is claimed:

Priority Claimed
  

(Number) (Country) (Day/Month/YearFiled) Yes No

I hereby claim benefit under Title 35 of the United States Code, Section 119(e) of United

States provisional application Serial No. , filed

I hereby claim benefit under Title 35 of the United States Code, Section 120 of any

United States application(s) listed below and, insofar as the subject matter of each of the claims

of this application is not disclosed in the prior United States application in the manner provided

bythe first paragraph of Title 35 of the United States Code, Section 112:

1

Serial No. 11/842,147

Atty. Docket No. CYBS5805CIP
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Oct 259 OF O2:12p Cuberview Technology 702-696-0935 Pp.

(Application Number) (Filing Date) (Status - patented, per ding, abandone:}

The undersigned hereby authorizes the U.S. attorney or agent named herein to accept and
follow instructions as to any action to be taken in the Patent and Trademark Office -egarding tuis

application without direct communication between the U.S.attorney or agent and the undersignad.
In the cvent of a change in the persons from whom instructions may be taken, the U.S. attorney or

agent named hercin will be so notified by the undersigned.

As a named inventor, I hereby appoint Alan W. Young, Registration No. 37,970, to

prosecute this application and transact all business in the Patent and Trademark Office connec.ed
therewith.

Address all communications to Alan W. Young at YOUNG LAW FIRM, P.C., 4270

Alpine Rd., Ste. 106, Portola Valley, CA 94028,

I hereby declare that all statements made herein of my own knowledge are true andthatalt
statements made oninformation and belief are believed to be true; and further that these statements

were made with the knowledge that willful false statements and the like so made are punishable by

fine or imprisonment, or both under Section 1001 of Title 18 of the United States Code and that
such willful falsc statements may jeopardize the validity of the application or any patent issued

thereon.

First and Joimt Inventor Name: Thierry Brunct de Courssou _

Residence Address: 975 Seven Hills Dr., Apt..1317, Henderson, NV _89052, U3_

Post Office Address: (same as above) _

Citizenship:

Signature:__<

“a

 

 
 “a Date: Oc7 2 4 Zan_

a

Seria) No. 11/842,147

Atty. Docket No CYBS5805 IP
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SUPPLEMENTAL APPLICATION DATA SHEET

Application Information

Application number::

Filing Date::

Application Type::

Subject Matter::

CD-ROM or CD-R?::

Title::

Attorney Docket Number::

Request for Early Publication::

Request for Non-Publication::

Suggested Drawing Figure::

Total Drawing Sheets::

Small Entity?::

Petition Included?::

Secrecy Order in Parent Appln.?::

Applicant Information

Applicant Authority Type::

Primary Citizenship Country::

Primary Citizenship Status::

Given Name::

Family Name::

City of Residence::

State of Residence::

Country of Residence::

Street of Mailing Address::

City of Mailing Address::

State of Mailing Address::

Country of Mailing Address::

Postal or Zip Code of Mailing Address::

Application number:: 11/842,147
Filing Date:: 08/20/07

11/842,147

08/20/07

Regular

Utility

None

Gametalk service bus

CYBS5805CIP

No

No

21

Inventor]

France

Full Capacity

Thierry

Brunet de Courssou

Henderson

NV

US

975 Seven Hills Dr., Apt. 1317

Henderson

NV

US

89052

Initia:08/20/07 Supplemental:: 10/29/07
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Correspondence Information

Correspondence Customer Number:: 22430

Representative Information

Representative Customer Number:: 22430

 

Domestic Ponty Information
Continuity Type:: ereApplication:: pangsFiling Date:: 

Foreign Priority Information

Application number:: Filing Date:: Priority Claimed::  
Assignee Information

Assignee Name:: Cyberview Technology,Inc.

Street of Mailing Address:: Two Palo Alto Square, Suite 500

City of Mailing Address:: Palo Alto

State of Mailing Address:: CA

Country of Mailing Address:: US

Postal or Zip Code of Mailing Address:: 94306-2122

2

Application number:: 11/842,147
Filing Date:: 08/20/07 Fnitial::—_08/20/07 Supplemental::; 10/29/07
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ee

eeoeemgeamannme

Title of Invention: GAME TALK SERVICE BUS

First Named Inventor/Applicant Name:

a

Paymentinformation:

File Listing:

Document as File Size(Bytes) Multi Pages

233016

 
5805CIPPRELIMAMEND.pdf b68262a3db2a2eetb30b32751 99f3c29

718e819a, 
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Multipart Description/PDFfiles in .zip description

ee

CfApplication Data Sheet

Information:

This Acknowledgement Receipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidenceof receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this AcknowledgementReceiptwill establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTSP.O. Box 1450 

Alexandria,Virginia 22313-1450www.uspto.gov

APPLICATION NUMBER FILING OR 371(c) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

11/842,147 08/21/2007 Thierry Brunet de Courssou CYBS5805CIP

CONFIRMATION NO.2880

22430

YOUNG LAW FIRM, P.C.
ALAN W. YOUNG

4370 ALPINE ROAD

SUITE 106

PORTOLA VALLEY, CA94028

Date Mailed. 11/23/2007

NOTICE OF NEW OR REVISED PROJECTED PUBLICATION DATE

The above-identified application has a neworrevised projected publication date. The current projected
publication date for this application is 02/07/2008. If this is a new projected publication date (there was no
previous projected publication date), the application has been cleared by Licensing & Review or a secrecy
order has been rescinded and the application is now in the publication queue.

If this is a revised projected publication date (one thatis different from a previously communicated
projected publication date), the publication date has been revised dueto processing delays in the USPTO
or the abandonment and subsequentrevival of an application. The application is anticipated to be
published on a date that is more than six weeksdifferent from the originally-projected publication date.

Moredetailed publication information is available through the private side of Patent Application Information
Retrieval (PAIR) System. Thedirect link to access PAIR is currently http://pair.uspto.gov. Further
assistancein electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Questionsrelating to this Notice should be directed to the Office of Patent Publication at 1-888-786-0101.
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Address: COMMISSIONER FOR PATENTSP.O. Box 1450
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APPLICATION NUMBER PATENT NUMBER GROUP ART UNIT FILE WRAPPER LOCATION

11/842,147 3714
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YOUNG LAW FIRM, P.C.
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4370 ALPINE ROAD

SUITE 106

PORTOLA VALLEY, CA94028

Title: GAME TALK SERVICE BUS

Publication No. US-2008-0032801-A1

Publication Date: 02/07/2008

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication
pursuant to 37 CFR 1.211, et seq. The patent application publication number and publication date
are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases
via the Internet at www.uspto.gov. Thedirect link to access the publication is currently
http://www.uspto.gov/pattt/.

The publication process established by the Office does not provide for mailing a copy of the
publication to applicant. A copy of the publication may be obtained from the Office upon payment
of the appropriate fee set forth in 37 CFR 1.19(a)(1). Orders for copies of patent application
publications are handled by the USPTO's Office of Public Records. The Office of Public Records
can be reached bytelephoneat (703) 308-9726 or (800) 972-6382, by facsimile at (703) 305-8759,
by mail addressed to the United States Patent and Trademark Office, Office of Public Records,
Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions
and the datesof receipt of correspondencefiled in the Office, may also be accessed via the
Internet through the Patent Electronic Business Center at www.uspto.gov using the public side of
the Patent Application Information and Retrieval (PAIR) system. The directlink to accessthis
status information is currently http://pair.uspto.gov/. Prior to publication, such status information is
confidential and mayonly be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling
the Patent Electronic Business Center at 1-866-217-9197.
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