Proceedings of the
Fourteenth ACM Symposium
on
Operating Systems Principles

December 5-8, 1993
The Grove Park Inn and Country Club
Asheville, NC

- Sponsored by
Association for Computing Machinery (ACM)
Special Interest Group on Operating Systems (SIGOPS)

Z\inna Fv 1N01RA n 1

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

The Association for Computing Machinery
1515 Broadway
New York, N.Y. 10036

Copyright © 1993 by the Association for Computing Machinery, Inc. Copying without fee
is permitted provided that the copies are not made or distributed for direct commercial
advantage,and credit to the source is given. Abstracting with credit is permitted. For other
copying of articles that carry a code at the bottom of the first page, copying is permitted
provided that the per-copy fee indicated in the code is paid through the Copyright Clearance
Center, 222 Rosewood Drive, Danvers, MA 01923. For permission to republish write to:
Director of Publications, Association for Computing Machinery. To copy otherwise or
republish, requires a fee and/or specific permission.

ACM ISBN: 0-89791-632-8

Additional copies may be ordered prepaid from:

ACM Order Department Phone: 1-800-342-6626
P.O. Box 12114 (U.S.A. and Canada)
Church Street Station 1-212-626-0500

New York, N.Y. 10257 (All other countries)

Fax: 1-212-944-1318
E-mail: acmpubs@acm.org

ACM Order Number; 534930

Printed in the U.S.A.

[A)OCKET

L A R M Find authenticated court documents without watermarks at docketalarm.com.


https://www.docketalarm.com/

This material may be protected by Copyright law (Title 17 U.S. Code)

The Information Bus®-
An Architecture for Extensible Distributed Systems

Brian Oki, Manfred Pfluegl, Alex Siegel, and Dale Skeen

Teknekron Software Systems, Inc.
530 Lytton Avenue, Suite 301
Palo Alto, California 94301
{boki, pfluegl, alexs, skeen }@tss.com

Abstract

Research can rarely be performed on large-scale, distributed
systems at the level of thousands of workstations. In this
paper, we describe the motivating constraints, design
principles, and architecture for an extensible, distributed
system operating in such an environment. The constraints
include continuous operation, dynamic system evolution,
and integration with extant systems. The Information
Bus, our solution, is a novel synthesis of four design
principles: core communication protocols have minimal
semantics, objects are self-describing, types can be
dynamically defined, and communication is anonymous. The
current implementation provides both flexibility and high
performance, and has been proven in several commercial
environments, including integrated circuit fabrication plants
and brokerage/trading floors.

1 Introduction

In the 1990s, distributed computing has truly moved out
of the laboratory and into the marketplace. This transition
has illuminated new problems, and in this paper we present
our experience in bringing large-scale, distributed computing
to mission-critical applications. We draw from two commer-
cial application areas: integrated circuit (IC) fabrication
plants and brokerage/trading floors. The system we describe
in this paper has been installed in over one hundred fifty pro-
duction sites and on more than ten thousand workstations.
We have had a unique opportunity to observe distributed
computing within the constraints of commercial installations
and to draw important lessons.

This paper concentrates on the problems posed by a “24
by 7” commercial environment, in which a distributed sys-
tem must remain operational twenty-four hours a day, seven
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days a week. Such a system must tolerate software and
hardware crashes; it must continue running even during
scheduled maintenance periods or hardware upgrades; and it
must be able to evolve and scale gracefully without affect-
ing existing services. This environment is crucially impor-
tant to our customers as they move toward real-time
decision support and event-driven processing in their com-
mercial applications.

One class of customers manufactures integrated circuit
chips. An IC factory represents such an enormous invest-
ment in capital that it must run twenty-four hours a day. Any
down time may result in a huge financial penalty from both
lost revenue and wasted materials. Despite the “24 by 7”
processing requirement, improvements to software and
hardware need to be made frequently.

Another class of customers is investment banks, bro-
kers, and funds managers that operate large securities trad-
ing floors. Such trading floors are very data-intensive
environments and require that data be disseminated in a
timely fashion to those who need it. A one-minute delay can
mean thousands of dollars in lost profits. Since securities
trading is a highly competitive business, it is advantageous
to use the latest software and hardware. Upgrades are fre-
quent and extensive. The system, therefore, must be
designed to allow seamless integration of new services
without affecting existing services.

In the systems that we have built and installed, dynamic
system evolution has been the greatest challenge. The sheer
size of these systems, which can consist of thousands of
workstations, requires novel solutions to problems of sys-
tem evolution and maintenance. Solving these problems in a
large-scale, “24 by 7” environment leads to more than just
quantitative differences in how systems are built—these
solutions lead to fundamentally new ways of organizing
systems.

The contributions of this paper are two-fold. One is the
description of a set of system design principles that were
crucial in satisfying the stringent requirements of “24 by 7”
environments. The other is the demonstration of the useful-
ness and validity of these principles by discussing a body of
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software out in the field. This body of software consists of
several tools and modules that use a novel communications
infrastructure known as the Information Bus. All of the soft-
ware components work together to provide a complete dis-
tributed system environment.

This paper is organized as follows. Section 2 provides a
detailed description of the problem domain and summarizes
the requirements for a solution. Section 3 outlines the Infor-
mation Bus architecture in detail, states principles that
drove our design, and discusses some aspects of the imple-
mentation. Section 4 describes the notion of adapters, which
mediate between old applications and in the Information
Bus. Section 5 describes other software components that
use the Information Bus and provide a complete application
environment. This section also provides an example to illus-
trate the system. Section 6 presents related work. Section 7
summarizes the paper and discusses open issues. The
Appendix discusses the performance characteristics of the
Information Bus.

2 Background

An IC fabrication plant represents a huge capital invest-
ment. This investment, therefore, is cost-effective only if it
can remain operational twenty-four hours a day. To bring
down an entire plant in order to upgrade a key software
component, such as the “Work-In-Process” tracking system,
would result in lost revenue and wasted material. There is
no opportunity to “reboot” the entire system. We state this
requirement as R1:

R1 Continuous operation. It is unacceptable to bring
down the system for upgrades or maintenance.

Despite the need for continuous operation, frequent
changes in hardware and software must also be supported.
New applications and new versions of existing applications
need to be brought on-line. Business requirements and fac-
tory models change, and such changes need to be reflected
in the application behavior. For example, new equipment
types could be introduced into the factory. We state this
requirement as R2:

Dynamic system evolution. The system must be
capable of adapting to changes in application ar-
chitecture and in the type of information ex-
changed. It should also support the dynamic
integration of new services and information.

In the systems that we have built and installed, this
requirement has posed the greatest challenge. The sheer size
of these systems, typically ranging from one hundred to a
thousand workstations, makes changes expensive or even
impossible, unless change is planned from the beginning.

Businesses often have huge outlays in existing hard-
ware, software, and data. To be accepted by the business
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community, a new system must be capable of leveraging
existing technology; an organization will not throw away
the product of an earlier costly investment. We state this
requirement as R3:

R3 Legacy systems. New software must be able to
interact smoothly with existing software, regard-
less of the age of that software.

Other important requirements are fault-tolerance, scal-
ability, and performance. The system must be fault-tolerant;
in particular it must not have a single point of failure. The
system must scale in terms of both hardware and data.
Finally, our installations must meet stringent performance
standards. In this paper, we focus on requirements R1, R2,
and R3 because they represent “real-world” constraints that
have been less studied in research settings.

The typical customer environment consists of a distrib-
uted collection of independent processors, nodes, that com-
municate with each other by passing messages over the
network. Nodes and the network may fail, and it is assumed
that these failures are fail-stop [Schneider83] and not Byz-
antine [Lamport82].l The network may lose, delay, and
duplicate messages, or deliver messages out of order. Link
failures may cause the network to partition into subnet-
works that are unable to communicate with each other. We
assume that nodes eventually recover from crashes. For any
pair of nodes, there will eventually be a time when they can
communicate directly with each other after each crash.

3 Information Bus Architecture

The requirements of a "24 by 7" environment dictated
numerous design decisions that ultimately resulted in the
Information Bus that we have today. We have distilled those
decisions into several design principles, which are high-
lighted as they become apparent in this section.

Because it is impossible to anticipate or dictate the
semantics of future applications, it is inadvisable to hard-
code application semantics into the core communications
software—for performance reasons and because there is no
“right” answer for every application [Cheriton93]. For
example, complex ordering semantics on message delivery
are not supported directly. Atomic transactions are also not
supported: in our experience most applications do not need
the strong consistency requirements of transactions. Instead,
we provide tools and higher-level services to cover the
range of requirements. This allows us to keep the communi-
cations software efficient, while still allowing us to adapt to
the specific needs of each class of customers. The following
principle is motivated by requirements R2 and R3.

{. Failures in our customer environments closely approximate
fail-stop behavior; furthermore, protecting against the rare Byzan-
tine failure is generally too costly.
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FIGURE 1. Model of computation
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P1 Minimal core semantics. The core communica-
tion system and tools can make few assumptions
about the semantics of application programs.

Our model of computation consists of objects, both
data objects and service objects, and two styles of distrib-
uted communication: traditional request/reply (using
remote procedure call [Birrell84]) and publish/subscribe,
the hallmark of the Information Bus architecture. This is
depicted in Figure 1. Publish/subscribe supports an event-
driven communication style and permits data to be dissemi-
nated on the bus, whereas request/reply supports a demand-
driven communication style reminiscent of client/server
architectures. For each communication style, there are dif-
ferent levels of quality of service, which reflect different
design trade-offs between performance and fault-tolerance.
The next section elaborates on these mechanisms.

An object is an instance of a class, and each class is an
implementation of a typez. Our system model distinguishes
between two different kinds of objects: service objects that
control access to system resources and data objects that
contain information and that can easily be transmitted. A
service object encapsulates and controls access to
resources such as databases or devices and its local data
objects. Service objects typically contain extensive state
and may be fault-tolerant. Because they tend to be large-
grained, they are not easily marshalled into a wire format
and transmitted. Instead of migrating to another node, they
are invoked where they reside, using a form of remote pro-
cedure call. Examples of service objects include network

2. A type is an abstraction whose behavior is defined by an inter-
Jface that is completely specified by a set of operations. Types are
organized into a supertype/subtype hierarchy. A class is an imple-
mentation of a type. Specifically, a class defines methods that
implement the operations defined in a type’s interface.

DOCKET

_ ARM

P o T |
pubhsT subscribe  request ireply
o

o
oo i
Client appl. Client appl.

file systems, database systems, print services, and name ser-
vices.

A data object, on the other hand, can be easily copied,
marshalled, and transmitted. Such objects are at the granular-
ity of typical C++ objects or database records. They abstract
and encapsulate application-level concepts such as docu-
ments, bank accounts, CAD designs, and employee records.
They run the gamut from abstracting simple data records to
defining complex behaviors, such as “recipes” for control-
ling IC processing equipment.

Each data object is labelled with a subject string. Sub-
jects are hierarchically structured, as illustrated by the fol-
lowing well-formed subject “fab5.cc.litho8.thick.” This
subject might translate to plant “fab5,” cell controller, lithog-
raphy station “litho8,” and wafer thickness. Subjects are cho-
sen by applications or users.

The second principle, P2, is motivated by requirements
R2 and R3, and together with data abstraction, allows appli-
cations to adapt automatically to changes in an object’s
implementation and data representation.

P2 Self-describing objects. Objects, both service and
data objects, are “self-describing.” Each supports
a meta-object protocol [Kiczales91], allowing
queries about its type, attribute names, attribute
types, and operation signatures.

P2 enables our systems and applications to support
introspective access to their services, operations, and
attributes. In traditional environments, introspection is used
to develop program analysis tools, such as class browsers
and debuggers. In the Information Bus environment, intro-
spection is used by applications to adapt their behaviors to
change. This is key to building systems that can adapt to
change at run-time.
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