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I. INTRODUCTION AND SCOPE OF ENGAGEMENT

1. My name is Markus Jakobsson.  I have been retained by counsel for Patent Owner

Proxense, LLC (“Proxense”) to provide my opinions regarding whether claims of U.S. Patent Nos. 

9,679,289 (hereafter the “289 Patent”) and 10,073,960 (hereafter the “960 Patent) recite terms 

understood by persons of ordinary skill in the art to have a sufficiently definite meaning as the 

name for structure enabling an application, function or service, absent an algorithm disclosed in 

the Specifications of the respective patents. 

II. QUALIFICATIONS AND COMPENSATION

2. I make this Declaration based upon my own personal knowledge, information, and

belief, and I would and could competently testify to the matters set forth in this Declaration if 

called upon to do so. 

3. Attached hereto as Appendix A is a true and correct copy of my Curriculum Vitae

(CV).  I am being compensated at the rate of $875 per hour for my time, plus reasonable out-

of-pocket expenses.  My compensation does not depend upon the outcome of the IPR 

proceedings, the contents of this Declaration, any testimony that I may provide, or the 

ultimate outcome of this litigation. 

4. I am currently the Chief Scientist at Artema Labs, a crypto startup concerned with

the security and confidentiality of digital representations of ownership. My research relates to how 

to make online transfers of ownership secure against abuses of various types, among other things. 

5. I have founded or co-founded several successful computer security companies. I

am the CEO at ZapFraud, a cybersecurity company that develops techniques to detect deceptive 

emails, such as Business Email Compromise emails. At ZapFraud, my research studies and 

addresses abuse, including social engineering, malware and privacy intrusions. My work 

primarily 
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involves identifying risks, developing protocols and user experiences, and evaluating the security 

of proposed approaches. 

6. I am also the founder of Carbyne Biometrics, a biometric authentication company; 

Secure Technology, a target advertising company; RavenWhite Security, a device authentication 

company; FatSkunk, a mobile malware detection company (acquired by Qualcomm in 2013); 

Extricatus, a security consulting company (now defunct); CSExpert, a security consulting 

company; and RightQuestion, a telecom security company.  

7. I received a Master of Science degree in Computer Engineering from the Lund 

Institute of Technology in Sweden in 1993, a Master of Science degree in Computer Science from 

the University of California at San Diego in 1994, and a Ph.D. in Computer Science from the 

University of California at San Diego in 1997, specializing in Cryptography. During and after my 

Ph.D. studies, I was also a Researcher at the San Diego Supercomputer Center, where I did research 

on authentication and privacy. 

8. From 1997 to 2001, I was a Member of Technical Staff at Bell Labs, where I did 

research on authentication, privacy, multi-party computation, contract exchange, digital commerce 

including crypto payments, and fraud detection and prevention. From 2001 to 2004, I was a 

Principal Research Scientist at RSA Labs, where I worked on predicting future fraud scenarios in 

commerce and authentication and developed solutions to those problems. During that time I 

predicted the rise of what later became known as phishing. I was also an Adjunct Associate 

Professor in the Computer Science department at New York University from 2002 to 2004, where 

I taught cryptographic protocols. 

9. From 2004 to 2016, I held a faculty position at the Indiana University at 

Bloomington, first as an Associate Professor of Computer Science, Associate Professor of 
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Informatics, Associate Professor of Cognitive Science, and Associate Director of the Center for 

Applied Cybersecurity Research (CACR) from 2004 to 2008; and then as an Adjunct Associate 

Professor from 2008 to 2016. I was the most senior security researcher at Indiana University, where 

I built a research group focused on online fraud and countermeasures, resulting in over 50 

publications and two books. 

10. While a professor at Indiana University, I was also employed by Xerox PARC, 

PayPal, and Qualcomm to provide thought leadership to their security groups. I was a Principal 

Scientist at Xerox PARC from 2008 to 2010, a Director and Principal Scientist of Consumer 

Security at PayPal from 2010 to 2013, a Senior Director at Qualcomm from 2013 to 2015, Chief 

Scientist at Agari from 2016 to 2018, Chief of Security and Data Analytics at Amber Solutions 

from 2018 to 2020, and Chief Scientist at ByteDance from 2020 to 2021. 

11. Agari is a cybersecurity company that develops and commercializes technology to 

protect enterprises, their partners and customers from advanced email phishing attacks. At Agari, 

my research studied and addressed trends in online fraud, especially as related to email, including 

problems such as Business Email Compromise, Ransomware, and other abuses based on social 

engineering and identity deception. My work primarily involved identifying trends in fraud and 

computing before they affected the market, and developing and testing countermeasures, including 

technological countermeasures, user interaction and education.  

12. Amber Solutions is a cybersecurity company that develops home and office 

automation technologies. At Amber Solutions, my research addressed confidentiality, user 

interfaces and authentication techniques in the context of ubiquitous and wearable computing, and 

involved the tracking of users, for purposes of personalization and emergency response, using 

wireless technologies such as Bluetooth and Bluetooth Low Energy (BLE).  

Patent Owner Exhibit 2014, Page 4 of 50f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


 

5  

13. ByteDance is a media company concerned with secure processing of data, and is 

the owner of TikTok. At ByteDance, my research addressed fraud prevention, confidentiality, user 

interfaces and authentication techniques in the context of the many products offered by ByteDance.  

14. I have additionally served as a member of the fraud advisory board at LifeLock (an 

identity theft protection company); a member of the technical advisory board at CellFony (a mobile 

security company); a member of the technical advisory board at PopGiro (a user reputation 

company); a member of the technical advisory board at MobiSocial dba Omlet (a social 

networking company); and a member of the technical advisory board at Cequence Security (an 

anti-fraud company, previously named Stealth Security). I have provided anti-fraud consulting to 

KommuneData (a Danish government entity), J.P. Morgan Chase, PayPal, Boku, and Western 

Union. 

15. I have authored six books and over 100 peer-reviewed publications, and have been 

a named inventor on over 300 patents and patent applications. 

16. My work has included research in the area of applied security, mobile security, 

cryptographic protocols, authentication, malware, social engineering, usability and fraud. 

17. I have been engaged as a technical expert in over 75 computer-related cases, 

including numerous cases involving Internet security, mobile security, encryption and/or 

authentication. 

III. SUMMARY OF OPINIONS 

18. As discussed in detail below, I do not believe the terms “RDC communicating 

wirelessly with [] at least one external device within [a] proximity zone”, “integrated, wireless 

communication interface communicating wirelessly with [] at least one external device within [a] 

proximity zone”, “local, secured information stored by [] integrated, secure memory”, and 

“enablement signal” are understood by person of ordinary skill in the art to have a sufficiently 
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