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LISTING OF CHALLENGED CLAIMS

1. A method for securing virtual cloud assets against cyber vulnerabilities in
a cloud computing environment, the method comprising:

[1.1] determining, using an API or service provided by the cloud
computing environment, a location of a snapshot of at least one virtual
disk of a protected virtual cloud asset, wherein the protected virtual
cloud asset is instantiated in the cloud computing environment;

[1.2] accessing, based on the determined location and using an API or
service provided by the cloud computing environment, the snapshot of
the virtual disk;

[1.3] analyzing the snapshot of the at least one virtual disk by matching
installed applications with applications on a known list of vulnerable
applications;

[1.4] determining, based on the matching, an existence of a plurality of
potential cyber vulnerabilities;

[1.5] correlating the determined potential cyber vulnerabilities with a
network location of the protected virtual cloud asset;

[1.6] using the determined plurality of potential cyber vulnerabilities
and the network location of the protected virtual cloud asset to
determine a risk of the protected virtual cloud asset to the cloud
computing environment;

[1.7] prioritizing, by the determined risk, the plurality of potential cyber
vulnerabilities; and

[1.8] reporting the determined plurality of potential cyber
vulnerabilities as alerts prioritized according to the determined risk

2. The method of claim 1, wherein reporting the determined potential cyber
vulnerabilities includes communicating the prioritized alerts to a user console
or a security information and event management (SIEM) system.

3. The method of claim 2, further comprising filtering the determined potential
cyber vulnerabilities based on a determined risk level associated with each
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