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( 57 ) ABSTRACT 

Network traffic in a cloud computing system is monitored in 
response to a request to capture network traffic of a tenant 
port of a first virtual machine ( VM ) executing in the cloud 
computing system , wherein the first VM is associated with 
a first tenant organization different from a second organiza 
tion managing the cloud computing system . A decapsulating 
VM having a first network interface and a second network 
interface is instantiated , wherein the decapsulating VM is 
inaccessible to the first tenant organization . An encapsulated 
port mirroring session from the tenant port of the first VM 
to the first network interface of the decapsulating VM is then 
established . A plurality of packets comprising captured 
network traffic received via the encapsulated port mirroring 
session are decapsulated , and the captured network traffic is 
forwarded via the second network interface of the decapsu 
lating VM to a sniffer VM . 
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